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ROTATION OF AUTHORIZATION RULES IN MEMORY OF
AUTHORIZATION SYSTEM

BACKGROUND

{00013 This application is an international application of and claims the benefit
of the filing date of U.S. Provisional Application No. 15/133,134, filed on April 18,

2016, which is herein incorporated by reference in its entirety for all purposes.

{0002} Access o a resource may be granted in response to an authorization
request. However, some authorization requests may be fraudulent. One or more
authorization rules may be used 1o reject the authorization request based on whether
conditions of the authorization rules are satisfied. For example, an authorization
request may be rejected if parameters of the authorization request satisfy conditions
of at least one of the authorization rules. The conditions for each of the authorization
rules may be seiected based on a represeniative training sample that includes
known patierns or instances of fraudulent or invalid authorization reguests.
Accordingly, authorization requests may be checked against the authorization rules

in order to deny fraudulent reguests {o access the resource.

(00603} There is a need to ensure that the authorization rules have not become
obsolete or inaccurate. There is also a need to determine which authorization rules
have higher accuracy compared to others. Embodiments of the invention address

these and other problems.

SUMMARY
(00043 Embodiments of the invention generally relate to methods and systems
for rotation of authorization rules.
{00081 One embodiment of the invention provides an authorization computer

comprising a processor circuit. The authorization computer also comprises a
memory coupled to the processor circuit and a non-transitory computer-readable

storage medium coupled to the processor circuit and storing code executable by the
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processor circuit for implementing a method for operating authorization rules. The
method includes icading into the memory a plurality of authorization rules including &
first rule. Each authorization rule of the plurality of authorization rules is assigned to
a first mode or a second mode. The authorization rules may be used to reject
authorization requests that satisfy ils conditions when it is assigned to the first mode.
Each authorization rule may not be used o reject authorization requests when
assigned to the second mode. The method further includes rotating the first rule
between the first mode and the second mode over a time interval. The method
further includes receiving a first set of authorization requests during a first time
period of the time interval, the first rule being assigned o the second mode during
the first time period. The method further includes determining a first subset of the
first set of authorization requests that satisfy conditions of the first rule. The method
further includes confirming, after the first time interval, which of the authorization
requests in the first subset are valid through an independent process. The method
further includes determining a first accuracy rate for the first rule based on the

portion of authorization requests in the first subset that are valid.

{00083 Another embodiment of the invention provides a method for operating
authorization rules. The method includes lcading, into 8 memory circuit, a plurality of
authorization rules including a first rule. Each authorization rule of the plurality of
authorization rules is assigned {0 a first mode or a second mode. Each authorization
rule may be used to reject authorization requests that satisfy its conditions when it is
assigned to the first mode. Each authorization rule may not be used to reject
authorization requests when assigned 1o the second mode. The method further
includes rotating the first rule between the first mode and the second mode over a
time interval. The method further includes receiving a first set of authorization
requests during a first time period of the time interval. The first rule is assigned to the
second mode during the first time pericd. The method further includes detenmining a
first subset of the first set of authorization requests that satisfy conditions of the first
rule. The method further includes confirming, afier the first time interval, which of the
authorization requests in the first subset are valid through an independent process.
The method further includes determining a first accuracy rate for the first rule based

on the portion of authorization requests in the first subset that are valid.
2
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(0007} Further details regarding embodiments of the invention can be found in

the Detailed Description and the Figures.

BRIEF DESCRIPTION OF THE DRAWINGS

{0008} FIG. 1 is a high-level block diagram of a user requesting access to a

resource according to an embodiment of the invention.

{00091 FIG. 2 is a table showing different operating modes for an authorization

rule according to an embodiment of the invention.

{00101 FIG. 3 is an table showing analysis of an authorization rule based on its

operating mode according to an embodiment of the invention.

(00113 FIG. 4 is a table showing operation of authorization rules and stand-by

authorization rules according o an embodiment of the invention

{0012} FIG. 5 is a table showing operation of groups of authorization rules

according to an embodiment of the invention.

{00131 FI(5. 6 is a block diagram of componenis of an exemplary authorization

system that may be used to implement embodiments of the invention.

{0014} FIG. 7 is a flow chart of 2 method for operating authorization rules.
TERMS
(00615} Prior to discussing embodimenis of the invention, description of some

terms may be helpful in understanding embodiments of the invention.

{06163 The term “authorization request” generally refers 10 a request to access
a resource. The authorization request may be received from a requesting computer
(2.g., a potential user of the resource). The authorization request may include
authorization request parameters, such as an authorization request identifier, a time,
a date, a requesting computer identifier, an account identifier, an account credential,

a geo-location, biometric information, or any other suitable information.
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(0017} The term “resource” generally refers {0 any asset that may be used or
consumed. For example, the resource may be computer resource (2.9, stored data
or a networked computer account), a physical resource (e.¢., & tangible objectora
physical location), or other electronic resource or communication between computers
{e.g., a communication signal corresponding to an account for performing a

transaction).

{0618} The term “autherization rule” may include any procedure or definition
used to determine an authorization rule outcome for an authorization request based
on certain criteria. In some embodiments, the rule may comprise a rule condition and
a rule cutcome. A “rule condition” may specify a logical expression describing the
circumstances under which the ouicome is determined for the rule. For exampile, an
authorization request may have an account identifier parameter and a geo-location
parameter and an authorization rule may have conditions that are satisfied (i.e., the
authorization rule is “triggered™) if the geo-location in the authorization request is
more than 10 feet away from a siored geo-location for the account stored in a
database of the authorization server. An example authorization rule cutcome for this
authorization request may be “rejected”. The authorization server may reject the
authorization request since the cutcome of af least authorization rule is “rejected.” in
another example, the authorization request may include biometric information as a
parameter and an authorization rule may have a condition that is satisfied when the
biometric information in the authorization request is inconsistent with biometric data

stored in a database of the authorization server.

(0019} An “ authorization rule outcome” for an authorization request may
represent an cutcome determined by that rule based on the conditions of the rule
and the paramesters of the authorization request. However, an authorization rule
outcome associated with a transaction may not necessarily determine the cuicome
of the authorization request {e.q., whether access o the resource is granted or
rejected). In some embodiments, the authorization server may reject an authoerization

request if any of the authorization rules have an outcome of “rejected.”

(06203 The term “authorization request outcome” may include any

determination of whether 1o grant access to the resource. The authorization request

4
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outcomes may include “accepted,” ‘rejected,” or “review.” The “accepted” outcome
may indicate that the requesting computer may be granted access to the resource.
The ‘rejected” oulcome may indicate that the requesting computer may be denied
access (o the resource. The “review” outcome may indicate that the requesting
computer may be granted access {o the resource depending on an independent
review process. In various embodiments, other cutcomes or other meanings of

these outcomes may be used.

{00213 The term “prevention mode” generally refers to a mode of operating an
authorization rule wherein the authorization server may reject an authorization
request that that satisfy one or more conditions of the authorization rules.
Authorization rules assigned to the prevention mode may be used to prevent

fraudulent access to a resource.

{0022} The term "surveillance mode” generally refers {0 a mode of operating
an authorization rule wherein the authorization server may not reject an authorization
request that that satisfy one or more conditions of the authorization rules. The

surveillance mode may be used o evaluaie the accuracy and performance of an

authorization rule based on an independent verification process.

{00233 The term “independent process” generally refers 10 a process for
verifying or validating authorization requests which is independent from the operation
of the authorization rules. For example, if the resource is a building, then the
independent process may include review of security camera foolage to determine if
an unauthorized person has access {o the building. If the resource is a computer
account, the independent process may identify an authorization reguest as being
invalid based on a notification from an administrator of the computer account. in
anocther example, if the resource is an account for conducting a transaction, the
independent process may include a determination of whether the transaction was

reversed (e.q., a charge-back was made for a payment transaciion).

{0024} The term “trigger frequency” is a metric that generally refer to the
number of authorization requests that satisfy one or more conditions of a certain
authorization rule {i.e., the authorization rule is “triggered”). In one example,

conditions of an authorization rule are satisfied by 10 authorization requesis out of

~

2
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1000 authorization reguests. In this example, the trigger frequency of that
authorization rule is 10 and the relative trigger frequency is 1% of the total number of

authorization requests.

{00258} The term “true fraud attempting rate” refers to the actual number of
fraudulent authorization requests received, including authorization requests that are
both rejected and accepted. The true fraud attempling rate may be determined
based on the percentage of accepted authorization requests which have been

determined to be invalid by the independent process.

(0026} An “authorization rule group” may include a grouping of authorization
rules where each rule in the group is assigned to the same operating mode. For
example, each authorization rule in a group may be assigned to the prevention
mode. In another exampile, each authorization rule in a group may be assigned (o

the surveillance mode.

{0027} The term "server computer” may inciude a powerful computer or cluster
of computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example, the
server computer may be a database server coupled to a Web server. The server
computer may be coupled o & database and may include any hardware, software,
other logic, or combination of the preceding for servicing the requests from one or
more client computers. The server computar may comprise one or more
computational apparatuses and may use any of a variety of computing structures,
arrangements, and compilations for servicing the requests from one or more client

computers.

{0028} As used herein, the term "providing” may include sending, transmitfing,
making available on a web page, for downloading, through an application, displaying
or rendering, or any other suitable method. In variocus embodiments of the invention,
rule profiles, rule outcome freguencies, and rule outcome disposition freguencies

may be provided in any suitable manner.

6
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DETAILED DESCRIPTION

{0029} Resources may be secured to prevent unauthorized users from
accessing them. A prospective user of the resource may request access io the
resource by providing authorization information in an authorization request. For
example, user may present a key or enter a passcode in order to access a locked
building, enter a password {0 access a secured a computer account or file, orenter a
personal identification number to make a transaction on a payment account.
However, some authorization reguests may include valid authorization information
while actually being fraudulent. For example, a user that is not authorized by an
owner of the resource to use the resource may present authorization information of
an authorized user in order to gain access to the resource. To prevent fraudulent
access 1o the resource, an authorization server may consider certain parameters of

the authorization reqguest to see if they match known instances of fraudulent activity.

{00307 Rules may be used to determine whether a given authentication
request would be deemed valid. Bui, it is problematic to test rules for false positives
while using the rules 1o prevent fraud. Embodiments are directed {o compuler
technigues for changing modes of rules loaded in memory so that rules can be
checked for false positives, as well as allowing an authentication system 1o operate

to prevent fraud.

. BLOCK DIAGRAM FOR AUTHORIZATION

{06313 The process of requesting access {0 a resource is further described

below with reference to FIG. 1.

{00321 FIG. 1 is a high-level block diagram 100 of a user 101 requesting
access {0 a resource 102, according to an embodiment of the invention. The
resource 102 may be a physical building, a computer account or file, or a payment
account. The user 101 may access the rescurce directly or by using a user device
105 (e.g.. a mobile device or a computer). Access (o the resource may be granted or
denied by a resource computer 103, The resource computer 103 may comprise the
resource 102 or the resource 102 may be separate from the resource computer 103,

For example, where the resource 102 is access to a building, the resource computer
7
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103 may be integrated into the building or a door of the building and the resource
computer 103 may grant the user 101 access to the resource 102 by unlocking the
door. In another example, the resource 102 is a computer account or file, the
resource computer 103 comprises the computer account or file (i.e., the resource),
and the resource computer 103 may grant access to the user device 105 of the user
101.

{0833} The rescurce computer 103 may 1o grant access o the user 101 orthe
user device 105 based on a determination of an authorization server 107. The user
101 may reguest access 1o the resource 102 by inputting authorization information
info an access device 106 of a requesting computer 104, The access device 108
may be integrated into the requesting computer 104 or it may be a separate device.
The access may be any input device for receiving the corresponding authorization
information. For example, a keypad may receive a personal identification number, a
keyboard may receive a password or passcode, finger print reader may receive a
scan of a finger of the user 101, a relina scanner may receive a scan of the an eye of
the user's 101, or a biometric reader may receive biometric information of the user
101. The user 101 may also use the user device 105 to input the authorization
information. The user device 105 and the access device 106 may also communicate

data (e.¢., data indicating the user's input) with each other.

(0634} The user device 105 or the access device 106 may send a plurality of
parameters for the authorization request, the parameters including the authorization
information, o the requesting computer 104. The user device 105 and the access
device 1086 may be coupled to the requesting computer 104 or they may be
connected via a network 109, The parameters may include the authorization
information, a credential of the user 101 or the user device 105, a time of day of the
request, a date of the request, an identifier of one of the user 101, the user device
105, the access device 105, the resource 102, and the resource computer 103, ora
geo-location of one of the user 101, the user device 105, the access device 105, the

resource 102, and the resource computer 103,

[00G35] The reguesting computer 104 may receive the request paramelers

from the user device 105 and the access device 105 and generate an authorization

8
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reguest based on the received request parameters. The requesting computer may
send the authorization requests to the authorization server 107, The requesting
computer 104 may be coupled o the authorization server 107 or it may be
connected 1o the authorization server via network 108. The authorization server 107
may alsc be coupled to the rescurce computer 103 or it may be connected to the

resource computer 103 via network 108.

{00636} As further described below, the authorization server 107 may comprise
a plurality of authorization rules that can be used to deiermine whether an
authorization request is valid or not. An authorization rule has a plurality of conditions
that may be compared to the parameters of an authorization request. The
authorization server may determine that an authorization request should be rejecied
{e.g., the user 101 is denied access (o the resource 102) is the parameters of the
authorization request salisfy one or more conditions of one or more of the
authorization rules. The authorization server 107 can send an authorization response
to the requesting computer 104 including an outcome indication which indicates
whether the authorization request was rejected or accepted. The authorization
response may also indicate that they requesting computer should review the
authorization request (e.q., request additicnal information from the user 101 orthe
user device 105). The authorization server 107 may also send the authorization

response to the resource computer 103.

{0837} The requesting computer 104 can send the authorization response to
the resource computer 103. The requesting computer may be coupled to the
resource computer or it may be connected to the authorization server via the network
109. The resource computer may grant or deny access to the resource 102 based on
the authorization response. For example, the resource computer may unlock the
door of the building, or it may grant permissions to a computer account or file, or it

may authorize a transaction against a payment account.

{0338} The authorization rules used by the authorization server 107 may reject
authorization reguests that are fraudulent. However, the authorization rules may also
inadvertently reject authorization reqguestis from users 101 or user devices 105 that

are in fact valid (2.g., the user 101 or the user device 105 has been authorized by

9
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the owner of the resource 102). An authorization rule may become less accurate at
identifying truly fraudulent authorization requests over time if the patterns of
fraudulent activity have changed. To optimize the accuracy of the authorization rules,
the authorization server 107 may evaluate the performance of the authorization rules
and modify the conditions of the authorization rules, or replace authorization rules,

based on their performance, as further described below.

il AUTHORIZATION RULES

(00639} As described herein, an authorization server computer ("authorization
server”) may store account information indicating certain accounts that are
authorized {0 access certain resources. A requesting computer (e.g., a compuiter
used by a user of a resource to access the resource) may send an authorization
request including an account identifier to the authorization server computer {o
request access to the resource. For example, the resource may be computer
resource (8.¢., stored data or a networked computer account), a physical resource
{e.q., a tangible object or a physical location), or a transactional resource {(e.4., an
account for performing a transaction). The authorization server may determine
whether to grant the requesting computer access {o the resource based on the

account indicator and the stored account information.

{00407 The authorization server may comprise a processor circuit and a
memory unit that is coupled to the processor circuit. The authorization may also
comprise a non-transitory computer-readable storage medium coupled to the
processor circuit. The storage medium may store code that is executable by the
processor circuit for implementing the methods for operating authorization rules

described here.

{00413 However, some authorization requests may be fraudulent. For
example, a requesting computer that is not authorized 1o access the rescurce may
send an authorization request indicating an account that is authorized to access the
resource. Accordingly, the authorization server may check parameters of fthe
authorization request (e.qg., authorization information, credentials, a location of the

requesting computer, or a time of day when the authorization request was received)

10



10

20

30

WO 2017/184369 PCT/US2017/026838

against one or more authorization ruies in order {0 prevent fraudulent access to the
resource. One or more authorization rules may be used to reject the authorization
request if the parameters of the authorization reguest satisfy one or more conditions
of the authorization rule. For example, an authorization rule may reject the
authorization request if a credential does not match an account identifier, if a location
of the requesting computer does not mateh a certain location, or if the authorization

request is received at a certain time.

(0042} The conditions for each of the authorization rules may be selected
based on a representative training sample including known instances or patterns of
fraudulent or invalid authorization requests. Such instances or patterns of fraudulent
authorization requests can be determined by an independent process. For example,
if the resource is a building, then the independent process may include review of
security camera footage. In another example, if the rescurce is an account for
conducting a transaction, the independent process may include a determination of

whether the transaction was returned or reversed by an owner of the account,

{0043} Authorization rules may be operated in a “prevention” mode. While
operating in the prevention mode, the authorization rules may be used {0 reject
authorization requests that satisfy one or more conditions of the authorization rules.
Accordingly, the authorization rules may be used to reject authorization requests that
may be fraudulent. While authorization rules are an effective way 1o prevent
fraudulent access 1o resources, they may also inadvertently reject authorization
requests that are in fact valid. Furthermore, an authorization rule may become less
accurate at identifying truly fraudulent authorization requests over time. For exampie,
the pattems of fraud may have changed and the conditions of the authorization rule

may be based on culdated patterns.

{0044} The authorization server may evaluate the authorization rules fo
determine the accuracy for each authorization rule. The accuracy of an authorization
rule may be based on a false positive ratio (the number of valid authorization
requests that are rejected for each invalid authorization request that is rejected}. The
accuracy of an authorization ruie may also be based on a false positive rate (the

percentage of valid authorization requests that were not accepted).

11
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(00453 However, when an authorization request is rejected, it may not be
possible for the independent process to determine whether the authorization request
was truly valid because access to the resource was not granted. For example, it may
not be possible to review security camera footage fo identify an authorized person in
a building since that person was denied access {0 the building. In another example,
a fraudulent transaction may not be reversed or retumed if the transactions was not

made because it was rejected.

(0046} Therefore, in order to svaluate the authorization rules, the authorization
server may assign certain authorization rules 1o operate in a “surveillance” mode,
instead of the prevention mode, for certain periods of time. The authorization server
may determine whether an authorization request satisfies conditions of an
authorization rule assigned to the surveillance mode but the authorization server
may not use that authorization rule 1o reject the authorization request. instead, the
authorization server may evaluale the authorization rule, while it is in the surveillance
mode, based on the independent process. The operating modes of authorization

rules are described in further detail below.

{00473 The authorization server may also assign the authorization rule to
different operating modes. For example, the authorization server may also assign the
authorization rule 10 an "active” mode. The authorization rule, when assigned to the

LTS

active mode, may have an cutcome of either "accept,” “review,” or “reject,” when
parameters of an authorization request satisfy conditions of the authorization rule.
Accordingly, authorization rules assigned o the active mode may be used {0 accept,
review, or reject authorization reguests. The authorization server may also assign
the authorization rule to an “inactive” mode. The authorization rule, when assigned to

inactive mode, may not be used accept, review, or reject authorization requests.

{0048} The authorization server may also assign the authorization rule {0 any
other mode. For example, the authorization server may assign the authorization
rules a first mode and a second mode, where the authorization rule operates
different in the first mode compared to the second mode. The first mede, or the
second mode, may be assigned to any of the modes described herein, or any other

mode.

12
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0. OPERATING MODES OF AUTHORIZATION RULES

(00493 Authorization rules are have one or more conditions which can be
satisfied by the parameters of the authorization request. When one or more
conditions of the authorization rule is satisfied, an authorization server can reject or
accept the authorization request based on that authorization rule being satisfied by
the authorization request. However, as described here, it is advantageous {o
evaluale the performance of the authorization rules and optimize the conditions of
the authorization rules to improve their accuracy. For exampie, an authorization rule
may operate in a “prevention” mode where that rule is used by the authorization
server 1o reject authorization requests salisfying the conditions of that authorization
rule. The authorization rule may also operaie in a “surveillance” mode where that
rule is not used by the authorization server to reject authorization requests satisfying
the conditions of that gauthorization rule, but instead, the authorization server will
track whether the conditions were satisfied in order to evaluate the performance of
the authorization rule after an independent validation process that validates the

authorization request.

{00501 FIG. 2 is a table 200 showing different operating modes for an
authorization rule according to an embodiment of the invention. For example, an
authorization rule may operate in several modes. For example, the authorization rule
may operate in a "prevention” mode or a “surveillance” mode. As described above,
an authorization rule may be used to reject authorization reguests that satisfy one or
more conditions of the authorization rule while it is assigned to operate in the
prevention mode and the authorization rule may not be used to reject authorization
requests that satisfy one or more conditions of the authorization rule while it is
assigned to operate in the surveillance mode. The authorization rule may also

operate in an “active” mode or an “inactive” mode, as described above.

{0081} An authorization server may assign the authorization rule to operate in
different modes at different times. For example, the authorization server may
generally assign the authorization rule {0 operate in the prevention mode but may
assign the authorization rule {0 operate in the surveillance mode during certain
periods of time in order to evaluate the authorization rule as described herein. As

13
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such, the authorization server may rotate the authorization rule between a first mode
(2.g., the prevention mode) and a second mode (e.9., a surveillance mode) over a
time interval (e.q., thirty days). In ancother example, the authorization server may
generaily assign the authorization rule {0 operate in the active mode, but may assign
the authorization rule {0 operate in the inactive mode during certain periods of time in

order 1o evaluate the authorization rule.

[0652] in FIG. 2, the table 200 shows an example operation of the
authorization rule over a first time interval of thirty davs. The coloring of the celis of
the table indicate the mode that the authorization rule is assigned to for each day of
the time interval. A colored {(gray) cell indicates that the authorization rule is assigned
to operate in the prevention mode. A non-colored cell (white} indicates that the
authorization rule is assigned o operate in the surveiliance mode. As described
herein, the authorization server may determine whether conditions of the
authorization rule are satisfied by an authorization request that is received while the
authorization rule is operating in the surveiliance mode, but the authorization server
may not reject authorization requests that satisfy the conditions of the authorization
rule while it is operations in the surveillance mode. The authorization rule may also
be assigned to other modes, such as the aclive mode, the inactive mode, or another

mode of operating.

[00653] As shown in FIG. 2, the authorization server may rotate the operating
mode of the authorization rule over the time interval. The authorization server
assigns the authorization rule to operate in the preveniion mode on the first day 201
of the thirty day time interval. The auihorization rule is assigned 10 operate in the
surveillance mode for the first eight days of the time interval. The authorization
server then assigns the authorization rule to operate in the surveiliance mode for two
days, starting on the ninth day 202 of the time interval. As described herein, the
authorization server may evaluate the performance of the authorization rule on the
ninth and tenth days of the time interval while the authorization rule is operating in

the surveillance mode.

{00547 On the eleventh day 203 of the time interval, the authorization server

assigns the authorization rule 1o operate in the prevention mode. The authorization
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server assigns the authorization rule 1o operate in the prevention mode for three
days. On the fourteenth day 204 of the time interval, the authorization server assigns
the authorization rule to the surveillance mode for one day and then rotates the
authorization rule back to the prevention mode on the fifteenth day 205. The
authorization server also assigns the authorization rule 1o operate in the surveiliance
mode on the twentieth day 208 for one day and for three days starting on the twenty
sixth day 207. As shown in FiG. 2, the authorization server assigns the authorization

rule to operate in the prevention mode on the other days of the time interval.

{00583 The authorization server may also use different time intervals. For
example, the authorization server may use a twenty four hour time interval and may
rotate the authorization rule to different modes for different hours, minutes, or
seconds of the time interval. The authorization rule may rotate the authorization rule
according to a different patiern in different time intervals. For example, in a iater time
interval the authorization server may assign the authorization rule to operate in the
surveillance mode on different days (e.q. only the first, second, and third days). In
some embodiments, the authorization server may rotate the authorization rule
according to an interval that is not a time interval. For example, the authorization
server may select a new pattem for rofating the authorization rule between modes
after a certain number of authorization requests have been received. The
authorization server may also rotate the authorization rule between the prevention
mode and the surveillance mode based on a pre-determined amount of time within a
time interval. The authorization server may aiso rotaie the authorization rule between
the prevention mode and the surveillance mode based on a pre-determined number

of authorization requests having been received within the time interval.

{00563 The authorization server may also rotate the authorization rule between
different operating modes over the time interval. For example, the authorization
server may rotate the authorization rule between the active mode and the inactive
mode over the time interval. The authorization server may also rotate the
authorization rule between more than two operating modes. For example, the
authorization server may rotate the authorization rule between a first mode, a second

mode, a third mode, and a fourth mode having different modes of operation.
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V. EVALUATION OF AUTHORIZATION RULES

(0057} Authorization rules may be evaluated to determine their performance . If
the performance of an authorization rule can be determined, then the conditions of
the authorization rule may be modified in order {0 improve its performance. For
example, evaluation of an authorization rule may determine that the authorization
rule has a large trigger frequency comparad {0 other authorization rules (e.g., the
authorization rule is triggered more freqguently) and that the authorization rule is less
accurate than other authorization rules (e.g., the authorization rule has a higher rate
of false positives). The authorization server may modify the conditions of the rule fo
reduce the trigger frequency of the rule based on the instances of true positives
determined by an independeni validation process. Evaluation of an authorization rule
by analyzing the outcome of the authorization rule with respect to different

authorization requests and different operating modes is further described below.

{0058] FIG. 3 is an table 300 showing analysis of an authorization rule based
o its operating mode according o an embodiment of the invention. As described
herein, an authorization server may reject an authorization request when parameters
of the authorization request satisfy one or more conditions of on an authorization rule
operating in the prevention mode. However, the authorization server may not reject
an authorization request satisfying condition of the authorization rule while it is
operating in the surveillance mode. Accordingly, the authorization server may
evaluate the accuracy of the authorization rule by comparing instances of
authorization reguests that satisfied the conditions of the autherization rule, but were
not rejected while the authorization rule was operating in the surveillance mode, to

validation information from an independent process.

{06593 For example, a first authorization request 301, second authorization
request 302, third authorization request 303, and fourth authorization request 304
may be received by the authorization server while an authorization rule is operating
in the prevention mode. A fifth authorization request 305, sixth authorization request
306, seventh authorization request 307, and eighth authorization request 308 may
be received by the authorization server while the authorization rule is not operating in
the prevention mode (e.q., the authorization rule is operating in the surveillance
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mode). As shown in FIG. 3, the authorization server may reject the authorization
request when then authorization request satisfies conditions of the authorization rule
while it is operating in the prevention mode. But the authorization server may not
reject the authorization request while the authorization rule is not operating in the
prevention mode, regardless of whether the authorization request satisfies conditions

of the authorization rule.

{00807 The authorization server may evaluate the accuracy {e.q., a false
positive rate) of the authorization rule based on an independent process. For
example, if the requested resource is a building, then the independent process may
include review of security camera footage. In ancther example, if the requested
resource is an account for conducting a transaction, the independeni process may
include a determination of whether the transaction was returned or reversed by an
owner of the account. The independent process may be performed after a time

interval for evaluating the authorization rule.

{0061} As shown in FIG. 3, the first authorization request 301 and the second
authorization request 302 are rejected while the authorization rule is operating in the
prevention mode. Accordingly, it may not be possible for the independent process to
determine whether the authorization request was fruly valid because access (o the
resource was not granted. Therefore, the validity of the first authorization request
301 and the second authorization request 302 may be unknown since they were
rejected. However, the independent process may determine the validity of the other

authorization reguesis 303-308 since these requests were not rejecied.

(0062} The fifth authorization request 305 salisfied the conditions of the
authorization rule. Accordingly, the fifth authorization request 305 would have been
rejected by the authorization server had the authorization rule been operating in
prevention mode. However, the fifth authorization reguest 305 was valid {e.g., it was
not fraudulent) and the validity was confirmed by the independent process (.., no
indication of invalidity was determined by the independent process after a certain
period of time). This incorrect result in the oulcome of the authorization rule may
generally be referred {0 as a false positive. The conditions of the rule may be

modified such that the conditions of the authorization rule do not satisfy the
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parameiers of the fifth authorization reguest 305 since it is a valid authorization

request.

{0063} The sixth authorization request 308 also satisfied the conditions of the
authorization rule. Accordingly, the sixth authorization reguest 306 would have been
rejecied by the authorization server had the authorization rule been operating in
prevention mode. In fact, the sixth authorization request 306 was not valid (e.g., it
was fraudulent) and the invalidity was confirmed by the independent process (e.g.,
indication of invalidity was determined by the independent process after a certain
period of time). This correct resull in the outcome of the authorization rule may

generally be referred 1o as a true positive.

{0064} The authorization server may determine an accurate rate for the
authorization rule based on the ouicomes of the authorization rule {(e.g., would have
rejecied or accepted based on its conditions) while the authorization rule is operating
in the surveillance mode and the results of the independent process. For example,
the authorization server may compare the amount of false positives {0 the amount of
true positives for the authorization rule in order to determing an accuracy rate for the

authorization rule.

{0068} The authorization server may the number of invalid authorization
requests that satisfied the conditions of the authorization rule. The authorization
server may compare the combined total number of invalid authorization reqguests, as
confirmed by the independent process, 1o the total number of authorization requests
received in order {o determine the "true fraud atlempting rate” (e.g., the percent of
authorization requests which are invalid). As described above, the authorization
server may not be able to determine the accuracy rates of the authorization rules or
the true fraud attempting rate if the authorization requests were rejected, and thus,

not able to be confirmed by the independent process.

{00686} The authorization server may also determine a “trigger frequency”
{e.g., a triggering rate) for each authorization rule by comparing the number of
authorization reguests that satisfy one or more conditions of the rules 10 the total
number of authorization requests received by the authorization server. For example,

the relative trigger frequency of each of the authorization rules may be between
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0.1% and 0.3%. However, the relalive trigger frequency of an authorization rule may
also be less than 0.1% or greater than 0.3%. In general, the larger the trigger
frequency of an authorization rule is, the more inaccurate the authorization rule may
be {(e.g., it has a higher false positives rate). For exampie, a first rule having a
relative trigger frequency of 0.1% would generally have a lower false positive rate
compared to a sscond authorization rule having a relative trigger frequency of 1.5%.
Accordingly, the authorization rule may be modified {e.g., by the authorization
server) {o reduce the trigger frequency of the authorization rule in order {0 reduce its
faise posilive rale. Thus, the set of authorization rules may be oplimized to improve

accuracy.

{00867 The true fraud attempling rate can be compared {0 the number of
invalid authorization requests identified by the independent process in order to
determine the number of invalid requests which did not satisfy the conditions of any
of the authorization rules. Certain authorization rules may have their conditions
modified (2.g., the conditions of the rule are made broader, thereby increasing the
trigger frequency of the rule) in order 1o have their conditions be satisfied by such
invalid authorization requests that would not have been rgjected. New authorization
rules may also be generated o cover such invalid authorization requests. The
authorization server may also determine "a total rejection rate” based on the number
of authorization requests that satisty one or more conditions of at least one of the

authorization rules compared 1o the total number of authorization requests received.

V. ROTATION OF AUTHORIZATION RULES

[Q06R] An authorization server may determine a plan for rotating a plurality of
authorization rules between the prevention mode and the surveillance mode over a
time interval in order to evaluate the authorization rules. The authorization server
may assign each rule to a certain mode during a certain time period within the time
inferval. The authorization server may also assign each authorization rules to a
certain mode for each authorization request. The authorization server may re-assign
each of the authorization rules after the certain time period or after a certain number
of authorization requests have been received. As discussed herein, the authorization
server may evaluate the rules after the time interval and may modify the conditions
19



10

[
LA

25

30

WO 2017/184369 PCT/US2017/026838

of the authorization rules, or replace certain authorization rules with new
authorization rules, based on the evaluation of the authorization rules. The
authorization server may determing another plan for rotating the plurality of
authorization rules over 3 following time interval using the new and modified
authorization rules. Methods for rotating the authorization rules between different

maodes are discussed in further detail below.

A Rofation With Stand-By Authonzation Rules

{00691 FIG. 4 is a table 400 showing operation of authorization rules and
stand-by authorization rules according o an embodiment of the invention. An
authorization server may schedule authorization rules to be assigned to a first mode
(2.g., prevention mode) or a second mode (e.g., surveillance mode) across a time
inferval. The authorization server may rotate (e.q., ioggle) each of the authorization
rules between the first mode and the second mode according o the determined
schedule. The coloring of the cells in FIG. 4 indicate the mode that the authorization
rule is assigned o for each day of the time interval. A colored (gray) cell indicates
that the authorization rule is assigned {o operate in the prevention mode. A non-
colored cell (white} indicates that the authorization rule is assigned to operate in the
surveillance mode.

{0070} In this embodiment, the authorization server may use a first set of five
authorization rules to reject authorization requestis. A different number of

authorization rules may be used in other embodiments. The first set of authorization
rules includes Rule A, Rule B, Rule C, Rule [, and Rule E. The authorization server

may typically assign the first set of rules o the prevention mode.

(0071} The authorization server may also use a second set of seven
authorization rules as stand-by authorization rules. The second set of authorization
rules includes Rule $51, Rule 52, Rule 53, Rule 54, Rule 55, Rule 38, and Rule §7.
A different number of stand-by authorization rules may be used in other
embodiments. The second set of authorization rules are referred to as “stand-by”
rules because the authorization server may not typically assign these authorization

rules to the prevention mode {e.g., the second set of rules is typically assigned to the

20



10

20

WO 2017/184369 PCT/US2017/026838

surveilance mode). When the authorization server selects one or more of the
authorization rules from the first set 10 be assigned from the prevention mode o the
surveillance mode, the authorization server may alsc select one or more of the
stand-by authorization rules from the second set to be assigned from the

surveillance mode to the prevention mode.

{06721 As shown in FIG. 4, the authorization server may select certain
authorization rules from the first set of authorization rules {0 be assigned {o operate
in the surveillance mode on certain days within a seven day time interval. The
selection of the authorization rules may be randomly determined by the authorization
server or the selection may be pre-determined. The authorization server may select
a corresponding stand-by rule to be assigned o operate in the prevention mode (o
replace the authorization rules in the first sef which have been assigned to the
surveillance mode. For example, the authorization server assigns Rule A in the first
set of authorization rules to the surveillance mode on the first day of the time interval
{(as shown at cell 411 of table 400) and correspondingly assigns stand-by Rule 82 in
the second set of authorization rules to the prevention mode on the same day (as
shown at cell 412). That is, the authorization server may rotate stand-by Rule 52
between the surveillance mode and the prevention mode is response to rofating Rule

A between the prevention mode and the surveillance mode.

{0073} When the relative trigger frequency of each of the authorization rules is
similar, then the total rejection rate of the authorization rules may remain similar
when one of the authorization rules in the first set is replaced by a stand-by
authorization rule in the second set. The authorization server may assign certain
rutes to the prevention mode or the surveillance mode based on their relative trigger
frequencies in order to maintain the total rejection rate. For example, the
authorization server may rotate the authorization rules between the prevention mode
and the surveillance mode such that the {otal rejection rate of the rules assigned o
the prevention mode is as dose to a target rejection rate {e.g., a maximum rejection
rate) without going over the target rejection rate. The target rejection raie may be

used to ensure that a certain percentage of authorization requests are not reiected.
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(0074} For example Rule D may have a relative trigger frequency (e.g., a
rejection rate) of 0.3%, standby Rule $& may have a relative trigger frequency of
(.2%, and stand-by Rule 56 may have a relative trigger frequency of 0.1%. During
the second day (second time period) of the time interval, the authorization server
may assign Rule D of the first set to the surveiilance mode (as shown at cell 421).
The authorization server may determine that the combined relative trigger frequency
of stand-by Rule 55 (0.2%) and stand-by Rule 57 (0.1%) is equal {o the relalive
trigger frequency of Rule D {(0.3%). Accordingly, the authorization server may assign
stand-by Rule 85 and Rule S8 of the second set to the prevention mode (as shown
at cell 422 and cell 423 respective) during the second day while Rule D is assigned
to the surveillance mode. The authorization server may also have selected one or
more of the other stand-by rules 10 be assigned 1o the surveillance mode instead
based on the one or more other stand-by rules having & combined relative trigger
frequency that is similar to (e.q., within 0.1%) the relative trigger frequency of the

authorization rule from the first set being assigned to the surveillance mods.

{00758} As shown in FIG. 4, the authorization rule may assigned Rule B {o the
surveillance mode on the third day (as shown at cell 431). Rule B may have a
relative trigger frequency of 0.3%. The authorization server may assign a siand-by
rule having a similar relative trigger frequency o the prevention mode for the third
day to replace Rule B. Stand-by Rule $4 may have a relative trigger frequency of
0.2%. Accordingly, the authorization server may assign stand-by Rule 54 {o the
prevention mode on the first day (at cell 432). As such, the authorization server may
maintain a similar total rejection rate of the authorization rules assigned to the

prevention mode for the third day.

{00763 The authorization server may also determine 1o not assign any of the
authorization rules in the first set of authorization rules to the surveillance mode on a
certain day of the time interval, as shown on the fourth day in FIG. 4. Accordingly,
the authorization server may not assign any of the authorization rules in the second
set to the prevention mode on the fourth day. As shown in FIG. 4, the authorization
server assigns one or more stand-by rules in the second set of rules to the

prevention mode for days where rules in the first set of authorization rules are
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assigned to the surveillance mode. The operation of replacing authorization rules
with stand-by authorization rules aliows the authorization server (o evaiuate the

accuracy and performance of the authorization rules in the first set.

23 Rotation OF Groups Of Authorization Rules

{00771 FIG. 5 is a table 500 showing operation of groups of authorization rules
according to an embodiment of the invention. An authorization server, as described
herein, may divide a plurality of authorization rules into a plurality of groups and
assign each group to a first mode (e.g., prevention mode) or a second mode {e.g.,
surveillance mode) for each authorization request. The coloring of the cells of the
table of FIG. 5 indicate the mode that the group of authorization rule is assigned to
for each authorization request. A colored {(gray) cell indicates that the group is
assigned to operate in the prevention mode. A non-colored cell (while) indicates that

the group is assigned {o operate in the surveillance mode.

{0078} The authorization server may divide the authorization rules into the
groups based on the relative trigger frequency (e.g., trigger frequency) of that
authorization rule compared to the total combined relative trigger frequencies of the
plurality of authorization rules. The authorization server may deferming a number of
groups based on a target rejection rate and the {otal combined trigger frequency of
the plurality of authorization rules. For example, if the plurality of authorization rules
have a combined total relative trigger frequency of 10% (e.g., 10% of authorization
requests are rejected) and a target rejection rate is 8%, then the authorization
server may determine the number of groups to be five. The target rejection rate may
also be a range (e.q., 6-10% or 7-9%.). Accordingly, the authorization server may
select four groups of authorization rules to be operated in the prevention mode and
one group of authorization rules 10 be operated in the surveillance mode such that
the rejection rate of the authorization rules assigned to the prevention mode mests
the farget rejection rate of 8%. The authorization server may group the authorization
rules such that each grouping of authorization rules has a similar combined relative

trigger frequency related to the other groups {(e.¢., a 2% relative trigger frequency).
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{00679} As shown in FIG. &, the five groups of authorization rules are labeled
Group A-E. The authorization server may select four of the groups to be assigned to
the prevention mode. The relative trigger frequency of each of the Groups A-E may
be 2% Accordingly, the rejection rate for all transactions may be 8%. The
authorization server may randomiy select the four groups to be assigned to the
prevention mode or the selection of the groups may be pre-demined according {c a

pattern.

{00807 For simplicity, FIG. 5 shows the mode assignments of Groups A-E for
ten authorization requests. However, the authorization server may perform the
selection of groups Tor any number of authorization requests. As shown in FIG. 5, the
authorization server may select Group A o be assigned to the surveillance mode for
a first authorization request. Accordingly, the authorization server may select groups
B-E to be assigned to the prevention mode for the first authorization request. For the
second authorization request, the authorization server may select Group D to be
assigned fo the surveiliance mode and may assign Groups A-C and Group E to the
prevention mode. As shown in FIG. 5, the authorization server may select one of the
five groups of authorization rules to be assigned to the surveillance mode for each

authorization request.

{0081} In other embodiments, the number of groups of authorization rules may
be different. For example, in one embodiment the target rejection rate may be 8%
and a plurality of authorization rules may have a combined relative trigger frequency
of 10%. In this embodiment, the authorization server may divide the plurality of
authorization rules into ten groups, each having a 1% relative trigger frequency. For
each authorization request, the authorization server may select six of the ten groups
to be assigned {o the prevention modes and may select the four non-selected groups
to be assigned o the surveillance mode. The authorization server selects six of the

groups 1o be assigned to the prevention mode based on the 8% target rejection rate.

Vi. EXEMPLARY AUTHORIZATION SYSTEM

{06821 FIG. 6 is a block diagram 600 of components of an exemplary

authorization system 801 that may be used to implement embodiments of the
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invention. The authorization system 601 includes an authorization server computer
602 which may receive authorization requests and determine whether to accept or
rejection authorization requests based on a plurslity of authorization rules as
described above. The various components of the authorization system 601 may be
embodied by computer hardware or computer code stored on a non-transitory

computer readable storage medium.

{0083} The authorization server computer 602 may comprise a processor
circuit 808. The processor circuit 808 may execute insiructions to perform the
functions of the authorization server described herein. The processor circuit 608 may
be coupled to a memory circuit 810 configured o store data. The processor circuit
608 may read data from the memory circuit 810 and write data to the memory circuit
610. For example, the processor circuit 608 may load into the memory circuit 610 a
plurality of authorization rules. For example, processor circuit 608 can load a first
plurality of authorization rules 811 that are operating in the “prevention” mode and a
second plurality of authorization rules 612 that are operating in the “surveillance”
mode into the memory circuit 810, According to the methods for operating
authorization rules described herein, the processor circuit 608 can load certain
authorization rules into certain locations of the memory circuit 610 in performing the
rotation of the authorization rule between the “prevention” mode and the
“surveillance” mode. For example, rules being use for prevention mode can be
loaded into a cache of processor circuit for a software routineg {o access the rules and

perform an analysis of a current request.

{0084} The authorization server computar 602 may also comprise a network
interface 807. The network interface 807 may receive authorization reqguests from a
requesting computer 613. The network interface may also transmit authorization

responses 1o the requesting compuier.

{0085} The authorization server compuiter 602 may also comprise a storage
medium 809, The storage medium 6098 may be a non-transitory computer-readable
storage medium. The storage medium 6098 may store data for use by the processor
circuit 608. The processor circuit 808 may also load dala stored in the storage

medium 809 inte the memory circuit 810, The storage medium 609 may store
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instructions 614. The code 614 may be executable by the processor circuit for

implementing the methods for operating authorization rules described here.

{00363 The networl interface 607 of the authorization server computer 602
may be coupled to an account database 603. The account database 603 may
comprise a non-transitory computer readable storage medium. The account
database may store account information and/or credentials for entities that are
authorized o access a resource. The authorization server computer 602 may
compare the account information and credentials stored in the account database 603
to those in an authorization reguest from a requesting computer in determining

whether to grant the requesting computer access {o the resource.

{00873 The networl interface 607 of the authorization server computer 602
may also be coupled to a rule database 804. The rule database 604 may comprise a
non-transitory computer readable storage medium. The rule database 604 may be
used by the authorization server computer 602 to siore authorization rules. The rule
database 604 may also siore stand-by authorization rules. For each rule, the rule
database 604 may also store the conditions for satisfying that authorization rule. The
rule database 604 may also store statistics regarding sach authorization rule, such
its accuracy rate {e.q., false positive rate) and trigger frequency. The rule database
604 may also store validity information for each of the authorization rules as

determined by an independent process.

{0388} The network interface 607 of the authorization server computer 602
may be coupled 1o a request database 808, The reguest database 605 may
comprise a non-transitory computer readable storage medium. The request
database 605 may be used by the authorization server computer 602 1o store one or
more authorization requests. The regquest database 805 may store parameters of
each authorization request, such as an authorization request identifier, a requesting
computer identifier, an account identifier, an account credential, a geo-location, or
any other suitable information. The request database 605 may also comprise
information indicating the outcome of the authorization request (e.q., whether it was

rejected, accepted, or labeled for review).
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{0089} The network interface 607 of the authorization server computer 602
may be coupled to a rule modification database 806. The rule modification database
606 may comprise a non-transitory computer readable storage medium. The rule
modification database 606 may be used by the authorization server computer 802 to
store a modification log containing details regarding the specific conditions for each
authorization rule and each modification made to that authorization ruie. The
authorization server computer 802 may review the modification log in order o
optimize the authorization rules and track accuracy and performed of the

authorization rules over time.

V. EXEMPLARY METHOD

{00301 FIG. 7 is a flow chart 700 of a method for operating authorization rules.
The flow chart 700 is simplified for clarity. However, the method for operating
authorization rules can further include any combination of the methods for operating
authorization rules described herein. The method for operating authorization rules
may be performed by a computer, such as the authorization server computer 602

described above with refersnce to FIG. 6.

(0091} Al step 701, the method loads a plurality of authorization rules
including a first rule into a memory circuit. Bach authorization rule of the plurality of
authorization rules may be assigned {0 a first mode (e.g., a prevention mode which is
used to reject authorization requests) or a second mode (&.¢., a surveillance mode
which is not used to reject authorization requests). Each authorization rule may be
used to reject authorization requests that satisfy its conditions when that
authorization rule is assigned to the first mode (e.g., the prevention mode). Each
authorization rule may not be used to reject authorization requests when that

authorization rule assigned {o the second mode (e.q., the surveillance mode).

{00821 At Step 702, the method may rotate the first rule between the first
mode and the second mode over a time inierval. For example, an authorization
server may foggle an authorization rule between the prevention mode and the

surveillance mode according to a schedule. The rotation of the first rule may be

randomly determined or it may be pre-determined.

27



10

20

30

WO 2017/184369 PCT/US2017/026838

(0093} Al step 703, the method may receive a first set of authorization
requests during a first ime period of the time interval. For example, the first time
period may be a day and the time interval may be a number of weeks or a month.

The time period may also be a certain number of seconds, minutes, or hours.

(0094} At step 704, the method may determine 3 first subset of the first set of
authorization requests that satisfy one or more conditions of the first rule. The
determination of whether a certain authorization request satisfies conditions of the
first rule may be based on the parameters of that authorization request as described

herein.

{0088} At decision step 705, the method determine whether the first rule is
assigned to the first mode {&.¢., the prevention mode) or the second mode (e.g., the
surveillance mode) during the first time period. if the first rule is assigned to the first
mode in the first lime period (e.¢., ves, itis assigned to the first mode), then the
method continues from decision step 705 1o siep 706. At step 706, the method
rejects the authorization requests in the first subset of authorization requesis since
these authorization requests satisfied conditions of the first rule, which was assigned
o the first mode (e.¢., prevention mode). In other embodiments, the first mode may
be a different operating mode, instead of the prevention mode. In other
embodiments, the second mode may be a different operating mode, instead of the

surveillance mode.

{00386} if the first rule is not assigned {o the first mode for the first time pericd
{e.q., it is assigned to the second mode instead), then the method continues from
decision step 705 to step 707. At step 707, the method accepts the first subset of
authorization requests. The method may accept the first subset of authorization
requests because the first rule is assigned 1o the second mode {e.q., the surveillance
mode) and the authorization requesis of the first subset do not satisfy the conditions
of any other authorization rules of the plurality of authorization rules that are

assigned to the first mode during the first time period.

{0097} Al step 708, the method confirms, after the first time interval has
passed, which of the authorization reqguests in the first subset are valid through an

independent process. At step 709, the method determines a first accuracy rate (e.g.,
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a rate of false positives) for the first rule based on the portion of authorization
requests in the first subset that are valid. Determining the accuracy rate for the first
rule is advantageocus because the conditions of the first rule may be moedified to
optimize (e.q., improve the accuracy) of the first rule as described herein. The
authorization server may modify the one or more conditions of the first rule based on
the first accuracy rate such that the first accuracy rate is improved. The authorization

server may also replace the first rule with a new authorization rule.

{0098} As described herein, the authorization rules may apply to authorization
requests that request access 1o a building, a computer account, or a transaction
account. However, the systems and methods for operating and optimizing
authorization rules described herein may be applied o a requesi for access to any
type of resource where it is possible to determine the validity of the request by some
process. |, the systems and methods for operating and optimizing authorization rules
described herein may be applied 1o any type of rule set having results that can be

determined as a false positive or a true positive.

Vill. ADVANTAGES

(0099} The systems and methods for operating authorization rules described
herein provide several advantages. One advantage is that the authorization rules
may be evaluated and optimized in surveiliance mode while also being used for
rejection. For example, each authorization rule may be optimized by determining its
accuracy rate and modifying conditions of the to improve its accuracy based. As
such, performance may be measured routinely for each and every authorization
rules, including any authorization ruies that have been recently modified or updated.
Based on the measured performance, the authorization system can select
authorization rules having the best performance 1o replace performance decayed
ones. Accordingly, the authorization system described herein may provide for a
reduced false positive rale and a reduced false negative rate. As such, more valid
authorization requests are inadveriently accepted and less invalid authorization
request are inadvertently rejected, thereby reducing the amount of human,

computing, and financial resources used to handle such mistakes in authorization.
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(01003 Another advantage is that constant measurement and evaluation of the
authorization rules, followed by modification of existing rules, the addition of new
rules, and the removal of decayed rules, allows for the authorization system fo
operate at an optimum performance level. Another advantage is that the
authorization system may be configured (o automatically evaluate and modify the
authorization rules, thereby reducing the amount human, computing, and financial

resources used in operating the authorization system.

(01013 Another advantage is that the authorization system may easily deal
with new changes in fraud patterns by rotating new authorization ruies into the
system for prevention mode. As such, new rules can be continuously produced and
incrementally rotated inio the authorization system. Ancther advaniage is that it is
more difficult for fraud to occur since an outside cannot determine the operation of

the authorization system since it changes frequently.

{0102} Asg such, the systems and methods for operating authorization rules
improve the authorization server’s operation. Other advantages provided by the
systems and methods for operating authorization rules include more secure access

to resources and reduced instances of a valid authorization request being rejecied.

€. EXAMPLE COMPUTER SYSTEMS

{01033 The various participants and slements described herein may operate
one or more computer apparatuses to facilitate the functions described herein. Any
of the elements in the above-described figures, including any servers or databases,
may use any suitable number of subsystems to facilitate the functions described

herain.

{01043 Such subsystems or components are inferconnectad via a system bus.
Subsystems may include a printer, keyboard, fixed disk (or other memory comprising
computer readable media), monitor, which is coupled to display adapter, and others.
Peripherals and input/output (/O) devices, which couple to an VO controlier (which
can be a processor or other suitable controller), can be connected {0 the compuier
system by any number of means known in the art, such as a serial port. For

example, a serial port or an external interface can be used to connect the computer
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apparatus 1o a wide area network such as the infernet, a2 mouse input device, or a
scanner. The interconnection via the system bus allows the central processor to
communicate with each subsystem and to control the execution of instructions from
system memory or the fixed disk, as well as the exchange of information between
subsystems. The system memory and/or the fixed disk may embody a computer

readable medium.

{0105} As described, the embodiments may involve implementing one or more
functions, processes, operations or method steps. in some embodiments, the
functions, processes, operations or method steps may be implemented as a result of
the execution of a set of instructions or software code by a suitably-programmed
computing device, microprocessor, data processor, or the like. The set of instructions
or sofiware code may be stored in a memory or other form of data storage element
which is accessed by the computing device, microprocessor, etc. in other
embodiments, the functions, processes, operations or method steps may be

implemented by firmware or a dedicated processor, integrated circuit, etc.

{0106} it should be understood that the present invention as described above
can be implemented in the form of control logic using computer software in a
modular or integrated manner. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art will know and appreciate other ways
and/or methods to implement the present invention using hardware and a

combination of hardware and software.

{0107} Any of the software components or functions described in this
application, may be implemented as sofiware code 1o be executed by a processor
using any suitable computer language such as, for example, Java, C++ or Perl
using, for example, conventional or object-oriented technigues. The software code
may be siored as a series of instructions, or commands on a computer readable
medium, such as a random access memory (RAM), a read only memory (ROM}, a
magnetic medium such as a hard-drive or a floppy disk, or an optical medium such
as a CD-ROM. The computer readable medium may be any combination of such

storage or tfransmission devices.
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{0108} Such programs may also be encoded and transmitted using carrier
signals adapted for transmission via wired, optical, and/or wirgless networks
conforming to a variety of protocols, including the Internet. As such, a computer
readable medium according to an embodiment of the present invention may be
created using a data signal encoded with such programs. Computer readable media
encoded with the program code may be packaged with a compatible device or
provided separately from other devices {2.g., via Internet download). Any such
computer readable medium may reside on or within a single computer product (e.¢.
a hard drive, a CD, or an entire computer system), and may be present on or within
different computer products within a system or network. A computer system may
include a monitor, printer, or other suitable display for providing any of the resulis
mentionad herein to a user.

{0109} Any of the methods described herein may be totaily or partially
performed with a computer system including one or more processors, which can be
configured o perform the steps. Thus, embodimenis can be directed {0 computer
systems configured o perform the steps of any of the methods described herein,
potentially with different components performing a respective steps or a respective
group of steps. Although presented as numbered sleps, steps of methods herein
can be performed at a same time or in a different order. Additionally, portions of
these steps may be used with portions of other steps from other methods. Also, all
or portions of a step may be optional. Additionally, any of the steps of any of the
methods can be performed with modules, uniis, circuits, or other means for

performing these steps.

{01103 While certain exemplary embodiments have been described in detail
and shown in the accompanying drawings, it is to be understood that such
embodiments are merely iliustrative of and not intended to be restriclive of the broad
invention, and that this invention is not to be limited to the specific arrangements and
constructions shown and described, since various other modifications may occur o

those with ordinary skill in the art.

[01113 As used herein, the use of "a", "an” or "the" is intended fo maan "at

least one”, unless specifically indicated {o the contrary.
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WHAT 15 CLAIMED 15:

1. An authorization computer, comprising:
a processor circuit;
a memory circuit coupled 1o the processor circuit; and
a non-transitory computer-readable storage medium coupled to the
processor circuit and storing code executable by the processor circuit for performing
an coperation comprising:
foading into the memory circuit a plurality of authorization rules
including a first rule, each authorization rule of the plurality of authorization rules
including one or more conditions and being assigned to a first mode or a second
mode;
rotating the first rule between the first mode and the second mode
over a time interval;
receiving, over a network from a plurality of reguesting computers, a
first set of authorization requests during a first time period of the time interval;
determining a first subset of the first set of authorization requests
that satisfy one or more conditions of the first rule;
confirming, afier the first time interval, which of the authorization
requeasts in the first subset are valid through an independent process; and
determining a first accuracy rate for the first rule based on the

portion of authorization requests in the first subset that are valid.

2. The authorization computer of claim 1, wherein the first rule is
assigned to the second mode during the first time period and wherein the first rule is

not used to reject authorization requests when assigned to the second mode.

3. The authorization computer of claim 1, the operation further
comprising rotating a second rule between the first mode and the second in
response to rotating the first rule between the first mode and the second mode, the

second rule being assigned o the first mode when the first rule is assigned to the
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second mode and assigned to the second mode when the first rule is assigned to the

first mode.

4. The authorization computer of claim 1, the operation further
comprising:

dividing the plurality of authorization rules into a first group of
authorization rules and a second group of authorization rules, the first group of
authorization rules including the first rule;

selecting the first group of authorization rules to be assigned to the
second mode during the first time period; and

assigning the authorization rules of the first group of authorization
rules to the second mode during the first time period and assigning the
authorization rules of the second group of authorization rules to the first mode,
wherein rotating the first rule between the first mode and the second mode is
based on the seleclion of the first group of authorization rules o be assigned o

the second mode.

5. The authorization computer of claim 4, wherein the selection of
the at least one of the first group of rules and the second group of rules is based on

a target rejection.

8. The authorization computer of claim 1, the operation further
comprising determining a first trigger frequency of the first rule based on a number of
authorization requests that satisfied the one or more conditions of the first rule and a
total number of authorization requests, wherein the selection of the at least one of
the first group of rules and the second group of rules is based on the first trigger

frequency.

7. The authorization computer of claim 1, the operation further
comprising modifying the one or more conditions of the first rule based on the first

acouracy rate.

8. The authorization computer of claim 1, the operation further

comprising:
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receiving a second set of authorization requests during a second
time pericd of the time interval, the first rule being set to the first mode during the
second time period;

determining a second subset of the second set of authorization
reguests that satisfy the conditions of the first rule; and

transmitting, to the requesting computer, an authorization responss
including an ouicome indication rejecting the second subset of authorization

requests.

9. The authorization computer of claim 1, wherein rotating the first
rute between the first mode and the second mode is basad on a pre-determined
amount of time within the time interval or a pre-determined number of authorization

requests having been received within the time interval.

10.  The authorization compuier of claim 1, the operation further
comprising:
determining accuracy rates for each of the plurality of authorization
rules based on the independent process,; and
determining a fraud attempting rate based on a combination of the

accuracy rates of the plurality of authorization rules.

11.  The authorization computer of claim 1, the operation further
comprising transmitting, via a network interface, a first authorization response to the
requesting computer for a first authorization request of the first subset of the first set
of authorization requests, the first authorization response indicating that the first

authorization reguest is accepted.

12. A method for operating authorization rules, comprising:
lvading into a memory circuit a plurality of authorization rules
including a first rule;
rotating the first rule between the first mode and the second mode
gver a time interval;
receiving, over a network from a plurality of requesting computers, a

first set of authorization requests during a first time period of the time interval;
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13 determining a first subset of the first set of authorization requesis
14 that satisfy one or more conditions of the first rule;
18 confirming, after the first time interval, which of the authorization
16 reguests in the first subset are valid through an independent process,; and
17 determining a first accuracy rate for the first rule based on the
18 poriion of authorization reguests in the first subset that are valid.

1 13. The method of daim 12, wherein the first rule is assigned to the

2 second mode during the first time period, and wherein the first rule is not used o

(43

reject guthorization requesis when assigned {o the second mode.

4 14.  The method of claim 12, rotating a second rule between the first
5 mode and the second in response to rotating the first rule between the first mode
6 and the second mode, the second rule being assigned 1o the first mode when the
7 first rule is assigned to the second mode and assigned to the second mode when the
8 first rule is assigned to the first mode.
9 15, The method of claim 12, further comprising:
10 dividing the plurality of authorization rules inte a first group of
11 authorization rules and a second group of authorization rules, the first group of
12 authorization rules including the first rule;
13 selecting the first group of authorization rules {0 be assigned to the
14 second mode during the first time period; and
15 assigning the authorization rules of the first group of authorization
16 rules to the second mode during the first time pericd and assigning the
17 authorization rules of the second group of authorization rules 10 the first mode,
18 wherein rotating the first rule between the first mode and the second mode is
19 based on the seleclion of the first group of authorization rules to be assigned to
20 the second mode, wherein the selection of the at least one of the first group of
21 rules and the second group of rules is based on a target rejection.
1 16.  The method of claim 12, further defermining the a first trigger
2 freguency of the first rule based on a number of authorization requests that satisfied
3 the one or more conditions of the first rule and a tofal number of authorization
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reguests, wherein the selection of the at least one of the first group of rules and the

second group of rules is based on the first trigger frequency.

17.  The method of daim 12, further comprising modifying the one or

more conditions of the first rule based on the first accuracy rate.

18.  The method of claim 12, further comprising:

receiving a second set of authorization requests during a second
time period of the time interval, the first rule being set io the first mode during the
second time period;

determining a second subset of the second set of authorization
requests that satisfy the conditions of the first rule; and

transmitting, to the requesting computer, an authorization response
including an ocutcome indication rejecting the second subset of authorization

requesis.

19. The method of claim 12, wherein rotating the first rule between
the first mode and the second mode is based on a pre-determined amount of time
within the time interval or a pre-determined number of authorization requests having

been received within the time interval.

20. The method of claim 12, further comprising:
determining accuracy rates for each of the plurality of authorization
rules based on the independent process,; and
determining a fraud attempting rate based on a combination of the

accuracy rates of the plurality of authorization rules.
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Load a plurality of authorization rules including a first rule into memory

Y

~4 ~
e <
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Rotate the first rule between the first mode and the second mode over a
fime interval

Y

-J
o
/w

Receive a first set of authorization requests during a first time period of
the time interval

Y

~J
o
/fﬂh

Determine a first subset of the first set of authorization requests that
satisfy conditions of the first rule

706
707 —~

,,,,,,,,,,,,,,,

Accept the first Is the first rule Reject the first
subsetof | . ... »~  assigned to the S subset of
authorization NO ™ first mode for the first " VES-B  uthorization
requests ~, fime period? 7 requests
Confirm, after the first time interval, which of the authorization 708

requests in the first subset are valid through an independent
process
709
Determine a first accuracy rate for the first rule based on the j//
portion of authorization requests in the first subset that are valid
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