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(57) Abstract: Exemplary embodiments are directed to biometric
enrollment systems including a camera and an image analysis
module. The camera configured is to capture a probe image of a
subject, the probe image including an iris of the subject. The im-
age analysis module is configured to determine an iris character-
istic of the iris in the probe image. The image analysis module is
configured to analyze the probe image relative to a first enroll-
ment image to determine if a match exists based on the iris char-
acteristic. If the match exists, the image analysis module is con-
figured to electronically store the matched probe image as an ac-
cepted image. The image analysis module is configured to select
and establish the accepted image as a second enrollment image if
the accepted image meets enrollment image criteria.
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BIOMETRIC ENROLLMENT SYSTEMS AND METHODS

CROSS-REFERENCE TO RELATED APPLICATIONS

[001] The present application claims the benefit of priority to United States Provisional
Patent Application No. 62/316,355, filed March 31, 2016, which is hereby incorporated by

reference in its entirety.

TECHNICAL FIELD

[002] The present disclosure relates to biometric enrollment systems and methods and,
in particular, to adaptive biometric enrollment systems that enroll and identify subjects across

a wide range of operational conditions and over extended periods of time.

BACKGROUND

[003] Security is a concern in a variety of transactions involving private information.
As an example, iris recognition is a well-accepted and accurate means of biometric
identification used in government and commercial systems around the world that enables
secure transactions and an added layer of security beyond keys and/or passwords. Due to the
increased security provided by iris recognition systems, an increase in use of such systems

has occurred around the world.

[004] Biometric identification systems generally compare a recently acquired sample
(e.g., a probe) against a gallery of accepted reference samples called enrollments or
enrollment images to determine the identity of the probe. A typical enrollment process
involves collecting a single sample or selecting a single sample from a plurality of samples
acquired during an enrollment session with the subject. When both the enrollment and probe
samples are acquired under similar conditions, the samples are expected to exhibit high
similarities resulting in confident matches. When the conditions of the collection
environment for probes are substantially different than the conditions for enrollment, certain
changes may cause the two samples to appear less similar resulting in less confident matches,
if a match can be declared at all. As one example, changes in the environment conditions can
affect biological characteristics in the collected samples. As another example, changes in the
environment conditions can affect non-biological characteristics in the collected samples,

such as shadows on the face of a subject caused by surrounding objects or features of the face
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itself (e.g., shadows from eyelashes due to the position of the sun). This is especially true for

mobile applications where users expect anytime and anywhere functionality.

[005] Iris identification or authentication systems generally rely on a single enrollment
image as the basis of comparison. For example, such authentication systems generally
include an enrollment image for each subject and authenticate the subject by determining
which of the multiple enrollment images matches the probe sample. Some authentication
systems can include a single enrollment image for each eye of the subject, with authentication
occurring by matching one or both eyes of the subject to the enrollment images. The
enrollment image of each eye is taken in specific environmental (e.g., lighting) conditions.
When users are authenticated in environmental conditions different from the enrollment

conditions, their iris may be at a different dilation.

[006] Some traditional biometric processing systems attempt to address biological
changes between independent sample collections. For example, some iris processing
techniques attempt to compensate for differences such as pupil dilation variation that results
when different lighting conditions exist between the enrollment and probe sample
acquisitions. (See, e.g., Daugman, J., How Iris Recognition Works, IEEE Transactions on
Circuits and Systems for Video Technology, 14, p. 21-30 (2002)). This is generally
accomplished by normalizing the texture before matching the subject. The normalization
technique assumes that the texture moves linearly as the pupil dilates or constricts. While
this method works well over a range of dilations, the scores still suffer as the difference in
enrollment and probe sample dilations increases due to more complex movements of the iris.

The result is an increase in falsely rejecting authentic subjects.

[007] Some systems attempt to control the lighting conditions that limit their ability to
work in any environment. Such systems may work in building access control, but mobile
applications generally involve environments not easily controlled. Limiting the installation
of systems to instances where the environment can be adequately controlled is not practical
for mass deployment. An alternate approach is to build the system to provide a temporary
control over the environment. Systems similar to the Secure Electronic Enrollment Kit
(SEEK) system attempt to control the light levels influencing pupil dilation by having users

insert their face into a shaded cover to block ambient light. This is only a partial solution
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however, since a subject’s body may take a period of time to adjust or acclimate to the
temporary environment. For example, a subject who has been in direct sunlight may need to
wait seconds before their pupils dilate to a normal enrollment size. Failure to wait long
enough can result in failure to be identified by the system. In addition, waiting with one’s
head in a shaded box for a period of time is inconvenient to the user and limits the maximum

number of subjects that can be identified in the equivalent period of time.

[008] Another approach has been to enroll a subject multiple times in each possible
environment. This can be problematic because it is often impractical to create all of the
possible conditions in a single, convenient setting for an enrolling subject. For example,
there is significant complexity in creating a pitch black room, a bright sunny day, and a
normal office environment using only a mobile phone. Adding additional enrollments can
also create system performance problems. The storage requirements for the enrollment
gallery increases by a factor equal to the number of samples permitted per subject. Increasing
the size of the enrollment gallery increases the number of statistical trials attempted against
every probe that is submitted, which increases the likelihood of falsely accepting an imposter.
Increasing the gallery size also increases the time it takes the system to perform an exhaustive

set of comparisons, resulting in reduced system responsiveness.

[009] Even if all of the possible environmental combinations are created, the effect of
aging is challenging to predict. Everything ages over sufficient time and will start to appear
different from an historical enrollment. Over time, certain characteristics of a subject
undergo short-term and long-term changes. Pupil dilation is only one example of a short-
term adaptation in response to a changing environment that can impact a biometric
identification system. Fingerprints swell and contract in response to moisture and water
retention. Faces change rapidly with subjects squinting in sunlight, laughing, turning their
head, and the like. Over longer periods of time, biometrics suffer from aging, such as
wrinkles, sagging, changes in pose, changes in expression, and the like. Due to the aging
process, subjects continue to adapt away from a single historical enrollment. As differences
become more pronounced, an increased difficulty of being identified by a biometric
identification system may occur. If the differences are great enough, a subject must reenroll

before being able to continue using the system.
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[0010] Thus, a need exists for an improved method of enrolling and identifying subjects
across a wide range of environmental conditions and over extended periods of time in an
efficient and cost-effective manner. These and other needs are addressed by the biometric

enrollment systems and methods of the present disclosure.

SUMMARY

[0011] In accordance with embodiments of the present disclosure, an exemplary
biometric enrollment system is provided that includes a camera configured to capture a first
image of a subject. The first image includes at least one iris of the subject. The biometric
enrollment system includes an image analysis module configured to determine a normalized
iris texture ratio (NITR) of the iris of the subject from the first image. The image analysis
module is configured to establish the first image of the iris as a first enrollment image. The
image analysis module is configured to electronically store the first enrollment image in a
first bin of a predetermined number of bins. The normalized iris texture ratio of the iris in the
first enrollment image corresponds to a range of the normalized iris texture ratio of the first

bin.

[0012] The camera is configured to capture one or more probe images of the subject after
establishment and storage of the first enrollment image (e.g., during verification of the
subject using a biometric analysis system). The probe images include the iris of the subject.
The image analysis module is configured to determine the normalized iris texture ratio of the
iris in each of the probe images. The image analysis module is configured to analyze the
probe images relative to the first enrollment image to determine if a match exists (e.g., a
verification step). If the match exists, the image analysis module is configured to
electronically store the matched probe images as accepted images in a second bin of the
predetermined number of bins (and, if a match exists, there can be an authentication, e.g., to

allow physical access to a place or thing or logical access from a computer to data).

[0013] It should be understood that the verification step between the enrollment image
and probe image can be only one verification step by the biometric system, and one or more
additional verification/authentication steps can be used. For example, the determination of a
match between the enrollment image and probe image can be used to indicate that the

verification is permissible and one or more additional verification/authentication steps can be
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used to complete verification of the subject. Similarly, a non-match between the enrollment
image and the problem image can be used to indicate that the verification is impermissible
and the one or more additional verification/authentication steps should not be used until a

match is found with a subsequent probe image.

[0014] The normalized iris texture ratio of the iris in the accepted images corresponds to
the range of the normalized iris texture ratio of the second bin. The image analysis module is
configured to select and establish one accepted image (of, e.g., a plurality of accepted
images) from the second bin as a second enrollment image of the second bin in accordance
with iris biometric standards. Thus, if a probe image is within the coverage area of the first
enrollment image it is an accepted image allowing authentication, and, further, if this probe
image meets specific iris biometric standards and is in an adjacent bin, it can be selected as a

second enrollment image, which corresponds to that adjacent bin.

[0015] The first enrollment image in the first bin and the second enrollment image in the
second bin provide enrollment images in different ranges of the normalized iris texture ratio
such that the subject can be authenticated in varying environmental conditions that affect the

normalized iris texture ratio of the subject’s iris.

[0016] In some embodiments, the subject (e.g., at least the iris of the subject) can be
illuminated by ambient lighting in the environment in which the capture of the images occurs.
In some embodiments, the biometric enrollment system includes one or more illumination
sources (e.g., one or more light-emitting diodes (LEDs), or the like) configured to illuminate
the iris of the subject. The first enrollment image includes a coverage area extending across
the first bin and at least a portion of the second bin. The coverage area can be defined by a
radius with the first enrollment image as a center of the coverage area. The first and second
bins are disposed adjacent to each other. The second enrollment image includes a coverage
area extending across the second bin and at least a portion of the first bin. In some
embodiments, the coverage area for the first and second enrollment images can overlap. The
coverage area of the second enrollment image extends across at least a portion of a third bin

disposed adjacent to the second bin.

[0017] In some embodiments, the image analysis image can be configured to select the

accepted image as the second enrollment image based on a highest acceptance matching
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value as compared to other accepted images in the second bin, e.g., in accordance with iris
biometric standards. If the match does not exist between the probe image and the first
enrollment image, the image analysis module can be configured to electronically store the
probe image as a rejected image in a database. The first enrollment image, the accepted

images, and the second enrollment image can be electronically stored in a database.

[0018] In accordance with embodiments of the present disclosure, an exemplary method
of biometric system enrollment is provided. The method includes capturing a first image of a
subject with a camera of a biometric enrollment system. The first image includes at least one
iris of the subject. The method includes determining a normalized iris texture ratio of the iris
of the subject from the first image with an image analysis module. The method includes
establishing the first image of the iris as a first enrollment image (e.g., with the image
analysis module). The method includes electronically storing the first enrollment image in a
first bin of a predetermined number of bins (e.g., with the image analysis module). The
normalized iris texture ratio of the iris in the first enrollment image corresponds to a range of

the normalized iris texture ratio of the first bin.

[0019] The method includes capturing one or more probe images of the subject with the
camera after establishment and storage of the first enrollment image. The probe images
includes the iris of the subject. The method includes determining the normalized iris texture
ratio of the iris in each of the probe images with the image analysis module. The method
includes analyzing the probe images relative to the first enrollment image to determine if a
match exists (e.g., with the image analysis module). If the match exists, the method includes
electronically storing the matched probe images as accepted images in a second bin of the
predetermined number of bins (e.g., with the image analysis module). The normalized iris
texture ratio of the iris in the accepted images corresponds to the range of the normalized iris
texture ratio of the second bin. The method includes selecting and establishing one accepted
image from the second bin as a second enrollment image of the second bin (e.g., with the
image analysis module). The first enrollment image in the first bin and the second enrollment
image in the second bin provide enrollment images in different ranges of the normalized iris
texture ratio, thereby allowing for authentication of the subject in different environmental

conditions.
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[0020] In some embodiments, the method includes illuminating the subject (e.g., the iris
of the subject) with ambient light. In some embodiments, the method includes illuminating
the iris of the subject with one or more illumination sources (e.g., LEDs). In some
embodiments, selecting the accepted image as the second enrollment image can include
selecting the accepted image based on a highest acceptance matching value as compared to
other accepted images in the second bin. If the match does not exist between the first
enrollment image and the probe image, the method includes electronically storing the probe
image as a rejected image in a database. The method includes electronically storing the first

enrollment image, the accepted images, and the second enrollment image in a database.

[0021] The first enrollment image includes a coverage area extending across the first bin
and at least a portion of the second bin. The first and second bins are disposed adjacent to
each other. The second enrollment image includes a coverage area extending across the
second bin and at least a portion of the first bin. The coverage area of the second enrollment

image extends across at least a portion of a third bin disposed adjacent to the second bin.

[0022] In accordance with embodiments of the present disclosure, an exemplary non-
transitory computer-readable medium storing instructions for biometric system enrollment is
provided. The instructions are executable by a processing device. FExecution of the
instructions by the processing device causes the processing device to capture a first image of
a subject with a camera of a biometric enrollment system. The first image includes at least
one iris of the subject. Execution of the instructions by the processing device causes the
processing device to determine a normalized iris texture ratio of the iris of the subject from
the first image with an image analysis module. Execution of the instructions by the
processing device causes the processing device to establish the first image of the iris as a first
enrollment image. Execution of the instructions by the processing device causes the
processing device to electronically store the first enrollment image in a first bin of a
predetermined number of bins. The normalized iris texture ratio of the iris in the first

enrollment image corresponds to a range of the normalized iris texture ratio of the first bin.

[0023] Execution of the instructions by the processing device causes the processing
device to capture one or more probe images of the subject with the camera after

establishment and storage of the first enrollment image. The probe images include the iris of
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the subject. Execution of the instructions by the processing device causes the processing
device to determine the normalized iris texture ratio of the iris in each of the probe images
with the image analysis module. Execution of the instructions by the processing device
causes the processing device to analyze the probe images relative to the first enrollment
image to determine if a match exists. If the match exists, execution of the instructions by the
processing device causes the processing device to electronically store the matched probe
images as accepted images in a second bin of the predetermined number of bins. The
normalized iris texture ratio of the iris in the accepted images corresponds to the range of the
normalized iris texture ratio of the second bin. Execution of the instructions by the
processing device causes the processing device to select and establish one accepted image
from the second bin as a second enrollment image of the second bin. The first enrollment
image in the first bin and the second enrollment image in the second bin provide enrollment

images in different ranges of the normalized iris texture ratio.

[0024] In accordance with embodiments of the present disclosure, an exemplary
biometric enrollment system is provided that includes a camera and an image analysis
module. The camera can be configured to capture a probe image of a subject, the probe
image including an iris of the subject. The image analysis module can be configured to
determine an iris characteristic of the iris in the probe image. The image analysis module can
be configured to analyze the probe image relative to a first enrollment image to determine if a
match exists based on the iris characteristic. If the match exists, the image analysis module
can be configured to electronically store the matched probe image as an accepted image. The
image analysis module can be configured to select and establish the accepted image as a

second enrollment image if the accepted image meets enrollment image criteria.

[0025] In some embodiments, the iris characteristic can be a normalized iris texture ratio
(NITR) of the iris. In some embodiments, the enrollment image criteria can include whether
the iris characteristic of the iris in the probe image is within a coverage area of the first
enrollment image. The coverage area of the first enrollment image can define a variation in
the iris characteristic of the iris acceptable for a match with the first enrollment image. In
some embodiments, the enrollment image criteria can include whether the iris characteristic

of the iris in the probe image meets an iris biometric standard. For example, the iris
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biometric standard can be at least one of International Organization of Standardization (ISO)

19794 or ISO 29794, which are incorporated herein by reference.

[0026] The first enrollment image can be electronically stored in a first bin of a
predetermined number of bins, an iris characteristic of the iris in the first enrollment image
corresponding to a range of the iris characteristic of the first bin. The image analysis module
can be configured to electronically store the accepted image in a second bin of the
predetermined number of bins, the iris characteristic of the iris in the accepted image
corresponding to a range of the iris characteristic of the second bin. The first enrollment
image in the first bin and the second enrollment image in the second bin can provide

enrollment images in different ranges of the iris characteristic.

[0027] The biometric enrollment system can include one or more illumination sources
configured to illuminate the iris of the subject. In some embodiments, the second enrollment
image can include a coverage area partially overlapping a coverage area of the first
enrollment image. If the match does not exist, the image analysis module can be configured
to electronically store the probe image as a rejected image in a database. The first enrollment
image, the accepted image, and the second enrollment image can be electronically stored in a

database.

[0028] In accordance with embodiments of the present disclosure, an exemplary method
of biometric system enrollment is provided. The method includes capturing a probe image of
a subject with a camera, the probe image including an iris of the subject. The method
includes determining an iris characteristic of the iris in the probe image with an image
analysis module. The method includes analyzing the probe image relative to a first
enrollment image to determine if a match exists based on the iris characteristic. If the match
exists, the method includes electronically storing the matched probe image as an accepted
image. The method includes determining if the accepted image meets enrollment image
criteria. If the accepted image meets the enrollment image criteria, the method includes

selecting and establishing the accepted image as a second enrollment image.

[0029] The method can include illuminating the iris of the subject with one or more
illumination sources. In some embodiments, determining if the accepted image meets the

enrollment image criteria can include determining whether the iris characteristic of the iris in
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the probe image is within a coverage area of the first enrollment image. The coverage area of
the first enrollment image can define a variation in the iris characteristic of the iris acceptable
for a match with the first enrollment image. In some embodiments, determining if the
accepted image meets the enrollment image criteria can include determining whether the iris
characteristic of the iris in the probe image meets an iris biometric standard. For example,
the iris biometric standard can be at least one of International Organization of Standardization
(ISO) 19794 or ISO 29794. If the match does not exist, the method can include electronically
storing the probe image as a rejected image in a database. The method can include
electronically storing the first enrollment image, the accepted image, and the second

enrollment image in a database.

[0030] In accordance with embodiments of the present disclosure, an exemplary non-
transitory computer-readable medium storing instructions for biometric system enrollment is
provided. The instructions are executable by a processing device. FExecution of the
instructions by the processing device causes the processing device to capture a probe image
of a subject with a camera, the probe image including an iris of the subject. Execution of the
instructions by the processing device causes the processing device to determine an iris
characteristic of the iris in the probe image with an image analysis module. Execution of the
instructions by the processing device causes the processing device to analyze the probe image
relative to a first enrollment image to determine if a match exists based on the iris
characteristic. If the match exists, execution of the instructions by the processing device
causes the processing device to electronically store the matched probe image as an accepted
image. Execution of the instructions by the processing device causes the processing device to
determine if the accepted image meets enrollment image criteria. If the accepted image meets
the enrollment image criteria, execution of the instructions by the processing device causes
the processing device to select and establish the accepted image as a second enrollment

image.

[0031] In accordance with embodiments of the present disclosure, an exemplary
biometric enrollment system is provided that includes a camera and an image analysis
module. The camera can be configured to capture a probe image of a subject. The image
analysis module can be configured to determine a subject characteristic of the in the probe

image. The image analysis module can be configured to analyze the probe image relative to a
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first enrollment image to determine if a match exists based on the subject characteristic. If
the match exists, the image analysis module can be configured to electronically store the
matched probe image as an accepted image. The image analysis module can be configured to
select and establish the accepted image as a second enrollment image if the accepted image

meets enrollment image criteria.

[0032] In some embodiments, the subject characteristic can be a normalized iris texture
ratio (NITR) of an iris of the subject. In some embodiments, the enrollment image criteria
can include whether the subject characteristic in the probe image is within a coverage area of
the first enrollment image. The coverage area of the first enrollment image can define a
variation in the subject characteristic acceptable for a match with the first enrollment image.
In some embodiments, the enrollment image criteria can include whether the subject
characteristic in the probe image meets a biometric standard. For example, the biometric
standard can be at least one of International Organization of Standardization (ISO) 19794 or
ISO 29794. In some embodiments, the subject characteristic can be a facial characteristic of
the subject. In some embodiments, the facial characteristic of the subject can be at least one

of a muscle landmark or a bone landmark of the subject.

[0033] Other objects and features will become apparent from the following detailed
description considered in conjunction with the accompanying drawings. It is to be
understood, however, that the drawings are designed as an illustration only and not as a

definition of the limits of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0034] To assist those of skill in the art in making and using the disclosed biometric

enrollment systems and methods, reference is made to the accompanying figures, wherein:

[0035] FIG. 1 is a block diagram of an exemplary biometric enrollment system in

accordance with the present disclosure.

[0036] FIG. 2 is a diagrammatic representation of exemplary normalized iris texture

ratios showing dilated, normal, and constricted pupils.
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[0037] FIG. 3 is a diagrammatic representation of an exemplary enrollment image,
accepted probe images stored in five normalized iris texture ratio (NITR) bins, and ignored

rejected probe images.

[0038] FIG. 4 is a diagrammatic representation of an exemplary first enrollment image

and coverage arca.

[0039] FIG. 5 is a diagrammatic representation of an exemplary improved coverage area

after adaptation of the biometric enrollment system.

[0040] FIG. 6 is a diagrammatic representation of an exemplary expanded operation

environmental range after adaptive enrollment processing of accepted probe images.

[0041] FIG. 7 is a diagrammatic representation of exemplary mixed thresholds for

matching enrollment images based on supporting adjacent bins.

[0042] FIG. 8 is a flowchart illustrating an exemplary process of implementing an

exemplary biometric enrollment system in accordance with the present disclosure.

[0043] FIG. 9 is a flowchart illustrating an exemplary process of implementing an

exemplary biometric enrollment system in accordance with the present disclosure.

[0044] FIG. 10 is a flowchart illustrating an exemplary process of implementing an

exemplary biometric enrollment system in accordance with the present disclosure.

[0045] FIG. 11 is a block diagram of an exemplary computing device for implementing

an exemplary biometric enrollment system in accordance with the present disclosure.

[0046] FIG. 12 is a block diagram of an exemplary biometric enrollment system

environment in accordance with the present disclosure.

DESCRIPTION OF EXEMPLARY EMBODIMENTS

[0047] In accordance with embodiments of the present disclosure, exemplary biometric
identification systems are described herein that include adaptive matching and enrollment
features for simplifying the enrollment process and providing greater ease of use for subjects

over time. Biometric identification systems generally include an acquisition subsystem,
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processing subsystem, and user interface subsystem. The acquisition subsystem is generally
used to acquire biometric samples. The term “sample” as used herein can include still frame
images, video, thermal images, pressure images, ultrasonic images, radio frequency images,

audio recordings, combinations thereof, or the like.

[0048] The processing subsystem is generally used to extract features from the samples in
the form of templates, allow an authority of the system to enroll one or more templates, and
match newly acquired probe templates against previously enrolled templates. The term
“template” as used herein can include the raw samples, N-dimensional phase information,
amplitude information, ridge patterns, landmarks, combinations thereof, or the like. The user
interface subsystem is generally used to facilitate the subject’s interaction with the system.
The adaptive matching and enrollment (AME) element can be added as a unique module to
the system or can be combined with existing modules of the system, such as the processing
subsystem. Information/data from other elements of the system can be transmitted to and

from the AME.

[0049] Generally, adding a subject’s biometric templates to an enrollment gallery is a
relatively complex process that may use a combination of biometric and non-biometric
methods to initially verify the subject’s true identity. The process of enrolling a subject
typically includes capturing one or more biometric samples, converting them to templates,
and storing them in the enrollment gallery. On future encounters, probe samples can be
automatically compared against the enrollment gallery to determine the identity of the
presenting subject or declare that the subject appears to be an unauthorized user or imposter
to the system. If a subject is frequently declared an imposter, the subject may benefit from

reenrolling. Enrolling or reenrolling a subject can occur at any time.

[0050] Biometric matching generally relies on statistical comparisons of a probe template
against an enrollment gallery. When using similarity scores, the more similar two templates
are the higher the confidence in the presenting subject’s identity. Generally, a threshold is set
to provide a decision between the system declaring a match or no-match. This generally
translates to an operational performance point between the types of errors the system can
make. One method of describing the performance curve across all thresholds is with a

detector error tradeoff (DET) curve. The DET curve describes the tradeoff between the
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system’s false reject rate (FRR) where an authentic subject fails to be identified, and the
system’s false accept rate (FAR) where an imposter is incorrectly identified as an enrolled

subject.

[0051] The AME can electronically store any information generated during an encounter
with an identified or unidentified subject for future reference. When a subject is successfully
identified, the AME can adapt the existing enrollment for that subject using any current or
prior information. The term “adapt” as used herein can include altering, modifying,
combining, replacing, combinations thereof, or the like. The result of adapting the
enrollment of a subject is improved ease of use. The AME can use different adaptation
techniques for different types of improvements. For example, the AME can add templates to
expand the range of environments where the subject can be identified, and can replace
templates to compensate for aging. Further, instead of being limited to using a single
threshold, an AME can opt to use different thresholds based on the age of the enrollment
templates, environmental conditions of the samples in the enrollment gallery, current

environmental conditions, historical data acquired, combinations thereof, and the like.

[0052] With reference to FIG. 1, a block diagram of an exemplary adaptive matching and
biometric enrollment system 100 (hereinafter “system 100”) is provided. The system 100
generally includes an iris acquisition subsystem, an iris processing subsystem, a user interface
subsystem, and an adaptive matching and enrollment (AME) module. The system 100 can
include one or more illumination sources 102 configured to illuminate at least a portion of an
iris of a subject. In some embodiments, the illumination sources 102 can be ambient light in
the environment surrounding the subject during use of the system 100. In some
embodiments, the illumination sources 102 can be LEDs (e.g., LEDs associated with the
device implementing the system 100, near infrared light, and the like). The system 100
includes one or more cameras 104 configured to capture images of the subject that include at
least one iris of the subject. The illumination sources 102 and the cameras 104 can be part of

the iris acquisition subsystem.

[0053] As will be discussed in greater detail below, the images captured by the cameras
104 can be stored as enrollment images 106, accepted probe images 108, and/or rejected

probe images 110 in one or more databases 112 of the system 100. Although shown as a
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single system 100, it should be understood that in some embodiments, the first or initial
enrollment image 106 can be captured by an enrollment station (e.g., a first set of equipment),
with the first or initial enrollment image 106 being transmitted to the database 112, and
subsequent probe images 108, 110 and enrollment images 106 can being captured by
physically different sets of equipment. Thus, the initial enrollment image equipment need not

be the same equipment with which subsequent probe and/or enrollment images are captured.

[0054] The system 100 includes an image analysis module 114 that can be executed by a
processing device 116 including a processor 118. In some embodiments, the image analysis
module 114 and/or the processing device 116 can be part of a central computing system 120.
The image analysis module 114, the processing device 116, and the central computing system
120 can be part of the iris processing subsystem and/or the AME module. The image
analysis module 114 can segment the images captured by the camera 104 to determine
anatomical boundaries of features within the images, extract the iris texture, and convert the
texture to a template. The image analysis module 114 can use any of this extracted or
detected information to compare a newly acquired template to a previously acquired
enrollment image gallery (e.g., enrollment images 106). The image analysis module 114 can
determine if an enrollment adaptation is warranted. The image analysis module 114 can store
any data collected by the acquisition subsystem for comparison with past or future samples

before making an adaptive enrollment change.

[0055] Initially, the camera 104 can be actuated (e.g., with the processing device 116) to
capture a first image of the subject. The first image can be electronically transmitted from
the camera 104 to the image analysis module 114 by a communication interface 122. The
image analysis module 114 analyzes the first image and determines the normalized iris
texture ratio (NITR) of the iris of the subject from the first image (e.g., one type of iris
characteristic). The NITR can range from 0% to 100%, defines the level of dilation or

constriction of the pupil, and can be determined based on Equation 1:

Pupil Diameter

NITR =|1————
Iris Diameter

}xlOO
(D

[0056] The boundaries determined during processing of the captured image can include

the pupil-iris boundary and the iris-sclera boundary. The dilation of the pupil can be
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normalized using these boundaries to define the Pupil-to-Iris Ratio (PIR). Regarding NITR, a
person of ordinary skill in the art will recognize that PIR = 1-NITR. NITR is a concept that is
discussed herein; however, given this known relationship between NITR and PIR, a person of

ordinary skill in the art will appreciate that said discussions also apply to PIR.

[0057] The image analysis module 114 can establish the first image of the iris as a first
enrollment image (e.g., storing the first image as one of the enrollment images 106), thereby
enrolling the subject in the biometric identification system associated with the system 100.
The image analysis module 114 can further electronically store the first enrollment image in
one bin of a predetermined number of bins 124. Each bin 124 can be associated with a
predetermined range of NITRs. For example, the system 100 can include five bins 124, with
a first bin corresponding to an NITR of 0-19%, a second bin corresponding to an NITR of 20-
39%, a third bin corresponding to an NITR of 40-59%, a fourth bin corresponding to an
NITR of 60-79%, and a fifth bin corresponding to an NITR of 80-100%. However, it should
be understood that any number of bins 124 can be used (e.g., one or more bins). For
example, a single bin 124 can be used and enrollment adaptation can be limited to selecting a
better enrollment image over time and adapting to aging effects or environmental changes, if
any. Two or more bins 124 allow for additional adaptation over different pupil dilations. In
some embodiments, the bins 124 can be of the same size (e.g., the same range of NITR). In
some embodiments, the bins 124 can be of different sizes (e.g., different ranges of NITR).
The NITR of the first enrollment image 106 can correspond to the range of the NITR of the
bin 124 with which it is associated. For example, if the first enrollment image 106 has an

NITR of 43%, the first enrollment image 106 can be associated with the third bin 124.

[0058] In addition to providing for authentication in the bin 124 corresponding to the
NITR of the first enrollment image 106, the first enrollment image 106 can have a coverage
area (e.g., a radius) that extends across at least a portion of its own bin 124 and one or more
of the surrounding bins 124. The coverage area represents the acceptable variation in subject
characteristics (e.g., pupil dilation) from the first enrollment image 106) in which the probe
image can still match with the first enrollment image 106. For example, if the first
enrollment image 106 is stored in the third bin 124, the coverage area can extend across the
majority of the third bin 124 and at least a portion of the second and fourth bins 124. In some

embodiments, the coverage area can extend across the majority of the third bin 124, as well
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as the fourth and fifth bins 124. Thus, the first enrollment image 106 can be used to
successfully authenticate the subject when the captured probe images have an iris with an
NITR that falls into ranges that are not in the same bin 124 as the first enrollment image 106
(e.g., immediately adjacent or surrounding bins 124). In particular, the first enrollment image
106 can be used to authenticate the subject in environmental conditions that are not exactly

the same as those of the first enrollment image 106.

[0059] The first enrollment image is typically prepared to instantiate the system, and it is
based on the first enrollment image that probe images are subsequently compared to
determine if there is a match. If there is a match, the user can be authenticated, so as to allow
physical access to a place or thing, or logical access from a computer to data. However, these
subsequent probe images, whether matching or not (e.g., whether accepted or rejected), can
also be stored for the purpose of later — after some time has passed and some number of probe
images have been stored — creating additional enrollment images. If an accepted probe image
is within the coverage area of the first enrollment image and meets International Organization
of Standardization (ISO) iris biometric standards (e.g., ISO 19794 and/or 29794), it can be
selected as a subsequent enrollment image. It should be understood that biometric standards
are only an example of enrollment criteria that can be used in determining an enrollment
image, and other enrollment criteria can be used. It should further be understood that the [SO
standards discussed herein are only an example of the biometric standards that can be used in
determining an enrollment image, and other biometric standards can be used. It should be
understood that the bins 124 of the first enrollment image and the subsequent enrollment
image do not need to be adjacent, as long as the subsequent enrollment image falls within a

coverage area of at least another enrollment image.

[0060] It should be understood that the verification step between the enrollment image
and probe image can be only one verification step by the biometric system, and one or more
additional verification/authentication steps can be used. For example, the determination of a
match between the enrollment image and probe image can be used to indicate that the
verification is permissible and one or more additional verification/authentication steps can be
used to complete verification of the subject. Similarly, a non-match between the enrollment

image and the problem image can be used to indicate that the verification is impermissible
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and the one or more additional verification/authentication steps should not be used until a

match is found with a subsequent probe image.

[0061] After the first enrollment image 106 has been stored in the database 112, the
camera 104 can be actuated to capture one or more probe images of the subject to
authenticate the subject in the biometric identification system. FEach probe image is
transmitted from the camera 104 to the image analysis module 114 for identification and
processing. The image analysis module 114 determines the NITR of the iris in each probe
image, and analyzes the probe image relative to the first enrollment image 106 to determine if
an authentication match exists. If a match does not exist, the image analysis module 114 can
electronically store such probe images as rejected probe images 110 to maintain a record of

unsuccessful authentication requests.

[0062] If a match does exist, the image analysis module 114 can electronically store the
matched probe images as accepted images 108 in the appropriate bin 124 based on the NITR
of the iris in the probe images. For example, some accepted images 108 can be saved in the
same bin 124 as the first enrollment image 106 if the NITR of the accepted image 108 is in
the same NITR range, while other accepted images 108 can be saved in adjacent bins 124 if
the accepted images 108 are within the coverage area of the first enrollment image 106 and
have an NITR that falls within a different NITR range. For example, if the first enrollment
image 106 has an NITR of 43% and is associated with the third bin 124, an accepted image
108 with an NITR of 62% can be saved in the adjacent fourth bin 124.

[0063] As the system 100 is used, multiple accepted images 108 can be saved in the
fourth bin 124. Based on the highest acceptance matching value (e.g., the highest number of
accepted images 108 falling within a specific section or point of the coverage area of the first
enrollment image 106), the image analysis module 114 can select and establish one accepted
image from the fourth bin 124 as a second enrollment image 106 of the system 100. The
second enrollment image 106 also has a coverage area that extends across the majority of the
fourth bin 124 and at least a portion of the adjacent bins (e.g., the third and fifth bins 124).
The coverage area of the second enrollment image 106 partially overlaps with the coverage

area of the first enrollment images 106.
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[0064] The system 100 can continue to collect accepted probe images 108 for bins 124
having the enrollment images 106, and for bins 124 without enrollment images 106 in order
to select at a future time the enrollment images 106 for these bins 124. Existing enrollment
images 106 can be updated, replaced or supplemented with accepted probe images 108 that
meet an enrollment selection criteria. The enrollment selection criteria includes that the
accepted probe image 108 is within the coverage area of at least one existing enrollment
image 106, and any other enrollment image criteria (e.g., a highest acceptance matching
value, or the like). In some embodiments, any other enrollment image criteria can be in
accordance with the ISO iris biometric standards, such as ISO 19794 and/or 29794 (e.g.,
Information Technology, Biometric Sample Quality, Iris Image Data, or the like). In some
embodiments, one bin 124 can include more than one enrollment image 106 such that a single
bin 124 provides for enrollment images 106 having different (but overlapping) coverage
areas. The system 100 therefore adapts over time to include enrollment images 106 across a
wide range of environmental conditions that affect the NITR of the subject. Each enrollment
image 106 has a coverage area that overlaps with at least another enrollment image 106
coverage area. The system 100 thereby generates and improves an iris template using a series
of images over time to improve the performance of the system 100 under a variety of ambient
lighting conditions. In particular, the coverage areas ensure that the subject can be
authenticated under different environmental conditions. For example, the multiple coverage
areas across various NITR ranges allows for matching of a subject in bright daylight or a
pitch black room, and using stationary or mobile devices having the iris authentication

system.

[0065] By storing additional enrollment images 106 at various dilations, the nearest
match can be used as a better starting point for an authentication comparison. Instead of
capturing all dilations during a single enrollment session, the accepted probe images 108 can
be acquired over time by the system 100 automatically each time a user is authenticated.
Additional processing by the image analysis module 114 is used to compare all collected
accepted probe images 108 to determine the best image or set of images, thereby converting
the best accepted probe image 108 into an enrollment image 106. The automatic/adaptive
selection of enrollment images 106 (and their resulting templates) improves the robustness of
the system 100 over time. The operation of the system 100 makes authenticating subjects,

especially difficult to match subjects, easier. As the system 100 adapts to better templates,
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subjects can have a higher match rate. Over time, if a subject’s iris changes slowly, the

system 100 can continue to adapt to match their biometric.

[0066] Various embodiments can be implemented to reduce imposter trials and improve
the overall speed of the system 100. In some embodiments, only a subset of the enrollment
images 106 can be adapted at a time to avoid explosive growth in storage requirements. In
some embodiments, templates (e.g., enrollment images 106) can be compressed by exploiting
redundant information expected in them. For example, older templates can be replaced with
more current templates, thereby reducing imposter trials and improving the speed of the
system 100. In some embodiments, different quantities of adapted templates can be used
based on the specific subject. For example, subjects that are easy to match can use less
templates, while difficult to match subjects can use extra templates to reduce imposter trials.
In some embodiments, the enrollment gallery can be limited to enrollment images 106 that
include the nearest pupil size available if a plurality of enrollment images 106 exist based on
the probe image metrics. For example, if the system 100 includes multiple enrollment images
106 for different pupil dilations of the subject, when a new probe image is matched against
the enrollment gallery, the enrollment gallery can be temporarily limited to enrollment
images 106 that are closest in dilation to the probe image. Thus, although the full enrollment
gallery continues to exist, matching, in this embodiment, is only attempted with only one (or
a small amount) of enrollment images 106. In some embodiments, the system 100 can be
used for analysis and adaptation of other biometric modalities using substantially similar
processes but with different metrics. For example, the system 100 can be used to capture
faces and authenticates the subject based on adjustments in landmarks that are muscle-based
and less bone-based. As a further example, the system 100 can detect and adjust for distances
between minutia when using fingerprints of the subject. Thus, the system 100 can be used to
detect and verify/authenticate a subject based on various subject characteristics (e.g., facial

characteristics, fingerprints, combinations thereof, or the like).

[0067] The system 100 can include a user interface 126 with a graphical user interface
(GUD 128. The GUI 128 can be used by the user to input data into the system 100, and can
further be used to output data to the user. For example, the GUI 128 can output whether the

authentication or enrollment has been successful, suggest repositioning of the user relative to
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the camera 104, or the like. In some embodiments, the GUI 128 can output an audio and/or

visual alarm if the authentication or enrollment process has been unsuccessful.

[0068] FIG. 2 is a diagrammatic representation of exemplary normalized iris texture
ratios of a subject. In particular, the leftmost iris 200 has a dilated pupil 202 (e.g., a 5%
dilated iris), the central iris 200 has a normal pupil 204 (e.g., 50% dilated iris), and the
rightmost iris 200 has a constricted pupil 206 (e.g., a 90% constricted iris). It should be
understood that the system 100 includes bins 124 with NITR ranges that include each of the
NITRs of FIG. 2.

[0069] FIG. 3 is a diagrammatic representation of an exemplary enrollment image,
accepted and rejected probe images stored in respective bins. The system 100 includes a
predetermined number of bins (e.g., bins 300-308) with each bin corresponding to a specific
NITR range. The NITR of the iris in each image indicates which bin the image should be
stored under (e.g., the position along the x-axis). The ambient or illumination source light
level indicates the position of the image along the y-axis. The system 100 attempts to fill

each bin 300-308 over time with one or more acceptable enrollment images 310.

[0070] The system 100 starts with a single enrollment image 310 (e.g., a first enrollment
image) taken under any lighting conditions. The enrollment image 310 has a coverage area
312 defined by a radius surrounding the enrollment image 310. It should be understood that
the radius effectively represents variation in pupil dilation from the pupil dilation at the
enrollment image 310, with a larger radius representing looser thresholds (e.g., greater pupil
dilation variation that can match with the enrollment image 310) and a smaller radius
representing tighter thresholds (e.g., smaller pupil dilation variation that can match with the
enrollment image 310). The coverage area 312 extends across a portion of the bin 304 in
which the enrollment image 310 is stored (e.g., extending only across a predetermined
ambient light level range), and further extends over portions of the adjacent bins 302, 306.
Probe images taken of the subject are compared to the enrollment image 310 to determine
authentication or verification of the subject. If the NITR and light levels of the probe image
fall within the coverage area 312, a match is found and the probe image is stored as an
accepted image 314 in the appropriate bin. If the NITR and/or light levels of the probe image

fall outside of the coverage area 312, a match is not found and the probe image is stored as a
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rejected image 316. The system 100 can prompt the subject to attempt authentication again if
the probe image is rejected. Since enrollment and accepted probe images 310, 314 undergo
the same processing to produce templates, an accepted probe image 314 can be converted by
the system 100 into an enrollment image at any time. As the subject uses the system 100, the

most recently accepted probe images 314 for each bin are stored for analysis.

[0071] After saving a sufficient number of accepted probe images 314 in a bin, the
collection is analyzed to select an adaptive enrollment image. This can be done by
comparing the accepted probe images 314 in the analysis bin to each other and to adjacent
bins where enrollment images 310 already exist. In some embodiments, the enrollment
selection criteria for converting an accepted probe image 314 into an enrollment image is that
the accepted probe image 314 is within the coverage area of at least one existing enrollment
image, and any other enrollment image criteria (e.g., ISO 19794 and/or 29794). In some
embodiments, the accepted probe image 314 from the analysis bin matching the greatest
number of previously accepted images can be converted to an enrollment image 310 for that
bin. This has the effect of expanding the range of ambient lighting conditions and NITR
ranges that the system 100 can now operate over without requiring additional effort by a
subject. The system 100 therefore learns the eyes of the subject over time and improves the

ability to recognize the subject in various environmental conditions.

[0072] FIGS. 4-6 show diagrammatic representations of the enrollment process as
performed by the system 100. With respect to FIG. 4, the initial iris is enrolled into the
system 100 in bin 3 as enrollment image A. Various accepted probe images are stored based
on matching within the coverage area of the enrollment image A. Rejected probe images that
fall outside of the coverage area of the enrollment image A can also be stored. The accepted
probe image B is within the coverage area of the enrollment image A. Since accepted probe
image B is stored in a bin without an enrollment image, it can be stored for later analysis and
potential conversion into an enrollment image. Although shown as being positioned in a bin
adjacent to the bin with the enrollment image A, it should be understood that accepted probe
images converted into an enrollment image can be in a bin that is not adjacent to the bin of
the enrollment image A (e.g., if the coverage area of the enrollment image A extends over

more than one bin). Rejected probe image C is not similar enough to the only enrollment
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image A of the system 100 (e.g., outside of the coverage area), and therefore is not accepted

for authentication.

[0073] Accepted probe image D is within the coverage area of the enrollment image A.
Since accepted probe image D is stored in a bin within an enrollment image, it is also stored
for later analysis and potential conversion into an enrollment image. Accepted probe image
E is within the coverage area of the enrollment image A. Since accepted probe image E is
stored in a bin within the coverage area of an enrollment image, it is also stored for later
analysis and potential conversion into an enrollment image. After a predetermined number of
accepted probe images have been saved in bin 4 (a bin without an enrollment image), the
accepted images of bin 4 can be analyzed to determine which of the accepted probe images
matches the enrollment selection criteria (e.g., the ISO iris biometric standards). As an
example, accepted probe image E can be selected as the image matching the enrollment

selection criteria and is converted to an enrollment image (as shown in FIG. 5).

[0074] The enrollment image E of FIG. 5 also has a coverage area that extends a portion
of the light levels in bin 4, and further extends over the adjacent bins 3 and 5. The coverage
areas of the enrollment images A, E overlap. Accepted probe image F is within the coverage
area of the enrollment image A. Because accepted probe image F has characteristics similar
to those within the coverage area A, the system 100 can continue to authenticate subjects
based on the characteristics associated with the enrollment image A. Accepted probe image
G is an image that would have been rejected by the system 100 if the system 100 only
included enrollment image A and had not adaptively expanded the coverage area. However,
because the system 100 adaptively expanded the coverage area to include enrollment image

E, accepted probe image G can be matched with the enrollment image E and saved in bin 5.

[0075] A similar process can be performed as accepted probe images are stored for bins
1, 2 and 5 to establish an enrollment image for such bins, thereby expanding the coverage
area across all NITR ranges and light levels. Existing enrollment images A, E can be
replaced if accepted probe images having higher acceptance rates are stored over time. FIG.
5 also shows probe images that would be accepted by the system 100 based on the expanded
coverage area, as well as probe images that would be rejected by the system 100 due to a lack

of enrollment images in bins 1 and 2.
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[0076] FIG. 6 shows a more compact version of FIG. 5, with two enrollment images (one
in bin 3 and one in bin 4), each enrollment image having a coverage area extending over at
least a portion of the adjacent bins. FIG. 6 further shows several accepted probe images that
fall within only the coverage area of the enrollment image in bin 3, fall within only the
coverage area of the enrollment image in bin 4, or fall within the coverage area of both of the
enrollment images. The expanded coverage area allows for authentication of the user in a
variety of environmental conditions, each type of environmental condition being associated
with a particular enrollment image. Over time, the system 100 can continue to adapt by
adding enrollment images to bins 1, 2 and 5 based on accepted probe images, thereby

expanding the coverage area in which the user can be authenticated.

[0077] FIG. 7 is a diagrammatic representation of three bins having enrollment images,
resulting in coverage areas extending from bin 2-5. In some embodiments, adding additional
enrollment images into the system can increase the false accept rate. To combat this, the
threshold for accepting a match can be reduced once enrollment images in adjacent bins have
been established. In particular, the threshold for accepting a match can be limited by the size
of the coverage area associated with the enrollment image. For example, the first enrollment
image stored in bin 3 can have a higher threshold for accepting a match as indicated by the
larger radius of the coverage area. Keeping the thresholds as high as possible initially allows
the system 100 enough flexibility to adapt to the broader range of ambient lighting
conditions. Subsequent enrollment images (e.g., enrollment images stored in bins 4 and 5),
can have a reduced threshold for accepting a match as indicated by the smaller radius of the
coverage areas. More closely related characteristics of the iris are therefore needed to match

with the coverage area of the enrollment images in bins 4 and 5.

[0078] In some embodiments, the higher threshold can be maintained if any adjacent bins
to the bin having the enrollment image do not have an enrollment image. For example, while
bin 3 has an enrollment image, the adjacent bin 2 does not have an enrollment image.
Therefore, the coverage area or threshold for the enrollment image in bin 3 can be high. As a
further example, bin 4 has an enrollment image and the adjacent bins 3 and 5 have an
enrollment. Therefore, the coverage area or threshold for the enrollment image in bin 4 can
be reduced. In some embodiments, the coverage area or threshold for edge bins (e.g., bin 5

representing the edge of the NITR range) can be reduced.
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[0079] Matching can be restricted to the enrollment image in the NITR bin of the probe
image and the enrollment image from the adjacent bin closest to the NITR of the probe
image. For example, a probe image falling into bin 5 can be matched against the enrollment
image in bin 5 and the enrollment image in the adjacent bin 4. As a further example,
assuming the bins in FIG. 7 are each approximately 20%, a probe with an NITR of 85% can
be matched against the 80-100% bin (bin 5) enrollment image and the 60-80% bin (bin 4)

enrollment image.

[0080] In some embodiments, once enrollment images are established in each bin, the
system 100 can limit or stop the saving and electing of new enrollment images. In some
embodiments, the system 100 can continue the process of replacing enrollment images with
new enrollment images selected from more recent accepted probe images, thereby adapting to
environment conditions and changes of the subject. For example, the enrollment image for a
bin can be voted out in favor of a temporarily better probe image given the most recent
operating conditions. In some embodiments, the process can repeat indefinitely to provide

for automatic and continuous adaptation of the system 100.

[0081] FIG. 8 is a flowchart illustrating an exemplary process 400 of implementing the
biometric enrollment systems disclosed herein. To begin, at step 402, a first image of a
subject is captured with a camera of the biometric enrollment system. The first image
includes at least one iris of the subject. At step 404, the NITR of the iris is determined from
the first image with the image analysis module. At step 406, the first image is established as
a first enrollment image. At step 408, the image analysis module electronically stores the
first enrollment image in a bin based on the NITR of the first enrollment image and the bin,

as well as the lighting levels.

[0082] At step 410, one or more probe images are captured with the camera that include
the iris of the subject. At step 412, the NITR of the iris in each probe image is determined
with the image analysis module. At step 414, the probe images are analyzed relative to the
first enrollment image to determine if a match exists. At step 416, if a match exists, the
matched probe image is electronically stored in another bin as an accepted probe image based
on the NITR of the bin and the accepted probe image. After a predetermined number of

accepted probe images have been saved in the bin not having the first enrollment image, at
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step 418, one of the accepted probe images is selected and established as an enrollment image
for that bin. The process 400 can continue until enrollment images have been established for
each of the bins, thereby providing for coverage areas for authentication across a wide range

of NITR and light level conditions.

[0083] FIG. 9 is a flowchart illustrating an exemplary process 450 of implementing the
biometric enrollment systems disclosed herein. To begin, at step 452, a probe image of a
subject is captured with a camera. The probe image includes an iris of the subject. At step
454, an iris characteristic of the iris in the probe image is determined with an image analysis
module. At step 456, the probe image is analyzed relative to a first enrollment image to
determine if a match exists based on the iris characteristic. At step 458, if the match exists,
the matched probe image is electronically stored as an accepted image. At step 460, a
determination is made whether the accepted image meets enrollment image criteria. At step
462, if the accepted image meets the enrollment image criteria, the accepted image is selected

and established as a second enrollment image.

[0084] FIG. 10 is a flowchart illustrating an exemplary process 500 of implementing the
biometric enrollment systems disclosed herein. To begin, at step 502, the initial subject is
enrolled with a first enrollment image. At step 504, images and the associated NITR are
stored by the system. At step 506, probe images are captured by the camera for
authentication of the subject. At step 508, the NITR and bin thresholds are determined by the
image analysis module. At step 510, the image analysis module determines whether a match
exists between the probe image and the first enrollment image. If a match does not exist, the
subject is prompted to return to step 506 for capturing another probe image in an attempt to

authenticate the subject.

[0085] If a match does exist, at step 512, the accepted probe image can be stored in the
appropriate bin and the image analysis module determines if a sufficient number of accepted
probe images are stored in the bin to establish an enrollment image. If a sufficient number of
accepted probe images exist, at step 514, the image analysis module can select the accepted
probe image with the highest matching value as the enrollment image for the bin. If a

sufficient number of accepted probe images does not exist, at step 516, the user can be
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authenticated and the process 500 can continue to gather accepted probe images when probe

images are captured at step 506 during subsequent authentication attempts.

[0086] Thus, the NITR can be used to group images into bins for analysis. Once a
predetermined number of accepted probe images are stored in a single bin not having an
enrollment image, the collection of accepted probe images with similar NITRs can be
analyzed to adaptively select additional enrollment images or templates. Storing multiple
enrollment templates improves matching of the subject over time based on varying
environmental conditions and changes in the subject. The NITR can be used to limit which
enrollment templates can be used to match a new probe image after additional enrollment
templates have been stablished. Coverage areas or thresholds for each enrollment image can

also be modified (e.g., reduced) to reduce the likelihood of false authentication of the subject.

[0087] In some embodiments, specific iris biometric standards can be applied when
capturing images and creating enrollment images. For example, the captured images should
be capable of being analyzed for usable iris texture areas which are directly related to the eye
opening, occlusions from glasses frames blocking parts of the iris, specular reflections
blocking texture, or the like. Preferred images can include contrast at each of the anatomical
boundaries to help ensure segmentation is performed accurately and unambiguously. In some
embodiments, the pupil-to-iris ratio can be reviewed when accepting probe images, as well as

additional criteria, such as overall lighting.

[0088] In some embodiments, images that are too dark or too bright can be removed from
the collection of images from which enrollment images are selected to reduce changes of
false acceptance or matching. In some embodiments, gaze angle can eliminate some images
if a subject is not looking directly at the camera (e.g., distracted by another person out of
view of the camera). In some embodiments, the systems can give preference to images with
the location of the eye closer to the center of the frame, since the lens can have a higher
modulation transfer function (MTF) in such areas and generally includes more iris texture
information. In some embodiments, the focus of the image can be reviewed to determine if

an image can be used (e.g., blurry images can be discarded).

[0089] In some embodiments, when starting the matching process, the system may not

exhaustively search the database of enrollment images (e.g., an exhaustive search that would
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attempt to match every enrollment for every subject in the system). Instead, the system can
try to match the nearest pupil-to-iris ratio enrollment image for that subject. This helps in
reducing the probability of generating a false acceptance. If the nearest size is determined to
not be appropriate, the system can analyze the enrollment image having a pupil-to-iris ratio
that is less than or equal to a predetermined value, a pupil-to-iris ratio that is greater than or

equal to a predetermined value, or a combined weighted approach.

[0090] FIG. 11 is a block diagram of a computing device 600 in accordance with
exemplary embodiments of the present disclosure. The computing device 600 includes one
or more non-transitory computer-readable media for storing one or more computer-
executable instructions or software for implementing exemplary embodiments. The non-
transitory computer-readable media may include, but are not limited to, one or more types of
hardware memory, non-transitory tangible media (for example, one or more magnetic storage
disks, one or more optical disks, one or more flash drives), and the like. For example,
memory 606 included in the computing device 600 may store computer-readable and
computer-executable instructions or software for implementing exemplary embodiments of
the present disclosure (e.g., instructions for operating the illumination sources, instructions
for operating the processing device, instructions for operating the camera, instructions for
operating the image analysis module, instructions for operating the communication interface,
instructions for operating the user interface, instructions for operating the central computing
system, combinations thereof, or the like). The computing device 600 also includes
configurable and/or programmable processor 602 and associated core 604, and optionally,
one or more additional configurable and/or programmable processor(s) 602’ and associated
core(s) 604" (for example, in the case of computer systems having multiple processors/cores),
for executing computer-readable and computer-executable instructions or software stored in
the memory 606 and other programs for controlling system hardware. Processor 602 and
processor(s) 602° may each be a single core processor or multiple core (604 and 604’)

processor.

[0091] Virtualization may be employed in the computing device 600 so that infrastructure
and resources in the computing device 600 may be shared dynamically. A virtual machine
614 may be provided to handle a process running on multiple processors so that the process

appears to be using only one computing resource rather than multiple computing resources.
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Multiple virtual machines may also be used with one processor. Memory 606 may include a
computer system memory or random access memory, such as DRAM, SRAM, EDO RAM,
and the like. Memory 606 may include other types of memory as well, or combinations

thereof.

[0092] A user may interact with the computing device 600 through a visual display
device 618 (e.g., a personal computer, a mobile smart device, or the like), such as a computer
monitor, which may display one or more user interfaces 620 (e.g., a graphical user interface)
that may be provided in accordance with exemplary embodiments. The computing device
600 may include other I/O devices for receiving input from a user, for example, a camera, a
sensor, a keyboard or any suitable multi-point touch interface 608, a pointing device 610
(e.g., amouse). The keyboard 608 and the pointing device 610 may be coupled to the visual
display device 618. The computing device 600 may include other suitable conventional /O

peripherals.

[0093] The computing device 600 may also include one or more storage devices 624,
such as a hard-drive, CD-ROM, eMMC (MultiMediaCard), SD (secure digital) card, flash
drive, non-volatile storage media, or other computer readable media, for storing data and
computer-readable instructions and/or software that implement exemplary embodiments of
the biometric enrollment systems described herein. Exemplary storage device 624 may also
store one or more databases 626 for storing any suitable information required to implement
exemplary embodiments. For example, exemplary storage device 624 can store one or more
databases 626 for storing information, such as data relating to enrollment images, bins, NITR
ranges or values, accepted probe images, rejected probe images, combinations thereof, or the
like, and computer-readable instructions and/or software that implement exemplary
embodiments described herein. The databases 626 may be updated by manually or
automatically at any suitable time to add, delete, and/or update one or more items in the

databases.

[0094] The computing device 600 can include a network interface 612 configured to
interface via one or more network devices 622 with one or more networks, for example,
Local Area Network (LAN), Wide Area Network (WAN) or the Internet through a variety of

connections including, but not limited to, standard telephone lines, LAN or WAN links (for
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example, 802.11, T1, T3, 56kb, X.25), broadband connections (for example, ISDN, Frame
Relay, ATM), wireless connections, controller area network (CAN), or some combination of
any or all of the above. The network interface 612 may include a built-in network adapter,
network interface card, PCMCIA network card, PCI/PCle network adapter, SD adapter,
Bluetooth adapter, card bus network adapter, wireless network adapter, USB network
adapter, modem or any other device suitable for interfacing the computing device 600 to any
type of network capable of communication and performing the operations described herein.
Moreover, the computing device 600 may be any computer system, such as a workstation,
desktop computer, server, laptop, handheld computer, tablet computer (e.g., the tablet
computer), mobile computing or communication device (e.g., the smart phone
communication device), an embedded computing platform, or other form of computing or
telecommunications device that is capable of communication and that has sufficient processor

power and memory capacity to perform the operations described herein.

[0095] The computing device 600 may run any operating system 616, such as any of the
versions of the Microsoft® Windows® operating systems, the different releases of the Unix
and Linux operating systems, any version of the MacOS® for Macintosh computers, any
embedded operating system, any real-time operating system, any open source operating
system, any proprietary operating system, or any other operating system capable of running
on the computing device and performing the operations described herein. In exemplary
embodiments, the operating system 616 may be run in native mode or emulated mode. In an
exemplary embodiment, the operating system 616 may be run on one or more cloud machine

instances.

[0096] FIG. 12 is a block diagram of an exemplary biometric enrollment system
environment 700 in accordance with exemplary embodiments of the present disclosure. The
environment 700 can include servers 702, 704 configured to be in communication with one or
more illumination sources 706, one or more cameras 708, one or more image analysis
modules 710, a user interface 712, and a central computing system 714 via a communication
platform 720, which can be any network over which information can be transmitted between
devices communicatively coupled to the network. For example, the communication platform

720 can be the Internet, Intranet, virtual private network (VPN), wide area network (WAN),
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local area network (LAN), and the like. In some embodiments, the communication platform

720 can be part of a cloud environment.

[0097] The environment 700 can include repositories or databases 716, 718, which can be
in communication with the servers 702, 704, as well as the one or more illumination sources
706, one or more cameras 708, one or more image analysis modules 710, the user interface

712, and the central computing system 714, via the communications platform 720.

[0098] In exemplary embodiments, the servers 702, 704, one or more illumination
sources 706, one or more cameras 708, one or more image analysis modules 710, the user
interface 712, and the central computing system 714 can be implemented as computing
devices (e.g., computing device 600). Those skilled in the art will recognize that the
databases 716, 718 can be incorporated into one or more of the servers 702, 704. In some
embodiments, the databases 716 718 can store data relating to enrollment images, bins, NITR
ranges or values, accepted probe images, rejected probe images, combinations thereof, or the

like, and such data can be distributed over multiple databases 716, 718.

[0099] While exemplary embodiments have been described herein, it is expressly noted
that these embodiments should not be construed as limiting, but rather that additions and
modifications to what is expressly described herein also are included within the scope of the
invention. Moreover, it i1s to be understood that the features of the various embodiments
described herein are not mutually exclusive and can exist in various combinations and
permutations, even if such combinations or permutations are not made express herein,

without departing from the spirit and scope of the invention.
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CLAIMS:

1.

A biometric enrollment system, comprising:

a camera configured to capture a probe image of a subject, the probe image
including an iris of the subject; and

an image analysis module configured to (i) determine an iris characteristic of the
iris in the probe image, (ii) analyze the probe image relative to a first enrollment
image to determine if a match exists based on the iris characteristic, (iii) if the match
exists, electronically store the matched probe image as an accepted image, and (iv)
select and establish the accepted image as a second enrollment image if the accepted

image meets enrollment image criteria.

The biometric enrollment system of claim 1, wherein the iris characteristic is a

normalized iris texture ratio (NITR) of the iris.

The biometric enrollment system of claim 1, wherein the enrollment image criteria
includes whether the iris characteristic of the iris in the probe image is within a

coverage area of the first enrollment image.

The biometric enrollment system of claim 3, wherein the coverage area of the first
enrollment image defines a variation in the iris characteristic of the iris acceptable for

a match with the first enrollment image.

The biometric enrollment system of claim 3, wherein the enrollment image criteria
includes whether the iris characteristic of the iris in the probe image meets an iris

biometric standard.

The biometric enrollment system of claim 5, wherein the iris biometric standard is at

least one of International Organization of Standardization (ISO) 19794 or ISO 29794.

The biometric enrollment system of claim 1, wherein the first enrollment image is
electronically stored in a first bin of a predetermined number of bins, an iris
characteristic of the iris in the first enrollment image corresponding to a range of the

iris characteristic of the first bin.

The biometric enrollment system of claim 7, wherein the image analysis module is

configured to electronically store the accepted image in a second bin of the
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predetermined number of bins, the iris characteristic of the iris in the accepted image

corresponding to a range of the iris characteristic of the second bin.

The biometric enrollment system of claim 8, wherein the first enrollment image in the
first bin and the second enrollment image in the second bin provide enrollment

images in different ranges of the iris characteristic.

The biometric enrollment system of claim 1, comprising one or more illumination

sources configured to illuminate the iris of the subject.

The biometric enrollment system of claim 1, wherein the second enrollment image
includes a coverage area partially overlapping a coverage area of the first enrollment

image.

The biometric enrollment system of claim 1, wherein if the match does not exist, the
image analysis module is configured to electronically store the probe image as a

rejected image in a database.

The biometric enrollment system of claim 1, wherein the first enrollment image, the
accepted image, and the second enrollment image are electronically stored in a

database.

A method of biometric system enrollment, comprising:

capturing a probe image of a subject with a camera, the probe image including an
iris of the subject;

determining an iris characteristic of the iris in the probe image with an image
analysis module;

analyzing the probe image relative to a first enrollment image to determine if a
match exists based on the iris characteristic;

if the match exists, electronically storing the matched probe image as an accepted
image;

determining if the accepted image meets enrollment image criteria; and

if the accepted image meets the enrollment image criteria, selecting and

establishing the accepted image as a second enrollment image.

The method of claim 14, comprising illuminating the iris of the subject with one or

more illumination sources.
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16. The method of claim 14, wherein determining if the accepted image meets the
enrollment image criteria comprises determining whether the iris characteristic of the

iris in the probe image is within a coverage area of the first enrollment image.

17. The method of claim 14, wherein the coverage area of the first enrollment image
defines a variation in the iris characteristic of the iris acceptable for a match with the

first enrollment image.

18. The method of claim 16, wherein determining if the accepted image meets the
enrollment image criteria comprises determining whether the iris characteristic of the

iris in the probe image meets an iris biometric standard.

19. The method of claim 18, wherein the iris biometric standard is at least one of

International Organization of Standardization (ISO) 19794 or [SO 29794.

20. The method of claim 14, wherein if the match does not exist, the method comprises

electronically storing the probe image as a rejected image in a database.

21. The method of claim 14, comprising electronically storing the first enrollment image,

the accepted image, and the second enrollment image in a database.

22. A non-transitory computer-readable medium storing instructions for biometric system
enrollment that are executable by a processing device, wherein execution of the
instructions by the processing device causes the processing device to:

capture a probe image of a subject with a camera, the probe image including an
iris of the subject;

determine an iris characteristic of the iris in the probe image with an image
analysis module;

analyze the probe image relative to a first enrollment image to determine if a
match exists based on the iris characteristic;

if the match exists, electronically store the matched probe image as an accepted
image;

determine if the accepted image meets enrollment image criteria; and

if the accepted image meets the enrollment image criteria, select and establish the

accepted image as a second enrollment image.

23. A biometric enrollment system, comprising:
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a camera configured to capture a probe image of a subject; and

an image analysis module configured to (i) determine a subject characteristic of
the in the probe image, (ii) analyze the probe image relative to a first enrollment
image to determine if a match exists based on the subject characteristic, (iii) if the
match exists, electronically store the matched probe image as an accepted image, and
(iv) select and establish the accepted image as a second enrollment image if the

accepted image meets enrollment image criteria.

The biometric enrollment system of claim 23, wherein the subject characteristic is a

normalized iris texture ratio (NITR) of an iris of the subject.

The biometric enrollment system of claim 23, wherein the enrollment image criteria
includes whether the subject characteristic in the probe image is within a coverage

area of the first enrollment image.

The biometric enrollment system of claim 25, wherein the coverage area of the first
enrollment image defines a variation in the subject characteristic acceptable for a

match with the first enrollment image.

The biometric enrollment system of claim 23, wherein the enrollment image criteria
includes whether the subject characteristic in the probe image meets a biometric

standard.

The biometric enrollment system of claim 27, wherein the biometric standard is at

least one of International Organization of Standardization (ISO) 19794 or ISO 29794.

The biometric enrollment system of claim 23, wherein the subject characteristic is a

facial characteristic of the subject.

The biometric enrollment system of claim 29, wherein the facial characteristic of the

subject is at least one of a muscle landmark or a bone landmark of the subject.

PCT/US2017/025303
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