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METHOD FOR ENCODED OR ENCRYPTED 
BIT STREAM SYNCHRONIZATION 

FIELD 

The present disclosure relates generally to frequency 
hopping communication systems and, more particularly, to a 
robust technique for identifying a synchronization pattern 
Within an incoming bit stream. 

BACKGROUND 

A frequency hopping communications system utilizes 
many frequency channels to send information from a trans 
mitter to a receiver. The information is sent in the form of a 
series of codes having redundant information. Each code 
sequence or codeWord represents one bit of information to 
be transmitted. For example, a codeWord of 
“0100110001110000” may be used to transmit a logic state 
of one; Whereas, a codeWord of “1011001110001111” may 
be used to transmit a logic state of zero. In this example, 
sixteen bits are used to represent a single information bit 
such that the redundancy is ?fteen bits. 

In operation, a transmitter transmits the codeWord rather 
than the bit itself. On the receiver side, codeWords must be 
decoded by a decoder. To properly decode each codeWord, 
the decoder must knoW Which bit is the ?rst bit of each 
codeWord. In other Words, the operation of the decoder must 
be synchronized With the incoming bit stream. One readily 
employed technique is to identify a knoWn synchronization 
pattern of repeated codeWords Within the incoming bit 
stream. 

While it is possible to achieve modem acquisition under 
very high bit error rate conditions (e.g., exceeding 20%) in 
a frequency hopping communication system, current 
decoder synchronization methods require synchronization 
information to have bit error rates in the range of 10% or less 
for reliable synchronization. HoWever, synchronization 
should occur With a much higher error tolerance in the 
synchronization information. Therefore, it is desirable to 
provide a more robust technique for identifying the synchro 
nization pattern in an incoming bit stream, Whereby reliable 
synchronization can occur at bit error rates in excess of 20%. 

While the folloWing description is provided in the context 
of a frequency hopping communication system, it is readily 
understood that the synchronization schemes of this disclo 
sure are applicable to other types of communication system 
Which employ encoded or encrypted data streams. Addition 
ally, the statements in this section merely provide back 
ground information related to the present disclosure and may 
not constitute prior art. 

SUMMARY 

An improved method is provided for identifying a 
repeated codeWord in an incoming bit stream. The method 
includes: receiving an incoming bit stream having an 
expected codeWord repeated a number of times; determining 
Whether a group of incoming data bits correlates to the 
expected codeWord, Where each of the incoming data bits in 
the group need not match the corresponding data bit of the 
expected codeWord; and determining Whether the expected 
code Word is repeated over a sequence of incoming data bits. 

Further areas of applicability Will become apparent from 
the description provided herein. It should be understood that 
the description and speci?c examples are intended for pur 
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2 
poses of illustration only and are not intended to limit the 
scope of the present disclosure. 

DRAWINGS 

FIG. 1 depicts an improved method for identifying a 
synchronization pattern in an incoming bit stream. 
The draWings described herein are for illustration pur 

poses only and are not intended to limit the scope of the 
present disclosure in any Way. 

DETAILED DESCRIPTION 

FIG. 1 depicts an improved method 10 for identifying a 
synchronization pattern in an incoming bit stream. For 
illustration purposes, the synchronization pattern is com 
prised of a repeated codeWord. Other types of synchroniza 
tion patterns are contemplated by this disclosure. 

Brie?y, a group of incoming data bits is correlated to the 
expected codeWord, such that the number of data bits in the 
group equals the number of data bits Which form the 
expected codeWord. More speci?cally, each data bit from the 
group of incoming data bits is compared at 12 to a corre 
sponding bit in the expected codeWord. When the number of 
incoming data bits that match corresponding data bits in the 
expected codeWord exceeds a threshold, the group of incom 
ing data bits is designated at 14 as the expected codeWord. 
It is noteWorthy that each of the data bits in the group need 
not match the corresponding data bit of the expected code 
Word. In other Words, bit errors are tolerated in the synchro 
nization information. 

To ensure reliable synchronization in a noisy signal 
environment, a further assessment is conducted to determine 
if the codeWord is properly repeated over a larger sequence 
of incoming bits. To do so, a designation is maintained at 16 
as to When preceding groups of incoming data bits correlated 
to the expected codeWord. The designation is maintained 
over a sequence of data bits Which equals the expected 
number of times the codeWord is repeated in the synch 
pattern. The designations are then used at 17 to determine 
When the expected codeWord is repeated in the incoming bit 
stream. 

An exemplary implementation of this synchronization 
method is further described beloW. Assume a synchroniza 
tion pattern of four repeated codeWords folloWed by one 
inverted codeWord. In this example, the codeWord is 11010 
and the inverted codeWord is 00101 such that the synchro 
nization pattern is as folloWs: 

1,1,0,1,0,1,1,0,1,0,1,1,0,1,0,1,1,0,1,0,0,0,1,0,1 
The synchronization pattern is preceded by an arbitrary 
amount of phasing bits. While the number of phasing bits 
may be on the order of hundreds, this example assumes that 
only tWo phasing bits (1,0) precede the synchronization 
pattern, thereby yielding: 

1,0,1,1,0,1,0,1,1,0,1,0,1,1,0,1,0,1,1,0,1,0,0,0,1,0,1 

It is readily understood that this synchronization pattern is 
merely for illustration purposes. 

For each incoming bit, the ?ve most recent bits, including 
the current bit, are compared against the expected codeWord. 
Starting With the ?fth bit, the ?rst group of incoming bits is 
1,0,1,1,0. Each bit in this ?rst group of incoming bits is 
compared to the corresponding bit in the expected codeWord 
(i.e., 11010). In this case, only three of the ?ve bits from the 
incoming bit stream match the expected codeWord. 
To determine if the ?rst group of bits closely correlates to 

the expected codeWord, the number of matching bits is then 
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compared to an individual codeword correlation threshold. 
Assume a correlation threshold of four. When the number of 
matching bits equals or exceeds this threshold, the group of 
incoming bits closely correlates to the expected codeword. 
When the number of matching bits is less than this threshold, 
the group of incoming bits is assumed not to correlate to the 
expected codeword. Conversely, the number of mismatched 
bits may be used to determine the correlation of the incom 
ing bits. In either case, the incoming bits need not exactly 
match the bits of the expected codeword. Moreover, it is 
envisioned that the individual codeword correlation thresh 
old may be set and adjusted based on system performance 
objectives. 

To ensure reliable alignment in a noisy signal environ 
ment, a further assessment is conducted to determine if the 
codeword is properly repeated over a larger sequence of 
incoming bits. In an exemplary embodiment, an M><K 
matrix is de?ned for assessing whether the expected code 
word is repeated, where M the number of codewords to look 
across and K is a number of bits in the expected codeword. 
Since a ?ve bit codeword is repeated four times, a 4x5 
matrix is de?ned for this example. Initially, the matrix is 
initialiZed with all Zeros. 

Each entry in the matrix indicates whether a subset of the 
incoming data bits correlates to the expected codeword. 
When the group of incoming bits closely correlates to the 
expected codeword, a one serves as the cell entry. In effect, 
this cell entry indicates the current bit to be the last bit of an 
expected codeword in the synch pattern. When the group of 
incoming bits does not correlate to the expected codeword, 
a Zero is the cell entry. Starting with the ?fth bit, an entry in 
the upper left cell of the matrix is updated. Continuing with 
the example set forth above, the upper left cell remains a 
Zero 

Bit 5 Col 1 Col 2 Col 3 Col 4 Col 5 

Row 1 0 0 0 0 0 
Row 2 0 0 0 0 0 
Row 3 0 0 0 0 0 
Row 4 0 0 0 0 0 

Sum = 0 

This process is repeated for each incoming bit as further 
described below. 

The next incoming bit (i.e., sixth bit) is appended to the 
preceding four bits to form the second group of incoming 
bits 0,l,l,0,l. The second group of bits is then correlated to 
the expected codeword in the manner described above. This 
repetitive process is further illustrated by the chart below: 

Number of 
Last ?ve bits bits correct 

Bit (including current relative to Matrix 
Number bit) codeword entry 

5 l 0 l l 0 3 0 
6 0 l l 0 l l 0 
7 l l 0 l 0 5 l 
8 l 0 l 0 l l 0 
9 0 l 0 l l 3 0 

10 l 0 l l 0 3 0 
ll 0 l l 0 l l 0 
12 l l 0 l 0 5 l 
13 l 0 l 0 l l 0 
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-continued 

Number of 
Last ?ve bits bits correct 

Bit (including current relative to Matrix 
Number bit) codeword entry 

14 O l O l l 3 0 
15 l O l l O 3 0 
l6 0 l l O l l 0 
17 l l O l O 5 I 

For each group of incoming bits, an entry is updated in the 
matrix. Moving from left to right and then top to bottom, 
entries in the matrix are updated as shown below. 

Col 1 Col 2 Col 3 Col 4 Col 5 

Bit 6 

Row 1 0 0 0 0 0 
Row 2 0 0 0 0 0 
Row 3 0 0 0 0 0 
Row 4 0 0 0 0 0 

Sum = 0 

Bit 7 

Row 1 0 0 l 0 0 
Row 2 0 0 0 0 0 
Row 3 0 0 0 0 0 
Row 4 0 0 0 0 0 

Sum = 1 

Bit 8 

Row 1 0 0 l 0 0 
Row 2 0 0 0 0 0 
Row 3 0 0 0 0 0 
Row 4 0 0 0 0 0 

Sum = 0 

Bit 9 

Row 1 0 0 l 0 0 
Row 2 0 0 0 0 0 
Row 3 0 0 0 0 0 
Row 4 0 0 0 0 0 

Sum = 0 

Bit 10 

Row 1 0 0 l 0 0 
Row 2 0 0 0 0 0 
Row 3 0 0 0 0 0 
Row 4 0 0 0 0 0 

Sum = 0 

Bit 16 

Row 1 0 0 l 0 0 
Row 2 0 0 l 0 0 
Row 3 0 0 0 0 0 
Row 4 0 0 0 0 0 

Sum = 0 

Bit 17 

Row 1 0 0 l 0 0 
Row 2 0 0 l 0 0 
Row 3 0 0 l 0 0 
Row 4 0 0 0 0 0 

Sum = 3 

In other words, the column index is incremented by one for 
each incoming bit. Once the column index reaches K, the 
column index is reset to Zero and the row index is incre 
mented by one. Once the row index reaches M, the row 
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index is also reset to Zero and the process continues With the 
upper left cell. In this Way, the matrix contains an individual 
codeWord correlation indicator for the M><K most recent 
groups of incoming data bits. 

Following each cell update in the matrix, the bits in the 
current column are summed and then compared against a 
codeWord repetition threshold. For this example, assume a 
code repetition threshold of four. If the current column sum 
is less than this threshold, repetition of the codeWord is 
deemed insufficient for reliable synchronization. For 
instance, upon updating the matrix for the seventh bit, the 
sum for the third column is one. HoWever, in a noisy signal 
environment, it is possible that this group of incoming bits 
incorrectly correlated to the expected codeWord. Therefore, 
reliable Word alignment is achieved only When the current 
column sum equals or exceeds the code repetition threshold. 

For instance, upon updating the matrix for the seventeenth 
bit, the sum for the third column is three. In this case, the 
codeWord has been repeated three times in the preceding 
three groups of ?fteen bits. In some instances, one of four 
repeated codeWords in the synch pattern may not have been 
identi?ed as shoWn beloW. 

Bit 22 Col 1 Col 2 Col 3 Col 4 Col 5 

Row 1 0 0 l 0 0 
RoW 2 0 0 0 0 0 
RoW 3 0 0 l 0 0 
RoW 4 0 0 l 0 0 

Sum = 3 

Nonetheless, the current column sum equals the code rep 
etition threshold, thereby indicating reliable Word align 
ment. In other Words, the code repetition threshold may be 
set so that not all of the codeWords in the repeated pattern 
need to be positively identi?ed. Again, the code repetition 
threshold may be set and adjusted based on system perfor 
mance objectives. Once the last bit of the last repeated 
codeWord has been identi?ed in the sequence of incoming 
bits, the synchronization process may optionally verify the 
presence of the inverted codeWord. In any case, the last bit 
of the synch pattern is reliably identi?ed and the operation 
of the decoder may be synchronized accordingly. 

The above description is merely exemplary in nature and 
is not intended to limit the present disclosure, application, or 
uses. 

What is claimed is: 
1. A method for identifying a repeated codeWord in an 

incoming bit stream, comprising: 
receiving an incoming bit stream having an expected 

codeWord repeated a number of times; 
determining Whether a group of incoming data bits cor 

relates to the expected codeWord by comparing each 
data bit from the group of incoming data bits to a 
corresponding bit in the expected codeWord, Where the 
number of data bits in the group equals the number of 
data bits Which form the expected codeWord and each 
of the data bits in the group need not match the 
corresponding data bit of the expected codeWord; 

designating the group of incoming data bits as the 
expected codeWord When the number of incoming data 
bits that match corresponding data bits in the expected 
codeWord exceeds a threshold; 

designating the group of incoming data bits as mis 
matched With the expected codeWord When the number 

20 

30 

35 

40 

50 

55 

60 

65 

6 
of incoming data bits that match corresponding data 
bits in the expected codeWord is less than or equal to 
the threshold; and 

determining Whether the expected codeWord is repeated 
over a sequence of incoming data bits. 

2. The method of claim 1 Wherein determining Whether 
the expected codeWord is repeated further comprises main 
taining a designation as to When preceding groups of incom 
ing data bits correlated to the expected codeWord and using 
the designations to determine When the expected codeWord 
is repeated. 

3. The method of claim 1 further comprises retrieving a 
next bit from the incoming bit stream, forming a subsequent 
group of data bits; and determining Whether the subsequent 
group of incoming data bits correlates to the expected 
codeWord. 

4. The method of claim 1 further comprises maintaining 
the designation for the group of incoming data bits over the 
sequence of incoming data bits, Where the sequence of 
incoming data bits having a length equal to a number of 
times the codeWord is repeated. 

5. A method for identifying a repeated codeWord in an 
incoming bit stream, comprising: 

receiving a bit stream embedded With an expected code 
Word formed from K number of data bits and repeated 
M number of times; 

determining Whether the K most recent data bits from the 
bit stream correlate to the expected codeWord by com 
paring each data bit from the K most recent data bits to 
a corresponding bit in the expected codeWord; 

designating the K most recent data bits as the expected 
codeWord When the number of K most recent data bits 
that match corresponding data bits in the expected 
codeWord exceeds a threshold Which is less than K; 

determining Whether the expected codeWord is repeated 
over a sequence of data bits from the bit stream by 
maintaining a designation as to When preceding groups 
of incoming data bits correlated to the expected code 
Word and using the designations to determine When the 
expected codeWord is repeated. 

6. The method 5 further comprises repeating the steps of 
the process until the expected codeWord is repeated in 
excess of a code repetition threshold. 

7. A method for identifying a repeated codeWord in an 
incoming bit stream, comprising: 

de?ning a M><K matrix for assessing Whether an expected 
codeWord is repeated Within the incoming bit stream, 
Where M is a number of times the codeWord is repeated 
in the bit stream, K is the number of data bits in the 
expected codeWord and entries in the matrix indicate 
Whether a subset of data bits in the bit stream correlate 
to the expected codeWord; 

receiving a current bit from the incoming bit stream; 
comparing K most recent data bits from the incoming bit 

stream, including the current bit, to the expected code 
Word; 

designating the K most recent data bits as the expected 
codeWord When the number of K most recent data bits 
that match corresponding data bits in the expected 
codeWord exceeds a threshold Which is less than K; 

updating the matrix With the designation for the K most 
recent data bits; and 

determining Whether the expected codeWord is repeated in 
the incoming bit stream based on the matrix. 

8. The method of claim 7 further comprises retrieving a 
next bit from the incoming bit stream and repeating the steps 
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of comparing, designating, updating and determining 
Whether the expected codeword is repeated. 

9. The method of claim 7 Wherein receiving a current bit 
further comprises appending the current bit to K-l bits 
preceding the current bit, thereby forming the K most recent 
data bits. 

10. The method of claim 7 Wherein comparing K most 
recent data bits further comprises comparing each data bit 
from the K most recent data bits to a corresponding bit in the 
expected codeWord. 

11. The method of claim 7 further comprises designating 
the K most recent data bits as mismatched When the number 
of K most recent data bits that match corresponding data bits 
in the expected codeWord is less than or equal to the 
threshold. 

12. The method of claim 11 Wherein updating the matrix 
further comprises updating entries moving from left to right 
in the matrix and then top to bottom in matrix. 

8 
13. The method of claim 12 further comprises Wherein 

updating a current entry in the matrix With a one When the 
K most recent data bits is designated as the expected code 
Word and a Zero When the K most recent data bits are 

designated mismatched With the expected codeWord. 
14. The method of claim 13 Wherein determining Whether 

the expected codeWord is repeated in the incoming bit 
stream further comprises summing a column in the matrix 
having the current entry and designating the current bit as 
the last bit of the expected codeWord When the column sum 
exceeds a code repetition threshold. 

15. The method of claim 14 further comprises retrieving 
a next bit from the incoming bit stream and repeating the 
process until the column sum exceeds the code repetition 
threshold. 


