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1. 

SYSTEMAND METHOD FORMANAGING 
THIRD PARTY APPLICATION PROGRAM 
ACCESS TO USER INFORMATION VIA A 

NATIVE APPLICATION PROGRAM 
INTERFACE (API) 

CROSS REFERENCE TO RELATED 
APPLICATION(S) 

This application claims the benefit of U.S. Provisional 
Application No. 61/164.361, filed Mar. 27, 2009, which is 
incorporated by reference as if fully set forth. 

BACKGROUND 

AS telecommunication carriers continue to invest in loca 
tion infrastructure, a proliferation of location-based services 
is developing ranging from consumer services such as local 
search and mobile Social networking to enterprise services 
Such as fleet management and asset tracking. 

JavaTM Micro Edition (Java METM), the predominant 
execution environment for mobile devices in the market 
today, Supports access to location technologies (including 
A-GPS) through the JSR 179 standard location application 
program interface. In most cases, the only option open to a 
mobile network operator for managing control to the JSR 179 
API or other APIs which access potentially sensitive user 
information is through application signing (whereby the 
mobile operator attaches a cryptographically secure digital 
signature to the mobile application before deploying it to the 
mobile device.) Although digital signing is an important safe 
guard, it is not sufficient. 
Once deployed in the field, the mobile network operator 

has very little control over the behavior of the mobile appli 
cation. Access to sensitive APIs such as the JSR-179 API 
cannot be limited or managed. In many cases mobile appli 
cations cannot even be monitored. In a sense, the application 
is “thrown out into the wild', and certification/validation 
begins and ends during the digital signing process. In view of 
the above, it would be desirable to provide a method for 
managing third party application program access to user 
information via a particular native application program inter 
face (API). 

SUMMARY 

The invention provides a method for managing third party 
application program access to user information via a particu 
lar native application program interface (API). The method 
includes providing a wrapped native API including a wrapper 
library and inspecting a third party application program for 
the presence of the wrapper library in an unmodified form. 
The application program is inspected to identify API calls. An 
identified API call to a circumventing API is instrumented by 
wrapping the circumventing API to generate a wrapped non 
circumventing API and modifying the third party application 
program to redirect the identified API call from the circum 
venting API to the wrapped non-circumventing API. A 
request for a permission to access user information is received 
from the third party application program via the wrapper 
library executed on a user device. An authorization is received 
to provide the permission to access the user information, and 
the permission to access the user information is provided to 
the executed third party application program. 

The invention further provides a method for validating an 
application program implementing a wrapper library config 
ured to access a particular native application program inter 
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2 
face (API). The method includes providing a wrapped native 
API including a wrapper library and inspecting a third party 
application program for the presence of the wrapper library in 
an unmodified form. The application program is inspected to 
identify API calls. An identified API call to a circumventing 
API is instrumented by wrapping the circumventing API to 
generate a wrapped non-circumventing API and modifying 
the third party application program to redirect the identified 
API call from the circumventing API to the wrapped non 
circumventing API. 
The invention further provides a system for validating an 

application program implementing a wrapper library config 
ured to access a particular native application program inter 
face (API). The system includes a computing device includ 
ing one or more memories including instructions operable to 
enable the computing device to perform a procedure which 
includes inspecting a third party application program for the 
presence of the wrapper library in an unmodified form. The 
application program is inspected to identify API calls. An 
identified API call to a circumventing API is instrumented by 
wrapping the circumventing API to generate a wrapped non 
circumventing API and modifying the third party application 
program to redirect the identified API call from the circum 
venting API to the wrapped non-circumventing API. 

BRIEF DESCRIPTION OF THE DRAWING(S) 

The foregoing Summary as well as the following detailed 
description will be readily understood in conjunction with the 
appended drawings which illustrate preferred embodiments 
of the invention. In the drawings: 

FIG. 1 is a schematic illustration of an exemplary operating 
environment in which a system for managing third party 
application program access to user information via a particu 
lar native application program interface (API) according to a 
preferred embodiment of the invention is operable. 

FIG. 2 is a flow chart showing a computer-implemented 
method of managing third party application program access 
to user information via a particular native application pro 
gram interface (API) according to a preferred embodiment of 
the invention. 

FIG. 3 is a workflow diagram showing interactions of an 
authorization procedure between a user discovery application 
program interface (API) according to a preferred embodi 
ment of the invention and an executed third party application 
program. 

FIG. 4 is a workflow diagram showing interactions of an 
authorization procedure between a location application pro 
gram interface (API) according to a preferred embodiment of 
the invention and an executed third party application pro 
gram. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT(S) 

The preferred embodiments of the present invention are 
described below with reference to the drawing figures where 
like numerals represent like elements throughout. 

Referring to FIG. 1, a schematic illustration of an exem 
plary operating environment 10 is shown in which a preferred 
system in the form of a privacy server 12 may be used for 
distributing and validating an application program imple 
menting a wrapper library configured to access a particular 
native application program interface (API) to securely man 
age permissions for accessing user location information or 
other forms of user information considered private by a user. 
The privacy server 12 includes one or more computing 
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devices and one or more memory devices, which computing 
devices and memory devices may be integrally constructed or 
connected in any Suitable manner, for example via a network. 
The privacy server 12 provides a platform which enables a 
user discovery application program interface (API) 14, a 
position API 16, a management API 18, a privacy engine 20, 
and a validation engine 22. 
The privacy server 12 via the management API 18 is con 

figured to provide a wrapped native API including a wrapper 
library to entities desiring to distribute or execute third party 
application programs configured to obtain and use user infor 
mation, preferably including location information, for one or 
more processes. Such entities may include aftermarket Soft 
ware developers, original equipment device manufacturer 
(OEM) software developers, or any entity desiring to distrib 
ute or execute application programs dependent on user infor 
mation. Third party application servers 36 or any suitable 
apparatus of Such desiring entities can receive the wrapped 
native API from the privacy server 12 via the management 
API 18. The wrapped native API via the wrapper library is 
preferably configured to communicate a request for user loca 
tion information from a validated third party application pro 
gram executed by a suitable device such as the user client 30, 
or alternatively, executed by a suitable server remote to the 
user client 30. 
As set forth herein, third party application programs pref 

erably represent any application program configured to run 
on a particular operating system or within a particular execu 
tion environment. Third party application programs prefer 
ably include mobile application programs configured to 
obtain and process user location information. The wrapped 
native API employs logic to authorize third party application 
program requests for user information, preferably including 
user location information, via a central privacy store stored on 
the privacy server 12 and regulated by the privacy engine 20. 
Secure communication over a telecommunication carrier data 
network is preferably employed to perform the authorization 
process. A preferred type of native API for wrapping is a 
native location API such as the JSR 179 API supported by the 
JavaTM Micro Edition (Java METM) execution environment, 
and a preferred user information for which authorization is 
required is user location information. 

To be validated, or stated in another manner, certified, third 
party application programs must be coded against the wrap 
per library instead of against the native API. The wrapped 
native API differs from the original native API at least in that 
the API classes are presented in a different package and the 
wrapped native API supports an additional API class that 
allows specifying of the name or other identification of a third 
party application program coded against the wrapper library 
to be used in the authorization process. Further, additional 
error codes are preferably defined in the wrapped native API 
for representing an authorization failure. 

In the case of a wrapped native location API, a location 
consent user interface (UI) for authorizing access to location 
information is preferably provided as part of the wrapped 
native API logic, especially for implementations which 
require Substantially immediate, real-time authorization from 
a mobile user. Alternatively, a consent user interface for 
authorizing access to other non-location user information can 
be provided. Authorization responses to UI interactions are 
preferably persistently stored in a central privacy store on the 
privacy server 12 regulated by the privacy engine 20. Sup 
ported authorization responses preferably include “yes”. 
“no”, “always' and “never. Authorizations can further be 
dependent on variables Such as time and location of user. 
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4 
The validation engine 22 is configured to inspect via the 

management API 18 an application program coded against 
the wrapper library, which application program may reside on 
and be received from a third party application server 36 or a 
user client 30, Such as a personal computer, mobile telephone 
device, or global positioning system (GPS) enabled device. 
The validation engine 22 is further configured to instrument 
any API calls in the third party application program to cir 
cumventing APIs which circumvent the wrapper library. Pref 
erably, after Successful inspection and instrumentation by the 
privacy server 12, a validated and instrumented third party 
application program is returned to the entity from which it 
was received for distribution or execution. 

Requests for permission to access user information, which 
is preferably user location information, are preferably 
received by the privacy server 12 through the position API 16 
from validated third party application programs via a wrapper 
library 32 of the wrapped native API executed by the user 
client 30. A permission to access user location information is 
provided to the validated third party application programs by 
the privacy server 12 in response to receiving an authorization 
from a user via the management API 18. Alternatively, autho 
rization to access Suitable non-location user information can 
be requested and provided. The permission to access the user 
information can include the actual location information or 
other user information required by the third party application 
program. Alternatively, the permission can be provided with 
out the required user information. In the case, for example, 
where the third party application is executed on a GPS-en 
abled user device or other location receiving device and the 
third party application requires location information received 
by and stored on the device, only a permission to access the 
user information would be required, since the actual location 
information would be stored locally on the device. 

Referring to FIG. 2, a process 100 for managing third party 
application program access to user information via a particu 
lar native application program interface (API) is shown. The 
process 100 is described with reference to components of the 
privacy server 12 of FIG. 1. The process 100 may alterna 
tively be performed via any suitable system. In the process 
100, a wrapped native API comprising a wrapper library is 
provided (step 102). In a validation procedure represented by 
steps 104 through 110, the third party application program is 
inspected for the presence of the wrapper library in an 
unmodified form (step 104). The third party application pro 
gram is further inspected to identify one or more API calls 
(step 106). API calls to one or more circumventing APIs are 
instrumented by wrapping the one or more circumventing 
APIs to generate one or more wrapped non-circumventing 
APIs (step 108) and by modifying the third party application 
program to redirect the one or more identified API calls from 
the one or more circumventing APIs to the one or more 
wrapped non-circumventing APIs (step 110). Steps 112 
through 116 set forth an authorization procedure in which a 
permission to access user information is disseminated to a 
third party application program which has been validated and 
instrumented in steps 104 through 110. A request for permis 
sion to access user information is received via the wrapper 
library 32 from the third party application program as 
executed on a user device (step 112). An authorization to 
provide the permission to access the user information is 
received (step 114), and the permission to access the user 
information is provided to the third party application program 
in response to receiving the user information request and the 
authorization to provide the user information (step 116). 
The privacy server 12 via the management API 18 is pref 

erably configured to provide the wrapped native API includ 
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ing the wrapper library 32 to an entity desiring to configure a 
third party application for processing user information, which 
user information is preferably user location information. The 
third party application server 36 or other suitable system can 
receive a wrapped native API provided by the privacy server 
12. The third party application server 36 or other suitable 
system can transmit to the privacy server 12 a third party 
application program coded against the received wrapper 
library 32 for validation via the validation engine 22. 

In the validation procedure, the validation engine 22 pref 
erably inspects the third party application program for the 
presence of the wrapper library 32 in an unmodified form. In 
the case of a JavaMapplication program, bytecode inspection 
is preferably performed by inspecting JavaTM class files and 
comparing bytes in the class files of the third party application 
program with bytes in a known configuration of the wrapper 
library 32. The validation engine 22 rejects the third party 
application program, disallowing it access to the native API. 
if modification to the wrapper library 32 is detected. Inspec 
tion is important to prevent modifications to the wrapper 
library 32 which may permit the third party application pro 
gram to access user information Such as user location infor 
mation without authorization. 

During inspection, the validation engine 22 further prefer 
ably compares API calls with a list of permitted API calls or 
a list of non-permitted API calls, or stated alternatively, 
banned API calls. The validation engine 22 rejects the third 
party application program, disallowing it access to the native 
API, if the identified API calls correspond to one or more of 
the non-permitted API calls or if one or more of the identified 
API calls do not correspond to one of the permitted API calls. 
Alternatively, rather than rejecting the third party application 
program, non-permitted API calls which are non-permitted 
by virtue of being directed toward a circumventing API can be 
instrumented as described above Such that a non-permitted 
API call is redirected to a wrapped non-circumventing API 
rendering it permitted. For platforms which use bytecode, 
inspecting for non-permitted API calls is preferably per 
formed by bytecode inspection. In the case of a JavaTMappli 
cation program, inspection is preferably performed by iterat 
ing through the bytecode class files in the third party 
application program and searching the constant pool of each 
class for class or method references. This is particularly effec 
tive in that the JavaTM ME execution environment, which 
typically does not support reflection or dynamic class load 
ing, requires direct references to classes that are used by a 
class in its constant pool. 

Instrumented API calls preferably correspond to sensitive 
APIs which provide access to sensitive user information such 
as user location information, user financial information and 
user medical information. Sensitive APIs can further corre 
spond to credential managing APIs, such as a JavaTM Record 
Management System (RMS) API, for managing secure user 
credentials. To avoid direct reading or writing of persistent 
memory on a device such as the user client 30 used to store 
authorizations or other secure user credentials by a third party 
application program, secure wrapping of credential manag 
ing APIs such as the JavaTM RMS API through an instrumen 
tation process is performed. 

Direct calls to the native API are preferably non-permitted, 
and the validation engine 22 preferably inspects the applica 
tion program to identify any direct call to the native API and 
rejects the third party application program, disallowing it 
access to the native API, if at least one of the identified API 
calls corresponds to a direct call to the native API. Alterna 
tively, rather than rejecting the third party application pro 
gram, direct calls to the native API can be instrumented such 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
that a direct API call to the native API is redirected to the 
wrapped native API. In the case of a native location API such 
as the JSR 179 API, a direct call to the native location API 
would be detrimental in that it may permit access to user 
location information without a requisite authorization from 
the privacy server 12. 

After completion of the validation procedure as described 
above, if the third party application program has not been 
rejected, the wrapper library 32 is preferably re-instrumented 
as a secure, obfuscated version in combination with the 
instrumented third party application. The third party applica 
tion program is then preferably transmitted to a user informa 
tion provider for signature. In the case of a third party mobile 
application program for processing user location informa 
tion, the user information provider is preferably a telecom 
munication carrier represented by the telecommunication 
carrier server 50 which provides a digital signature for the 
third party mobile application. Alternatively, the application 
program can be digitally signed via the privacy engine 20 of 
the privacy server 12 without input from the user information 
provider. The signed and validated third party application 
program is then preferably Submitted to the entity desiring to 
distribute the third party application program, represented in 
FIG. 1 by the third party application server 36, for distribution 
to end users represented by user client 30. 
The management API 18 is preferably configured to estab 

lish a user account using identifying information of a user. 
The privacy server 12 is configured to receive the identifying 
information through the management API 18 from the user 
client 30, via a network connection, which network connec 
tion is preferably an Internet network connection. The iden 
tifying information preferably includes at least the name of 
the user, a telephone number associated with a user's mobile 
device, and a telecommunication carrier identifier associated 
with the user's mobile device used to establish a connection 
with the telecommunication carrier. The management API 18 
preferably provides an interface through a client application 
running on the user client 30, which client application is 
preferably a web client, WAP client, Java METM client, 
BREWTM client, SMS client or other suitable client. Alterna 
tively, the privacy server 12 may be configured to receive the 
identifying information from the user client 30 through an 
interface provided by the user discovery API 14. The privacy 
server 12 associates a user identifier, which is preferably 
randomly generated, with the user account via a privacy 
engine 20. The privacy server 12 is configured to receive from 
an executed third party application program via the wrapper 
library 32 through the user discovery API 14 a request for the 
user identifier of the user. 
The third party application server 36 is connected to the 

user clients 30 via a network and receives from the user clients 
30 requests for a third party application program which has 
been validated via the privacy server 12. The third party 
application server 36 preferably transmits a validated and 
signed third party application program to the user client 30, 
and the third party application program is executed by the 
user client 30. To ensure correct identification of the user 
client 30, cryptographically secure provisioning of validated 
third party application programs is preferably executed 
through a client-side authentication by the privacy server 12. 
The provisioning process preferably occurs at least during a 
first launch of the third party application program on a user 
client 30. In a preferred embodiment, location-based services 
are preferably provided via validated third party application 
programs on the basis of the positioning of the user client 30, 
which as shown is preferably integrated with a mobile device 
60, for example a telecommunications-enabled personal 
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computer or mobile telephone. Alternatively, any suitable 
services requiring secure aggregation and dissemination of 
user information can be provided via the validated third party 
application programs. 
A location based services (LBS) application server 40 can 

be configured for communication or cooperation with a third 
party application program implementing the wrapper library 
32 to provide location based services with authorizations 
obtained via the privacy server 12. The LBS application 
server 40 can execute one or more applications which coop 
erate with the third party application program executed by a 
user device such as the user client 30. In the absence of a LBS 
application server 40, the user client 30 may execute a stan 
dalone third party application program. Location-based ser 
vices provided by the third party application program alone or 
in conjunction with the LBS application server 40 can include 
one or more of traffic advising, network planning, navigation 
assistance, assistance in location of points of interest, and 
location-based advertising. The location-based services may 
further include providing location information regarding a 
user of a mobile device 60 to another user or users of one or 
more other mobile devices 60 based on location preferences 
provided by the located user. Location-based services which 
Support sharing of location information among different users 
may be delivered through applications compatible with or 
integral with web-based social networking applications such 
as FacebookTM, YelpTM, MySpaceTM, and FriendsterTM, or 
alternatively, through stand alone web-based or non-web 
based applications. 

The privacy server 12 is configured to receive via the user 
discovery API 14 an identifier request authorization, which, 
depending on the third party application program and the 
preference of the user, is received from either user input 
through the user client 30 or automatically from the third 
party application program. In the case where authorization is 
provided automatically via the third party application pro 
gram, the identifier request authorization is preferably pro 
vided in the form of an element of known personal informa 
tion from the user including but not limited to one or more of 
an email address, a physical address, and a telephone number 
associated with the user client 30. The privacy server 12 is 
configured to provide via the user discovery API 14 the user 
identifier to the third party application program via the wrap 
per library 32 in response to receiving the identifier request 
authorization. 
The privacy server 12 is preferably configured to receive 

from a location based services (LBS) infrastructure 52 of a 
telecommunication carrier server 50 via the position API 16 
mobile device location information of a mobile device 60 
connected to the LBS infrastructure 52 and associated with 
the user identifier, which mobile device 60 preferably 
includes a user client 30. The privacy server 12 via the man 
agement API 18 preferably accommodates the LBS infra 
structures 52 of a plurality of different telecommunication 
carrier servers 50 which may implement or permit compat 
ibility with various device locating technologies including 
but not limited to GPS, A-GPS, cell tower triangulation, and 
manual user entry of location parameters. Accordingly, the 
third party application program via the wrapper library 32 
need only interface with the privacy server 12 through the 
user discovery API 14 and the position API 16, without 
addressing the interface requirements of a particular telecom 
munication carrier. 
The privacy server 12 is preferably further configured to 

receive mobile device location information of the mobile 
device 60 directly from the mobile device 60, by passing the 
LBS infrastructure 52 of a telecommunication carrier, pref 
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8 
erably through an internet connection. In such case, mobile 
device location information may be provided based on a 
detected IP address through which the mobile device 60 com 
municates, or alternatively through GPS, cell tower triangu 
lation or other Suitable locating method. In one example, a 
mobile device 60 configured to connect with Wi-Fi internet 
hotspots may connect with the privacy server 12, allowing the 
privacy server 12 to determine the approximate location of the 
mobile device 60 through a detected IP address of a Wi-Fi 
internet hot spot to which the mobile device is connected. In 
another example, a mobile device 60 may provide location 
information, generated locally by the mobile device 60 
through signals received from GPS satellites or cell towers, to 
the privacy server 12 via a local client, for example a web, 
WAP Java METM, BREWTM, SMS client on the mobile device 
60. 
The privacy server 12 preferably actively queries at prede 

termined intervals the mobile device 60 or the LBS infrastruc 
ture 52 of a telecommunication carrier associated with the 
mobile device 60 for the mobile device location information. 
The frequency at which queries are made by the privacy 
server 12 are preferably based on mutually acceptable pref 
erences of the mobile device user, telecommunication carrier, 
third party application program and LBS application server 
administrator. The privacy server 12 preferably stores the 
location information for a suitable period of time. Alterna 
tively, the privacy server 12 can be configured without the 
requirement to receive, aggregate or disseminate location 
information. In the case, for example, where the third party 
application is executed on a GPS-enabled user device or other 
location-receiving device, and the third party application 
requires location information received by and stored on the 
device, only a permission to access the user information 
would be required from the privacy server 12, since the actual 
location information would be stored locally on the device. 
The privacy server 12 is preferably configured to receive 

from the third party application program via the wrapper 
library 32 through the position API 16 a request for a permis 
sion to access the mobile device location information of the 
user mobile device 60 associated with the pre-determined 
user identifier. Prior to providing the permission to access the 
user's mobile device location, a location request authoriza 
tion must be received by the privacy server 12 via the man 
agement API 18 from the user through the user client 30, 
which as indicated above is preferably provided integral with 
the mobile device 60. The privacy server 12 is configured to 
provide the permission to access the mobile device location 
information to the validated third party application program 
via the wrapper library 32 in response to receiving the loca 
tion request authorization from the user, and if a location 
request authorization is not provided, no permission to access 
the mobile device location information of the user is pro 
vided. The location request authorization can be received 
from the user through the user client 30 as an authorization to 
provide permission to access the mobile device information 
one time, a predetermined number of times, for a specified 
time interval, until the authorization is revoked via the user 
client 30, or until any predetermined condition is met. The 
location request authorization is preferably received via the 
location consent user interface (UI) provided as a component 
of the wrapped native API logic. Preferably, the permission to 
access the mobile device location information includes a 
permission to access mobile device location information 
stored on the mobile device. The permission to access the 
mobile device location information can alternatively include 
the actual location information received by the privacy server 
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12 and required by the third party application program, for 
example in cases in which the mobile device does not store 
location information. 
The privacy server 12 is configured to receive through the 

management API 18 an indication from the user of during 
which times the mobile device 60 can be located. Implement 
ing the privacy engine 20, the privacy server 12 generates a 
database having a rules set based on the indication of the user. 
After receipt of the location request authorization from the 
user client 30, the privacy server 12 provides a permission to 
access the user mobile device location to the third party 
application program via the wrapper library 32 operable dur 
ing the times indicated by the user as set forth in the rules set 
maintained by the privacy engine 20, and inoperable at all 
other times. Preferably, the privacy server 12 is configured to 
receive an indication from the user of with what frequency the 
user mobile device 60 can be located, for example once every 
minute, once every half hour, or once every hour. Further, the 
privacy server 12 preferably can receive an indication from 
the user of a number of times or duration of time the mobile 
device location information may be accessed by the third 
party application program after receiving the location request 
authorization and prior to receiving an additional location 
request authorization. Alternatively, the privacy server 12 can 
receive an indication from the user that access to the mobile 
device location information may be provided to the third 
party application program until Such time as the user revokes 
authorization for the third party application program to 
receive location information. 
The privacy server 12 can further receive an indication 

from the user of a level of geographic precision the user 
mobile device 60 can belocated, and the privacy server 12 can 
provide a permission to the third party application program 
via the wrapper library 32 to access a position of the user 
mobile device 60 t with a precision selected by the user. 
Preferably, the privacy server 12 can provide the permission 
to access the user mobile device location, depending on the 
preference of the user, as a predetermined geographic area in 
which the user is located, without providing the exact position 
of the user. In a preferred embodiment, the privacy server 12 
can provide the permission to the third party application to 
access the user mobile device location as a city block where 
the user mobile device 60 is located, as a neighborhood where 
the user mobile device 60 is located, as a city where the user 
mobile device 60 is located, or as a state where the user 
mobile device 60 is located. Alternatively, the privacy server 
12 can provide the permission to access the user mobile 
device location with the actual precision at which it is 
received or generated, for example a point location including 
an approximated latitude and longitude. In Such manner, a 
user can protect his or her privacy by only authorizing the 
privacy server 12 to provide an access permission at a level of 
location precision that he or she is comfortable with. Indica 
tions regarding desired geographic precision are also main 
tained as a rules set database by the privacy engine 20. 

Indications are preferably further received by the privacy 
server 12 through the position API 16 from the associated 
telecommunication carrier server 50 of at which times, with 
what frequency and under what conditions the user mobile 
device 60 can be located and with what geographic precision. 
In Such manner, a telecommunication carrier can communi 
cate its privacy requirements to the privacy server 12. Indica 
tions from the telecommunication carrier server 50 are also 
preferably maintained as a rules set database by the privacy 
engine 20. 
The privacy server 12 is further configured to receive 

through the position API 16 indications from the third party 
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10 
application program via the wrapper library 32 of at which 
times, with what frequency, and under what conditions the 
third party application program requires the mobile device 
location information. The privacy server 12 provides to the 
third party application program a permission to access the 
user mobile device location at the times indicated, at the 
frequency indicated, and under the conditions specified by the 
third party application program when or to the extent that 
Such times, frequency, or conditions are not conflicting with 
indications received from the user or the associated telecom 
munication carrier server 50. The privacy server 12 is further 
configured to receive an indication from the third party appli 
cation program of a level of geographic precision required of 
the mobile device location information. The privacy server 12 
provides the permission to access the user mobile device 
location to the third party application program at the geo 
graphic precision indicated by the third party application 
program when or to the extent that Such geographic precision 
does not conflict with indications received from the user or 
the associated telecommunication carrier server 50. Accord 
ingly, the privacy server 12 is configured to provide the per 
mission to access the user mobile device location to the third 
party application program based on one or more indications 
from the third party application program, one or more indi 
cations of the user, and one or more indications of the tele 
communication carrier server 50. Preferably, the privacy 
server 12 provides the permission to access the user mobile 
device location to the third party application program in con 
formance with the one or more indications of the telecommu 
nication carrier server 50, and in conformance with the one or 
more indications of the user to the extent that the one or more 
indications of the user are not in conflict with the one or more 
indications of the telecommunication carrier server 50, and in 
conformance with the one or more indications from the third 
party application program to the extent that the one or more 
indications from the third party application program do not 
conflict with the one or more indications of the telecommu 
nication carrier server 50 and the one or more indications of 
the user. As such, indications of the telecommunication car 
rier server 50 preferably take precedence over indications of 
the user, and indications of the telecommunication carrier 
server 50 and the user preferably take precedence over indi 
cations of the third party application program. As one 
example, if the third party application program is running an 
application which requires for proper functionality a precise 
point location including an approximated latitude and longi 
tude of a mobile device as the level of geographic precision, 
and the telecommunication carrier server 50 or the user per 
mits locating the user only by the city in which the user is 
located, then the application cannot function and the third 
party application program can notify the user client 30 
accordingly. As another example, if the third party application 
program is running an application which requires for proper 
functionality to receive location information generally con 
tinuously without reauthorizations after an initial user autho 
rization, and the telecommunication carrier server 50 requires 
reauthorization by a user each time location information is 
requested by a third party application program regardless of 
user preference, then the application cannot function and the 
third party application program can notify the user client 30 
accordingly. 
The privacy server 12 is configured to receive from the user 

client 30 identifying information of the third party application 
program and to transmit the identifying information of the 
third party application program to the telecommunication 
carrier server 50. The privacy server 12 is further configured 
to transmit to the telecommunication carrier server 50 indi 
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cations received from the third party application program of 
at which times, with what frequency, and under what condi 
tions the third party application program requires the mobile 
device location information. Based on the identifying infor 
mation and/or the indications received from a particular third 
party application program, the telecommunication carrier 
server 50 can transmit to the privacy server 12 indications of 
at which times, with what frequency, under what conditions, 
and with what geographic precision a user mobile device 60 
can be located by the particular third party application pro 
gram. In such a manner, a telecommunication carrier 50 can 
for different third party application programs provide differ 
ent indications of at which times, with what frequency, under 
what conditions, and with what geographic precision a user 
mobile device 60 can be located. For example, a third party 
application program considered to be trusted may be permit 
ted via the telecommunication carrier server 50 to receive 
location information of the mobile device 60 at a higher 
precision thanathird party application program considered to 
be non-trusted based on the identifying information of the 
third party application program. 

The privacy server 12 preferably transmits to the third party 
application program indications received from the telecom 
munication carrier server 50 of at which times, with what 
frequency, under what conditions, and with what geographic 
precision a user mobile device 60 can be located by a third 
party application program via the wrapper library 32. A third 
party application program is therefore able to provide an 
indication to the user via the user client 30 whether it is 
compatible with the indications of the telecommunication 
carrier server 50 associated with the user's mobile device 60, 
for example whether the indications of the telecommunica 
tion carrier server 50 are too restrictive to permit an applica 
tion to function properly. Alternatively, the privacy server 12 
can communicate to a user directly via the user client 30 
whether a third party application program is compatible with 
the indications of the telecommunication carrier server 50 
associated with the user's mobile device 60. 
The privacy server 12 is further configured to receive from 

the third party application program via the position API 16 a 
request for an authorization to provide the mobile device 
location information to a peer. The peer is preferably another 
user who uses the mobile device location information of the 
mobile device 60 for interaction with an application running 
on the LBS application server 40 or the other user's device. 
Such application may include for example a game which 
requires users to exchange location information in the process 
of playing the game. A permission authorization is received 
by the privacy server 12 via the position API 16 from the user 
through the user client 30 to provide the mobile device loca 
tion information to the peer. In response to the received per 
mission, the privacy server 12 provides to the third party 
application program via the wrapper library 32 the permis 
sion to access the mobile device location information and to 
provide the mobile device location information to the peer. 

Referring to FIG. 3, a workflow 200 of an authorization 
procedure Supported by the privacy server 12 and imple 
mented by the user discovery API 14 according to the pre 
ferred embodiment of the present invention is shown. The 
third party application program via the wrapper library 32 
directs a request for a request token (step 202) through a 
request token URL 204 provided by the user discovery API 
14. The privacy server 12, via the user discovery API 14 
creates a request token (step 206) which is provided to the 
wrapper library 32 in response to the third party application 
program’s request. Saving and configuring access of the third 
party application program to the request token is preferably 
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12 
performed via a credential managing API, for example a 
JavaTM RMS API in communication with the wrapper library 
32. Ifrequired by a user or a user's telecommunication carrier, 
or if necessitated by a particular application, a user agent is 
redirected by the third party application program to the pri 
vacy server 12 (step 208) through a user authorization URL 
210 provided by the user discovery API 14 which implements 
a suitable web interface or other interface to permit the user to 
enter a required authorization. The privacy server 12, via the 
user discovery API 14 authenticates the user, shows the user 
the user's privacy settings, receives the identifier request 
authorization from the user, and redirects the user agent back 
to the third party application program (step 212). The third 
party application program receives the redirected user agent 
(step 214) and provides the request token via the wrapper 
library 32, as associated with the identifier request authoriza 
tion from the user, to the privacy server 12 through an access 
token URL 218 provided by the user discovery API 14 (step 
216). The privacy server 12 provides an access token to the 
wrapper library 32 in exchange for receiving the authorized 
request token (step 220). The wrapper library 32 saves the 
access token and presents the access token to the privacy 
server 12 (step 222) through an identity URL 224, and the 
privacy server 12 provides the user identifier to the third party 
application program in response to receiving the access token 
(step 226). Saving and configuring access of the third party 
application program to the access token is preferably per 
formed via a credential managing API, for example a JavaTM 
RMS API. The access token is preferably revoked immedi 
ately or within a predetermined time period after the user 
identifier is provided to the third party application program. 
The wrapper library 32 is preferably configured to securely 
store the request and access tokens such that they are not 
directly accessible by the third party application. 

In the case where user authorization is not required as a 
prerequisite for providing the user identifier to the third party 
application program, for example in instances where a user 
has already provided identifying information to the third 
party application program, steps 202,206, 208, 212, 214, 216 
and 220 are omitted. In Such case, the third party application 
program via the wrapper library 32 preferably provides an 
application-specific access token in the step 222 which 
includes identifying information previously provided to the 
third party application program by the user in order to retrieve 
the user's user identifier. 

Referring to FIG. 4, a workflow 300 of an authorization 
procedure, which preferably follows in time the workflow 
200 of FIG. 3, supported by the privacy server 12 and imple 
mented by the position API 16 according to the preferred 
embodiment of the present invention is shown. The third party 
application program via the wrapper library 32 directs a 
request for a request token (step 302), including the user 
identifier, through a request token URL 304 provided by the 
position API 16. The privacy server 12, via the position API 
16 creates a request token (step 306) which is provided to the 
wrapper library 32 in response to the third party application 
program’s request. Saving and configuring access of the 
wrapper library 32 to the request token is preferably per 
formed via a credential managing API, for example a RMS 
API. The user agent is redirected by the third party application 
program to the privacy server 12 (step 308) through a user 
authorization URL 310 provided by the position API 16 
which implements a suitable web interface or other consent 
user interface (UI) to permit the user to enter required autho 
rization. The privacy server 12, via the position API 16 
authenticates the user, shows the user the user's privacy set 
tings, receives the location request authorization from the 
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user, and redirects the user agent back to the third party 
application program (step 312). The third party application 
program receives the redirected user agent (step 314) and 
provides via the wrapper library 32 the request token, as 
associated with the location request authorization from the 
user, to the privacy server 12 through an access token URL 
318 provided by the position API 16 (step 316). The privacy 
server 12 provides an access token to the wrapper library 32 
in exchange for receiving the authorized request token (step 
320). The third party application program saves the access 
token via the wrapper library 32 and presents the access token 
via the wrapper library 32 to the privacy server 12 (step 322) 
through a location URL324, and the privacy server 12 pro 
vides the permission to access the user mobile device loca 
tion, which may include new or updated location information, 
to the third party application program in response to receiving 
the access token (step 326). Saving and configuring access of 
the wrapper library 32 to the access token is preferably per 
formed via a credential managing API, for example a 
wrapped RMS API. The access token is preferably revoked 
immediately or within a predetermined time period after the 
permission to access the user mobile device location is pro 
vided to the third party application program. The wrapper 
library 32 is preferably configured to securely store the 
request and access tokens such that they are not directly 
accessible by the third party application. 

In communicating with the privacy server 12, the wrapper 
library 32 is preferably configured to use the access token to 
check for existing permissions, and the privacy server is pref 
erably configured to notify the wrapper library 32 of the 
existing permissions, from prior user authorizations stored by 
the privacy server 12. If there are no existing permissions, the 
wrapper library 32 preferably prompts a user for authoriza 
tion. If existing permissions exist, the wrapper library 32 
preferably updates the permission status including the per 
mission access history stored on the privacy server 12. The 
wrapper library 32 is preferably configured to use the access 
token to manage permissions on the privacy server 12 for a 
particular combination of user and third party application. 
The wrapper library 32 can be additionally configured to use 
the access token in a process of submitting user mobile device 
location information generated and stored on the user mobile 
device to the privacy server. The workflow 300 can alterna 
tively be applied toward providing any suitable user informa 
tion including non-location information. 

While the preferred embodiments of the invention have 
been described in detail above, the invention is not limited to 
the specific embodiments described above, which should be 
considered as merely exemplary. Further modifications and 
extensions of the present invention may be developed, and all 
such modifications are deemed to be within the scope of the 
present invention as defined by the appended claims. 
What is claimed is: 
1. A method for managing third party application program 

access to user information via a particular native application 
program interface (API) comprising: 

providing a wrapped native API comprising a wrapper 
library; 

inspecting a third party application program for the pres 
ence of the wrapper library in an unmodified form: 

searching the third party application program to identify at 
least one API call to at least one circumventing API 
which circumvents the wrapper library of the native API: 
and 

instrumenting the at least one identified API call to the at 
least one circumventing API, wherein the instrumenting 
comprises: 
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14 
wrapping the at least one circumventing API to generate 

at least one wrapped non-circumventing API; and 
modifying the third party application program to redi 

rect the at least one identified API call from the at least 
one circumventing API to the at least one wrapped 
non-circumventing API: 

receiving from the third party application program via the 
wrapper library executed on a user device a request for a 
permission to access user information; 

receiving an authorization to provide the permission to 
access the user information; and 

providing the permission to access the user information to 
the third party application program. 

2. The method of claim 1, further comprising: 
comparing API calls of the third party application program 

with at least one of a list of permitted API calls and a list 
of non-permitted API calls to identify the at least one 
API call to the at least one circumventing API; and 

instrumenting the at least one identified API call in 
response to the at least one identified API call corre 
sponding to a non-permitted API call. 

3. The method of claim 2, further comprising contacting a 
system via a network for inspecting the third party application 
program. 

4. The method of claim 1, further comprising inspecting the 
application program to identify a direct call to the native API. 

5. The method of claim 1, further comprising: 
comparing API calls of the third party application program 

with a list of sensitive API calls to sensitive APIs to 
identify the at least one API call to the at least one 
circumventing API; and 

instrumenting the at least one identified API call in 
response to the at least one identified API call corre 
sponding to at least one of the sensitive API calls to 
sensitive APIs. 

6. The method of claim 1, wherein wrapping the native API 
comprises wrapping a native location API to generate a 
wrapped native location API. 

7. The method of claim 1, wherein wrapping the native API 
comprises wrapping a JSR 179 standard location API to gen 
erate a wrapped JSR 179 standard location API. 

8. The method of claim 1, wherein wrapping the at least one 
circumventing API comprises wrapping a credential manag 
ing API configured for storing credentials to generate a 
wrapped credential managing API. 

9. The method of claim 8, wherein wrapping the credential 
managing API comprises wrapping an RMS API. 

10. The method of claim 1, further comprising inspecting 
the third party application program through bytecode inspec 
tion. 

11. The method of claim 1, wherein the inspecting the third 
party application program for the presence of the wrapper 
library comprises: 

inspecting class files of the third party application pro 
gram; and 

comparing bytes in the class files of the third party appli 
cation program with bytes in a known configuration of 
the wrapper library. 

12. The method of claim 1, further comprising: 
establishing a user account for a user associated with the 

user device; 
associating a user identifier with the user account; 
receiving from the third party application program via the 

wrapper library executed by the user device a request for 
the user identifier; 
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receiving from at least one of the user and the application 
program via the wrapper library an identifier request 
authorization to provide the user identifier to the appli 
cation program; 

providing the user identifier to the application program in 
response to receiving the identifier request authoriza 
tion; 

receiving from the application program a request for a 
permission to access the mobile device location infor 
mation of the user device; 

receiving a location request authorization from the user to 
provide the permission to access the mobile device loca 
tion information to the application program; and 

providing the permission to access the user mobile device 
location to the application program in response to 
receiving the location request authorization. 

13. The method of claim 12, further comprising: 
wrapping the at least one circumventing API comprising a 

credential managing API to generate a wrapped creden 
tial managing API; and 

configuring access of the third party application program to 
at least one of the identifier request authorization and the 
location request authorization via the wrapped creden 
tial managing API. 

14. The computer-implemented method of claim 12, fur 
ther comprising: 

providing a request token to the wrapper library; 
associating the user identifier request authorization with 

the request token to authorize the request token; 
receiving the authorized request token from the wrapper 

library; 
providing an access token to the wrapper library in 

response to receiving the request token; 
receiving the access token from the wrapper library; and 
providing the user identifier to the wrapper library in 

response to receiving the access token. 
15. The computer-implemented method of claim 12, fur 

ther comprising: 
providing a request token to the wrapper library in response 

to receiving the user identifier; 
associating the location request authorization with the 

request token to authorize the request token; 
receiving the authorized request token from the wrapper 

library; 
providing an access token to the wrapper library in 

response to receiving the request token; 
receiving the access token from the wrapper library; and 
providing the permission to access the user mobile device 

location to the application program in response to 
receiving the access token. 

16. The method of claim 1, further comprising: 
establishing a user account for a user associated with the 

user device; 
associating a user identifier with the user account; 
receiving from the third party application program via the 

wrapper library executed by the user device a request for 
the user identifier; 

receiving from at least one of the user and the application 
program via the wrapper library an identifier request 
authorization to provide the user identifier to the appli 
cation program; 

providing the user identifier to the application program in 
response to receiving the identifier request authoriza 
tion; 
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16 
receiving mobile device location information of the user 

device from at least one of the user device and a remote 
telecommunication carrier server in communication 
with the user device; 

receiving from the application program a request for the 
mobile device location information of the user device; 

receiving a location request authorization from the user to 
provide the mobile device location information to the 
application program; and 

providing the user mobile device location to the application 
program in response to receiving the location request 
authorization. 

17. The method of claim 1, further comprising reinstru 
menting the wrapped native API as a substantially obfuscated 
version, wherein the receiving the request for user informa 
tion comprises receiving the request for user information via 
the wrapper library of the reinstrumented native API. 

18. The method of claim 1, further comprising: 
reinstrumenting the wrapper library as a Substantially 

obfuscated version in combination with the instru 
mented third party application; and 

signing the instrumented third party application including 
the obfuscated wrapper library. 

19. The method of claim 1, further comprising: 
providing the wrapped native API comprising the wrapper 

library to a party; 
receiving the third party application program from the 

party; 
after the steps of inspecting the third party application 

program and instrumenting the at least one identified 
API call, 

reinstrumenting the wrapper library as a substantially 
obfuscated version in combination with the instru 
mented third party application, and signing the instru 
mented third party application including the obfuscated 
wrapper library; and 

receiving the request for user information from the signed 
instrumented third party application via the obfuscated 
wrapper library. 

20. A method for validating an application program imple 
menting a wrapper library configured to access a particular 
native application program interface (API), the method com 
prising: 

inspecting the application program for the presence of the 
wrapper library in an unmodified form; 

searching the application program to identify at least one 
application program interface (API) call to at least one 
circumventing API which circumvents the wrapper 
library of the native API; and 

instrumenting the at least one identified API call to the at 
least one circumventing API, wherein the instrumenting 
comprises: 
wrapping the at least one circumventing API to generate 

at least one wrapped non-circumventing API; and 
modifying the application program to redirect the at 

least one identified API call from the at least one 
circumventing API to the at least one wrapped non 
circumventing API. 

21. The method of claim 20, further comprising: 
comparing API calls of the application program with at 

least one of a list of permitted API calls and a list of 
non-permitted API calls to identify the at least one API 
call to the at least one circumventing API; and 

disallowing the third party application program access to 
the native API based on at least one of: 
the at least one identified API call corresponding to at 

least one of the non-permitted API calls; and 
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the at least one identified API call not corresponding to 
at least one of the permitted API calls. 

22. The method of claim 20, further comprising: 
inspecting the application program to identify a direct call 

to the native API; and 
disallowing the third party application program access to 

the native API based on the at least one identified API 
call corresponding to a direct call to the native API. 

23. The method of claim 20, further comprising disallow 
ing the third party application program access to the native 
API based on identification of modification in the third party 
application program to the wrapper library. 

24. The method of claim 20, further comprising after the 
steps of inspecting the third party application program and 
instrumenting the at least one of the identified API calls: 

reinstrumenting the wrapper library as a Substantially 
obfuscated version in combination with the instru 
mented application; and 

signing the instrumented application including the obfus 
cated wrapper library. 

25. A system for validating an application program imple 
menting a wrapper library configured to access a particular 

10 

15 

18 
native application program interface (API), the system com 
prising at least one computing device including at least one 
memory comprising instructions operable to enable the com 
puting device to perform a procedure comprising: 

inspecting the application program for the presence of the 
wrapper library in an unmodified form; 

searching the application program to identify at least one 
application program interface (API) call to at least one 
circumventing API which circumvents the wrapper 
library of the native API; and 

instrumenting the at least one identified API call to the at 
least one circumventing API, wherein the instrumenting 
comprises: 
wrapping the at least one circumventing API to generate 

at least one wrapped non-circumventing API; and 
modifying the application program to redirect the at 

least one identified API call from the at least one 
circumventing API to the at least one wrapped non 
circumventing API. 

k k k k k 
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