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DESCRIPTION
PAYMENT PROCESSING ACCESS DEVICE AND METHOD

TECHNICAL FIELD
The present disclosure relates to electronic payment processing and offer systems, and
more specifically to a system and method for making and redeeming offers in conjunction with a

secure, mobile, electronic payment processing system.

BACKGROUND ART

A novel payment processing system is described in United States Patent No. 8,751,380
issued June 10, 2014. Some of the key aspects of that payment system revolve around enabling
mobile payments in a secure manner and attaching and funding offers and/or gifts, equivalent to
coupons and Groupons and so forth, at the time of arrival of the consumer at the store and
redeeming them at the point of sale, which is most instances is at the register when the consumer
completes the purchase.

The payment system may accomplish this through a series of interactions between the
consumer and the system for the sake of the merchant. Those interactions include having the
consumer to participate in the system via registering. This registration may be with a global
system or with a specific merchant’s implementation of the system, or may be with a specific
brand. The registration process identifies the consumer to the system, associates his/her mobile
device as an operational device with the system via a phone number and/or via unique
identifying electronic characteristics, and attaches a payment method or multiple payment
methods to the consumer’s account. These payment methods may provide the consumer portion
of payment when a purchase is made.

In some embodiments, the system may be triggered when the consumer visits a merchant
location. These can be single-brand stores, or particular market segment stores like “electronics”
stores, or general purpose department store. In all cases, the payment system may be used
without any additional local computer or electronic support and with such low-tech interactions

as just using “text” (also known as “short message service” or SMS) messaging.
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The consumer may receive an offer upon visiting that might incent the consumer
to make a purchase decision. Additionally, the consumer may have been presented with
a gift redeemable at the particular merchant. This offer or gift, as explained earlier, may
be made based on a number of factors including previous purchases or simply consumer
interests. These interests and purchases might be collected by the system or might come
from data from external sources including “like” patterns on Facebook or traditional data
warehouse information from an external loyalty system. The consumer may select
merchandise and proceed to the checkout line with the items they’ve selected. In some
instances the consumer may place an order and then proceed to the checkout. If an item
that is targeted for the offer is included, this eligibility may be determined at the time the
sale is concluded.

To check out, the consumer was given a checkout code upon entry into the
merchant and at the point of sale register the cashier has a lane token, or merchant code.
The two combined together become a well-formed Virtual Payment Account Number
(VPAN) that may be used to complete the transaction. This VPAN generally was
envisioned as being dynamic in order to maximize flexibility and security and may be
loaded with sufficient funds to permit checkout much in the way that certain merchants
like hotels and car rental companies pre-authorize a specific amount. The funding for the
offer may be loaded onto the card from the offer provider’s account. The balance of the
payment may be provided by the consumer’s payment method, for example, a credit or
debit card.

The steps may be performed without reliance on technological devices for
accelerating any of the steps. As noted, the system as described may require zero on-site
computer or automated infrastructure beyond that which is already typically installed at a
merchant location, such as a point-of-sale register, and a payment terminal for swiping
cards and manually entering card numbers and charge amounts (which may be connected
to the register). In addition to the existing in-store infrastructure, the merchant may use
physical cards with information such as the lane token and steps to be taken to complete
a transaction, signage at the entrance to remind consumers of the availability of offers
and to get them to send a “visit” message with their phones, and a kiosk for explaining
the system and assisting consumers in signing up without even providing a browser since

they could use their phones with text messaging.
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The described payment system may be enhanced and interactions with it may be
accelerated by adding a device or devices at the merchant that increase the functionality

of the system and automate one or more aspects of the process.

DISCLOSURE OF THE INVENTION

Described herein is a payment processing device for processing payment from a

consumer at a merchant location using a user device, the device comprising: a presence
detection module configured to detect presence of the user device at the merchant
location ; and a checkout module configured to communicate with a backend system to
verify an identity of the user device, to receive payment information from the user
device, and to transmit payment information to a merchant point-of sale (POS) system.
The payment processing device may further comprise a receipt tap module configured to
capture an electronic version of a transaction receipt related to the payment information.
The presence detection module may further comprise a Bluetooth module configured to
transmit and receive signals to the user device, the signals configured to detect presence.
The signals may be further configured to transmit an offer to the user device. The
checkout module may be further configured to prevent a transaction between the user
device and the payment processing device if a distance between the user device and the
payment processing device is greater than a predetermined distance. The checkout
module may be configured to determine the distance. The checkout module further may
further comprise an attenuator configured to attenuate signals transmitted from the
checkout module. The payment information may comprise a Virtual Payment Account
Number (VPAN). The payment information may comprise a transaction identifier
associated with a VPAN.

Described herein is a method for payment processing between a consumer and a
merchant at the merchant location using a mobile device, the method comprising the
steps of detecting presence of the mobile device by a detection device; notifying a
backend device of the presence of the mobile device; receiving, from the mobile device,
payment information; and transmitting the payment information to a point-of sale (POS).
Detecting presence of a mobile device may comprise sending a Bluetooth inquiry
message; receiving a response to the Bluetooth inquiry message comprising a Bluetooth
media access control (MAC) address of the mobile device; and transmitting the

Bluetooth MAC address to the backend device. Detecting presence of a mobile device

3



10

15

20

25

30

CA 02888800 2015-04-17
WO 2014/066423 PCT/US2013/066233

may comprise monitoring a list of received WiFi traffic, the list comprising a WiFi MAC
address of the mobile device; and transmitting the WiFi MAC address to the backend
device. Detecting presence of a mobile device may further comprise receiving, from the
backend device, a Bluetooth MAC address corresponding to the WiFi MAC address;
transmitting, via Bluetooth, an information request to the Bluetooth MAC address; and
receiving an information response from the user device responsive to the information
request. Receiving, from the mobile device, payment information may comprise
receiving a VPAN via one of: a Bluetooth transmission; a scanned barcode; a Near Field
Communication (NFC) transmission; and a user input received via Short Message
service (SMS).

Described herein is a system for payment processing between a consumer and a
merchant at a merchant location, the system comprising an in-store device comprising a
checkout system configured to provide payment information to a point-of sale (POS)
system; a user device; and a backend device configured to: receive identification
information related to the user device; receive payment information related to the user
device; and store the identification information and payment information. The system
may further comprise a magnetic card reader configured to: receive payment card
information; and transmit the payment card information to the in-store device, and
wherein the in-store device is configured to transmit the payment card information to the
backend device, the backend device configured to store the payment card information as
payment information. The system may further comprise a receipt tap configured to:
receive an electronic receipt from the POS system; and transmit the electronic receipt to
the in-store device, the in-store device configured to transmit the electronic receipt to one
or more of: the backend system and the user device. The system may further comprise
one or more Bluetooth radio devices configured to transmit and receive between the in-
store device and the user device. The system may further comprise one or more NFC
devices configured to transmit and receive between the in-store device and the user
device. The system may further comprise one or more WiFi network devices configured
to communicate with the user device, the in-store device configured to monitor network
traffic of the one or more WiFi network devices. The system may further comprise an
optical code reader configured to receive payment information from the user device. The
system may further comprise a user interface configured to receive inputs, the inputs

transmitted to the backend device and stored as identification information.
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Described herein is a detection device for detecting the presence of a customer at
a merchant location using a customer’s user device and thereby enabling a payment by
the customer, the detection device comprising a wireless communications module
configured to communicate with the user device and thereby detect when the user device
is in the merchant location; a processor in communication with the wireless
communications module and configured to send the presence of the user device to a
backend system, the backend system operable to confirm the identity of the customer
using the user device; wherein the detection of the customer at the merchant location
enables the customer to pay for a transaction with the merchant using the user device.
The wireless communications module may use Bluetooth. The wireless communications
module may use Wifi. The wireless communications module may use near field
communication.

Described herein is a checkout device for allowing a customer to pay for a
transaction at a merchant location using a customer’s user device, the checkout device
comprising an interface module configured to interact with the user device and thereby
detect when the user device is being presented for payment of the transaction; a
processor in communication with the interface module and configured to send checkout
information provided by the user device to a point of sale system, the point of sale
system operable to process the payment transaction using the information from the user
device. The interface module may use Bluetooth. The interface module may use near
field communication. The interface module may use an optical code reader.

The foregoing has outlined rather broadly the features and technical advantages
of the present invention in order that the detailed description of the invention that follows
may be better understood. Additional features and advantages of the invention will be
described hereinafter which form the subject of the claims of the invention. It should be
appreciated by those skilled in the art that the conception and specific embodiment
disclosed may be readily utilized as a basis for modifying or designing other structures
for carrying out the same purposes of the present invention. It should also be realized by
those skilled in the art that such equivalent constructions do not depart from the spirit
and scope of the invention as set forth in the appended claims. The novel features which
are believed to be characteristic of the invention, both as to its organization and method
of operation, together with further objects and advantages will be better understood from

the following description when considered in connection with the accompanying figures.
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It is to be expressly understood, however, that each of the figures is provided for the
purpose of illustration and description only and is not intended as a definition of the

limits of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present invention, reference is now

made to the following descriptions taken in conjunction with the accompanying
drawings, in which:

FIG. 1 is a process diagram showing an embodiment of a system incorporating a
payment processing access device according to the concepts described herein;

FIG. 2 is a block diagram of an embodiment of a system incorporating a payment
processing access device according to the concepts described herein;

FIG. 3 is a block diagram of an embodiment of a system incorporating a payment
processing access device according to the concepts described herein;

FIG. 4 is a flow chart showing an embodiment of a COIN/SMS based payment
process incorporating a payment processing access device according to the concepts
described herein;

FIG. 5 is a block diagram of an embodiment of a system incorporating a payment
processing access device according to the concepts described herein;

FIG. 6 is a block diagram of an embodiment of a system incorporating a
Bluetooth detection device according to the concepts described herein;

FIG. 7 is a block diagram of an embodiment of a Bluetooth registration process
according to the concepts described herein;

FIG. 8 is a block diagram of an embodiment of a Bluetooth passive detection
process according to the concepts described herein;

FIG. 9 is a block diagram of an embodiment of a Bluetooth active detection
process according to the concepts described herein;

FIG. 10 is a block diagram of an embodiment of near field communication (NFC)
location detection according to the concepts described herein,

FIG. 11 is a block diagram of an embodiment of a WiFi detection process
according to the concepts described herein;

FIG. 12 is a block diagram of an embodiment of a multi-protocol detection

process according to the concepts described herein;
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FIG. 13 is a flow chart showing an embodiment of a wireless based payment
process incorporating a payment processing access device according to the concepts
described herein;

FIG. 14 is a flow chart showing an embodiment of a counterless payment process
incorporating a payment processing access device according to the concepts described
herein; and

FIG. 15 is a block diagram on an embodiment of an in-store device according to

the concepts described herein.

BEST MODES FOR CARRYING OUT THE INVENTION

FIG. 1 is a process diagram showing an embodiment of a system incorporating a

payment processing access device 100. The process begins at step 110 when a consumer
registers with the payment/offer system via an in-store device located on the premises of
the merchant. The in-store device may have a touch screen interface or some other input
peripheral that allows the consumer to enter relevant information, for example, name,
address, phone number, email address, social media handles, etc. that is associated with
the consumer’s account. At step 120, the consumer may associate a payment method
with the account. This may be accomplished by swiping a credit or debit card at a
magnetic card reader. While a magnetic card reader is depicted in FIG. 1, other methods
of associating a payment method may be used, for example, typing in an account number
or any other payment method that may be accepted by the merchant and/or the
payment/offer system. At step 130, the consumer may associate a mobile device with
their account. The consumer may accomplish step 130 by placing their mobile device on
or near the in-store device. If the mobile device supports Bluetooth, the consumer may
place the mobile device in Bluetooth discovery mode. In some embodiments the mobile
device may be associated using NFC, WiFi, or some other method of communication
between the mobile device and the in-store device. At step 140, the consumer confirms
their account information and any agreements that are required by the merchant and/or
the payment/offer system. On a subsequent visit to the merchant at step 150, the
consumer’s mobile device may be detected, indicating the presence of the consumer at
the merchant premises. The detection may be via Blue tooth, or some other means, for
example, WiFi, NFC, or some other method of communication between the mobile

device and the in-store device. In some embodiments, the mobile device may be
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detected and presence indicated to the payment/offer system backend without any
involvement from the phone’s apps or operating system, for example, mobile device may
be configured with iBeacon or Bluetooth LE technology which provides a MAC address
of the mobile device to the in-store device, which may then provide that identifier or
some other identifier related to the mobile device MAC address to the payment/offer
system backend. In addition, if multiple detection devices are present in a merchant
location, the location of the mobile device may be triangulated using the multiple
detection devices. The multiple detection devices may communicate in order to
exchange or relay information about detected devices. Triangulated location information
may be used to make offers to a mobile device based on products they are near. Payment
information may be automatically sent if a mobile device location is triangulated to be
near a POS. After detecting the presence of the mobile device, the backend of the
payment/offer system may issue a check out token to the mobile device via a text
message, the checkout token may be a bar code, an optically machine-readable code, or
some other exchangeable or scannable presentation at step 160. Also, if any offers are
available, they will be made at step 160. At step 170, the mobile device is placed on or
in proximity of the in-store device. Detection of the mobile device by the in-store device
leads to payment and redemption of any offers used by the consumer.

FIG. 2 is a block diagram of an embodiment of a system incorporating a payment
processing access device 200. The system incorporating a payment processing access
device 200 may comprise an in-store device 210, a VPAN injection module 220, a point
of sale (POS) processor 230, an optional POS keyboard 240, a receipt tap module 250,
and a receipt printer 260. The in-store device 210, VPAN injection module 220, and
receipt tap module 250 may all be part of the payment/offer system described herein.
The POS processor 230, optional POS keyboard 240, and receipt printer 260 may be
existing equipment that is present at a merchant premises. The in-store device 210 may
be configured to provide a VPAN to the VPAN injection module 220. While a USB
connection is depicted, other types of connections and transmission media both wired
and wireless may be used in the system. The VPAN injection module 220 may provide
the VPAN to the POS processor 230 when a consumer is ready to check out. In some
embodiments, the VPAN or some other payment token identifier may be presented to the
consumer on their mobile device. The VPAN or other payment token identifier may be

exchanged or scanned using the mobile scanner or may be manually entered using the
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POS keyboard 240 as required. POS processor 230 would process the VPAN as it
normally does and generate a receipt for the transaction. The receipt tap 250 may be
placed between the processor and the receipt printer and may capture an electronic image
of the receipt for electronic transmission to the in-store device 210. The electronic image
may be used to reconcile offers and payments and/or may be transmitted electronically to
a consumer’s mobile device. The receipt printer 260 may then print a receipt of the
transaction, or in some embodiments where the receipt is transmitted electronically, a
paper copy of the receipt may not be printed based on preferences of the merchant
and/or the consumer.

FIG. 3 is a block diagram of an embodiment of a system incorporating a payment
processing access device 300. The system incorporating a payment processing access
device 300 comprises a carrier network location based system (LBS) 310, one or more
filter servers 320, one or more grid servers 330, a root server 340, one or more scan
boxes 350, a short message system (SMS) network 360, and a management system 370.
Carrier Network LBS 310 may provide location data related to the mobile devices of
users of the payment/offer system to one or more Filter Servers 320. The location data
may be requested by the payment/offer system for the mobile devices associated with the
system. Filter server 320 may partition a geographic area into a grid resulting in a
plurality of grid areas that may be identified by coordinates or other means for locating a
geographic area. Each grid area may be associated with one or more Grid Servers 330.
Filter server 320 may be configured to determine which mobile devices are in particular
grid areas. Filter server 320 may associate additional information related to the mobile
device with the location data provided by the carrier network LBS. For example, the
carrier network LBS 310 may only provide a location and a phone number, or SIM
identifier. This information may not be sufficient for the in-store device 350 to interact
with a customer, in this case,, filter server 320 may associate additional information
stored in the payment/offer system with the location data. Filter server 320 may then
notify grid servers 330 associated with a particular grid area that a particular mobile
device is present in that grid area and provide the additional information as needed. Grid
server 330 may then notify one or more in-store devices 350 that a particular mobile
device is in their presence. In-store device 350 may then interact with the particular
mobile device to present offers or complete transaction as described herein. In some

embodiments, when in-store device 350 is powered on or recovers from a reset, it may be
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unaware of which grid server to listen to. Iin this case, management system 370, which
may be part of the payment/offer system backend, sends an encrypted message via SMS
network 360 to the in-store device 350. The encrypted message contains an address of a
root server 340. In-store device 350 may then communicate with root server 340 to
receive an address of a grid server 330 associated with the in-store device 350. In some
embodiments, root server 340 may also provide software updates to the in-store device
350.

FIG. 4 is a flow chart showing an embodiment of a COIN/SMS based payment
process incorporating a payment processing access device. The process begins at step
405 when it is determined whether or not a consumer’s mobile device has a payment
code. The payment code may be a partial VPAN, a complete VPAN or some other
payment identifier that is related to a VPAN. The determination may be made by the
consumer, the mobile device, or an in-store device. If the mobile device has a payment
code, the payment code may be entered at a POS at step 410. The payment code may be
entered by various means, for example, by having the mobile device communicate with
the POS terminal or in-store device, by scanning a bar code or other optically machine-
readable code presented on the mobile device, or typing a code in at a keyboard. At step
415 the payment code is checked for validity. The check may be performed via an in-
store device connected to the payment/offer system backend. If the payment code is
valid, a VPAN is sent to the POS at step 425. At step 430, the consumer is notified of
the completion of the transaction. If at step 420, the payment code is invalid, a valid
payment code may be transmitted to the mobile device via, for example, an SMS
message at step 450. If the mobile device does not have a code, a phone number or other
identifier of the mobile device may be presented to the payment/offer system by a
consumer at step 435.

At step 440, the phone number or other identifier is checked, if it is determined
that an error has occurred, a valid payment code may be transmitted to the mobile device
via, for example, an SMS message at step 450. The process may then continue with
steps 425 and 430. If at step 445, it is determined that no error has occurred, the
payment/offer system determines if the mobile device is registered with the system. If
the mobile device is registered with the system, the payment/offer system checks the
mobile device in at the merchant location at step 460. Subsequently at step 465 a

payment code may be transmitted to the mobile device, notifying the user at step 470. If
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the mobile device is not registered with the system, the payment/offer system may send a
message to the mobile device, or the merchant may inquire as to whether the mobile
device would like to register with the payment/offer system at step 475. If the mobile
device would like to register with the system, the registration process may start at step
480. The payment/offer system may acquire a payment method from the consumer via
an in-store device at step 485, for example a payment card number may be acquired via
swiping a magnetic stripe through a card reader. The registration process may be
completed at step 490, and a payment code may be sent via SMS to the mobile device at
step 495.

FIG. 5 is a block diagram of an embodiment of a payment/offer system
incorporating a payment processing access device 500. The payment/offer system
incorporating a payment processing access device 500 comprises a user device 510, a
checkout system 520, a location system 530, a backend system 540, and a merchant
system POS 550. Location system 530 may detect the presence of user device 510 at
the merchant. Location system may use various methods to detect user device 510, for
example, Bluetooth, NFC and/or WiFi. Location system 530 may actively detect user
device 510 or it may passively detect user device 510. Active detection may include the
location system advertising itself to the mobile device 510. Passive detection may
include the user device 510 advertising itself to the location system 530. Part of the
detection process whether active or passive may include an ID exchange between the
location system 530 and user device 510. The ID exchange may be used to identify the
user device 510 to the location system 530 and vice versa. Once the user device is
located at the merchant by the location system 530, the location system 530 may transmit
a presence notification to the backend system 540, notifying the backend system 540 of
the presence of the user device 510 at the location. Alternatively, the user device may
notify the backend system of its presence at the merchant without involving location
system 530. When the backend system 540 receives presence notification of the user
device 510, an offer message and/or a visit message may be transmitted to the user
device 510 from the backend system 540 via a wireless network. Checkout system 520
may interact with user device 510 to provide and/or receive information related to
payment. Checkout system 520 may interact with backend system to provide details
regarding a possible transaction and receive a VPAN. The received VPAN may be

provided to the merchant POS system 550 in order to complete a transaction.
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FIG. 6 is a block diagram of an embodiment of an in-store system incorporating a
Bluetooth detection device 600. The in-store system incorporating a Bluetooth detection
device 600 may comprise an attenuator 610, a small antenna 620, a long range antenna
630, standard Bluetooth hardware 640 comprising a Bluetooth RF component 642for
transmitting and receiving, a Bluetooth media access controller (MAC) component 644,
and a Bluetooth host controller interface (HCI) for communicating with host 650. In
some embodiments, the attenuator 610 may be used to attenuate a Bluetooth signal
transmission area to several inches from the transmitter resulting in a small antenna 620.
In some other embodiments a long range antenna 630 may be used, in these
embodiments, the long range antenna 630 may be shaped or beam formed. In some
embodiments, small antenna 620 may be used for payment processing, while long range
antenna 630 may be used for presence detection. In some embodiments handling
payment transactions at a short range may be desirable to avoid security concerns of
network sniffers or other devices used to receive a signal not intended for them. In these
cases, the attenuator may prevent the small antenna from transmitting beyond a certain
distance from the in-store system. For example a few feet or less. In other
embodiments, an attenuator may not be used and some other method for detecting the
distance of the mobile device from the in-store device may be used. For example, the in-
store device may comprise a module capable of using radio frequency (RF) to determine
the distance. As another example, a received signal strength indication (RSSI) or
received channel power indicator (RCPI) may be used to prevent a transaction from
occurring until the mobile device is within a certain distance of the in-store device.
While the example describes RSSI or RCPI, any technology capable of determining the
distance of the mobile device from the in-store device may be used as appropriate to
prevent transactions from occurring until the mobile device is within a pre-determined
distance of the in-store device.

FIG. 7 is a block diagram of an embodiment of a Bluetooth registration process
700. User device 710 may receive a message from registration device 730 and respond
with a scan response comprising the Bluetooth MAC address of user device 710.
Registration device 730 may provide details related to user device 710 to host 740. User
720 may enter a phone number or other identifier related to the user device 710 that may
be used as a userID. Host 740 may then provide an authentication request to backend

750. The authentication request may comprise the device details and the phone number
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or other identifier. Backend 750 may then transmit an authentication message to user
device 710 vi network 760. Network 760 may be any communication network capable
of enabling communication between backend 750 and user device 710. User device 710
may present the authentication message to user 720. User 720 may provide an
authentication response to host 740 in response to the authentication message. Host 740
may then provide the authentication response to backend 750 to confirm registration of
user device 710.

FIG. 8 is a block diagram of an embodiment of a Bluetooth passive detection
process 800. User device 810 may receive an info request via Bluetooth from a
Bluetooth radio device 820 installed at a merchant. 1 to n Bluetooth radio devices 820
may be installed at a merchant, where n is an integer greater than zero and the value of n
is based upon transmission strength of the Bluetooth radio devices 820 and/or the
physical size of the merchant or other characteristics that may impact transmission range
coverage. User device 810 may respond to the info request with an info response. The
info response may contain the Bluetooth MAC address of the user device 810. Bluetooth
radio device 820 may transmit the info response to detection controller 840. Detection
controller 840 may be a device installed at the merchant for interaction with the
payment/offer system backend 860. Backend 860 may receive the Bluetooth MAC
address of user device 810 from detection controller 840. Backend 860 may compare the
received Bluetooth MAC address to a list 850 of registered Bluetooth MAC addresses.

In some embodiments, list 850 may be stored at the detection controller 840 and
detection controller 840 may compare the received Bluetooth MAC address. If the list
850 is stored at the detection controller 840 it may be periodically updated by the
backend 860 when new Bluetooth MAC addresses register with the payment/offer
system. If the received Bluetooth MAC address is on list 850, offers or other
information may then be transmitted to user device 810. If the received Bluetooth MAC
address is not on list 850, then an invitation to register with payment/offer system may
be transmitted to user device 810.

FIG. 9 is a block diagram of an embodiment of a Bluetooth active detection
process 900. Detection controller 940, installed at a merchant, may periodically scan for
active Bluetooth devices using Bluetooth radio device 920. User device 910 may receive
a scan via Bluetooth from Bluetooth radio device 920 installed at a merchant. 1ton

Bluetooth radio devices 920 may be installed at a merchant, where n is an integer greater
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than zero and the value of n is based upon transmission strength of the Bluetooth radio
devices 920 and/or the physical size of the merchant or other characteristics that may
impact transmission range coverage. User device 910 may respond to the scan with a
scan response. The scan response may comprise an identifier of user device 910, for
example a Bluetooth MAC address. The scan response may be received at Bluetooth
radio device 920 and transmitted to detection controller 940. Detection controller may
transmit the Bluetooth MAC address or some other identifier to backend 950. If the
received Bluetooth MAC address is registered, offers or other information may then be
transmitted to user device 910. If the received Bluetooth MAC address is not registered,
then an invitation to register with payment/offer system may be transmitted to user
device 910.

FIG. 10 is a block diagram of an embodiment of a near field communication
(NFC) location detection 1000. Detection controller 1040 may be connected to 1 ton
antenna 1020. Antenna 1020 may be configured to operate as an NFC antenna. As user
device 1010 passes through the NFC field created by antenna 1020, ID information may
be transmitted from the user device to antenna 1020. Detection controller 1040 may then
receive the ID information from antenna 1020 and forward to backend 1050. In some
embodiment, user device 1010 may receive ID information from detection controller
1040 via antenna 1020 and then transmit used device 1010 ID information to backend
1050 without going through detection controller 1040. Backend 1050 may determine
whether the received ID information is registered with the payment/offer system. If the
received ID information is registered, offers or other information may then be
transmitted to user device 1010. If the received ID information is not registered, then an
invitation to register with payment/offer system may be transmitted to user device 1010.

FIG. 11 is a block diagram of an embodiment of WiFi location detection 1100.
In some embodiments, user device 1110 may join a WiFi network 1120 at a merchant.
Detection controller 1130 may monitor connections to WiFi network 1120. For
example, detection controller 1130 may periodically check connections to a WiFi router
at the merchant. When user device 1110 joins WiFi network 1120, detection controller
1130 may notify backend 1140 of the presence of user device 1110. Backend 1140 may
then transmit offers or other information to user device 1110.

FIG. 12 is a block diagram of an embodiment of a multi-protocol detection

process 1200. Multi-protocol detection may comprises detecting presence of a user
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device via first type of detection and verifying presence via a second type of detection.
For example, user device 1210 may visit a merchant and join WiFi network 1220 present
at the merchant. Detection controller 1230 may inform backend 1240 of the presence of
user device 1210. Detection controller 1230 may transmit a WiFi MAC address of user
device 1210 to backend 1240, or some other identifier that may be correlated to the used
device 1210. Backend 1240 may then check a list 1280 comprising a correlation of WiFi
MAC addresses (or the other identifier transmitted by detection controller 1230 to
backend 1240) to Bluetooth MAC addresses. Backend 1240 may transmit the Bluetooth
MAC address to detection controller 1230, which may in turn add the Bluetooth MAC
address to a search list. Detection controller 1230 may search for the Bluetooth MAC .
address using Bluetooth radio device 1250. User device 1210 may respond to the search
thereby confirming presence at the merchant. Multi-protocol detection may be used in
cases where a WiFi network of a first merchant overlaps a WiFi network of a second
merchant. Also, Multi-protocol detection may be used to enhance security by enabling
two-token authentication (i.e., WiFi MAC address and Bluetooth MAC address).

FIG. 13 is a flow chart showing an embodiment of a wireless based payment
process incorporating a payment processing access device 1300. User device 1305 may
interact with a detection device 1310 upon entering a service area of a merchant. In
some embodiments, the user device 1305 may be actively searching for detection device
1310, while in other embodiments, the detection device 1310 may be actively searching
for user device 1305. While only one user device 1305 and detection device 1310 are
depicted, it should be understood that any number of user devices 1305 and any number
of detection devices 1310 may be present in the service area of the merchant. Detection
device 1310 may be capable of detecting the presence of user device 1305 using various
technologies, some examples of the detection technologies include WiFi, Bluetooth,
NFC, geofencing, or any combination of these technologies or any other technology that
may be used to detect the presence of user device 1305.

Upon detecting user device 1305, detection device 1310 may inform backend
1320 of the presence of the device at the service area of the merchant. Backend 1320
may determine whether or not the user device 1305 is registered with the payment/offer
service. If user device 1305 is registered with the payment/offer service, backend 1320
delivers a push notice to user device 1305. Responsive to push notice 1330, application

(app) popup 1340 may be displayed on user device 1305 to a user. App popup 1340 may
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display offers for the merchant or other information relevant to transactions with the
merchant. Backend 1320 may determine the forms of payment accepted by the merchant
and generate an appropriate VPAN or other payment code for use during transactions
between the consumer and merchant. Backend 1320 may make this determination based
upon a previous agreement with the merchant, or based upon devices installed in the
merchant service area.

If the user device 1305 and the merchant support Bluetooth, then Bluetooth
éheckout module 1350 may be used to detect the user device 1305 based upon a
Bluetooth MAC address of the user device 1305. Subsequently, the user device 1305
may be used to transmit payment information via Bluetooth MAC 1365 to checkout
device 1385, which in turn may provide payment information, for example a VPAN, to
POS 1390. In some embodiments, a Bluetooth transmitter in the checkout device 1385
may be attenuated in order to reduce the transmission area of the Bluetooth signal. In
some embodiments, detection device 1310 and checkout device 1385 may be housed in a
single apparatus, in others, they may be housed in separate apparatuses.

If the user device 1305 and/or the merchant do not support or choose not to use
Bluetooth checkout 1350, then backend 1320 provides an encoded VPAN 1355 to app
1360. App 1360 presents the encoded VPAN 1355, or some other payment code, to the
checkout device 1385 via one of NFC NDEF 1370, barcode 1375, or SMS 1380.
Checkout device 1385 may contain one or more of a NFC communication device, a
barcode reader, and an input device for entering a payment number. The payment
number may be a VPAN, an encoded VPAN 1355 or some other payment code that may
be correlated by the checkout device 1385 via the backend 1320 to a VPAN. Checkout
‘device 1385 may also contain a module to decode and/or verify an encoded VPAN 1355.
This may be accomplished using a hash function or other techniques used for
encryption/decryption.

FIG. 14 is a flow chart showing an embodiment of a counterless payment process
incorporating a payment processing access device 1400. User device 1405 may be
detected by detection device 1410 using one of the detection processes described herein
(i.e. Bluetooth, WiFi, NFC, etc.). Detection device 1410 notifies backend 1415 of the
presence of user device 1405. Backend 1415 sends a push notice 1420 to user device
1405. The push notice may cause an app popup 1425 to be displayed on user device

1405. The push notice may contain offers or other transaction related information. The
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user may place an order with the merchant via an app 1430. App 1430 and app popup
1425 may be the same app or different apps. Checkout process 1435 may then be
executed on user device 1405. Checkout process way comprise the user confirming a
purchase amount, entering a PIN or other steps necessary to complete a transaction
between the merchant and user. Checkout process 1435 may then notify backend 1415
that the transaction is complete. Backend 1415 may complete the transaction by
charging the appropriate accounts for the purchase. A confirmation may be displayed
via order display 1450 and/or app 1440. Counterless payment may enable purchases by
consumers without requiring interaction with an employee of the merchant.

FIG. 15 is a diagram of an embodiment of an in-store device 1500. In-store
device 1500 may comprise a processor 1510, a POS interface 1520, a network interface
1530, a payment processing module 1550, a memory 1570, and a user interface 1580.
Processor 1510 may be configured to execute software instructions stored in memory
1570. Processor 1510 may be further configured to cause the components of the in-store
device 1500 to behave according to the embodiments described herein. POS interface
may be an interface between the in-store device 1500 and a merchant’s POS terminal.
POS interface 1520 may interact with merchant POS to provide a VPAN or other
payment information to the POS. Network interface 1530 may be configured to connect
the in-store device 1500 to the internet 1540. The connection between the network
interface 1530 and the internet 1540 may be wired or wireless. Internet 1540 may
provide a path for the in-store device 1500 to interact with the payment/offer system
backend (not pictured). Payment processing module 1550 may be configured to interact
with a mobile device or user to receive payment information. Payment processing
module 1550 may comprise NFC devices, bar code readers or other optical code readers,
WiFi devices, Bluetooth devices, magnetic card readers, or any other means for
transmitting payment information from a consumer or mobile device to the in-store
device 1500. User interface 1580 may be a keyboard, mouse, touch screen interface or
some other input device used by a consumer or merchant to enter information at the in-
store device. User interface 1580 may be used during account creation by a consumer, or
at other time the payment/offer system needs information from a consumer or merchant.
User interface 1580 may also be used by technicians in trouble shooting and/or repairing

in-store device 1500.
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In some embodiments, a merchant’s in-store device may comprise only presence
detection functionality. For example, a merchant may have an in-store device that
detects the presence of a mobile device and reports presence to the payment/offer system
backend. Payment/offer system backend may provide offers and/or payment information
to the mobile device. The mobile device may then be used to present payment
information and or offer information to the merchant’s POS. In some embodiments, a
merchant’s in-store device may comprise only payment processing functionality. For
example, the grid-system described in FIG.3 may alert the in-store device to the presence
of a particular mobile device. The mobile device may then be used at the in-store device
to complete a payment transaction. In some embodiments, a merchant may have
multiple in-store devices, some comprising presence detection functionality and some
comprising payment processing functionality. In still other embodiments, a merchant
may have a single in-store device comprising both presence detection functionality and
payment processing functionality.

Although the present invention and its advantages have been described in detail,
it should be understood that various changes, substitutions and alterations can be made
herein without departing from the spirit and scope of the invention as defined by the
appended claims. Moreover, the scope of the present application is not intended to be
limited to the particular embodiments of the process, machine, manufacture, composition
of matter, means, methods and steps described in the specification. As one of ordinary
skill in the art will readily appreciate from the disclosure of the present invention,
processes, machines, manufacture, compositions of matter, means, methods, or steps,
presently existing or later to be developed that perform substantially the same function or
achieve substantially the same result as the corresponding embodiments described herein
may be utilized according to the present invention. Accordingly, the appended claims
are intended to include within their scope such processes, machines, manufacture,

compositions of matter, means, methods, or steps.
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CLAIMS

What is claimed is:

L. A payment processing device for processing payment from a consumer at a merchant
location using a user device, the device comprising:

a presence detection module having an antenna and configured to detect presence of the
user device at the merchant location using wireless signals from the user device, wherein the
wireless signals from the user device include information specific to the user device;

a network interface connected to an external network;

a point-of-sale (POS) interface connected to a merchant POS system; and

a checkout module configured to communicate with a backend system over the external
network using the network interface to verify an identity of the user device using the information
from the user device by the presence detection module, to receive payment information from the
user device, the payment information comprising a virtual payment account number and a
transaction identifier specific to a single transaction and distinct from the virtual payment account
number used to process the payment, the checkout module further configured to check validity of
the payment information, and to transmit payment information to the merchant POS system using
the POS interface if the payment information is valid, wherein the merchant POS system is a same
system that processes credit card payments for the merchant, and wherein the payment information

is sent to the user device from the backend system after the user device is detected.

2. The payment processing device of claim 1 further comprising:
a receipt tap module configured to capture an electronic version of a transaction receipt

related to the payment information.

3. The payment processing device of claim 1 wherein the presence detection module further
comprises a Bluetooth module configured to transmit and receive signals to the user device, the

signals configured to detect presence.

4. The payment processing device of claim 1, wherein the checkout module is configured to

communicate with the backend system to determine forms of payment accepted by the merchant
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location, and wherein the virtual payment account number is based on the determined forms of

payment.

5. The payment processing device of claim 1, wherein the checkout module is further
configured to prevent a transaction between the user device and the payment processing device if
a distance between the user device and the payment processing device is greater than a

predetermined distance.

6. The payment processing device of claim 4, wherein determine forms of payment is based

upon devices installed in the merchant location.

7. The payment processing device of claim 5, wherein the checkout module further comprises

an attenuator configured to attenuate signals transmitted from the checkout module.

8. A method for payment processing between a consumer and a merchant at the merchant
location using a consumer’s mobile device, the method comprising the steps of?:

detecting presence of the consumer’s mobile device at the merchant location by a detection
device in the merchant location, wherein the detection device is configured to exchange wireless
signals with the consumer’s mobile device, the wireless signals including information specific to
the consumer’s mobile device;

notifying, over an external network, a backend device of the presence of the consumer’s
mobile device, using a network interface in the detection device;

sending, to the consumer’s mobile device, payment information received from the backend
device;

receiving, from the consumer’s mobile device, the payment information comprising a
virtual payment account number and a transaction identifier specific to a single transaction and
distinct from the virtual payment account number used to process the payment;

checking the validity of the payment information; and

transmitting the payment information to a merchant point-of sale (POS) terminal if the
payment information is valid, wherein the merchant POS system is a same system that processes

credit card payments for the merchant.

20

CA 2888800 2020-02-21



10

15

20

25

30

9. The method of claim 8, wherein detecting presence of the consumer’s mobile device
comprises:

sending a Bluetooth inquiry message;

receiving a response to the Bluetooth inquiry message comprising a Bluetooth media
access control (MAC) address of the consumer’s mobile device; and

transmitting the Bluetooth MAC address to the backend device.

10.  The method of claim 8, wherein detecting presence of the consumer’s mobile device
comprises: |

monitoring a list of received WiFi traffic, the list comprising a WiFi MAC address of the
mobile device;

transmitting the WiFi MAC address to the backend device.

11.  The method of claim 10, wherein detecting presence of the consumer’s mobile device

further comprises:

receiving, from the backend device, a Bluetooth MAC address corresponding to the WiFi
MAC address;

transmitting, via Bluetooth, an information request to the Bluetooth MAC address; and

receiving an information response from the consumer’s mobile device responsive to the

information request.

12.  The method of claim 8, wherein receiving, from the consumer’s mobile device, payment
information comprises receiving a VPAN via one of: a Bluetooth transmission; a scanned barcode;
a Near Field Communication (NFC) transmission; and a user input received via Short Message

service (SMS).

13. A system for payment processing between a consumer and a merchant at a merchant
location using a mobile device belonging to the consumer, the system comprising:
a plurality of long range detection devices configured to detect the mobile device when it

enters the merchant location and to triangulate a location of the mobile device, the plurality of long
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range detection devices comprising one or more Bluetooth radio devices and one or more WiFi
network devices;

a detection controller operable to monitor connections to the one or more Bluetooth radio
devices and the one or more WiFi network devices, the detection controller further operable to
detect a presence of the mobile device over either the one or more Bluetooth radio devices or the
one or more WiFi network devices and to verify the presence of the mobile device over another of
the one or more Bluetooth radio devices or the one or more WiFi network devices;

an in-store device comprising a checkout system configured to provide payment
information to a merchant point-of sale (POS) system using a POS interface in the in-store device
and comprising a plurality of short range detection devices configured to receive payment
information from the mobile device, and wherein the merchant POS system is a same system that
processes credit card payments for the merchant;

a user device registered with the system for payment processing; and

a backend device remote from the merchant location and communication with the in-store
device and the detection controller over a network, the backend device configured to:

receive identification information related to the user device;

receive payment information related to the user device from the in-store device, the
payment information comprising a virtual payment account number and a transaction
identifier specific to a single transaction and distinct from the virtual payment account
number used to process the payment; and

store the identification information and payment information.

14.  The system of claim 13 further comprising:
a magnetic card reader configured to:
receive payment card information; and
transmit the payment card information to the in-store device, and
wherein the in-store device is configured to transmit the payment card information to the
backend device, the backend device configured to store the payment card information as payment

information.
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15.  The system of claim 13 further comprising:
a receipt tap configured to:
receive an electronic receipt from the POS system; and
transmit the electronic receipt to the in-store device, the in-store device configured to

transmit the electronic receipt to one or more of: the backend system and the mobile device.

16.  The system of claim 13 further comprising one or more Bluetooth radio devices configured
to transmit and receive between the in-store device and the mobile device.
17.  The system of claim 13 further comprising one or more NFC devices configured to transmit

and receive between the in-store device and the mobile device.

18.  The system of claim 13 further comprising one or more WiFi network devices configured
to communicate with the mobile device, the in-store device configured to monitor network traffic

of the one or more WiFi network devices.

19.  The system of claim 13 further comprising an optical code reader configured to receive

payment information from the mobile device.

20.  The system of claim 13 further comprising a user interface configured to receive inputs,

the inputs transmitted to the backend device and stored as identification information.

21. A detection device for detecting the presence of a customer at a merchant location using a
customer’s user device and thereby enabling a payment by the customer, the detection device
comprising:

 a wireless communications module configured to communicate with the user device using
wireless signals from the user device and thereby detect when the user device is in the merchant
location, wherein the wireless signals from the user device include information specific to the user
device;

a network interface connected to an external network;

a point-of-sale (POS) interface connected to a merchant POS system;
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a processor in communication with the wireless communications module, the network
interface and the POS interface and configured to send the presence of the user device to a backend
system using the network interface, the backend system operable to confirm the identity of the
customer using the information specific to the user device;

wherein the backend system is configured to send payment information to the user device
after the user device is detected and authorizes payment by the customer for a transaction at the
merchant based on the detection of the customer at the merchant location and the confirmation of
the identify of the customer using the user device at a merchant POS system, wherein the payment
information comprises a virtual payment account number and a transaction identifier specific to a
single transaction and distinct from the virtual payment account number used to process the
payment, and wherein the merchant POS system is a same system that processes credit card
payments for the merchant and wherein the payment information is sent to the user device

independently of the wireless communications module.

22.  The detection device of claim 21 wherein the wireless communications module uses

Bluetooth.
23. The detection device of claim 21 wherein the wireless communications module uses Wifi.

24. The detection device of claim 21 wherein the wireless communications module uses near

field communication.

25. A checkout device for allowing a customer to pay for a transaction at a merchant location
using a customer’s user device, the checkout device comprising:

an interface module configured to interact with the user device and thereby detect when
the user device is being presented for payment of the transaction;

a network interface connected to an external network;

a point-of-sale (POS) interface connected to a merchant POS system; and

a checkout module configured to communicate with a backend system over the external
network using the network interface to verify an identity of the user device using information from

the user device, to receive payment information from the user device, the payment information
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comprising a virtual payment account number and a transaction identifier specific to a single
transaction and distinct from the virtual payment account number, the checkout module further
configured to check validity of the payment information, and to transmit payment information to
the merchant POS system using the POS interface if the payment information is valid, wherein the
merchant POS system is a same system that processes credit card payments for the merchant, and
wherein the payment information is sent to the user device from the backend system after the user

device is detected.
26. The checkout device of claim 25 wherein the interface module uses Bluetooth.

27. The checkout device of claim 25 wherein the interface module uses near field

communication.

28.  The checkout device of claim 25 wherein the interface module uses an optical code reader.
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