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(54) Title: METHOD AND DEVICE FOR DETECTING PHISHING WEBSITE
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S201 Obtain a uniform resource locator (URL) to be determined of a target
website

$202 Obtain, from the target website, a hypertext transfer protocol secure
(HTTPS) certificate to be determined and corresponding to the URL to be
determined

8203 Obtain, from a server corresponding to a domain name of the URL to
be determined, a valid HTTPS certificate corresponding to the domain name of
the URL to be determined

85204 Determine, according to a preconfigured information item in the HTTPS
certificate to be determined and a preconfigured information item in the valid
HTTPS cerlificate, whether the target website is a phishing website

(57) Abstract: The invention relates to the tield of communications, and specifically, to a method and device for detecting a phishing
website, effectively determining, when a URL domain name is a valid domain name, whether a target website being accessed by a user is
aphishing website. The method comprises: obtaining a uniform resource locator (URL) to be determined of a target website; determining
that the URL to be determined is a valid domain name; obtaining, from the target website, a hypertext transfer protocol secure (HTTPS)
certiticate to be determined and corresponding to the URL to be determined; obtaining, from a server corresponding to the domain
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name of the URL to be determined, a valid HTTPS certificate corresponding to the domain name of the URL to be determined; and
determining, according to a preconfigured information item in the HTTPS certificate to be determined and a preconfigured information
item in the valid HTTPS certificate, whether the target website is a phishing website. As a result, the embodiment is utilized to effectively
determine, when a URL domain name is a valid domain name, whether a target website being accessed by a user is a phishing website.
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—Fh 4y & W sk ik e B

AR AZELIAE 2016 F 11 A 29 ARZPLEARLEARE L2 FAE. BiF
54 2016110764472, KB L ARA “—F 49 & W 3EEM F EARKE” ¢ E
LR wFR A, EaqA BT HEASERLAT,

BAATIR
AL P BABERAATIR, LG R A4 &P b 7 Ak R,

FEBEA

£ & W 3EE AR RARAT AR TR S5 M3E, 5RA PR ZAGRATIRS
BAFAFEZL, TEOSCEHBIMHIESE. HaFF X, 22 FHR
Be— AN B R T G RATRE R E N SER L, BIRA P T E AR B RNENH
NRA P& B, F5, SIE5FHRE L.

RA RN EREG T E T EMEAELE. L3, BAXSWHF
AR ARRANE LW sEeg Wik, s FHAER%—F R F424F (Uniform Resource
Locator, f&#k URL)#IREAHRGENLT, TRIRMNELE, L 209494
W SEA M AR BATAR R : KT 28 6949 & W 34N R ZARE S 4694537
49 URL M08 B R P\ B AT M SE L T A4 £ M sE, {ad T4 & Wabitiz
BN R B R BT LA 4 B, AT AR TR A b4 &
AT a2 20949 & R SEAE M B A TARYE T 15 W 56 3 hb M) 2 69 2038 & ok F) i B
AR Sh R T A EMsk, BT TN ERK, EAFFEGEER
e R AR A NS, W ST R BOE Ak P 3R R A 49 & W 3k,

*TF 45400 URL 6938 % EAELT, TREZRABAXSTHT &N
SEAR I AR BATA R ARIE B A7 W shF= o0k W sE 34T R R & A By AR Aol B i
ATERAT, AL B AR SER T A4 B W sk, (2X AW 7 ik K S — IR F
Bit, $BH MG E—EREG R,
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A AR RARSE AN URL RARYE B 47 W 3k A= b0k W 5564 R a0 A By 48
LA B AT 3k 2 T H 4 2 M sk, T % %A% (Domain Name System,
B A& DNS ) # & . REHHF . £ 2 & L K& H WX
( Secure Hypertext Transfer Protocol, &4k HTTPS) ¥ 8 A% 4 4949 & 3&
FE, RIOGFFAR M URL M 6938 % A&k G, H B AFM sbfadik W kg
MMER G, AABEARAT O T ERLER AL AANELZT A ENE, B
B, BE A B W SER E, B AR AR URL 693R4% H &k R 8 it
F P IR AR5 ) 64 B AR sk R T R4 B 3k

AR B

KA B FZ BT 49 & W bR 7 kAR E, A AR AR e
URL #9384 A&k 4 W R P IR 19 69 B AR M sE &2 T 249 8 M sk,

— @, AR ERG PR B P 5 M %, @45 RIRE

A7 W 3E 6 A M G — TR FALA URL; AL 440 URL St 6938 % 2 &k 3%

&y MFTIE B AF P sERIR A URL x4 44 A 4h ) 4 4 A8 KA #r thi
HTTPS £ 35 ; A FTE 400 URL 49354 F &2 64 AR 525 £ 3K IR BT i£ 445460 URL
093G 3 L 694~k HTTPS iE; ARIEPTEAFAEN HTTPS £ F L4549 K
1% B3R A= B ik A7k HTTPS EB F L3569 X153 &R, #H T L B AFM3E2 T
HE) W sk,

ik, FTRARYE PR A48 HTTPS GEH F L3649 Tk A2 & 3R Ao T ik 4
% HTTPS £ F F QL3569 FRAZ &R, # Pk B ARRsEL T h4) & Rk,
i EAEPTEASAR R HTTPS R4 F @450 FRAZ &R AP id 4% HTTPS
IEH F IFG TR R EEGFILT, AR B AR 54 B W3k,

ik, FTRARYE PR #5400 HTTPS GEH F &L3649 Tk A2 & 3R Ao T ik 4
% HTTPS iEF F Q3& 49 FHRAZ &R, AT AL BARNER T AL a Nk, &
i EAEPTEASAR R HTTPS R4 F @450 FRAZ &R AP id 4% HTTPS
IERF LIFEQ TR CATBFELEE Y AR LEGFILT: AHLITEFFE
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) HTTPS £ & 76453 B 5K F 4718 F ik A% HTTPS EH F 6.354653E

BE K FEAFIRIC B, ARIEPT IR A4 N HTTPS 3EF ¥ 6938 B A 2 # 2 Pr ik 4%
#rh] HTTPS 45 /£ 4 AT 8 %04 2. HARIEPT & A48 HTTPS £ F 498 $5
R TAEAR 6915 & A BT IR AEAS I HTTPS 3£ KR4, W A0 2 Tk B 47
3k A Ew W 3k,

ik, FTRARYE PR A48 HTTPS GEH F L3649 Tk A2 & 3R Ao T ik 4
% HTTPS iEF F Q3& 49 FHRAZ &R, AT AL BARNER T AL a Nk, &
i EAEPTEASAR R HTTPS R4 F @450 FRAZ &R AP id 4% HTTPS
ERHF AN TREERPHEEE Y —RAAREEGEILT: R HTEFEN
HTTPS iE 45 Fo 7 i& FA0 ] HTTPS 3E 45 % 25 —FUuR & v 69 £ 0 — 3, M #
TP B ARMsE A &Nk, Hd, Pk —Huk&h e EATITEH
el HTTPS iE$ F @35 6918 $5 4 L 4 477 A B id &% HTTPS ik F @.4549
P AR HAFIRR B, ARIE PTR A N HTTPS & $ W 6948 F5 47 2038 %4 5 Pt
A HTTPS JEP £ B aTaE 2| R 2, AR4B BTk #4450 HTTPS £ ¥ 493
B R FAIEAE G915 &4 BT EAFA HTTPS & BAREA .

STk, Tk KIR B AR W 366945400 URL 25, MPTE B 47 B 3h K R A
# ) URL 352 644400 HTTPS iEHZ AT, & eLdE: ATk 480 URL 1%
J HTTPS.

ik, PR RIR B AR sEe9 AN URL 25, MABTE B 47K 3k 3R IR
# ) URL &2 69 #7480 HTTPS iEHZ 8T, & eLig: £ TP 40 URL
KAL) HTTPS 89U T, EMELEZE, FridE B2 80 TIRFALD N
SEA SIS

ik, PR SRIR B AR W SE69 A URL 25, AFTE B A7 W sk 3R R AF
# ) URL 3452 6445400 HTTPS E$Z AT, & eL3E: #7480 URL i
R DR E—RBAE S R, HF, RS R EMH a4 HE
P i #48m URL 693828 5 £V —/~Fik 69 URL 3R% LB, % PR IR 69 P
A A M) URL #5269 W TR o 69 8 K X421 F AR 20 — A 5T E
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PSS R AT IR B A S PT IR IR G4 BT A4S ) URL x4 52 69 B SR ARAS o Sy A &
KA T BFAEE S — A5 TR K X8 A,

Fgr @, AR LGRS I EMEENEKE, @5 RRE
L, A TRIE AR R k6 AR A — TR EALA URL; PTiEfF4] URL 4 5
GIRG Ao iR IR ; APTIE B AR M sk R B M) URL AT AL 69 4548 ) 24 48 S
AAEH L HTTPS R4, AFTiA AR URL 4938 5t 5 69 R 425 L R IR AT
AN URL 8934 &+ 569635 HTTPS £, &AW HET, A FRIEMESHF
e HTTPS £ F €45 69 F8AZ &M APT 12 4% HTTPS iE$ F @45 49 HlR
1E 8, HEPEBFRRNELT H4 BN E,

ik, PR ET, AT EHEPTEAER HTTPS iE 3 F 3649
AT &R ATk A% HTTPS E$ F Q4569 FRAZ &R 23 RALEG LT,
By € BT IA B AR 35 B W Sk

ik, PR ET, AT EHEPTEAER HTTPS iE 3 F 3649
TRIEAE & AFT & 5% HTTPS E B F @ TR &R P A EE ) —A R
BL e tEsL T . JEAR T PR M) HTTPS ik F @35 091E B AL H Arinfeprid
&~k HTTPS £ F 4569385 2 L AR IR AL, ARSE PT A A48 HTTPS &
B P 49 B A A TP A AN HTTPS EB /8 5 AT B 204 2. AARYE ATk
) HTTPS &3 b 6948 B & TAEAR 4915 8.4 7 PT iR 454#m HTTPS &3
RARIEAR , W BT PR B AR P 554 E% W sk,

ik, PR ET, AT EHEPTEAER HTTPS iE 3 F 3649
HRAZ &R AP ik ik HTTPS iEH F L350 R E &R F AEE VS —RRIE
BL e tEsL T AT AT N HTTPS & A= fr ik 400 HTTPS G4 % 2 %
—HREHFGE Y —R, WALIEBAFNEHE L M5 L, ks
—FE A LFE: AT AT A FAS N HTTPS £ H ¥ 36 IE P E L H A7l fe
P ik A% HTTPS E B F QL350 iE P A L H AR T LB, AR PTIE 40
HTTPS £ ¥ 694 F5 4 ZH 4 T AT E A4 m HTTPS & F5 /£ 5 37 6 %) £ 30 AR
¥ P2 fF AR M HTTPS GE 5 F 69 4E 45 & & HIE 4] 6915 & # T PT i 45480
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HTTPS & B A48 .

ik, PrRAB¥T, ER T HE TSR URL 148 HTTPS.

ik, PR R, LT A PTEAS N URL K128 HTTPS
BEALT, ERELEEL, MRS ERLATHRTAHEEFNEAELR.

ik, PTAAER, AT A AT N URL # 2% R4
B E—IRRAE L R, HF, ATEE ZHUR & @i6: A T4 0 URL
B/ % 5 2 — Ak e URL 3R % IBL; A4 5% PR IR A9 P& #5400 URL &F
BL G W TR 6 B MK KA F B R R ) — /S 5 TR R M K K AR I A
TP IR B 64 B i A A0 M) URL &2 64 W R AR P g AN K X4 P FEE )
— A5 IR A AR K AEIE L AR,

B @, RARPERGIRLE AT ENERNELE, QHELER G
1% 2%

Frik Gt s, BT A48T HATR

PRk AL 38 28 B T BT i& G4 35 F 69 T HATAR /7, AT

FREX B AT P 3k 69 AR M 4 — TR TALAT URL; PTE A48 URL St 57 649 3%
& ARG PR B AT P SERIRAFAS I URL § RL &4 £ A ) 4 A8 A
ar i HTTPS GE4; MR H48 ) URL 49388 3t &2 69 IR 425 £ 3R IR BT i 4%
¥ URL 493%.% 3t B 6943 HTTPS iE$; ARIEPTEF4m HTTPS EF F &
3O HURAZ &R AT iR S0k HTTPS £ 4 F @45 69 TR 15 &3, #2 ATiL B 47
W 3k 2 T A £ &2 W3k,

FWdE, KK FERG R ST AT RGN, PrikdE
AT BAT R AN AT AR A, Pkt FAuds A R T AL AT ikt B
MPATH —F @R F—F @ eGIEZ T Reeg ZIH X ¥ 697 %,

F AT, AR FRGREF T IART TR, BTt AR R -
S LAE A AR S BT AR L eyt AR, BTk B AL A
QIEAR P R4, HPTRR I8 AHOT HAPATR, RPTE T FAPATE —F
8 2R — T @ AE R T AL A I T X F 697 k.
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AL A e AN B AT B 3k 3R IR A4S M) URL 3¢ &2 44 #4520 HTTPS £,

AR URL 64384 SE#, B 2t o fg SR B A48 ) URL T A1 64 4-3% HTTPS iE B ;
— A~ URL #4938 4% 5t ;L —AN4A-i% HTTPS £, MPTEFH N URL 693%.4% 3 52
B9 IR 535 L RBP4 M) URL 493R% & 52 694-3% HTTPS iE4, ARAEF4
M HTTPS EFFab-ik HTTPS £, 3t =4 ZARR A P E£37 19 69 B A7 N
SEREAF) BN 3k,

it B 35,9

AT EIEREWINARAR N ERB T GEARTE, FTEFEapbidd
Fi & A R 64 T B AE 4 B/ 48,

B 1 AR B EHA) ARG — P4 & WS o) R A RM T FE;

Bl 2 h KK B e BIRAR GG — AP 4) & W sEA N 7 ik iR T & B

B 3 24 KK R E MR EG £ B —FP 4 & Wb 77 kR T EH;

B 4 9 RK B EHA R —FP 4 & W SEe MR B eh 22 M+ B

Bl 5 24 KK PR EAP) IR — AP S M SEAR MK BT Z A,

HAR E 367 X,
ATAEARLRAG A, BRFERAAZZREMFERNE, ATELW
B B L4, *ARK A3 — Wi mpieR . M B EME, A PTRSE g BAR

T AU VAR AL, FERA TRERLN.

B 1) w B T AR U A E R 6949 £ M SEAR M 6 A A RM T A,
S B 1 BT, AL SR 645038 ) 6949 S P sEAR I 2 6 2R A 100 L35 R 525 101,
JR4-25 102, 45% 103, A M5 EE 104; RE3E 101, RE5S 102 F=
3% 103 T AE T LA EFERA KRR CH RNiEE; RES 101, RFE
102 Fo4y & M sE MK E 104 T8 1 LK EERA KEERLC 7 ik,
Hd, RS2 101 H BARPSEST H RS2, MRS5S 102 H 400 URL #93
LT R IRSG5, AL M SER MR E 104 2K T455 103 F.
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5% 103 @R S-28 101 X 3%137 19 B 4=M 3549 URL, MR4$-2 101 #1x3)%

URL /&, %) %% 103 X% URL B e M R A5, FleR R ERLEF, 48
W SEAR T E 104 3T AR 525 102 L 3RAFAFAE M HTTPS iE4; 49 & W sb4a ]
KE 104 TAIRS 2 102 L3R AF URL 69388 3+ 5L #9435 HTTPS 3£ $ . 4o
B A7 3k 5 B, W EEA 4 URL 2 https://www.baidu.com/, URL #J3% %
# www.baidu.com.
ik, %% 103 TAHFAL FRBME. HEAE; Tk, HEan

SEASIZE 104 T 23 T 455 103 F, A FAARLR T 9 64 B AR 352 F 4
B Wsh; Tk, FEMERNEE 104 TUAARIAL T4, LTk
ZATEHR,

B 2 FHMT T AR ERGIREE A & N SEART T EAR TR

ATHE | It 2 AgM, wB 2 e, KEWERGREG—FFHE
W SEA I ik, QAT F 5

FE S201: 49 & W 3k R F RICE 47 W 3k 69 H4  4— TR ZALF
URL; P/ URL 2t 5 4938 % A AR 4

BB S202: 49 & W AN R E MFT AL B AT W 35 K EEFAE N URL & 5L 69 #F
M) 2 AR I ARAE Sy X HTTPS JE43

BB S203: 49 & W sEAR MK B A FTA A URL 69485 33 2 69 IR 552 £
FRIR P i A URL 69484 #1269 4~k HTTPS £ P;

BB S204: 49 B P shAR M BARYE PT A A48 M) HTTPS JE 4 ¥+ €35 69 Tk

1% &R Fo B ik A3k HTTPS £ F Q3£ 69 TXAZ &R, 2 ATR B AFM3ER S
HE) W sk,

AT ER R, FIS201 ¥, S EIRE A A P HHG ) 6G B 47 F 5k e
EARE; Blde, AP BETE A e B AR SEA T B T4, AP
BN AR URL % http://www.icbe.com.cn/icbe/, ##0 URL #93% % A
www.icbc.com.cn, EAIRE A F B THBJATEHARE, BWAHASERE. £
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EFHEATF, HA P35 F http://www.icbe.com.cnficbe/Bf, BEN GG B 47 F 35 4

AP B R e R sk F B T 4RAT; /£ DNS #13F. REH#F. HTTPS ¥ 4
AFLEHEAFETFEAENHEILT, AF L5 F
http://www.icbc.com.cn/icbe/ Ry, H-%F 5 6438 % 473 4 &% 3 & www.icbe.com.cn,
182 P AN B AR LA & W3k, AR T LEH AR &R P HF]
% ] GG A URL 69488 A AR L Wt fey B AR NsE 2T AH B N3E, K
AR ARG 77 iR T K AR M R P4 AT ) 69 448 URL #9382 4 &
IR B AL 64 B AR R SE R T A4 B M 3k,

RE R LT, 48 WM EE LRI 5154 H 6, RIREF I
A% ) 2 4% #y & X (Transport Layer Security Protocol, & #& TLS)%4>i% 4%
BRILE SRS, RIE GRS BARIEFEM URL 693k %, H4RIKE SRS
BE A B E T B AFED URL 69388 2 5 696~ HTTPS iE$H, N A4
F&o-ik HTTPS 45 K 1% £4RFRAR 7 351, SATIRIEAAe M HTTPS £ 694
bk BRINE MRS B0 A F BRI T AR URL 934 5T 5
4146k HTTPS i£4, I 6 IRF 8 507 P44 URL, MAAF4ER URL
B3R 8 3t L8 IR 4% B R ERAEAS ) URL *F R 644-i% HTTPS GEH, #H4%
HTTPS &+ LT B & & A48 &, F¥4F480 URL A 69-4-7% HTTPS &
P L% BARBRAZF WM. HRIEA T EABIEE TN, RREERSFHE
T AAISIE B & B A 54 R P 69 HTTPS &P 2 THEM R AR KN, 25
F£ HTTPS & HHEA R LER BN 69, $5iZ HTTPS iEHAFTH R4
% HTTPS £,

KK EHBIF, AR HTTPS £+ A4k HTTPS iEH ¥ e94E—A
HTTPS E 3 35iE B 5K F iR, EBH AL, EBFI 5. EPELF 2
AXRHRE; Tk, FUREERT LS ANXEE L FeiE—A, el
IE 5 AR H AR AN A TRAZ & FURAZ &AL T 645 3 SRR E T e91EN
A N AKRT | 6983, Blhedfie $EL A A7 IEFH A I A FEAE &
M, KGR B EL A TR EBF I T A TURAE &R, BHAeiHE$H
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BRFEFFR, EB LT, GEBE LA A FEAZ &R,

W T AL IR e F A B AR sE3RERAFA M URL 2T 5145 #5420 HTTPS
IE4, A2 URL 4938 % JE# , B b f8 REAFA2 M URL *% 2 69-5-%% HTTPS
JE4; —/A URL #9384 3t 5L —ANa-i% HTTPS iEF5, MATE M) URL 49 3%
2 3¢ 6 IR 425 b SRIR P iR A4S URL 493K % 3+ 52 64-4-% HTTPS iE$, &
P FA M) HTTPS £ A28k HTTPS £, dEdm o4 B4R A 7 E A5 F 8
B A% M 3k 2 & A4y B W 3k,

ik, FTRARYE PR A48 HTTPS GEH F &L3649 Tk A2 & 3R Ao ik 4
% HTTPS £ F F QL3569 FRAZ &R, # Pk B ARRsEL T h4) & Rk,

i EAEPTESAR R HTTPS B4 F Q450 FR A5 &R AP ik &% HTTPS
IEH F @IFGTEAZ R CEGFILT, AR B AR LA B W3k,

Tikd, FIREEROLE—ANRKERZN, Bl iRE LR AIEFEL
HAFIR, A EPT AN HTTPS R4 F 456918 F 54 H 47174 AT ik Ak
HTTPS EH ¥ LIEEBE L HAFRITERGEILT, HLPE B ANk i
w R SE; Tk, FURIZEMAIE N AXERE, #lde, NFT 2, WM
BAT IR QLGB KA R E A IEBELHF AR, EB T 5 AHB, EHT
Frid /548 M HTTPS E$H F Q460938 $ AL H AriR. JEB 57 5 R PTid & ik
HTTPS £ F LIEAIEBE L FHAFIR. BB F | F LR EERAFEILT, AL
BTk B AR sE A B % M3k, flde, NFTF 4, AHRAZ LR iE WA K42 R
T AHIEB AL BAFIR. IEBHEY. EBFI . EBEL AG, LT
RAFAM HTTPS £ ¥ LIE69E HEL F AR, EBA M. EHF 75
JE A4 Fa ik Ak HTTPS iEH F @3509iE P AL H AR, iEBAH KA. ik
BFo 5. EBELAFTEGE LT, AZATE B AFNSEA B K E,

Wik, FEH TP E AN HTTPS iE$ F 6.3 69 Fk A5 &R AP ik A3k
HTTPS £+ F &0 A ST £V — AR LA HILT, ALPTEE 7
M3k A8 &Mk, flde, NFTF 2, ATRAE BRI A4 E £ AHiEH
BEFHAFIA AEPF I T A B, EHEPTEFE N HTTPS iEH F 366948 F
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BB TR A BTk HTTPS iE 4 ¥ @45 69 38 5 5 L A7 A T R B F LT,
HEPTE B ARN LA B 35, A, EAEPTIEFE R HTTPS i+ + 4%
GIEH 5 5] 5 A ik &k HTTPS & B ¥ @4549iEH /57 7) 5 FIRAELHFILT
HEPTE B ARN LA B 35, A, EAEPTIEFE R HTTPS i+ + 4%
BIE B AL B ATFIR. IEB B ] S APk Ak HTTPS iE 3 & G 4569 iE AL &
PRI ERF I T H R EERGEILT, HALPTEB R AH B M 3E, dt,
£ f0 P SEAS M E STARIE A4S M) HTTPS 44 F b HTTPS i 3549
A ERART TARE, AN HTTPS R4 2G4 KiE$, @A 2L
A€ B AR M k& T A W sk, d B, £# % HTTPS iE 4 24K IE B LT,
A B AR 3E A EE W3k, 453 T VAR X W AFAR N URL AT 69 P R ; 244
£ HTTPS iEH R RASFERFILT, #AX BARMSEA4 L MsE, ERELE
&, FRRBER P RB Yk G5 B A URL 32 69 F T, VAR %% RASALE &
B SR AR KRR ) SRAR GG 7 iR TN E B ATAFAR M URL ¢ 2 & % 2519,
B A M R R % LG & S HE R LB EFE EFGTA.

STk, PTRARSE PR A4 HTTPS 3E 5 F L3569 Tk A2 &R A ik &
% HTTPS iE$ F @356 FURAZ &R, #TATE B AR L LT AHE & W3k,
i AT PTIEAFAR R HTTPS E4 F €4669 HkAZ &R A ik &% HTTPS
ERF LIFHTRE ERF AAEE Y —RARLEGELT: R NHLAT
EAEMELT, AR BARRNSE Y IET Wk £ —, #ETEAES
M HTTPS £ ¥ QL3E69IE BB L H AR f ik &% HTTPS iEF F eL3&694E
BARFAFRIEE; &A=, ARAEFT RN HTTPS £ F 694 3 4 202 4
BT A Ak ) HTTPS B /£ 5 370 200 20 45440 =, AREPT A A4 HTTPS
SE 4R B R T AR 0915 B TP AN HTTPS 3 B AAIEAY , 4o b,
T A TR A HTTPS 3EF5 & &35 69 Ti%AZ & A A= pT i A% HTTPS £
FOEGTRREERFALEE Y AR REGHEALT, HEWEENEET
BABVA EZA5tE, AR BAENERT A ET Wb,

EEFREAGFT, 8 FRHESELN%(Content Delivery Network, & #&
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CDN)3 R B I9H 69 A4, RF) 69443815 19 B 47 W sk At A 2 69 #4480 HTTPS
IEBTREAR—E Bl R R 49458 842 R X 49 B AT R bR 5 B At
M X 6 2595 L e K GG IR 28, A4S HTTPS i @45 698 B 5K 4
R, BRI TH TR, AR ERA R T RIS ERT

fe iy T CDN X 5 &I Bre9 F 18, FBOR R 4% 47 9] B 47 P skt =T 66452 69
HTTPS 4 R —2 69500, 8% T B A4 HTTPS £ 4 F2E~% HTTPS £+
B TRIEAT B B AL 2y — IR I B by IE % W 3674 b 49 W 36 64 L

ST, PTRARSE PR 40 HTTPS GEH ¥ L3569 Tk A2 & R A ik &
% HTTPS iE 4 F @45 69 TRIE &R, AT BATRER T A EME, &
i AT PTIEAFAR R HTTPS E4 F €4669 HkAZ &R A ik &% HTTPS
IERF AFEQTRSE CATFELEE Y — AR EEGFILT: HAEITEFEN
HTTPS i 4 Fo AT i A48 M) HTTPS 3E 4 8 2 5% — TR & F 49 £ 0 — 30, 1) #4
TR B AR sE A4 & Wk, L, PTRS TR &M O AT TidF
el HTTPS iE$ F @35 6918 $5 4 L 4 477 A B id &% HTTPS ik F @.4549
JiE B KR F AR R T B, ARYE PR A4 HTTPS 6 ¥ 6938 B A 240 2 BT
F AR HTTPS £ £ S ATAT %) k2 ARIEPT A A48 HTTPS £ F F 4938
B R T AIEA 6912 G A T PT R HTTPS JE BHUEAT . dodt, K&K L4
Bl 5, A F P A A HTTPS 4E B F €.3569 BLEAZ &SR A ik A
% HTTPS ik F @45 TR E &R T AEE Y — AL LRGFLT, AoF
J& T i d T CDN R A B HT 89 G2, FE R A3%5147 19 B 47K 3589 484
3|49 HTTPS EF R —&K 69150, FEH 69354454 m HTTPS & $ i# 2 ik &
—TRR LT E Y —T) BAFRSEA L AF) B35, KL EEG] P RAE
07 kR E BTSN URL 09 26 £ 2510, RuemEgR i 2o 88
B LA F A B B R GH 0, BT, S8 & KA & T A M3k 4 URL,
FIIEFTA M3k 4y URL T A4 & M she TR .

Sk, PR IR B AR 35694480 URL 25, AFTA B A7 W 3k 3R R &
#r] URL 4 5 6945450 HTTPS JE$ 37, & @45 AL P 40 URL 4
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) 5 A8 I ARAE St HTTPS.. )%, #7429 URL 24 https://zhidao.baidu.com/,

ZAFH M URL 6944 HTTPS; +4eib, 49 &40K F T4R35% F40 URL 1
J 69 HTTPS, 4% %: K B/FAS I HTTPS £ 35, 4% 48 P W7 #4400 HTTPS 4 F 49

Ak, dtam B B ARR SE R T hE) &M sk,

STk, Tk KIR B AR W 366945400 URL 25, MPTE B 47 B 3h K R A
# ) URL &2 69 #7480 HTTPS iEHZ 8T, & eLig: £ TP 40 URL
KAL) HTTPS 89U T, EMELEZE, FridE B2 80 TIRFALD N
SEAEEE. Blde, #4m URL 4 http://abe.com/, ZAF# URL &9 H- 4
http, K4LF HTTPS; 4wib, 49 @A0NK E R E 4 4R BUF4 N HTTPS 3k
B, TTHRIEAFAN URL A4E K HTTPS, H4 FIR B AR b4 A 04 12
&, R P E TR e R LT G AR 6 B AR 3.

ik, ATIEIRI B AR SEA AR URL 25, ANFTIA B 47 B 3k 3R BUAF
] URL & A2 64 45460 HTTPS iE$ 277, & 6.45: A ATk 45480 URL i#
R ZHR AN P E—RBAEZ R, A, AR R A s £
—, AT EAFA R URL 694 % 5 £ — ATk 49 URL 3R % AL, &4 =,
A 5E I 3R IR 4G P iR A A8 URL #2269 W FURARAD F &4 Bydd K X408 F A 2
VA B TR R MK KA IR AL, A=, AT PTIRIR GG B i A A ] URL 23
FL G W FURARA P AL R ¥ A EE Y — A5k MK X478 IR,
ik, PTERICE AR R sEe9 5 m URL 25, EHEPTEF4R URL #
R IR MR R T, L BARME A EF M3E, TTIEF £
Hesm Loy 7] B AR M sk

AE R FHA T, TR G URL 32 7T pAARYE 5% TR & Bt AT380E, 7T ik b,
AR FIR 69 URL 3R % 18 4 3 B EVRATIR P A5 S A BASAAE &0 W 3E 6931 %
ik, TR URL & TVA A4 ATM sk URL 3B&, #lde, FE LEHRAT
& URL 3% % 4 www.cbc.com.cn; 4o, + B R L4478 URL X% H
www.abchina.com; 13X 49 URL 3R & 4.7 vA AL X W 3k URL 3%, 4o, #r
R4 URL 32 % % weibo.com. Tk BbE K K425 7 4RYE L IR E Kk,

12
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i, L3R5 9 69 B AR SE A RAT I 5E, TR B K R AEIEIR E h &
FEARAT. WA, AT, Rk, TR KA TTARSE EIRE RRoE, T
i, THIRMALEXMINREALRKP, . 5. B4, FHIiE5F,

ik, A URL %47 69 B TR RARAS & 2, M 2k 56 493 <7 42 URL
st o# W R OR K A F 4 <TITLE> # & . <META
name="Keywords”/”Description”/” Copyright”’>47i& ¥ 4] CONTENT /& % .
<body>#Tit. P 6948 B, T H, FF4M URL x5 49 W 1R AR F sy N K 42
18 5] MAFH ] URL A2 49 W R BARAD F ) <input>Ar it F ARG P IRIR, Fl T H
JEB| R4 & W sE AL AR E R A By, ik B R XA et N R X4 £
RIET 2 F) 4R B i A 5 F 417 50( Optical Character Recognition, & # OCR )
AR S e

4o, ##m URL #93% % A www.icbc.com.cn, W 5% 69+ E T4k

ATEYIR G IC B, W) 4% 48 AN B A5 B b R B A4 HTTPS £, WA ATIRE/544

M HTTPS £ 42 T Ak; #lde, #40 URL #9484 A www.abc.com.cn, 5
FZ A F B TR 4RATAIRE IR BT, WA VA% 4 P Brif4e ] URL 2 %% 2%
ARG P O A A R =, BPAFAR M) URL 24 5 69 B JURARAS & 49 Bt
AXERTEHZ Y AT EME A RE, SMALXREATHEE
VAR AKX R, REMEXREEEEE S —ATFURE M
K X4 R AU N K XA T B ALY — A S PR AR XA IR, de
s, TARSEAAAEM URL R & # A% Tk &, T BN EE 24T
£ & P ShA R, XA B B AT 3R T F Z AT & WSk e ik M2 S
7. ARG, AR, TR AR K, B R R v A
L E P SEET6GR P AR

AT EFRGNGE LR FRAAR, RKEW EHRGIBELT T4,

B 3w T ARK R KB IR A AT ) & W kA 7 kAR
EH, ATE 1P TOEERM, w37, ZrEamELlTIR

I S301: 49 & P shAR M B E KIXE AT P 56 69 A M 4 — R AT
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URL;

BB S302: A URL 5T AL 6938 4 R F A kB4, B2, NITHEk
S303; F&, MIATH I S312;

W IR S303: FAm URL 6938 25 5 £V —/Flak 6 URL % LA,
&, MPATH I S306; #FF, MIATH I S304;

W3R S304: AT RIR4G A URL 242 69 B T RARAD F 9 By b 2K X493
REBEE Y —ANETE R L LI A, 22, NPATH K S305; £F,
W AT H B S313;

+ 3R S305: # ZFTIRER GG 4454 URL x4 57 64 W T IRAR AL o #r A & % 4k 3]
b HEEE AR AL R4 IRE;, R, MHITF K S306;, £ F,
W AT H B S313;

I S306: AT AFAN URL 2 FALF 2048 SRS M thil HTTPS; #
A&, MPATFIS307;, &, MNAATFIK S314;

% S307: A B AR 3k RE A ] URL 5t A2 49 445460 HTTPS i,
IAAFAE M URL 493R % F 5 69 IR 425 B3R B A48 URL #93R % & 57 69 67k
HTTPS & $;

IR S308: AAEAFARM HTTPS £ ¥ €L.4569 Tk AZ &M A=4-i% HTTPS
JEP P OIEGTRAE ERATANREE,; £&, NPITHH S313; £F, N
PATF B S309;

H B S309: A AAAm HTTPS P F 366938 B X L H Arinfabix
HTTPS iEH ¥ LI IEBE L FAFRE T LE; B2, NHATHIE S310; %
%, MPATH R S312;

IR S310: ARIEAFAR T HTTPS 4 ¥ 694E F5 4 2 #4400 HTTPS
JEB AR R R TH R HL, NPT FIE S311;, FF, WAATF I S312;

W IR S311: ARIEAFAR M HTTPS £ F 699E 5 2 T4 0913 &5 A
M HTTPS EF 25 RUBOEAS;, B2, MNPATHIE S313; HF, NIATHEK
S312;
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T B S312: A B ARM3E A 49 & KW sk;
B S313: AE B ARMsEA EF W sk;
W S314: EREEAZE, FRLELZ LA THRTABRMNEFEL

M EIE R ETTAE i KA EHRG)FIRET —Fr 49 & W SRR 5 ke
7 i, ARAEFAER URL & F X F ZH0E & A0 B AR W 352 5 & 2AT4H
SR SEAN, XFFFIE AR E R DIT. MR G, AT MR, T R K
BAZ &R, RN BLYwA P ESLH EirF BT WEaT e B P ARk, b
A B8R A4 AN B AT 35 3R URL T2 694480 HTTPS £, 7%
¥l URL #9384 £, Bk aERIF4m) URL T2 694-7% HTTPS iE$H;
—/~ URL #93% 4% 5T L —AN4-i% HTTPS 3£ $, MR R] URL #9384 3 2
69 R 5523 LIRIRFT £ A4 M URL 69384 x4 51 694~k HTTPS iE 4, R
A HTTPS £ Fadik HTTPS 4EF, #tim = 4 BACR A P JEA£37 17 69 B 47
SER TG A EMsh, KRR LR T AHET The T CDN R R &K HHred
BHAe, SECRE| 4353519 B AR M skt o 4645 849 HTTPS & R —E 49 L,
T, R BEKME P EAGE G B ARMERT AN EMsE, #—F, K
K KA F R T R RE RHATAAS R URL 99 2.8 % $.544), B ke
BRIZE AL LEIE R EHARE LFGY0, LT8R RIAL & PT
A W ke URL, FEEFTA M 3E4) URL 5 A4 & M b6 TR F.

B 4 R T ARR I R —FT 49 & RSB B 694 M
ZH.

ATHEME, KL FEHRGRBLG—FH L RN EE, ATHT
LA FHRAAE, B 4R, ZHERERMNEE 400 LFFERIRET 401, &
H T 402; HP

RIBE 401, A TIRECE ARM ke A Mg — IR ZALHF URL; Frik
AR URL 3R #93R4% A kiR G ; APTE B A7 P 35 3R B4 URL %t 52
G AR M) 2 FE L AAE BT i HTTPS iE$; MPTEAF4m URL 693% % xf 5L
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69 IR 532 R IR iE 4454 URL 6935.% 5t 5 64 4~3% HTTPS iE$

TR 402, JTARYE PTEAFAR R HTTPS 4 F €.45 69 FLRAZ & Ae
Firid 4% HTTPS iE 4 F 4589 TkAZ &2, AT B ARMERZ T AL BN
3k,

i, PTARMEET 402, A F: EHZHALASR HTTPS £+ F &
FEWTEAT &R A Pk G-k HTTPS R F €45 69 TRAZ & T30 I AL 4g T L

T, FEPTE B AR R 3E A B WSk,

i, PTARMEET 402, A F: EHZHALASR HTTPS £+ F &
FEETIRAZ &R AT iE Sk HTTPS iEH ¥ LiE0FRIE &R T A AEE Y —R
T IEBG T A Z TN HTTPS 4E3H F 356918 3 25 L H 47 infe
Firif &% HTTPS £ 45 F €45 699 5 2 L H 477 I AL ARSE P id #7400 HTTPS
JiE 3 o 6 P A A A E BT AR HTTPS 35 2 L a7 ot 204 . BARIE BT
E AR HTTPS EF F 4948 5 2 TAOE4 6915 844 T P L 454 m] HTTPS £
o RABCEAR, WA T PR B ARM Sk 4 B P sk,

i, PTARMEET 402, A F: EHZHALASR HTTPS £+ F &
FETEAZ &R APTE 505 HTTPS iR F L3509 k2 &R P A2 E Y —IR
RIEFG ST A PTEAFAR HTTPS £ F= BT ik #4600 HTTPS £ i%
RFH—FEEMNFOE S —R, NATHEBAFREADE ERsE; LF, BT
R — R AT 45 AT TR HTTPS £ 3 F .45 6938 45 54 H 47
iR Ae B iR Ak HTTPS iEH F 366998 B A L H AR AR LB, ARAE Pk A4 )
HTTPS &35 o 695E 35 A 208 #4 5 P iR A48 HTTPS &35 /£ 3 A7 i %) & 20 4Rk
& PR A5 M HTTPS £ 45 F 6948 35 2 T HBUEAR 69135 & 44 52 BT i A5 48 )
HTTPS &P A IEA.

STi b, BRiA L2285 402, A T AL AT fF4m) URL 4% A HTTPS.

ik, PTEAEET 402, LA TF: AHELHAFAER URL RALA
HTTPS 49 AT, LREEEE, FREEZER THRTALBATREAE
o,
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Tk, PTiRALTEE ST 402, & T A EATEAFAN URL % 2% —

WM F E—RRAES R, £F, PrdH TR EM Q. HTATEFE
M URL #93% % 5 £V —/~Fik 69 URL 3R% IEEL; A E P R B P i A 46
URL 5t 649 B TORARAG F 6 B K KA T R E Y — A5 TR K Xt
P8 IC AL AT T IR IR G4 Pk A4 m) URL %4 52 64 B 5 R AXAL o #ir A 2K K 42 34) o
HEE Y —/EFks A £ £49 T,

I B AT A 0 KA A e RAR T —Ar 49 & W SEAR I ik 6
R E, RIBAEHRN URL 25 %25 ZH0k &4 30 B RN 5 R FE 23T
& W sEA ], XAFPEE SRR R DAT. ARG, ATk, WA R8G  HpAK
RBAZ &SR, BIRT B £ 2rn ) P AEY% iy B s Mk at ey B P AkEe, & T
KL A T A6 AN B AT P SE R ER A URL A2 6945460 HTTPS EH, 4%
#-0) URL 93R%.% 44, B oF 48K IE4m) URL &t 52 4947k HTTPS iE$;
—/~ URL #93R % &t fL —/~4-i% HTTPS £ 4, MFTiEF4 M URL 493K .% 3t 5L
69 R 5523 LIRIRFT £ A4 M URL 69384 x4 51 694~k HTTPS iE 4, R
W HTTPS £ Fe4-ik HTTPS £, 3bd = A ZALR A P E 455 ¥ 64 B 47
ST A B 3E, KK EH#HPIT A5H KT T il T CDN X 7 &35 #r49
BAE, FEORR| 4397 9] B A7 ket =T 4645269 HTTPS £+ T~ —E a9 L,
EEH, ARG P EEGF B ARNER T A EMsE. #t—F, K
K F A PR T R T E Z R AT R URL 69 2.8 2 2 544, FEaan
BRI EOLBHAE T L AFEAE ER G0, T8 L KIAELE T
A W35t URL, FIAEFTA M3kt URL 2% A4 & M3kt SRR,

A TAHRBIME, KAPEEPIRES A ENELNEE, TH TR
AT B4 & MM R iiAE. B 5 A AL ERBIREG B —Fr 4 & W sk
MK E ey~ EE . B 5 PR, 4 2R SE MR E 500 @454 % 501,
FAk s 502, Tikay, BT QEEIZED 503, TR E 501, PTE A4k
%502 HAridi@fEaEm 503 2 E)ad it B & 504 iE 4,

B8R, 504 3T VA IR B L4744 (peripheral component interconnect,
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BAR PCl) 4Ry BT kA7 E4H (extended industry standard architecture,

B4R EISA) 345, BARTUo A B4, B LE. B4 EEF. H1E
TERT, B 5 ¥ —FHART, 2HTERTRE —REAR—F LR
SR

Bk 2% 502 T A L35 5 R M A4E % (volatile memory ), 4o FALA BA
% 2% (random-access memory, f&#k RAM ); A4k 25457 VA @45 9E ) KM G4k
% (non-volatile memory ), 4w 4 A4 2% (flash memory ), #2# (hard disk
drive, 4k HDD) 2 B A48 # (solid-state drive, &4k SSD); 4% % 502 i&
VA L35 LR AT R 09 A48 B 0G4,

BAZHED 503 TAAKH KBEHEAY, RABEHEDRLHE, £F,

HERBEEIF LT UAAALRNEDT, AKRETTAZLE D, G303
e, RKEFEHEDTLLA WLAN £ 1,

(’Q\

422 3% 501 T vAR ¥ =4 R (central processing unit, & #k CPU ), W%
422 2% (network processor, &4k NP) % CPU #= NP #9424~.
32K 501 Bt —F QM R, LRSS R TR F R R
#, ¥4 (application-specific integrated circuit, & #8 ASIC), T 4A2i% 4 B4+
( programmable logic device, & #k PLD) X484, Eik PLD T 2A2 8 2T
YF2i% 48 X4 (complex programmable logic device, @ #k CPLD ), I3~ %
#2317 4 1% 7] (field-programmable gate array, & #k FPGA ), i Jf][475]3% 45
( generic array logic, 4k GAL) A fE&44
Frid 53228 501, A TiRIRATA A4 2% 502 F 694207, JATTF o) &
IR B AT W 35 69 540 M 42— R TALAF URL; B A4 ) URL A4 AL 69 3%
& A Bk IR, AT B AR R sk R IR URL X AL 69 A )2 248 SURAE
At HTTPS dE45; MPATIEFFAR R URL 693804 x5 69 IR 525 L3R BRAT 4 A
¥t URL 693%.% 2t 57 69-6~% HTTPS 35 ; RIE T2 #4400 HTTPS EF F €,
FE O TURAZ &R A B2 4% HTTPS B4 F @569 TR &, #LATE B 47
W 3k & 4 &Mk,
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Pk it % 502, B T HM—AREANTHATRS, TABGMPT AR R
501 JEATHRAF S PTALIT 69 5035

ik, PTAAIEE 501, ATF: EALAIESFAAR HTTPS £ F @45
0 TEAZ &A= BT A~k HTTPS iE 5 F @45 69 Tk AZ S LA F LT,
By BT IR B AR B 3k ok B P 3k,

ik, PTAAIEE 501, ATF: EALPIESFAAER HTTPS £ F @45
0 TEAZ & A BT A~k HTTPS £ F @45 69 Uk Z SR T A ALY —RK
VT By i L s AR PR A A HTTPS 3 F 356948 B 45 L F 45742 FF
#H A% HTTPS £ F Q456938 5 25K F AR LB, ARYEPT A48 R] HTTPS
P A 64 9E B A B A T TR ARAS I HTTPS 4B 8 5 AT et 2 A . BARIE P
AN HTTPS £ ¥ 4938 3 2 T AEA] 6913 &4 T T iR #4480 HTTPS &
Fo RAOEAR, W H T ATIR B AR R 3k IEF P Sk,

ik, PTAAIEE 501, ATF: EALPIESFAAER HTTPS £ F @45
0 TEAZ & A BT A~k HTTPS £ F @45 69 Uk Z SR T A ALY —RK
B G ILTF: BT ATk A HTTPS £ A= BTk #5400 HTTPS & 3 i 2
AT E YR, WNHTHRBAFNEAK &Mt L+, ik
F— TR A A5 AT AT AAS N HTTPS £ F 384918 5 4L #4710
Faffiik ik HTTPS iEH F LIE6IE BB L EARIR R IE B, ARIE BT & A5 40
HTTPS £ ¥ 694 F5 4 ZH 4 T AT E A4 m HTTPS & F5 /£ 5 37 6 %) £ 30 AR
¥ P2 fF AR M HTTPS GE 5 F 69 4E 45 & & HIE 4] 6915 & # T PT i 45480
HTTPS & #IE4H .

ik, PTRZER 501, &F F: AL PTiEfF4N URL 42K HTTPS.

i, TR A28 28 501, A T 4T P f42 ] URL &A% HTTPS
BEALT, ERELEEL, MRS ERLATHRTAHEEFNEAELR.

TTikH, PTAAEIE 501, R T AEATEAEAR URL # 2% — ik
EHF A E—RARAEZ R, HF, RS ZHR A s A prid e
URL #43%.% 5 £V — ATk 69 URL B4 IT At # % FT 3R89 BT i 44 URL
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R4 W TIRARAD o 6 B e 5 K AR0E B R B — AN B TR B MK R A1 I
BT, A 5P AR ERG AT R A5 AR ] URL x4 57 49 B TR ARAD F S N\ & X 4208 F A2
E oy —A S K KA IR,

JLIEfE, VA L EAB T RS — AP IE T fe e X o, EREILE
TUAL R ERE| — AW EERE, £TUAME E5HF. KL Lk
B, RIS 401 AL ET 402 TAH AR 501 £H. B 5 BT, 4
& P ShA MR E 500 T vA L35 TL 3 501, A4E 2R 502, TTiked, BT A G55
WAFHE T 503, L, H45 28 502 AR T AL 2 28 501 AT K e KAD,
TR T 449 & W sEARRE E 500 & B AR5 KA,

IN BRI BT AE i RE R KA P R & W SEAR I ik ARk
B, @ T ALY EHA FINE 7R SERIBAFLR URL % 49 #4420 HTTPS
IE4, AN URL 69384 B4, B bt f8 5RIRA 40N URL #1564~ HTTPS
JE4; —/A URL #9384 3t 5L —ANa-i% HTTPS iEF5, MATE M) URL 49 3%
5 R IR S35 B SRIR BT K A4 URL #93R 4% &t &2 696-3% HTTPS £8, &
P FA M) HTTPS £ A28k HTTPS £, dEdm o4 B4R A 7 E A5 F 8
B A7 M 3k 2 & A4y B W 3k,

F bR Eepd, TOAARRI oM SR, B, BHRE L EE
Wk FEI. BRI RMARS ZIN, T ARG AT AL
B REI. TIPSR F o lE AR EAFAS. BN EEf
PAT Fr ik it EAHAL 5 FS AR, 23R 3R HHe = A 35 1B K W 3 36 49) BT A 69 7
BRI, Pkt FAGT B A AL £ R AL RN, R
BT oA E ., TR T AR AT EIABAR T, KB A=A H
WAAENTR &) 5 — At BAFAEA R AL Hr, Blde, PP 4847 A K—A~ W 3k
shEL PR RS BRBEEF CBIH L (HleRlimEg. BT KFA
F 2 (DSL)) ALK (Hldmirsh. LK. BEF) 7 X&H —AK3k3k5.
HHEA. RSB REIE T AT, PR AR T AR AR
B BT AR A A QL —ARENT AN ERGRSEE. B8
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oo B FEIRE . PTRT AN T AR, (B, 3RFE. A,
B . BERFE (MO) %), AR (#l4e, CD. DVD. BD. HVD % ).
# ¥ SIKAE (#l4e ROM. EPROM. EEPROM. # 4% A4 % (NAND
FLASH). [ 42 # (Solid State Disk, SSD)) .

FATBRA B HARAR LA G, AP FZAGATREAFTE. 2%, Kt
HAAL = o, Fsb, KPE LG TR TSR LR TR LR
Bl RS MM Farl M d 04 FZB BN, W E, K ERA T RA L
—AREAHF A T AT AARF KA AT A AR (a4
RIRF GG %E . CD-ROM. RFAMEF) b Ebeyit AT = 58y
7 X

AW i E M) R A RBARE AT IF LB F k. RE (R, Foit Fa
BRFRAERAF/ RFIER RS A, SEMBTEHESZIAZE A/
RFIEEA F W HE—FRAL A/ RFE. AR AREB R/ RFGER T 67 F /
RAAEM L. TRAEXLIRASBIE AT HA. F R FA RAKLEAMN
REMT RHAZHIBEL IR SO ER AT A —ANE, EFE S Fu L
R T AR FIE R R G L BB PATH 1A AR T ENEAARB —ARA
RENFARF ) RFIEEA AN FAERS AN FTIEFTIBEOAEOEE.

X e F8 AT A R A 5 | 0t AU A T SR AR R AL B IR S A S S T
ATt FAT IR BB, RAFAME LT FALT i A48 25 F 693847
A OFRARENH S, IHRASEEEZNEARE —NABRE AN AL
[/ RFAEE =/ FIER S AFAEF LA he.

X Fg A T KRBT A AL AT AR AR A RS L, AR
AU BT AR IR A L PAT— 2 G BRAFH IRA 7 A BALE TG L 28, A
Bt FAR AT BAZ RS EHAT 4R T R AR B —ANAAER
S AN FRAR A ) B AEE —AFAER B AN FAE T 4R e e e T BR.

B, RABREGIARAT T AT R 3 LA AT EF S o TR T R B
AW IF QA F OB, XA, MR IE KA X G TR BT AY

21



WO 2018/099219 PCT/CN2017/107865

HRAERARFRRAGEELA, MAPHLEE QLT EA )L
A

22



WO 2018/099219 PCT/CN2017/107865

A A F R

1. —F 49 & MsEN 7k, AREAET, &4

IRIR B AR 3k 69 A MR — TR ZALA URL; T AF4E M URL 8T 5L 49 3%
2 A iER L

JNFF R B AR P kR BR A A M URL x5 64 £ 4h M 2 A48 A Hr Pl
HTTPS & $;

MFT R A5 A M) URL 4938 % 34 i 69 IR 5528 £ RIRFT i A4 URL 694 %
TR 44 4-i% HTTPS i $;

MR T3 A A0 HTTPS E P o @35 69 TRIXAZ &R A= AT 1K A3k HTTPS 4E
B QIEHTRAE ER, HEHTE B AFR LR T HE & Wk,

2. de A BR 1 BTk ey ik, AAFAEA T, PrdARYE PSS HTTPS
IEHF QI TRAT & RAPTR Ak HTTPS 28 F L3560 FHRZ &R, %
Pk B A7 M sk 2 & A4 & W sk, 645

JEA T RAFA N HTTPS EF F €L.35 69 FRAZ & A A=FTiK 4% HTTPS
IERF QTR LRSI LEGIFILT, AT B AR 354 EF k5.

3. 4R ER 1 R 2 PRy ik, HAFAEAT, ATAARIE PRSI
HTTPS £ ¥ L4509 TIAZ & RA ik &% HTTPS EF F 9.3& 49 FHRAZ &
W, HEATEBAFMEZT A EWsE, 4%

AR A A A HTTPS E - & @45 69 TR A3 &A= pr ik &% HTTPS
IERF LFGTRE LAY HEELE S — AR LB HALT:

B AT TR AR R HTTPS £ F @45 691E 5 5L H 47 1AF ik &k
HTTPS EF ¥ 6.3 695 3 25 L H AT L B ARAE P i A48 0) HTTPS 4 ¥ 64
SE A HA BT A M HTTPS E 3 /2 5 870 208 20, FLARIE AT iE /540
HTTPS 3E P F 649 F5 2 T A4 0912 674 T FF R 454 m HTTPS &+ KA E
A, WA PTIR B AR 3k A w5k,

4. deBAIER 1 R 2 Frikey ik, HAAEAET, PTEARYEPTEFA0N

23



WO 2018/099219 PCT/CN2017/107865
HTTPS &3 P 6,35 64 %42 & R e prif A7k HTTPS i F @35 69 %13 8

T, HEPTEBAFMSERT A LM sE, 045

JE A T BT HTTPS G4 F @35 69 k15 & A= prid &% HTTPS
IEHF LIFGTEE ERF AAEE Y AR LEFLT:

B 8P A AN HTTPS GE 5 Fe BT iR A48 HTTPS 245 3% 2 % —FR &
ey 20—, MALEBARMSEA &ML, £, TS —MikE
4%

JE ) EPTEFFAR R HTTPS E B F @45 6938 B 5 L H 478 F AT ik &0k
HTTPS iEH ¥ (L35 63E B 54 & F 77 R L AL

AR PR ) HTTPS 3R F 693 B A A # 2Pk 454 HTTPS 4
iR

AR P A5 AR M) HTTPS A $5 F 494 35 52 T HUEAK 6915 &40 52 BT i F A
HTTPS JE 5 #E4

5. deB AR 1 ke ik, HAFIEAT, PTERECE A7 3569 A4
URL Z &, MFTiE B A7 W 3k 3R B4R URL #5264 445420 HTTPS £ 45 Z 87,
E L5

4 %Pk 44545 m) URL 4% % HTTPS.

6. doA R BR 5Pk eg Ty ik, BAFAEA T, PR RECH 47 3569 1548 )
URL Z )5, AAFF i B A7 W 3538 B4 URL %F A7 64 45469 HTTPS & 4 2 77,
E L5

T A E TR A5# M URL A48 HTTPS 895 TF, LREFERZE, Bk

L 84T O T8 TR B AR R EA AR,

7. S A FR 1 BTk, AAAEA T, ATERECE 47 W sk e )
URL Z )5, AAFF i B A7 W 3538 B4 URL %F A7 64 45469 HTTPS & 4 2 77,
E L5

A PR A A URL 3% 2 % —FUk &P 69 fE—RRES R, £ 9, F7
e e 0 4 LI

24



WO 2018/099219 PCT/CN2017/107865
o BTiE4EH M URL 89378 5 £V —A~F% 69 URL # % I fe;

4 5B R IR 64 BT i A A URL 342 49 W TIRARAG F 49 B M 2K K408
R —A 5 R R M2 K AEIE T A

B BT IR B 64 FIT iR A AR ) URL 3R &4 B TORARAL F dir N 2K X AE18) F 12
E oy —A S K KA IR,

8. —HrH MR MEAE, HFMEAT, i

KIE T, A TFIRIRE M 350 Mm% — KR T URL; Frididth
M URL 3 L9388 A A~k 4, MATE B AR P sk R IRAF48 M URL *F 2 69 4%
Ho ] 2 A8 L AAE B Pl HTTPS JE45; AFTIEAFAR N URL 493825 3 52 69 IR
%2 b FE I A AN URL 69384 x5 694~ HTTPS E3;

AL 3R 5T, R TARIE PR A4S ] HTTPS 3R F .36 69 Fk A2 &R pr ik
&k HTTPS iR F 4509 F0RAZ &, #ATFTE B AFN3ER T H4 & Rk,
9. deR AR QTR KE, Hifea T, e, AT:

B PR R HTTPS GE$ F L3569 Tk A5 &R A= AT L 4% HTTPS
IEHF @IEG TR ERAH LB IFILT, #ZPTE B AR b4 EF M.

10, AR 8 R 9 PPk K E, AMMEAT, PR EE T, AT:

B PR R HTTPS GE$ F L3569 Tk A5 &R A= AT L 4% HTTPS
EHF QHEHTREEAYALEE Y —RARERGFILT: AT EFSE
M HTTPS GE$ F Qi&499E 3 2K H ARt fe Frid &% HTTPS iEH ¥ &i5691E
P B AFIRIC B . ARIE P A M) HTTPS £ F 494 B A 2 #4 2 B ik 44
#rh] HTTPS 45 /£ 4 AT 8 %04 2. HARIEPT & A48 HTTPS £ F 498 $5
& TARIEAR 0945 B AR P IAAFA HTTPS AR RAEA, WA FTE B AR R
3k Ew Rk,

11, oA A 2R 8 RO FTkayEE, AMEAT, FrRkEe T, AT:

FEH BT AEAR I HTTPS 35 F 0,45 69 FRAZ &R A= BTk 53 HTTPS
IEHF IEGTEE ERF AAEE Y — AR REFILT:

B 8P A AN HTTPS GE 5 Fe BT iR A48 HTTPS 245 3% 2 % —FR &

25



WO 2018/099219 PCT/CN2017/107865
P eg £ —R, WALHEBAFNEA$EMsE; L4, Prds—iksk
6,45
B AT TR AR R HTTPS £ F @45 691E 5 5L H 47 1AF ik &k
HTTPS £ 4 W L3& 6998 B 5 L H 4710 R T e ;
AR PR A5 AN HTTPS 4 7 644E B 47 2 20 74 2 PT ik 4546 HTTPS 3iE
F £ B AT 2] K3
AR P A5 AR M) HTTPS A $5 F 494 35 52 T HUEAK 6915 &40 52 BT i F A
HTTPS & #IE4H .

12, oA 2K S AHTARMEE, EFMEAET, FFIAREL T, AT
5% BT A4 URL 4% 8 HTTPS.

13, oAl 2K 12 TR EE, B4 AET, FFALREE T, AT
L8z 8 T4 PR B AR N SE A AT,

FEF TR URL A4 A HTTPS #9415 F, EdR4& %4

14, oA 2K S HTARMEE, EFMEAET, FIARELE T, LA T:
E DR A 4

=3

%P iR A ) URL i3 2 5 —

€, Ak

K4

PP e IF—RRAF S R, HP, BT
o BTiE4EH M URL 89378 5 £V —A~F% 69 URL # % I fe;

4 TP R ER G B R A A ] URL 3T AL 64 W TR AR AL I 64 8 1 2K £ 428 o 7
JEE W —/ 5 F0R B K 418 T e

F Y=/ 5k AR AR I B,

P AR IR 4 PR A A ) URL %452 6 W TR AR o #ir A\ K497 7 7 42
15, =4 B REAMEE, ARIELET, CQREALEEFHE;
PRt BT AT HATA A

PR 2038 23 ) T BT A B 88 T 69 ST HATAR 5, AT

FERH AR W 3h 694 N % — K B T AL URL; PR A4 M) URL 3T A7 64 3%,
26

& A EIRE , AT B AR K sEIRBFA W] URL X 5L 69 475460

BE
SN

# A
A HTTPS E$H; TR URL 8.8 5t 52 64 IR 522 E 3R ER P ik 45



WO 2018/099219 PCT/CN2017/107865
#rm) URL 69384 2t 5L 69-6~% HTTPS 45 ; ARIE AT 400 HTTPS 124 F &

FE W TEAT &R AL Ak HTTPS £ 4 F Q4569 kA5 &, #E Pk B 47
P 352 T AH) B W sk,

16, B AER 15 Prideg 2 B, HFmEeT, Fra®EsE, AT:

FE A TP RAFAR M HTTPS 34 F @45 69 HURAZ &A= PTid &% HTTPS
IERF QTR LRSI LEGIFILT, AT B AR 354 EF k5.

17. oA 2R 15 KR 16 Frid ey &, Lasiee T, PransER, AT

FE A TP RAFAR M HTTPS 34 F @45 69 HURAZ &A= PTid &% HTTPS
IEPF QFEGTREEAT HFEE S —RAREHRGFILT:

B AT TR AR R HTTPS £ F @45 691E 5 5L H 47 1AF ik &k
HTTPS £+ F L35 8935 B 25 4 # A7 L F  ARSE Pk A48 HTTPS 45 F 84
IE A B A TP EAAA R HTTPS 45 £ B AT 8 %) 4 20, HARYE AT A4 )
HTTPS EH F 4948 2 T4 6915 674 TP & 454 HTTPS 4EH KA E
A, AR S RTIR B AR 3k A w3k,

18. oA ZR 15 K 16 Frid ey &, asfee T, PraER, AT

FE A TP RAFAR M HTTPS 34 F @45 69 HURAZ &A= PTid &% HTTPS
IEPF QFEGTREEAT HFEE S —RAREHRGFILT:

5P k] HTTPS i 4 Fo P72 A48 ) HTTPS 4E 4 % % 5% — Uk 4
e E Yy —R, MAHTATEBARNEA &G, L, TEE—FkE
@45

B PTAAF R HTTPS G B F @46 69 4E $ & L F #77 Fe B ik &7k
HTTPS i & @45 643E $ K K & 477 R T A

AR PR A48 HTTPS B ¥ 6949E B A 2 H0 44 2 AT iR 45450 HTTPS 3k
1 B AT 2 R

HRAE P iR A5 AR HTTPS 44 F 6948 35 2 T AEAK 6945 &7 5 Pk £ 4 )
HTTPS &P A IEA.

19, B AER 15 Frideg R R, e T, AR, LA T:

27



WO 2018/099219 PCT/CN2017/107865
4 5% B iR A A URL 4% 8 HTTPS.

20. oA A ERK 19 FTRGGEE, LBEET, EARE, 24 F:

T A TP iE A5 URL RA2H HTTPS #9HATF, EREEZE
LT TART A B AR SEA AR,

21, Jwh AR 1SRG EE, LBEET, IEARE, 54 F:

A€ TR AR M) URL i R % ZFUR M P ey E—RRAEZ R, L F, FF
e e 0 4 LI

€ TR AFA M) URL 693k % 5 £ —ANFik 49 URL 3% IEBe;

4 5B R IR 64 BT i A A URL 342 49 W TIRARAG F 49 B M 2K K408
EE Y —ABIE R R X ke

B BT IR B 64 FIT iR A AR ) URL 3R &4 B TORARAL F dir N 2K X AE18) F 12
E A G Rk oK K AEE I,

22, —APARH AW AT AN, LA T, PR SN
kAN AT AR A, TR BALER o TR A ALHAT AR R
1~7 AE—R A R ik 7 ik,

23, —Hrit FAAR A S, EAARAE T, PTG HAVR T e 45 Ak
P AR A& BT s A A AR LG AV, PR AR P Qs T 48
A, BRTEAR TR AHOT HEABATR, ARFTE I EAPATRAIER 1~7 42—
AN BRI %,

28



WO 2018/099219 PCT/CN2017/107865

101 (102
=
= =||
=1
— [ —
—] —
— [ —
P 284
103

RN ok W

A1

5201
BRI by i R A AR Gt — B R E (7 4 URL T

Y

MR o R TR AR BIURL A R 2 At Ay | 5202
PR HTTPSTEF

‘

AR IURLII S 4 % K2 0 1 258 E 2B # IURL A 4 | S203
I 6 2V EHTTPS T 5 /

Y

mﬁﬁﬁMmm%m%¢@%mﬁ&%ﬁmﬂﬁ&mwa@wﬁm
b (L TS B0, F ST A I 75 A o

& 2

1/3




WO 2018/099219 PCT/CN2017/107865

Ees T i A A i $301
FREL H A5 Wk AR I 45— BV B FURL s

.. $302
TR URLAS 7 A 15 A B I e

Yg

'fﬁMummW%% e - N

~mTiAﬁuﬁmmﬁg@?_ﬂ_n~-

5304
Y S

: n~ﬁhMumﬁﬁmﬂi ; |
T;ﬁﬁﬂ¢mﬁﬁ*%%ﬂ$ ﬁf@m#Lb
“mA%ﬁuEﬁ*%%ﬂ@ﬁ,~

”F&MUmﬁﬁMﬁ

WiA)\*?%%‘éﬂlE@ﬂ -

Yfin. S314
. | 31

T RHIURUL 75 7
o SESCRAEIGIIULHTTPS ™"

NP
o2
==

[= g

Y

AN R SESR S M URLN B2 A9 R A JUHTTPSIE 1 S307
B, IR TIURL AR £ % IR 25 58 F AR R
TNURLF 344 5 B2 H & VEHTTPSIE

5308

e “FﬁMMW%ﬁ%¢@%"“ e,

T TS BRI IEHTTPSIE B P S I T e

“--.\nmmuﬁﬁﬁ gé%@myy_y

%0t~“'fﬂ:MHﬂvaﬁ%$“'““ el

Ff@%mﬁ%ﬁkﬁﬁﬁEwﬂmwmﬁ%¢@%fh~
~n4ﬁ%ﬁkﬁﬁw%ﬁﬂk-~

S i

e LI SR SR TS

S313
S311
N e ¢%MWW%ﬁ%¢m Y fg ¥
-snxQﬁ%%Eﬁ&%m1 %mﬁhﬂHﬁ%ﬁ%mfp bR R 3 Ay T 5 R 3
-- T*ﬁ&% -

k:

¥

aﬁmmﬁ%@mmf%”

& 3

2/3



WO 2018/099219

B A2 A st A 0 2

REETT 1

R f

401

el

402

400

rmﬁ'

A 4

PCT/CN2017/107865

By A A 2 500

HEEEO
503

¥

Wb S
501

N

4

<

504

/

A7-fits &
502

& 5

3/3



INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2017/107865

A. CLASSIFICATION OF SUBJECT MATTER

HO4L 29/06 (2006.01) i
According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HOAL; GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

hacker, address, URL, certificate, HTTPS, domain system

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

CNPAT, CNKI, WPI, EPODOC: #1f, i, B, Wik, gi—REEMAF, 1B, Za@ A emmil, 84 R£5, malice,

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

and description, paragraphs 0082-0084
(20.04.2016), description, paragraphs 0027-0064

entire document

PX CN 106789939 A (CHINA UNIONPAY CO., LTD.), 31 May 2017 (31.05.2017), claims 1-14,
A CN 105516169 A (BEIJING QIHOO TECHNOLOGY CO., LTD. et al.), 20 April 2016
A CN 101977235 A (BEIJING VRV SOFTWARE CO., LTD.), 16 February 2011 (16.02.2011),

A CN 101141447 A (FORTINET, INC.), 12 March 2008 (12.03.2008), entire document
A US 7698442 B1 (VOLTAGE SECURITY, INC.), 13 April 2010 (13.04.2010), entire document

1-23

1-23

1-23

1-23
1-23

[ Further documents are listed in the continuation of Box C.

X See patent family annex.

* Special categories of cited documents:

“A” document defining the general state of the art which is not

considered to be of particular relevance

“E” earlier application or patent but published on or after the
international filing date

“L”  document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

“0” document referring to an oral disclosure, use, exhibition or

other means

“P” document published prior to the international filing date
but later than the priority date claimed

“T” later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the

invention
“X” document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to involve
an inventive step when the document is taken alone
“Y” document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such
documents, such combination being obvious to a person
skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

Date of mailing of the international search report

Haidian District, Beijing 100088, China
[Facsimile No. (86-10) 62019451

29 December 2017 25 January 2018
IName and mailing address of the ISA . )
State Intellectual Property Office of the P. R. China Authorized officer
No. 6, Xitucheng Road, Jimengiao PENG, Liang

Telephone No. (86-10) 62413350

Form PCT/ISA/210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/CN2017/107865
Patent I?ocuments referred Publication Date Patent Family Publication Date
in the Report
CN 106789939 A 31 May 2017 None
CN 105516169 A 20 April 2016 None
CN 101977235 A 16 February 2011 None
CN 101141447 A 12 March 2008 None
US 7698442 B1 13 April 2010 None

Form PCT/ISA/210 (patent family annex) (July 2009)




EfrE RS [ b i
PCT/CN2017/107865

A EIl b S
HO4L 29/06(2006. 01) i

FZ IR B %R 5328 (TPC) B[R] B 42 J [ X 50 RN TPC P b 202K

B.  HMER
2R IR AR BR L SOk (PRI ) 2R RG22 5)
HO4L; GOBF

B TEAS TR 14 5% B I PR B STRIR LA AP A 2R ST

7E [ P 2 A 2 R 0 FE T AR I (B R 28R, A R A 2R (i D )
CNPAT, CNKT, WPT, EPODOC: £9f8, &R, 2%, Wik, S&—HEEMFF, iED, ZeEAEHEI B8RS,

malice, hacker, address, URL, certificate, HTTPS, domain system

C. iEPSprad
e SIS, BER, JEYIHSCRTE A S BRI B sk
PX CN 106789939 A (P EEBRMHAERAT) 20174 55 31H (2017 - 05 - 31) 1-23
FUFIE SR 1-1435, iR 5550082-00845%
A CN 105516169 A (bt RHFERFTLZERAT ) 20164 47 20H (2016 - 04 - 20) 1-23
Vi EH 5 E0027-0064 B
A CN 101977235 A (CbRIbEERERGARAT) 20114F 28 16H (2011 - 02 - 16) 1-23
&3
A CN 101141447 A (CkIEEBRRFIEFEARAT) 20084 3H 12H (2008 - 03 - 12) 1-23
&3
A US 7698442 B1 (VOLTAGE SECURITY, INC.) 20104F 47 13H (2010 - 04 - 13) 1-23
&3
[ a4 sopiecks myg ot b . TR R
*  BIFSCORR R A, wpr R B HBRMSEAH 2 5 A, 5 RS AR, (B T IR
7 S . s R 2 B B R A 7 e Sk
“n7 KRR R T IV B — BeIRAS BT , .

X FERAREHISOIE, MM BSOS BRI R R A
wpo e BRI 2 RS 2 5 AR EOTE A i S R X ™ e =
L7 BTRERHR SEA T SR MR SO, SN — B A “Y” #um%mxﬁ ISR L e 2 e S NS Py
b %%ggmm%m&%a%@%&g&mmmmi#<mﬁw %TE%E r$ﬁﬁﬁmAﬁﬁﬁﬁ%mﬁ”EX%wmﬁ

‘l/ J
“07 WIS ATE . . AL T2 A T B g RRERIMSTH
«pr AR AT E T R FEIR T T R RS S0
= P 2R SEFR sE 1 5 #A [ B A R AR 25 iR 27 H 4
20174 12H 29H 20184 17 25H

TSA/CNF I 42 Fr FITHE 25 H hik ZRE R

e A RILHNE E S AR AR (ISA/CN) i

A [ AL T M X BT #7365 100088 =
HEHES (86-10)62019451 HIESRE (86-10)62413350

& PCT/ISA/210 (Z82T) (2009%E7H)



ER RIS EETe
XFREERNESR PCT/CN2017/107865
KBt 2 R SR Wi e i s
CN 106789939 A 20174F 58 31H T
CN 105516169 A 20164F 48 20H T
CN 101977235 A 20114F 28 16H T
CN 101141447 A 20084 38 12H T
Us 7698442 B1 20107F 48 13H T

& PCT/ISA/210 (FIEEFIMH) (200947 H)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - wo-search-report
	Page 35 - wo-search-report
	Page 36 - wo-search-report
	Page 37 - wo-search-report

