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(57) Abstract: The present invention relates to a method for
assessing a message transmitted between at least two parties
via a previously unknown third party in a decentralized com-
munication network, preferably a fragmented communication
network, wherein all parties share a common trust architec-
ture, preferably a web-of-trust, wherein the message compris-
ing content of a first party intended for a second party is pub-
lished by a third party, and wherein a name of a party com-
prises at least two parts, wherein one the parts being a self-
certitying component and another part being an indication in-
dicating an on-behalf-of publication or not, and wherein the a
self-certitying component of the first party is previously
provided to the second party, and wherein the parties have re-
ceived at least one trust information according to the common
trust architecture, comprising the steps of a) Publishing under
the name of the first party with on-behalf-of indication the
name of the third party with on-behalf-of indication and pub-
lic security information of the third party, b) Publishing under
a combination of the on-behalt-name of the first and third
party the message of the first party, wherein the message is
signed by the third party, ¢) Evaluating the published inform-
ation in step a) and step b) to extract the published content of
the first party by the second party as intended receiver of the
message, d) Verifying the real-world-identity of the third
party and/or the signature of the third party over the extracted
message based on the previously received trust information
and/or based on the self-certifying name and the public secur-
ity information of the third party, e) Checking a trust informa-
tion chain according to the common trust architecture from
the second party to the third party, f) Assessing the content of
the first party based on the checked trust chain.
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METHOD AND SYSTEM FOR ASSESSING A MESSAGE IN A
DECENTRALIZED COMMUNICATION NETWORK

The present invention relates to a method for assessing a message transmitted
between at least two parties in a decentralized communication network, preferably
a fragmented communication network, wherein all parties share a common trust
architecture, preferably a web-of-trust.

The present invention further relates to a system for assessing a message
transmitted between at least two parties in a decentralized communication
network, preferably a fragmented communication network, wherein all parties
share a common trust architecture, preferably a web-of-trust, preferably for
performing with a method according to one of the claims 1-14.

The work leading to this invention has received funding from the European Union’s
Seventh Framework Programme (FP7/2007-2013) under grant agreement n°
608518.

Although applicable to communication networks in general the present invention
will be described with regard to a mobile network.

Although applicable in general to any trust architecture, the present invention will
be described with regard to a web-of-trust.

Usually a communication network is organized in a central manner with centralized
entities and one or more base stations connected to the centralized entities to
which users can connect with their mobile devices. However in a disaster, for
example when an earthquake destroys some of the connections of the network,
the network is fragmented into several network “islands” due to failed connection
links to the centralized entities. However, users can still move among several of
the network islands over time, for example a user walking towards help/rescue
with his mobile phone, trying to connect to functional base stations along the way,
and connect each time to any functional network equipment in each “visited” island
of the fragmented network. Due to the disconnected islands a user cannot use the
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centralized entities of the communication network, for example to authenticate a
received message. In non-fragmented mobile communication networks, for
example users are authenticated via the centralized entities and therefore an
authentication in a fragmented network is not possible, due to a disconnection
from servers of a security infrastructure such as a public key infrastructure or the
like.

Conventional methods which do not rely on a trusted third party like the centralized
authentication entity use, for example, so-called self-certifying names having the
property that any entity in a distributed system can verify a binding between a
corresponding public key and a self-certifying name without relying on a trusted
third party, see for example in the non-patent-literature of T. Aura:
“Cryptographically Generated Addresses (CGA)’, RFC 3972. Therefore for
example a first party is enabled to digitally sign data associated with a self-
certifying name and any receiving second party can verify the signature without
relying on the trusted third party like a central authentication authority. However,
self-certifying names lack a binding between a corresponding real-world identity:
Self-certifying names enable to verify that whoever signed data was in possession
of a private key associated with the self-certifying name but do not enable to verify
what real-world entity corresponds to the public key, i.e. who actually signed the
data, e.g. as mentioned in the non-patent literature of A. Ghodsi et al.: “Naming in
Content-Oriented Architectures”, 1st Sigcomm ICN Workshop, 2011.

To overcome this problem in the non-patent literature of J. Seedorf: “Using
Cryptographically Generated SIP-URIs to Protect the Integrity of Content in P2P-
SIP”, 31 VolP Security Workshop, 2006 was disclosed to provide such a binding
between a public key and a real-world identity a public key infrastructure or a web-
of-trust is used. However, one of the problems is that the number of trust
relationships in a web-of-trust scales exponentially with the number of web-of-trust
users.

It is therefore an objective of the present invention to provide a method and a
system for assessing a message which works in offline scenarios, i.e. with respect
to a disconnected central authentication infrastructure while being easy to
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implement and requiring only few resources for processing, providing and/or
analyzing trust relationships in a common trust architecture.

The aforementioned objectives are accomplished by a method of claim 1 and a
system of claim 15.

In claim 1 a method for assessing a message transmitted between at least two
parties via a previously unknown third party in a decentralized communication
network, preferably a fragmented communication network, is defined, wherein all
parties share a common trust architecture, preferably a web-of-trust, wherein the
message comprising content of a first party intended for a second party is
published by a third party, and wherein a name of a party comprises at least two
parts, wherein one the parts being a self-certifying component and another part
being an indication indicating an on-behalf-of publication or not, and wherein the a
self-certifying component of the first party is previously provided to the second
party, and wherein the parties have received at least one trust information
according to the common trust architecture, comprising the steps of

a) Publishing under the name of the first party with on-behalf-of
indication the name of the third party with on-behalf-of indication
and public security information of the third party,

b) Publishing under a combination of the on-behalf-name of the first
and third party the message of the first party, wherein the
message is signed by the third party,

c) Evaluating the published information in step a) and step b) to
extract the published content of the first party by the second party
as intended receiver of the message,

d) Verifying the real-world-identity of the third party and/or the
signature of the third party over the extracted message based on
the previously received trust information and/or based on the self-
certifying name and the public security information of the third
party,

e) Checking a trust information chain according to the common trust
architecture from the second party to the third party,
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f) Assessing the content of the first party based on the checked
trust chain.

In claim 15 a system for assessing a message transmitted between at least two
parties in a decentralized communication network, preferably a fragmented
communication network, is defined, wherein all parties share a common trust
architecture, preferably a web-of-trust, wherein the message comprising content of
a first party intended for a second party is published by a third party, and wherein
a name of a party comprises at least two parts, wherein one the parts being a self-
certifying component and another part being an indication indicating an on-behalf-
of publication or not, and wherein the a self-certifying component of the first party
is previously provided to the second party, and wherein the parties have received
at least one trust information according to the common trust architecture,
preferably for performing with a method according to one of the claims 1-14,
wherein

the third party is operable to publish under the name of the first party with on-
behalf-of indication the name of the third party with on-behalf-of indication and
public security information of the third party, to publish under a combination of the
on-behalf-name of the first and itself the message of the first party, wherein the
message is signed by the third party, and wherein the

second party as intended receiver of the message is operable to evaluate the
published information by the third party to extract the published content of the first
party, to verify the real-world-identity of the third party and/or the signature of the
third party over the extracted message based on the previously received trust
information and/or based on the self-certifying name and the public security
information of the third party, to check a trust information chain according to the
common trust architecture from itself to the third party, and to assess the content
of the first party based on the checked trust chain.

According to the invention it has been recognized that a cryptographically
verifiable decentralized authentication of messages in scenarios when being
“offline” from an authentication infrastructure is enabled.
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According to the invention it has been further recognized that a transitive
assessment of the trustworthiness on behalf of message is enabled.

According to the invention it has been further recognized that for assessing of a
message only few computational resources are needed, since e.g. the evaluating
and storage of a chain of trust information requires less storage than saving all
trust information itself.

According to the invention it has been even further recognized that generating and
evaluation of a ftrust information chain computation services can be easily
implemented.

According to the invention it has been even further recognized that in particular
self-certifying names and real-world identities are “tied” together or connected with
each other by the present invention

Further features, advantages and preferred embodiments are described in the
following subclaims.

According to a preferred embodiment the parts of the name of a party are
concatenated, preferably with a marker between the two parts. For example by
dividing name of the party into the two parts a so-called context related part can be
used to indicate the on-behalf-of property of the published information so that
when checking a name the content which is published under the name together
with the self-certifying part of the party from which the content originates can be
evaluated. By using a marker, e.g. a string in form of a “.”, “.” or the like enables an
easy determination of the two parts, simply by searching for the marker and then
based on the position determine both parts. The name of the party may be
provided in form of a text string or the like. The context related part may only
comprise predefined values, e.g. in form of text strings for an easy and fast
indication whether a publication of information under the name is directly published
by the party providing the content or indirectly by a further party not providing the
content and not identical with the party providing the content.
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According to a further preferred embodiment the self-certifying component is
provided in form of cryptographic information, preferably of a cryptographic hash of
public security information, preferably in form of a public key. This enables to
determine in an easy way the self-certifying component based on publicly
available information, preferably in form public security information.

According to a further preferred embodiment the public security information is
used for identification with the common trust architecture. This enables an easy
and efficient way to determine for example the real-world identity of the third party
by the second party since the public security information may be used as the key-
ID in the common trust architecture. Therefore an association between real-word-
identities and self-certifying components is enabled when preferably the
cryptographic hash of the public key is used as key-ID in a Web-of-Trust.

According to a further preferred embodiment in step d) a network-wide
cryptographic hash function is used on the public security information of the third
party to obtain the identification of the third party, preferably by querying a
functional decentralized node. This enables to extract key-ID out of the public
security information by each party without having to contact a centralized entity or
the like in a reliable way.

According to a further preferred embodiment a functional decentralized local node
is queried for the real-world identity of the first party by the third party to determine
the self-certifying component of the first party. This enables the third party to
determine the self-certifying name of the first party since the first party usually
cannot provide the self-certifying name without his mobile device to the third party.
Therefore when the third party sends a query to any functional local trust server or
node in a currently visited fragment network for the real-world identity of the first
party he will receive the identity of the first party and then the third party can derive
the self-certifying name of the first party in an easy way.

According to a further preferred embodiment for obtaining the trust information
chain one or more functional decentralized local nodes located within the
decentralized communication network are queried, wherein a functional
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decentralized local node provides trust information. Then the parties itself do not
need to store trust information for a longer time neither in a fully functioning
centralized communication network, nor in a fragmented communication network
saving computational and storage resources.

According to a further preferred embodiment trust information is provided in form
of web-of-trust file or a binding file comprising real-world identity information
associated with corresponding public security information. This enables using a
standard common architecture like a web-of-trust for providing trust information
enabling therefore an easy implementation.

According to a further preferred embodiment the trust information is generated and
updated by a functional decentralized local node in a part of the decentralized
network to which the parties can connect. This enables for example to update the
trust information enhancing the flexibility. Even further a plurality of such functional
decentralized local nodes may update each other when for example these are
located within the same network fragment of the decentralized communication
network.

According to a further preferred embodiment step e) includes evaluating the length
of the trust information chain and/or the number of independent paths between the
first party and the second party. This may be based on a predefined threshold, for
example in the following way: If the length is determined to be below a predefined
threshold then the second party does not trust the message of the third party with
content of the first party. If the length of the trust chain exceeds the threshold then
it can be assumed that the third party is trustworthy and therefore the content of
the first party sent via the third party can be trusted. To mitigate attacks on the
trust information chain the number of independent paths can be evaluated so e.g.
when the number is below a certain threshold an attacker might need to infiltrate
only a small number of paths, therefore an attack would be easy and then a party
might decide that the message is not to be trusted due to the possibility of an easy
attack.
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According to a further preferred embodiment the trust information chain is obtained
by using a double-side breadth search first algorithm on the trust information,
preferably in form of a web-of-trust file. The time complexity of such a double-side
breadth search first algorithm is O(2b%2) where b is the branching factor and d is
the depth of the corresponding graph. Such a double-side breadth search first
algorithm is computationally feasible.

According to a further preferred embodiment trust information is revoked and/or
updated upon a request of a party. This enhances further the flexibility since even
in a disaster scenario in a fragmented network users can revoke trust information,
e.g. certificates at least within their network fragment allowing a limited
functionality of a trust server within the network fragment.

According to a further preferred embodiment the trust information is compressed
prior to storing. This saves computational resources, in particular storage space,
preferably in case when end-user devices download the trust information.

According to a further preferred embodiment the trust information is provided in
form of first real-world-identities are listed sequentially, followed by a list of
corresponding key-IDs in the same order and preferably followed by a sequential
list listing for each key-ID the key-ID it has signed. This enables an efficient
storage of the trust information.

There are several ways how to design and further develop the teaching of the
present invention in an advantageous way. To this end it is to be referred to the
patent claims subordinate to patent claim 1 on the one hand and to the following
explanation of preferred embodiments of the invention by way of example,
illustrated by the figure on the other hand. In connection with the explanation of the
preferred embodiments of the invention by the aid of the figure, generally preferred
embodiments and further developments of the teaching will be explained. In the
drawings

Fig. 1 shows steps of a method according to a first embodiment of the
present invention;
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Fig. 2 shows steps of a method according to a second embodiment of the
present invention;

Fig. 3 shows a message flow of a method according to a third embodiment
of the present invention;

Fig. 4 shows the time needed to find a trust chain of a method according to

a fourth embodiment of the present invention;

Fig. 5 shows the time needed to find a trust chain of a method according to
a fifth embodiment of the present invention;

Fig. 6 shows the total amount of space needed to execute a dBFS
algorithm of a method according to a sixth embodiment of the
present invention; and

Fig. 7 shows key sizes for a web-of-trust key for different values of the
branching factor b of a dBFS algorithm of a method according to a
seventh embodiment of the present invention.

Fig. 1 shows steps of a method according to a first embodiment of the present
invention.

In Fig. 1 steps a)-f) for assessing a message transmitted between at least two
parties via a previously unknown third party in a decentralized communication
network, preferably a fragmented communication network, wherein all parties
share a common trust architecture, preferably a web-of-trust, wherein the
message comprising content of a first party intended for a second party is
published by a third party, and wherein a name of a party comprises at least two
parts, wherein one the parts being a self-certifying component and another part
being an indication indicating an on-behalf-of publication or not, and wherein the a
self-certifying component of the first party is previously provided to the second
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party, and wherein the parties have received at least one trust information
according to the common trust architecture are shown.

Stepa)is Publishing under the name of the first party with on-behalf-of
indication the name of the third party with on-behalf-of indication and public
security information of the third party.

Step b)is  Publishing under a combination of the on-behalf-name of the first and
third party the message of the first party, wherein the message is signed by the
third party.

Stepc)is  Evaluating the published information in step a) and step b) to extract
the published content of the first party by the second party as intended receiver of
the message.

Stepd)is  Verifying the real-world-identity of the third party and/or the signature
of the third party over the extracted message based on the previously received
trust information and/or based on the self-certifying name and the public security
information of the third party.

Stepe)is  Checking a trust information chain according to the common trust
architecture from the second party to the third party, and

Step f) is Assessing the content of the first party based on the checked trust
chain.

Fig. 2 shows steps of a method according to a second embodiment of the present
invention.

Fig. 2 uses the following naming scheme: names of parties are denoted in a self-
certifying naming scheme as [cp:scp], where “” is the concatenation operator, cp
is a "context” part, and scp is a “self-certifying” part. This notation is similar to the
often used [L:P] notation of names, where “P is a cryptographic hash of a

principal’'s public key and L is the label”, for example as disclosed in the non-



10

15

20

25

30

WO 2015/096906 PCT/EP2014/053041

11 -

patent literature of A. Ghodsi et al.: “Naming in Content-Oriented Architectures”, 1st
Sigcomm ICN Workshop, 2011. In Fig. 2 the cp part provides some sort of context
through pre-defined labels, and the scp part is cryptographic hash of the principal’s
public key.

The method according to Fig. 2 works as follows:

In a first step S1 the second party Y wants to retrieve information about the first
party X, so the second party Y e.g. frequently tries to resolve two names that
contain a context part, denoted with cp and a self-certifying part, denoted with scp.
cp is reserved string and scp is a cryptographic hash of a public key, e.g. scpx
denotes the hash of the public key of the first party X. The first party X and the
second party Y have a direct relationship, so it is assumed that the second party Y
has the self-certifying name under which the first party X publishes information,
Scpx, €.g. stored in her mobile phone.

The names for the first party X to receive published information from the first party
X, which are denoted with [...] and that the second party Y tries to resolve are:

a. [cpimp:scpx]: This is the default name for the first party X to publish
information himself. The term “imp” indicates that the information is
important taking into account a disaster scenario. Of course any
information can by published by the first party X under this name.
Since the first party X does not have a functioning device, e.g. the
mobile phone of the first party X was broken during the disaster, the
first party X does not or cannot publish under this name, and thus the
second party Y will not retrieve any result for a name resolution
query of the default name.

b. [Cpobotrans:SCPx]: This is a default, reserved transitive “on-behalf-of”
name for the first party X. The first party X is not able to sign
messages as the first party X does not have a working device.
However, the third party Z can publish data under the name
[Cpovotrans:SCPx]. The reserved context Cpobotrans Signals to a content
distribution architecture that this is a transitive “on-behalf-of’
publication of content, so the self-certifying property will not be
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checked as the third party Z cannot directly sign with the private key
of the first party X that would correspond to scpx. The authenticity of
the content published under [cponotrans:SCPx] can therefore also not be
checked directly; this needs to happen transitively as outlined below
in the next steps.

In a second step S2 and since the third party Z does not know scpx (and the
first party X would likely not know scpx without his device, e.g. his mobile
phone), the second party Z sends a query to any functional DW-node in his
currently visited fragmented network for RWlx, i.e. the RWI of the first party X
(which presumably the first party X can tell to the third party Z). The DW-node
will return IDx using its latest (retrieved prior to the disaster) WoT-file. From IDx,
the third party Z can derive scpx easily, as always holds IDx = scpx in the
scheme. A DW-node is an abbreviation for a Decentralized Web-of Trust node
which in case of a functioning network can download a web-of-trust file from
the centralized entities, e.g. a central keyserver.

In a third step S3 every time third party Z reaches a new network fragment, the
third party Z publishes as content for the name [Cpobotrans:SCPx] his own non-
transitive “on-behalf-of” name [cpovo:Scpz] along with his public key pkz. The
reserved context cpono Signals that this is a non-transitive “on-behalf-of” name.

In a forth step S4 the third party Z publishes under the name [Cpobo:SCPz:SCPX]
as content the message from the first party X, M, signed by the third party Z.

In a fifth step S5 the second party Y will retrieve as result for querying for the
name [Cpobotrans:SCPx] the name [Cpovo:scpz] and the public key pkz. The
reserved context cpono Signals to the second party Y that this is a non-transitive
“on-behalf-of” name for scpz.

In a sixth step S6 optionally the second party Y can now query any functional
DW-node in her currently visited fragmented network for the real-world identity
RWI belonging to the key-ID of the third party Z, idz = h(pkz), where h() is a
network-wide hash-function. The DW-node will return RWIz for idz using its



10

15

20

25

30

WO 2015/096906 PCT/EP2014/053041

-13 -

latest WoT-file, which was retrieved e.g. prior to a disaster before fragmented
networks appear. Thus, this optional query would give the second party Y as
result the real-world identity of the third party Z, RWIz.

In a seventh step S7 the second party Y now knows that some third party Z
published data on behalf of the first party X. The second party Y can resolve
the name [cpobo:SCPz:Scpx], which she preferably formed by appending the self-
certifying name of the first party X to the obtained data item [Cpovo:SCpPZ] from
the previous fifth step S5 to obtain the message M from the first party X,
published and signed by the third party Z. Using the self-certifying property, the
second party Y can verify the signature over M by the third party Z by using pkz
and h(). Further, as the hash of the public key is the key-ID in the WoT, the
second party Y can be sure that indeed the RWI of Z, RWIz, is part of the WoT.

In an eighth step S8 the second party Y can now query any functional DW-
node in her currently visited fragmented network for the certificate chain from
its own key-ID, idy, to the key-ID of the third party Z, idz, in the Web-of-Trust
WoT. Using a double-side breadth search first (dBFS) algorithm on the WoT-
file, the DW-node can determine this certificate chain. The time complexity of a
dBFS algorithm is O(2b%2) where b is the branching factor and d is the depth of
the graph. The execution of such a dBFS algorithm is computationally very
feasible on today’s hardware for common WoT files.

In a ninth step S9 depending on properties of the certificate chain, e.g. its
length, the second party Y can decide whether to trust the third party Z, and
therefore whether to regard the original message M from the first party X as
authentic.

Fig. 3 shows a message flow of a method according to a third embodiment of the
present invention.

In Fig. 3 a message flow among the participating parties is shown, where COA is a
content-oriented architecture and KS is a web-of-trust key server. The parties do
not need to know or see any self-certifying name or any key-ID. All users or parties
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respectively have to know is their real-world identity, for example an E-mail
address from which the corresponding self-certifying name being equivalent to the
web-of-trust key-identification here can be derived via the web-of-trust WoT file.
The content-oriented architecture is only used as means for publishing and
retrieving content for a name.

Prior to a disaster an out-of-band communication between the key server KS and
a so-called Dwor node respectively a DW-node is performed wherein the Dwor
node requests a web-of-trust file from the key server KS, denoted with reference
sign T1 and the key server KS transmits the web-of-trust WoT file to the Dwot
node, denoted with reference sign T2.

The Dwor node is preferably a simplified version of a distributed web-of-trust key
server network with limited functionality. These Dwor nodes preferably only
possess a compressed version of a web-of-trust certificate graph but not all the
corresponding certificates themselves as a regular web-of-trust key server would.
Such a compressed web-of-trust file can be trusted since it has produced and
obtained by a trustworthy central web-of-trust key server prior to a disaster where
the network is fully functioning. The Dwor node can therefore offer using the web-
of-trust WoT file for a) given real-world identity answer with the corresponding
web-of-trust key-ID, b) given a web-of-trust key-ID answer with a real-world
identity and c¢) given two web-of-trust key-IDs answers with a certificate chain
between these key-IDs. By using certificate graphs or more general a trust chain
between two parties a lightweight decentralized usage of the inherent trust
relationships is enabled.

When therefore, after the disaster, the first party X wants to send a message to a
second party Y, the first party X provides the message M with corresponding
content and its real-world identity RWIx to the third party Z, denoted with reference
sign T3.

For receiving a message M of the first party X the second party Y checks the
content-oriented architecture COA for information published under the names
[cpimp:scpx] and [CPobotrans:SCPx], i.€. the default name for the first party X to publish
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information and the default on-behalf-of name of the first party by sending and
interest request for each of the names separately, which is denoted with reference
sign T6. This be performed by the second party periodically to check for messages
of the first party X or only once to register such a request at the content-oriented
architecture COA, meaning that the content-oriented architecture provides the
second party Y the information of a publication of a message under one or both of
these names.

The third party Z then queries the Dwor node with the real world identity RWIx of
the first party X, denoted with reference sign T4 and receives the ID of the first
party X IDx, denoted with reference sign T5.

The third party Z then associates the received identification of the first party X as
self-certifying component for the first party X, denoted with reference sign T7:
scpx=IDx

Then the third party Z registers the content [cpobo:scpz], pk: with the name
[Cpovotrans: SCPx] With the content-oriented architecture COA as well as the content
signk-privizy (M) with the name [Cponotrans:SCPz:SCPx] also with the content-oriented
architecture COA, which is denoted with reference sign T8.

Since information has been published by the first party under one of the names
specified in step T6, the content oriented architecture then provides for the name
[CPobotrans: SCPx] the content [cpobo:scpz], pkz to the second party Y, which is
denoted with reference sign T9.

The second party Y then sends an interest request for the concatenated name
comprising received on behalf of name of the third party Z and the self-certifying
part of the first party X [cpovo: SCPz: scpx] to the content-oriented architecture COA,
denoted with reference sign T10.

The content-oriented architecture COA then sends the message m signk-privizy(M)
signed with the private key k-priv (Z) of the third party Z back to the second party
Y, denoted with reference sign T11.
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The second party Y then verifies the signature over the message M by the third
party Z, i.e. the second party Y can verify that the message M could have only
been signed by the third party Z. Further the second party Y verifies if the hash of
the public key of the third party Z h(pkz) equals the self-certifying part of the third
party Z, i.e. the second party Y verifies if a hash of the public key of a third party is
the key-ID in the corresponding web-of-trust WoT, so that the second party Y can
be sure that the real-world identity of the third party Z, RWIz, is part of the web-of-
trust: IDz=scpz, which is all denoted with the reference sign T13.

Then in a further step T14 the second party Y queries a Dwor node for a minimal
length among all certificate chains from the second party Y to the third party Z,
denoted with reference sign T14: {CC(IDy,IDz)}="?

The Dwor node then performs a double-side breadth search first algorithm
dBSFwor on the corresponding web-of-trust WoT file for the identities of the
second and third party IDv,IDz which is denoted with reference sign T14,
determines the minimal length among all the certificate chains from the second
party Y to the third party Z and reports this minimal length Lmin back to the second
party Y for evaluation, denoted with reference sign T15.

Depending on the properties of the certificate chain, here its minimal length Lmin,
the second party Y can decide whether to trust the third party Z and therefore
whether to regard the original message M from the first party X as authentic.

As a further option alternatively instead of the Dwor nodes end-user devices of the
parties itself, e.g. smartphones, tablets or the like can act as Dwor node
themselves. They can then download the current web-of-trust file from a trusted
web-of-trust key server when still being online and - when offline, for example after
a disaster has struck and networks are fragmented - use this file to search for real-
world identities and key-IDs and may compute certificate chains itself. This
enables a third party message assessment while only having delay tolerant
network-like connections among end-user devices instead of requiring functional
Dwot nodes as part of the fragment network.
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Fig. 4 shows the time needed to find a trust chain of a method according to a
fourth embodiment of the present invention and Fig. 5 shows the time needed to
find a trust chain of a method according to a fifth embodiment of the present
invention.

In Fig. 4 and 5 a time is shown needed to find a certificate graph depending on the
branching factor b and the depth of the search d of a dBFS algorithm for a
moderately powered end-user device with 0,05 GTEPS and a powerful smart
phone with 0,5 GTEPS respectively in Fig. 5. Fig. 4 and 5 show how the dBFS
algorithm scales with increasing web-of-trust file sizes and its performance on
common smart phones.

The time complexity in space-complexity of a double-sided BFS algorithm is both
O(b¥2) with a branching factor b and the depth d of the search. Here d is the
certificate path length and b is the average number of identities a member of the
web-of-trust has signed. The average time t() and space s() needed for a dBFS
algorithm can be derived as follows assuming even values of d, i.e. the depth of
the search, shown below (for uneven values of d only one BFS would need to
expand to a depth d/2, the other BFS would only need to expand to depth d/2-1):

{(dBFS) = 2 x (b2 + bd2-1 + . + b)

S(dBFS) = mreg(node) x 2 x (b2 + bd2-1 + .. + b),

where mrq (Nnode) refers to the space needed for storing a single node, i.e. as
graph vertex, in memory. The above mentioned equations for the time t() and
space s() are estimations of the average time in space needed because here a
traversal of all nodes at depth d is assumed while a given search might terminate
earlier. A node in the certificate graph can be represented by its web-of-trust key-
ID. Assuming SHA-1 as the cryptographic hash function h() the space for storing a
key-ID, i.e. mrq (node) is 20 Bytes. Today’s smart phones can achieve a
Traversed Edges Per Second (TEPS) rate in graph processing of up to 0,5
GTEPS, meaning modern end-user devices can process up to 5x108 links per
second in graph search.
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Fig. 6 shows the total amount of space needed to execute a dBFS algorithm of a
method according to a sixth embodiment of the present invention.

The results shown in Fig. 6 show that the overall web-of-trust size is not relevant:
Only search for a certificate chain up to depth d is relevant, further not meaningful
for with respect to trust among users. Values for a depth of d = 6 imply a long
chain and even with 10 MTEPS d = 4 and b = 200 the computational resources in
particular for a conventional base station as an example for a Dwor-node are
sufficient for executing the dBFS algorithm.

Fig. 7 shows key sizes for a web-of-trust key for different values of the branching
factor b of a dBFS algorithm of a method according to a seventh embodiment of
the present invention.

In Fig. 7 it is shown how the web-of-trust file size scales with the total number of
users n depending on the average number of identities a party of the web-of-trust
has signed represented by the variable b, and assuming an average real-world-
identity size of 50 Byte and a key-ID size of 20 Byte, i.e. 160 Bit as with the SHA-
1. The web-of-trust certificate chain can be stored in the following compressed
way: In this file format at first real-world identities are listed sequentially, followed
by a list of the corresponding key-IDs in the same order. Then a third sequential
list lists for each key-ID the key-ID it has signed. Hence the total size of such a file
fwot is given by

size(fwot) = N X (Mreqg(N@me))av + N X Mreq(Node) + n X b X Mreg(node) [in byte]

wherein n the total number of nodes, here the users, in the web-of-trust and (mreq
(name))av refers to the average space needed for storing a real-world identity.

The total size, size(fwot), does not impose a storage problem for conventional base
stations even for large values of b, since for example Facebook has a median of
99 friends. However, for end-user devices with limited storage capabilities,
size(fwot) may only be acceptable for storage on such devices when b is not too
large. In any case, the size of the web-of-trust WoT file, size(fwot), grows linearly



10

15

20

25

30

WO 2015/096906 PCT/EP2014/053041

-19 -

with the number of users, n. To handle transmission of large file sizes to end user
devices, the whole web-of-trust WoT file does not have to be sent each time, but
rather only the delta to the previous version. Furthermore, web-of-trust WoT files
could be compressed to decrease the needed transmission bandwidth. Finally,
hash extension techniques could be used to decrease the key-ID size, which
would result in decreasing the total web-of-trust file size.

In summary the present invention enables a transitive decentralized message
assessment preferably in social networks: A trustworthiness of messages can be
assessed in a decentralized fashion and does not rely on a centralized public key
infrastructure PKI or the like. The present invention extends the self-certifying
property for real-world identities and further for only transitively known identities in
a web-of-trust, for example a social network, proposing a dedicated naming
scheme.

The present invention further works in “offline” scenarios using the concept of
downloaded web-of-trust files so that any end-user not in the system can compute
a certificate or trust chains and verify transitive trust chains by using services
provided by decentralized access network nodes.

The present invention further enables a chaining of self-certifying names and web-
of-trust identities cryptographically together: The hash of a public key is used as a
self-certifying component in a content-oriented architecture naming schemes and
at the same time as the key-ID in the web-of-trust. This cryptographically connects
self-certifying names and the corresponding signed data items with real-world
identities in decentralized fashion.

Even further the present invention is privacy preserving with respect to users
publishing “on-behalf-of”: Since a third party is only publishing as content under a
specific on behalf of transitive name of a first party it is not obvious to infer for
outsiders for what entities the third party has performed on-behalf-of publishing. In
particular there is no name resolving to all the identities for which the third party
has performed on-behalf-of publishing.
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Even further the present invention provides that new relations among users can be
added even during a disaster, i.e. when users are offline from a key server
publishing trust files like WoT-files In this case the Dwot nodes, for example base
stations preferably offer an enhanced functionality: The Dwor nodes then offer
uploading or revoking of new certificates updating the corresponding local web-of-
trust WoT-file accordingly. The Dwor nodes can then preferably be considered as
lightweight key servers updated on the basis of a web-of-trust file enabling to add
new links to the certificate graph and update the above trust file accordingly. Even
further Dwor nodes within the same network fragment may update each other on
such recent changes to the certificate graph.

Even further by using Delay tolerant network-like mechanisms Dwor nodes in
different network fragments may update each other. When using instead of a web-
of-trust file a centralized authority different of a web-of-trust key server may
publish a verified real-world identity-to-public-key binding list. This enables an
authentication and message assessment also in “offline” scenarios. The semantic
of signature however would be different in centralized authority signs real-world
identity-to-public-key bindings. The semantic binding may therefore be that a
central entity checks a given policy and not that user consider each other
trustworthy with respect to a given behavior. However, the naming scheme, in
particular as described in the figures above could also be used with a central
authority making decisions on real-world identity-to-public-key bindings.

In summary the present invention provides a naming scheme for authentication of
transitive on-behalf-of messages, preferably in content-oriented architectures. The
present invention further provides the naming scheme tying together self-certifying
names and web-of-trust real-world identities. Even further cryptographically
verifiable decentralized authentication in “offline” scenarios being offline from an
authentication infrastructure is enabled using web-of-trust files dBFS search and
the naming scheme of the present invention.

The present invention enables decentralized message assessment in “offline” -
with respect to an authentication infrastructure - scenarios by tying together self-
certifying names and web-of-trust real-world identities. Further the present
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invention enables transitive assessment of a trustworthiness of on-behalf-of
messages and further addresses the scalability challenge for web-of-trust
certificate graphs by providing a hybrid architecture where web-of-trust files are
hosted and certificate chain computation services are offered preferably by
decentralized access network nodes, for example base stations in mobile
networks, in particular neither centralized at servers nor fully decentralized to end-
devices.

The present invention further works in offline scenarios and the naming scheme is
designed to tie self-certifying names and web-of-trust real-world identities. Even
further attacks on certificate chains can preferably be mitigated by using more
sophisticated schemes to evaluate certificate chains for deciding on
trustworthiness, for example using more or more of independent paths from key-ID
to key-1D in the web-of-trust in which case an attacker could need to infiltrate many
paths to be considered trustworthy.

Further the present invention is privacy preserving in terms of protecting overall
relationships among users in the web-of-trust. Any end-user or a base station
receiving a web-of-trust file can optionally query it to obtain all relationships among
users, i.e. who signed who’s identity. Similar searches on trust relationships
among the users are already known, for example in social networks like Xing, etc.,
enabling the present invention to be compatible with today’s social networks.

Preferably the present invention can be extended to work an even larger scale in
the following way: Users may form a general multi-operator web-of-trust, where
the key servers are maintained by an outside entity or by the operators together
and in case of a disaster mobile networks may allow roaming users to post and
retrieve urgent messages similar to allowing emergency cause in today’s
networks.

The present invention preferably uses public-private key pairs having a unique
key-ID which is the cryptographic hash of the public key. Users can upload
certificates which have been signed by other users to these servers. The semantic
of a signature is that the signer considers the real-world identity in the signature as
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trustworthy. This means that users can express how trustworthy they regard other
users to be by signing the certificates of these users in their web-of-trust. Before
the disaster users preferably promptly upload new certificates to the key server
each time when having a real-world identity/self-certifying name binding.

Preferably all access network nodes of a certain type located close to end-users
and not in the centralized part of the network, for example a base station in mobile
networks or all nodes of type “Broadband Remote Access Server” BRAS in fixed
networks, frequently for example once a day download the web-of-trust file
published by the key servers. The web-of-trust file preferably contains a list of real-
world identity to-public-key bindings where a) these bindings are assumed to be
correct as the users trust the key server and b) any real-world identity or public key
can be searched for a slow computational effort. These decentralized web-of-trust
Dwot nodes may frequently download web-of-trust files from central key servers.
Such a web-of-trust file may be compressed comprising compressed machine-
readable format of the verified certificate graph for the whole web-of-trust file. For
example such a file is for 40.000 ptp users in the range of 1,5 MB.

The present invention further uses some sort of a content-oriented architecture
being available even after a disaster where a user can publish and retrieve content
by querying for self-certifying names under a given naming scheme featuring
some sort of publish and/or subscribe functionality such that users can subscribe
to a certain name and retrieve for example either via frequent pull or via push new
content for this name. Other parties can therefore publish “new content” for a given
name providing some sort of versioning and users who subscribe to a given name
can know which is the latest version of the content of the given name. Delay
Tolerant Network DTN-like forwarding of messages across different disconnected
sub-networks is therefore possible.

Many modifications and other embodiments of the invention set forth herein will
come to mind the one skilled in the art to which the invention pertains having the
benefit of the teachings presented in the foregoing description and the associated
drawings. Therefore, it is to be understood that the invention is not to be limited to
the specific embodiments disclosed and that modifications and other embodiments
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are intended to be included within the scope of the appended claims. Although
specific terms are employed herein, they are used in a generic and descriptive
sense only and not for purposes of limitation.
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Claims
1. A method for assessing a message transmitted between at least two parties

via a previously unknown third party in a decentralized communication network,
preferably a fragmented communication network, wherein all parties share a
common trust architecture, preferably a web-of-trust, wherein the message
comprising content of a first party intended for a second party is published by a
third party, and wherein a name of a party comprises at least two parts, wherein
one the parts being a self-certifying component and another part being an
indication indicating an on-behalf-of publication or not, and wherein the a self-
certifying component of the first party is previously provided to the second party,
and wherein the parties have received at least one trust information according to
the common trust architecture, comprising the steps of

a) Publishing under the name of the first party with on-behalf-of
indication the name of the third party with on-behalf-of indication
and public security information of the third party,

b) Publishing under a combination of the on-behalf-name of the first
and third party the message of the first party, wherein the
message is signed by the third party,

c) Evaluating the published information in step a) and step b) to
extract the published content of the first party by the second party
as intended receiver of the message,

d) Verifying the real-world-identity of the third party and/or the
signature of the third party over the extracted message based on
the previously received trust information and/or based on the self-
certifying name and the public security information of the third
party,

e) Checking a trust information chain according to the common trust
architecture from the second party to the third party,

f) Assessing the content of the first party based on the checked
trust chain.
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2. The method according to claim 1, characterized in that the parts of the
name of a party are concatenated, preferably with a marker between the two parts.

3. The method according to one of the claims 1-2, characterized in that the
self-certifying component is provided in form of cryptographic information,
preferably in form of a cryptographic hash of the public security information,
preferably in form of a public key.

4, The method according to one of the claims 1-3, characterized in that the
public security information is used for identification within the common trust
architecture.

5. The method according to one of the claims 1-4, characterized in that in step
d) a network-wide cryptographic hash function is used on the public security
information of the third party to obtain the identification of the third party, preferably
by querying a functional decentralized local node by the second party.

6. The method according to one of the claims 1-5, characterized in that a
functional decentralized local node is queried for the real-world identity of the first
party by the third party to determine the self-certifying component of the first party.

7. The method according to one of the claims 1-6, characterized in that for
obtaining the trust information chain one or more functional decentralized local
nodes located within the decentralized communication network are queried,
wherein a functional decentralized local node provides trust information.

8. The method according to one of the claims 1-7, characterized in that trust
information is provided in form of a web-of-trust file or a binding file comprising
real-world-identity information associated with corresponding public security
information.

9. The method according to claim 8, characterized in that the trust information
is generated and updated by a functional decentralized local node in a part of the
decentralized network to which the parties can connect.
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10. The method according to one of the claims 1-9, characterized in that step e)
includes evaluating the length of the trust information chain and/or the number of
independent paths between the first party and the second party.

11.  The method according to one of the claims 1-10, characterized in that the
trust information chain is obtained by using a double-side breadth search first
algorithm on the trust information, preferably in form of a Web-of-Trust file.

12. The method according to one of the claims 1-11, characterized in that trust
information is revoked and/or updated upon a request of a party.

13.  The method according to one of the claims 1-12, characterized in that the
trust information is compressed prior to storing.

14. The method according to claim 13, characterized in that the trust
information is provided in form of first real-world-identities are listed sequentially,
followed by a list of corresponding key-IDs in the same order and preferably
followed by a sequential list listing for each key-ID the key-ID it has signed.

15. A system for assessing a message transmitted between at least two parties
via a previously unknown third party in a decentralized communication network,
preferably a fragmented communication network, wherein all parties share a
common trust architecture, preferably a web-of-trust, wherein the message
comprising content of a first party intended for a second party is published by a
third party, and wherein a name of a party comprises at least two parts, wherein
one the parts being a self-certifying component and another part being an
indication indicating an on-behalf-of publication or not, and wherein the a self-
certifying component of the first party is previously provided to the second party,
and wherein the parties have received at least one trust information according to
the common trust architecture, preferably for performing with a method according
to one of the claims 1-14, wherein

the third party is operable to publish under the name of the first party with on-
behalf-of indication the name of the third party with on-behalf-of indication and
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public security information of the third party, to publish under a combination of the
on-behalf-name of the first and itself the message of the first party, wherein the
message is signed by the third party, and wherein the

second party as intended receiver of the message is operable to evaluate the
published information by the third party to extract the published content of the first
party, to verify the real-world-identity of the third party and/or the signature of the
third party over the extracted message based on the previously received trust
information and/or based on the self-certifying name and the public security
information of the third party, to check a trust information chain according to the
common trust architecture from itself to the third party, and to assess the content
of the first party based on the checked trust chain.
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