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7] (80):= DNS A1 H(260)°l] 4 4:3Fe] U E 9] ol &4 8F= IoT
tluko] 2210yl i g DNS ©] &< &5 th@). & 5904 += 89| ToT
tlulo] 2210)7HS A5 o, Y E 9 Ao &= 9] 10T tlufo]| 2 E0] 91
= At} o] ¢ Eeo] A E 7FX](80)= DNS A 8] (260) 2B U E 9] =19
EA 8= th=2l ToT vlulo] 2 & theF DNS o] &8 538 5= 9
o] A E A4X|(80)= &5 DNS o] &8 o] 83} IoT vl H}bo] 22(210)9]]
A 7 Ut o] F Fgol A E A42](80)+= IoT tHlo] 2(210)%1 ¥ a1 9]
AHE FRlstA, WA e] 52h& Alof st o= Tt

[57]

[58] DNS ©] & [oT H o] 28] B Hl o] F, JoT HHlo] 29 /5 Y= g
Fhelare], U3 2d o] -2 2H= 10T vl ulo] & npth A & t}& t]ulo] 2

[59] 5 62 gluloll A AFE-31= 10T tlulo] =0l thak DNS o] &<l th &t oot} =
60l 4] DNS ©] &+ IoT Hulo] 2~ 9] Al F E/FHeag]) 2 =vgl o] F o=
T & 62 DNS o] &0] [oT tlulo] 49 el AR = dl e 51g] o
A dshi= A HE E3SE o o]t} & 694 "home"-2= =M Q1 A ~o0)a1, ]l
X E 2 oo 9 x)E AR 7F 2 Fhe| arg] ol 3] WE ) & 60 A TVE "tv.home",
Y431 = "refrigerator.home”, Al BF 7] = "washer.home", &5 W (fan)-> "fan.home",
7] 5421 3] B| = "heater.home", 33 7 E] = "computer. home”, A 3} 7] =
"phone.home", A| Z 7| 3= "scale.home" ©] & DNS ©] &-& Z++=

[60] DNS o|&& 29 s} arg] 7F v] £8E 5= 2t} o] 4 9-DNS o] &L [oT
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[65]
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[67]
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[69]
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tupo] 2ol Tk HRBE AT 5 vk AR AR ARl el AnpEES 58 DNS
A B el 33 4:5H0] DNS o 52 8 538h, =npEEE Abdlol] ol gf ofel] uhe}
DNS ¢] &g 7[& 2 & % 63} o] Bul(home)oll 1 & & o] 10T t]ulo] 27}
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ofl
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DNS o] §-& ohef ] 3 19} e 744 4 ek

[Table 1]

unique_id.device model.device category.domain name

domain_name-> IoT t]H}o| 27} Zh= | E 9] =1 5w Q18] DNS M3 A&
olu] gt} unique_id+= F A g 5w Q1 A F 2ol EA S L3 B i &
M E OHE Gl APEAE 9 gkt) device_model> [oT U Hfo] 25 A 28
A 22} = A7 Al gt BE ol 2 2tk B o] Foll = Al E e
AALEE A 22} 2] o] §-o] 3 4= 91T} device_category = IoT Tl Hlo] 2~ 9] .2
7bel el & HE T =8 DNS ol 52 7AShHE 849 &A= R19 1E
Atk Bdl o] & B WHll Fhe| ald] = AR of) ToT H Blo] 2ol A7 4 B
el ek, AL 2 E AFi= DNS ©] & A4 g ol A ToT v vl 27F A4 8fi=
7§ B.o| T} DNS A1 ¥ 3= DNSSLell 3% o] ey g ro|t}.,

o ZAth, &= 30l 4] ToT v H}o] 2~(210)+ "refrigeratorl.samsung_RH269LP.
refrigerator.home"©] & DNS o] &5 A3}l th. o] Ay gk uje} o]
"refrigerator] "= & A g Bdl o] Hulo]| 25 HEEHY] 1 gh Al A H #}o) AL,
"samsung_RH269LP"= A| ZAlo] &2 E 35l B2 o] 5 o] L, "refrigerator”

5.4 7} a1e] o] A1, "home"-= DNS S| Q1 A o] & Gl

S 10T T uo] 229 A7) 4271 B A5 5l REO R 0T vl 28
FH3k7] o2& 5= ek o] 25 DNS ol & oT Flulo] 229 917 J B2 ¢
£33 5 QITh. DNS ol ol E3H = 95 AR Ang AR AT 5
Slth. 915 4 H7k 315 DNS o] -9 o= ofeh o] & 29} gk,

unique_id.device_model.device category.location of device.domain_name

¥ 29] DNS ©] &2 %12 DNS ©| &9l location_of _device”} &7}% St
location_of device+= IoT tlH}o] 2~ 2] Y= A RE ou|dlt}, X R ToT
Cebol 27k A6 vl e] B5 3 A AA R B,

917 4 8= The 3} gro] Thaksk b 0 2 44l o] 7H5 8 (1) ToT
tlufo] 27} GPS Al 9 31Ql 917 4 422 2k oyl GPS H ;o) gL
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(@) 10T Huto] 227} 7h& 5 44, A 4p7] A4 52 Washa debd 54 71
A& 7| 0% 1o Hukol 227} o Bate] 912 A 510 that rh=2l A
HE QYT 5 Ak 2T, ol w2} 9= 1T Hrbol 2= gy o] 23
ApALol) bt Qekiz AA sel F A L 71E AH A 0] 52 A 25}l
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£ 1oT ukol 227k 9hvkz 21& o 5= Qiek. mhebA LoT Ejupo] 223z Z10]
Q= e Ao 91X AuE Fastel 4ol NS B FHE 9
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3 10T T Hho] 232 B4 75 @ Aol th49l 91X P RE 23 Qi
37 o4 Ak AR F iz A& A7)E o ko], 4alo] F¥l g ool
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[77] [Table 3]

4 |IoT DNS ©] &
tJulo] 2

A o o] A air_conditionerl.samsung_AC64.air

conditioner.bed_rooml.home

B ~ULETV smart_tv1.samsung_HG32N.smart_tv.living_room.home

of] o] A air_conditioner2.samsung_AC64.air

[78]

[79]

[80]

[81]
[82]

conditioner.bed_room?2.home

D o o] A air_conditioner3.samsung_AC64.air
conditioner.bed_room3.home

E WAkar refrigeratorl.samsung.refrigerator.home

F W= washer.home

Fi2 EAE 990 93 A5/ 9] DNs o] §& 2.9 shejare] 2 Ev]<l

A% mehah B2 BAE Qo] 9= Ao DNS o] B8 L
AR} A AR EAE 2E o) B, 2E Ahel e @ wulQ) A aE
FEFAThBZ BAE G0l Qi 22vhE TV DNS o] $& 3 484, 79

ol 2d Jle|arg], YA A (hvmg room) & Tl A A5 ¥ 35}3l
A, C 2 DE FAHE Aol 3= oo} 719] DNS o] & 2H2} a1 - 282}, 2l
ol&, X9 7Hd| e, ¥ L e A5 2=t A, CE DE

A Y= oo 7& Bl o] & O] Aottt wela] 1S A EA 7 7F

1’E§91'E>o

o
)
2

Z}-
air_conditionerl, air_conditioner2 2 air_conditioner3 = 2}z t} =t} w3k 7

oo A o] Y =3k Y %] A B X bed rooml, bed room2 & bed room3 2 & A=
thEoh & 73 & vl A 22 o o] A ALE-E] = ToT Tl ufo] 2~ b H a1
AEAE AFEEHA] AL, 9] BRRPO RS M B Ve R v

AFGAF= ToT Tl vlo] 9] e & 213 4= 91 a1, Z} [oT tluo] 25 Ao e
T8 AT & 70 AFEAEE "l o] li= APE o] 85| QIE Yl F3l Hlol
Hi X3 JoT v Hpo] 2~of) & 4= Qv = AFE-Ab= Yl o] Q= APE &3

24 2718 TAlE& Sl 1oT vupo] 2o & == 9l

5 82 ZwpEEo] difo] 91218 JoT Hule] 2o gk R E F A6k
oo t}, & 8 & 79 AFE AT AMPEES E3) Blo) WX F 10T tlulo] 22
elsh= ﬁ}uﬂ of th 3t ojl o]t} DNS ©] &0l 91| Rt L3k ~nlE TV ¢
oy 7152 g gatA m X E Aol 7} JoT t]vfo] 2:9o]] & @3}z ofo] o]
FAH AT}, o] 3= AFg-ALo] Eefo] A E AR (2wpE E)o] DNS A1 H 2 5-E] DNS
o] &g ¥ 5313, DNS o] 5 2 2 HE] 7} [oT tlulo] 29 9] %] JHE FZ37V]
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[83]

[84]
[85]

[86]
[87]

[88]

[89]

[90]

ot} 2121} DNS o] &l #A]
£ & oM sl A
A= 24 3l 9= el
I Itk AnfEEL 1 go] & 31

ARl GHE FH3taL, oo & Aojd F A= v E EHE F
O] F AFg A= Alo] W72 Eal o o)L Ao & 5= Uk A, (1)

18 AAYE 5 3L0n/Ofh), (2) T2 = AlZHE 4783 5= A5 (Timer),
) A A el (Status) S 918 S5 Q)

4

o¥e &b >j9§.=
Mo Lo > o N
O
o P

o

—~
(9]

MR EABHA) Bk IoT Elvko) 223z Bl oh ) e B, B

Fare 2 At ek FRbell A AL = Uk A A, = Fare] Hakd 7
BEFS A9 ARE JER = A X (ToT tlulo] 227k 1-2hE of 9lrta

g
7H7g gttt o] A5~ T A= 7} 10T vl Hlo] 2~ 9] DNS ©] &< & 53514, IoT
| ARE 53 5= Q) w3t &P E 2 3ol A uj 4o
W21 A F-oll A4l o] A HE Ve = AlA X (JoT tvlo] 2+)7F 215 of
ATt 7 EH, A E u e AntEES 28 2PAlo] 3tE Bo] 4 E
Al spotst 4= 91t} o] = DNS o] Eof| el 1 L
1th 5, EEE Auoa 24 R 2 93

o M
o

0.2 e 5H4) o}, Fekol A= 437} IPv6S] DNS 4 # o 1 DNS ©] -2
G5 o, ALg Al S JuE ABE 5 9

o 2 EA G} WE A AE T 3 w2 9lte] A Bl 4 S
o183 4 Uk TR A5 F AF3 A 2 A AFe] A5 AL 99l A3}
Gol Ya AR E o] 83 55 Q)

o] &&= 2 (Car )3} 7H4: ZHA] ZHd 2H(Cameral ) & =AU} & 9= ToT
] 2241 DNS o] && A ah= B4 ol theh o o]t} Carl< 10T HH}o] 220

g5k AH S Wdsta Aol Cameral- > A FET} 5418 = = AA &
WAskar 9o}t Cameral o] 289 9ah-S 3 =5 ), B8 dutx] o g 34
FHA] Zhel| b= 2ol S S Q1A slo] ApkE A E A RE, G 3 A
oo thE HHE o] 8T 75 AUS Aol

Carlo] =2 & o] &3 Cameral 7} Carl 8] &5 & =4 3F= 5 A9l Carl 9l
3l DNS o] &% &2 4= 9T} Cameral-> DNSSL &4 & Carlell A3},
Carl-Z #}:12] DNS o] &-& A4 gt

Carl©| A3 DNS ©| &2 "carl.benz GLK.car suv.road"®|t}. ¢ 7] 4] DNS
o] &2 31§ 218 A (carl), B2 o] & (benz_GLK), ¥ 2 7}l 318 (car_suv) %

LRl A 2 (road) 2. & A E o] 9ltt. Carlo] A4 §F DNS o] &0 55 A

)

o2
>
W
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%= E}Ud, Cameral-2 &8} Carle] th3 DNS ©] &8 DNS A H o] 553 4=
AT}, = A ek vhe} o] Cameral ©] NI queryE 5-8l] Car1 9] DNS ©] &=

8] 53}aL, o] % DNS A B0l Carl2] DNS o] 55 5 475 83L& Aol
[91] Feho] A E &A1= DNS M e ol #1743 2-7k2] DNS o] & o] &5t o &
Aol o Hel B 5 9oL, 5 FF] Al diE TAHA ARE

2l
A 75 9l

[92]

[93] 5102 xR A o xpeE 517y AFA] o] o gk DNS o] Foll o g o o] T}, &=
10004 MAZE o] Fobz A D WAR FHol) A E WE G 5 loT
t]Hfo) 2o s ettt & 100 M = b o] F=A] 8} ToT vl Hpo] 20| o) & DNS
©]5°| DNS A fe] o|n] 553 e ebal 7P 3ok & 108 WARRTE - ofas
g st o 9 HE HEA A WEF O 2 Segmentl, Segment2, Segment3 2
Segment4 = I A|SFAL Q)

[94] RSU= 25 %/\J(VANET)E 9l w=E ol A x| == AP AX] o] AL, Traffic
Light 2.2} 20l 0| X] ¥ = 21§ 5 0] a1, Detectori= ©| & F= Ao gt A RE
g =3517] 93k A A=) o] Th Controllers= A A W xpE o] 9 X6} 2peF @ w2
Aol g A BE VERY AL, Ao sh= ] o] o}, mix}E o] vl 2| = 2pEF 2
WE A= vEHow APg ol YIES Aol FEehaL 7HA ghet

[95] %= 109041 471 2] ZF=F(Carl, Car2, Car3 ¥ Card)S A 3Ho) & 102 ZF 2}5Fol)
et AX AHE XY,ZE TA ST RSUZE sl 2FE el 21281 ToT
tufo] 2o th g DNS o] &8 &4 5% At g RSU A 1= JoT
tufo] 2o gt} ulx} 2 of A Detector= ©]-& 3= 2Fol 3l DNS ©] &=
228 4= ) 5 100 =AE IoT tlulo] 2~ Z-Zbol] th 3l DNS o] &-& o} g9 &
49} gt

[96]
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[97]

[98]

[99]

[100]

[101]

[Table 4]

IoT t]lH}o]| 2~  |DNS ©|&

RSU1 rsul.cisco_xz43.rsu.road_segment3.road

Traffic Lightl traffic_lightl.gov_TL32.traffic light.road_segment].road

Traffic Light2  [traffic_light2.gov_TL32.traffic light.road_segment2.road

Detectorl detectorl.gov_LD51.loop_detector.road_segment].road
Detector?2 detector2.gov_LD51.loop_detector.road_segment2.road
Carl carl.jeep_wrangler.car_suv.xlylzl.road

Car2 car2.audi_a435.car_sedan.x2y2z2.road

Car3 car3.lexus_es300h.car_sedan.x3y3z3.road

Car4 card.bmw_x5.car_suv.x4y4z4.road

52109 IoT HH}o] 229] DNS ©| 5% E5F il A EAH Bdl o] &, =.d
Zhelare], 91X 4R 2 EuQl M A8 23}, RSULS o 22 A g shd
rusl J1F A HZFo| 31 cisco_xz43-2 F.dl o] E-0| 31, rsus= FE FHE| AL ] o) a1
road_segment3i= ¥ %] A K. 0] 31, road = =] Q1 A= 20T}

L2} 2 )| A Detectort= ©] & 8= AF5F-S 128, x}kel] o) 3k DNS o] & &
LA 5 Ak = 109014 2] DNS o] &l = 1A A XS A3t
upefa] 2peko] 01%3}% 745 2k 2] DNS o] o] ¥4 At} A GPS
A E Tl S = AR ARE AX RE A=vha 7R e 3,
Detector]©] Carl®ll Al DNSSL 412 2 &3}aL, Carlo] A AA(X,, Y, Z)&
3#3%tsl= DNS ol & A8t =5 AAE 57 vtk o] F Detector] 4=
RUS1©] Car 12] DNS ©| &S DNS A5 ]| dlo]E3 4= T}, Detector2 &=
Car2°l tf & DNS o] & A& 24T 5% 915 Alo|t),

Lx}ioﬂ g WX 0L X = i X WA 2R A AR E G

a1 7FA g}, uhekA RSU12] DNS ©] 52 road_segment3©]2h= 91 %] R E
3£ 8}&}al, Traffic Light1-2 road_segment1©] 2= 91 %] A B & ¥ §}3} 31, Traffic
Light2-2 road_segment22}i= 9 %] 4 2. & ¥ &3}, Detector]
road_segment1©] &}= 91 %] A K. E E g8} 3L, Detector2-> road_segment22}i= 9] 4]
AR E ¥

e Ap7F Lz 2 o] vl X] # controller B AR 9] AvlEE O 2 A W xE 9
A A B E Gl 4= T} o] A9 controller == AnFEFE 2] SMHO| = Z [oT
tlulo] 2] DNS o] Foll 23t A B E o] &8, nlat& e Z [oT v ufo] 29
S R HAE BAE 5 Ao # A= controller HEi= AVFE S 0] E-5}0]
L2} =2 9] Al % 5 (Traffic Lightl, Traffic Light2)E Al o] 3+ =5 QL& Hl o]t}
A= A E 5o A HRE A3 d7] witol 274 o2 2l o] Alofgof

2
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[102]
[103]

[104]

[105]
[106]

[107]
[108]

3h= Al &5 0] o] W A Q1 X|(Traffic Light] 91 4] B=3= Traffic Light291 A))Z 2] ¥ &
T}, S controller Fi= VL E Fof = nabR o 9] X6} AL m)oleh
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| o] Bl A Bl 588 nejse] 155 e s Aol e
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T

=
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T

e 30 4
N

$HA JoT Huto] 27 A8 o538t 4971 vtk ol 2, &= 1000 A
A ek 2pE, AR A S Al ] AR AV E A A S AV EE, AR
Woll A o] Fdt= 25 53 - 1oT vl ufe] 227} o] of) s &gt} [oT HHle] 27}
o]-& 3t ToT Hulo] 27} &ahi= w9l vl XA 7F HE2 o Ao} o] 45
IoT Tl ufo] 27} o] Falo] A &= Ew Q] vl (w9 A8 2~)& 2h= ¢ o9
S=EEhE A9, A 22 DNS o] 58 AT 5 9l

ToT t]u}o] 27} ool upe} Al 222 E=Ql W& E3sh= RA F4
749~ 10T tlulo] 2= DNS 54 ¢ o] E(RFC 2136)E o] &3] F7 9
o] 5= DNS Ao A Ak g = 9t} A ToT tulo] 2] thaf A= 4|
3} 2] DNS ©] 20] DNA A 8ol A3 oF 322, [oT tuflo] 2= 2.}
IPv62] & Y EQ o) = 7] E-(default) DNS ©] 52 2145} A] &= Ao
ulsh2 st

=]

(.
r

-

A% BE RN vAA ARE B e A5 A9 chapa gy &
AL-g-3F 4= 91t} o 7 of], REC 4620 "Security Consideration" ]l % 2] ¥ NI
T EZY Bt ol I W8S A8 ¢ Ak Az, Q) AR

S 7] Y8 YA AHE ARE FHI] B SIS o] &5
5 3lsk 4= 91t} o & &9 smartphonel living_room.home©] 2= DNS ©] &2
¢ % 3} ¥ o] smartphonel.xxx.home¥} o] 4% 3} 2 = T} xxxi=
living_room®]| th3l] &5 3¥ FAL |t}

243 DNS 0] 22 x| 9] wd o] 2 Y x] w4 7}e| 28] & £ 3859 th DNS

% W o F tile] N EReY] A9 hE AHE THD FE Q)
¢

A}

=
o A, DNS o] &2 ofef o] 3£ 59} o] 4 o] & W A] 54l J}e aL
object_identifierE ¥ g3 4 1T}, object_identifier™= = A 3.3} 71 <1
ISO/IEC®]| 24 Aol t) 3 IDE 9 &l ISO/IEC 9834-1:20125 A 45} i, A=
Za1e 918 AL 23 B2 oneM2Mo A ALE-S 2 Sz ] A& 5lAlaL
A ket A H. o] T}, object_identifiert™ M2M *= ID(M2M node indication ID),

d| = A} ID(manufacturer ID), X-2! ID(model ID), A] 2] € ID(serial number ID)E
$Heh M2M === ID= M2M =525 #E]8h= A A, 57k 24 5)9
1825 E 33} object_identifier Al 2AF A E 2}, wdl 2 H 2 L)
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[109]
[110] [Table 5]

[111]

[112]
[113]

[114]
[115]

[116]

[117]
[118]

[119]

[120]

unique id.object identifier.domain name

unique_id= & 4 ¢ S Q1 A = 2~ (domain_name)®l] A8 & U $F Bl
el M2 & 15 A EAE 2 v] 8t} domain name< IoT Tl v} o] A7) 2=
U EL1 A Ew 1] DNS A3l ~ & o n| gt} =& DNS o] & 74 8k 849

FAE 1 0E 5 9

LFol7E DNS o] & ot 2 o] &

. 67} 7o) object_identifier®} 7| IoT Tl H}o] 22 2]
HAAX HHE T Eé‘}% T A

[Table 6]

unique id.object identifier.location of device.domain name

¥ 62 DNS ] &2 %52 DNS ©| &9l location_of _device”} &7}% St
location_of devices= IoT T]u}o] 2~2] 9 %] A HE 2| u| gt} X H = [oT
tujo] 27k AFA o vl ] & 53 A S HA = g,

T 112 P ol A ARE-3F= ToT Yl Hlo] 29l o & DNS o] & 9] I t& o o],
% 112 9ol A AR5} 10T ©lHlo] 27} object_identifier 2 $1 %] A R.E
AF&Fol DNS o) -2 A4 ol 2 A Bk 5 118 hfel A o] 7k 2712
Ztﬂ— ;d/\] C)Q_ OLJ}HJ](A B,C,D, Em FE _L/\] o}oﬂq_ 7L :rLOﬂoﬂ glt IoT
tuto] o] DNS o] £& obef o] 1 73 ek,

[Table 7]
39 [loT DNS °] &

tupo)
A o o] A air_conditioner1.object_identifier2.bed_room1.home
B ~ULETV smart_tv1.object_identifier].living_room.home
C of] o] A air_conditioner2.object_identifier3.bed_room2.home
D o o] A air_conditioner3.object_identifier4.bed_room3.home
E WAkar refrigerator1.object_identifier5.kitchen.home
F A €71 washer1.object_identifier6.laundry_room.home

A, CEDE FAE Aol 3= olloJx1e] DNS o] & 247} oL 4184k,
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[121]

[122]

[123]
[124]

object_identifier, $] *] 4 B. X =] A= *~(home)E %t+=TFH A,C £ D=
FAE A 9= oo A& Eﬂ] o] 5ol U3t} upebA] 315 AE A TF 27
air_conditionerl, air_conditioner2 2 air_conditioner3 = 2}z t} =t} w3k 7

offo] 71 0] $1 4]t 9] %] A K5 bed_rooml, bed_room2 % bed_room3 2.2 A&
gzu & 73 22 v 0 2 o ol A ARE-E = ToT vl Ho| 22l 31f-
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