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(57) Abstract: The present disclosure is directed to performing mass transter of data over plural connections established between
a sender and a recipient connected to the sender via a network. Data is sent from the sender to the recipient by divided sending of
the data over the plural connections. The optimal number of connections between the sender and the recipient is autotuned by
closing an existing connection when a bottleneck to mass transfer of data exists in an storage system of the recipient, and by open-
ing a new connection when recipient is writing data faster than data is received from the network. The number of connections is
further autotuned by opening or closing connections depending on whether the sender is reading data faster or slower than data is
being sent out over the network.
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MECHANISM FOR AUTOTUNING MASS DATA TRANSFER FROM A
SENDER TO A RECEIVER OVER PARALLEL CONNECTIONS

BACKGROUND

Field
[0001] The present disclosure generally relates to data transfer from a sender to a
receiver over a network, and more specifically relates to mass data transfer from a sender

to a receiver over a network using a parallel data protocol.

Description of the Related Art

[0002] When transferring data in a sender-receiver system, a parallel data protocol can be
used for mass data transfer in the sender-receiver system where the sender and receiver
communicate over one or more networks. Examples of sender-receiver systems include

client-server systems and peer-to-peer systems. In such a sender-receiver system, it
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previously has been considered to open plural, parallel connections between the sender
and the receiver, such as plural TCP connections. The purpose of opening plural
connections is to aggregate an available bandwidth of a network. More precisely, a
single connection between the sender and the receiver might not use all of the available
bandwidth in a given network. By opening plural, parallel connections, it is possible to

achieve maximum utilization of the bandwidth in any one particular network.

SUMMARY

[0003] One problem with aggregation of bandwidth is that the amount of bandwidth
made available might be so large that it outperforms the ability of the recipient to store
data or the ability of the sender to retrieve data for transmission. In such data transfers, a
bottleneck of data transfer from the sender to the receiver might not be caused by a lack
of available network bandwidth. In particular, in a situation that there is a surplus of
available bandwidth, the bottleneck of data transfer is actually the physical I/O involved

in reading and writing data to a disk.

[0004] If the bandwidth of the I/O storage system is the bottleneck, then systems that
aggregate bandwidth through use of multiple, parallel connections will monopolize more
available network sockets than they are able to use. Such an arrangement is unfair to

other sender-receiver systems that operate over the same communication networks.

[0005] In the present disclosure, the foregoing problems are addressed by autotuning a
number of connections between a sender and a recipient connected to the sender via a
network, based on a performance of an I/O storage system. The number of connections is
autotuned by opening and/or closing connections so as to establish an optimal number of
connections between two systems. Autotuning can specifically occur by closing an
existing connection when a detection is made by the recipient that a bottleneck to mass
transfer of data exists in an I/O storage system of the recipient, and by opening a new
connection when the I/O storage system of the recipient is writing data faster than data is

received from the network. Moreover, the number of connections between the sender
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and the recipient is autotuned by opening a new connection when an I/O storage system
of the sender is reading data faster than data is being sent out over the network, and by

closing an existing connection when the I/O storage system of the sender is reading data
slower than data is being sent out over the network and more than one sender is sending

data to the recipient.

[0006] Thus, in an example embodiment described herein, plural connections are
established between the sender and the recipient via the network. The plural connections
may be, for example, plural TCP connections. Data is then sent from the sender to the
recipient by divided sending of the data over the plural connections so as to aggregate a
utilization of a bandwidth of the network. The optimal number of connections between
the sender and the recipient is autotuned by closing an existing connection when a
detection is made by the recipient that a bottleneck to mass transfer of data exists in an
I/O storage system of the recipient. In this regard, the closing of the existing connection
is a closing of a secondary connection, not a primary connection. The number of
connections is further autotuned by opening a new connection when the I/O storage
system of the recipient is writing data faster than data is received from the network. In
addition, the number of connections between the sender and the recipient is autotuned by
opening a new connection when an I/O storage system of the sender is reading data faster
than data is being sent out over the network. The number of connections is further
autotuned by closing an existing connection when the 1/0 storage system of the sender is
reading data slower than data is being sent out over the network and more than one

sender is sending data to the recipient.

[0007] By virtue of the foregoing arrangement, it is ordinarily possible to provide a self
calibration in which a sender and a receiver dynamically increase and decrease the
number of connections so as to improve performance for large data transfers by providing
an ideal throughput. In addition, fairness is maintained across a large number of sender-
receiver arrangements. For example, if the current bottleneck is a system 1/O of the

recipient, such that the current number of parallel connections has aggregated a surplus of



WO 2012/030542 PCT/US2011/048141

network bandwidth, then some of the connections can be closed, so as to release

bandwidth for use by other sender-receiver systems.

[0008] In an example embodiment also described herein, the 1/0 storage system of the
recipient includes a disk. In this example embodiment, when autotuning the number of
connections, an affirmative detection is made of a bottleneck to mass transfer of data in
the I/O storage system of the recipient when a seck operation of the disk is performed on
the I/O storage system of the recipient. More specifically, data may not arrive in order at
the recipient because plural connections are being used. If the recipient times out waiting
for a next consecutive data chunk, the I/O storage system of the recipient may do a disk
write for out of order data, which might require additional seek operations. This typically
means that data is being transferred from the sender to the recipient faster than the 1/0
storage system of the recipient is writing data to the disk. Thus, a bottleneck might exist

in the I/O storage system of the recipient.

[0009] In an additional example embodiment described herein, the 1/0 storage system of
the recipient includes a disk. In this additional example embodiment, when autotuning
the number of connections, an affirmative detection is made of a bottleneck to mass
transfer of data in the 1/O storage system of the recipient when the I/O storage system of
the recipient is writing data to the disk slower than a previous I/O write rate. The
previous I/O write rate can be based on a previously measured I/O write rate for more
than one writing operation, or can be based on a previously measured I/O write rate for a
time period of write operation, or can be based on a weighted average of previously
measured I/O write rates of writing operations. For example, if a previous I/O write rate
of the I/O storage system of the recipient is 10 Mb/s, and the I/O storage system of the
recipient is currently writing data at 5 Mb/s, then a bottleneck might exist in the /O
storage system of the recipient. The slowing I/O storage system write rate of the
recipient may occur when, for example, the 1/0 storage system is processing other non-

MDT applications.
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[0010] In another example embodiment described herein, autotuning of the number of
connections further comprises closing by the sender an existing connection between the
sender and the recipient in a case that the sender detects that a bottleneck to mass transfer
of data exists in the network. As a result, further congestion of the network can be
reduced. In this example embodiment, an affirmative detection is made of a bottleneck to
mass transfer of data in the network when a current round-trip time (RTT) is longer than
a previous RTT. The current RTT and the previous RTT can be based on RTTs for more
than one message package, or can be based on a weighted average of RTTs. If the
current RTT is substantially longer than the previous RTT, then the network may be busy
and have more traffic from other sender-recipient systems. By closing an existing
connection when the network is busy, any further congestion caused by sending more

data over the busy network may be reduced.

[0011] In an additional example embodiment described herein, autotuning of the number
of connections further comprises closing an existing connection between the sender and
the recipient in a case that the sender detects that a bottleneck to mass transfer of data
exists in the I/O storage system of the sender. An affirmative detection is made of a
bottleneck to mass transfer of data in the I/O storage system of the sender when a buffer

at the sender is substantially empty.

[0012] In yet another example embodiment described herein, in a case that the sender
detects that a buffer at the sender is substantially full, the sender sends a request to the
recipient to open a new connection, or utilizes a connection that has already been created
but is not currently being used to send data. Opening a new connection when a buffer at
the sender is substantially full has an advantageous effect of providing a smooth overall
data transfer because delays or gaps in sending data from the sender can be reduced. In
some situations, a buffer size at the sender and the recipient can be adjusted in
accordance with a detection of a bottleneck in the network, or in accordance with a
detection of a bottleneck in the /O storage system of the recipient. Specifically in this
example embodiment, the size of the buffer at the sender can be increased to possibly

prevent the buffer from overflowing with data.
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[0013] According to another example embodiment described herein, plural senders exist
that are each sending a respective one of plural mass data transfers to the recipient. In
this example embodiment, when establishing plural connections between the sender and
the recipient via the network, the recipient sets a maximum number of connections that
can be established between the sender and the recipient based on the number of requested
connections from the other senders. For example, if the recipient has a maximum of 20
connections that all of the senders can share, and other senders are currently utilizing 15
of the 20 connections, then the recipient may set a maximum of 5 connections on which
the sender may use to transfer data based on the 15 connections being used by the other
senders. Also in this example embodiment, the recipient sets a time period for which the
maximum number of connections can be established based on the number of requested
connections from the other senders. In addition, the recipient sets a starting time for
establishing each connection of the maximum number of connections that can be
established based on the number of requested connections from the other senders. For
example, if a maximum of 3 connections is set by the recipient, a first secondary
connection may be established one minute after a primary connection is established and
the first secondary connection may last for 4 minutes, and a second secondary connection
may be established two minutes after the primary connection is established and the

second secondary connection may last for 2 minutes.

[0014] In an additional example embodiment described herein, a job queue is maintained
by a schedule manager, which governs the number of current connections existing
between all of the plural senders, as compared to an incoming number of requested
connections. In addition, the schedule manager assigns a priority to each of the plural
senders. In this regard, the schedule manager assigns a larger number of connections to a
higher priority sender as compared to a lower number of connections to a lower priority

sender.

[0015] According to another example embodiment described herein, the sender sends a

request to the recipient to open one or more connections when an I/0 storage system of
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the sender is reading data faster than data is being sent out over the network. When
autotuning the number of connections, the recipient opens the requested one or more
connections if the one or more connections are determined available by the schedule

manager.

[0016] According to an additional example embodiment described herein, the sender
sends a request to the recipient to open one or more connections when a current round-
trip time (RTT) has substantially decreased from a previous RTT. The current RTT and
the previous RTT can be based on RTTs for more than one message package, or can be
based on a weighted average of RTTs. When autotuning the number of connections, the
recipient opens the requested one or more connections if one or more connections are

determined available by the schedule manager.
[0017] This brief summary has been provided so that the nature of the disclosure may be
understood quickly. A more complete understanding can be obtained by reference to the

following detailed description and to the attached drawings.

BRIEF DESCRIPTION OF DRAWINGS

[0018] Figure 1 is a representative view of multiple senders and a recipient, connected

via a network, on which an architecture of an example embodiment may be implemented.

[0019] Figure 2 is a detailed block diagram for explaining the internal architecture of a

sender of Figure 1.

[0020] Figure 3 is a detailed block diagram for explaining the internal architecture of the

recipient of Figure 1.

[0021] Figure 4A is a view of a sender and a recipient for explaining an establishment of
a primary connection between the sender and the recipient, according to an example

embodiment.
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[0022] Figure 4B is a view of a sender and a recipient for explaining an establishment of
a secondary connection between the sender and the recipient, according to an example

embodiment.

[0023] Figure 5 is a sequence diagram for providing an explanation of a recipient
notifying a sender to increase or decrease a number of connections in a session according

to an example embodiment.
[0024] Figure 6 is another view of a sender and a recipient for providing a general
explanation of sending data from the sender to the recipient according to an example

embodiment.

[0025] Figure 7 is a class diagram for a transport sender according to an example

embodiment.

[0026] Figure 8 is a class diagram for a transport receiver according to an example

embodiment.

[0027] Figure 9 is a class diagram for a server dispatcher according to an example

embodiment.

[0028] Figure 10 is a class diagram for a data source according to an example

embodiment.

[0029] Figure 11 is a class diagram for a client interaction according to an example

embodiment.

[0030] Figure 12 is a class diagram for a server interaction according to an example

embodiment.

[0031] Figures 13A and 13B are a sequence diagram at a client side in “put” scenario.
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[0032] Figures 14A and 14B are a sequence diagram at a provider side in a “put”

scenario.

[0033] Figure 15 is a sequence diagram at a client side in a “get” scenario.

[0034] Figure 16 is a sequence diagram at a provider side in a “get” scenario.

[0035] Figure 17 is a sequence diagram at a client side for cancelling a “get” operation.

[0036] Figure 18 is a sequence diagram at a provider side for cancelling a “get”

operation.

[0037] Figure 19 is a sequence diagram at a client side for cancelling a “put” operation.

[0038] Figure 20 is a sequence diagram at a provider side for cancelling a “put”

operation.

[0039] Figure 21 is a representative view of a writing operation in an 1/O storage system

of the recipient of Figure 1.

[0040] Figure 22 is a representative view of the DataWriteQueue 2101 as shown in

Figure 21.

[0041] Figure 23 is another representative view of a writing operation in an I/O storage

system of the recipient of Figure 1.

[0042] Figure 24A is a sequence diagram for detecting a bottleneck in data transfer in an

/O storage system of the sender 101 in Figure 1.
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[0043] Figure 24B is a representative view of a reading operation in an 1/O storage

system of the sender 101 in Figure 1.

[0044] Figure 25 is a class diagram for a server according to an example embodiment.

[0045] Figure 26 is a class diagram for a client according to an example embodiment.

[0046] Figure 27 is a class diagram for a data serializer according to an example

embodiment.

[0047] Figure 28 is a class diagram for a data deserializer according to an example

embodiment.

[0048] Figure 29 is a sequence diagram for establishing a session at a client.

[0049] Figure 30 is a flow chart for providing a description for establishing a start session

at the sender according to an example embodiment.

[0050] Figure 31 is a flow chart for providing a description for establishing a join session

at the sender according to an example embodiment.

[0051] Figure 32 is a sequence diagram for establishing a session at a server.

[0052] Figure 33 is a flow chart for providing a description for establishing a session at

the recipient according to an example embodiment.

[0053] Figure 34 is a sequence diagram for data exchange at a client.

[0054] Figures 35 and 36 are a flow chart for providing a description for data exchange at

the sender.

-10 -
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[0055] Figure 37 is a sequence diagram for data exchange at a server.

[0056] Figures 38 and 39 are a flow chart for providing a description for data exchange at

the recipient.

[0057] Figure 40 is a flow chart for providing a detailed explanation of another example

embodiment.

DETAILED DESCRIPTION

[0058] Figure 1 is a representative view of multiple senders and a recipient, connected
via a network, on which an architecture of an example embodiment may be implemented.
As shown in Figure 1, senders 101, 131 and 132 are connected to recipient 102 through
network 120. More specifically, sender 101 is connected to network 120 through
network interface 111, sender 131 is connected to network 120 through network interface
112, sender 132 is connected to network 120 through network interface 113, and recipient
102 is connected to network 120 through network interface 114. In Figure 1, senders
101, 131 and 132 are shown to be connected via one network; however, in other example
embodiments, senders 101, 131 and 132 and recipient 102 can be connected via more
than one network. In addition, there may be more or less than three senders and more

than one recipient connected to network 120 or connected to multiple networks.

[0059] Network 120 is an intranet, but in other example embodiments, network 120 can

be the Internet, or any other suitable type of network for transferring data.

[0060] Senders 101, 131 and 132 are devices that are capable of sending a mass transfer
of data over a network. However, senders 101, 131 and 132 are not limited to sending
data, and can also be devices capable of receiving transferred data. Senders 101, 131 and
132 can be, for example, computers, or any other device that is capable of sending a mass
transfer of data over a network. In addition, senders 101, 131 and 132 may be a client

device in a client-server system, or may be a peer device in a peer-to-peer system.

-11 -
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[0061] Recipient 102 is a device that is capable of receiving and sending a mass transfer
of data over a network. Recipient 102 can be, for example, a computer, or any other
device that is capable of receiving and sending a mass transfer of data over a network. In
addition, recipient 102 may be a server device in a client-server system, or may be a peer

device in a peer-to-peer system.

[0062] Network interfaces 111 to 114 can be wired or wireless physical interfaces. Each
of network interfaces 111 to 114 includes one or more ports so as to establish one or

more socket connections with the network 120.

[0063] Figure 2 is a detailed block diagram for explaining the internal architecture of
cach of senders 101, 131 and 132 of Figure 1. As shown in Figure 2, each of senders
101, 131 and 132 may include central processing unit (CPU) 202 which interfaces with
computer bus 200. Also interfacing with computer bus 200 are hard (or fixed) disk 220,
network interface 111, 112 or 113, random access memory (RAM) 208 for use as a main

run-time transient memory, and read only memory (ROM) 210.

[0064] RAM 208 interfaces with computer bus 200 so as to provide information stored in
RAM 208 to CPU 202 during execution of the instructions in software programs such as
an operating system, application programs, and interface drivers. More specifically, CPU
202 first loads computer-executable process steps from fixed disk 220, or another storage
device into a region of RAM 208. CPU 202 can then execute the stored process steps
from RAM 208 in order to execute the loaded computer-executable process steps. In
addition, data such as gathered network performance statistics or other information can
be stored in RAM 208, so that the data can be accessed by CPU 202 during the execution
of computer-executable software programs, to the extent that such software programs

have a need to access and/or modify the data.
[0065] As also shown in Figure 2, hard disk 220 contains operating system 228,

application programs 230 such as programs for starting up and shutting down the sender

101, 131 or 132 or other programs. Hard disk 220 further contains network driver 232

-12-
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for software interface to a network such as network 120. Hard disk 220 also contains
streaming software 234 for controlling the sending of data from the sender. Lastly, hard
disk 220 contains autotuning software 236 for controlling a number of connections
between the sender 101 and the recipient 102, which will be described in greater detail

below in connection with Figure 40.

[0066] In an example embodiment, streaming software 234 and autotuning software 236
are loaded by CPU 202 into a region of RAM 208. CPU 202 then executes the stored

streaming software 234 and autotuning software 236 from RAM 208 in order to execute
the loaded computer-executable steps. In addition, application programs 230 are loaded
by CPU 202 into a region of RAM 208. CPU 202 then executes the stored process steps
as described in detail below in connection with Figure 40, in order to execute the loaded

computer-executable steps.

[0067] Figure 3 is a detailed block diagram for explaining the internal architecture of the
recipient 102 of Figure 1. As shown in Figure 3, recipient 102 includes central
processing unit (CPU) 302 which interfaces with computer bus 300. Also interfacing
with computer bus 300 are hard (or fixed) disk 320, network interface 114, random
access memory (RAM) 308 for use as a main run-time transient memory, and read only

memory (ROM) 310.

[0068] RAM 308 interfaces with computer bus 300 so as to provide information stored in
RAM 308 to CPU 302 during execution of the instructions in software programs such as
an operating system, application programs, and interface drivers. More specifically, CPU
302 first loads computer-executable process steps from fixed disk 320, or another storage
device into a region of RAM 308. CPU 302 can then execute the stored process steps
from RAM 308 in order to execute the loaded computer-executable process steps. In
addition, data such as gathered network performance statistics or other information can
be stored in RAM 308, so that the data can be accessed by CPU 302 during the execution
of computer-executable software programs, to the extent that such software programs

have a need to access and/or modify the data.

-13 -
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[0069] As also shown in Figure 3, hard disk 320 contains operating system 328,
application programs 330 such as programs for starting up and shutting down the
recipient 102 or other programs. Hard disk 320 further contains network driver 332 for
software interface to a network such as network 120. Hard disk 320 also contains
streaming software 334 for controlling the receiving of data by the recipient 102. In
addition, hard disk 320 contains a schedule manager 338 for scheduling different
parameters with respect to connections between the sender 101 and the recipient 102,
which will be described in greater detail in connection with Figure 40. Lastly, hard disk
320 contains autotuning software 336 for controlling a number of connections between
the sender 101 and the recipient 102, which will also be described in greater detail below

in connection with Figure 40.

[0070] The schedule manager 338 can perform many roles. For example, the schedule
manager 338 can perform the role of keeping track of priorities assigned to various data
transfer jobs/sessions. In addition, the schedule manager 338 can perform the role of
governing a number of connections that a data transfer session can open. In particular,
the schedule manager 338 maintains a job queue to keep track of a current number of
connections between a sender and a recipient for a given data transfer. Furthermore, the
schedule manager 338 can perform the role of defining a start time at which a given
number of connections can be opened between a sender and a recipient. Lastly, the
schedule manager 338 can perform the role of defining a time period or duration for
which a given number of connections could be started and kept open, and terminating
connections after the time period has elapsed. These roles will be described in greater

detail below in connection with Figure 40.

[0071] When performing the foregoing described roles, the schedule manager 338 uses
certain criterion, for example, user defined priorities and system load defined priorities,
to make certain decisions within each role. One example for a user defined priority is

giving preference to a high paying customer’s data transfer over a low paying customer.

Some examples of system load defined priorities include keeping the system loaded

-14 -
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enough so as not to break all of the data transfers, efficient utilization of bandwidth and
system resources so that there is not under utilization, a fair load balancing scheme (if the
user wants to use this scheme for data transfer), and preferring long running data transfers
over short term data transfers or giving more connections to short running data transfers
so that they perform their transfer first and exit without having to wait for long running

data transfers to finish.

[0072] In order to facilitate the schedule manager 338 in performing the foregoing
described roles, the following information is made available to the schedule manager
338: an available bandwidth between a given sender and a recipient, a data size for a
given data transfer job, priorities assigned to different senders, and recommendations
from the autotuning software 336 regarding a number of permissible connections based
on the performance of a current CPU load, a current memory load, a current load on a
disk or any disk related bottlenecks to transfer of data, and a current load on a network or

any network related bottlenecks to transfer of data.

[0073] In an example embodiment, streaming software 334, autotuning software 336, and
schedule manager 338 are loaded by CPU 302 into a region of RAM 308. CPU 302 then
executes the stored process steps of the streaming software 334, autotuning software 336,
and schedule manager 338 from RAM 308 in order to execute the loaded computer-
executable steps. In addition, the process steps of the application programs 330 are
loaded by CPU 302 into a region of RAM 308. CPU 302 then executes the stored
process steps as described in detail below in connection with Figure 40, in order to

execute the loaded computer-executable steps.

[0074] Figure 4A is a view of a sender and a recipient for explaining an establishment of
a primary connection between a sender and a recipient, according to an example
embodiment. Generally, a parallel data protocol (PDP) is provided that utilizes multiple
Transmission Control Protocol (TCP) connections via multiple sockets to send and
receive data between the sender 101 and the recipient 102. However, other multiple

connection systems (i.c., any logical connection endpoint over any connection-oriented
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protocol) for multi-stream data transport may be utilized, so long as the recipient collects
data into a memory buffer before the data is written into a storage system, which will be

described in greater detail below in connection with Figure 6. In Figure 4A, only sender
101 is shown; however, in other example embodiments, more than one sender may be

forming connections with recipient 102 such as senders 131 and 132.

[0075] In Figure 4A, the example PDP implemented is a proprietary, light-weight binary
request/response based protocol which allows for sending and receiving of data via
multiple streams (e.g., TCP connections). Before actual data transfer can occur, the
sender 101 first sends a request message to the recipient 102 (401). The request message
includes a requested URI (path) that is registered with the receiver 102. When the
recipient 102 receives a valid request message, the recipient 102 replies with a response
message that includes a unique session id assigned by the recipient 102 which can be
used by the sender 101 for opening up data transfer connections (402). The foregoing
described steps 401 and 402 start a first socket at the recipient 102 to establish a session

for transferring data.

[0076] In the response message sent by the recipient 102, the recipient 102 includes a
number of connections which the sender 101 is allowed to join in the established session.
If the sender 101 attempts to join more than the provided number of connections, the
recipient 102 can reject the additional join requests. In addition, the response message
can include a length of life time for the established session. After expiration of the

included life time, the sender 101 stops and terminates the session.

[0077] If the recipient 102 is busy, the recipient 102 returns to the sender 101 a time
period to wait before attempting to create the session again. The sender 101 then sends
the subsequent create session request based on the time given by the recipient 102. If the
sender 101 sends the subsequent create session request before the specified time period

has expired, the recipient 102 will reject the request for creating the session.

- 16 -



WO 2012/030542 PCT/US2011/048141

[0078] Once the session is created, data can then be sent from the sender 101 to the
recipient 102 (403), and data can be sent from the recipient 102 to the sender 101 (404).
The data sent between the sender 101 and the recipient 102 includes a data-header id and

a number of data parts to be sent.

[0079] Figure 4B is a view of a sender and a recipient for explaining an establishment of
a secondary connection between the sender and the recipient, according to an example
embodiment. In Figure 4B, during a given established session, as described above in
Figure 4A, a sender 101 can join the existing data-transfer session by sending a join
request to open a new connection with the recipient 102 and by providing a valid session
id (405). If the sender 101 provides a valid session id, then the recipient 102 returns a
response message that includes a join session id (406). In addition, the response message
can include a status change that includes the current session’s time-alive and an updated

list of join sessions.

[0080] Once the join session is created, data can be sent from the sender 101 to the
recipient 102 (407), and data can be sent from the recipient 102 to the sender 101 (408).
The data sent between the sender 101 and the recipient 102 includes a data-header id and

a number of data parts to be sent.

[0081] In some cases, in step 406 of Figure 4B, the recipient 102 may send a response
message that rejects the join request from the sender 101. The recipient 102 may reject
the join request, for example, because the request exceeds the number of connections
allowed which was provided by the recipient in Figure 4A. In these cases, the response
message includes the number of connections allowed for the current session. In addition,
the response message can include a time period (e.g., a number of seconds) that the
sender 101 should wait before trying to join the session again. In this regard, the sender
101 may start a new join request after the number of seconds provided by the recipient

102 have passed.
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[0082] Figure 5 is a sequence diagram for providing an explanation of a recipient
notifying a sender to increase or decrease a number of connections in a session according
to an example embodiment. In Figure 5, the sender 101 sends a data part of offset 1,
length 1 to the recipient 102 (501). The sender 101 then sends a data part of offset 2,
length 2 to the recipient 102 (502), and continues to send data parts with subsequent
offsets and lengths (503). The recipient 102 then determines whether the sender 101 can
start more joins sessions, and sends an acknowledgment of the data parts received with an
offset and length to the sender 101, together with a number of new join sessions and
session id (504). The acknowledgment can also include a time period to wait before
starting the new join sessions. The sender 101 then sends a join request with a session id
(505), and once the session is created, the sender 101 sends another data part including an

offset and length over the newly created join session (506).

[0083] In some cases, the recipient 102 may determine to close one or more existing
connections. In these cases, the recipient sends an acknowledgment that the recipient 102
has closed one or more connections. Upon receipt by the sender 101 of an
acknowledgment that one or more connections have been closed by the recipient 102, the
sender 101 reacts to the acknowledgment by reapportioning the data sent over the

remaining open connections.

[0084] Figure 6 is another view of a sender and a recipient for providing a general
explanation of sending data from the sender to the recipient according to an example
embodiment. In Figure 6, sender 101 includes an I/O storage system that includes a
storage medium 601 such as a disk that stores data, a data buffer reader 602 that includes
a data buffer 621, and a data blob serializer 603 for transmitting data. The sender 101 is
connected to the recipient 102 via connections 604a and 605a, via connections 604b and
605b, and via connections 604c and 605¢c. The recipient 102 includes an I/O storage
system that includes a storage medium 609 such as a disk, a data blob deserializer 608
that includes a data buffer 622, and a data blob deserializer file 607 for receiving

transmitted data.
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[0085] In Figure 6, actual reading of source data is accomplished asynchronously using a
separate thread that fills in the storage medium 601 with data to be transmitted by the
sender 101. Data is read from the storage medium 601 by the data buffer reader 602 and
stored in the data buffer 621. Each sender connection 604a, 604b and 604c de-queues a
next available data chunk from the data buffer 621. The data buffer reader 602 reads data
from the data buffer 621, and the data blob serializer 603 transmits the next available data
chunk over the particular connection that de-queued the next available data chunk. The
transmitted data chunk is received over the corresponding one of the recipient
connections 605a, 605b and 605¢. The data blob deserializer file 607 receives the
transmitted data chunks from the recipient connections 605a, 605b and 605¢c. The data
blob deserializer 608 stores the data in the data buffer 622, and re-creates the original file
by putting the data chunks into the correct order. The data blob deserializer 608 then

uses a background thread to write data to the storage medium 609.

[0086] For performance reasons, the data blob deserializer 608 caches some data in the
data buffer 622, preferring to write data to the storage medium 609 when the data is
placed in the original ordering. In some cases, when the ordering of data sent across
different connections becomes far out of order, the data blob deserializer 608 will seek to
different positions in the output file and write data to the storage medium 609 to prevent

exhausting process memory with cached data.

Mass Data Transfer-Parallel Data Protocol (MDT-PDP)

[0087] In an example architecture described herein, an MDT-PDP transport component
acts as a transport handler for a Soap Connection Library (SCL) subsystem within an
application. This includes transferring SOAP requests and responses. The MDT-PDP
transport is functionally equivalent to the SCL’s default HTTP-based transport from the
point-of-view of an SCL client and an SCL service. However, the disclosure provided
herein is not limited to the foregoing example architecture, and any transport protocol

may be implemented so long as the features of the claims are achieved.
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[0088] The objective of the SOAP Connection library is to offer provider (i.c., recipient)
function and client function of the SOAP message based Web service. The provider
function is a function that provides the Web service to execute specific processes and
provide information for accessing. Whereas, the client function is a function to access
the Web service. The Web service using SOAP Connection Library is not only the client
using SOAP Connection Library but it also enables the processing of a request from the
client that uses Microsoft NET Framework and other Web service frameworks.
Similarly, the client function is not only the Web service using SOAP Connection
Library, but it enables the execution of a request related to Web service that uses .NET

Framework and other Web service frameworks.

[0089] In the example architecture described herein, MDT-PDP implements the transport
handler interfaces defined inside SCL. They are PdpTransportReceiver and
PdpTransportSender on each of the sender and the recipient side. The
PdpTransportSender on the sender side is responsible for establishing a PDP sender
session with parallel connections between the PDP sender and the PDP recipient.
Invocation of these handlers inside the handler chain depends upon the direction of flow
of the data and the initiator. Invocation of these handlers inside the handler chain is also

linked with the start and end of data transfer at the underlying PDP layer.

[0090] Figures 7 to 12 are class diagrams for each of the major classes that form an
architecture of an example embodiment. A description with respect to the particular
relationships and interaction between each of the major classes is provided in detail

below in connection with Figures 13 to 20.

[0091] Figure 7 is a class diagram for a transport sender according to an example
embodiment. As shown in Figure 7, a pdp::PdpTransportClientSender object 703 and a
pdp::PdpTransportProviderSender object 704 each inherit a pdp::PdpTransportSender
object 702. In addition, the pdp::PdpTransportSender object 702 implements a
transport:: TransportSender object 701 of the SCL library. The send() method, in class
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diagram of Figure 7, sends the message over the transport layer with MessageContext

object. This method is called when it deals with the transmission of the message.

[0092] Figure 8 is a class diagram for a transport receiver according to an example
embodiment. As shown in Figure 8, a pdp::PdpTransportClientReceiver object and a
pdp::PdpTransportProviderReceiver object 804 each inherit a pdp::PdpTransportReceiver
object 802. In addition, the pdp::PdpTransportReceiver object 802 implements a
transport:: TransportReceiver object 801. This receive() method receives a message from
the transport layer, and performs management to store the various information of the

received message in the Message class for the receipt.

[0093] Figure 9 is a class diagram for a server dispatcher according to an example
embodiment. As shown in Figure 9, a pdp::SoapDispatcher object 903 inherits a
server::DispatcherBase object 902, and depends on a pdp::DataBlobProviderSoap object
904 and an application::ApplicationInfo object 905. In addition, the
server::DispatcherBase object 902 depends on a server::Dispatcher object 901. The
SoapDispatcher class contains an AppicationInfo object which maintains information,
such as operation information and client information when a user creates a service or
client with Soap Connection Library. Therefore, the SoapDispatcher can communicate
with SCL with the ApplicationInfo object and SCL contains a DispatcherHandler (not
shown) to different type of dispatch handler in a DispatchHandlerChain object (not

shown).

[0094] Figure 10 is a class diagram for a data source according to an example
embodiment. As shown in Figure 10, a pdp::MdtDataSource object 1002 inherits a
dataholder::DataSource object 1003 and associates with a
transport::DataBlobDeserializerFile object 1001. The DataSource object contains

functionality to allow caller to retrieve inputStream object where data is held.

[0095] Figure 11 is a class diagram for a client interaction according to an example

embodiment. As shown in Figure 11, each of a PdpTransportClientReceiver object 1101
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and a PdpTransportClientSender object 1103 depend on a SimpleClient object 1102. The

DataSource object contains client information for an MDT client.

[0096] Figure 12 is a class diagram for a server interaction according to an example
embodiment. As shown in Figure 12, each of a PdpTransportProviderReceiver object
1202 and a PdpTransportProviderSender object 1203 depend on a ServerSession object

1201. The ServerSession defines a server session of a PDP server.

[0097] Figures 13A and 13B are a sequence diagram at a client side in “put” scenario.
As shown in Figure 13A, in 1301, an SCLClient object inherits a PUT(<filename>) from
auser. In 1302, a :HandlerChain object inherits an invoke(MessageContext) from the
SCLClient object. In 1303, a :PdpTransportClientSender inherits an
init(MessageContext) from the :HandlerChain object. In 1304 and 1305, the
:PdpTransportClientSender object associates with a :DataBlobProviderSoap object and a
:SimpleClient object. In 1306, 1307 and 1308, the :SimpleClient object inherits a
setDataBlobProvider(DataBlobProvider), a setLocallnetAddresses(inetAdress[]), and a
setConnectionOptions(PdpConnectionOptions) from the :PdpTransportClientSender
object. In 1309, the :PdpTransportClientSender object inherits a send(MessageContext)
from the :HandlerChain object. The SCLClient object acts as a SOAP client that utilizes
MDT and PDP protocols to send and receive SOAP messages over this custom transport.
The SimpleClient object is a “simple” component that allows a sender to utilize the PDP
protocol to send data over multiple connections. Also, for the “PUT” operation, a sender
sends data to a recipient (i.e., provider). For the “GET” operation, a sender retrieves data

from a provider (i.c., recipient).

[0098] In 1310, the :SimpleClient object inherits a getSession():ClientSession from the
:PdpTransportClientSender object. In 1311, the :SimpleClient object associates with a

:ClientSession object, and in 1312 and 1313, the :ClientSession object associates with a
:DataBlobSerializeQueue object and a :DataBlobDeserializeQueue object. In 1314, the
:ClientSession object inherits a startSession(MessageRequest):MessagesResponse from

the :SimpleClient object. In 1315, the :ClientSession object associates with a
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:ClientConnection object. In 1316 and 1317, the :ClientConnection object inherits a
createSession(MessageRequest) and a doRequest() from itself. In 1318, the
:ClientConnection object associates with the :ClientSession object. In 1319, the
:ClientSession object associates with the :SimpleClient object. In 1320, the
:SimpleClient object associates with the :PdpTransportClientSender object. In 1321, the
:PdpTransportClientSender object associates with a :DataBlobSerializerSoap object. In
1322, the :DataBlobSerializeQueue object inherits an addDataBlob(DataBlobSerializer)
from the :PdpTransportClientSender object. In 1323, the :PdpTransportClientSender
object inherits a destroy(MessageContext) from the :HandlerChain object, and in 1324,
the :ClientSession object inherits a waitForRequestCompletion() from the
:PdpTransportClientSender object. In 1325, a :PdpTransportClientReceiver object
inherits a receive(MessageContext) from the :HandlerChain object. It should be noted
that the DataBlobSerializerSoap class extends the DataBlobSerializer (see, ¢.g., Figure 27
described below) and utilizes an SCL MessageSerializer object to serialize a message in a
MessageContext object. The DataBlobSerializer defines a data-blob serializer as an
abstract class which also is extended by DataBlobSerializerNoData and

DataBlobSerializerPartStream described in more detail below.

[0099] In 1326, the :DataBlobSerializerSoap object inherits a serialize(OutputStream)
from the :ClientConnection object. In 1327, the :ClientConnection object inherits a
doReponse() from itself. In 1328, the :ClientSession object inherits a
setCompletionStatus(SESSION_RESPONSE from the :ClientSession object). In 1330,
the :SimpleClient object inherits a read(): DataBlobDeserializer from the
:PdpTransportClientReceiver object. In 1329, the :ClientSession object inherits a
waitForCompletion() from the :SimpleClient object. In 1331, the :ClientSession object
inherits a getlncominDataBlobs: DataBlobDeserializerQueue from the :SimpleClient
object. In 1332, the :DataBlobDeserializerQueue object inherits a getDataBlobs():
DataBlobDeseralizer from the :SimpleClient object. In 1333, the :SimpleClient object
associates with the :PdpTransportClientReceiver. In 1334, the
:PdpTransportClientReceiver inherits a

deseriliaze(DataBlobDeserializer[ [MessageContext) from itself.
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[0100] Figures 14A and 14B are a sequence diagram at a provider side in a “put”
scenario. As shown in Figure 14A, a :ServerConnection object inherits a doRequest from
itself. In 1402, a :ServerSession inherits a getiIncominDataBlobs() :
DataBlobDeserializeQueue from the :ServerConnection object. In 1403 and 1404, a
:DataBlobDeserializerQueue object and a :DataBlobDeserializer object inherit a
getDataBlob(MessagesHeader) : DataBlobDeserializer and a deserialize(InputStream)
from the :ServerConnection object. In 1405, the :ServerSession object inherits a
setCompletionState(SESSION REQUEST) from the :ServerConnection object. In 1406,
a :SoapDispatcher object inherits a doWork(ServerSession) from the :ServerSession
object. In 1414, a :HandlerChain inherits an invoke(MessageContext) from the
:SoapDispatcher object. In 1415, a :PdpTransportProviderReceiver inherits a
receive(MessageContext) from the :HandlerChain object. In 1407 and 1408, the
:ServerSession object and the :DataBlobDeserializerQueue inherit a
getIncominDataBlobs(): DataBlobDeserializerQueue and a getDataBlobs() :
DataBlobDeserializer from the :PdpTransportProviderReceiver object. It should be noted
that the DataBlobDeserializerFile class implements a file based data-blob deserializer.
The DataBlobDeserializerQueue class implements a data-blob deserializer queue. A
DataBlobDeserializerRAF class’s implementation is one that deserializes data parts to a
single file. This DataBlobDeserializerRAF implementation uses a RandomAccessFile
(“RAF”) to write out data parts. Furthermore, writing to disk and reading from input
streams are decoupled though use of an in-memory data-part buffer and a background
writer thread. The ServerConnection class includes a PDP Server and session info of the
PDP server. It’s caller can create and start a PDP connection and receive and send

messages via this class.

[0101] In 1409, the :ServerConnection object inherits a doResponse from itself. In 1416
and 1417, the :PdpTransportProviderReceiver inherits a
deserializeSOAP(DataBlobDeserializeerFile, MessageContext) and a
deserializeAttachment(DataBlobDeserializerRAF, MessageContext). In 1418, the

:PdpTransportProviderReceiver object inherits a destroy(MessageContext) from the
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:HandlerChain object. In 1419 and 1420, a :PdpTransportProviderSender object inherits
a init(MessageContext) and a send(MessageContext) from the :HandlerChain object. In
1421, the :PdpTransportProviderSender associates with a :DataBlobSerializerSoap
object. In 1410, the :DataBlobSerializeQueue inherits a
addDataBlob(DataBlobSerializer) from the :PdpTransportProviderSender object. In
1411, the :DataBlobSerializeQueue inherits a getNextDataBlob(DataBlobSerializer) :
DataBlobSerializer from the :ServerConnection object. In 1412, the
:DataBlobSerializerSoap object inherits a serialize(OutputStream) from the
:ServerConnection object. In 1413, the :ServerSession object inherits a

setCompletionState(SESSION DONE) from the :ServerConnection object.

[0102] Figure 15 is a sequence diagram at a client side in a “get” scenario. As shown in
Figure 15, in 1501, a SCLClient object inherits a GET(<filename>) from a user. In 1502,
a :HandlerChain object inherits a Invoke(messagecontext) from the SCLClient object. In
1503, a :PdpTransportClientSender object inherits an init(MessageContext) from the
:HandlerChain object. In 1504, 1505 and 1506, a :SimpleClient object inherits a
setDataBlobProvider(DataBlobProvider), a setLocallnetAddress(InetAddress[]), and a
setConnectionOptions(PdpConnectionOptions) from the :PdpTransportClientSender
object. In 1507, the :PdpTransportClientSender object inherits a send(MessageContext)
from the :HandlerChain object. In 1508, the :SimpleClient object inherits a getSession()
:ClientSession from the :PdpTransportClientSender object. In 1509, the
:PdpTransportClientSender object inherits a sendSoapMessage(MessageContext,
DataBlobSerializeQueue) from itself. In 1510, the :PdpTransportClientSender object
inherits a destroy(MessageContext) from the :HandlerChain object. In 1511 and 1512,
the :PdpTransportClientReceiver object inherits a receive(MessageContext) and a

destroy(MessageContext) from the :HandlerChain object.

[0103] Figure 16 is a sequence diagram at a provider side in a “get” scenario. As shown
in Figure 16, in 1601, a :SoapDispatcher object inherits a doWork(ServerSession) from a
:ServerSession object. In 1602, a :HandlerChain object inherits an

invoke(messageContext) from the :SoapDispatcher object. In 1603 and 1604, a
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:PdpTransportProviderReceiver inherits a receive(MessageContext) and a
destroy(MessageContext) from the :HandlerChain object. In 1605 and 1606, a
:PdpTransportProviderSender object inherits an init(MessageContext) and a
send(MessageContext) from the :HandlerChain object. In 1607, the
:PdpTransportProviderSender inherits a sendSoapMessage(MessageContext,
DataBlobSerializeQueue) from itself. In 1608, the :PdpTransportProviderSender object
inherits a destroy(MessageContext) from the :HandlerChain object.

[0104] Figure 17 is a sequence diagram at a client side for cancelling a “get” operation.
As shown in Figure 17, in 1701, a :ClientSession object inherits a start a new session()
from a :PdpTransportClientSender object. In 1702, a :ClientConnection object inherits a
start the connection (socket thread) from the :ClientSession object. In 1703, a
:MeterInputStream object inherits a *read(byte[], int, int) :int from the :ClientConnection
object. In 1704, a :SessionDataMeter object is instantiated by function
*onBytesRead(long) in the :MeterInputStream object. In 1705, the :SessionDataMeter
object associates a SessionEvent() with the :PdpTransportClientSender. In 1706, an
<<interface>> :InTransportEventListener object inherits a
handlelnTransportEvent(InTransportEvent) from the :PdpTransportClientSender object.
In 1707, the <<interface>> :InTransportEventListener object associates a throw
IOException() with the :PdpTransportClientSender object. In 1708, the :ClientSession
object inherits a terminate(Exception) from the :PdpTransportClientSender object. In
1709, the :ClientConnection object inherits a close() from the :ClientSession object. The
MeterinputStream object updates data bytes received by utilizing a SessionDataMeter

object, by calling function onBytesRead(long) in the SessionDataMeter object.

[0105] Figure 18 is a sequence diagram at a provider side for cancelling a “get”
operation. As shown in Figure 18, in 1801, a :ServerSession object inherits a Start a new
server session() from a SoapDispatcher:eventProcessorThread. In 1802, a
:ServerConnection object inherits a start a connection socket() from the :ServerSession
object. In 1803, a :MeterOutputStream inherits a *write(byte[], int, int) from the

:ServerConnection object. In 1804, a :SessionDataMeter object inherits a
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*onByteWrite(long) from the :MeterOutputStream object. In 1805, the
:SessionDataMeter associates a waitForEvent():SessionEvent with the
SoapDispatcher:eventProcessorThread object. In 1806, an <<interace>>
:OutTransportEventListener object inherits a
handleOutTransportEcent(OutTransportEvent) from the
SoapDispatcher:eventProcessorThread object. In 1807, a <<interface>>
:OutTransportEventListener object associates with the
SoapDispatcher:eventProcessorThread object. In 1808, the :ServerSession object inherits
a terminate(Exception) from the SoapDispatcher:eventProcessorThread. In 1809, the

:ServerConnection object inherits a close() from the :ServerSession object.

[0106] Figure 19 is a sequence diagram at a client side for cancelling a “put” operation.
As shown in Figure 19, a :MeterOutputStream object inherits a write(byte[], int, int) from
a :ClientConnection object. In 1902, a :SessionDataMeter object inherits an
onBytesWrite(long). In 1903, the :SessionDataMeter object inherits a waitForEvent()
:SessionEvent from a :PdpTransportClientSender object. In 1904, an <<interface>>
:OutTransportEventListener object inherits a
handleOutTransportEvent(OutTransportEvent) from the :PdpTransportClientSender
object. In 1905, the <<interface>> :OutTransportEventListener object associates a throw
I0Exception() with the :PdpTransportClientSender object. In 1906, a :ClientSession
object inherits a terminate(Exception) from the :PdpTransportClientSender object. In

1907, the :ClientConnection object inherits a close () from the :ClientSession object.

[0107] Figure 20 is a sequence diagram at a provider side for cancelling a “put”
operation. As shown in Figure 20, a :MeterInputStream object inherits a read(byte[], int,
int) from a :ServerConnection object. In 2002, a :SessionDataMeter object inherits an
onBytesRead(long). In 2003, the :SessionDataMeter object inherits a waitForEvent()
:SessionEvent from a SoapDispatcher:eventProcessorThread object. In 2004, an
<<interface>> :InTransportEventListener object inherits a
handleInTransportEvent(InTransportEvent) from the

SoapDispatcher:eventProcessorThread object. In 2005, the <<interface>>
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:InTransportEventListener object associates a throw IOException() with the
SoapDispatcher:eventProcessorThread object. In 2006, a :ServerSession object inherits a
terminate(Exception) from the SoapDispatcher:eventProcessorThread object. In 2007,

the :ServerConnection object inherits a close () from the :ServerSession object.

[0108] Figure 21 is a representative view of a writing operation in an I/O storage system
of the recipient 102 of Figure 1. Generally, in a parallel connection data transfer system,
the I/O storage system of the recipient can be a bottleneck to a mass transfer of data, and
more particularly, a disk included in the I/O storage system can be a bottleneck to a mass
transfer of data. In this regard, when a file is divided into small pieces or chunks and is
delivered over separate connections, the data may not arrive in order at the recipient,
especially as a number of connections is increased. If the recipient times out waiting for
a next consecutive data chunk to arrive, before writing the data to a disk, a data buffer of
the recipient may get full. If the data buffer of the recipient gets full, then the I/O storage
system of the recipient may be forced to do a disk write for out of order data which might
require additional seek operations. Performing additional seek operations would further
increase a time it takes to transfer data if the I/O storage system of the recipient is a
bottleneck to the transfer of data. In addition, the foregoing might also trigger data re-
send events from the sender, due to lack of acknowledgments (i.e., for the data lost due to
receiver buffers being full) adding further delays to the transfer of data. In this scenario,
the recipient can stop accepting new connection requests, and can also reduce an existing
number of connections to possibly avoid a full buffer condition, which in turn may avoid

further costly seek operations.

[0109] When sending data over plural connections, a many-to-one relationship exists
between the connections between the sender 101 and the recipient 102 and an output file.
That is, data transferred in multiple concurrent connections is funneled into a single file.
Within each connection at the recipient receiving data, a thread is started to read all data
chunks from the inbound connection associated with the single file. An N number of
parallel connections transferring chunks for the same file all invoke a deseralize method

on the same data blob deserializer file 607 as shown in Figure 6. The data blob
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deserializer’s (of Figure 6) task is then to read all data chunks associated with the file
from all N connections, and transferring the data to the storage medium 609 of Figure 6

in an efficient manner.

[0110] As shown in Figure 21, a DataWriteQueue 2101 stores data in the form of
DataWriteObjects which are represented by ovals. In Figure 21, a writer thread 2102
writes the DataWriteObjects to a file. Reference number 2103 represents the beginning
of the file. Moreover, data already written to the file is represented as reference number
2105. Areas 2106 represent arecas in which data has already been received, but has not
yet been written to the file. Areas 2107 represent arcas where data has not yet been
received. The DataWriteQueue is a threadsafe blocking queue implementation. Instance
monitor is used as synchronization lock for remove() and insert() methods. They remove
items from the queue. The removeDataWriteObjectWithOffset() method can be used to
remove the change starting at a particular offset. This method will block until the
required data block is available. The DataWriteObject object stores data in a memory
buffer in a LinkList object to chain the data and it also records data offset and length

information.

[0111] In Figure 21, a current file position is available for the writer thread 2102 to write
data to the file. However, it is possible that no such DataWriteObject is present in the
DataWriteQueue 2101 for the current file position 2105. Since different connections are
used to transport data from different areas of the file, it is possible for a particular area of
the file to have not yet been received by the time the writer thread 2102 is ready to write
that particular area of the file to disk. This may indicate that the memory buffer is not
large enough to accommodate temporary chunk data before writing to storage, which in
turn means that a seek operation might be performed. This usually means that data
transfer rates from the sender 101 to the recipient 102 are faster compared to the
processing 1/O storage system. Thus, the number of join connections may be reduced to
avoid a file seek operation, which will be described in more detail below in connection

with Figure 40.
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[0112] More specifically, if the writer thread 2102 is allowed in this scenario to write a
different area of the file to disk, then the writer thread 2102 will perform a seek operation
which is to be avoided. On the other hand, if the writer thread 2102 blocks indefinitely,
waiting an unlimited amount of time for a DataWriteObject to be presented to the queue
by one of the connections, then there is potential for inefficiency as well. This is
especially true when a faster network is employed and a disk of the I/O storage system is
a bottleneck in the transfer of data. In this case, the more the writer thread 2102 is made

to wait, the more inefficient the transfer becomes.

[0113] To provide an efficient PDP transfer of data, two things are balanced: (1) writing
data to the disk frequently, which means allowing the writer thread 2102 to remain
unblocked frequently, and (2) avoiding file seek operations, which means sometimes
blocking the writer thread 2102 to wait until data for the current file position is read from

one of the connections.

[0114] The above-mentioned balancing is performed in the DataWriteQueue 2101.
When the DataWriteObject for the current file position 2104 is not available, the
DataWriteQueue employs, for example, the following heuristic, which tends to
substantially avoid unnecessary seck operations, and also tends to substantially avoid
unnecessary blocking of the writer thread 2102: If a DataWriteObject is not available for
the current file position: (1) Wait up to 2 seconds for the requested DataWriteObject to
be added to the DataWriteQueue 2101 by a reader thread; (2) If the requested
DataWriteObject becomes available within the 2 second timeout period, then return it;
and (3) If the requested DataWriteObject does not become available within the 2 second
timeout period, then return to the writer thread 2102 the DataWriteObject with the lowest
absolute offset that is available. This heuristic attempts to balance keeping the writer
thread writing to the disk against avoiding file seek operations. However, seck
operations may not be avoided entirely, and for better performance of data transfer, the
recipient 102 may block join requests from the sender 101 and request that the sender 101
close one or more secondary connections, which will be described in more detail below

in connection with Figure 40.
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[0115] When there are fewer DataWriteObjects in memory (i.c., representing data not yet
written to file by the writer thread 2102), it is less likely that a DataWriteObject
representing the current file position 2104 is available. If the writer thread 2102 is
allowed to write one of the available DataWriteObjects to file in this scenario, it is more
likely to require a seek operation on the file. Therefore, when the DataWriteQueue 2101
is near empty, the writer thread 2102 is blocked when it tries to remove
DataWriteObjects, so as to allow the DataWriteQueue 2101 to be filled to a minimum

level by the connection reader threads.

[0116] In a different scenario, reader threads may be blocked when trying to add
DataWriteObjects to the DataWriteQueue 2101. In this scenario, when the
DataWriteQueue 2101 is filled with a very large number of DataWriteObjects, then a
connection reader thread (not shown) that tries to add another DataWriteObject to the
DataWriteQueue 2101 will be blocked. This allows the writer thread 2102 to write some
of the DataWriteObjects to disk.

[0117] Internally, the DataWriteQueue 2101 utilizes a ConsumerProducerThrottle object
(not shown) to decide when the foregoing described blocking scenarios have occurred.
The ConsumerProducerThrottle object is an interface object that defines contracts for
DataWriteObjectThrottle (not shown) to implement. The DataWriteObjectThrottle
allows an application to configure memory buffer size for caching unrealized data in the
memory before writing to disk storage and it also contains current and consumed

recovery buffer information.

[0118] When the writer thread 2102 requests to remove a DataWriteObject from the
DataWriteQueue 2101, the DataWriteQueue notifies the ConsumerProducerThrottle
object of the request. The ConsumerProducerThrottle object blocks the writer thread
2102 if the DataWriteQueue 2101 does not have a minimum number of
DataWriteObjects in it. Once the DataWriteQueue 2101 is filled with enough
DataWriteObjects, the ConsumerProducerThrottle releases the writer thread 2102.
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[0119] Alternatively, when the reader thread requests to add a new DataWriteObject to
the DataWriteQueue 2101, it may be that the DataWriteQueue 2101 has reached a
maximum number of DataWriteObjects. In this scenario, the reader thread is blocked
until the writer thread 2102 has a chance to remove DataWriteObjects from the
DataWriteQueue 2101. Again, the DataWriteQueue 2101 utilizes its
ConsumerProducerThrottle object to decide when the foregoing scenario has occurred.
When the reader thread adds a DataWriteObject to the DataWriteQueue 2101, the
DataWriteQueue 2101 notifies the ConsumerProducerThrottle that DataWriteObject is
being added. If the ConsumerProductThrottle decides that the DataWriteQueue 2101 has
reached its maximum number of DataWriteObjects, then the ConsumerProductThrottle
blocks the reader thread. The reader thread stays blocked until the number of
DataWriteObjects in the queue is reduced.

[0120] Figure 22 is a representative view of the DataWriteQueue 2101 as shown in
Figure 21. In Figure 22, the DataWriteQueue 2101 is shown after receiving several
DataWriteObjects, for example, DataWriteObjects 2201a to 2201d. In this example, the
DataWriteObjects are organized into 5 chains, representing 5 contiguous areas of the file.
DataWriteObjects 2201a to 2201d represent one of the five chains. Generally, the
DataWriteQueue 2101 acts as a synchronization and organization point for the N reader
threads. To avoid seck operations, the DataWriteQueue automatically detects sets of
DataWriteObjects representing contiguous areas of the file. When the DataWriteQueue
2101 receives multiple DataWriteObjects representing a contiguous area of the file, the
DataWriteQueue 2101 collects the DataWriteObjects into a single chain internally,
regardless of which connection each DataWriteObject comes from. The DataWriteQueue

thus stores DataWriteObjects as an unordered set of DataWriteObject chains.

[0121] When the writer thread 2102 of Figure 21 removes DataWriteObjects from the
DataWriteQueue, the writer thread 2102 indicates the current file position. To possibly
avoid a file seck operation, the DataWriteQueue 2101 provides a DataWriteObject whose
offset is the current file position 2104. The writer thread 2102 may then write to the
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current file position 2104 without performing a seck operation. Internally, the
DataWriteQueue 2101 maintains a collection of M DataWriteObject chains, representing
contiguous areas of the file. The DataWriteQueue 2101 checks the beginning offsets of
the M DataWriteObject chains, and if there is a chain whose initial offset matches the

current file position, then the entire chain is returned.

[0122] Figure 23 is another representative view of a writing operation in an 1/O storage
system of the recipient 102 of Figure 1. Generally, the multiple connections may write
the data to an in-memory buffer to reassemble the data because the data may not come in
sequence. By measuring I/O storage system write rates while writing the data to disk, it
can be determined if the disk is busy processing requests from other applications and
tasks. Accordingly, the number of connections can be reduced or increased

appropriately, which will be described in greater detail in connection with Figure 40.

[0123] As shown in Figure 23, the writer thread 2102 writes data to the file in the storage
medium 609 (as shown in Figure 6). The use of the writer thread 2102 decouples the N
reader threads from the file write operations. DataWriteObjects are added by the
connections 605a to 605¢, and are removed by the writer thread 2102. The rate at which
the writer thread 2102 writes data to the storage medium 609 is the measured write rate

for the I/O storage system.

[0124] Figure 24A is a sequence diagram for detecting a bottleneck in data transfer in an
I/O storage system of the sender 101 in Figure 1. Generally, the sender 101 may utilize a
round-trip time (RTT) to find network performance. The RTT utilized might be TCP’s
RTT or any other proprietary approach to calculate a RTT. Modern TCP
implementations seek to answer the question of network performance by monitoring the
normal exchange of data packets and developing an estimate of how long is “too long”.
This process is called round trip time (RTT) estimation. RTT estimates are an important
performance parameter in a TCP exchange, especially in an indefinitely large transfer, in
which most TCP implementations eventually drop packets and retransmit them,

regardless of the good quality of the link. If the RTT estimate is too low, packets are
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retransmitted unnecessarily; if the RTT estimate is too high, the connection can sit idle
while the host waits to timeout. When the sender 101 finds that the RTT time of message
packages sent to the recipient 102 is taking longer than the previous message packages, it
may indicate that the network is busy and has more traffic. In this case, the sender 101
can reduce the number of connections and inform the recipient 102. Alternatively, when
the RTT is taking a shorter period of time, the sender may ask to increase the number of
connections. The foregoing reducing and increasing of a number of connections will be

described in greater detail in connection with Figure 40.

[0125] In Figure 24 A, the sender 101 can ask the recipient 102 to send an
acknowledgment to the sender 101. When the sender 101 detects a situation that it will
not hold cached information anymore, the sender 101 will notify the recipient 102 and
force the recipient to send an acknowledgment (ACK) to allow both sides to properly
clean up cached information and advance to new data parts. In this situation, the
recipient can decide if it can increase a number of connections for the sender 101 to
utilize more bandwidth. The acknowledgment (ACK) is referring to the acknowledgment
on the application layer not the ACK signal in the transport layer (such as TCP protocol).
For this, the MDT implements the communicate channel for recipient to inform client
that data has arrived as acknowledgment (i.e., the ACK here). Alternatively, a receiver
negative acknowledge (RNA) can be utilized to achieve the foregoing described cleaning

up of caches.

[0126] In particular, in Figure 24A, the sender 101 reads data into a memory buffer
before sending out a message (step 2401). In steps 2402 to 2406, the sender 101 sends a
data part with offset al, length b1, sends a data part with offset a2, length b2, sends a data
part with offset a3, length b3, and continues to send data parts until the data parts reach
an offset of a(n-1), length b(n-1), and finally an offset of an, length bn, where “n”
represents a number of data parts in a sequence. In step 2407, the sender 101 requests
that the recipient sends an ACK which includes a list of recognized data parts. The

recipient 102 advances the offset and length of values of data packets it has tracked, and
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writes the data packets to storage. In step 2408, the recipient 102 sends the requested
ACK, and the sender 101 cleans up the data cached in the memory buffer.

[0127] Figure 24B is a representative view of a reading operation in an 1/O storage
system of the sender 101 in Figure 1. In Figure 24B, the data buffer reader 2411 reads, in
a separate thread, data blocks from the storage medium (i.e., disk) 601. The data buffer
reader 2411 uses a double queue mechanism including a “Free” section and a “Full”
section. The data buffer reader 2411 loads data buffer parts into the “Full” side of a
memory buffer 2412. The data buffer reader 2411 manages the loaded and recycled data
buffer parts lists, and provides access to the loaded data buffer parts in a synchronized
fashion. In addition, the data buffer parts provide a capability to read and write their

contents to and from the network.

[0128] DataBlobSerializerPartStream 2421a, 2421b and 2421¢ retrieve loaded data parts
from the data buffer reader 2411 and send the data parts sequentially over the network.
DataBlobSerializerPartStream extends DataBlobSerializer for a given input stream or
data buffer reader to serialize the data with PDP protocol connection based data. The
DataBlobSerializerPartStream 2421a, 2421b and 2421c also recycle the utilized data
parts. Connections 604a, 604b and 604c provide an end-to-end connection socket with
the remote host, and use the DataBlobSerializerPartStream objects 2421a, 2421b and
2421c¢ to send data to the remote host. The connections 604a, 604b and 604¢ work in

parallel with other connection instances on the local host.

[0129] The sophisticated double queue mechanism shown in Figure 24B provides the
following efficiency concepts: (1) asynchronous reading of data from the disk, thus
achieving timing overlaps in data reading and data sending, (2) ability to provide
synchronous access to the list of loaded data buffer parts which allows simultancously
running connection threads to send the data in parallel over multiple sockets, and (3)
ability to reuse data buffer parts, thus substantially avoiding unnecessary heap memory

allocation and garbage collection.
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[0130] When the data buffer reader 2411 reads data from the storage medium (i.e., disk)
601 faster than the network can send the data, and the memory buffer reaches its
limitation (which applies to many client-server application systems), the client will stop
reading data into the memory buffer until memory is available. This results in time spans
where the reading of data from the disk and sending of the data on the network does not
overlap, resulting in an un-normalized flow of data across the system. This reduces the
net throughput of data for at least larger data sets. However, once it is detected that the
sender’s memory buffer is getting full frequently, which identifies the network being a
bottleneck to the transfer of data, a corrective action can be taken by reducing the number
of connections so as to reduce clogging of the network with data when the bandwidth is
low. and at the substantially the same time, introducing Delays are also introduced in
reading of data from the storage medium (i.e., disk) at substantially the same time as the
number of connections is reduced, to achieve a fairly normalized flow of sending data.
The foregoing described detection and corrective action will be described in more detail

below in connection with Figure 40.

[0131] Figures 25 to 28 are class diagrams for each of major classes that form a core of
an architecture of an example embodiment. A description with respect to the particular
relationships and interaction between each of the major classes is provided in detail

below in connection with Figures 29 to 39.

[0132] Figure 25 is a class diagram for a server according to an example embodiment.
As shown in Figure 25, a server::ServerSession object 2501 associates with a
server::Dispatcher object 2502, a server::ServerConnection object 2503, and a
server::Server object 2504. In addition, the server::ServerConnection object 2503
associates with the server::ServerSession object 2501 and the server::Server object 2504.
Moreover, the server::Server object 2504 associates with the server::ServerSession object
2501 and the server::Dispatcher object 2502. It should be noted that the classes specified
in this diagram are used by MDT application to create PDP protocol server to accept PDP
protocol client connect request and maintain server session via the SOAP Connection

Library (i.e., SCL). The Server object implements the PDP server, creates and starts an
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instance of the PDP server to listen to the specific address and port, and builds and
maintains a server connection section and join session. The caller can retrieve a session

id from this class as well.

[0133] Figure 26 is a class diagram for a client according to an example embodiment. As
shown in Figure 26, each of a ClientConnection object 2603 and a SimpleClient object
2602 associate with a ClientSession object 2601. These classes are used by MDT
application to create PDP protocol to connect to PDP protocol server connection and

maintain client session via Soap Connection library.

[0134] Figure 27 is a class diagram for a data serializer according to an example
embodiment. As shown in Figure 27, a DataBlobltem object 2703 associates with a
DataBlobSerializer object 2701. In addition, each of a DataBlobSerializerPartStream
object 2702 and a DataBlobSerializerNoData object 2704 associate with the
DataBlobSerializer object 2701. Both the DataBlobSerializerNoData and the
DataBlobSerializerPartStream extend the DataBlobSerializer object. Also,

DataBlobSerializerNoData provides a data-blob serialized that does not contain any data.

[0135] Figure 28 is a class diagram for a data deserializer according to an example
embodiment. As shown in Figure 28, each of a DataBlobDeserializerFile object 2803
and a DataBlobDeserializerRAF object 2802 inherits a DataBlobDeserializer object 2801.
In addition, the DataBlobDeserializerR AF object 2802 associates with a DataWriteQueue
object 2804. The DataBlobDeserializer defines a data-blob deserializer and
DataBlobDeserializerFile, DataBlobDeserializerRAF, DataBlobSerializerQueue extends
this object and utilizes SCL MessageSerializer object to deserialize a message in a

MessageContext object.

[0136] Figure 29 is a sequence diagram for establishing a session at a client. As shown
in Figure 29, in 2901, a client::ClientSession object inherits a startSession() from a
Developer. In 2902, an <<interface>> :PdpClientSocketFactory object inherits a

create(UrlEx) :Socket from the client::ClientSession object. In 2903, a <<static>>
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:Request object inherits a write(OutputStream) from a :ClientConnection object. In 2904,
a <<static>> :Response object inherits a read(InputStream) from the :ClientConnection
object. In 2905, the :ClientConnection object inherits a getResponse()
:Messages.Response from the client::ClientSession object. Message.Response is an
internal class of Message class (not shown), and defines the PDP response message. The
Message class contains all transport messages used for PDP communication. With this
class, the caller can get the next PDP message from the input stream, and defines the base

PDP message.

[0137] In 2906, the client::ClientSession object inherits a joinSession() from the
Developer. In 2907, the <<interface>> :PdpClientSocketFactory object inherits a
create(UrlEx) :Socket from the client::ClientSession object. In 2908, a <<static>> :Join
object receives a write(OutputStream) from a :ClientConnection object. In 2909, a
<<static>> :Response object inherits a read(InputStream) from the :ClientConnection
object. In 2910, the :ClientConnection object inherits a getResponse()
:Message.Response from the client::ClientSession object. In 2911, the
client::ClientSession object inherits a waitForCompletion() from the Developer. In 2912,
the :ClientConnection inherits a doRequest() from itself. In 2913, the :ClientConnection

associates associates a setCompletionState(REQUEST) with the client::ClientSession.

[0138] In 2914, the :ClientConnection object inherits a doRequest from itself. In 2915,
the :ClientConnection associates a setCompletionState(REQUEST) with the
client::ClientSession. In 2916, the :ClientConnection inherits a doResponse() from itself.
In 2917, the :ClientConnection object associates a setCompletionState(RESPONSE) with
the client::ClientSession object. In 2918, the :ClientConnection object inherits a
doResponse() from itself. In 2919, the :ClientConnection object associates a
setCompletionState(RESPONSE). In 2920, the :ClientConnection object inherits a

close() from itself. In 2921, the :ClientConnection object inherits a close() from itself.

[0139] Figure 30 is a flow chart for providing a description of establishing a start session

at a sender, for example sender 101 of Figure 1, according to an example embodiment.
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In step 3001, establishment of the start session begins. In step 3002, a socket is created at
the sender for establishing the start session. In step 3003, a request message is sent by
the sender to a recipient, for example, recipient 102 of Figure 1, to establish the start
session. The sender then reads a response message sent to the sender from the recipient
(step 3004). In step 3005, it is determined whether the response message indicates that
the sent request message for establishing a start session was successful. If the request
was not successful, then the socket created in step 3002 is closed (step 3006). If the
request was successful, then the session is created (step 3007), and a further request is

performed (step 3008).

[0140] Figure 31 is a flow chart for providing a description of establishing a join session
at a sender, for example sender 101 of Figure 1, according to an example embodiment.
In step 3101, establishment of a join session begins. In step 3102, a socket is created at
the sender for establishing the join session. In step 3103, a join message is sent by the
sender to a recipient, for example, recipient 102 of Figure 1, to establish a join session.
The sender then reads a response message sent to the sender from the recipient (step
3104). In step 3105, it is determined whether the response message indicates that the sent
join message for establishing a join session was successful. If the join message was not
successful, then the socket created in step 3102 is closed. If the join message was
successful, then the join session is created (step 3107). In step 3108, a check is made of
the session state. If the session is done, then the socket is closed (step 3111). If a further
request is warranted, then the process proceeds to step 3109, which is described in detail
in connection with Figure 35. If the a further response is warranted, then the process

proceeds to step 3110 which is described in detail in connection with Figure 36.

[0141] Figure 32 is a sequence diagram for establishing a session at a server. As shown
in Figure 32, in 3201, a :Server object inherits an addDispatcher(String, Dispatcher) from
a Developer. In 3202, the :Server object inherits a start() from the Developer. In 3203, a
<<static>> :Request object inherits a read(InputStream) from a :ServerConnection object.
In 3204, the :ServerConnection object associates a createSession(Messages.Request)

:ServerSession with the :Server object. It should be noted that the Message.Request
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passed as a parameter here is an internal class of Messages class (not shown), and it

defines the PDP request message.

[0142] In 3205, a <<interface>> :Dispatcher inherits an onSessionCreate(ServerSession)
from the :Server object. In 3206, the <<static>> :Response inherits a
write(OutputStream) from the :ServerConnection object. In 3207, a <<static>> :Join
object inherits a read(InputStream) from the :ServerConnection object. In 3208, the
:ServerConnection object associates a joinSessoin(Messafees.Join) :ServerSession with
the :Server object. In 3209, the <<interface>> :Dispatcher object inherits an
onSessionJoin(ServerSession) from the :Server object. In 3210, a <<static>> :Response

object inherits a write(OutputStream) from the :ServerConnection object.

[0143] In 3211, the :ServerConnection object inherits a doRequest() from itself. In 3212,
the :ServerConnection associates a setCompletionState(REQUEST) with the
:ServerSession object. In 3213, a :ServerConnection inherits a doRequest() from itself.
In 3214, the :ServerConnection object associates a setCompletionState(REQUEST) with
the :ServerSession object. In 3215, a <<interface>> :Dispatcher object inherits a
doWork(ServerSession) from the :ServerSession object. In 3216, the :ServerConnection
object inherits a doResponse() from itself. In 3217, the :ServerConnection object inherits
a doResponse() from itself. In 3218, the :ServerSession object inherits a
setCompletionState(RESPONSE) from the :ServerConnection object. In 3219, the
:ServerSession object inherits a setCompletionState(RESPONSE) from the
:ServerConnection object. In 3220, the <<interface>> :Dispatcher object inherits an
onSessionEnd(ServerSession) from the :ServerSession object. In 3221, the :Server object
inherits a removeSession(ServerSession) from the :ServerSession object. In 3222 and

3223, the :ServerConnection objects inherits a close() from themselves.

[0144] Figure 33 is a flow chart for providing a description of establishing a session at
the recipient according to an example embodiment. In step 3301 of Figure 33,
acceptance of a connection begins. In step 3302, a message sent by a sender is received

by the recipient, and the recipient reads the message. In step 3303, an ID of the message
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is obtained. If the ID of the message indicates that the message is other than a request
message or a join message, then the recipient sends a response to the sender, together
with an error message (step 3316), and closes the utilized socket (step 3317). If the
message is a request message, then it is determined whether the requested connection
path is registered (3307). If the path is not registered, then the recipient sends a response
to the sender, together with an error message (step 3318), and closes the utilized socket
(step 3319). If the path is registered, then a session is created (step 3308), and a response

is sent, together with a session ID Message, from the recipient to the sender (step 3309).

[0145] In step 3303, if the message is a join message, then the recipient determines
whether the requested join session is available (step 3304). If the session is not available,
then the recipient sends a response to the sender, together with an error message (step
3305), and closes the utilized socket (step 3306). If the session is available, then the
session is joined (step 3310), and a response is sent, together with a session state
message, from the recipient to the sender (step 3311). In step 3312, a check is made of
the session state. If the session is done, then socket is closed (step 3315). If a further
request is warranted, then the process proceeds to step 3313, which is described in detail
in connection with Figure 38. If a further response is warranted, then the process

proceeds to step 3314 which is described in detail in connection with Figure 39.

[0146] Figure 34 is a sequence diagram for data exchange at a client. As shown in
Figure 34, in 3401, a transport::DataBlobSerializeQueue object inherits a
getNextDataBlob(DataBlobSerializer) :DataBlobSerializer from a :ClientConnection
object. In 3402, the transport::DataBlobSerializeQueue object inherits an
addDataBlob(DataBlobSerializer) from a Developer. In 3403, the :ClientConnection
object associates a serialize(OutputStream) with a :DataBlobSerializer object. In 3404,
the transport::DataBlobSerializeQueue object inherits a
getNextDataBlob(DataBlobSerializer) :DataBlobSerializer from a :ClientConnection
object. In 3405, a :ClientSession object inherits a waitForCompletion() from the
Developer. In 3406, the :ClientConnection associates a serialize(OutputStream) with the

:DataBlobSerializer object. In 3407, the :ClientConnection object associates a
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setCompletionState(REQUEST) with the :ClientSession object. In 3408, the
:ClientConnection object associates a setCompletionState(REQUEST) with the

:ClientSesion object.

[0147] In 3409, the transport::DataBlobSerializerQueue inherits a close() from the
:ClientSession object. In 3410, the :DataBlobSerializer object inherits a close() from the
transport::DataBlobSerializerQueue object. In 3411, a
transport::DataBlobDeserializerQueue inherits a getDataBlob(Messages.Header)
:DataBlobDeserializer from the :ClientConnecion object. In 3412, the
transport::DataBlobDeserializerQueue object inherits a getDataBlob(Messages.Header)
:DataBlobDeserializer from the :ClientConnection object. It should be noted that the
Message.Header is an internal class of Messages class (not shown), and it defines the
DATA-HEADER message. In 3413 and 3415, a :DataBlobDeserializer object inherits a
deserializer(InputStream) and a deserializer(InputStream) from the :ClientConnection
objects. In 3414 and 3416, the :ClientConnection objects associates a
setCompletionState(RESPONSE) with the :ClientSession object. In 3417 and 3418, the
:ClientConnection objects inherit close() from themselves. In 3419 and 3421, the
transport::DataBlobDeserializerQueue object inherits a getDataBlobs()
:DataBlobDeserializer and a dispose() from the Developer. In 3420 and 3422, the
:DataBlobDeserializer object inherits a getData() :InputStream and a dispose().

[0148] Figures 35 and 36 are flow charts for providing a general description for data
exchange at the sender. In step 3501 of Figure 35, a request to send data begins. In step
3502, the sender determines if there is a next available serialized data-blob to get. If
there is a next available data-blob, then the sender writes a data-header for the data-blob
(step 3503), reads a data part of the data-blob from a source of the data (step 3504), and
writes the read data part to a created socket (step 3505). In step 3506, the sender
determines whether the data part is a last data part of the data blob. If the data part is not
the last data part, then the sender writes a next data part of the data blob to the created
socket (step 3505). If the data part is the last data part in step 3506, then the process goes
back to step 3502. Ifin step 3502 it is determined that there is not a next available
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serialized data-blob, then the request is completed (step 3507), and a response to data
received is performed (step 3508).

[0149] In Figure 36, in step 3601, the response to data received is performed. In step
3602, a data-header for incoming data is read. In step 3603, the sender obtains a de-
serialized data-blob associated with the read data-header. In step 3604, the sender reads a
data part of the data-blob from a created socket. In step 3605, the sender writes the read
data part to a data storage. In step 3606, the sender determines whether the data part is a
last data part of the data blob. If the data part is determined to not be the last data part,
then the process returns to step 3605 where the sender writes a next data part to the data
storage. If the data part is determined to be the last data part, then the process proceeds to
step 3607. In step 3607, the sender determines whether the data header is a last data-
header for data to be received. If the data-header is the last data-header, then the

response is completed (step 3608).

[0150] Figure 37 is a sequence diagram for data exchange at a server. As shown in
Figure 37, in 3701 and 3702, a :DataBlobDeserializerQueue object inherits a
getDataBlob(Messages.Header) :DataBlobDeserializer from a ServerConnection object.
In 3703 and 3704, a :DataBlobDeserializer object inherits a deserializer(InputStream)
from the :ServerConnection object. In 3705 and 3706, a :ServerSession object inherits a
setCompletionState(REQUEST) from the :ServerConnection object. In 3707, an
<<interface>> :Dispatcher object inherits a doWork(ServerSession) from the
:ServerSession object. In 3708, a :DataBlobDeserializerQueue inherits a getDataBlobs()
:DataBlobDeserializer from the <<interface>> :Dispatcher object. In 3708, the
:DataBlobDeserializerQueue inherits a getDataBlobs() :DataBlobDeserializer from the
<<interface>> :Dispatcher object. In 3709, the :DataBlobDeserializer object inherits a

getData() :InputStream from the <<interface>> :Dispatcher object.
[0151] In 3710 and 3711, the :DataBlobDeserializerQueue object and the

:DataBlobDeserializer object inherit dispose(). In 3712, the :DataBlobSerializerQueue

object inherits an addDataBlob(DataBlobSerializer) from the <<interface>> :Dispatcher
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object. In 3713 and 3714, the :DataBlobSerializerQueue object inherits a
getNextDataBlob(DataBlobSerializer) :DataBlobSerializer from the :ServerConnection
objects. In 3715 and 3716, a :DataBlobSerializer object inherits a
serialize(OutputStream) from the :ServerConnection objects. In 3717 and 3718, the
:ServerSession inherits a setCompletionState(RESPONSE) from the :ServerConnection
objects. In 3719 and 3720, the :DataBlobSerializerQueue object and the

:DataBlobSerializer object inherit a close().

[0152] Figures 38 and 39 are flow charts for providing a general description for data
exchange at the recipient. In Figure 38, in step 3801, the response to data received is
performed. In step 3802, a data-header for incoming data is read. In step 3803, the
recipient obtains a de-serialized data-blob associated with the read data-header. In step
3804, the recipient reads a data part of the data-blob from a created socket. In step 3805,
the recipient writes the read data part to a data storage. In step 3806, the recipient
determines whether the data part is a last data part of the data blob. If the data part is
determined to not be the last data part, then the process returns to step 3805 where the
recipient writes a next data part to the data storage. If the data part is determined to be
the last data part, then the process proceeds to step 3807. In step 3807, the recipient
determines whether the data header is a last data-header for data to be received. If the

data-header is the last data-header, then the response is completed (step 3808).

[0153] In step 3901 of Figure 39, a request to send data begins. In step 3902, the
recipient determines if there is a next available serialized data-blob to obtain. If there is a
next available data-blob, then the recipient writes a data-header for the data-blob (step
3903), reads a data part of the data-blob from a source of the data (step 3904), and writes
the read data part to a created socket (step 3905). In step 3906, the recipient determines
whether the data part is a last data part of the data blob. If the data part is not the last data
part, then the recipient writes a next data part of the data blob to the created socket (step
3905). If the data part is the last data part in step 3906, then the process goes back to step

3902. If in step 3902 it is determined that there is not a next available serialized data-
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blob, then the request is completed (step 3907), and a response to data received is

performed (step 3908).

AUTOTUNING A NUMBER OF CONNECTIONS BETWEEN A SENDER AND A4
RECIPIENT

[0154] Figure 40 is a flow chart for providing a detailed explanation of another example
embodiment. More specifically, Figure 40 depicts a flowchart for providing a detailed
explanation of an example embodiment for mass transfer of data from a sender 101 to a

recipient 102 connected to the sender 101 via a network 120 as shown in Figure 1.

[0155] As shown in Figure 40, in steps 4001 and 4002, plural connections are established
between the sender 101 and the recipient 102 via the network 120. These connections
can be, for example, parallel TCP connections; however, the plural connections are not
limited to TCP connections, and other protocols using parallel connections may be used.
In step 4003, data is sent from the sender 101 to the recipient 102 by divided sending of
the data over the plural connections so as to aggregate a utilization of a bandwidth of the
network 120. In step 4004, the recipient 102 receives the divided data over the plural

connections, and the recipient 102 recombines the divided data into its original form.

[0156] In steps 4005 to 4010, autotuning is performed based on the number of
connections between the sender 101 and the recipient 102, based on at least a
performance of an 1/0 storage system at the sender 101, a performance of an I/O storage
system at the recipient 102, and a performance of the network 120. The autotuning is
performed to provide an optimal number of connections between the sender and the
recipient so as to provide an ideal and efficient throughput of data. More particularly, in
step 4005, a determination is made as to whether an I/O storage system of the sender 101
is reading data faster than data is being sent out over the network 120 via the autotuning
software 236 shown in Figure 2. This determination is made, for example, by comparing
a calculation of a rate at which the I/O storage system of the sender 101 is inputting data

into the sender’s memory buffer, and a calculation of a rate at which data is being taken
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from the sender’s memory buffer from the network 120. If in step 4005 it is determined
that the 1/O storage system of the sender 101 is reading data faster than data is being sent
out over the network 120, autotuning is performed on the number of connections between
the sender 101 and the recipient 102, in which the sender 101 sends a request to the
recipient 102 to open a new connection. If the recipient 102 returns a response that the
request to open a new connection was successful, then the sender 101 can send data over

the new connection so as to provide a smooth flow of data in the system.

[0157] When sending the request to open a new connection, the sender 101 may request
that one or more new connections be opened. However, if the sender 101 requests that
numerous new connections be opened, the recipient 102 may deny the request to open all
of the new connections for a number of different reasons which will be described in

greater detail below.

[0158] If in step 4005 it is determined that the I/O storage system of the sender 101 is not
reading data faster than data is being sent out over the network 120, then the process
proceeds to step 4006. In step 4006, a determination is made as to whether the 1/0
system of the sender 101 is reading data slower than data is being sent out over the
network 120. If it is determined that the I/O system of the sender 101 is reading data
slower than data is being sent out over the network 120, and more than one sender, for
example, one of senders 131 and 132 of Figure 1, is sending data to the recipient 102,
then the sender 101 closes an existing connection of the plural connections to auto-tune
the number of connections between the sender 101 and the recipient 102. In this regard,
the closing of an existing connection is a closing of a secondary connection, not a
primary connection. As a result of the foregoing, the sender 101 may substantially
prevent occupation of sockets at the recipient 102 that are not being fully utilized by the

sender 101 to send data.
[0159] By checking the sender’s memory buffer that has low utilization, for example

when the memory buffer utilization stays low for a certain period of time (e.g., 30

seconds) and stays under a predefined threshold (e.g., 30%) of total memory buffer size,
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then the sender can conclude that the sender is reading data slower than data is being
sent. Likewise, if memory utilization is high for a period of time and a threshold (such as
80% of the memory buffer is being used) is reached during that timeframe, then the
sender can conclude that the I/O system of the sender 101 is reading data faster than data

is being sent out over the network 120.

[0160] In step 4009, detection is made, by autotuning software 336, as to whether a
bottleneck to mass transfer of data exists in an I/O storage system of the recipient 102.
If an affirmative detection is made that a bottleneck to mass transfer of data exists in the
I/O storage system of the recipient 102, autotuning is performed on the number of
connections between the sender 101 and the recipient 102, in which the recipient 102
closes an existing connection (i.e., a secondary connection). The recipient 102 can close

one or more existing secondary connections.

[0161] In a case that the sender 101 detects that a buffer at the sender 101 is substantially
full, the sender 101 may send a request to the recipient to open a new connection, or
utilizes a connection that has already been created but is not currently being used to send
data. Opening a new connection when a buffer at the sender is substantially full has an
advantageous effect of providing a smooth overall data transfer because delays or gaps in
sending data from the sender can be reduced. Alternatively, in a case that the sender
detects that a bottleneck to mass transfer of data exists in the 1/O storage system of the
sender, the sender 101 may close an existing secondary connection. An affirmative
detection is made of a bottleneck to mass transfer of data in the I/O storage system of the

sender 101 when a buffer at the sender 101 is substantially empty.

[0162] In some cases, the 1/0 storage system of the recipient 102 includes a disk, for
example, a disk 609 of Figure 6. In these cases, an affirmative detection is made of a
bottleneck to mass transfer of data in the 1/O storage system of the recipient 102 when a
seck operation of the disk is performed on the 1/O storage system of the recipient 102.
More specifically, data may not arrive in order at the recipient 102 because plural

connections are being used. If the recipient 102 times out or fills its memory buffer
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waiting for a next consecutive data chunk, the I/O storage system of the recipient 102
may do a disk write for out of order data, which might later require additional seek
operations. This may mean that data is being transferred from the sender 101 to the
recipient 102 faster than the I/O storage system of the recipient 101 is writing data to the
disk. Thus, a bottleneck might exist in the I/O storage system of the recipient 102.

[0163] Alternatively, in those cases that the I/O system of the recipient 102 includes a
disk, an affirmative detection is made of a bottleneck to mass transfer of data in the I/O
storage system of the recipient 102 when the I/O storage system of the recipient 102 is
writing data to the disk slower than a previous I/O write rate. The previous I/O write rate
can be based on a previously measured 1/0 write rate for more than one writing
operation, or can be based on a previously measured I/O write rate for a time period of
write operation, or can be based on a weighted average of previously measured 1/0 write
rates of writing operations. For example, if a previous I/O write rate of the I/O storage
system of the recipient is 10 Mb/s, and the I/O storage system of the recipient is currently
writing data at 5 Mb/s, then a bottleneck might exist in the I/O storage system of the
recipient. The slowing I/O storage system write rate of the recipient may occur when, for

example, the I/O storage system is processing other non-MDT applications.

[0164] In step 4010, a determination is made as to whether the I/O storage system of the
recipient 102 is writing data faster than data is received from the network 120. This
determination can be made, for example, by comparing a calculation of the rate at which
the I/O storage system of the recipient 102 is writing data from a memory buffer of the
recipient 102, and a calculation of the rate at which data is being put into the memory
buffer of the recipient 102 by the network 120. If it is determined that the 1/0 storage
system of the recipient 102 is writing data faster than data is received from the network
120, then the recipient 102 instructs or suggests the sender to open a new connection (via

the ACK mechanism as shown in Figure 5).

[0165] In step 4010 of Figure 40, if it is determined that the I/O storage system of the

recipient 102 is not writing data faster than data is received from the network 102, then
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the process proceeds to step 4013. In step 4013, the recipient 102 determines whether all
of the data to be sent by the sender 101 has been received by the recipient 102. If all of
the data has been received by the recipient 102, then the process ends (step 4014). If all
of the data has not been received by the recipient 102, then the process proceeds to step

4004.

[0166] In step 4007, the sender 101 detects whether a bottleneck to mass transfer of data
exists in the network 120. If in step 4007 an affirmative detection is made that a
bottleneck to mass transfer of data exists in the network 120, then the sender 101 closes
an existing connection between the sender 101 and the recipient 102. In a case that the
bottleneck of mass transfer of data in the network is caused by congestion, further

congestion of the network can be reduced by closing an existing secondary connection.

[0167] In step 4007, an affirmative detection is made of a bottleneck to mass transfer of
data in the network when a current round-trip time (RTT) is longer than a previous RTT.
The current RTT and the previous RTT can be based on RTTs for more than one message
package, or can be based on a weighted average of RTTs. If the current RTT is
substantially longer (e.g., + 20%) than the previous RTT, then the network may be busy
and have more traffic from other sender-recipient systems. By closing an existing
connection when the network is busy, any further congestion caused by sending more

data over the busy network may be reduced.

[0168] In an example, a sample of weighted measurement may look as follows: if there
are 10 RTT sequence samples, such as n0 to n9, then the weighted RTT measurement is
as follows: 1% n0, 2" (n0 * 0.8 + nl * 0.2), 3" (2™ * 0.8 + n2 * 0.2), 4rd: 3rd * 0.8 +
n3 *0.2),..., 10th: (n9 * 0.8 +n9 * 0.2).

[0169] If in step 4007 a bottleneck to mass transfer of data is not detected in the network
120, then the process proceeds to step 4008. In step 4008, a determination is made as to
whether a current round-trip time (RTT) has substantially decreased from a previous

RTT. The current RTT and the previous RTT can be based on RTTs for more than one
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message package, or can be based on a weighted average of RTTs. If in step 4008 it is
determined that the current RTT has substantially decreased from a previous RTT, the
sender 101 sends a request to the recipient 102 to open a new connection. Decreasing
RTTs indicate that the network’s performance is improving. Thus, the sender 101 would

want to open one or more new connections to increase throughput of data.

[0170] In some situations, a buffer size at the sender 101 and the recipient 102 can be
adjusted in accordance with a detection of a bottleneck in the network, or in accordance
with a detection of a bottleneck in the 1/O storage system of the recipient. Specifically in
this example embodiment, the size of the buffer at the sender can be increased to possibly

prevent the buffer from overflowing with data.

[0171] By virtue of the foregoing example embodiment, it is ordinarily possible to
provide a self calibration in which a sender and a receiver dynamically increase and
decrease the number of connections so as to improve performance for large data transfers
by providing an ideal throughput. In addition, fairness is maintained across a large
number of sender-receiver arrangements. For example, if the current bottleneck is a
system 1/O of the recipient, such that the current number of parallel connections has
aggregated a surplus of network bandwidth, then some of the connections can be closed,

s0 as to release bandwidth for use by other sender-receiver systems.

[0172] In other example embodiments, there are plural senders each sending a respective
one of plural mass data transfers to the recipient 102. For example, as shown in Figure 1,
cach of senders 131 and 132 may also be sending a mass data transfer to the recipient 102
at substantially the same time as the sender 101 is sending a mass data transfer to the
recipient 102. In these example embodiments, when establishing plural connections
between the sender 101 and the recipient 102 via the network 120, the recipient 102 sets a
maximum number of connections that can be established between the sender 101 and the
recipient 102 based on the number of requested connections from the other senders, for
example, senders 131 and 132. For example, if the recipient 102 has a maximum of 20

connections that all of the senders can share, and other senders are currently utilizing 15
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of the 20 connections, then the recipient 102 may set a maximum of 5 connections on
which the sender 101 may use to transfer data based on the 15 connections being used by

the other senders.

[0173] In some instances, when establishing plural connections between the sender 101
and the recipient 102 via the network 120, the recipient 102 sets a time period for which
the maximum number of connections can be established based on the number of
requested connections from the other senders. In addition, the recipient 102 may set a
starting time for establishing each connection of the maximum number of connections
that can be established based on the number of requested connections from the other
senders. For example, if a maximum of 3 connections is set by the recipient 102, a first
secondary connection may be established one minute after a primary connection is
established and the first secondary connection may last for 4 minutes, and a second
secondary connection may be established two minutes after the primary connection is

established and the second secondary connection may last for 2 minutes.

[0174] In some situations, a job queue is maintained by a schedule manager included in
the recipient 102 (i.c., the schedule manager 338 in Figure 3), which governs the number
of current connections existing between all of the plural senders, as compared to an
incoming number of requested connections. In addition, the schedule manager assigns a
priority to each of the plural senders. In this regard, the schedule manager assigns a
larger number of connections to a higher priority sender as compared to a lower number
of connections to a lower priority sender. For example, a higher priority sender may be a
sender having a large data set, compared with a lower priority sender having a smaller
data set. In this example, the higher priority sender having the larger data set would be
assigned a larger number of connections than the lower priority sender having a smaller

data set.
[0175] In addition, the sender may send a request to the recipient to open one or more

connections when an I/O storage system of the sender is reading data faster than data is

being sent out over the network. When autotuning the number of connections, the

-51 -



WO 2012/030542 PCT/US2011/048141

recipient opens the requested one or more connections if the one or more connections are

determined available by the schedule manager.

[0176] Moreover, the sender may send a request to the recipient to open one or more
connections when a current round-trip time (RTT) has substantially decreased from a
previous RTT. The current RTT and the previous RTT can be based on RTTs for more
than one message package, or can be based on a weighted average of RTTs. When
autotuning the number of connections, the recipient opens the requested one or more
connections if one or more connections are determined available by the schedule

manager.

[0177] In this regard, the connections are opened and closed for a period of time set by
the schedule manager. The period of time set by the schedule manager may be a different
period of time for each of the different connections. Lastly, each of the connections may

be opened at a different starting time.

[0178] When multiple requests are received by the recipient 102 from different senders,
cach sender could send data with different transfer rates constrained by its processing
power. The schedule manager 338 can, based on the number of senders and data rates it
receives along with the file data size (this value may be available ahead of time),

maintain fairness and improve an overall system throughput.

[0179] If a new request is received during the process of an existing data transfer request,
the recipient 102 can accept the later request and return the number of advised
connections that could join the session (along with session-id) for the 2™ request. If the
recipient is in the middle of processing and writing data to the 1/O storage system, the
recipient may return the number of advised connections along with a time to wait value
upon expiration of which the join session requests would be honored. Meanwhile, the
recipient can reduce the number of connections for the first request and increase the
number of allowed connections for the second request, if the recipient knows the amount

of data left in the first request is significantly smaller than the amount of data to transfer
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in the second request. Also, the recipient 102 can reduce the number of connections for
the second request and increase the number of allowed connections for the first request, if
the recipient knows the amount of data left in the second request is significantly smaller

than the amount of data to transfer in the first request.

[0180] The schedule manager 338 can also enforce priority on request (i.c., a new request
with higher priority arrives during processing of another request). This can be done on
the message-level and tied with application policy, or at transport data-level and tied with

data to be sent.

[0181] This disclosure has provided a detailed description with respect to particular
illustrative embodiments. It is understood that the scope of the appended claims is not
limited to the above-described embodiments and that various changes and modifications
may be made by those skilled in the relevant art without departing from the scope of the

claims.

[0182] This application claims priority from U.S. Application No. 12/873,305, filed
August 31, 2010, which is hereby incorporated herein by reference.
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WHAT IS CLAIMED IS:

1. A method for mass transfer of data from a sender to a recipient
connected to the sender via a network, the method comprising:

establishing plural connections between the sender and the recipient via
the network;

sending data from the sender to the recipient by divided sending of the
data over the plural connections so as to aggregate a utilization of a bandwidth of the
network; and

autotuning the optimal number of connections between the sender and the
recipient by closing an existing connection when a detection is made that a bottleneck to
mass transfer of data exists in an I/O storage system of the recipient, and by opening a
new connection when the 1/O storage system of the recipient is writing data faster than

data is received from the network.

2. A method according to Claim 1, wherein the I/O storage system
includes a disk, and wherein when autotuning the number of connections, an affirmative
detection is made of a bottleneck to mass transfer of data in the I/O storage system of the
recipient when a seek operation of the disk is performed on the I/O storage system of the

recipient.

3. A method according to Claim 1, wherein the I/O storage system
includes a disk, and wherein when autotuning the number of connections, an affirmative
detection is made of a bottleneck to mass transfer of data in the I/O storage system of the
recipient when the I/O storage system of the recipient is writing data to the disk slower

than a previous 1/O write rate.

4. A method according to Claim 1, wherein autotuning further comprises
closing by the sender of an existing connection between the sender and the recipient in a
case that the sender detects that a bottleneck to mass transfer of data exists in the

network, so as to reduce further congestion of the network.
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5. A method according to Claim 4, wherein an affirmative detection is
made of a bottleneck to mass transfer of data in the network when a current round-trip

time (RTT) is longer than a previous RTT.

6. A method according to Claim 4, further comprising adjusting a buffer
size at the sender and the recipient in accordance with a detection of a bottleneck in the
network, or in accordance with a detection of a bottleneck in the I/O storage system of

the recipient.

7. A method according to Claim 1, wherein in a case that the sender
detects that a buffer at the sender is substantially full, the sender sends a request to the
recipient to open a new connection, or utilizes a connection that has already been created

but is not currently being used to send data.

8. A method according to Claim 1, wherein there are plural senders each

sending a respective one of plural mass data transfers to the recipient.

9. A method according to Claim 8, wherein when establishing plural
connections between the sender and the recipient via the network, the recipient sets a
maximum number of connections that can be established between the sender and the

recipient based on the number of requested connections from the other senders.

10. A method according to Claim 9, wherein the recipient sets a time
period for which the maximum number of connections can be established based on the

number of requested connections from the other senders.
11. A method according to Claim 9, wherein the recipient sets a starting

time for establishing each connection of the maximum number of connections that can be

established based on the number of requested connections from the other senders.
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12. A method according to Claim 8, further comprising maintaining a job
queue, wherein the job queue is maintained by a schedule manager and governs the
number of current connections existing between all of the plural senders, as compared to

an incoming number of requested connections.

13. A method according to Claim 12, further comprising assigning a
priority to each of the plural senders, wherein priority is assigned by the schedule
manager to assign a larger number of connections to a higher priority sender as compared

to a lower number of connections to a lower priority sender.

14. A method according to Claim 12, wherein the sender sends a request
to the recipient to open one or more connections when an I/O storage system of the
sender is reading data faster than data is being sent out over the network, and wherein
when autotuning the number of connections, the recipient opens the requested one or
more connections if the one or more connections are determined available by the

schedule manager.

15. A method according to Claim 1, wherein the sender sends a request to
the recipient to open one or more connections when a round-trip time (RTT) has
decreased from a previous RTT, and wherein when autotuning the number of
connections, the recipient opens the requested one or more connections if one or more

connections are determined available by a schedule manager.
16. A method according to Claim 12, wherein when autotuning the
number of connections, the connections are opened and closed for a period of time set by

the schedule manager.

17. A method according to Claim 16, wherein the period of time set by

the schedule manager is a different period of time for each of the different connections.
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18. A method according to Claim 16, wherein each of the connections are

opened at a different starting time.

19. A method for mass transfer of data from a sender to a recipient
connected to the sender via a network, the method comprising:

establishing plural connections between the sender and the recipient via
the network;

sending data from the sender to the recipient by divided sending of the
data over the plural connections so as to aggregate a utilization of a bandwidth of the
network; and

autotuning the number of connections between the sender and the recipient
by opening a new connection when an 1/O storage system of the sender is reading data
faster than data is being sent out over the network, and by closing an existing connection
when the I/O storage system of the sender is reading data slower than data is being sent

out over the network and more than one sender is sending data to the recipient.

20. A method according to Claim 19, wherein autotuning further
comprises closing an existing connection between the sender and the recipient in a case
that the sender detects that a bottleneck to mass transfer of data exists in the network, so

as to reduce further congestion in the network.

21. A method according to Claim 20, wherein an affirmative detection is
made of a bottleneck to mass transfer of data in the network when a current round-trip

time (RTT) is longer than a previous RTT.

22. A method according to Claim 19, wherein autotuning further
comprises closing an existing connection between the sender and the recipient in a case
that the sender detects that a bottleneck to mass transfer of data exists in the 1/0 storage
system of the sender, and wherein an affirmative detection is made of a bottleneck to
mass transfer of data in the I/O storage system of the sender when a buffer at the sender is

substantially empty.

-57 -



WO 2012/030542 PCT/US2011/048141

23. A method according to Claim 19, wherein autotuning further
comprises sending a request to the recipient to open a new connection when it is

determined that a round-trip time (RTT) has decreased from a previous RTT.

24. A recipient comprising:

a computer-readable memory constructed to store computer-executable
process steps; and

a processor constructed to execute the computer-executable process steps
stored in the memory,

wherein the process steps in the memory cause the processor to perform a
mass transfer of data from a sender to a recipient connected to the sender via a network,
and wherein the process steps stored in the memory include computer-executable steps
to:

establish plural connections between the sender and the recipient via the
network;

send data from the sender to the recipient by divided sending of the data
over the plural connections so as to aggregate a utilization of a bandwidth of the network;
and

autotune the optimal number of connections between the sender and the
recipient by closing an existing connection when a detection is made that a bottleneck to
mass transfer of data exists in an I/O storage system of the recipient, and by opening a
new connection when the 1/O storage system of the recipient is writing data faster than

data is received from the network.

25. A recipient according to Claim 24, wherein the I/O storage system
includes a disk, and wherein when autotuning the number of connections, an affirmative
detection is made of a bottleneck to mass transfer of data in the I/O storage system of the
recipient when a seek operation of the disk is performed on the I/O storage system of the

recipient.
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26. A recipient according to Claim 24, wherein the I/O storage system
includes a disk, and wherein when autotuning the number of connections, an affirmative
detection is made of a bottleneck to mass transfer of data in the I/O storage system of the
recipient when the I/O storage system of the recipient is writing data to the disk slower

than a previous 1/O write rate.

27. A recipient according to Claim 24, wherein autotuning further
comprises closing by the sender of an existing connection between the sender and the
recipient in a case that the sender detects that a bottleneck to mass transfer of data exists

in the network, so as to reduce further congestion of the network.

28. A recipient according to Claim 27, wherein an affirmative detection is
made of a bottleneck to mass transfer of data in the network when a current round-trip

time (RTT) is longer than a previous RTT.

29. A recipient according to Claim 27, wherein the process steps stored in
the memory further include computer-executable steps to:
adjust a buffer size at the sender and the recipient in accordance with a
detection of a bottleneck in the network, or in accordance with a detection of a bottleneck

in the I/O storage system of the recipient.

30. A recipient according to Claim 24, wherein in a case that the sender
detects that a buffer at the sender is substantially full, the sender sends a request to the
recipient to open a new connection, or utilizes a connection that has already been created

but is not currently being used to send data.

31. A recipient according to Claim 24, wherein there are plural senders

cach sending a respective one of plural mass data transfers to the recipient.

32. A recipient according to Claim 31, wherein when establishing plural

connections between the sender and the recipient via the network, the recipient sets a
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maximum number of connections that can be established between the sender and the

recipient based on the number of requested connections from the other senders.

33. A recipient according to Claim 32, wherein the recipient sets a time
period for which the maximum number of connections can be established based on the

number of requested connections from the other senders.

34. A recipient according to Claim 32, wherein the recipient sets a
starting time for establishing each connection of the maximum number of connections
that can be established based on the number of requested connections from the other

senders.

35. A recipient according to Claim 31, wherein the process steps stored in
the memory further include computer-executable steps to:

maintain a job queue, wherein the job queue is maintained by a schedule
manager and governs the number of current connections existing between all of the plural

senders, as compared to an incoming number of requested connections.

36. A recipient according to Claim 35, wherein the process steps stored in
the memory further include computer-executable steps to:

assign a priority to each of the plural senders, wherein priority is assigned
by the schedule manager to assign a larger number of connections to a higher priority

sender as compared to a lower number of connections to a lower priority sender.

37. A recipient according to Claim 35, wherein the sender sends a request
to the recipient to open one or more connections when an I/O storage system of the
sender is reading data faster than data is being sent out over the network, and wherein
when autotuning the number of connections, the recipient opens the requested one or
more connections if the one or more connections are determined available by the

schedule manager.
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38. A recipient according to Claim 35, wherein the sender sends a request
to the recipient to open one or more connections when a round-trip time (RTT) has
decreased from a previous RTT, and wherein when autotuning the number of
connections, the recipient opens the requested one or more connections if one or more

connections are determined available by the schedule manager.

39. A recipient according to Claim 35, wherein when autotuning the
number of connections, the connections are opened and closed for a period of time set by

the schedule manager.

40. A recipient according to Claim 39, wherein the period of time set by

the schedule manager is a different period of time for each of the different connections.

41. A recipient according to Claim 39, wherein each of the connections

are opened at a different starting time.

42. A sender comprising:

a computer-readable memory constructed to store computer-executable
process steps; and

a processor constructed to execute the computer-executable process steps
stored in the memory,

wherein the process steps in the memory cause the processor to perform a
mass transfer of data from a sender to a recipient connected to the sender via a network,
and wherein the process steps stored in the memory include computer-executable steps
to:

establish plural connections between the sender and the recipient via the
network;

send data from the sender to the recipient by divided sending of the data
over the plural connections so as to aggregate a utilization of a bandwidth of the network;

and
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autotune the optimal number of connections between the sender and the
recipient by opening a new connection when an I/O storage system of the sender is
reading data faster than data is being sent out over the network, and by closing an
existing connection when the 1/O storage system of the sender is reading data slower than
data is being sent out over the network and more than one sender is sending data to the

recipient.

43. A sender according to Claim 42, wherein autotuning further
comprises closing an existing connection between the sender and the recipient in a case
that the sender detects that a bottleneck to mass transfer of data exists in the network, so

as to reduce further congestion in the network.

44. A sender according to Claim 43, wherein an affirmative detection is
made of a bottleneck to mass transfer of data in the network when a current round-trip

time (RTT) is longer than a previous RTT.

45. A sender according to Claim 42, wherein autotuning further
comprises closing an existing connection between the sender and the recipient in a case
that the sender detects that a bottleneck to mass transfer of data exists in the 1/0 storage
system of the sender, and wherein an affirmative detection is made of a bottleneck to
mass transfer of data in the I/O storage system of the sender when a buffer at the sender is

substantially empty.

46. A sender according to Claim 42, wherein autotuning further
comprises sending a request to the recipient to open a new connection when it is

determined that a round-trip time (RTT) has decreased from a previous RTT.
47. A computer-readable memory medium on which is stored computer-

executable process steps for causing a processor to perform a mass transfer of data from a

sender to a recipient connected to the sender via a network, the process steps comprising:
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establishing plural connections between the sender and the recipient via
the network;

sending data from the sender to the recipient by divided sending of the
data over the plural connections so as to aggregate a utilization of a bandwidth of the
network; and

autotuning the optimal number of connections between the sender and the
recipient by closing an existing connection when a detection is made that a bottleneck to
mass transfer of data exists in an I/O storage system of the recipient, and by opening a
new connection when the 1/O storage system of the recipient is writing data faster than

data is received from the network.

48. A computer-readable memory medium on which is stored computer-
executable process steps for causing a processor to perform a mass transfer of data from a
sender to a recipient connected to the sender via a network, the process steps comprising:

establishing plural connections between the sender and the recipient via
the network;

sending data from the sender to the recipient by divided sending of the
data over the plural connections so as to aggregate a utilization of a bandwidth of the
network; and

autotuning the optimal number of connections between the sender and the
recipient by opening a new connection when an I/O storage system of the sender is
reading data faster than data is being sent out over the network, and by closing an
existing connection when the 1/0 storage system of the sender is reading data slower than
data is being sent out over the network and more than one sender is sending data to the

recipient.

-63 -



WO 2012/030542 PCT/US2011/048141
1/62

Y

102
RECIPIENT

114
¢

o

FIG. 1

113

112
:fE /I

111
:a:v:au:f
132
i
SENDER

SENDER

101
SENDER

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

2/62

¢ 'Old

9ez— JYVYMLI0S ONINNLOLNY

pez — JYVYMLIOS ONINVIHLS

282 — YIAINA YHOMLIAN

0£Z— SINYY90¥d NOILYOITddY e

822 — W3LSAS ONILYYIJO

o1z’ 80z ~
sNg ¥3.LNdNOD
002
3OV4u3LNI
. ] >yomian Ndo
AT AT

¢€l L€l 10l ¥3AN3S

(A4

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

3/62

€ 'Old

9cc — HIOVNVYIN 31NAIHOS

9ee — IYVYML40S ONINNLOLNY

yee — JHVMLA0S ONINVIYHLS

zee— HAARA MHOMLAN

0£€— SINVEOO0¥d NOILYDITddY ey

8zE— INTLSAS ONILYHIdO
o 02¢ MsSIa a3axid AYOW3N NIVIN

oLe” 20t
SNg ¥3.LNdNOD
00€
JOV4YILNI
] Myomi1an Ndd
Ll :

201 1N3IdIO3y

AV}

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

4/62

¢0l —

IN3IdIO3Y

gy "Old

80v

\

L0V

[u” 1]1Yvd-v1iva

[all¥3avaH-viva

dOO1

<«  [ullyvdviva
<« [glly3av3aH-vlva

dOO1

¢0l —

IN3IdIO3Y

-/

[aI-NoIss3s] NIor

[AQI-NOISSTS] ASNOdSTAY —————»

(uoissag
Bunsixs uior)

H3dN3S — 10}

/

90V GOV
o, VPOl
covy
\ ‘
[u” Ll1Yvd-v1va
[ail¥3avaH-viva 100h
/
<« [uil1yvd-viva
- -
[ail¥3av3aH-vLlva 4007

~

/

/

[A0)4

[AI-NOISSTS] ASNOdSTY >

[H1vd] 1S3no3y

/

4014

(uoissag ayealn)
d3ANIS

— L0l

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

5/62

g "Old
A
A
< ——  (@BuaT J9s0) Med BleQ
909
< (11 UOISSag uror
J
G0g
|||||||| i bl e bk
¥0S (suorssas mrof
91} jIe)S 210J3q JIBA 03 JUII) I0)
suoIssas urol aMdu Jo Jaquunu
UNM(qy3uary Jasp0) SOV
< ~ -
T1+11°70 0] (pSua] 19sPO) Med ereqg
<
L0S ~ (1 wBuo] ° 19810) 1red w1eQ
LNAIdIDHY AHANAS
0l 101

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

9 'Old

6/62

WO 2012/030542

SUBSTITUTE SHEET (RULE 26)

\# eleq \# E1ed
609 109
! lapeayiagngeleq
Jazijeussaqqgojgereq (7]
L] 809 29 L€ ]
e |8 [Z]
~——1—229 O] O
N
O 209~ -
_|— : ann * nn nN nF
FAT R+ B 9G09 2709
u--— £ B . fg, Gy | ,
cu 9y I €l _ uonosuuo) @ cuU—"9v°‘H uonosuuo) —
| e weaggyndul O le# weangindino
(weansindujlezijeusseq |_ as09 av09 _ ¢<:
dvyiezijeusseqqolgeleq {Z# weangindu)  uoposuuo)  -gu "G ‘g ‘H-| uomosuuoy — eangindinQ Jozijeuss
pli1ezifeussaqqolgeleq O (p# weaisindino ! #va o
09”0 weansindy lansiszIleuasqolgeleq
201 _ 509 ety ev09 _ -z
uolodaUUOD Ut € ‘L ‘H4  uonoauuo) €09
@ @ L# weansindino 101
| |




PCT/US2011/048141

WO 2012/030542

7/62

L "Old

pIoA : (Ixauonebessay)puss  +
PIOA : (Ixajuonabessapul  +
PIOA : (Ixajuonabessay)Aosisep  +

pIOA : (Ixajuonabessa)puss +
PIOA : (Ixajuonabessapy)yul  +
PIOA : (Ixajuonabessay)Aossep  +

Japuasglapirciguodsued | dpd::dpd

Japuasjualguodsuel | dpd::dpd

vor” €0~
pIoA : (enanpezijeusagqgojgeleq ‘xajuoDebessapy)abessoydeogpuas #
Japuaguodsuel | dpd::dpd
|
NON.\ “
Aw
PIOA : (xejuonabessay)pues +
pIOA : (Ixajuonabesss)uul  +
pIoA : (Ixajuonelbessspy)honsep  +
Jopuaguodsuel | :uodsues;
FONl\ «3JELIJUIN
100[qO Bue|enel

7~ 1aw ssep

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

8/62

8 'OId

PIOA : (}xajuonabessopy)oniaoal +
PIOA : (3x)uonabessay)hosisap  +

PIOA : (jxajuonabessopy)oniaoal +
pioA : (Ixajuonabessay)fonssp  +

JOAI923Y43pInociduodsuel | dpd

::dpd JaAlpdayusigoModsuel  dpd::dpd

¥08 J

€08 -

PIOA : (IxaJuonabessayy ‘oji449zijeuasagqoigeleq)leddvOSozIeuassp
PIOA : (1xajuonabessaly ‘9jI419zIjeuasagqojgeleq)HediusawydsenyazijeLasap
pIOA : (Ixajuonabessay ‘[liozijeuasaqgqolgeleq)azijeliasap

H W W

JoArddayodsuel ] dpg::dpd

zog -/ _
_
_

V

PIOA : (Ixajuonebessayy)enioosi
pioa : (ixajuonsbessop )fossop

+
+

JoAIddayIodsuel ] suodsue)
108 — «aoepau»

108lqo ‘Buejenefl

/ 1aw ssep

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

9/62

6 "Old

PIOA : (OJU|S2IAIDS)OJUIRDINIRS)OS

I0A ouE_Em__owo,E_Em__oﬁmm

PIOA : (JBpEOTSSE|D)ISPEO|SSE|DIaS

pioa : (uul

3|4 : (JAopoana100dv0Sieb

ojuaInLS : (Jojuoiniagieb

ojufjusl| ”@o,e_zm__oumm

lapeosse|D ”whmvmo._mmm_oﬁmm

pioA : ()Aossap

PIOA : (ojupjusi| ‘ojujediAISg)Oju|uOlED|ddyY
PIOA : (Oujaoinues)ojujuonesiddy

pioA : (joujuoiesijddy

pioa : (30alqo ‘Bulg)sailadoiduodsuel j ppe

_o>”c£m:_§$
Ao c_:o_“mo__Qa<w._mcoﬁmnm_n_amow
PIOA : ?o_mwmwhmmev:_o_,:o_mmmw:o
PIOA : (UOISS9SIaAISS)PUJUOISSOSUO

Sjujuoneoyddes+| PIOA: (uoissagIaNIDG)a)R2INUDISSaSUO

{Aluopead} ueommmy//dyy, = Buls NN IOVASIWVYN

+[+++++++++++++

{Aluppeal} —jdde2105deos,, = bums

‘JAON HION3T INJINOD LHVdILININ JNIN

{Alugpeal} idde"si03decs, = bulllS "AYO1D3HId GITIVISNI

{Kluopesi} -

‘iiddeaioodeos, = bulg :gQIOHSIHHL IdVOS3

{Aluppeai} —11dde-aioodeos, = buys TZINILAO 1IN 1Od
[UOPE3J}  Tdde 2J00deos, = bullS g3 LN 13d_dio

++ + ++

JopjoHAusdoig

om___.:o_amo__nnﬂ"=o=mo__nnm

506 ~
I9pIACIdqo|gelep-

pIoA”: ()oziieul
Japinoidqgojgeleq : ()1epinoidqoigeledgiob
PIOA . (UOISSSSISAISS)NIOANOP

++++++++

Jaysjedsigdeos::dpd
€06~

(ojujuonesddy)deogispinoidqolgeleq +
iszijeussaqgqolgele( : (JopesH)Jezijelasa(oleald +

pioA : (}aleuiwls)

PIOA : M:o_mmmwhmzmmvc_oq,:o_wmmw:o
pIoA : (UOISS9SIaAIDS )PUJUOISSOSUO
PIOA : (UOISSOSIOAIRS)IJBaIDUOISSASUO
pioA: ()azifenul

Jozieueseq : ()Jepinoidgolgeleqiob

deosiapinoidqojgeleq::dpd

{Aluppeal} ~ebbofyeb 1ebbo = Jabbo] y39907]
{Aluopeal; jozieuaseg {IAAINOYd 8018 V1ivd 1INvV43d

+# [++++++

v06 -/

oeseguayojedsiq: . ionies

206 — "
\V4

pioA : ()ejeuiulis;
pioA : (UOISSSIAIBS )UIOLOISS8S LIO
PIOA : (UDISS8S.18AIBS )PUFUOISSOSUO
PIOA : (UOISS9S.1OAIBS)8]ealDUoISSaS UO
proa’: ()azijeniu
Jazijeusss( : (Jiepinoidqolgeieqgiob
PIOA . (LI0ISSBSIBAIBS IO 0P
Jayojeds|q::ionias
«20BLSUIY

+++++++

106 -~/ ~19ydjedsig- 1AW SSe|o

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

10/62

0L "OId

pioA : (Buuig)adA | uajuonias
weangindu| : (weansindupeb
Buuys : (JadAjusuonieb
uesjooq : ()esodsip

pioA : ()aainogejeq

+ + + + +

aoInogejeq:.ispjoyelep
10lqo Buejenel

€001’

(snd49zIjBLUSSBQqO|gE}EQ)o2IN0SEIEQIPIN  +
weaysindul : Qweasngindupeb  +
uesjooq : (Jesodsip +

z00l —

aounogeleqipiN::dpd

\Vacigesep-

1001 —

Bus : ()Buysoy

[Iend : (sep4106

[oalqo : ()swaeyeleqieb

weasnsindul : (Yeyeqieb

pioA : ()asodsip

pioA : (weasigindu|)azijeusssp

(JopeaH sabessaly ‘aji4)9|1419zIjeUasagqojgeleq

+ + + 4+ + + +

lazijeesagqojgeleq

9|Iq49zI[BUBS2QqO|geleq: Hodsuel)

//SQ-Law ssep

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

11/62

L1 "OId

PIOA : (J9z||euasgojgeleq)ajum

(qui ‘xgun)usios|dwis

(x3pn)usljQs|dwis

pioA : ([Issalppylau])sassalppyiou|jeaoias

PIOA : (JBplAoidgojgeleq)iapinoidqolgeleqios
pioA : (suondpuoinoasuuondpdisuondouoiossuucdias
[Hezijeussaqqolgeleq : (peal

uoissagiualn : (Juoissasiab

[Isseippviay| : (ysassaippyioujjesoTieb
lapinoidqgojgeleq : ()1apinoidqolgereqieb
suoidpuonoauuondpd : (Jsuondpuoiosuuonieb
pioA : (Josodsip

pIoA : ()199uu0d

+++++++++++++

X3JKN EN
uoISSagiuall) :UoISSas
([) ssaippyiau| sassalppyieu|eso)

{Aluppesa.} "oidqoigeleq mau = Japinoidqolgeled ¥IAINOYd 9019 V.ivd L1Nv43d
18 V1lvad 11Nvd433d = leplaoidqojgejeq -i8plaoidqojgelep

suondouonoauuondpd :suondQuonoauuod

JUlI :JUnoDUGI}OBUUOD

sioadwig

zoLL 7 A N

/ \
/ \

/ \

PIOA : (UBD|00Q)PO|qBeUTSIUSATISS +
PIOA : (Ixa)uonobessop)puss + \
PIOA : (UoIssagual|D ‘IXajuo)abesss mem>m_wwwooa -

uesjooq : ()pe|geugsiusagsl -

SUBSTITUTE SHEET (RULE 26)

_u_o>”exﬁcoommmwmm_\,_z_c_+ n_o>.#xﬁcoommmmmms_mzmomh+
[lseus)siiuanguodsuel ] Ino : (3si)isusisijusaguodsuelinQleb - A - i
?m:mym_.zcgm_toamcm_._.c_”cm_._rmc&w_.:cgtoam:mh._.:_#mm- PIOA . Mﬂxﬁcoommmwmm_zw\no:mmu +

pIOA : (Ixajuonabessapy)Aolisap  + [Inu = judyDadwis Jualo -

onJ} = Ued|ooq sjuanjpuss - p~— EO0LL ho>_moomycm__0toamcm_ 1dpd

Japuasgiuaijpuodsuel | dpd LOLL J

WO 2012/030542

7 dpd ssejo




PCT/US2011/048141

WO 2012/030542

12/62

¢l "Old

pIoA : (Ixejuonabessay)puss  +
pIOA : (IxajuopDabesss)uul  +
PIOA : (1xajuonabessay)hossep  +

PIOA : (IxajuoDabessapy)oniaoas  +
pioA : (Ixajuonebessa)Aolisep  +

JoAIR2YIapinoiduodsues | dpd
Japuaglapiaciduodsuel | dpd Joneoayodsuel ) dpg

Japuaguodsuel] dpd /

J
2021
cozL— \ /

JuUsAJuoIsSSas : (JjusAagiojlem

pioA : (Juonajdwonio4jiem
Bums : ()Busol

pioA : (uondeaox3)ajeulus)

(4ayoiedsiq 1senbay sebessay ‘Bulllg ‘IsAIag)usISSaSIaNISS
alAq : (JeleiSuoIssag)ab

Buls : ()puoissasieb

Buyuonisjeperequoissag : ()Byuoisiapyerequolssag)ab
1sonbaysebessop : ()isonbayieb

ananpazijeuagqolgeleq : ()sqojgelegbuiobinpleb
anenpJazieussaqqojgeleq : ()sqojgejequiwosujab

10z — Jayojedsiq : (J1eyoredsiqiob
depy : ()seiuadoidquoisnoieb
i : (Junoouonosuuon)ab

+ + + +++++++++++

UoISSaSIaNIaS

\ JOAIDS SSE|D

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542
13/62

PCT/US2011/048141

FIG_ 13A FIG. 13A-1

FIG. 13A-2

FIG. 13A-3

FlG_ 138 FIG. 13B-1

FIG. 13B-2

FIG. 13B-3

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141
14/62
sdPUTClientdetail /
% SCLClient :HandlerChain | |:PdpTransportClientSender

:User

| PUT(<Filename>)

-l

1301

invoke(MessageContext)

1302

>4 init(MessageContext) |

FIG. 13A-1

SUBSTITUTE SHEET (RULE 26)

send(MessageContext)

'

0

1303

1

=N
w
o
oo



DataBlobSerializerSoap(messageContext, i
DataBlobSerializeQueuegddDataBlob(DataBlobSerializer)

WO 2012/030542 PCT/US2011/048141
15/62

| l
| |
i :PdpTransportClientReceiver i
| | |
| i |
| i |
| i |
o new Ll »| :DataBlobProvideSoap '
["DataBlobProvideSoap |
| (applicationinfo) i
e L N »| :SimpleClient :
! SimpleClient(urlEx) ! !
i do() | : i
| setDataBlobProvider(DataBlobProvider) \_1306 >|;| i
! setLocaIInetAddresses(InetAddress(:) " 1307 >[;] i
! 1 1 1 i
i setConnectionOptions(PdpConnectionOptions) >|j i
| i i i |
: | getSession(): : ! :
' . : : - '
| i ClientSession ! new() |
| ! i :ClientSession|!
i : i i
’ i ] 1311 :
| ! R I N B T T 4
i | ! 13121
i | | | - |
i g ; N 1313}
| | | T
| 1314 new() !
| g \1315!
! | i !
| i i |
| i i |
| i i |
i | ; i
’ | ! 1318 !
! | = |
! | i 1319 !
i | i | i
i o o | i
i i ClientSession ! T i
| " | |
new ! ! i :
"""""""""""""""""""""""""""""""""""""""""""""""""""""" L
i
i

RN - S,

FIG. 13A-2

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542

16/62

PCT/US2011/048141

:DataBlobSerializeQueue

new
O o v T o GG R -

i DataBlobSerializeQueue()

: new .
L L -» :DataBlobDeserializerQueue

Server

Lee1 :ClientConnection || Session id

i

i Send Request to the PDP
| Receives Response with

|

1316

1317
[ | doRequest()

CreateSession(MessagesRequest)

_|

datablob from

ClientConnection thread
Inside doRequest()waiting for

DataBlobSerializeQueue

i
i
i
i
i
|
i— starts.
i
i
i
i

_________________ »=|:DataBlobSerializerSoap

S

FIG. 13A-3

SUBSTITUTE SHEET (RULE 26)




PCT/US2011/048141

WO 2012/030542

17/62

réceive(MessageContext)

;
:
T

=
<
()
2
C
o
O ™ To)
) 3 N
o | ™ lap)
© ~ ~
3]
%3]
@
=3
>
B S o
—
=
1]
@
geo)
e e e e -
B

FIG. 13B-1

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141
18/62

WO 2012/030542

o B
N = (0]
(o O ~ =
~ - O
o (O e
n o+ (W
L S&wnz
o STwo
N_ CmwAO
............... [0 T)T et
% =
. . —
4 5| fFL 4 g 3
) B[ Z508 ¢ o
o} 2l Os%cn® o
bl e » 0O alo 5] >
S S|l| @ g el o g
c — (/2] £ e [} [¢2] (Q
(@] — O = = 02 0 =
S Sll 52258, & Z%
© = ) o o o o N 2
= © =2nwoeLe> o ® ]
o} Dz ocowWwecO o @ 5 e
m N | zvonFz0E 0 =0 (28]
73]
O A 0 o o
|||||||||||||||||||||||||||||||||||||||||||| ..n_l..v | cn . _||||||VA —
@ A €2 _ ¢
S 2 “ =4 -
om !
=y “ g O
< %D ™ __ ! B T
| & SERE O
c| » Al : n
S|~ ' ! a
T @ o a
m. k .nlza w : °©
1 —_—
= =1 m ..vIA.
............ S 1 S L=
b O o ! S¢€ o
45 (@) N = O A
> re) O (TN O] O
o3 ..o Q. N D D
o <|@m 2, T » 2
(04 T |® O = @© 8 m —
P © |+ m 5} 2] N C
@] O|© © ! o LR =0 O
= o @, S = = @© =
© & _A 0} DG
= ™ 1 M N D g
~ i & O 0=
y © OE®

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141
19/62

L]

serialize(OutputStream)

|

[

| | s
1 X :
| LJ \ 1326 >D N
| i | Creates i
i | s| DataBufferReader and i
b DataBlobSerializerPart :
. Stream per attachment i
i | and adds each !
b DataBlobSerializerPart !
o Stream to i
| 1327 DataBlobSerializeQueue. i
b Client Connection |
! doResponse() Threads lead data from !
i input file into the i
| , shared buffer pool and i
! Receives SOAP send it over the !
| response from the PDP network. !
: Server |
| 1 | andsavesitintemp i
| file. |
y X !
| |
| !
| !
| !
| !
| !
| !
| !
| !
; |
! getDataBlobs(): 1332 i
! DataBlobDeserializer ) !
|

| i
i )
|

|

|

|

|

|

|

|

I

FIG. 13B-3

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141
20/62

FIG 14A FIG. 14A-1| FIG. 14A-2

FIG. 14A-1

sd PUTServerDetall /

1. SCLProvider starts N :ServerConnection :ServerSession

PDP Server. T ,

2. Server receives I 1401 |

request to create FdOReq uest() :

session, after creating getincominDataBlobs() :& | 1403

the session it sends the
session id to the client |DataBlobDeserializerQueue getDataBlobs(MessagesHeader):

i |
3. Server receives A DataBlobDeserializer  deserialize(InputStream)
PUT request
3. Creats '
ServerConnection setCompletionState(SESSION_REQUEST)
threads =
And the subsequent 1405
flow is depicted in the Changes the state to
sequence diagram SESSION_RESPONSE
T
1409
_EI]:l doResponse()
Wait for text
data blob

s
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

1411

getNextDataBIobé(DataBIobsSeriaIizer):
| DataBlobDesierializer

SetCompletionState(SESSION_DONE)
1413

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141
21/62

FIG. 14A-2

I

|

|

i :DataBlobDeserializerQueue :DataBlobDeserializerQueue | |:DataBlobDeserializerQueue
] i i

o i ™ |

! i i | 1. Create the Temp |

! i ! | data file for the :

i ! | | attachment E
!—>|:'| i | represented by this i

! i 1404 i | Deserializer i

i i ™ (DataBlobDesierializerFile) | !

i ! i | 2. Create the Soap E

! E i | Message file i

| i ! | (DataBlobDeserializerFile) |

o i i

i ! ! !

! | 1406 ' doWork(ServerSession) !

| I 1 1

o i i

o i i

o i =

i ' i getincominDataBlobs():
i i 1407 i DataBlobDeserializerQueue getDataBlobs():
i cr 1408 ! DataBlobDeserielizer
| i

| i

| i

| i

| i

| i

| i

| i

| i

. i

| i i 1410
L G
o i

! -
o 1412 i

L |

!

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141
22/62

FIG 14B FIG. 14B-1|FIG. 14B-2

FIG. 14B-1

:SoapDispatcher :HandlerChain

| e

»—
1414 receive(MessageContext)

1415

—
S
CO

141

destroy(MessageContext)

1419
init(tMessageContext)

I
i
i
i
i
i
i
i
i
i
i
i
i
i
, i
sinvoke(MessageContext) i
i
i
i
i
i
i
i
i
i
i
i
|
i
|

send(MessageContext)

1420

addDataBlob(DataBlobSerializer)
||

141

(o)

serialize(OutputStream)

—
S
—
N

e Y e S |

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

23/62

FIG. 14B-2

:PdpTransportProviderSender

(El)ataBIobDeseriaIizerRAF,

deserializeSOAP(DataBlobDeserializerFile,

t
c
o
=Eo
X O X
O g0
-— L5 =
C +—= C
o < O
O 00
538
@ 2@
0 gD
N P DB
O o
= o=
le! N~
~ ~
<t <t
~ ~

:PdpTransportProviderReceiver

............ X

ataBlobSerializerSoap(messageContext),
1421

ataBlobDeserializeQueue)
e e gl . DataBlobSerielizerSoap

Qo

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141
24/62

FIG 15 FIG.15A | FIG. 15B
sd GETClient /
% SCLClient :Handler Chain :PdpTransportClientReceiver
:User
iGET(<fiIename>) i i i
1501 invoke(messageconftext) i
1502 ' init(MessageContext)
i 1503
Send(Messa'geContext)
1507

destroy(MessageContext) 1510

1511

receive(MessageContext)

Deserialize
"TJ|soaP
1512 i [message
i |and
destroy(MessageContext) |attachments

=

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141
25/62

FIG. 15B

|

i

i

|

| |:PdpTransportClientSender :SimpleClient

i 1 I

i | |

i i i

| | |

i—»—‘— 1504 |

i setDataBlobProvider(DataBlobProvider)

! ™

; 1505 |

! setLocaIInetAddresses(InetAd'dress[])

! gy

i 1506 i

i setConnectionOptions(PdpCo'nnectionOptions)

i - ;

i : 1508 ! | 1. Establishes session
"7 . . o with the PDP Server
I getSession() :ClientSession i | 2. Creates ClientConnection
| L threads

! 1509 !

| sendSoapMessege(MessageContext,

i DataBlobSerielizeQueue)

| T [ 1.Adds the SOAP =

i i | data blob in

— 5 | DataBlobSerializeQueue.

2. ClientConnection
thread sends SOAP
request over the network.

3. Clientconnection
receives data from PDP
ServerConnections.

4. Creates temp
data file per
attachment.

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141
26/62
FIG. 16
FIG. 16A | FIG. 16B
FIG. 16A
sd GETServer /
:ServerSession| | :SoapDispatcher | [:HandlerChain

1. SCLProvider starts
PDP Server.

2. Server receives
request to create
session

3. Creates
ServerConnection
threads

4. Receives SOAP
request to send file.
5. The last Server
Connection thread
calls the dispatcher.

AN

doWork(ServerSeésion)

1

___________________i

P
01

___________________i

invoke(messageContext)
1602

___________________4

SUBSTITUTE SHEET (RULE 26)

HEN



WO 2012/030542

27/62

FIG. 16B

PCT/US2011/048141

:PdpTransportProviderReceiver

:PdpTransportProviderSender

—

603
receive i

(MessageContext) | noqerialize soaﬁ

(MessageContextB

destroy ™ message

1604 g

Init(MessageContext)

1605 i
Send(l\/llessageContext) 1607
1606 | sendSoapMessage
i (MessageContext,
i DataBlobSerializeQueue)
destroy(MessageContext) adds the SOAP data N
1608 blob in

DataBlobSerializeQueue.

The Server Connection
Thread that serializes
this SOAP data blob,

1.
per attachment and

adds it into the
DataBlobSerializeQueue.
2. Creates shared data
buffer pool.

Server Connection
threads read data from
input file into the
shared buffer pool and
send it over the
network.

Creates data blob

SUBSTITUTE SHEET (RULE 26)




WO 2012/030542

FIG.

17

FIG. 17A

FIG. 17B

28/62

FIG. 17A

PCT/US2011/048141

sd GETCancelClient /

:PdpTransportClientSender

:ClientSession

:ClientConnection

-

I
i
i
i
i
T T ] i
i Start a new i i i
i session() ! ! i
™1 start the connection (Socket :
1701 |
thread) | i
>_I_ 1
1702 !
!
i
|
Notify when the bytes i
read are greater than :
Event-Notification-Size i
SessionEvent() |
[T ] N i
thandleInTransportEvent(InTransportEvent) !
1706 | : !
- ! i throw |
< """"""""""""""""" o e e e e m e m J| """""" STt AT A
! i |OException() i
terminate(Exception) i i |
1708 ! !
—= I :
close() Close !
1709 Socket |
i
i
i
i

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

29/62

—
©
C
AD
AL
[
Ct
an
=
L 1T 5
Qo
.mm
v
o
V @
C
©
—
Tl
£
—
@
Q
m 2
=
M ®©
©
™ m ||||||||||||||||||||||||||||| ._ _u |||||||||||
o 3 o
— B S
LL % =
e ©
3
< LD
1o <
= 0|~ ~
® S| T
o m
e C
w o
5 e *
YR c _. IS -
£ . >
o =
Qo =
Wu —
= 8 ™
> o
2 N~
d ~
O
oc
==

0

e e e e

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542

FIG

30/62

.18

FIG. 18A

FIG. 18B

FIG. 18A

PCT/US2011/048141

sd GETCanceIServer/

SoapDispatcher:

eventProcessorThread

:ServerSession

:ServerConnection

Start a new server
session()

1801

Notify when the bytes
written are greater than
Event-Notification-Size

socket()

start the connection

1802

|

waitForEvent():SessionEvent

terminate(Exception)

1808

nh m [
1806 handleOutTransportEvent(OutTransportEvent)
. P I0Exception()

Close Ii|
H? Socket

SUBSTITUTE SHEET (RULE 26)

-
5
Q
s
B N = N R



PCT/US2011/048141

WO 2012/030542

31/62

]

g gy g gy S USRS

1807

—
@
C
@
9
N
A=
® c
£ 8
1
=
vV o
vV
©
—
TI
-—
3
®
—
o o
Q
(o0 )
*~— W
. ©
O] o 1 f-----1----
= S S A
F 1] C
7 o
(4] =
n 2
—
< )
=13 0
O | O 0
£ S|+ -
a ——~ B
2 E <
ﬁ..\l.u “— *
S £
e = ———
o)
Q =4
3 =)
(0] o | M
= = %
= E |®
*

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141
32/62

FIG. 19

FIG. 19A | FIG. 19B

FIG. 19A

sd PUTCancelClient /

:ClientConnection | | :MeterOutputStream | |:SessionDataMeter

write(byte[], Int, Int)
onBytesWrite(long) Notify when the bytes

1901 >D = written are greater than

1902 Event-Notification-Size.

waitForEvent(

) :SessionEvent
1903

close()

close socket Iﬁ

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

33/62

FIG. 19B

—
ﬂnU —_——~
o) = s
» c =
5 ) o
A= _._VL o)
c O
50 € X
8> o) Ll
© W e &- -0
r.%..nnu c ©
= © k=
£e — =
\ = o
<a - —~ D
— ~—
= Q c =
..m = o)
c =
S 2| 5
H g X ©
<t
ol © o] W o
ol & | & O ®
1% ~ = ~
=
= S
5 S
@)
Q@
-
C
®©
e

frr}f4- ---------- - - - - - - -\ -\ -\ -\ """

N~

:PdpTransportClientSender

ClientSession

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

34/62

FIG. 20

FIG. 20A | FIG. 20B

FIG. 20A

sd PUTCanceIServer/

t
c
A g
0]
@ o N _._nL
2a8P |5
3€g |2
vogs |2 <
SO O r4d
Pt [®) n_nu Q) O
— | 5828
5] soc | N~
— = O O (@) Q|
[ o ® > L O
p= Z2 %W | = N
IS ©
© =
Q [ »u ...............................................................
o )
7] c
N @]
$| s
' a
g |
75} O
o | N
e 3
© >
S| @
N o
<)
e S [N m (S N
3 »H+
c
b =
2 c
e I’
= |z
—
=18
c [0}
ke = |
o =
(0] ©
c ©
s | @
c
(0]
S.

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

35/62

FIG. 20B

:ServerSession

—
@
C
@
9
®
»L
-— —~
C C
we O
c > =
+ W = o
ot c 0]
= O (] [&]
£ a > x
v ® I w
VA I T - -0
o Q =
= 2 2
c ] £
_ C m
= S £
= i o
c c b
= o
- -~
n_nU o
S | &
Te'
=M EE
QE[&C
[72]
c 2
© (@]
o —
_m S
o
-
C
©
e

lol---—--——————— |

©

AN

SoapDispatcher:eventProcessorThread

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

36/62

-—a e - - - - - - -

1042
.............. R

[ SRy AR

anan)ap ere(q

L¢ "Old

-

~

\
\

PESIY L, IOV

(4] 74

90lLe

L0l¢C

x _

)

L0l¢C

90l¢

D

v012~

wonisod
o[1J JuaLIn)

Gol¢c

SIEEIN

190] 74

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

37/62

¢¢ Old

||||||||||||||||||||||||||||||||||||||||||||||||||

ananQ)duIpm ereq K

PLOce

oL0¢ce

qi0¢c

BlL0ccC

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141
38/62

WO 2012/030542

€¢ 'Old

609 Jnond)aIIp B1e(] P N
__——1 Uuorj2uuo)
—9
L ) G09
4 )
\. J
peay], N e ™
[AV] T4 IOIIM 1] 74
uonosuuo) N 509

\. J

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

39/62

vve "Old

(NT+ZT1+1T170) XDV

D, >

(uq + ——--- + 7q + 19 ‘T®) 10§ JDV ©1senbay

oovz ©  (uq yiBua] ‘ue 19SPQ) Hed ered

ovz- ((1-0)q WBUaT (1-U)e WSJFO) Hed ered
]

|

i

i
14014 ~

(€q wBueT ‘ge 19sIFQO) Wed ered

<

covz—’ (29 YIBUaT ‘g 19SPQ) Med EfeQ

20pz” (19 W3UIT ‘T8 19550) Hed wred

INHIdIOHY

”__ Lovz -

0l

YHANHS

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

40/62

gv¢ "Old

109
Japeaylayngeleq
T pesy A|/
L1 L1
L1 L1
L1 L1
L1 L1
L1 L1
v — N4 eaid | |
—— Cl¥C
ave—— O A O
uoloauuo) uoloauuU0) uoloauUu0)
(weangindinQ) azieusg (wesangindinQ) azieussg (weangindinQ) azijeuss
weaJljSuedlozijeuagqolgeleq wealjSuedlozijeuagqolgeieq wealjsuedJazieusgqolgeleq
o1zve O aizve -/ O erzve O

o509 _

09 _

ey09 -~ _

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

41/62

g¢ 'Old

pioA : ()dojs

PioA : (Juess

(suondoiaoogdpd ‘ssaippyiou] ‘jul)ionies
(ssaippyiau] Ju)ionias

PIOA : (UOISS9QISAISS)UOISSOSOAOWSI
Jayoledsiq : (Buys)ieyoiedsiganowal

pioa : ()sioysjedsiq|yarowal
uoissagianag : (uior sabessapy)uoissaguiol
ueajooq : ()buluunysi

i : (unonuoissagiab

Jaysjedsiq : (Buys)isyojedsiqleb

[1Buys : ()spjuoissag|vieb

[16us : ()syredayoredsiqivieb
uoissagIanIasg : (1sanbay sabessapy)uoissagajeald
ueo|ooq : (Buuig)iaysjedsigsuiejuod

pioA : (4syoiedsiqg ‘Buliig)isyoiedsigppe

++++F A+ F

pioA : (Jajeuna)

pIoA : (UCISSOSIOAISS)UIOIrUOISSASUO
PIOA : (UOISS9SI2AIDS)PUJUOISSOSUOD
PIOA : (UOISS2SIaAIDS)a]RaIDUOISSagUO

sisyoedsiqyied+

{Aluopeas} 0 = I :g3ddOLS ILVIS

{Alugpeai} g = Jur "NMOQLNHS_J1V1S

{Aluopead} | =l ONINNNY JLVIS

+ + +

JOA19G . IOAIDS

JOAIOS-

¥0G¢ / VETNELS

(suondoiaoosdpd ‘19008 ISAIDS)UDIIOBUUONIDAIDS

Janies : ()ioniaglab
wealsindinQ : (weansindinpiab

weangindy) : (Jweansindupeb « 0

» 0

pIoA : ()ozifeniul
Jozieussaq : (JJepinoidqgolgeleqieb
PIOA : (UCISSOSIDAISS )Y IOANOP

Jayojedsiq::19AI9S

+++++++

++ 4+ + +

pioA : ()os0|2

UOCI}I3UUO0D.IOAISS. [ IOAIOS

€05z <

SUOI]O3UUOD+ UuOoISSaS-

«ddepdum
zosz <
Jayoredsip-
SUOISSOS+
pioa : (Juonejdwoniojyem

pIoA : (Jereulus)
pIoA : (81AQ ‘uoiiosuuoIaAIeS)alejSUo)SdWwoD]es

(1oyojedsig 1sanbay-sobessapy JOAISS)UOISSOSIONRS

a1Aq : ()arelSUOISSagIeh
Buys : ()pjucissegieb
1sanbay sabessapy : ()isenbay1ob
snanpazieusasqolgeleq : ()sqojgejegbuiobinpieb
ananplazieussagqolgeleq : ()sqojgelequiwosujiab
Jayoledsiq : (Jsayojedsiqieb
Q1Aq : (UOIDAUUONISAIDS)UOIIDBULODPPE

++++F o+

UOISS9SI19A19S . IOAIDS

10S¢C

/ “AI2g sse|2

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

42/62

9¢ "Old

Buiys : ()Bulygo)
uoissagjual|) : (Juoissegleb
asuodsaysebessay : (Josuodsayiab

pIOA : ()oso[o

(uior-sebessapy ‘suondouoiosuuondpd ‘19M20S ‘UCISSASIURID)UOEIUUODIUSID
(1senbay sabessay ‘suondpuonsasuuondpd ‘19390 ‘UOISSASIUSIID)UCIOBUUCDIUSIID

+ + + + + +

uondsuuogjusli|on

£09¢ J

PIoA : (Jozijeli@gqolgeleq)ailim

(u ‘xapn)usnos|dwis

(x3unhusigsidwis

pioA : ([Issalppyioul)sassaippyiau]e20Ties
PIOA : (18pInoidqojgeleq)iapiroidqolgeleqiss

[ezeuasaqgqoigeleq : (Jpeas

uoissagiuall) : (Juoissogieb

[Issaippviauy] : ()sossaippyiau|edoqiab
lapiroidqolgeleq : ()ispiroidgolgereqish
suondouonosuuondpd : Owco_ﬁ%co_uomc:oo_‘mm
pioa : (Suciidguonasuuondpd)suondpOuoijoauuonias

PIOA™: Mwmmo sip
pIoA : ()1o2uuo2d

+ + + + F A+ o+ o+

>

uoIssas-

Jualoa|dung

uoissos-

1092

pioa : (Juonejdwonisenbayiojiem

juaAguoIssas : ()usnzio4yem
pioa : (Juonedwonio4yem
Bums : ()buuyso)

pioA : (uondaosxg)ajeunula)

asuodsay 'sabessapy : (jsonbay'sobessapy)uoissaguels
asuodsay sabessapy : (Juoissaguels

asuodsay sabessapy : (uior sabessapy)uoissaguiol
asuodsay sebessay : (Juoissaguiof
uesjooq : (Jpapelss!

9J4q : ()ore)suoissagiab
Buys : ()pjucissagiob
Byuonisioelequoissas : ()Byuonisippelequoissagieb
ananpazieuasqolgeleq : ()sqojgeyegbuiobinpieb
ananplaziieussagqolgeleq : ()sqojgeleguiwiosu)jab

i : (unonuonssuuoieb

([Issaippviay|

‘suondpuonssuuondpd ‘Jepinoidqgolgeleq X3Jun)uoissasiuald
([Issasppviau| ‘1opinoidqolgeleq ‘x3Hn)uoissagiuali)
(Jopinoidqojgeleq ‘x3un)uoissagiusi)

+ + + + A+ F A+

+ +

z09z -

uoissagiual|)

/ jualpo ssep

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

43/62

L¢ "Old

pioA : (weansindinQ)azielsas

ueajooq : ()pajeidwiosl

(JopesH sebessapy)eieqoNIoziieagqolgeleq
PIOA : ()as0[0

+ + + +

as|e} = ues|ooq :a0|dwons!

ejeoNJ9zI|elI9Sqo|geleq
J9zijelisgqgojgered

012~

pioA : (weangindinQ)azieuss +
uesjooq : ()palodwonst +
lapeayuediayngeleq : (JJopeaytayngeleqieb -

pioA : (Josop  +

(1opeayuedlayngeleq ‘lspesH)weansuedlazielaggoigereq
lapeayuediayngeleq .epeal -

wealjsuediazijeagqojgeled
d9zijeusgqojgereq

2022~

Jszieussqojgeleq qojgelep -

ul junopiopeal -

(weansindu| ‘JepesH)wealsuedlazieuasqoigeleq + >

wivjjqojgejeq
«ones»
€0z~
pIoA : (weaqsindinp)ezijeLiss

JopeoH sabessa| : ()JiopeaH1ab
(1opeay sabessap)i9ziienagqolgeleq

ueajooq : ()psjajdwonst

+ + + + +

pioa : (Jesojo

lopeol'sobessopy Jopeay #

JazijeLasqojgeieq

1022~

\ 19zZ||elIag sse|o

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

44/62

8¢ 'Old

pIoA : ()ajeunuia)

PIOA : ()aseydienowayaai41els
198lqoauIpeIeq : (Buo] ‘Buoy)ybuinejgeaaowial
joelqosuipneleq : (Buoj)anowal
19lqosmeleq : (Janowsal

pioa : ()fidwgayew

ues|ooq : ()pareuIla] si

ueajooq : (Jfdwgsi

ploA : (yos[qOsjuMmeeq)Hesul

pioA : (Jasodsip
(amouyL19onpoidlawnsuon)ananpajlipeled
()enanpajlmelea

++++++++F+F++

ananpajupeleq

¥08¢c J

aI4ssanoywopuey : (yeyeb
snanpajupmeleq : (Jenanpyeb

a4 : ()al 4196

weangindu) : (Jeyeqieb

pioa : ()asodsip

pioA : (weansindu)ynezijeuassap
pIOA : (Weadisindu|)ozijeuasap
(1opesH ‘sjid)dv¥iezIieasaqqolgeled
pioA : (Jysni4puyaia|dwod

P+ o+

++ +

[INU = pe3IY| :pEaly]Ja]lum
os|e} = ueg|ooq Buwuna -

[Inu = a|I{Ssaooywopuey el -

old B -

[Inu = ananpalupeleq enenbajumejep -

dvy4eziieuasagqolgeleq

Iaz/jeiesegqojgeleq
¢08¢ 7

Bums : ()buygoy  +

(lopd : ()sof106  +

weangindy; : (Jereqieb  +

pioA : (Jesodsip  +

pioA : (weanginduj)azieusasap +

(1opeap-sobessapy ‘oji4)a)4i9zieUasSagqo|geled +

weanginding : (Jweangindinpsjesis -

Inu =294 yedop|op -

(isrjAeuy mau =117 Soqy -

tAlUQPEal; 201 « 9 = Ul 'H1IDON3I1 WYIHLS a3y3ddng -

9jij19zijeuasaqqolgeyeq
Jozieusssgqojgeleq
£08z -

Buws : ()buigoy  +

JopeaH sabessay : ()JiopeaHeb +

weassinduy : (Jejegieb  +

pioA : (Jesodsip  +

pioA : (weansinding ‘weassindul)sjbuigazieuasap -

pioA : (weaqginding ‘weangindujinyezieusssp -

> pioA : (weanginding ‘weangindul)ezieusssp #

proa : (weaujsinduy)ezijeesep  +

(JopesH sobessoy)iozieussagqojgeleq +

pioa : (Jysnjqpuysio|dwos 4+

{Afluopeai} ¥Z0l « ¥9 =Wl :FZIS ¥IA44INE dNTL -

iopeaH sabessay ispeay #

Jazjjeussagqojgejeq

108¢ J

\ Jozi|eliaga( Ssejo

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

45/62

m uoIOBUUODUBI YD [<=------ mq ...................
_ uiop: e R
H «alneis» m
_ _ ........................................................................... i —— =
! 19008 (X3UN)aieaio m | e
m 7062 i i (uoisseguiof
B > 506¢
! ' -———————————|
i X @suodsay'sebesss|N: (Jesuodsayeb
m A go6C____ |
m _ _“ .......................................................... >
i X' 306z (weanginduj)peal
! asuodsay: e ] e
m «one}s» _HW------------------------------Wv
i (weansindinQ)ajum !
i m €06¢ UOIOBUUODIUSID: f==------
}senbay: I s ———
i «onels»
_H_,A .......................................................................................... > 1062
m JoX00g: (xgUNn)eiesio Lt (uorssasuess
m Z06¢
i uolssaguualD: Ul fe=---------- -~
fiojoeiexoosiuaiiodpd: m
«aoeHau» W._m dojenag
~~_uiop-jsanbay-jusi|) ps

g6¢ Old

Vv6¢ Old

V6e

old

6¢ 'Old

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141
46/62

WO 2012/030542

) < x ., | |6z ol

A 14
N L (esop [
0c6¢C
desop L | 000 =

a162 (3SNOdSsT)eieIsuons|dwoD)es
(Josuodsayop '

K
o
i

_]_______- ! I__.D_______

Ol6¢ ommcoamwm_on _||' /16¢

e |
viee (1S3INDF)ereISUOHSIduIoDIeS
= i

<

(senbeyop _ | | S16¢
?wm_:om_m_voﬁwco_ﬁ_asooﬁ
! €16¢
Zi6¢ oﬂmm_m_amm_o_u _||'_“mu_ o:o;m_anoBH_ﬂ_m
I A 116¢C
X -
| asuodsoysabessay: vmmcoammmymm -

16¢

esuodsoyfe 4

«lleis»
M

L e e — - L ———

T
y
|

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141

47/62
3001 3101
Join
Session
/-3102
3002 Create
C Socket
Create
Socket * /_3103
Send
+ /-3003 Join
Message
RSend t
eques 3104
Message * -
R Read
esponse
* 3004 Message
R Read
esponse
Message 3106
é)loiet
ocke
/-3006
Close
Socket /_3107
SJoir_1
ession
f3007
Create
Session 3108
check
Session
3008 State
REQUEST DONE
3111
RESPONSE v -
3109 Close
Socket
doRequest
FIG. 30 3110
doResponse
FIG. 31

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

48/62

:,A.- .......... S —— S - |
| m?o_mmmw._mamwvﬁmmho:o_mmmm:o m m
m _ GOCE : m
“ UOISSOSIONIDG: [h---=====-=========mooooo Amm-mmmmmmmmmem oo i
x | [ L |
i i uoissasIanag: (sanbay sabessapy)uoissagoleais m
[ S — bt 704 m
jsenboy: | ... (wesaginduppess m
<<ONE)S>> ! e m
“ 0ce : [ ]
“ UOIJOSUUODISAIDG: [wl-—--—- T
| | -
m |"|‘
m _W_‘ Oueys Z02¢E
m Toze (ayojedsiq ‘bums)iayojedsigppe
m Janes: I —
Jayoydsiq:
<<@OBHOUI>> [T T
JadojanaQg

5

\ *pjosnbay-1aneg ps

vee "Oid

oze Ol
aze o1 |CE Ol

vee Old

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

49/62

g¢g "Old

m I = _ m
?o_mmmmhmlmwvfo;ou | yrze m
gLee c.wm_Dom_m_vﬁm_ﬂwco_ﬁm_nsooﬁmm m
: m Qw_m:cmmou _||'_n_u4 !
w f Cree g EIE w m
(Lsano3ay)siejsuoyajdwon)es m
w (1senbayop _||'D w m
0jce | | 112t m !
......................................... I e “ !
(weansindinQ)eilim | ! i i
OSUOASON. | oo R R i |
<<oljels>> m | e e
P e —
m %m (UOISSOSIDAIDS)UIOLUOISSISUD
w.- ................ 1 ............. 4 .............. - :o_wmmwhmzmwm E_o_..mmmmmwm_\,_v_:o_mmmw uior
» wor: | (Wepusindpeesi | 80t
ﬂl <<ONeIS>> | 70Z¢ | m “_ m
i (weansindinQ)siim w _ m “
i i 902¢ | UOI}OBUUODIONISG: [.------- Ammmmmmmmmoooos .ﬂ_
esuodsey: | i P — _
<<olels>> m m _H_l ..............
........................................ S PSSR ) E

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

50/62

0zZ¢ Ol x

1
1
1
+
1
1
1
1
1
1
1
1
1
1
1

Eo_mmmw.hmamwvucm_:o_mmmw:o _ W4 oL

?o_mmmmhmamwv:o_mmmwm>o_Em._

m_wzon_wm_w_vﬁﬂwco;m_asoo«mm

e || &€

(ISNOJSTH)eleIsuoyedwonyes

 gTeT
m omwco%omo_o_||VmE mm_

B
1
1
1

/1¢€  ()ssuodsayop

SUBSTITUTE SHEET (RULE 26)




WO 2012/030542

51/62

3301

Accept

Connection

f‘331 7 r 3302
Close Read
Socket Message

3303
T f_3316 Other Join
Send Message Get Message
Response + Message
Error Message ID

(-3318

Send
Response +

Error Message

r—3319

Close
Socket

PCT/US2011/048141

3304 - 3305

Send
Response +

Error Message

Is_
Session

Available

I\I}equest 3306
essage
J ~3310 Vo
Close
Join Socket
Is Path Session
Registered
Y (-3311
Send
f'3308 Response +
SessionState
Create Message
Session
+ 3312
3309
Send - check
Response + Session
SessionID State
Message REQUEST DONE
RESPONSE + 3315
3313 Close
Socket
doRequest
3314
doResponse

FIG. 33

SUBSTITUTE SHEET (RULE 26)



waitForCompletion()

(@¥]
~
o
=

getlI\IextDataBIob(DataBIobSeriaIizer)

WO 2012/030542 PCT/US2011/048141
52/62
FIG. 34 |FG.34A| FIG.34B
FIG. 34C | FIG. 34D

FIG. 34A |
G.3 |
sd Client-Data_/ |
2 |
i
:Developer |
|
______________ » :ClientSession i
i
N » Transport::DataBlobSerializeQueue |
. i
i |
_______________________________ bo-m-------—- :ClientConnection| |
3401 ! |
i | [ geiNexiDataBlob(DataBlobSerializer) -DataBlobSerializer |
i 3402 i i ! i
i addDataBlob(DataBlobSerializer) ™ |
T i
3405 I
i
i

I

]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
]
|
L
]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
]
|
]
r———
|
]
]
—

T [}‘ ____________________________ .

i | 3407 |
L

| SetCompletionState(REQUEST)
Jiose() : 3408

i

i

|

_ . N
SetCompletionState(REQUEST) U‘ i
i

|

|

i

|

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

53/62

FIG. 34B

o= transport::DataBlobDeserializerQueue

cmcmccceccceeee——— g :DataBlobSerializer

gt

r

Serialize(QutputStream)

1
P
= “ © P
S E | !
g S ! N I
S ‘ 1
g Bl ] H
O IIIIIII u_ Ilel 1
&) 21 N[} i | W
€ 51 S| m Do
-
s | 3% 8| | | -
a olNT gl “ = b
A A1 m 219 !
“ c! | | “ oly o
i i o “ c|o |
I I (| 1 1 i 1
HE N N I S Ao

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141
54/62

WO 2012/030542

i _|||¢||||:|:|:|:|| —TtTT T yyT TtTTT Tt/ /- I ™ =2 R | i [ A ]
]
— - T .................. I_IW: ..... X
m m
2| 2
o) o) N ~
W W < <
o)
L L ™
x x <
< 2 9 2 ?
o 2 < 8 8
o © ol 0 ~— »
C C |n|u
ke ke
@ @
o o
£ £
@] @]
Q Q
[b] [b]
[72] [72]

4
getDataBlobs() :DataBlobDeserializer
getData() :InputStream

FIG. 34C

o
[T
T

i
i
i

e e
e e

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

55/62

---—- :DataBlobDeserializer

:ﬂ

getDataBlob(MessagesHeader) :DataBlobdeserializer

_———————— -

3415

e e L L e e

"

N

1
close()

e

()’Eil

e e e e mm e m e m e m e m e mm—m e mm——m e mmm—m e ——————————

oo

F oo e e e e e mmmm

FIG. 34D

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141

56/62
3501 3601
doRequest doResponse
3602
3502 -
Get Read Data-
No Next Yes Header ]
Serialize Data-
BLOB
+ /- 3603
3503 Get
- De-serialize
Write Data- Data-BLOB
Header
+ 3604
3504 Read
+ - Data-Part
Read From Socket
Data-Part From
Data-Source + /- 3605
+ 3505 Write
; - Data-Part  |jeg——
Write To Data-Store
Data-Part To j=a—
Socket
3606
3506 Is Last No
Data-Part
Is Last No
Data-Part
3907 ls Last YVes
Data-Header
RESPONSE
Completed
3508
RESPONSE
doResponse Completed
FIG. 35 FIG. 36

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141

3701 getDataB',Iob(MessagesHeader)

57/62
FIG 37 FIG. 37A | FIG. 37B

FIG. 37C | FIG. 37D ,
|
i
FIG. 37A |
sd Server-Data |
/ i
i
:Developer i
b ]
i
______ » :Server i
N E— » :ServerConnection !
|
___________________ e :SerVErSEEssion i
! i
| I
____________________ L -] :ServerConnection i
! L
! i
i

T

_———————te ]

getDataBlob(MessagesHeader)

=

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141
58/62

WO 2012/030542

FIG. 37B

—mmm——-m—-----——p :DataBlobSerializeQueue

T
1

deserialize(InputStream)

--p» :DataBlobDeserializer
.

»:DataBlobDeserializerQueue

o

<<interface>>
Disptcher

———
I

B ettt

:DataBlobDeserializer

——————

Ryt

e

I
i
|
i
i
i
|
Zf
|
i
;
_

SUBSTITUTE SHEET (RULE 26)



PCT/US2011/048141

WO 2012/030542

59/62

e ———————————]

R

b

-—— -7 --—"

1
1
gy S

3717

1
SetCompletionState(RESPONSE)

FIG. 37C

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141

L i

getDataBlobs() :DataBlobDeserializer

‘>‘|:| 3709 i

getData() :InputStream

]

dispose()

e

--p=:DataBlobSerializer

i
i
i
i
i
| i
! 3711 dispose() i
|
i i
i
i
i
i

— | |
] | |
i ) 4 3713 i !
i getNextDataBlob(DataBlobSerializer) :DataBlobSerializer i
i 3714 U |
1 getNextDataBlob(DataBlobSerializer) :DataBIobSeriaIE%r i
I i
i Serialize(OutputStream) 3715 | i
A I— ]
i Serialize(OutputStream) 3716 !
A l6iéiliiliiA I E—
i ! !
| i i
| 3719 i i
i Close() i 3720 i
| Close() ;
A D !
i

i

i

i

i

FIG. 37D

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141

61/62
3801 3901
doRequest doResponse
3802
- 3902
Read Data- Get
Header . No Next Yes
Serialize Data-
BLOB
+ 3803
Get
3903
De-serialize -
Data-BLOB Write Data-
Header
+ 3804
Read + 3904
Data-Part -
From Socket Read
Data-Part From
+ /- 3805 Data-Source
Write + 3905
Data-Part  |et——o7 . -
To Data-Store Write
Data-Part To jet—
Socket
3806
Is Last No 3906
Data-Part
Is Last No
Data-Part
Is Last Yes Vs 3907
Data-Header
3809 RESPONSE
Completed
3908
REQUEST doR
Completed oResponse
FIG. 38
FIG. 39

SUBSTITUTE SHEET (RULE 26)



WO 2012/030542 PCT/US2011/048141

62/62
4012
END SENDER 101 RECIPIENT 102
4001 4002
ESTABLISH NETWORK120 ESTABLISH
CONNECTIONS | PLURAL
: i CONNECTIONS
|
SEND I RECEIVE
DIVIDED I DIVIDED
DATA
i DATA
|
CLOSE
4005 CONNECTION 4009
/O STORAGE i
SYSTEM READ DATANL_YES | VES BOTTLENEC
ASTER THAN DATA IS | EXISTS IN l/O
e STORAGE SYSTEM
CONNECTION
I
|
!
OPEN
/O STORAGE CONNECTION

I/0 WRITING
DATA FASTER
THAN DATA IS
RECEIVED?

SYSTEM READ DATA \\YES

LOWER THAN DATA |

I YES
| -
|
|

CLOSE
CONNECTION

BOTTLENECK
TO MASS TRANSFER
OF DATA EXIST IN

YES

ALL DATA

|
|
|
|
|
|
|
|
|
|
| RECEIVED?

CLOSE
CONNECTION
|
|
|
NO~ROUND-TRIP TIME\_ YES | END N
(RTT) SUBSTANTIALLY | 4014
QECREASED FROM A .
PREVIOUS OPEN
RTT? CONNEPTION FIG 40

SUBSTITUTE SHEET (RULE 26)



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US 11/48141

A.  CLASSIFICATION OF SUBJECT MATTER
IPC(8) - GO6F 15/16 (2011.01)
USPC - 709/232

According to International Patent Classification (IPC) or to both national classification and [PC

B. FIELDS SEARCHED

IPC(8) - GO6F 15/16 (2011.01)
USPC - 709/232

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
USPC - 370/310,338,229-234 | 709/203,217-219,225,232,243,224,226,244,233,235 (view search terms below)

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
PubWEST(PGPB,USPT,EPAB,JPAB); Google Scholar; congestion, bandwidth, bottleneck, connections, maximum, open, close, slower,
faster, read, write, autontune, seek operation, RTT, round trip time, mass, transfer, transmit, data, rate, aggregate, receiver, recipient,

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
Y US 2008/0225721 A1 (PLAMONDON) 18 September 2008 (18.09.2008) entire document, 1-48
especially Abstract; para [0072], [0139], [0140], {0144], [0151], [0152), [0153]), [0163],
[0164}{0209]-[0213], [0228]-{0231], [0238], [0241], [0252]
Y US 2009/0292850 A1 (BARRALL et al.) 26 November 2009 (26.11.2009) entire document, 1-48
especially Abstract; para [0145]
Y US 2007/0088826 A1 (RAPHEL et al.) 19 April 2007 (19.04.2007) entire document, especially 9-11, 32-34
Abstract; para [0043), [0048], [0049], [0053), [0054]
A US 2010/0118886 A1 (SAAVEDRA) 13 May 2010 (13.05.2010) entire document 1-48

D Further documents are listed in the continuation of Box C.

[

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the international
filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“O” document referring to an oral disclosure, use, exhibition or other
means

“P” document published prior to the international filing date but later than

the priority date claimed

“T” later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying tﬁe invention

“X” document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

“Y” document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

21 December 2011 (21.12.2011)

Date of mailing of the international search report

06 JAN 2012

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571.273-3201

Authorized officer:
Lee W. Young

PCT Helpdesk: 571-272-4300
PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (July 2009)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - description
	Page 52 - description
	Page 53 - description
	Page 54 - description
	Page 55 - claims
	Page 56 - claims
	Page 57 - claims
	Page 58 - claims
	Page 59 - claims
	Page 60 - claims
	Page 61 - claims
	Page 62 - claims
	Page 63 - claims
	Page 64 - claims
	Page 65 - drawings
	Page 66 - drawings
	Page 67 - drawings
	Page 68 - drawings
	Page 69 - drawings
	Page 70 - drawings
	Page 71 - drawings
	Page 72 - drawings
	Page 73 - drawings
	Page 74 - drawings
	Page 75 - drawings
	Page 76 - drawings
	Page 77 - drawings
	Page 78 - drawings
	Page 79 - drawings
	Page 80 - drawings
	Page 81 - drawings
	Page 82 - drawings
	Page 83 - drawings
	Page 84 - drawings
	Page 85 - drawings
	Page 86 - drawings
	Page 87 - drawings
	Page 88 - drawings
	Page 89 - drawings
	Page 90 - drawings
	Page 91 - drawings
	Page 92 - drawings
	Page 93 - drawings
	Page 94 - drawings
	Page 95 - drawings
	Page 96 - drawings
	Page 97 - drawings
	Page 98 - drawings
	Page 99 - drawings
	Page 100 - drawings
	Page 101 - drawings
	Page 102 - drawings
	Page 103 - drawings
	Page 104 - drawings
	Page 105 - drawings
	Page 106 - drawings
	Page 107 - drawings
	Page 108 - drawings
	Page 109 - drawings
	Page 110 - drawings
	Page 111 - drawings
	Page 112 - drawings
	Page 113 - drawings
	Page 114 - drawings
	Page 115 - drawings
	Page 116 - drawings
	Page 117 - drawings
	Page 118 - drawings
	Page 119 - drawings
	Page 120 - drawings
	Page 121 - drawings
	Page 122 - drawings
	Page 123 - drawings
	Page 124 - drawings
	Page 125 - drawings
	Page 126 - drawings
	Page 127 - wo-search-report

