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(57) Abstract: A system and method for efficiently establishing a secure shell connection for accessing Web resources. A user at-
tempts to establish a secure Hypertext Transfer Protocol (HTTP) session between a client computing device and a remote storage
device. The storage device redirects the Web browser of the client computing device to a single sign-on (SSO) third-party identity
provider for authorizing the user. After successtul authorization, the client computing device receives information to use to maintain
a secure HTTP session. This information is stored on the storage device. The user attempts to establish a text-based secure shell ses -
sion. The user is not prompted for login credentials. However, the user is authenticated using the previously stored information and a
text-based secure shell session is established.
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SINGLE SIGN-ON METHOD FOR APPLIANCE SECURE SHELL
BACKGROUND OF THE INVENTION

Field of the Invention
[0001] This invention relates to the field of secure network communication and, more

particularly, to efficiently establishing a secure shell connection for accessing Web resources.

Description of the Related Art
[0002] Early client-server computing models utilized code on each of the multiple client

computing devices and on a remote server for a supported client-server application. The code for
the client computing devices provided a user interface and the code was installed on each of the
multiple client computing devices. Upgrades caused changes to the code on each of the multiple
client computing devices. Additionally, the code for the client computing devices and the server
typically was dependent on a given instruction set architecture (ISA) and operating system (OS).
[0003] Web-based applications handled many of the above issues by utilizing Web pages
created by standard language formats. A Web browser on the client computing device transmits
requests to a remote Web server storing the requested Web page. The Web browsers use the
Hypertext Transfer Protocol (HTTP) to transfer the requests. The client code for an application
hosted on the remote Web server is downloaded to the client computing devices when the
particular Web page is successfully accessed.

[0004] The remote Web server hosting the application may restrict access to the application
to a particular group of users. Early security practices for client-server computing models used
the HTTP Basic Authentication, wherein a user provided credentials to be used to authenticate
the user prior to allowing the user to access the hosted application. This type of authentication
prompts the user for credentials for each access of other resources available through the remote
Web server although the user was already authenticated. Additionally, once a user is
authenticated, an application programming interface (API) key, which may include the
credentials in an encoded format, is used in the header of each request. A malicious user gaining
access to the computing device used by the authenticated user may reverse engineer the client
code for the application on the computing device and obtain the stored API key.

[0005] Token authentication provides tracking of each connected computing device that
accesses the Web-based application hosted on the remote Web server and does not prompt for
credentials for accesses of other resources available through the remote Web server when the

user was already authenticated. Operating systems provide additional security by hiding the
1
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storage of access tokens. In addition, access tokens have expiration periods which limits
potential damage should a malicious user obtain the access token. Authentication services are
used to verify the user credentials and generate the temporary access token to be used during a
session on the remote Web server.

[0006] The generation and maintenance of token authentication is complex. Developers
prefer to spend time creating the Web-based applications and getting the applications online and
running quickly, rather than consuming an appreciable amount of time on writing code for
supporting and maintaining the token authentication. Further, for many types of tasks and the
corresponding Web-based applications, particular users, such as system administrators, prefer to
use a secure shell (SSH) user interface. The SSH user interface provides a command-line
interface (CLI) to the OS and the Web-based application. However, the SSH access typically
prompts the user for another login attempt despite the system administrator already establishing a
HTTP session on the remote Web server hosting the Web-based application. The authentication
service may also use HTTP redirection while verifying the credentials. The SSH user interface is
unable to support the HTTP redirection.

[0007] In view of the above, improved systems and methods for efficiently establishing a

secure shell connection for accessing Web resources are desired.

SUMMARY OF THE INVENTION

[0008] Systems and methods for efficiently establishing a secure shell connection for
accessing Web resources are contemplated. In various embodiments, a storage service device is
deployed among multiple devices in a business environment, such as a relatively small business
environment or alternatively a large enterprise environment. The storage service device may also
be referred to as a storage device. Multiple client computing devices may be remotely connected
to the storage device over a network, such as the Internet or a cloud-based network. The
environment may include a third-party authentication service, which is also referred to as an
identity provider, for handling user management such as authenticating users for web resources
on the remote storage device with the restricted access.

[0009] The third-party identity provider (IDP) uses one or more Hypertext Transfer Protocol
(HTTP) redirections while performing steps to authenticate the user. The HTTP redirections are
supported by the user’s web browser on the client computing device and by the web services on

the storage device. However, the HTTP redirections are not supported by the secure shell (SSH)
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code (process) used for establishing a secure shell connection between a client computing device
and the remote storage device.

[0010] After successful authorization is achieved with the SSO identity provider, the storage
device may send an access token and an optional refresh token to the client computing device.
Additionally, the storage device may send a client device identifier (ID) including one or more of
a session cookie, an Internet Protocol (IP) address, and a media access control (MAC) address.
The storage device may store the access token and/or the optional refresh token as well as the
client device ID. At least the stored access token and the stored client device ID may be used
later to authenticate the user without using the third-party identity provider when the user
requests a text-based secure shell session. At least the stored access token may be used to
authenticate access requests from the client device for web resources on the storage device. . At
this point, a secure HTTP session is established for the user between the client computing device
and the remote storage device. The user may send requests using the secure HTTP session,
wherein the requests include at least the access token and/or the optional refresh token and the
client device ID.

[0011] At a later time, the user may request a web application on the storage device to
establish a text-based secure shell (SSH) connection between the client computing device and the
storage device. In various embodiments, the request includes a username, the access token
and/or the optional refresh token, and the client device ID. When sending the request to the web
application on the remote storage device for the text-based secure shell (SSH) session, the user is
not prompted for login credentials. In addition, during the steps of authenticating the user for the
text-based SSH session, the user is not prompted for login credentials.

[0012] The remote storage device receives the request for the text-based SSH session and
locally authenticates the user without use of the third-party identity provider. Rather, the remote
storage device may use the previously stored access token, and/or refresh token, and the client
device ID along with the username. An identity and access manager (IAM) may be used by the
remote storage device to authenticate the user. No HTTP redirections are used to perform the
authentication. In some embodiments, an access token and an optional refresh token pair
separate from the token(s) generated for the secure HTTP session are created for the text-based
secure shell session. In other embodiments, the same access token and an optional refresh token
pair used for the secure HTTP session is used for the text-based secure shell session. The remote
storage device sends notification of the user being authenticated for the SSH session to the client

computing device. The user is able to use a text-based secure shell connection between the
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client computing device and the remote storage device without a login step requesting credentials
although a third-party identity provider is used in the system. The user may be presented with a
command line interface (CLI) within the web browser on the client computing device.

[0013] These and other embodiments will be appreciated upon reference to the following

description and accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[0014] FIG. 1 is a generalized block diagram illustrating one embodiment of establishing a
secure HTTP session on a remote storage device hosting Web resources using a third-party single
sign-on (SSO) service.
[0015] FIG. 2 is a generalized block diagram illustrating one embodiment of continuing to
establish a secure HTTP session on the remote storage device hosting Web resources using the
third-party SSO service.
[0016] FIG. 3 is a generalized block diagram illustrating one embodiment of establishing a
text-based secure shell session on the remote storage device after establishing a secure HTTP
session using the third-party SSO service.
[0017] FIG. 4 is a flow diagram illustrating one embodiment of a method for establishing the
secure HTTP session on the remote storage device hosting Web resources using the third-party
SSO service.
[0018] FIG. 5 is a flow diagram illustrating one embodiment of a method for establishing the
text-based secure shell session on the remote storage device after establishing the secure HTTP
session using the third-party SSO service.
[0019] While the invention is susceptible to various modifications and alternative forms,
specific embodiments are shown by way of example in the drawings and are herein described in
detail. It should be understood, however, that drawings and detailed description thereto are not
intended to limit the invention to the particular form disclosed, but on the contrary, the invention
is to cover all modifications, equivalents and alternatives falling within the spirit and scope of the

present invention as defined by the appended claims.

DETAILED DESCRIPTION
[0020] In the following description, numerous specific details are set forth to provide a
thorough understanding of the present invention. However, one having ordinary skill in the art

should recognize that the invention might be practiced without these specific details. In some
4
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instances, well-known circuits, structures, signals, computer program instruction, and techniques
have not been shown in detail to avoid obscuring the present invention.

[0021] Storage service devices (which may also be referred to as storage devices) may be
deployed in any of a variety of business or other environments. In some embodiments, a storage
device is a remote Web-based backup server. In other embodiments, the storage device may be a
purpose-built backup appliance (PBBA) or storage appliance. In such environments, multiple
client computing devices (client devices) may be remotely connected to the storage device over a
network, such as the Internet or a cloud-based network. Examples of such client computing
device include a desktop computer, a laptop, a tablet computer, a smartphone, and so forth.

[0022] For one or more users working on the client devices, the storage device may provide
restricted access to resources hosted on the storage device. In some embodiments, the
environment may include a third-party authentication service, which is also referred to as an
identity provider, for handling user management such as the restricted access. The third-party
identity provider (IDP) may use a single sign-on (SSO) service. With a SSO service, the user
provides credentials only once, regardless of the number of separate applications accessed after
the initial login. In addition to the above, the third-party identity provider (IDP) may use one or
more HTTP redirections while performing steps to authenticate a user. HTTP redirections are
generally supported by the user's web browser on the client device and by the web services on
the storage device. However, such HTTP redirections are not supported by the secure shell
(SSH) code (process) used for establishing a secure connection to the storage device.

[0023] In the following discussion, FIG. 1 and FIG. 2 illustrate an embodiment for
establishing a secure HTTP session. Following the establishment of a secure HTTP session, FIG.
3 depicts the establishment of a secure shell session without a user login prompt and without
using the third-party identity provider. Finally, each of FIG. 4 and FIG. 5 illustrate a method for
establishing a secure HTTP session and a text-based secure shell session on the storage device
for the client device.

[0024] Referring to FIG. 1, a generalized block diagram of one embodiment of establishing a
secure HTTP session on a remote storage device hosting Web resources using a third-party single
sign-on (SSO) service is shown. In the embodiment shown, a single client computing device
110 is connected to the storage service device 120. However, in various other embodiments,
multiple client computing devices are connected to the storage service device 120 and connected
to one or more other devices or servers. The other multiple devices and servers are not shown for

ease of illustration. The client computing device 110 may also be referred to as the client device
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110. The storage service device 120 may also be referred to as the storage device 120. The
client device 110 is also shown connected to a third-party identity provider 150. The identity
provider 150 may include one or more serves 130-140 and software for providing one or more of
a directory service and an authentication service.

[0025] Examples of the client device 110 include at least a desktop computer, a laptop, a
tablet computer, a smartphone, and so forth. In some embodiments, the storage device 120 is a
type of storage, such as a disk storage, a backup server, a Network-Attached Storage (NAS)
device, a Storage Area Network (SAN) device, or other. In other embodiments, the storage
device 120 is a purpose-built backup appliance (PBBA). The PBBA may also be referred to as a
storage appliance. Typically, storage appliances are a server based on common-used and
certified server-hardware sold together with software, wherein the hardware and the software are
provided by a single vendor. The storage appliance may include the server, data storage, an
operating system, backup software and deduplication software. The all-in-one approach for the
storage appliance may lead to relatively quick install (deploy) times. The storage appliance may
provide storage, enable storage on another appliance or another storage medium, and/or provide
deduplication for both physical systems and virtual systems.

[0026] The storage appliances typically provide data storage with capacities between 4
terabytes (TB) and 500 TB. As a result, the storage appliances may replace tape-based backup
and recovery processes. In other environments, such as enterprise environments and mainframe
environments, the storage appliances may be deployed alongside tape-based systems. The
storage appliances may be used for cloud-based storage or on premise storage. The connections
between the client device 110 and the storage device 120 may include at least the Internet,
wherein each of the client device 110 and the storage device 120 use the Hypertext Transfer
Protocol (HTTP) to transfer messages.

[0027] In various embodiments, the client device 110 may include one or more processor
cores including circuitry for executing instructions according to a predefined general-purpose
instruction set architecture (ISA). For example, the SPARC® instruction set architecture (ISA)
may be selected. Alternatively, the x86, x86-64®, Alpha®, PowerPC®, MIPS®, PA-RISC®, or
any other ISA may be selected. In other embodiments, the client device 110 may include a
system-on-a-chip (SOC) with one or more processors utilizing very wide single instruction
multiple data (SIMD) architectures to achieve high throughput in highly data parallel
applications. For example, the client device 110 may include one or more of a graphics

processing unit (GPU), a digital signal processor (DSP), and the like.
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[0028] The client device 110 may use a Mac OS X operating system, a Microsoft Windows
operating system, a Unix-like operating system, a mobile device operating system, or a
combination wherein a hard disk is partitioned to host multiple operating systems. As described
earlier, examples of the client device 110 include at least a desktop computer, a laptop, a tablet
computer, a smartphone, and so forth. The client device 110 may include software such as a
Web browser 112. The Web browser 112 may be representative of a number of available World
Wide Web browsers such as at least Internet Explorer, Firefox, Google Chrome and Safari.

[0029] In various embodiments, the web-based user interface 114 may be a graphical user
interface (GUI) within the web browser 112 for the application 124 on the storage device 120. In
some embodiments, the web-based application user interface 114 may not be presented to the
user 102 on the monitor of the client device 110 until the user 102 is authorized. The web-based
application user interface 114 may provide an easy-to-use interface for the user. As is well
known to those skilled in the art, the GUI web-based application user interface 114 may lack
sufficient support for efficient automated operation sequences, such as sending batch jobs.

[0030] The storage device 120 may include multiple software components such as at least an
operating system (OS), a Web service 122 and at least one Web-based application 124. The OS
(not shown) may be representative of any of a variety of specific operating systems, such as, for
example, Symantec Appliance Operating System, Linux, or Sun Solaris. As such, the operating
system may be operable to provide a software framework operable to support the execution of
various programs such as the Web-based application 124 for deduplication, automatic backup,
and recovery operations for system administrators. The Web service 122 may verify
authentication and create Web-based sessions and text-based shell sessions for authorized users.
[0031] Data management operations, such as operations used in enterprise information
management, performed by the storage device 120 provide regulatory compliance. Regulatory
compliance ensures the accuracy and completeness of data contained in files and reports as well
as consistent data across the enterprise. Both enterprise and small business environments may
deploy multiple storage devices to provide the above data management operations. As described
earlier, the storage devices are storage appliances. In addition, the environments may deploy
multiple client devices to support multiple users who may login locally and/or remotely to one or
more storage devices.

[0032] Users generally have configuration information including privileges, permissions and
roles. In many cases, this user configuration information may be consistent for a given user

across several devices. Enterprise environments typically utilize a user directory service to
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manage the identity of authorized users on devices. As shown, the storage device 120 uses the
third-party identity provider 150 for directory service operations and user authentication
operations. The third-party identity provider 150 may be used to allow developers to focus on
creating Web-based applications hosted on the storage device 120, rather than also support the
directory services and the authentication services.

[0033] The third-party identity provider 150 also uses a Web service 132 to communicate at
least with the client device 110. Each of the client device 110, the storage device 120 and the
identity provider 150 utilizes at least the Hypertext Transfer Protocol (HTTP) to communicate.
In some embodiments, the third-party identity provider 150 uses a single sign-on (SSO) service
134, In other embodiments, the third-party provider may use a centralized authentication
process. In contrast to a centralized authentication process where the user 102 is prompted for
credentials for each access of a separate application even when the user has an authorized HTTP
session, the user 102 is authenticated only once for the authorized HTTP session with the SSO
service 134.

[0034] With the SSO service 134, the user 102 provides credentials, such as a username and
a password, only once, regardless of the number of separate applications accessed after the initial
login for the authorized HTTP session. An access token and an optional refresh token provided
by the SSO service 134 authenticates the user 102 for all the applications they have been given
rights to and eliminates further prompts for credentials when the user 102 switches applications
during a particular authorized HTTP session. Some examples of SSO identity providers include
Stormpath, OneLogin, PingOne, Keycloak and AuthO. As will be described later, even when the
third-party provider uses the centralized authentication process, the user 102 may be
authenticated only once and gain access to multiple applications through the authenticated HTTP
session and gain access to an authenticated text-based secure shell session without being
prompted for credentials such as a username and a password.

[0035] A series of eight steps is shown in FIG. 1 for authenticating the user 102 for a secure
HTTP session. The series of steps continue with FIG. 2 where the user 102 establishes the
secure HTTP session and accesses the Web-based application 124. The series of steps continue
with FIG. 3 where the user 102 is authorized for a secure text-based shell session without being
prompted for login credentials. The environment using at least the client device 110, the storage
device 120, and the identity provider 150 may utilize Web-based applications and Cloud-based
applications to manage data, such as the application 124 on the storage device 120. In some

embodiments, the application 124 is a Web-based backup and recovery application.
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Alternatively, the application 124 is a Web-based application that creates, modifies and removes
volumes. In addition, the application 124 may create, mount and share a file system.

[0036] Generally speaking, Web resources are software components, artifacts, or data and
metadata used by Web-based and Cloud-based applications for creating, modifying, rendering,
removing, reading and so forth. The Web resources may include files, documents, storage
volumes, and any other target of a Web-based identifier. The Web-based identifier may include
a uniform resource locator (URL), a uniform resource identifier (URI), an internationalized
resource identifier (IRI), and the like. Web resources are typically collected in a location such as
in a subdirectory of a root directory for the Web-based application. In some examples, the
subdirectory may be indicated as resources/resource-identifier.

[0037] Web resource identifiers are unique strings conforming to a given format such as
[locale-prefix/]|[library-name/][library-version/|resource-name|/resource-version|.  Taking the
use of URLs as an example, the Web resource URL is an address that the application 124 uses to
access the Web resource. In the case that the Web resource is a backup server connected to a
backup and recovery application, the corresponding address may use a format such as
http://localhost:9399/api/backupServers/79460354-7¢c8-6df2-45a7-01df2bcd9b2a. The format
includes a base URL and a Web resource location.

[0038] Here, the base URL is an entry point to the backup and recovery application’s
RESTful API, which is further described shortly. The base URL in this example is
http://localhost:9399/api/. The string “localhost™ is the machine’s name where the backup and
recovery application is installed. For example, this string may identify the storage device 120 in
the example shown in FIG. 1. The string “9399” is a port used to communicate with REST APIs
associated with a Web service on server 170 used to access Web resources.

[0039] The Web resource location in the above example is /backupServers/79460354-e7c8-
6df2-45a7-01df2bcd9b2a. The Web resource location identifies the path to the Web resource
itself in the backup and recovery application’s RESTful API. The Web resource location is
suffixed to the base URL, forming the URL for the Web resource. The Web resource location
may include a uniform resource name (URN). Both URL and URN are uniform resource
identifiers (URIs). However, the URN is also associated with uniform resource characteristics
(URC), which allows a user to add descriptive information associated with the Web resource in
the URN such as an author name, a timestamp, a data size, and so forth. Additionally, the URN
may include an entity identifier (ID), or key, that uniquely identifies the Web resource. In the

above example, the key is 79460354-e7¢c8-6df2-45a7-01df2bcd9b2a. For the example of a name,
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accessing a collection of jobs, such as jobs setup for a given batch, may be identified by the URN
/jobs7. The complete URL may be http://localhost:9399/api/jobs7.

[0040] The key value in the above example may remain valid for identifying an associated
Web resource only during the time of the backup and recovery application’s RESTful API work
session. The application’s RESTful API work session, or the work session for the application
124 in the example, may also be referred to as a Hypertext Transfer Protocol (HTTP) session.
The HTTP protocol is used for data communication on the World Wide Web, which is also
referred to as “Web” or “web”. The Web is an information system of interlinked hypertext
documents (Web pages) and other digital resources, such as the above Web resources, that are
accessed via the Internet.

[0041] In various embodiments, the machine-to-machine (client-server) data communication,
which is maintained by processes known as Web services, between the client device 110 and the
storage device 120 over a network, such as the Internet, may allow manipulation of Web
resources using a set of stateless operations. The Web application programming interface (API)
used in this data communication may use relatively simple simpler representational state transfer
(REST) based communication. An API that uses REST is referred to as a RESTful API. A
RESTful API breaks down a transaction to create a series of smaller transactions, each of which
performs a particular underlying function of the full transaction. This modularity provides
developers with flexibility.

[0042] The REST architectural style is used by Web APIs within Web browsers. With an
increase in the use of Web-based applications and Cloud-based applications, various APIs, such
as RESTful APIs, are emerging to expose Web services. RESTful APIs communicate over the
Hypertext Transfer Protocol (HTTP) with HTTP verbs or methods. The HTTP methods (verbs)
indicate the action to be performed on an identified Web resource. The Web resource may
represent pre-existing data.  Alternatively, the Web resource may represent dynamically
generated data. The HTTP/1.0 specification defines the HTTP methods (verbs) GET, POST and
HEAD. The HTTP/1.1 specification further defines the HTTP methods (verbs) OPTIONS, PUT,
DELETE, TRACE and CONNECT.

[0043] Returning to the series of steps shown in FIG. 1, the user 102 in step 1 attempts to
access a Web resource, such as the application 124, on a particular website hosted by the storage
device 120. The access request is a request for a secure HTTP session between the client device
110 and the storage device 120. In step 2, the Web service 122 determines the user 102 is not

currently authorized or currently does not a have valid login for a secure HTTP session with the
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storage device 120. The Web service 122 stores a location identifier, such as an address or a
Uniform Resource Locator (URL) on the Internet, for the website of the requested application
124.

[0044] In step 3, the Web service 122 sends a response to the Web browser 112 identifying
the single sign-on (SSO) service 134 (Web resource) of the third-party identity provider (IDP)
150. The response may be a HTTP redirect response with a header including a destination
uniform resource identifier (URI) of the SSO service 134. The response may also include an
authentication request encoded as a URL query variable. In step 4, the Web browser 112 sends a
request to the SSO service 134 based on the response received from the Web service 122. The
SSO Service 134 determines whether the user 102 has an existing valid login HTTP session that
meets default or requested authentication policy requirements. The requirements may be placed
in the authentication request sent by the Web service 122.

[0045] When the SSO service 134 determines the user 102 does not yet have a valid HTTP
session, in step 5, the SSO service 134 prompts the user 102 for credentials. In step 6, the Web
browser 112 sends a response with the login credentials provided by the user 102. The
credentials may include at least a username and a password. The login request from the client
device 110 to the identity provider 150 may include an encrypted version of the password
provided by the user 102. The client device 110 may use a secure socket layer (SSL) to send the
login request to the identity provider 150.

[0046] In step 7, the identity provider 150 determines whether the received credentials, such
as at least the combination of the username and the password, provided by the user 102 match
stored credentials for the user 102. If the credentials match, the identity provider 150 may also
retrieve user role information for the user 102, such as a system administrator role or a normal
user role and corresponding privileges for the user 102. In addition, the identity provider 150
generates an authorization assertion. The authorization assertion may include one or more
tokens, keys or other values indicating successful authorization for the user. The identity
provider 150 may generate both an access token and a refresh token. The identity provider 150
may support one or more security token types such as SAML, SPNEGO, and X.509. In addition,
the storage device 120 may support these security token types.

[0047] In step 8, the identity provider 150 prepares a response indicating successful
authorization for the user 102. The SSO service 134 in the identity provider 150 may create a
HTML form containing response information such as logon security context for the user 102

with at least the authorization assertion. The identity provider 150 inserts the HTML form in a
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HTTP response. The HTML form typically includes script code that automatically posts the
form to the destination site. The HTTP response is sent to the client device 110.

[0048] It is noted that while the above description describes a particular series of steps for
purposes of convenience, in various embodiments the order of the steps occurring may differ.
Additionally, other steps may be include that are not shown, and in some embodiments some
steps may be combined and some may be eliminated. For example, the above description
describes a service provider initiated SSO process where the client device 110 initially
communicates with the service provider, or the storage device 120 in the example. It is also
possible to have an identity provider initiated SSO process where the client device 110 initially
communicates with the identity provider 150. All such embodiments are contemplated.

[0049] Turning now to FIG. 2, a generalized block diagram of one embodiment of continuing
to establish a secure HTTP session on the remote storage device hosting Web resources using the
third-party SSO service is shown. Circuits, control logic, communication protocols and software
described earlier are numbered identically and shown as in FIG. 1. A series of steps 9-11 are
shown. The client device 110 has received the response indicating successful authentication for
a secure HTTP session for the user 102. 1In step 9, the Web browser 112 forwards the
information from the identity provider 150 to the Web service 122 on the storage device 120.
The Web browser 112 may perform the forwarding due to an auto-submit script. The script
instructs an HTTP POST request to send the HTTP form from the identity provider 150 to the
Web service 122 on the storage device 120.

[0050] In step 10, the storage device 120 receives the HTTP form from the client device 110,
accesses the digital signature and analyzes the digital signature. A cryptographic digital
signature was inserted in the HTTP form by the identity provider 150. The cryptographic digital
signature uses asymmetric encryption keys, such as a public key and a corresponding private key.
The private key may also be referred to as a secret key. The private key is used to create a
digital signature for the identity provider 150 so the identity provider 150 “signs™ the
authorization response that it generates. The public encryption key is used for verifying the
digital signature created from the private key. The public key and the private key are closely
linked with one another so that a different public key cannot be used to authenticate the digital
signature created by the private key.

[0051] After the storage device 120 validates the digital signature, it compares the
information in the assertion contents to corresponding stored values. The assertion contents

include one or more user profile attributes such as user roles, email addresses, and other proof of
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identity attributes. If this access check passes, then the storage device 120 generates a local
version of a logon security context for the user 102. In some embodiments, the logon security
context includes a local access token and a local refresh token. The access token is used to
authenticate the user 102 using the secure HTTP session for each access of a resource such as the
application 124 hosted on the storage device 120 during a predetermined time period. The
refresh token is used to generate a new access token after expiration of the original access token.
Additionally, the storage device 120 may generate a client device identifier (ID) including one or
more of a session cookie, another session identifier, an Internet Protocol (IP) address, and a
media access control (MAC) address. The storage device 120 may store the client device
identifier in order to determine for later requests from the client device 110 whether a received
access token and/or an optional refresh token is valid. In some embodiments, the web service
122 generates and/or stores the client device identifier (ID).

[0052] In various embodiments, the application 124 performs the above steps on the storage
device 120. In other embodiments, another component on the storage device 120 performs the
above steps regarding step 10 shown in FIG. 2. The storage device 120 retrieves from stored
location information the requested resource URL associated with the application 124. In various
embodiments, the web service 122 retrieves the stored location information. In step 11, the
storage device 120 sends an HTTP redirect response to the Web browser 112 to access the
application 124. In various embodiments, the web service 122 sends the HTTP redirect response.
At this point, the user 102 is considered to be “logged on™ at the client device 110, has a secure
HTTP session on the storage device 120 and is able to access the application 124.

[0053] Referring now to FIG. 3, a generalized block diagram of one embodiment of
establishing a text-based secure shell session on the remote storage device after establishing a
secure HTTP session using the third-party SSO service is shown.  Circuits, control logic,
communication protocols and software described earlier are numbered identically and shown as
in FIG. 1. A series of steps are shown. The user 102 working on the client device 110 has
gained access to the application 124 through an authorized and secure HTTP session on the
storage device 120. As shown, the storage device 120 includes a secure shell interface 326 and
an authentication management module 328.

[0054] The secure shell interface 326 is code for providing a process supporting an interface
for a secure (encrypted) network protocol. This secure network protocol allows for accessing
services of the OS on the storage device 120. The secure shell interface 326 provides a

command-line interface (CLI) to the services of the OS, the application 124, and other software
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applications on the storage device 120. After the user 102 is authorized for the secure HTTP
session on the storage device 120, the user 102 may initiate a request for a text-based secure shell
session on the storage device 120. In some embodiments, the web-based application user
interface 114 may include a button for requesting a text-based secure shell (SSH) session on the
storage device 120. Other mechanisms for initiating the request are possible and contemplated.
The text-based secure shell session may use an encrypted network protocol to transfer messages
between the client device 110 and the storage device 120. Examples of the text-based secure
shell session include PUTTY on the Windows operating system and secure shell (SSH) on Unix-
like operating systems.

[0055] The user 102 may use the text-based SSH session to enter commands on a command
line interface (CLI). For example, the user 102 may repetitively execute a number of tasks in a
fixed sequence as a batch job on the storage device 120. When the batch job utilizes conditional
code, scripting may be used with the languages Java, Perl, Python and so forth. The CLI
commands may be entered interactively by the user or passed to the CLI in files. Typically,
establishing a text-based SSH session is not done when the third-party identity provider 150 (not
shown) is used for user authentication due to the HTTP redirections. Unlike the Web browser
112 on the client device 110 and the Web service 122 on the storage device, the secure shell
interface 326 is unable to handle the HTTP redirections performed by the identity provider 150.
However, as described shortly, other steps are used to establish the text-based SSH session even
when the third-party identity provider 150 is used for user authentication. Authorization for the
text-based session request may be achieved without prompting the user for credentials, though,
based on the earlier authorization for the HTTP session request.

[0056] The authentication management module 328 on the storage device 120 provides a
manner for establishing or verifying that a given user is who they claim to be. In some
embodiments, the authentication management module is a pluggable authentication management
(PAM) module. The authentication management module 328 includes a library that is a
generalized API that includes a library of modules for authentication-related services. The
authentication management module 328 may be a modified PAM module that includes the
capability to communicate with each of the secure shell interface 326 and the Web service 122 to
provide authentication for a text-based secure shell session without prompting the user 102 for
credentials. The authentication management module 328 allows a system administrator, such as
user 102 or a system administrator on storage device 120, to add new authentication methods by

installing new libraries. A configuration file, such as a pam.conf file, determines which
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authentication services to select. Typically, the Web service 122, the secure shell interface 326
and the authentication management module 328 are software on the storage device 120. In
alternative embodiments, these components correspond to custom designed circuitry to perform
the functions described herein. Alternatively, the components may correspond to a combination
of hardware and software. All such embodiments are possible and are contemplated.

[0057] Returning to the series of steps, in step 12, the user 102 initiates a request for a text-
based secure shell session. The user 102 is not prompted for credentials, such as a username and
a password. In some embodiments, the web-based application user interface 114 is a GUI with a
button for requesting the text-based secure shell session on the storage device 120. Other
mechanisms for initiating the request are possible and contemplated. When the user 102 initiates
the request on the client device 110 for the text-based secure shell (SSH) session, the request is
for establishing a secure connection to a secure shell (SSH) process on the storage device 120,
where the SSH process provides a secure and restricted interface to the application 124 hosted on
the storage device 120.

[0058] In step 13, the request is sent to the storage device 120. In various embodiments, the
request includes a username, the access token and/or the optional refresh token for the secure
HTTP session, and the client device ID. Rather than communicate with the third-party identity
provider 150, the storage device 120 may compare information in the received request for the
text-based SSH session and information stored on the storage device 120.

[0059] The information used for the above comparison may include at least the username or
other user identifier, the access token and/or the optional refresh token used for the secure HTTP
session, and the client device ID used for the secure HTTP session. The comparison used for
authentication may be performed within the storage device 120. Altematively, the storage device
120 may send an indication of the comparison operation and the values to compare to a server,
another storage device, or other computing device connected to the storage device 120.
However, the third-party identity provider 150 is not used for authentication for the text-based
SSH session, and thus, does not perform the comparison. The storage device 120 does not
communicate with the third-party identity provider 150 during handling of the request for the
text-based SSH session. In some embodiments, the application 124 on the storage device 120
receives the request for the text-based secure shell (SSH) session and in step 14 forwards the
request to the authentication module 328. The forwarding may occur through the SSH interface

326.
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[0060] In the example shown, in step 15 the authentication management module 328 sends a
verification request to the Web service 122. The verification request may include at least the
username, the access token and/or the optional refresh token used for the secure HTTP session,
and the client device ID used for the secure HTTP session, each of which was sent in the request
from the client device 110. The verification request does not include a password and the user
102 was not prompted for credentials when initiating the request for the text-based secure shell
session or during the steps to establish the text-based secure shell session.

[0061] In step 16, the Web service 122 and the authentication module 328 use an identity and
access manager (IAM), which is not shown, for authenticating the user 102 for the requested
text-based SSH session. Similar to the previous step 10, the storage device 120 performs access
checks using multiple pieces of information such as the received username, the client device ID
and the access token and/or the optional refresh token. Other information as described earlier
may also be used during the access check. The access checks may include at least the earlier
comparison operation. No HTTP redirections are used to perform the authorization. The storage
device 120 may forgo the HTTP redirections because the request in step 13 for the text-based
secure shell session already includes stored information for an authenticated session, such as the
earlier established secure HTTP session.

[0062] In some embodiments, when the storage device 120 determines successful
authorization for the user 102 based on the received information, the storage device 120
generates a corresponding access token and an optional refresh token for the text-based secure
shell (SSH) session. In some embodiments, these token values may be different than the access
token and the refresh token used for the secure HTTP session. In step 17, the Web service 122
sends the notification of successful authorization and any new access token to the authentication
management module 328.  Alternatively, the IAM sends notification of the successful
authorization to the authentication module 328. In steps 18 and 19, the notification of the
successful authorization, any new access token, refresh token and any other new session
identifier is sent to the client device 110.

[0063] In step 20, the user 102 obtains a text-based secure shell (SSH) session as an
authorized user, although the user 102 was not prompted for credentials such as a username and
password. The user 102 has access to a CLI and may enter commands and send batch jobs.
[0064] The generation and maintenance of token management security strategies is complex.
Developers prefer to spend time creating the web-based applications and getting the applications

online and running quickly, rather than consuming an appreciable amount of time on writing
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code for supporting and maintaining the token authentication. Further, for many types of tasks
and the corresponding web-based applications, system administrators prefer to use a text-based
secure shell (SSH) session. As shown above, the user 102 is able to obtain the text-based secure
shell (SSH) session without being prompted for credentials while the storage device 120 uses the
third-party identity provider 150.

[0065] Turning now to FIG. 4, one embodiment of a method 400 for efficiently establishing
the secure HTTP session on the remote storage device hosting Web resources using the third-
party SSO service is shown. For purposes of discussion, the steps in this embodiment are shown
in sequential order. However, some steps may occur in a different order than shown, some steps
may be performed concurrently, some steps may be combined with other steps, and some steps
may be absent in another embodiment.

[0066] In block 402, a given user working on a client device attempts to access a Web-based
application on a remote storage device, which may also be referred to as a service device. In
some embodiments, the storage device is a storage appliance. In other embodiments, the storage
device is a backup server. A HTTP session (HTTP) session for the storage device is requested
for the given user. The given user is prompted for credentials such as at least a username and a
password for the given user. In block 404, the request for the HTTP session is sent to the storage
device hosting the Web-based application.

[0067] In block 406, another location for authentication of the given user is identified. For
example, a third-party identity provider may be identified and a corresponding URL may be used
to determine its location. In block 408, the request with the credentials is redirected from the
storage device to the identity provider. In various embodiments, the redirection is a HTTP
redirection.

[0068] In some embodiments, there are more than one redirections used before a final
identity provider is found to perform authentication for the given user. If there is another
redirection (conditional block 410), then control flow of method 400 returns to block 408.
Otherwise, if the credentials are determined to be valid for the given user allowing the given user
to access the Web-based application through a HTTP session (conditional block 412), then in
block 414, the user roles, permissions and other information for the given user are retrieved. The
information may be retrieved from a directory service within the identity provider.

[0069] In block 416, a successful notification of establishing the HTTP session along with
the retrieved information is returned to the client device. Additionally, an authorization assertion

may be generated and returned with the notification. The authorization assertion may include
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one or more tokens, keys or other values indicating successful authorization for the user. If the
credentials are determined to be invalid for the given user (conditional block 412), then in block
418, a notification that authentication failed is generated and sent to the client device.

[0070] Turning now to FIG. 5, one embodiment of a method 500 for establishing the text-
based secure shell session on the remote storage device after establishing the secure HTTP
session using the third-party SSO service is shown. For purposes of discussion, the steps in this
embodiment are shown in sequential order. However, some steps may occur in a different order
than shown, some steps may be performed concurrently, some steps may be combined with other
steps, and some steps may be absent in another embodiment.

[0071] In block 502, notification regarding authentication of credentials is received at a client
device. A given user may have sent credentials for gaining a HTTP session to a service device,
such as a storage device which may also be referred to as a storage appliance or a storage backup
server. The service device may also be referred to as a service provider. The service device may
be a remotely located device in reference to the client device. The service device may host one
or more Web-based or Cloud-based applications for use by the given user working on the client
device. A third-party identity provider may be used to authorize the given user. The identity
provider may have sent the notification regarding the authentication of the given user’s
credentials.

[0072] If the authentication of the given user at the third-party identity provider did not
succeed (conditional block 504), then in block 506, the login for the given user is rejected and
other credentials may be requested. The rejection and the request for other credentials may be
presented on a monitor of the client device. If the authentication of the given user at the third-
party identity provider succeeded (conditional block 504), then in block 508, notification of the
successful authentication is sent to the service device where a HTTP session is requested. The
authorization assertion from the third-party identity provider is also sent.

[0073] The service device may host one or more Web-based or Cloud-based applications for
use by the given user working on the client device. As described earlier, the notification of the
successful authentication at the third-party identity provider may include at least a digital
signature from the third-party identity provider and the authorization assertion contents including
one or more user profile attributes such as user roles, email addresses, and other proof of identity
attributes for the given user and an access token and an optional refresh token or other key

values. The service device performs access checks on this information to verify the source of the
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received contents and to verify the given user requesting access to one or more Web-based or
Cloud-based applications hosted on the service device.

[0074] Upon successfully completing the access checks, in block 512, the service device
generates one or more of a local version of a logon security context for the given user, a local
access token and a session identifier for the given user. Additionally, the service device may
generate a client device identifier (ID) including one or more of a session cookie, the session
identifier, an Internet Protocol (IP) address, and a media access control (MAC) address. The
service device may store the access token and/or the refresh token as well as the client device
identifier. The stored information may be used to validate subsequent access requests from the
client device for web resources hosted on the service device. In addition, the stored information
may be used for a subsequent request to establish a text-based secure shell session. The service
device sends the information to the client device. At this point, the given user is considered to be
“logged on™ to the remote service device at the local client device. The user has an established
secure HTTP session on the remote service device and is able to access one or more Web-based
and Cloud-based applications hosted on the service device where the given user has authorized
permission.

[0075] In block 514, a text-based secure shell session is requested using the access token
from the service device and the client device ID. In some embodiments, the given user selects a
button on a web-based application user interface to initiate the request for the text-based secure
shell session. Other mechanisms for initiating the request are possible and contemplated. When
the given user initiates the request on the client device for the text-based secure shell (SSH)
session, the request is for establishing a secure connection to a secure shell (SSH) process on the
service device, wherein the SSH process provides a secure and restricted interface to the web-
based application hosted on the service device. The given user may not be prompted for
credentials, such as a username and password, during the request. Examples of the text-based
secure shell session include PuTTY on the Windows operating system and SSH on Unix-like
operating systems.

[0076] Unlike the Web browsers and Web services operating on the client device and the
service device, a text-based secure shell interface is unable to handle the HTTP redirections
performed by the third-party identity provider. Therefore, in block 516, when the service device
receives the request to establish the text-based secure shell session, rather than send a request to
the identity provider, the service device handles the authorization of the given user based on the

earlier authorization performed for establishing the HTTP session for the given user. For
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example, in various embodiments, a pluggable authentication module (PAM) and a Web service
on the service device handle the authorization of the given user for establishing the text-based
secure shell session. An identity and access manager (IAM) may also be used.

[0077] Similar to the previous verification for the HTTP session, the Web service or other
control logic (or circuitry) performs access checks in response to receiving the request for
establishing the text-based secure shell session. The access checks use multiple pieces of
information corresponding to the given user and the authorized HTTP session. The pieces of
information may include at least the username for the given user, the access token and the
optional refresh token used for the secure HTTP session and the client device ID used for the
secure HTTP session. Other information as described earlier may also be used during the access
check. No HTTP redirections are used to perform the authorization for the text-based secure
shell session.

[0078] In some embodiments, when the service device determines successful authorization
for the given user based on the above pieces of information, the service device generates a
corresponding access token for the text-based secure shell session. In various embodiments, the
service device uses the received access token and/or the refresh token to generate the access
token for text-based secure shell session. In other embodiments, the access token or another
session identifier for the text-based secure shell session may be generated in many other possible
ways. The service device sends a notification of successful authorization and any new access
token or session identifier to the client device. At this point, the given user is considered to be
“logged on™ at the client device and has a text-based secure shell session on the service device.
[0079] In block 518, the given user is able to access one or more authorized Web-based and
Cloud-based applications hosted on the service device through the command line interface (CLI)
of the text-based secure shell session. These accesses use the previously generated access token
for the text-based secure shell session. The given user may then open the text-based secure shell
session within a window separate from the GUI-based application interface (e.g.., within the
browser in one embodiment) as an authorized user, although the given user was not prompted for
credentials. The given user may enter commands or perform efficient automated operation
sequences, such as sending batch jobs.

[0080] In various embodiments, one or more portions of the methods and mechanisms
described herein may form part of a cloud computing environment. In such embodiments,
resources may be provided over the Internet as services according to one or more various models.

Such models may include Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and
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Software as a Service (SaaS). In laaS, computer infrastructure is delivered as a service. In such a
case, the computing equipment is generally owned and operated by the service provider. In the
PaaS model, software tools and underlying equipment used by developers to develop software
solutions may be provided as a service and hosted by the service provider. SaaS typically
includes a service provider licensing software as a service on demand. The service provider may
host the software, or may deploy the software to a customer for a given period of time. Numerous
combinations of the above models are possible and are contemplated.

[0081] Although the embodiments above have been described in considerable detail,
numerous variations and modifications will become apparent to those skilled in the art once the
above disclosure is fully appreciated. It is intended that the following claims be interpreted to

embrace all such variations and modifications.
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WHAT IS CLAIMED IS

1. An authentication system comprising:
a third-party identity provider (IDP) configured to authenticate a plurality of users
through a series of one or more Hypertext Transfer Protocol (HTTP) redirections;
a storage device hosting an application; and
a client device configured to:
send requests for establishing both a secure HTTP session and a secure shell
(SSH) session with the storage device in order to access the application;
and
send a given request to establish a SSH session, wherein the request comprises at
least a first access token corresponding to a secure HTTP session
previously established using the third-party IDP; and
wherein in response to receiving the given request, the storage device is configured to
authorize the client device to establish the SSH session although the given request
lacks a password, in further response to verifying the first access token

corresponds to the previously established secure HTTP session.

2. The authentication system as recited in claim 1, wherein the storage device is further
configured to send at least the first access token and a client device identifier (ID) to the
client device responsive to receiving from the third-party IDP an indication of successful
authentication for a given user of the plurality of users on the client device requesting to

access the application through a secure HTTP session.

3. The authentication system as recited in claim 2, wherein the storage device is further
configured to store each of the first access token and the client device ID to use for verifying

subsequent accesses of the application from the client device via the secure HTTP session.

4. The authentication system as recited in claim 3, wherein the client device ID comprises one
or more of a session cookie, an Internet Protocol (IP) address, and a media access control

(MAC) address.
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5.

The authentication system as recited in claim 2, wherein the given request from the client

device to establish the SSH session further comprises the client device ID.

The authentication system as recited in claim 3, wherein to authorize the client device to
establish the SSH session, the storage device is further configured to determine whether at
least the first access token and the client device ID in the request matches the stored first

access token and the stored client device ID.

The authentication system as recited in claim 3, wherein to authorize the client device to
establish the SSH session, the storage device is further configured to forego any HTTP

redirections.

The authentication system as recited in claim 3, wherein to authorize the client device to
establish the SSH session, the storage device is further configured to forego using the third-

party IDP.

A method for executing on a processor, the method comprising:

authenticating with a third-party identity provider (IDP) a plurality of users through a
series of one or more Hypertext Transfer Protocol (HTTP) redirections;

hosting an application on a storage device;

sending requests from a client device for establishing both a secure HTTP session and a
secure shell (SSH) session with the storage device in order to access the
application;

sending a given request from the client device to the storage device to establish a SSH
session, wherein the given request comprises at least a first access token
corresponding to a secure HTTP session previously established using the third-
party IDP; and

authorizing the client device to establish the SSH session although the given request lacks
a password, in response to verifying the first access token corresponds to the

previously established secure HTTP session.

10. The method as recited in claim 9, further comprising sending at least the first access token

and a client device identifier (ID) to the client device responsive to receiving from the third-
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11

12.

13.

14.

15.

16.

17.

party IDP an indication of successful authentication for a given user of the plurality of users

on the client device requesting to access the application through a secure HTTP session.

The method as recited in claim 10, further comprising storing each of the first access token
and the client device ID in the storage device to use for verifying subsequent accesses of the

application from the client device via the secure HTTP session.

The method as recited in claim 11, wherein the client device ID comprises one or more of
a session cookie, an Internet Protocol (IP) address, and a media access control (MAC)

address.

The method as recited in claim 10, wherein the given request from the client device to

establish the SSH session further comprises the client device ID.

The method as recited in claim 11, wherein to authorize the client device to establish the
SSH session, the method further comprises determining whether at least the first access token
and the client device ID in the request matches the stored first access token and the stored

client device ID.

The method as recited in claim 11, wherein to authorize the client device to establish the

SSH session, the method further comprises foregoing any HTTP redirections.

The method as recited in claim 11, wherein to authorize the client device to establish the

SSH session, the method further comprises foregoing using the third-party IDP.

A storage device comprising:
a processor; and
a memory configured to:
store an application; and
store program instructions executable by the processor to:
send requests to a third-party identity provider (IDP) configured to authenticate a
plurality of users through a series of one or more Hypertext Transfer

Protocol (HTTP) redirections;
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18.

19.

20.

receive a given request from a client device to establish a secure shell (SSH)
session, wherein the given request comprises at least a first access token
corresponding to a secure HTTP session previously established for the
client device using the third-party IDP; and

authorize the client device to establish the SSH session although the given request
lacks a password, in further response to verifying the first access token

corresponds to the previously established secure HTTP session.

The storage device as recited in claim 17, wherein the program instructions are further
executable by the processor to send at least the first access token and a client device identifier
(ID) to the client device responsive to receiving from the third-party IDP an indication of
successful authentication for a given user of the plurality of users on the client device

requesting to access the application through a secure HTTP session.

The storage device as recited in claim 18, wherein the given request from the client device to

establish the SSH session further comprises the client device ID.

The storage device as recited in claim 18, wherein to authorize the client device to establish
the SSH session, the program instructions are further executable to determine whether at least
the first access token and the client device ID in the request matches stored values of the first

access token and the stored client device ID.
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