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| APPLICATION DISTRIBUTION AND BILLING SYSTEM IN A
WIRELESS NETWORK

CROSS-REFERENCE TO RELATED APPLICATION
This application claims the benefit of Provisional Application No. 60/312,737, filed

August 15, 2001, pending, which application is incorporated herein by reference in its entirety.

BACKGROUND OF THE INVENTION
L Field of the Invention
The present invention generally relates to data networks and computer communications
and processing. More particularly, the invention relates to the interfacing between systems,

transaction processing and billing, and product negotiation and management.

I1. Description of the Related Art

Wireless devices, such as cellular telephones, personal digital assistants (“PDAs”), pagers,
laptops with wireless connectivity, etc., communicate packets including voice and data over a wireless
network. These wireless devices have installed application programming interfaces (“APIs”) onto
their local computer platform that allow software developers to create software applications that
operate on the wireless device. The API sits between the wireless device system software and
the software application, making the wireless device functionality available to the application
without requiring the software developer to have the specific wireless device system source code.

The software applications can come pre-loaded at the time the wireless telephone is
manufactured, or the user may later request that additional programs be downloaded over cellular
telecommunication carrier networks, where the downloaded applications are executable on the
wireless telephone. As a result, users of wireless telephones can customize their wireless
telephones through the selective downloading of applications, such as games, printed media,
stock updates, news, or any other type of information or application that is available for
download through the wireless network. In order to manage the cellular telephone resources, the
user of the wireless telephone purposefully deletes applications and data from the wireless
telephone platform to clear storage space so that new applications can be loaded onto the cleared
storage.

In contrast to the larger computer platforms of personal computers and PDAs, wireless
devices have limited resources, such as storage and processing, to devote to non-essential
applications. Typically, the telecommunication applications have priority of usage of the system

resources, with other applications allocated resources as available. The wireless device thus only
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has a limited capacity for holding all files for applications, and the managing of resources is left

up to the discretion of user of the telephone to delete applications to make room for new
applications desired downloaded to the wireless device. The wireless device will not otherwise
download an application that it does not have the resources to hold and execute.

Applications, and other data, that will be downloaded to a wireless device will require
billing processing. Downloading applications, content or other transactions that occur with a
wireless device take up resources on a network. A carrier, in the case of a wireless network, will
want to record these transactions and bill for it appropriately.

In the case with voice, a carrier only needs to keep track of the amount of time the
wireless device is used on the network and bill for the minutes of use. With data, however, the
billing paradigm may be different. Carriers may bill for the download or use of a data
application separate from how much time it takes on the carrier’s network to download the
application. To bill for these transactions, the specific transaction will need to be accounted for
and billed, not just the amount of time used on the network to perform the transaction.

In addition, with applications, there may be multiple party settlements involved who share
in the fee for the billed transaction. For example with an application download transaction, a
carrier and a developer may share the download transaction fee incurred by the wireless device.
In other cases, such as with downloading content, the carrier, a content provider and/or a third
party involved may get part of the fee incurred by the wireless device’s use of that content.
Consequently, tracking, billing, and maintaining who shares in the fee for the multitude of
transactions that occur becomes quite complex. This becomes even more complex when an
extremely high number of transactions that may occur on a carrier’s network, with thousands, if
not millions, of wireless devices performing numerous transactions each.

Additionally, wireless devices typically need to communicate with other systems and
databases within the other systems. Unfortunately, the wireless device may lose a signal during
communication or be otherwise unavailable when transmitting information to other systems.
This may cause errors when attempting to access a database when the signal is lost. The wireless
device may be required to reinitiate the database access and resubmit the database request when
the signal is reacquired.

Extended beyond wireless devices, often wire-based systems need to communicate with
each other but do not share a similar “language” for communication. For example, as with
wireless devices, one system may need to communicate with the database in another system to
receive or insert data. To communicate with the database, the system must be aware of the
database language, record and field structures, and formats in order to access and store

information in the database. While current technologies provide for the ability for the interface
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between the system and the database to include the language, structure and format of the

database, this becomes more complex when multiple databases, possibly requiring multiple
unique database languages, etc., need to be accessed.

Furthermore, when data is to be sent to multiple systems, or conversely received from
multiple systems, a common interface does not exist to integrate across the multiple systems to
simplify the data transmission. This is problematic for systems communicating with several
other systems.

Current methods in the art do not address this need. Database replication services and
custom built database interfaces can become very complex and unwieldy if multiple databases
need to be accessed. In addition, all systems that access the custom database must have that
interface. Also, custom built databases are required to stay online for transactions to occur.

Electronic Data Interchange (EDI) only addresses the need for pre-defined message types
and content specific to electronic commerce. The EDI message formats do not address the data
exchange needs as it relates to wireless services, system integration considerations and billing
specificity.

In addition, products offered for use by the wireless device require negotiation between
parties who created the product and the carriers who’s networks will transmit the product to the
wireless devices. As the product list and number of carriers and wireless devices capable of
using the product increases, the negotiation of the product parameters, such as prices, becomes
more complex and the managing of all the product offerings and agreed to prices become much
more difficult.

Therefore what is needed in the art are systems and methods to address the above

recognized shortcomings in the art.

SUMMARY OF THE INVENTION

Systems and methods consistent with the present invention overcome the shortcomings of
existing systems by providing systems and methods for interfacing between systems, transaction
processing and billing, and product negotiation and management.

In one embodiment of the present invention, a method comprises a method as disclosed
herein.

In another embodiment of the present invention, an apparatus comprises an apparatus as
disclosed here.

Other objects, advantages, and features of the present invention will become apparent
after review of the hereinafter set forth Brief Description of the Drawings, Detailed Description

of the Invention, and the Claims.
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Decentralized Transaction Manager

Purpose

The purpose of this concept paper is to describe the distributed Transaction Manager (TXN)
implementation approach. It is a high level conceptual description to be used by the QC implementation
team and shared with customers to communicate design concepts and assumptions.

Assumptions

The following are implementation assumptions relating to functional requirements and design
considerations for decentralized Transaction Manager.

A carrier may be configured with one of the following TXN configurations

a) The baseline Transaction Manager configuration, where transactions are consolidated in a
Master TXN (MTXN) located in San Diego with network connectivity between the carrier
ADS farms and QC, San Diego.

b) A distributed Carrier TXN (CTXN) where the TXN host and services are located at a carrier
data center. 4

If the carrier selects a distributed TXN configuration, QC will provide the carrier with a parts list

that includes required hardware and software for the carrier to purchase. The specifics of the

parts list shall be determined based upon the carrier’s sizing, reliability and availability

requirements.

Oracle RDBMS will be required to be used as the repository for both baseline and decentralized

TXN configurations.

All changes to the TXN data model will be made through the QC software release process. This

applies to both the CTXN and MTXN. Carriers will not be able to modify the data model

independent of the QC baseline configuration. QC will routinely and on-demand perform and

checksumv/hash of installed TXN components to confirm integrity of TXN released

configuration. This functionality is required to provide revenue assurance for both Carrier and

QUALCOMM.

In a decentralized TXN configuration, the carrier is responsible for routine server and database

maintenance. This includes system monitoring, backup/recovery, and escalation of support to

QC as specified according to carrier agreements.

Functional Architecture

Centralized TXN Configuration (Baseline)

Figure 1 depicts the Centralized TXN configuration. The following are key functional
characteristics of the Centralized TXN configuration.

® (1) The carrier ADS Farm uploads raw phone transactions into MTXN.
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(2) Business metadata is replicated from UAM to MTXN for transaction rating
and conversion.

(3) All carrier transactions are consolidated, converted and rated by MTXN.
(3) MTXN is a centralized Oracle repository located in a QC data center.

(3) Carrier transactions are logically separated but physically consolidated in
MTXN, an Oracle repository.

(4) Authorized Carrier users utilize the carrier extranet to apply adjustments to
applications and generate usage reports by accessing MTXN.

(5) Carriers may send requests to QC to apply additional application adjustments
(ISV adjustments not mapping to transactions, recall, etc.).

(6) Carrier billing extract files, in the form of XML file extracts, will be
generated periodically (i.e., every 30 minutes) and sent to the carrier for
consumer billing. The carrier billing extract files include standard and restricted
application transactions along will all adjustments and MIN update events (i.e.,
MIN transfer, MIN deactivate).

(7) Carriers perform other consumer adjustments in their billing system(s).

(8) According to carrier agreements, carriers may be required to self-report on
BREW enablement fees.

(9) BREW Billing processes the MTXN rated transactions and derives carrier
invoices, according to carrier agreements.

(9) BREW Billing processes the MTXN rated transactions and processes ISV
payment according to ISV agreements.

(10) Authorized carrier users utilize the carrier extranet to access billing detail
information by accessing BREW billing.

Carrier Extranet
--Billing Reports--

Carrier Extranet
-- Trans Adj & Reports -

» App Transaction Specific * Consumer
4 ) Adjustments Adjustments

» App Usage Reports
» Trans/Adjustment Reports
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+ Business Data Manager « Al Transactions Billing
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Figure 1 - Baseline Centralized Transaction Manager
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Distributed TXN Configuration

Figure 2 depicts the Distributed TXN configuration. The following are key functional
characteristics of the Distributed TXN configuration.

(1) The carrier ADS Farm uploads raw phone transactions into a Carrier
Transaction Manager (CTXN). '

(2) Business metadata is replicated from UAM to CTXN and Master Transaction
Manager (MTXN) for transaction rating and conversion.

(3) All carrier transactions are consolidated, converted and rated by CTXN.

(3) CTXN is an Oracle repository located in a Carrier data center.

(3) Carrier transactions are logically and physically separated in a CTXN Oracle
repository. _

(4) All transactions and transaction adjustments are replicated to MTXN.

(5) MTXN is a centralized Oracle repository located in a QC data center.

(5) Carrier transactions are logically separated physically consolidated in
MTXN.

(6) Authorized Carrier users utilize the carrier extranet to apply transaction
adjustments to applications and generate usage reports by accessing CTXN.

(7) Carriers may send requests to QC to apply additional standard application
adjustments (by Part Number or ISV) that do not mapping to specific
transaction, or request a recall adjustment pertaining to either a standard or
restricted application in MTXN.

(8) Adjustments that are not associated with a transaction are applied by QC in
MTXN and get propagated to CTXN.

(9) Carrier configures integration between CTXN and their billing system either
with (a) XML billing extract files generated periodically (e.g., every 10 minutes)
or (b) CTXN API call for near real-time data flow. This data is used in carrier
billing system for consumer billing and includes standard and restricted
application transactions along will all adjustments and MIN update events (i.e.,
MIN transfer, MIN deactivate).

(10) Carriers perform other consumer adjustments in their billing systems.

(11) According to carrier agreements, carriers may be required to self-report on
enablement fees.

(12) BREW Billing processes the rated transactions in MTXN and derives
carrier invoices, according to carrier agreements.

(12) BREW Billing processes the MTXN rated transactions and processes ISV
payment according to ISV agreements.

(13) Authorized carrier users utilize the carrier extranet to access billing detail
information by accessing BREW billing.
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Figure 4 - Distributed Transaction Manager
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Performance Considerations
This section is TBD.

Example Decentralized TXN Parts List
This section is TBD.
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Decentralized Transaction Manager

Purpose

The purpose of this concept paper is to describe the distributed Transaction Manager (TXN)
implementation approach. It is a high level conceptual description to be used by the QC implementation
team and shared with customers to communicate design concepts and assumptions.

Assumptions
The following are implementation assumptions relating to functional requirements and design

‘considerations for decentralized Transaction Manager.

» A carrier may be configured with one of the following TXN configurations

a) The baseline Transaction Manager configuration, where transactions are consolidated in a
Master TXN (MTXN) located in San Diego with network connectivity between the carrier
ADS farms and QC, San Diego.

b) A distributed Carrier TXN (CTXN) where the TXN host and services are located at a carrier
data center.

» If the carrier selects a distributed TXN configuration, QC will provide the carrier with a parts list
that includes required hardware and software for the carrier to purchase. The specifics of the
parts list shall be determined based upon the carrier’s sizing, reliability and availability
requirements.

» Oracle RDBMS will be required to be used as the repository for both baseline and decentralized
TXN configurations.

»  All changes to the TXN data model will be made through the QC software release process. This
applies to both the CTXN and MTXN. Carriers will not be able to modify the data model
independent of the QC baseline configuration. QC will routinely and on-demand perform and
checksum/hash of installed TXN components to confirm integrity of TXN released
configuration. This functionality is required to provide revenue assurance for both Carrier and
QUALCOMM.

* In a decentralized TXN configuration, the carrier is responsible for routine server and database
maintenance. This includes system monitoring, backup/recovery, and escalation of support to
QC as specified according to carrier agreements.

Restricted Application Handling

The BREW business model supports Standard Applications that use BREW processes provided by
QUALCOMM for certification, pricing, and developer payment; and Restricted Applications where the
Carrier is responsible for testing the applications, submitting them to QUALCOMM and paying the
developer. The QIS Middleware can support two different approaches for handling Restricted
Application billing in decentralized Transaction Manager.
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=  Automatic Reporting — The Carrier would utilize the QIS Middleware, specifically CTXN, to
enter transaction adjustments for Restricted Applications. All transaction records would transfer
to MTXN allowing the Carrier to use consolidated billing reports provided by QIS Middleware.

=  Self Reporting — The Carrier would utilize their existing billing system to make adjustments to
Restricted Application transactions and would self report to QUALCOMM data pertaining to
Restricted Applications. QUALCOMM and the Carrier would have to negotiate the format of
this report and method of delivery.

Each carrier should assess the pros and cons of each approach, before determining preferred method.
There may be business terms associated with each option that are not covered in this document. This
document will only cover the functional differences between the two alternatives.

Functional Architecture

Centralized TXN Configuration (Baseline)

Figure 1 depicts the Centralized TXN configuration. The following are key functional
characteristics of the Centralized TXN configuration.

(1) The carrier ADS Farm uploads raw phone transactions into MTXN.

(2) Business metadata is replicated from UAM to MTXN for transaction rating
and conversion.

(3) All carrier transactions are consolidated, converted and rated by MTXN.
(3) MTXN is a centralized Oracle repository located in a QC data center.

(3) Carrier transactions are logically separated but physically consolidated in
MTXN, an Oracle repository.

(4) Authorized Carrier users utilize the carrier extranet to apply adjustments to
applications and generate usage reports by accessing MTXN.

(5) Carriers may send requests to QC to apply additional application adjustments
(ISV adjustments not mapping to transactions, recall, etc.).

(6) Carrier billing extract files, in the form of XML file extracts, will be
generated periodically (i.e, every 30 minutes) and sent to the carrier for
consumer billing. The carrier billing extract files include standard and restricted
application transactions along will all adjustments and MIN update events (i.e.,
MIN transfer, MIN deactivate).

(7) Carriers perform other consumer adjustments in their billing system(s).

(8) According to carrier agreements, carriers may be required to self-report on
BREW enablement fees.

(9) BREW Billing processes the MTXN rated transactions and derives carrier
invoices, according to carrier agreements.

(9) BREW Billing processes the MTXN rated transactions and processes ISV
payment according to ISV agreements.

(10) Authorized carrier users utilize the carrier extranet to access billing detail
information by accessing BREW billing.
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Figure 1 —~ Baseline Centralized Transaction Manager

Distributed TXN Configuration — Automatic Reporting

Figure 2 depicts the Distributed TXN configuration with automatic reporting. The
following are key functional characteristics of the Distributed TXN configuration.

(1) The carrier ADS Farm uploads raw phone transactions into a Carrier
Transaction Manager (CTXN).

(2) Business metadata is replicated from UAM to CTXN and Master Transaction
Manager (MTXN) for transaction rating and conversion.

(3) All carrier transactions are consolidated, converted and rated by CTXN.
(3) CTXN is an Oracle repository located in a Carrier data center.

(3) Carrier transactions are logically and physically separated in a CTXN Oracle
repository.

(4) All transactions and transaction adjustments are replicated to MTXN.
(5) MTXN is a centralized Oracle repository located in a QC data center.

(5) Carrier transactions are logically separated physically consolidated in
MTXN.

(6) Authorized Carrier users utilize the carrier extranet to apply transaction
adjustments to applications and generate usage reports by accessing CTXN.

(7) Carriers may send requests to QC to apply additional standard application
adjustments (by Part Number or ISV) that do not mapping to specific
transaction, or request a recall adjustment pertaining to either a standard or
restricted application in MTXN.

(8) Adjustments that are not associated with a transaction are applied by QC in
MTXN and get propagated to CTXN.
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* (9) Carrier configures integration between CTXN and their billing system either
with (a) XML billing extract files generated periodically (e.g., every 10 minutes)
or (b) CTXN API call for near real-time data flow. This data is used in carrier
billing system for consumer billing and includes standard and restricted
application transactions along will all adjustments and MIN update events (i.e.,
MIN transfer, MIN deactivate).

*  (10) Carriers perform other consumer adjustments in their billing systems.

*  (11) According to carrier agreements, carriers may be required to self-report on
enablement fees.

= (12) BREW Billing processes the rated transactions in MTXN and derives
carrier invoices, according to carrier agreements.

* (12) BREW Billing processes the MTXN rated transactions and processes ISV
payment according to ISV agreements.

*  (13) Authorized carrier users utilize the carrier extranet to access billing detail
information by accessing BREW billing.

Carrier Extranet
--Billing Reports--

Carrier Extranet Carrier Extranet
-- Trans Adj -- -- TXN Reports --

Carrier Extranet *Transaction Speific * App Usage * Consumer » Invoice Detalls
--Catalog Mgmit-- Adjustments * Trans/Adjustments Adjustments « Payment Status
» Raw Phone y
Transactions €3>
A0S '.{.‘:;Eg ?::é' Carrier « All Transactions
« Aop Prici F Transaction -
. Cgfalol;c;gup am 4 Manager Carrier Extranet
» Set Recall List XML Catalog Data (CTXN) --Adj Requests -- ;
* Activation * App! Packages « Other Standard Enablement Fee
* Recall List » Other Std « System Hash Adjustment Requests |  Self Reporting

C . Adjustments || (4 )« Al Application - Part, ISV, Recall

arrier (ISV, Recall) Transactions

- Part No. Matrix Adjustments
] - Plan Details
- Master
A Urll.'cf:t? n Transaction
PPl 0 » Business Data Manager « All Transactions
Manager - Part No. Matrix (MTXN) » All Adjustment
- Plan Details :
5 « Carrier Invoicing
Q U A L C O M M »1SV Payment (Std Apps)
€= System Integration Carsier's External Systems O Business Process Related

Figure 2 — Distributed Transaction Manager (Auto-Reporting)

Distributed TXN Configuration — Self Reporting

Figure 3 depicts the Distributed TXN configuration with self-reporting. The following
are key functional characteristics of the Distributed TXN configuration. Those that
changed for self-reporting are highlighted in bold.

* (1) The carrier ADS Farm uploads raw phone transactions into a Carrier
Transaction Manager (CTXN).
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(2) Business metadata is replicated from UAM to CTXN and Master Transaction
Manager (MTXN) for transaction rating and conversion.

(3) All carrier transactions are consolidated, converted and rated by CTXN.
(3) CTXN is an Oracle repository located in a Carrier data center.

(3) Carrier transactions are logically and physically separated in a CTXN Oracle
repository.

(4) Standard Application transactions and Standard Application
transaction adjustments are replicated to MTXN.

(5) MTXN is a centralized Oracle repository located in a QC data center.

(5) Carrier transactions are logically separated physically consolidated in
MTXN.

(6) Authorized Carrier users utilize the carrier extranet to apply transaction
adjustments to Standard Applications and generate usage reports by
accessing CTXN.

(7) Carriers may send requests to QC to apply additional standard application
adjustments (by Part Number or ISV) that do not mapping to specific
transaction, or request a recall adjustment pertaining to either a standard or
restricted application in MTXN.

(8) Adjustments that are not associated with a transaction are applied by QC in
MTXN and get propagated to CTXN.

(9) Carrier configures integration between CTXN and their billing system either
with (a) XML billing extract files generated periodically (e.g., every 10 minutes)
or (b) CTXN API call for near real-time data flow. This data is used in carrier
billing system for consumer billing and includes standard and restricted
application transactions along will Standard Application adjustments and
MIN update events (i.e., MIN transfer, MIN deactivate).

(10) Carriers perform other consumer adjustments and restricted
application adjustments in their external billing systems.

(11) According to carrier agreements, carriers may be required to self-
report on enablement fees and application usage.

(12) BREW Billing processes the rated transactions in MTXN and derives
carrier invoices, according to carrier agreements.

(12) BREW Billing processes the MTXN rated transactions and processes ISV
payment according to ISV agreements.

(13) Authorized carrier users utilize the carrier extranet to access billing detail
information by accessing BREW billing.

16
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Carrier Extranet Carrier Extranet Carrier Extranet
-- Trans Adj -- - TXN Reports -~ --Billing Reports--
Carrier Extranet *Std App Tr.ansacﬁonA * App Usage « Invoice Details 4
--Catalog Mgmt-- Specific Adjustments * Trans/Adjustments Adjustments » Payment Status|
* Raw Phone  Consumer
Transactions Adjusiments 13
ADS '%;ﬂ?::é' Carrier + All Transactions
« App Pricing Farm {1 Transaction
« Catalog Setup Manager 3 Carrier Extranet
« Set Recall List XML Gatalog Dt (CTXN) --Adj Requests -- :
" Actvation . Ag’llﬂ P:clax:ggesa y * Other Standard * Restricted App
« Recall List 2 * Other Sud ) System Hash Adjustment Requests |  Self Reporting
Carrier Adjustments » Standard Apps 7 - Part, ISV, Recall « Enablement Fee
I = —— g_S_V, _Eeca") Transactions Self Reporting
- Part No. Matrix Adjustments
- Plan Details
Unified Master
Apnlication Transaction
l\r/’lp » Business Data Manager * Std Transactions
anager - Part No. Matrix (MTXN) » Sid Adjustment
- Plan Details
5 = Carrier Invoicing
QUALCOMM *|SV Payment (Std Apps)
166 ' == System Integration Carrier's External Systems O Business Process Related
167 Figure 3 — Distributed Transaction Manager (Self-Reporting)

168  Dalta Interface Considerations

169  Figure 4 shows the interfaces between QIS Middleware systems. Method of data transfer between the
170  systems is also identified.

171
* Raw Transactions
sNear Real-time
Business
TXN API
—»  ADS JDBC, TCP/IP Data
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XML Process
Pull Enqueue 7 r
Raw Transactions « Raw Transactions
= Bulk Load or Retransmit * Business Data
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—_—--————-———-—_————-—_-—_.-—----
. ls\zs}em Hash Other
» Catalog Data » Application *On
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172
173 Figure 4 — Distributed Transaction Manager Data Interfaces
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Performance Considerations
This section is TBD.

Example Decentralized TXN Parts List

This section is TBD.
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Transaction Manager

System Overview
The QIS Distribution Center (QDC) provides applications and services relating to the QIS as depicted

in Figure 1.

QIS Middleware

Figure 1. QIS Middleware Conceptual Architecture

Certification

Centers Carriers Public Developers

LT LS 6 e L o e

0 Developer £

Billing/Accounting

SEEde e
" Transaction (TXN)
Manager

Carrier

Transaction App & Catalog 1m§
Data Download hone

These QDC applications and services include the following functions:

OEM Extranet (12) — The OEMs will be provided extranet services to assist them in
provisioning the wireless devices with the BREW API, MobileShop, BREW
applications and other BREW required components. The OEM extranet will also
enable the OEMs to request the creation of additional BREW platform IDs and to
submit Restricted Applications for signing and packaging

Certification Extranet (11) — The Certification extranet provides services which
facilitate communication between the BREW certification centers (initially NSTL) and
the Certification Center headquarters in San Diego. Services provided via the extranet -
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include: a) ESN management functions for generating test signatures for applications
to be executable on test phones; b) catalog management services for managing the
certification center catalogs; c) certification status management for tracking whether
an application’s certification status is submitted, certified or failed; d) access to
certification metric reports; and ) access to applications and documentation.

Carrier Extranet (10, 4) - The carrier uses the carrier extranet application service to
manage the carrier catalog which contains the selected BREW applications to
distribute to their consumers. Applications selected by the carrier for distribution will
be replicated to the Carrier ADS (3) along with the carrier catalog updates. The phone
(2) will interact with the Carrier ADS (3) to download the application to the phone and
activate the application for the phone user. Phone transactions are logged at the ADS
and uploaded to the transaction manager for Billing conversion and rating (3,5). In
addition, the carrier extranet provides billing support services that augments the
invoicing and financial reconciliation process with QIS and carriers. The carrier
extranet will also contain facilities for submitting and processing of Restricted
Applications from the carrier.

BREW Internet (9) — The BREW internet pages will be available to the public off of
the QC internet site. The pages are targeted to provide general BREW information to
the public, developers, OEMs, and carriers. General BREW marketing information,
white papers, technical information etc, will be available on the internet. In addition,
developers will be able to download the BREW SDK and access to basic technical
information relating to BREW and the SDK.

Developer Extranet (8) — The Developer Extranet provides BREW services to the
Independent Software Vendor (ISV). Included in these services is the ability for the
ISV to maintain the application price plans and access to ISV billing support services.
In addition, there is access to various BREW development tools, documents (i.e.,
Carrier Guidelines), access to certification center, and the procedures for a developer
company to sign on as a BREW ISV,

Unified Application Management (UAM) (4) — UAM is a repository which will
manage certified and pre-certified applications as well as carrier catalogs. Once an
application is certified by the Certification Center, the ACCHQ sets the application
“ready for distribution” to the UAM via the Certification Extranet (11). In addition,
Restricted Applications enter the UAM after going through ACCHQ only for signing.
Once the application is marked ready for distribution the application is made available
for carrier distribution via UAM (4) and the Carrier Application Catalog Management
functions on the Carrier Extranet (10).

Transaction Manager (TXN) (5) — Transaction Manager is a data repository which
receives uploads of phone transaction data from multiple ADS farms. TXN
consolidates the raw phone transactions and then processes the data by converting
information and applying pricing to each transaction (i.e., a rating process). Once the
transactions are converted and rated, Billing and Accounting programs process the
information and prepare to process financial transactions (6). These financial
transactions include carrier invoicing and developer payment. TXN is also used as the
primary repository for applying adjustments and generating Carrier Billing Extract
files to enable the carrier to bill their phone users for application purchases.

Customer Relationship Management (CRM) Services (6) — Carriers, OEMs,

Developers, Customer Prospects and Certification Centers will be provided customer
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support services. Customer tickets will be managed via the CRM system and an
escalation path will be implemented for addressing customer support requests.

Billing/Accounting Services (6) — As part of the distribution services QC will provide
accounting “clearing house” services for the primary carriers and developers. As
such, the QDC will collect phone transaction information which will be used in
conjunction with carrier provisioning data and accounting adjustments to compile a set
of transactions as the foundation for invoicing the primary carrier. This invoice shall
include QC fees and developer fees based on application usage and according to the
carrier agreements.

Transaction Manager Overview

This section describes the Transaction Manager functions as depicted in the Figure
below.

TX/Billing Data Flow Diagram

Step 1: Step 2: Step 3: Step 4:
ADS Transactions TX Manager BREW Billing PeopleSoft Financials
PeopleSoft I/Fs
ARIF
Q : Payment Predictor) Invoice
Canier Totals
s % ARUF
Billing Extract
\__‘/
— l Billing 1P l_ Billing/
Carrier Invoicin Accounts Receivable
Adjustments & Dev. Payment
Provisioning Data Reconciliation %
~———— I Reponts/Queries l

JV General Ledger
Billing Engine

Transaction Billing & Payment Engine
Conversion & Rating Events/
SIDMAP

4

Accounts Payable

Billing
Stage Data

Consolidated

Transactions

Staging Engine

Transaction History

The Transaction Manager will maintain the consolidated transaction history from all
carrier ADS. The ADS will create the transaction logs which will be periodically
loaded into the consolidated ads transaction history.
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82
83 The CRM system will be provided with access into the transaction history for
84 customer support. Transactions will be archived to offline storage on a periodic basis.
85 Carrier ADS Transaction Log will include more transaction records than those needed
86 for billing purposes (i.e., interim download events). These additional transaction
87 records may be required for system troubleshooting and customer support. The
88 transaction history repository will maintain security such that each carrier’s data is
89 logically separated from every other carrier’s data.
90
91 The phone will transmit a subscriber id with each transmission. For most carriers this
92 subscriber id is simply the phone number of the phone. For some carriers this will be a
93 number that is meaningful only to the carrier that uniquely identifies a customer.
94
95 The events that the ADS will provide the Transaction manager are
9% a) Download Acknowledgments - This event has two sub types. The initial download
97 acknowledgment and in the case of a failed reply a subsequent download
98 acknowledgement.
99 b) Application deletion ~ This event is sent when an application is deleted
100 c) Debug — These events are for debug purposes only and are filtered out and not
101 inserted into transaction repository
102 d) Monitor — These events are text strings used for monitoring ADS statistics.
103 e) Other — These events are text strings that can be used for application specific
104 events.
105 Provisioning Evenis
106 The Transaction Manager repository will provide a mechanism to insert external
107 phone provisioning events and subscriber(customer) data into the transaction
108 repository. This provides the system with the means to account for preinstalled
109 applications and applications/subscription that are transferred from one phone to
110 another with the same customer. A pseudo customer identifier identifies customers.
111 This identifier is an internal key that associates subscriber id’s (phone numbers)
112 together. When a customer changes subscriber id (phone number) the system
113 maintains the relationship between the applications/subscriptions the customer had on
114 the old subscriber id(phone number) with the new subscriber id (phone number).
115 '
116 Provisioning events are provided to the Transaction Manager as a XML file. The
117 events contained in the file ar
118 a) Subscriber deactivation — This event is sent when a subscriber/MIN is deactivated
119 b) Subscriber transfer — This event is sent when a subscriber is given a new
120 subscriber id (phone number)
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121 Billing Data Creation/Extraction

122

123 The Transaction Manager repository will convert the raw ADS transaction data and
124 provisioning data into a composite billing data set. The transaction manager will filter
125 out all non-billing related data. It will convert internal application identifiers to part
126 numbers, convert pricing handles into actual price information and convert time

127 stamps expressed as IS-95 time (seconds since 0:0:0 Jan 6 1980) to local time and

128 GMT.

129 It will also provide a mechanism to add adjustments to the data. The data will be

130 stored in a composite billing data set and provided to the billing system for processing
131 into the various invoices required. The Transaction Manager will provide a mechanism
132 ¢ to extract this information into XML files for transmission to the carrier for the

133 purposes of billing consumers and in some cases providing payment to developers.

134
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2 Transaction Manager Interfaces

This section identifies the Transaction Manager Document Type Definitions (DTDs) that describe the
XML file formats for carrier and TX manager data exchange.

Provisioning Data

<I-XML DTD for Carrier Provisioning Data -->
<l-- version $Revision: #9 $ -->

-<}-- provides mechanism for notification of Subscriber id changes -->

<!ELEMENT EXTEVENT (CARRIERNAME,GMT,DID,TX*,CT) >
<IELEMENT CARRIERNAME (#PCDATA)>

<{ELEMENT GMT (#PCDATA)>

<lELEMENT DID (#PCDATA)>

<JELEMENT TX (EV+) >

<IELEMENT EV (SID,CID?,TY,TS,DA") >
<IELEMENT SID (#PCDATA)>
<IELEMENT GID (#PCDATA)>
<IELEMENT TY (#PCDATA)>
<IELEMENT TS (#PCDATA)>

<IELEMENT DA (OT*M*)>
<IELEMENT OT (#PCDATA)>

<IELEMENT M (ACT,NSID?)>
<IELEMENT ACT (#PCDATA)>
<IELEMENT NSID (#PCDATA)>

<!ELEMENT CT (#PCDATA)>

25

<!l-- Primaty carrier Name -->
<l-- GMT time format MMDDYYYY HHMISS -->
<!-- Document id -->

<l--transaction boundary -->
<l--event ->

<l-- subscriber id generating event -->
<!-- carrier id from phone -

<!-- event type -->

<l-- event timestamp -->

<l-- event data -->
<l-- Other Event data -->

<l-- min event ~>
<l-- unactivate, transfer-->
<l-- new subscriber id assigned -->

<l—record count -->
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Example Provisioning Data XML File

<?xml version="1.0" 7>

<!DOCTYPE EXTEVENT (View Source for full doctype..

- <EXTEVENT>
<CARRIERNAME>Qualcomm</CARRIERNAME>
<GMT>01042001 172246</GMT>
<DID>1000000</DID>

- <TX>
- <EV>
T oo <le-

-—->
<SID>858900000718</SID>
<CID>1</CID>
<TY>MI</TY>
<TS>01012001 172246</7S>
- <DA>
= <MI>
<ACT>DA</ACT>
</MI>
</DA>
</EV>
- <EV>
- <!....

-—->
<SID>858900000720</SID>
<CID>1</CID>
<TY>MI</TY>
<T5>01012001 172246</75>
- <DA>
- <MI>
<ACT>TR</ACT>
<NSID>858900000800</NSID>
</MI>
</DA>
</EV>
</TX>
<CT>2</CT>
</EXTEVENT>
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Adjustment Data

PCT/US02/26033

<!--XML DTD for Adjustment records for Bulk Data Load -->

<!-- version $Revision: #1 § -->

<!ELEMENT ADJUST (CARRIER,CID,DID,GMT,AJ*,CT)>

<!ELEMENT CARRIER (#PCDATA)>
<!ELEMENT CID (#PCDATA)>
<!ELEMENT DID (#PCDATA)>
<!ELEMENT GMT (#PCDATA)>

<!ELEMENT AJ (EL,AR,AD,AP,AE)>
<!ELEMENT EI ({PCDATA)>
<!ELEMENT AR (#PCDATA)>
<!ELEMENT AD (#PCDATA)>
<'ELEMENT AP (#PCDATA)>
<!ELEMENT AE (#PCDATA)>
<!ELEMENT AI (#PCDATA)>
<!ELEMENT CT (#PCDATA)>

28

<!-- carrier name ~-->

<!-- sub carrier id -->

<!-- unique document ID -->

<!-- GMT time format MMDDYYYY HHMISS -->

<!-- Ajustment record -->

<!-- event id -->

<!-- adjustment reason -->
<!-- adjustment dap -->

<!-- adjustment price -->

<!-- adjustment description -->
<!-- adjusted event id -->

<!-- record count -->
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2 Example Adjustment Data XML File
3
4  <?xml version="1.0" ?>
5 <IDOCTYPE ADJUST (View Source for full doctype...)>
6 - <ADJUST>
7 <CARRIER>Qualcomm</CARRIER >
8 <CID>1</CID>
9 <DID>12345</DID>
10 <GMT>01012001 154233</GMT>
11 - <Al>
12 <EI>0</EI>
13 <AR>3</AR>
14 <AD>=-4.50</AD>
15 <AP>-10.00</AP>
16 <AE>this is an example of a customer dissatisfaction
17 adjustment</AE>
18 <AI>209665</Al>
19 </Al)>
20 - <A)>
21 <EI>0</EI>
22 <AR>1</AR>
23 <AD>-6.50</AD>
24 <AP>-15.00</AP>
25 <AE>this is an example of a duplicate downioad
26 adjustment</AE>
27 <AI>209667</Al>
28 </Al>
29 - <Al>
30 <EI>0</EI>
31 <AR>2</AR>
32 <AD>-5.50</AD>
33 <AP>-12.00</AP>
34 <AE>this is an example of an accidental download
35 adjustment</AE>
36 <AI>209669</Al>
37 </A)>
38 <CT>3</CT>
39 </ADIUST>
40

41
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Carrier Billing Extract

The Carrier Billing Extract file is an XML file containing a set of billing transactions
provided to the carrier. It is defined with the following DTD.

<!--XML DTD for Billing Extract records -->

<!-- version $Revision: #1 $ -->

<!--XML DTD for App Billing -->
<!ELEMENT BILLING (CARRIER,DID,GMT,BR*,CT)>

<!ELEMENT CARRIER (#PCDATA)> <!-- carrier name -->

<IELEMENT DID (#PCDATA)> <!-- unique document ID -->
<!ELEMENT GMT (#PCDATA)> <!-- GMT time format MMDDYYYY
HHMISS -->

<!ELEMENT BR

(EL,CID,ADS,SID,NSID,PN,NM,MF,SN,RF,LTS,GMT,TY,PM,PB,PV,PR,CY,DP,AR,AD,
AP AE,AD> <!-- billing record -->

<!ELEMENT EI (#PCDATA)> <!-- event id -->

<!ELEMENT CID (#PCDATA)> <!-- sub carrier id -->

<!ELEMENT ADS (#PCDATA)> <!-- download server -->
</ELEMENT SID (#PCDATA)> <!-- subscriber id (phone number) -->
<!ELEMENT NSID (#?CDATA)> <!-- new subscriber id (phone number) -->
<!ELEMENT PN (#PCDATA)> <!-- part number -->

<!ELEMENT NM (#PCDATA)> <!-- part name -->

</IELEMENT MF (#PCDATA)> <!-- manufacturer -->

<IELEMENT SN ({#PCDATA)> <!-- subscription plan name -->
<!ELEMENT RF (#PCDATA)> <!-- restricted flag -->

<!ELEMENT LTS (#PCDATA)> <!-- local time stamp -->
<!ELEMENT TY #PCDATA)> <!-- Type -->

<IELEMENT PM (#PCDATA)> <!-- price method -->

<!ELEMENT PB (#PCDATA)> <!-- price basis -->

<!ELEMENT PV (#PCDATA)> <!-- price value -->

<IELEMENT PR (#PCDATA)> <!-- price -->

<ELEMENT CY (#PCDATA)> <!-- currency -->

31
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<!ELEMENT DP (#PCDATA)>

<!ELEMENT AR (#PCDATA)> -

<IELEMENT AD (#PCDATA)>
<!ELEMENT AP (#PCDATA)>
<!ELEMENT AE (#PCDATA)>
<!ELEMENT AI (#PCDATA)>

<!ELEMENT CT #PCDATA)>

32
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<!-- developer price -->

<!-- adjustment reason -->

<!-- adjustment dap -->

<!-- adjustment price -->

<!-- adjustment description -->
<l-- adjusted event id -->

<!-- record count -->
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Example Carrier Billing Extract XML File

<?xml version="1.0" ?>
- <BILLING>
<CARRIER>Qualcomm</CARRIER>
<DID>27</DID>
<GMT>06172001 115347 </GMT>
- <BR>
<E[>2957957</EI>
<CID>101</CID>
<ADS>brew-adsl1</ADS>
<SID>000008584495526</SID>
<NSID>null</NSID>
<PN>QC450</PN>
<NM>Brick Attack</NM>
<MF>Qualcomm</MF>
<SN>null</SN>
<RF>N</RF>
<LTS>01012001 102246</1.TS>
<GMT>01012001 182246</GMT>
<TY>DL</TY>
<PM>2</PM>
<PB>2</PB>
<PV>30-jun-01</PV>
<PR>+1.00</PR>
<CY>1</CY>
<DP>+1.00</DP>
<AR>null</AR>
<AD>null</AD>
<AP>null</AP>
<AE>null</AE>
<AI>null</AI>
</BR>
- <BR>
<EI>2957952</EIl>
<CID>101</CID>
<ADS>brew-ads1</ADS>
<SID>000008584495379</SID>
<NSID>null</NSID>
<PN>QC460</PN>
<NM>Scheduler</NM>
<MF>Qualcomm</MF>
<SN>null</SN>
<RF>N</RF>
<l TS>06062001 135726</LTS>
<GMT>06062001 215726</GMT>
<TY>DL</TY>
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47 <PM>3</PM>

48 <PB>3</PB>

49 <PV>30</PV>

50 <PR>+2.00</PR>

51 <CY>1</CY>

52 <DP>+2.00</DP>

53 <AR>null</AR>

54 <AD>null</AD>

55 <AP>null</AP>

56 <AE>null</AE>

57 <AlI>null</AI>

58 </BR>

59 - <BR>

60 <EI>2957954</EI>

61 <CID>101</CID>

62 <ADS>brew-adsi</ADS>
63 <SID>000006198905831</SID>
64 <NSID>null</NSID>

65 <PN>QC461</PN>

66 <NM>Alarm Clock</NM>
67 <MF>Qualcomm</MF>
68 <SN>null</SN>

69 <RF>N</RF>

70 <LTS>06062001 140830</LTS>
71 <GMT>06062001 220830</GMT>
72 <TY>DL</TY>

73 <PM>1</PM>

T4 <PB>4</PB>

75 <PV>15</PV>

76 <PR>+3.00</PR>

77 <CY>1</CY¥>

78 <DP>+3.00</DP>

79 <AR>null</AR>

80 <AD>null</AD>

81 <AP>null</AP>

82 <AE>null</AE>

83 <Al>nuli</Al>

84 </BR>

85 - <BR>

86 <EI>2957958</El>

87 <CID>101</CID>

88 <ADS>brew-ads1</ADS>
89 <SID>000006198905831</SID>
90 <NSID>null</NSID>

91 <PN>QC462</PN>

92 <NM>Text Memos</NM>
93 <MF>Qualcomm</MF>

94 <SN>null</SN>
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95 <RF>N</RF>
26 <LTS>06062001 150252</LTS>
97 <GMT>06062001 230252</GMT>
98 <TY>DL</TY>
99 <PM>2</PM>
100 <PB>3</PB>
101 <PV>30</PV>
102 <PR>+6.00</PR>
103 <CY>1</CY>
104 <DP>+6.00</DP>
105 <AR>null</AR>
106 <AD>null</AD>
107 <AP>null</AP>
108 <AE>null</AE>
109 <AI>nuill</Al>
110 </BR>
111 . - <BR>
112 <EI>2957965</El>
113 <CID>101</CID>
114 <ADS>brew-adsl</ADS>
115 <SID>000008584495545</SI1D>
116 <NSID>null</NSID>
117 <PN>QC461</PN>
118 <NM>Alarm Clock</NM>
119 <MF>Qualcomm</MF>
120 <SN>null</SN>
121 <RF>N</RF>
122 <L.TS>06072001 075839</LTS>
123 <GMT>06072001 155839</GMT>
124 <TY>DL</TY>
125 <PM>1</PM>
126 <PB>4</PB>
127 <PV>15</PV>
128 <PR>+3.00</PR>
129 <CY>1</CY>
130 <DP>+3.00</DP>
131 <AR>null</AR>
132 <AD>nulli</AD>
133 <AP>nuli</AP>
134 <AE>null</AE>
135 <AI>null</AI>
136 </BR>
137 - <BR>
138 <EI>2957969</E1>
139 <CID>101</CID>
140 <ADS>brew-ads1</ADS>
141 <SID>000008584495545</S1D>

142 <NSID>nuli</NSID>
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143 <PN>QC461</PN>

144 <NM>Alarm Clock</NM>

145 <MF>Qualcomm</MF>

146 <SN>null</SN>

147 <RF>N</RF>

148 <LTS>06072001 131624</LT7S>
149 <GMT>06072001 211624</GMT>
150 <TY>DL</TY>

151 <PM>1</PM>

152 <PB>4</PB>

153 <PV>15</PV>

154 <PR>+3.00</PR>

155 <CY>1</CY>

156 <DP>+3.00</DP>

157 <AR>null</AR>

158 <AD>nuli</AD>

159 <AP>null</AP>

160 <AE>null</AE>

161 <Al>null</AI>

162 </BR>

163 - <BR>

164 <EI>2957974</El>

165 <CID>101</CID>

166 <ADS>brew-ads1</ADS>

167 <SID>000008584495545</SID>
168 <NSID>null</NSID>

169 <PN>QC462</PN>

170 <NM>Text Memos</NM>

171 <MF>Qualcomm</MF>

172 <SN>null</SN>

173 <RF>N</RF>

174 <LTS>06072001 132103 </LTS>
175 <GMT>06072001 212103 </GMT>
176 <TY>DL</TY>

177 <PM>2</PM>

178 <PB>3</PB>

179 <PV>30</PV>

180 <PR>+6.00</PR>

181 <CY>1</CY>

182 <DP>+6.00</DP>

183 <AR>null</AR>

184 <AD>null</AD>

185 <AP>nuli</AP>

186 <AE>null</AE>

187 <AI>null</Al>

188 </BR>

189 - <BR>

190 <EI>2958003</EI>
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191 <CID>101</CID>

192 <ADS>brew-ads1</ADS>

193 <SID>000008584495545</SID>
194 - <NSID>null</NSID>

195 <PN>QC450</PN>

196 <NM>Brick Attack</NM>

197 <MF>Qualcomm</MF>

198 <SN>null</SN>

199 <RF>N</RF>

200 <LTS>06112001 070604 </LTS>
201 <GMT>06112001 150604</GMT>
202 <TY>DL</TY>

203 <PM>1</PM>

204 <PB>2</PB>

205 <PV>27~mar-01</PV>

206 <PR>+0.00</PR>

207 - <CY>1</CY>

208 <DP>+0.00</DP>

209 <AR>null</AR>

210 <AD>null</AD>

211 <AP>null</AP>

212 <AE>null</AE>

213 <Al>null</Al>

214 </BR>

215 <CT>8</CT>

216 </BILLING>
217
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218 Appendix A — Transaction Manager Data Model

219 This section defines the Transaction Manager Data Model for the TX schema
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Introduction

This guide contains information about and instructions for distributing BREW applications to device
users. From a carrier’s point of view, four phases comprise application distribution:

* Populating the Carrier Parts List
¢ Creating and managing catalogs

* Administrating the Application Download Servers (ADS)

Monitoring application usage

Virtually all phases of application distribution are handled via the BREW Carrier Extranet. Detailed
instructions for each phase appear in the remaining sections of this document, as shown below.

Section Description

Basic Concepis Provides an overview of the application distribution process, discusses
terminology, and gives instructions for navigating the BREW Carrier
Extranet.

Populating the Carrier Paris List Introduces the Master Parts List, and gives instructions for adding
applications to the Carrier Parts List.

Creating and Managing Provides instructions for creating and managing catalogs and the
Catalogs categories and applications they contain.
Distributing the Applications Talks about BREW Application Download Servers and tells you how to

move catalogs to selected servers.

Understanding Reports Discusses BREW billing adjustments, queries, and reports.

Related documents

This document is part of an information set. Other BREW documents include:
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Document

Developer’s Guide to BREW
Application Distribution

BREW SDK User’s Guide

BREW API Reference

Description

Explains the BREW distribution process and provides
instructions for submitting applications for certification. Also
discusses the developer/carrier relationship.

Introduces the components of the BREW Software
Development Kit (SDK) and their relationships to one another.
The document also contains general instructions for developing
BREW applications. Auxiliary documents include the BREW
Device Configurator Guide, BREW Resource Editor Guide, and
BREW MIF Editor Guide.

Provides programmers with information about BREW functions
and data structures needed to develop applications for BREW-
enabled mobile platforms.

For more information

Online information and support is available for carriers. Please visit the BREW web site for details:

www.qualcomm.com/brew,
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Basic Concepts

This section introduces the basic concepts of BREW application distribution and describes the BREW
Carrier Extranet.

Before you begin

While a lot of thought and effort has gone into making the interface as user-friendly as possible, you will
probably find the process more intuitive if you first familiarize yourself with the following terminology:

Application An application that has been developed on the BREW platform and has been
properly tested and certified.

’ Application Download The server that handiles the transfer of applications selected for purchase by

Server (ADS) device users. Devices are provisioned to connect o a particular ADS, and the

catalog that resides on that particular ADS contains the applications that will
display on a user’s device.

Catalog A database structure that houses applications assigned to categories. You
can create and edit multiple catalogs targeted to various groups of users.
When a user accesses MobileShop on a device, he or she sees the
applications contained in one catalog.

Category A grouping of related applications within a catalog. For example, you might
want to create one category called “Games,” another called “Business
Applications,” and so on. An application can be listed in multiple categories
within a single catalog.

Carrier Paris List The list of all applications that you have chosen from the Master Parts List.
When you add applications to catalogs, you will choose the applications from
this list.

Independent Software The party from whom the application is purchased.

Vendor (ISV)

Master Parts List The list of all applications available to a certain carrier. When you choose an

application from this list, it is added to the Carrier Parts List, from where you
can later add it to a catalog.

MobileShop The software utility through which users purchase and download applications
from the ADS to their devices.
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Security roles

While the Extranet provides access to all phases of BREW application distribution, certain pages may
not be visible to certain users, depending on their assigned security roles:

Security Role Accessible Pages (and related subpages)
Carrier Administrator All pages except billing information

Catalog Administrator Build/Edit Catalog

ADS Administrator Assign Catalog to ADS

Billing/Finance View Reporis and Status

About the Carrier Extranet

. The BREW Carrier Extranet provides the interface to all phases of application distribution. A brief
description of each page of the Extranet follows.

Home page

To open the Carrier Extranet Home page

1 Open your Internet browser and enter hitp:/brewx.qualcomm.com/carrier/. Then log in
with your user ID and password.

2 Enter your user name and password, and press Enter.
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The Home page appears.

RRIER EXTRANET Fri, July 13, 20!

+ HOME
M APP LIST

> ADD NEW
CATALOG

» CATALOGS

INDEX = ™ ADS ADMIN

& PARTS LIST

Welcome John Doe to the Brew, Inc BREW Carrier Extranet.

= HELP

Carrier Extranet Process Flow:
I ]

Rall your pointer aver the titles of the diagram to view the
details of each step.

Move the mouse pointer over the scrolling bar to see a brief functional description of each part of the
Extranet. The left side of the page contains an index of callable pages. Brief descriptions of each main
Extranet page follow.

View Application Information

This page contains the Carrier Parts List, which is a listing of applications you have chosen from the
Master Parts List.

QUALCONMM Parts List
| Part Name Type Restricted Flag  Description Gppue |
Gome G N igned applicatijpn
Gome 7, G N ‘s'ﬂg’r&;%pp [cation

Scheduler P N a signed sheduling application

Alarm Clock U N Alarm clock signed application

Text Memo U N Text Memos signed application

Caleulator V] N Calculator signed application

RogdWarrigr S N Real-time traffic speeds sighed application

Sgkoban G N Sokaban signed application

Blackjack G N Blackjack signed application

Go [o] N Go signed application

Stock Master S N Stock Master signed application

Hanaman G N Hangman signed application

Solitaire G N Solitaire signed application

Clicking on a Part Name calls a sub-page of detailed information for the selected part, as discussed in

the next section (Populating the Carrier Parts List).
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Select Applications

This page contains the Master Parts List, which contains all new BREW applications available to your
organization. In this context, “new” refers to those applications which you have not yet added to the
Carrier Parts List, as well as upgrades to applications that are already in your Carrier Parts List. You
can specify filtering criteria that will narrow the list to encompass only those applications of interest.

APPLICATIONS LIST

AL

Sokoban 0 Games sokohan

e
Qualcamm

When no new applications are available, the No new apps message appears. For more information,
see the section entitled Populating the Carrier Parts List.
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Build/Edit Catalogs

This page lists your existing catalogs, and lets you create new catalogs. Clicking on the name of an
existing catalog calls pages that allow you to edit the catalog, create catalog categories, and add

CATALOGS
APP LISY Select an existing catalog.
CATALOGS

ADS ADMIN
PARTS LI5T

i PO A
this is a catalog

S

ot peatisida

this Is.a catalog,

ALY

20-MAR-01

For more information, see the section entitled Creating and Managing Catalogs.
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Assign Catalog to ADS

This page is where you assign catalogs to specific Application Download Servers, from where specified

applications can be downloaded by device users.
ADS ADMIN

Associate catalog with Application Download Server
Instructions: A catalogs state must be Unactived in order to be assigned to an Application

Catalogs currently assigned to an Application Download Server

Catalog Effective Carrier |ADS ADS Location | Contact|{ Description
Name Date Name Type

IAJ—SS vry ESEJJJ_UL- Qualcomm brew-cs1 Test  Lab ggglwmm Test

ADS 1
ADS 2
ADS 3
ADS 4

For more information, see the section entitled Distributing the Applications.

View Reports and Status

This page lets you choose from a variety of carrier-specific reports that will assist you in understanding
your statement from QUALCOMM and in billing your customers.

HELP

The HELP page provides online support for carriers, and instructions for contacting the technical
support center.
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Populating the
Carrier Parts List

This section contains instructions for choosing the applications that you will later place in catalogs.

Before you can build catalogs of BREW applications, you must first populate the Carrier Parts List by
choosing from applications in the Master Parts List. The Master Paris List contains new applications
that are available to your organization, as well as existing applications for which the ISV has updated
the pricing.

You can streamline the application selection process by setting specific search criteria. Suppose, for
example, that you are interested in new games, but not in other application types. You can simply set

" that preference as one of your filtering criteria, and only new games will be displayed in the Master Parts
List.

Choolsing Applications

The following procedure guides through the process of choosing applications from the Master Parts
List and adding them to your Carrier Parts List. This is accomplished in three steps:

1 Setting the filtering criteria
2 Choosing the application

3 Approving the price plan

To choose applications from the Master Parts List

1 From the Home page, choose Select Applications.
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Populating the Carrier Parts List

The Applications List page appears. The Filter dialog box occupies the top part of the
page, and the Master Paris List occupies the lower portion.

APPLICATIONS LIST

2 | desired, use the Filtering dialog box to enter criteria to restrict the search.
For Application Type, select the application type (for example, Game) from the list.
b For Developer, enter the name of the ISV.

¢ For Language, select the name of the language in which the application displays on a
device.

d For Platform, enter the device platfdrm.

e For Query Type, select the scope of the applications to be searched:

Tariarrow dow
elick Find. If:you
naric

Applications ns.
Available Applications and Price Plans
Brew, Inc Specific Price Plans
Hidden Brev, Inc Applications
curgent_: l_araw, _Inc Applications a

Price Plans
f To suppress the display of any application, click the checkbox to the left of its name and

then click Hide Checked. To suppress the display of all applications, click Hide All. To
redisplay a hidden application, select Hidden applications from the Query Type list.

3 When you have finished, click Find.
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Only those applications that match your criteria will appear in the Master Parts List.

4 From the Master Parts List at the bottom of the page, choose the application you want to
add to the Carrier Parts List by clicking on the application name.

The Application Details page appears. The top portion of the page (shown below) contains
details about the application and the price plan submitted by the ISV.

APPLICATIONS LIST

1§ Blackjack - Application Details

Name: Blackjack

Description: Blackjack signed spplication

Version: 1.0

Developer: WART

Type: Games

Languages English

Supported:

Price Plan: ¢

Summer Specials - Effective Date; 07-09-2001

Ll

Uses ListValue: 50 DAP: $2
Uses ListValue: 100  DAP: $2.5
Uses ListValue: 150 DAP: $2.75

Explanations of the Application Details follow.

Name The name of the application.

Description An optional application description supplied by the software
supplier.

Developer The name of the ISV who originated the appilication.

Version The software version number

Type The type of the application. BREW applications must be

one of the following types: Communications, Games,
Internet, Music, Other, Productivity, Service, or Utility.

Languages Supported The languages supported by the application.
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The bottom portion of the page (shown below) contains a dialog box wherein you can either
agree to the price plan or request a change to the price plan..

a To accept the price plan as submitted, click | Agree.

The application is added to your Carrier Parts List.

b To request a change to the price plan, type a message to the ISV in the text window
provided. When you are finished, click Send.

NOTE: Your message is sent to QUALCOMM and subsequently to the ISV, who will
conlact you. The application is not added to your Carrier Parts List until you have
agreed to a price plan.

About the Carrier Parts List

The Carrier Parts List shows the applications that ybu have previously selected from the Master Parts

List.

L

Part Name Type Restricted Flag Description
G N
G N

Scheduler P N a signed sheduling application

Alarm Clgck U N Alarm clock signed application

Text Memos U N Text Memos signed application

Calculator u N Caleulator signed application

RoadWarrior S N Real-time traffic speeds signed application

Sokobhan G N Sokoban signed application

Blackiack G N Blackjack signed application

Go o] N Go signed application

Stock Master S N Stock Master signed application

Hanoman G N Hangman signed application

Salitairg G N Solitaire signed application
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Brief definitions of the list’s four columns follow.

Part Name The name of the application, in English.

Type The type of the application. BREW applications must be
one of the following types: Communications (C), Games
(G), Internet (I}, Music (M), Other (O), Productivity (P),
Service (8), or Utility (U).

Restricted Flag Indicates whether this is a standard application or a carrier-
restricted application. '

Description An optional application description supplied by the software
supplier.
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Creating and Managing Catalogs

Five basic tasks make up the catalog management portion of the BREW application distribution
process:

» Creating catalogs

» Creating catalog categories

Adding applications to categories

Manipulating application pricing

Makihg the catalog ready for use

The following subsections contain instructions for performing each of these tasks.

Creating a new catalog

Following is a step-by-step procedure for creating a new catalog.

To create a new catalog

1 From the index on the left side of the Home page, select Add New Catalog.
The Add New Catalog page appears.

CATALOGS : AddNew Catalog
* - raquired fields

KX Enter catalog information:

s|MyTestCatelog |

Effective Dater?
(The date must be
MMMAYYYY )

&

Description: |3

b‘eﬁfai‘lfgi'(’fiifrér‘u;ﬁ: ¢

Language:+: |

EX Add new catalog:

3 INSERT SATaLog,

a For Name (required), enter a name for your catalog (for example, My Test Catalog).
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b For Version (required), enter the catalog version number. This is an internal
alphanumeric identifier that can help you keep track of catalog iterations.

¢ For Effective Date (required), enter the date that the catalog is expected to go “live” --
that is, the date on which you plan to make its applications available for purchase by
device users. Enter the date in the format shown, or click on the icon to the right of the
Effective Date field to display a calendar.

d For Description (optional), enter any other information that will help identify your
catalog.

e For Default Currency, select the currency from the list. The Default Currency setting
forces every application in this catalog to display in the currency specified. The symbol
for the specified currency will display on the device, with the application purchase price.

f ForLanguage, choose a language option from the list. (See About the language setting
for more information.)

2 When you are finished, click Insert Catalog.

The new catalog appears in the list on the Catalogs page.
CATALOGS

Select an existing catalog.

Catalog Name
Bréyingicatalog,

din

BrewlncCat ) E_ending

Notice that the status of the catalog has automatically been set to Pending. (See About
catalog status for more information.)

About the language setting

The language setting for a catalog determines the language displayed on targeted devices. If you set
the language to Korean, for example, the catalog categories display in Korean, and only Korean-
language applications display on the device.

While a device might support multiple languages, it displays only one language at a time. Users of

devices with multilingual capabilities can designate their language of choice, and the phone will display
only those catalogs that have the designated language setting.
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About catalog status

A catalog can be in one of four states: Pending, Ready, Active, and Deactive.

¢ Pending means that the catalog is still undergoing changes. This is the only state in which a
catalog can be edited.

* Ready means that the application is ready to be moved to an ADS.
* Active means that the catalog is in use on an ADS.

* Deactive means that the catalog has been taken out of commission. Once deactivated, a
catalog cannot be made active again.

Creating categories

« After you create a catalog, you can organize the applications it contains into logical categories. For
example, you might create a category called “Games” and another called “Business Applications.”

To create a category

1 From the Catalogs page, click the name of your catalog.

The Edit Catalog page appears.
Coneity
- » CATALOGS : EditCatalog
E¥ update catalog information:
* « required fialds

Tast Catalogl
Lo

Bl catalog categeries and applications:

| Toeweloper ——————— locscrption |
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2 From the Edit Catalog page, click Add New Category.
The Add New Category page appears.

CATALOGS = AddNow Category

Heome >> Catalogs >> My Taest Catalag >> Add Category

EX Enter new category information here:
* - required fields

a For Category Name, enter a descriptive name for the category. The text string you
enter is exactly what device users will see when they access MobileShop.

b From the Icon list, choose the icon number that corresponds to the icon you want to
display for the category, or choose No icon.

3 When you have finished, click Insert to add the category to the catalog.

The new category appears at the bottom of the Edit Catalog page.

EX catalog categories and applications:

{3inne; New onTEaoRY|  [HiAoD NEW i ARRLOATION ]
— Developer Description

Editing or removing a category

You can edit the name or icon of a category after it is created, or you can remove a category from a
catalog.

To edit a category ¢
1 From the Edit Catalog page, click on the name of the category (for example, Business
Applications).
The Edit Category page appears.

e e
- + CATALOGS : EditCategary

My Test Cataleq >> Business Applicatiens {Pending)
EX update category information:
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a To edit the category, enter your changes and then click Update.

b To remove the category from the catalog, click Remove.

Adding applications

After you have created a category, you must select the applications that will belong to it.

To add applications to a category

1

From the Edit Catalog page, click Add New Application.

EX catafog categories and applications:

[abE NeW oATESERY.] [AADG REW: APSLIGATION

[ [oeveloper ___________[pescription

The Add Application page appears.
KTF » CATALOGS = editCategory

ﬂ To add applications to a category, select a category from
the pult-down list and then select the applications you

wish te associate with that category:
# - paquired fiehds

From the Applications list, select the applications that will belong to this category, in this
catalog. Press and hold the Ctrl key to select multiple applications.

NOTE: Applications can belong to more than one category.

When you have finished selecting applications for the category, click Insert.
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Section 2 (bottom) of the Edit Catalog page now shows the applications contained in the

category.
KTF » CATALOGS : editCatalog

¥ update catalog information:
% - required fizlds

Jresr. Cacalog
f-a(’ f‘l L.

Qualcomm

Manipulating application price data

There are two prices associated with each application: the purchase price you charge device users, and
the price charged by the software supplier. You can interactively manipulate the purchase price for each
application; however, you cannot directly make changes to the price plan that was set by the supplier.
If you wish to change the price plan for an applicatidn, you must negotiate with the software supplier
and have the software supplier resubmit the price pian data.

Specifying the user purchase price

You will need to set the purchase price of each application, in each catalog. Set the purchase price only
once for each application in a single catalog, whether or not the application belongs to muitiple
categories. Its purchase price must be the same throughout the catalog.

To change the user purchase price for an application

1 From the Edit Catalog page, select an application from Section 2, Catalog categories and
Applications.
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The Edit Application page appears.

My Test Catalog | Pending
EX Application Information:

Details about the status of this application and wha it is manufactured by.

Name |Description|Manufacturer Min [TypejDate Certified | Certified | Distribute
API Certified |By ar1 Flag
Y

Alarm test Qualcomm 1.0 1.00 U
Clock

B pricing Information: Cetetp ,;‘, paice

Purchase

2 Adjust the prices, entering the amount that device users will pay to download the
application. You must enter a price (including the currency symbol) for each pricing option
on the page, even if there is no charge ($0.00). The Developer Application Price (DAP) --
the price charged by the software supplier -- is always given in U.S. currency, independent
of the currency specified for the purchase price.

3 When you have completed the pricihg information for that application, click Update.

NOTE: You must enter prices for each application in a catalog. If the application resides in
multiple catalogs, you must set the price in each catalog.

Removing an application

You can remove an application from a category by clicking Remove on the Edit Application page
(shown above).

Cloning a catalog

If you wish to create a catalog that is similar to one already created, you might find it helpful to clone the
existing catalog.

You can clone a catalog in any state, including active and deactive. Although active and deactive
catalogs cannot be edited dirsctly, their clones are editable because they are created in pending state.
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To clone a catalog

1 From the Edit Catalog page, click Clone.

CATALOGS = tditCatalog

ﬁ Update catalog information:
¥ - requirad fields

The Catalogs page appears, showing the new catalog. The version number of the new
(clone) catalog has been revised automatically.

CATALOGS
Select an existing catalog.

Catolog Name

Neys ding

2 To edit the new catalog (for example, to change its name), click on the name.

The Edit Catalog page appears.
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3 From the Edit Catalog page, select the information you want to change (for example,
Name), and then click Save.

CATALOGS = ditCatalog
Update catalog information:

) My(",‘loned Catalog ‘

The new name appears in the list on the Catalogs page.
CATALOGS

Select an existing catalog.

Finding catalogs quickly

The catalog management interface provides navigation tools that make it easy to find a particular
catalog in your catalog list.

When you open the Catalogs page, this navigation bar appears at the top:

If you know the name of the catalog, or any part of the name, enter it in the Catalog Name field. If you
know the state of the catalog, select it from the Status list. Then click Find. The only catalogs listed will
be the ones that match your specifications.
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Putting the catalog in Ready state

When you have finished all the catalog edits, including adjusting the prices for each application, your
catalog is ready to be moved to an ADS. You must now change the status of the catalog from Pending

to Ready.

To change the status of the catalog

1 From the Edit Catalog page, select Ready from the list in the State field.

CATALOGS - EditCatalog

B} update catalog information:
* - raquired field:

)MyTe;t Catalog

Fe.

a
Deactjv_ated‘ 3

% REMOVE t CLONE

The catalog is now ready fo be moved to an ADS.

NOTE: Once the catalog is changed to Ready state, it is not editable. To make more
changes to the catalog prior to activating it, use the Edit Catalog page to change the state
back to Pending. Then make your changes, and change the status back to Ready.

See the section entitled Distributing the Applications for information about moving the catalog to an

ADS.
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Distributing the Applications

The actual distribution of BREW applications is accomplished via a flexible client/server architecture

whereby the clients are the mobile devices requesting applications from the ADS. The ADS then allows
the device to download the purchased applications to the devices provisioned for that ADS. Each ADS

is assigned only one applications catalog. Therefore, if you have multiple catalogs, you wili have
multiple ADS’s, each with its own clients (devices).

NOTE: Although each ADS can accommodate only one catalog, the same catalog can be

assigned to multiple ADS’s.

In this document, all references to the ADS apply to a group of servers logically associated with an

ADS “farm,” as shown below.

apstA |} | absis’

-ADS FARM 1

-ADS FARM T

Catalag A ‘ Catalog B

ADS FARM 3.

Cétalg

First, catalogs in Ready state are assigned to ADS's. Only one catalog can be assigned to an ADS.

ADS FARM1

ADS.FARM?2:

ADS FARM 3

When you move a catalog to an ADS, it becomes visible to its provisioned devices (clients).
Device users purchase and download applications through MobileShop.
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When a device is provisioned, it is given the IP address of the ADS containing the appropriate
application catalog. For information about provisioning devices, refer to Name of Document.

Aiter you have placed a catalog in Ready state, it is ready to be associated with an Application
Download Server.

To assign a catalog to an ADS

1 From the index on the Home page, choose ADS Admin.
The ADS Admin page appears.

ADS ADMIN

Associate catalog with Application Download Server

Instructions: A catalogs state must be Unactived in order to be assigned to an Application
Download Server.

G

Catalogs currently assigned to an Application Download Server

Catalag Effective Carrier [ADS ADS Location ] Contact|Description
Name Date Name Type
Lab

QDG June?1 %gEJJlU N- Qualcomm 23—";"]‘_"

El
DS 1
AD5 2
aDS3
ADS 4

a For Catalog Name, choose the catalog to be activated.
b For Application Download Server, choose the ADS to which to propagate the catalog.

¢ For Effective Date, enter the date in the format specified or click on the icon to select
a date from the calendar.

2 When you have finished, click Submit.
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: Distributing the Applications
Brew g pp

From the device user’s point of view

The following describes how a hypothetical device user can purchase an application via MobileShop.

1 User starts BREW from her mobile phone.

The ADS for which the device is provisioned displays the catalog of applications.

2 From the catalog that appears, the user chooses a category called Games. She notices
new listing.

by KYOCERA
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Distributing the Applications
Brew. g pp

3 Sheclicks on the new application name, and is offered the opportunity view a quick demo of the
game, along with some pricing information.

by KYOCERA

4  Aiter viewing the demo, she decides to download the game. She selects the pricing option she wants
and is prompted to confirm her choice.

by KYOCERA
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74 1 Introduction

75 1.1 Purpose of This Document

76

77 The QDC Billing Technical Specification identifies and discusses the technical

78 architecture for the BREW finance functions. These functions include the custom
79 BREW billing event processing, PeopleSoft (AR, AP, and GL) functions, and

80 extranet billing services (i.e., developer and carrier).

81 The purpose of the QDC Billing Technical Specification is the following:

82 e Serve as the primary document for technical design relating to BREW

83 finance functions.

84 e Facilitate communication and agreement relating to functional and technical
85 consistency across QDC teams and QIS management.

86 e Serve as an evolving document for specifying Phase 1 and future technical
87 design enhancements.

88 1.2 Document Organization

89 This document contains the following sections:
90 e Section 1, Introduction: Describes the purpose of the document, document
91 organizational structure, related documents and revision history.
92 e Section 2, Technical Design: Identifies the technical design by functional
93 modules which include: carrier invoicing, developer payment, carrier
94 extranet, developer extranet, and QIS billing tools.
95 e Section 3, System Characteristics: Describes the system characteristics of
96 the BREW finance functions to include: server configuration, minimum
97 downtime characteristics, degraded mode of operations, etc.
98 o Appendix A, Glossary: Defines acronyms, and abbreviations used in the
99 document.
100 o Appendix B, Invoices/Summaries/Vouchers: Shows examples of the
101 Developer fee invoice, the Qualcomm fee invoices, and the Developer
102 payment vouchers.
103 e Appendix C, Peoplesoft Configuration:: Describes how PeopleSoft is set up
104 to support QIS Billing.
105
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122 2 Technical Design

123 The BREW billing services interfaces to the TX manager, which is the source of the
124 Billing Events (Conversion and Rating) and the MINMAP repository. This is the
125 primary source which drives the billing processing. BREW billing consists of four
126 engines: a staging engine, a carrier invoice engine, and a developer payment engine.
127 e Staging Engine: The staging engine will perform incremental subtotals of the
128 billing events/MINMAP data through a daily scheduled job. Processing will
129 include computing monthly subtotals for developer fees, revenue share, and
130 developer payment. The types of transactions that are processed are

131 Downloads (DL), Subscriptions (SB), and Adjustments (Transaction

132 adjustments (TA) and Developer adjustments (DA).

133 e Billing Invoice Engine: The billing invoice engine will derive the carrier
134 invoice subtotals by Developer and billing period from the “staged” data
135 based on QC fees, developer fees. Revenue summaries are processed by
136 manufacturer, sub carrier and part number for each invoice (developer fee
137 (DF) and revenue share (RS).

138 e Revenue Engine: The revenue engine will derive carrier revenue summaries
139 based on carrier-paid or QC-paid transactions and revenue type.

140 e Developer Payment Engine: The Developer payment engine will derive the
141 developer payment summaries by part number and carrier from the “staged”
142 data. The developer payment is based on the developer payment period and
143 the developer payment plan (i.e., premium or standard).

144 Both the invoice Developer summary and the part number summary are stored in the
145 billing summary data. There are three interfaces between PeopleSoft and BREW
146 Billing include:

147 e AR Interface: the AR interface processes payment received from the carriers
148 and maps the payment back to the Developer summary and Billing event
149 data. This is needed in order to drive the developer payment appropriately.
150 For example, in the basic payment plan, a developer would not get paid until
151 QC has received payment from the carrier. As such, only billing events

152 tagged as “paid” would be processed for developer payment.

153 e Billing Interface: this interface relates to carrier invoicing. BREW billing
154 will generate a billing period invoice total and Developer summaries for each
155 billing period. The Billing interface will query for the invoice total and

156 trigger the generation of the invoicing process through PeopleSoft billing.
157 PeopleSoft will generate the carrier invoice containing the invoice total. If
158 the carrier requires the Developer summary information, this will be

159 provided to the carrier from data in BREW billing. PeopleSoft will not store
160 the Developer summary information.
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161 "~ e AP Voucher Interface: this interface processes monthly payment to

162 developers. BREW billing generates the developer payment totals and part
163 number summaries by carrier for each payment period. The AP voucher
164 interface will query for the payment total and trigger the generation of an AP
165 voucher in PeopleSoft. If the developer requires the part number summary
166 information by carrier, this will be provided to the developer from data in
167 BREW billing. PeopleSoft will not store the part number summary

168 information by carrier.

Staging Engine - Daily Subtotals
sTransactions (DL & SB)
Transaction Adjustrents (TA)
*Developer Adjustirents (DA)

TX Mer
Conversion & Rating

Billing Fneine - Period
Tnvoices & Summaries
*QCFees

*Developer Fees
*Reveme Summaries

'\
Billing
Invoice &
»  Summary
N
«Carrier-paid & QC-Paid y
«Carrier & QCReverue
Developer Payment
Engine -
4 AP Invoices
Rev
Summary

169
170

171
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171 2.1 Staging Engine

172 The following diagram depicts a high-level logic flow for the daily staging of TXN
173 billing events into daily staging tables at the lowest level (sub-carrier, manufacturer,
174 part number, type, bucket level) per carrier. Events are tagged with stage Ids and

175 stage types.
176

Start Daily

| mitalize ring ol and varebles i

[ Firgore Szge Dy (ussediner daybeforo) |

Sdet XN~ |
Select Events to Process
“Downloads for non-subscriptions (DL)
Stbscriptiontill everts (SB)

~Trensaction Adjustrrents (TA) -
Irext previous Ivoice Tocrenent ruoring total and 41X for Type
stage amounts and reset Set INV stage type to INV-DF ar INV-ZER(
< Y
Select by CreateDate, GMT, l ¥

not in StageXREF, pot Retransnit

v

[ Order by PC, MR, Parto, S i, Tye |

]
]
]
]
+ |_-Deeloper Adjustrrents (D)
'
:

Tncrement runring total and#TXs for Type
Set INV stage type toINV-DQ INV-QRR
or INV-ZERO

Y

Incvemment nunning totals for QGpeid REV
Set REV stage type toREVQ-QC,
REVQQ REVQCa REVQZERO

1

e
178
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NA

INV-DQ
INV-DF

INV-QFR

INV-ZERO

REVC-QC

REVC-Q

REVC-C

Stage Types

Stage type used to tag events which are skipped because they do not apply to invoices
or revenue - example: Carrier-paid DA type
Invoice stage type used to tag events which apply to both Developer Fee (DF) and
QUALCOMM Fee Revenue Share (QFR) invoices
Invoice stage type used to tag events which apply to a Developer Fee (DF) invoice only
Invoice stage type used to tag events which apply to a QUALCOMM Fee Revenue Share
(QFR) invoice only
Invoice stage type used io tag events which do not apply to either invoices because the
amount is zero or the MFR and QC revenue rates are zero
Revenue stage type used to tag Carrier-paid events which apply to both QUALCOMM
revenue and Carrier Revenue
Revenue stage type used to tag Carrier-paid events which apply to QUALCOMM revenue
only (Carrier rate must be zero)
Revenue stage type used to tag Carrier-paid events which apply to Carrier revenue only
(QC rate must be zero)

" Revenue stage type used to tag Carrier-paid events which no not apply to Carrier
revenue or QUALCOMM revenue because the amount is zero or the Carrier and QC

REVC-ZERO revenue rates are zero

Revenue stage type used to tag QC-paid events which apply to both QUALCOMM

REVQ-QC revenue and Carrier Revenue

Revenue stage type used to tag QC-paid events which apply to QUALCOMM revenue
REVQ-Q only (Carrier rate must be zero)

Revenue stage type used to tag QC-paid events which apply to Carrier revenue only (QC
REVQ-C rate must be zero)

Revenue stage type used to tag QC-paid events which no not apply to Carrier revenue

orQUALCOMM revenue because the amount is zero or the Carrier and QC revenue rates
REVQ-ZEROare zero

oL

DA

TA

TAS

TAP

TAPF

Bucket Types

Consolidated non-subscription Download (TXN.Type=DL Method!=3) and Subscription Bill
(TXN.Type=SB) events - AMT = TXN.DAP if QC-paid, TXN.PRICE if Carrier-paid
Consolidated Developer Adjustment (TXN.Type=DA) events - AMT =
TXN.ADJUSTMENT_PRICE (affects Developer Fee (DF) Invoice only

Consolidated Transaction Adjustment (TXN.Type=TA) evenis - AMT =
TXN.ADJUSTMENT_DAP if QC-paid, TXN.ADJUSTMENT_PRICE if Carrier-paid (applies to
ALL TA events for Carrier-paid, applies to all TA events with the same rates as current
month for QC-paid

Consolidated Transaction Adjustment (TXN.Type=TA) events where referenced eventid
(TXN.ADJUSTMENT_EVENTID) has different billing and/or premium rate(s) and
Manufacturer is Standard - AMT = TXN.ADJUSTMENT_DAP (applies to Developer Fee

(DF) Invoice only

Consolidated Transaction Adjustment (TXN.Type=TA) events where referenced eventid
(TXN.ADJUSTMENT_EVENTID) has different billing and/or premium rate(s) and
Manufacturer is Premium - AMT = TXN.ADJUSTMENT_DAP (applies to Developer Fee
(DF) Invoice only

Consolidated Premium Fee for Transaction Adjustment (TXN.Type=TA) events where
referenced eventid (TXN.ADJUSTMENT_EVENTID) has different billing and/or premium
rate(s) and Manufacturer is Premium(applies to Developer Fee (DF) Invoice only
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Consolidated Transaction Adjustment (TXN.Type=TA) events where referenced eventid
(TXN.ADJUSTMENT_EVENTID) has diiferent billing and/or premium rate(s) - AMT =
TAQFR TXN.ADJUSTMENT_DAP (applies to QUALCOMM Fee Revenue Share (QFR) Invoice only

184
185
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2.2 Payment Engine

PCT/US02/26033

The payment engine will process the monthly creation of AP Invoices per
Manufacturer from AR Invoice and payment data. The developer payment is based
on the payment period for premium or standard developers.

Steat Dadly

[F@mmurgymmmmzmmaﬂ

:
:

Select VENDOR ID, Premiamiete & AMI_TO,PA
FranMR SUVRY_HDR & MANUFACTUER
joinedvith AR INV_HDR (DF)
evbere MERPAYMENT. DAY &
oAR YearMbrth<=Bill Year Moxth
~Onder by MER, FC

Increment AMIT TO PAY
rumning total & set
Miltiple Paynents =TRUE

Generate n APInvaice ID&
fsert rew AP INV_HDR with
initial AMT TO PAY

[ iitolize AL TO PAY ruming el per MR |

, e e A e s = o e e e 8 O o o 0 R

Trsert AP INV_DIL

AMI per iCand Mirth
n

®
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191 2.3 Billing Engine

192 The billing engine will be computing monthly subtotals for each primary carrier and
193 will generate developer fee and revenue share invoice totals tags each event with
194 invoice IDs. Processing also includes consolidation for invoice lines and AR
195 buckets; and manufacturer/subcarrier (invoices) and part summaries (developer fees
196 only).
Process
Start Dail
Stage Data Y
| italize ruming totals end varicbles |
v
Firgwre Billing YearMbath (passed in or previous)
and Set Invoice Date (1t of rooth affer Billing roonth) @
treachPA;mxy ! .
byQCINV_DAY & ; ) i
Stage data toprocess : Create Invoices E
i y !
1 | Tisert Tast running surmmery sub-totals (DF and QFR) | ¢
- 4| «Compute AR, Net and possible Prem Anits )
| Geverate DevFee (DF) & QCRev (QER) Invoice s || “liwert last Pat, SUB & MER Ants ;
+ | *Reset Runting Type, Part, SUBand MR ttals :
t Select MR Stage E 5 E
: : ; I Dev R |
1| Select SUVE of last period MER buckets toProcess | | ; »Compute and Insert !
1| FromMR STAGE, D11 joined ' ! DF Invoice HDR, Lines :
1| with IXN STAGE ; ! andDILs :
| *Groupby and Order by PC, SubCarrier, PartNo | ! ; :
| &BucketType ; l I QCFe 5
E g E «Coropute and sert 5
. - | QFR Invoice FDR, Lines !
. ' andDILs ;
D For each SUM to process ' !
g Yes :
------- ; Anofber Carvier? !
E e ’

y

[ |

_
:
-
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! Gedte ;
H )
S (@ i
| dia :
| @0 o ¥ pewPort] !
E .| Yes Yes E
l . For cactiTveion (DF ] ;
| o cach Emeice (DRl 55 For eachlweice (DF an KS) s N o Brmis| | |
; *Gorpute AR, Net and possible rem/Arrts «Copute AR, Net and possible PremAnts “Hsert Izt Port (D crly) Artts :
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5 Lodayp BillingRates i ;
a Yes E
E oJfDF, Tosert Jast BucketType i
! oJncrement Pat Running total(s) i
E «Set new Bucke{ Type runring !
| PR |
i M ocrement roring BucketType ctal andHLXs [¢ i

AR Invoice Line Types

DF Developer Fee

DFA Developer Fee Adjustment

QFR Qualcomm Fee Revenue Share

QFRA  Qualcomm Fee Revenue Share Adjustment

QFE Qualcomm Fee Enablement Fee

QFEA Qualcomm Fee Enablement Adjustment
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2.4 Revenue Engine

204
205
206

The revenue engine will derive the carrier revenue subtotals by Developer and billing

period from the “staged” data for carrier reporting.
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2.5 PeopleSoft Interfaces

2.5.1 Billing

BREW Invoice Data

v

BREW - PS Billing Interface
(BBBIO01 Program)

O Select AR Invoices that are ready but
not previously interfaced into PS.

O Use PS Billing Distribution Codes to
distribute to proper GL accounts and
departments.

0  Use Entry Types and Reasons to group

BREW revenue components into

general accounting buckets.

Assign a PS Interface ID each time this

process runs.

Update the Run Control with the

Interface ID.

Populate the table PS_INTFC_BI with

these BREW Invoice records.

Update BREW Invoice status to indicate

that these invoices have been interfaced

into PeopleSoft.

O 0O O O

All BREW-generated billing invoices will
have the following characteristics:

v" Business Unit: QAPP

v Billing Source: BREW

v" Invoice ID: 55XXXXXX

PCT/US02/26033

PS Billing Interface Process
This process edits and loads data
from PS_INTFC_BI table into the
Billing tables with “New” status.

I

PS Billing Finalize Process
After an invoice has been turned to
Ready” status, this Finalize process
performs final edits before invoicing.

Qualcomm
Fee Invoice | Developer

Fee

Journal Generator Process

87

'

PS Billing Invoice Build
Extracts Invoicing data.

I

BREW Customized Invoice Print

D JN— preparation for GL Journal

XYZ Invoice Process
Carrier
XYZ (BBIPRNTO Program)
Carrier l
PS Accounts Receivable PS AR Load Process
Pending Item Tables  4— Load Billing Invoices to PS
AR Pending Item tables.
PS GL Load Process
PS General Ledger Create accounting entries in

Generator.
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The new BREW program BBBI001 will read data from BREW Billing AR Invoice tables and
populate the PeopleSoft Billing Interface tables based on the following mapping. Besides these
fields coming from BREW Billing, there are numerous others that require default values for
PeopleSoft which this interface program will populate appropriately.

SN i s

. PS_INTFC.BITable - -~ " .

AR_INV_HDR. STATUS = ‘R’ (Ready
Status) ‘

BUSINESS_UNIT = ‘QAPP’

AR_INV_HDR. CUST_ID

BILL_TO_CUST_ID

AR_INV_HDR. INV_TYPE BILL_TYPE_ID
AR_INV_HDR. CREATED_DATE INVOICE_DT
AR_INV_HDR. AR_INV_ID TARGET_INVOICE
LINE_TYPES. DSC DESCR

AR_INV_HDR. AMT

GROSS_EXTENDED_AMT

AR_INV_LINE_DTL. (ENTRY_TYPE
+ *-¢ + ENTRY_REASON)

| DST_ID

AR_INV_HDR. YEAR_MONTH

FROM_DT, TO_DT

AR_INV_LINE_DTL. ENTRY_TYPE

ENTRY_TYPE

AR_INV_LINE_DTL.
ENTRY_REASON

ENTRY_REASON

AR_INV_HDR. STATUS = ‘R’ (Ready
Status)

BUSINESS_UNIT = ‘QAPP’

AR_INV_HDR. AR_INV_ID

TARGET_INVOICE

AR_INV_HDR. DSC

TEXT254 (Example: Total Downloads =
14)
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2.5.2 Accounts Payable

BREW Billing AP Invoice Data

An AP Invoice ID is the link between
PS AP and BREW.

v

PCT/US02/26033

fol

\7A A A AL

Y V VYV VY

BREW-AP Interface

v" Process BREW Billing AP Invoice data

that are ready to interface and those
previously marked as errors.

v Get the next Voucher ID from PS

QAPP Business Unit counter and
update it.

4 Verify the Vendor ID and the first 8

characters of Vendor Name between PS
AP and BREW Billing invoice data.

v’ Insert data into PeopleSoft Voucher

staging tables.

BREW vouchers in PS will have the

lowing characteristics:
Business Unit: QAPP
Voucher Origin: BRW
Voucher ID: QSxxxxxx
Invoice ID: BBXxxxxx
Accounting Distribution is 20105. This
is being shared between basic and
premium $ but may change in the
future.
Each voucher will only have one
voucher line.
Each voucher line will only have one
accounting distribution.
A BREW voucher will be due
immediately once it gets to PS AP.
Only one voucher will be generated for
each developer per month.

AP may use the separate payment feature to
produce separate payment for each voucher.

v Mark AP_Interface Status =
op

0 Review & Approval process
will be performed by BREW
accounting staff for all
eligible invoices.

0  Voucher Load process will
be performed by Corporate
AP staff.

v

BREW — AP Interface will
populate these three tables in PS.

PS_EDT_VCHR_WRK
PS_EDT_VCHRLN_WRK
PS_EDT_ACCTLN_WRK

v

Voucher Edit process loads data
from the staging tables into the
voucher tables in AP and edits
them, This process will run at

Corporate AP discretion.
PEOPLESOFT AP
Journal
AP Approval Process prior to Generate
Payment Selection. toGL
AP Payment Selection and

Processing. (2 times a week)

AP Voucher Posting & Payment
Posting.
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BREW Billing Review and Approval Process: This is a procedure that BREW accounting staff need to approve
incoming vouchers and authorize Corporate AP to load, edit then pay them. Once approved, the report created by this
process serves as a hard copy of the authorization that will be sent to Corp AP.

Select all records in
AP_INV_HDR with
status of “R” and “E”
(Ready & Error Status)

!

No
Vendor ID exists Mark voucher
in PeopleSoft AP record V&:lth Error
with identical Status (“E”)
name?
Yes
Mark voucher record with
“Ready Status” and
MODIFIED_BY =
“Reviewing”
Mark voucher record

BREW staff

't NGB ¢ A ed
approves vouchers with “A” for Approv

and MODIFIED_BY =
Process Instance

226
227

228
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Voucher Load Process: Once a voucher has been approved by BREW, it is eligible for the next process to load into
PeopleSoft voucher staging tables.

Get a count of all approved
vouchers to be loaded.

v .

a It
Get the next starting voucher
number in PS Business Unit

definition.
\ J

v

Set the next starting number in
PS by reserving a block of
voucher numbers for those
being loaded.

v

Load into the three staging
tables using the field
mappings above and
appropriate default values.

.

~

\_

) v
—
Update STATUS in BREW Voucher Load
Billing to “I” as in Register
“Interfaced.”
\
228
229
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2.5.3 Accounts Receivable

AR Overview

CARRIER PAYMENT
LockBox Payment from BOFA2.
Summary Payment Information.

CARRIER PAYMENT DETAIL.

Some carrier may provide payment details for partial
Developer Fee payments at the developer level. Some
may not provide any detail, in which case BREW will

allocate.

BREW Payment

PCT/US02/26033

PS BILLING MODULE
AR Load Process populates the
Pending Item table group

v

PS AR

ARUPDATE process edits and posts records in the
Pending Item table group into the Item table group
in AR

BREW-generated Items will have the following
characteristics: ’

Business Unit: QAPP
Origin: BREW
Item ID: 55XXXXXX
Online Item ID: 56xXXXXX

Lockbox Interface:  Reads a flat lockbox
payment file and loads into a set of staging tables.

Payment Load: Loads data from staging
tables into payment tables for processing.

Application Program i¢

This program only applies payment
to Developers’ Revenue transactions
in BREW.

Searches PeopleSoft AR payment
activities that correspond to
Developer Fee invoices that have
been applied in PS but not in BREW
then apply them in BREW.

Update PS Payment activities in AR
to reflect BREW Payment Applied
Status.

SEE MORE DETAIL ON THIS
PROCESS BELOW.

v

BREW Billing Developer Summary
Update with Payment ID, Payment
Date, Payment Amount and Balance

92

PREDICT:

to pre-set algorithm.
ONLINE PAYMENT APPLICATION: Create
and apply worksheet.

Apply payments according

ARUPDATE: Post payment transactions.
AGING: Ages items by Aging
buckets.

v

PS General Ledger
Journal Generator creates Journal
Entries for AR transactions
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234 Payment Allocation
235

Analyze all Item, Payment ID, Payment Sum
from PeopleSoft PS_ITEM_ACTIVITY table
having:

v' Business_Unit: QAPP

v BB Invoice Type: DF

v" Entry_Use_ID: WS-01

v" Group_Type: P & U

v" Sent_To_AP:N

v" PP_METHOD <> “DEV_SUMMARY’

v

Yes

Is the PS payment sum
<0?

This is a payment. Is the
PS payment amount >
BB balance?

A payment record needs to be created for each
developer having positive balance for this
Invoice ID.

O Alloc% = PS payment / BB Invoice balance.

(In case of full payment, Alloc% will be 1)

236
237

238
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This is an unposted payment. Need to insert
reversal payment entries.

When PS payment is greater than BB balance, it
means an out-of-sync situation between PS and BB
or something has gone wrong. Create an exeption
report.

O Developer payment=Dev balance * Alloc% )

Update BREW Billing:
v Adjust Balance in Developer Summary table.

v Adjust Balance in Invoice Header table.

Update PeopleSoft AR:
v" Set Sent_To_AP flag to “Y”

v' Set Voucher_ID = “BREW-APL”
v Set Document ID = Date of BB application.
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Payment by Carrier Detailed File

PCT/US02/26033

Read input file(s) from a carrier or multiple carriers.

O A file can contain multiple payments, each of which can pay for more
than one invoice. At the carrier, payment id and Invoice id
combination level, BREW requires one header and at least one detail
record.

QO The header record contains Customer Id, Payment ID and Payment
amount.

O The detail record contains Manufacturer (developer) ID and payment
amount for that developer.

Position Length
Record Type (1 for header) 1 1
Customer ID (CUST_ID) 5 15
Invoice ID (INVOICE) 20 20
Payment ID (PAYMENT_ID) 50 20
Payment Amount (No significant) 80 20

Position Length
Record Type (2 for detail) 1 1
Manufacturer/Developer Name 5 35
Payment Amount for Developer 50 20

Header Record Edits:

Validate Customer as one set up for Developer Summary input file.
Validate Payment ID in the input file as one posted and not BREW-
applied before.

Validate Invoice ID as an Item ID in PS AR.

Validate payment amount to be numeric and equal to the payment
amount posted in PS for that Item and Payment ID.

Check for negative payment amount.

A N N N

Check for non-DF data.

Detail Record Edits:

v Double check the total of amounts for each Invoice ID and Payment
1D combination to match that in PS. This also indirectly check detail
records against header record.

v Check for negative amount.

v Check for overpayment amount.

v’ Check against the Invoice Developer Summary for Developer validity
on that Invoice ID.

Yes
Any Edit failure?

Delete temporary data from Payment
Detail table.
Reject the WHOLE file. Goes on to

the next input file.

v Update Developer Summary and Invoice Header tables.
v Update PS_ITEM_ACTIVITY to set Sent_To_AP and Voucher ID

accordingly.
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. 2.5.4 Invoice Print Program

Due to unique business requirements for BREW, we have had to create a new Invoice
Print program. Besides the general formatting requirements such as Billing Period, Wire
Instruction, and BREW Invoice Terms which are very specific to BREW, this program
will also satisfy the following requirements:

A description for each Invoice ID.

An Invoice in PS Billing does not have a description. It simply is a 22-character field.
PeopleSoft only provides for description at the Invoice line level.

For BREW, we will use the Bill Type description which is associated with each Invoice
to display on the Invoice itself. For example, a BREW Invoice can be created for
Qualcomm Enablement Fee. Therefore, it should be associated with Bill Type “QF1”.
The description “Qualcomm Enablement Fee” in this list box here would then be what’s
displayed on the hard copy invoice to the carrier.

All Bill Type Identifiers for BREW are set up under QAPP SetID:

o DF Developer Fees

o QFE Qualcomm Enablement Fee

o QFA BREW Annual Maintenance Fee
o QFL BREW Licensing Fee

o QFR Qualcomm Revenue Share

Particular Invoice Grouping Requirement At The Carrier Level

BREW has a distinctive requirement that for a particular carrier, they may be sent
invoice(s) in two ways:

1. One hard copy invoice for each Invoice ]D

2. One hard copy for Qualcomm Enablement Fee and Qualcomm Revenue Share.

Another hard copy for Developer Fee.

To achive this objective, BREW will make use of the Bill-By Identifier to process

invoices accordingly.
This designation is set at the Customer level in Maintain Customer | Use | Bill To

Customer
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The Bill-By Identifier is used in PeopleSoft to
denote how a billing interface record should be
created in PS. Depending on how this field is
defined, a new record may be added to existing
bills or as new ones.

BREW uses this field slightly different.

e We have set up BREW-S1 which will invoke
the BREW Invoice Print program to group
Invoice Ids that share the first two characters of
the Bill Type. For example, all QF1 and QF4
will be displayed on one single hard copy
which will be the Qualcomm Fees Invoice. On
the other hand, Invoice with DF Bill Type will
be on another hard copy which is the
Developer Fee Invoice.

e BREW-ALL will display all Invoices for that
carrier to be included on one hard copy.

Anything else will cause the print program to

create one invoice hard copy per Invoice ID.

BREW Invoice Processing Procedure

Go to:
Manage Sales Activities | Generate Invoices |
Process | Finalize & Print

After an Invoice has been finalized, we can start
the process to create BREW invoice for it.

Select the job BIIVCEN (Process Extract Table
Invoice.)

Once completed, it would have updated the same
Run Control ID with a Process Instance from
which the appropriate Invoices would be created.
For the next step, use the same Run Control ID and
goto...

rocess Scheduler Request

BRIPEMTO  Cive

CRYSTAL - Inveice Consofidated
P5/0M - Drder Mgt Inv.Consol
PS/0M - Order Mgmt Invoice
PS/PC - Projects Invoice

Manage Sales Activities | Generate Invoices |
Process | Print Crystal Invoices.

The “From Process Instance” and “To Process
Instance” values populated on this panel are the
result of the previous job (BILVCEN). Leave them
as they are.

Run Location: Client.
Output Destination: Window
Name: BBIPRNTO (BREW Crystal Report)

‘When output is ready to be printed, make sure the
printer is loaded with the appropriate Qualcomm
paper stock.
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System Characteristics

BREWDistribution Center Enviromment

oL zbatt Web Server (Edranet Intemal  LABATT
»Serra Web Server (Bdranet DEV, ]
Points to ASAH! for UAMand ASTIKA
forTX)

*Brewery Web Server (Intranet PROD)
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286 4 Data Model

287 The Brew Billing Data model can be found in Livelink at:

288 http://lverpprd.qualcomnm.com/livelink/livelink/22347763/Brew_Billing Schema.doc
289 ?func=doc.Fetch&nodeid=22347763

290 |

291 Staging Engine:

292 TXN (TXNMGR) PRIMARY_CARRIER (TXNMGR)
293 TXN_STAGE_XREF MANUFACTURER (TXNMGR)
294 TXN_STAGE ' MFG_PREMIUM (TXNMGR)

295 MFR_STAGE_DTL REV_STAGE_DTL

296

297 Revenue Engine:

298 REV_SUMRY_HDR

299 REV_SUMRY_DTL

300

301 Billing Engine:

302 AR_INV_HDR PRIMARY_CARRIER (TXNMGR)
303 AR_INV_LINES MFR_STAGE_DTL

304 AR__INV_LINE_DTL MFG_PREMIUM (TXNMGR)

305 MFR_SUMRY_HDR

306 MFR_PART_SUMRY_HDR

307 MFR_PART_SUMRY_LINES

308 " MFR_PART_SUMRY_DTL

309 MFR_SUB_SUMRY_PREM_DTL

310 TXN_AR_XREF

311

312 Payment Engine:

313 MFR_PMT_DTL TXN_AP_XREF

314 AP_INV_HDR AP_INV_DTL

315
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Appendix A - Glossary

This glossary defines terms, acronyms, and abbreviations used in the document.

ACC
ADS
BREW
DSRP
EFT/ACH
ESN
GMT
MIN
OEM
QC
QDC
QIS
SID
X
UAM
XML

Application Certification Center
Application Download Server

Binary Runtime Environment for Wireless
Developer’s Suggested Retail Price
Electronic File Transfer/ Automated Clearing House
Electronic Serial Number

Greenwich Mean Time

Mobile ID Number

Original Equipment Manufacturer
QUALCOMM

QIS Distribution Center

QUALCOMM Internet Services
Subscriber Identification Number
Transaction

Unified Application Management
Extensible Markup Language
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Appendix B Invoices/Summaries/Vouchers

Customer:

Invoice Date:
Payment Terms:

Due Date:
Period:

Invoice 1D
55000002

Invoice ID

55000003

Total downloads:

Qualcomm Fees Invoice Data

X
February 1, 2001

Net 30
3/3/01
January 2001

Revenue Share

Enablement Fee

7

Revenue Share Summary.

$14

$9

- Carrler Invonce Report

$2

-X¢x | DEV-3 $4 0 $4
2-xxx| DEV-3 $3 0 $3
$10 <$1> $9

2 ‘iCreate ‘Part# PartNa ' 'jEnablement :
~;Date Date | o) s a0 Y Fee e o
555111 { 1/01/01 /1/01/0 Pl Pokemon $2
1 1
505888 | 1/03/01 1/03/01 | P4 Mario Bros | $2
8
505888 | 1/03/01 1/03/01 | PS5 Centipede $2
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8

@By, |E10 | 505888 | 1/03/01 | 1/03/01 [Pl | Pokemon | $2
8

oo |2 565222 | 1/01/01 | 1/01/01 | P2 4 $2
2 Calendar

\ . DTSR 535555 [ 1/02/01 [ 1/02/01 [P3  |NASCAR |$2
5

W‘W E12 606666 | 1/03/01 | 1/03/01 | P4 Mario Bros | $2
6

340
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343
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346
347
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352
353
354
355
356
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358

359
360
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Customer:
Invoice ID:
Invoice LQate:
Payment Terms:
Due Date:
Period: *

Developer Fee Total:

Developer Fee Invoice Data

Wl

55000001
February 1, 2001
Net 30

3/3/01

January 2001

$84

Developer Fee Summary ~ Carrier Invoice Report

PCT/US02/26033

$84

103



WO 03/036416 PCT/US02/26033

361

362 Manufacturer Payment Voucher Data
363

364

365  Vendor: DEV-1

366  Check #: 123

367 Payment Date: March 18, 2001
368 Invoice ID: BB000004

369

370

371 Payment Amount: $20.20

372

373

374

375

376

377,
378 Manufacturer Payment Summary — Manufacturer Payment Report

379 (Premium Developers will get full payment minus premium fee)
380

381 For Dev-1

$20.20

382
383

384 For Dev-3
e P‘

y 2001 | XX ¥

$52.50

385
386
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1 Introduction

1.1 Purpose of This Document

The QIS Distribution Center (QDC) Functional Specification defines the terminology,
applications, services, data interfaces, physical characteristics and conceptual
architecture for the QDC related Binary Runtime Environment for Wireless (BREW)
functions. The QDC is a suite of services included in the QIS middleware. QIS
middleware includes: QDC and Application Download Server (ADS) services.

The purpose of the QDC Functional Specification is the following:

Define and clarify terminology, especially those which are used across multiple
functions (i.e., Finance, Certification, Unified Application Management (UAM),
Application Download, etc).

Identify key functions and data interfaces at a high level which will serve to
bridge the BREW business model with the QDC system development and test
efforts.

Serve as one of the primary document for testable functional requirements across
QDC services.

Facilitate communication and agreement relating to functional consistency
across QDC teams and QIS management.

Serve as an evolving document for specifying Phase 1 and future functional
requirements.

This document primarily focuses on the Functional Requirements specific to UAM and
Web Services. Refer to section 1.3 for the listing of related specifications for other QIS
middleware services including Billing, Transaction Manager, CRM, ADS and
Certification Centers.

1.2 Document Organization
This document contains the following sections:

Section 1, Introduction: Describes the purpose of the document, document
organizational structure, related documents and revision history.

Section 2, Conceptual Architecture: Provides a high level functional overview
of the QDC applications and services. Included in this section is the definition
of the Level 0 Business Process definitions.
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Section 3, Business Applications: Describes the high level business applications
functions included in the areas of Finance, Engineering, Logistics/Operations,
and Customer Relationship Management (CRM).

Section 4, Unified Application Management: Describes the UAM services in
terms of catalog management, application management, ID generators, and
interfaces.

Section 5, Middleware Tools:: Describes tools provided to external users which
is needed to process applications thru the QDC middleware.

Section 6, Web Services: Describes the BREW internet and extranet services.

Appendix A, Glossary: Defines acronyms, and abbreviations used in the
document.

Appendix B, Level 1 BREW Business Process Definitions: Contains a description
and diagram for the Level 1 BREW business process definitions.

Appendix C, Export Compliance/Encryption: Contains a description of export
compliance guidelines which is the responsibility of the ISV.

1.3 Related Documents

The following documents are related to this document and referenced herein:

e QIS Application Certification Center (ACC) CDD

e ADS Specification

e QIS Price Plan Specification

e QIS Transaction Manager (TXN) Specification

o QIS Distributed Transaction Manager (TXN) Concept Paper
e QIS Transaction Manager (TXN) Performance Benchmarking Results and

Hardware Sizing
e QIS Certification Extranet Specification

e QIS Billing Support Services Specification

e QIS Billing Specification
e QIS CRM Specification

e Carrier Distribution Guide

o Developer Distribution Guide
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293 2 Conceptual Overview
294 This section provides a high-level overview of the QDC conceptual architecture and the
295 level O business process definitions which utilize the QDC applications and services.

2096 2.1 Overview

297 2.1.1 Terminology
298 This section describes terms and identifiers that will be used in this document. Table 1
299 defines cross-functional QIS Middleware terms and identifiers. This table is not meant to
300 be a complete list of all QIS terms but specifically those terms which are relevant to the
301 QDC applications and services.
302
303 _ Table 1. QIS Middleware Terminolo ‘

, Tpos o S

ndepéndétnvt Software Vendor. Term used to identify the developer company which has

ISV

established a definitive agreement with QIS.
Restricted A restricted application or “pass-thru” application is a non-certified BREW application submitted
Application to QIS from the carrier. It is only available originating carrier for distribution. A carrier may be

configured to either pay all ISVs of restricted applications or for QC to pay the ISVs. QIS will not

support a hybrid payment model for restricted applications for a single carrier.

Limited Application | A limited application is a BREW certified application which may be set to limited distribution to a

select set of carrier(s) by the ISV.

Public Application A public application is a BREW certified application that is made available to all carriers for

distribution by the ISV.

Standard Either a Limited or Public Application.

Application

Appl ID Assigned automatically by UAM and only relevant to UAM and ADS.

Part Number Relationship. UAM maintains the mapping between part numbers and Appl IDs.

Transaction History: Appl ID is contained in the transaction history and used to track phone

events. :

SID Subscriber ID. This is a pseudo customer identifier that is used to identify customers. It may

correspond to 2 MIN (i.e., phone number) or may be another carrier designated identifier. The SID

and MIN will be logged at the ADS with the events will be provisioned on the phone. Ifa SID is

provisioned on the phone, MIN will not be transferred back to TX.

MIN Mobile ID Number or phone number

The MIN is used for transaction processing if the Carrier elects not to provision a SID. In that

case:

Transaction History: MIN is passed in the transaction log for billing and payment processing.

Provisioning Data: Carriers will provide a perioding report to QC which will include MIN updates

(i.e., MIN out of service, MIN reassignment, etc.)

Part Number = Is assigned by ACCHQ when the application is submitted for certification.

» For Restricted Applications, the Carrier assigns a carrier unique part number and then QDC
Operations adds a carrier prefix to the carrier part number.

» Part numbers are used for tracking the distribution and of BREW applications. It is a number
exposed externally and a key identifier for billing process functions (i.e., not Appl IDs)

Platform ID A platform is a single or set of phone type(s) by manufacturer, model, and s/w revision that are

compatible in hosting BREW applications. The platform ID is the identifier for a platform. This is
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used by ADS and UAM for deriving the phone display catalog. A platform ID can be a superset of
platform IDs

Pkg ID

An application can be composed of multiple packages. Once package is associate to one module.
UAM generates that Pkg ID and the association of packages to module ID.

Module ID

The MIF file contains list of classes. When processing the application into UAM, one module ID
is associated with a list of classes contained in the MIF file. A module is associated to multiple
packages. A module id is a key identifier of an application. It is thru the module ID that the
application tool determines a new application or an upgraded application. Module ID is used as
the directory structure naming convention in BREW.

Class ID

Similar to a dll, these are the binary object namespace and may only be exposed in a single home
directory represented by the module id. The Class ID needs to be unique across all BREW
applications. The Class ID is needed at compile time and is also stored in the .MIF, which is
submitted by the developer.

Applet ID

Applet IDs are Class IDs, but are classified differently so the phone knows which classes are
applications or support libraries. The Applet ID is needed at compile time and is also stored in the
.MIF, which is submitted by the developer.

Primary Carrier

Associated to the carrier with which all BREW agreements are negotiated and approved. A
primary carrier may be associated with “affiliate carriers” (i.e., for regional support).

DAP Developer application price. This is the price which is used to determine the payment to issue the
developer based on phone transactions. A developer may have different application DAP’s across
different carriers. It is independent of carrier’s purchase price.

Purchase Price The amount that the carrier will charge the device user.

Developer Fee (DF) | The amount that the developer is paid for the application.

QC Revenue Share The amount that QC will charge the carriers based on application sales.

(RS)

Pricing Methods There are five pricing methods:

1) Demo (includes Trial applications)

2) Purchase (includes one-time download and unlimited values)
3) Subscription

4) Upgrade (i.e., patch is a free upgrade)

5) _Provisioned (must be authorized by carrier)

Price Basis There are four basis types associated with application pricing.

1) Fixed Uses. Billing based on 5 plays, 10 plays or unlimited. Developer/application is
responsible for decrementing the counter.

2) Fixed Date. Billing based on expiration date ie: 3/31/00, date expressed as seconds since 0:0:0
6-Jan-1980 or unlimited

3) Fixed Duration. Billing based # of days after activation i.e., 30 days from first use or unlimited

4) Elapsed Time. Billing based on minutes of use ie: 120 minutes or unlimited

Price Point For each price basis, one or more price points may, be defined depending on the price method. The
price point includes a value and a DAP, and the purchase price. For example, for fixed uses a
price point could be 5 uses, $1.00 DAP, and $1.50 purchase price.

Price Plan The price plan is a term used to refer to the entire pricing structure for a particular application/part

number. The price plan includes all relevant price methods, basis types, and price points. It does
not include Purchase Price.

2.1.2 Conceptual Architecture

The QDC provides applications and services relating to the QIS middleware as depicted in

Figure 1.
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Figure 1. QIS Middleware Conceptual Architecture
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311 These QDC applications and services include the following functions:

312 OFEM Extranet (12) — The OEMs will be provided extranet services to assist them in

313 provisioning the wireless devices with the BREW AP, MobileShop, BREW applications
314 and other BREW required components. The OEM extranet will also enable the OEMs to
315 request the creation of additional BREW platform IDs and to submit Restricted

316 Applications for signing and packaging

317 Certification Extranet (11) — The Certification extranet provides services which facilitate
318 communication between the BREW certification centers (initially NSTL) and the

319 Certification Center headquarters in San Diego. Services provided via the extranet

320 include: a) ESN management functions for generating test signatures for applications to
321 be executable on test phones; b) catalog management services for managing the

322 certification center catalogs; c) certification status management for tracking whether an
323 application’s certification status is submitted, certified or failed; d) access to certification
324 metric reports; and e) access to applications and documentation.

325 Carrier Extranet (10, 4) — The carrier uses the carrier extranet application service to

326 manage the carrier catalog which contains the selected BREW applications to distribute
327 to their consumers. Applications selected by the carrier for distribution will be

328 replicated to the Carrier ADS (3) along with the carrier catalog updates. The phone (2)
329 will interact with the Carrier ADS (3) to download the application to the phone and

330 activate the application for the phone user. Phone transactions are logged at the ADS
331 and uploaded to the transaction manager for Billing conversion and rating (3,5). In
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332 addition, the carrier extranet provides billing support services that augments the

333 invoicing and financial reconciliation process with QIS and carriers. The carrier extranet
334 will also contain facilities for submitting and processing of Restricted Applications from
335 the carrier.

336 BREW Internet (9) — The BREW internet pages will be available to the public off of the
337 QC internet site. The pages are targeted to provide general BREW information to the
338 public, developers, OEMs, and carriers. General BREW marketing information, white
339 papers, technical information etc, will be available on the internet. In addition,

340 developers will be able to download the BREW SDK and access to basic technical

341 information relating to BREW and the SDK.

342 Developer Extranet (8) — The Developer Extranet provides BREW services to the ISV.
343 Included in these services is the ability for the ISV to maintain the application price

344 plans and access to ISV billing support services. In addition, there is access to various
345 BREW development tools, documents (i.e., Carrier Guidelines), access to certification
346 center, and the procedures for a developer company to sign on as a BREW ISV.

347 Unified Application Management (UAM) (4) — UAM is a repository which will manage
348 certified and pre-certified applications as well as carrier catalogs. Once an application is
349 certified by the Certification Center, the ACCHQ sets the application “ready for

350 distribution” to the UAM via BREW Admin. In addition, Restricted Applications enter
351 the UAM after going through ACCHQ only for signing. Once the application is marked
352 ready for distribution the application is made available for carrier distribution via UAM
353 (4) and the Carrier Application Catalog Management functions on the Carrier Extranet
354 (10).

355 Transaction Manager (TXN) (5) — Transaction Manager is a data repository which

356 receives uploads of phone transaction data from multiple ADS farms. TXN consolidates
357 the raw phone transactions and then processes the data by converting information and
358 applying pricing to each transaction (i.e., a rating process). Once the transactions are
359 converted and rated, Billing and Accounting programs process the information and

360 prepare to process financial transactions (6). These financial transactions include carrier
361 invoicing and developer payment. TXN is also used as the primary repository for

362 applying adjustments and generating Carrier Billing Extract files to enable the carrier to
363 bill their phone users for application purchases.

364 Customer Relationship Management (CRM) Services (6) — Carriers, OEMs, Developers,
365 Customer Prospects and Certification Centers will be provided customer support

366 services. Customer tickets will be managed via the CRM system and an escalation path
367 will be implemented for addressing customer support requests.

368 Billing/Accounting Services (6) — As part of the distribution services QC will provide
369 accounting “clearing house” services for the primary carriers and developers. As such,
370 the QDC will collect phone transaction information which will be used in conjunction
371 with carrier provisioning data and accounting adjustments to compile a set of

372 transactions as the foundation for invoicing the primary carrier. This invoice shall

373 include QC fees and developer fees based on application usage and according to the ‘
374 carrier agreements. Refer to the QIS Billing specification for more details relating to
375 carrier invoicing and developer payment.

376 2.2 High Level Business Process Definitions
377
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2.2 1 Level 0 Business Process Definitions

Figure 2 illustrates the Level 0 business processes that comprise the QIS/BREW business
model. It is a simplified process flow which starts with the developer creating an
application using the BREW SDK through the certification process and distribution of
the application with the carriers. Finally, the developer, carrier, QC and consumer are
billed and collect payments accordingly. This Level 0 process definition provides the
high level framework for Level 1 detailed process definitions.

Figure 2. Level 0 BREW Business Process

PCT/US02/26033

Recurring
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2.2.2 Level 1 Business Process Definitions

Each process within the Level 0 diagram is further defined and illustrated in the
following Level 1 process definition diagrams. Each diagram details the process from a
different perspective (i.e., developer, carrier, consumer, etc.). For each perspective, the
business process definition identifies functions across distinct phases of the process. For
example, the developer is in pre-certification, when he/she has downloaded the SDK and
is developing an application for application certification/distribution. When the
developer submits the application to an Application Certification Center (ACC) for
certification he/she is entering the certification phase. At this point the developer must
be associated with an ISV to enter certification phase. Once the application is certified
by the ACC the ISV enters the post-certification phase (i.e., distribution phase). The
process definitions are organized according the process phases identified in Table 2. The
process definition diagrams can be found in Appendix E of this document.

Table 2. Level 1 Process Definition Diagrams

Certification

Developer Authentication
Application Submittal
Application Management & Testing
Notifications

Pass Through Applications

Appendix B, Section 1.0

Developer

App Development & Submittal
Application Certification

Set Pricing and Distribute
Receive Payment

Appendix B, Section 2.0

Carrier

Negotiate and Select Apps

Appendix B, Section 3.0
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Submit Restricted Applications
App Availability / User Trials
Production Availability
Accounting and Collections

Consumer

User Invoked Activity
Download (transact) apps
Use & Pay for apps

Appendix B, Section 4.0

Distribution Center

Receive certified apps

Document in

Receive Preinstall Applications

Build / Maintain Carrier Extranet development
Manage Apps via UAM
Support Handset Manufacturers
Transact Financial Data
Handset Submit Restricted Applications Document in
Manufacturer (OEM) | Setup Platform IDs development
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404 3 Business Applications

405 3.1 Business Applications Roadmap

406 Business Applications include Accounting, Engineering, Customer Management,

407 Administration and Operations services. Figure 3 depicts the current Phase 1

408 QIS/BREW business application roadmap. In Phase 1, the focus of efforts will be in the
409 custom billing functions needed in Finance and the CRM services. BREW will utilize
410 existing business application services for the remaining business system functions.

411

Flgure 3. QIS/BREW Business Application Roadmap
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Compnnent Engineenng QBS or Agile Travel Book Get There
Configuration Mgmt QBS or Agile 2 4| Expense Reports InterPro
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Document Collaboration  Livelink
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% General Ledger PeopleSoft %4 Bill of Materials N/A
2l Budgets Cognos Material Control N/A
%ﬂ Purchasing/Receiving PeopleSoft Manufacturing Forecast N/A
{8l Accounts Payable PeopleSoft Master Scheduling N/A
§ Inventory PeopleSoft Material Reqmts Planning ~ N/A
E’%;j Accounts Receivable PeopleSoft Shop Floor Control N/A
55 Billing BREW Custom Production Control N/A
g’s Fixed Assets PeopleSoft As Built Configuration N/A
@;‘f@; Project Cost PeopleSoft Inventory Control NA
¢ ’;‘ Labor Distribution QBS Purchasing Corporate PeopleSoft
g,ﬁ; Export Compliance AES Receiving Corporate PeopleSoft
Sales Tax Vertex Quality N/A

Pmdu:t Management TBD
Contracts TBD
C M. t  Clientele, Siebel
Order Entry N/A
Return Material Auth. N/A
kil Shipping NA

<} Call Management Clientele, Siebel
Case M: Clientele, Siebel

412

413 3.1 Finance

414 3.1.1 BREW Finance Overview

415 This section provides an overview of BREW Finance functions, which are being

416 customized to support Carrier Invoicing and ISV Payment. Refer to the QIS Transaction
417 Manager Specification and QIS Billing Specification for further detailed requirements.
418
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419 3.1.2 Transaction Data Flow

420 Figure 4 illustrates the more detailed data flow of transaction and billing data.

421 Step 1: Application Download Server (ADS) Transactions

422 Application Download Server collects the phone transaction data and uploads the

423 transaction data to TXN periodically (i.e., every 30 minutes)

424 Step 2: Transaction Manager (TXIN)

425 The transaction manager consolidates the transactions across all ADS farms. TXN then
426 processes the transaction data converting the IDs (i.e., App IDs to part numbers) to

427 billing relevant IDs and filtering out non-billing event data (i.e., debug or monitoring
428 events). In addition TXN will derive the developer DAP for each transaction so that
429 billing has complete and denormalized set of billing event data for subsequent

430 processing. The billing event data is used as the “data of record” for processing billing
431 related transactions and for generation of the carrier billing extract file(s).

432 Step 3: BREW Billing (BB)

433 BREW Billing is responsible for deriving the ISV payment for Standard Applications
434 and carrier invoice summary and totals from the detailed billing event data. Because of
435 the volume of transactions to process (i.e., 6 million per day), BREW Billing will

436 subtotal and “stage” the billing data on an incremental basis. This alleviates processing
437 and entire carrier monthly period of billing in one job. BREW stage will process

438 incremental subtotals of the billing event data and store these subtotals in billing stage.
439 The billing invoice and payment engines will subsequently processing the billing stage
440 data and derive billing summaries and totals for the billing period which will be stored in
441 the billing summary data. Once the summary data is calculated, PeopleSoft interface
442 programs will run which processes the summary data, computes the invoice and payment
443 grand totals and invokes the Billing/Account Receivable and Accounts Payable

444 PeopleSoft functions. Taxes are processed thru PeopleSoft.

445 Step 4: PeopleSoft Financials ‘

446 PeopleSoft will be used to process the carrier invoices and ISV payment for billing

447 totals. The billing summary and detail will be retained in TXN and BREW Billing. In
448 addition, PeopleSoft AR will provide the cash application functions. An interface from
449 PeopleSoft AR to BREW Billing will be developed which tracks payment back to the
450 billing summaries and subsequently to the billing event data. This is required in order to
451 drive the ISV payment appropriately (i..,In the basic plan, the developer gets paid only
452 when the carrier pays QC).
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Figure 4. Transaction/Billing Data Flow
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3.2 Engineering CM

Any release software and documentation that is used outside of QUALCOMM San

Diego is required to go through Engineering configuration management (CM) processes.

In Phase 1, this requirement would include:

In futuré phases, when QDC distributes any of the QDC software (Transaction Manager)
outside of QUALCOMM San Diego, the software and supporting documents will have to

ADS: Includes CM of all BREW carrier site software and documentation.

QDC: User guides and documentation.

ACCHQ: Includes any Qualcomm developed application certification tools,

testing procedures, selection and start up criteria or audit procedures.

BREW: Phone software (MobileShop and APIs) and Porting Kit

= e

go through normai QUALCOMM CM processes.
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3.3 Logistics/Operations

3.3.1 Application with QC Part Numbers

a) Applications will be assigned QC part numbers or Carrier part numbers.
Specifically, restricted applications will be assigned a Carrier part number.
Limited and public applications will be assigned QC part numbers.

b) The QC part number is a sequential number and generated by the UAM. The QC
part number will be formatted to “QC” plus 8 numeric (i.e., QC00000001).

¢) For restricted applications, carriers will provide BREW with a carrier specified
part number. This part number may be 40 alphanumeric.

d) ACCHQ personnel will associate and assign QC part number and part name to
certified/restricted applications for tracking purposes.

e) The relationship or association between the part number and the application is
stored in UAM.

f) Multiple application IDs may map to a single part number. There is only one part
name per part number. It is the part name that is exposed externally for billing
purposes which includes carrier billing extract and in billing functions (i.e.,
carrier invoices and developer payment).. Application name is displayed in the
carrier catalogs.

g) The QC Part number will not be generated through QBS (ie: they will not be
MCNs) or tracked via Qualcomm’s CM function.

3.3.1.1 Changes to Part Numbers
a) A part number will be changed when:

e Form, Fit or Function Change (FFF)

e Priced upgrade to an Application
b) A part number may change when:

e New supported language — this is a business decision

e  Open Issue: Different Price Plan for Different Handsets/Platform IDs
c) A part number does not need to change when:

o DAP changes

e Application patch is released

e  Carrier purchase price changes

e Developer modiﬁbes pricing method or basis attributes

e Open Issue: Carrier certifies application independently
d) Part Number Relationship to Application Languages

e Applications, which support different languages, may or may not map to the
same part number.
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504 ® Depending upon carrier agreements, QC may require that applications of
505 different languages be assigned different part numbers for billing purposes.
506 e If unique part numbers are not needed for exercising the carrier agreements,
507 the part numbering strategy is a business decision. It may not be required to
508 be implemented consistently across applications.

509 * UAM shall have the flexibility to accommodate the same part number and
510 different part number scenarios for applications in different languages.

511 3.4 Customer Relationship Management (CRM)

512

513 This section introduces the various QIS customer relationship components and provides
514 a brief description of each functional group. Additionally, high-level business processes
515 of the QIS value chain are identified. Refer to the QIS CRM Specification for further
516 detailed requirements.

517 3.4.1 CRM Conceptual Overview

518 Figure 5 provides a conceptual overview of the current QIS customer relationship

519 components. The overview is categorized into four key areas: Customers, Contact

520 Channels, Service Functions and Service Providers. Following sections explore each of
521 these areas in detail.

522 :
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Figure 5. QIS Customer Relationship Management Overview
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3.4.1.1 Customers .
QIS’s BREW™ customers will fit into one of the six categories below:

Public: The BREW™ Public is made up of the global user community who may have
learned about BREW™ from any number of the sources including: direct mail,
advertising campaigns, promotional material, colleagues, published articles,
Carriers, and the Internet. Once the “Public” customers learn more about
BREWTM they may parlay themselves into another BREW™ customer category,
such as a Device User or Application Developer.

Original Equipment Manufacturer (OEM): A BREW™ OEM prov1des the devices
(phones, PDAs, etc.) for the Public and Device Users. BREW™ applications will
run on these devices.

Carrier: A BREW™ Carrier provides the channels for selling the BREW™
applications. These applications will be developed by Application Developers for
consumption by the Carriers’ customers.

Device User: A BREW™ Device User is an end user who has a BREW™ OEM
wireless device and subscribes to a BREW™ Carrier’s wireless service. Device
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545 Users can be located anywhere in the world. They use wireless applications

546 developed on BREW™ and provided by BREW™ Carriers.

547

548 Application Manufacturer: A BREW™ Application Manufacturer is a developer
549 house with many Application Developers. Application Manufacturers develop
550 applications using the BREW™ Software Development Kit (SDK) and submit
551 them for certification. The Application Manufacturer community will be spread
552 across the world. Following certification of an application, a BREW™ Carrier
553 may offer it to their customers. The Application Manufacturers have the option to
554 submit them to a Certification Center for certification or submit them directly to a
555 Carrier without certification.

556

557 Application Developer: A BREW™ Application Developer develops applications
558 using the BREW™ Software Development Kit (SDK) and submits these

559 applications for Certification. Such developers may or may not belong to an

560 Application Manufacturer. The Application Developer community will be spread
561 across the world. They follow a certification process similar to the Application
562 Manufacturers.

563

564 Certification Center: A BREW™ Certification Center tests the Application

565 Developers’ applications for stability, and compliance per QUAL.COMM (QC) and
566 Carrier’s guidelines. These centers can be located worldwide and will maintain
567 certain amount of independence from QC. Once an application is certified, it is
568 termed as “True BREW™ and is ready for a Carrier to provide to its customers.
569 ) Carriers may provide some “Pass Through” applications to their customers, which
570 are not certified by Certification Centers and are termed not “True BREW ™,
571 Application Certification Centers’ activities will be coordinated through a

572 Qualcomm owned Application Certification Centers Head Quarters (ACCHQ)
573 3.4.1.2 Contact Channels

574

575 QIS will utilize every available channel to promote BREW™ and serve its users.
576

577 Internet (brew.qualcomm.com): Currently the BREW™ nternet site serves

578 mainly as a sales and marketing tool, and is geared to provide basic information
579 about BREW™. It allows visitors to sign-up and receives additional information
580 about BREW™, The site’s functionality is expected to expand in the coming
581 months.

582

583 Extranets (OEM, Carrier, Application Developer, Certification Center): The

584 BREW™ suite of Extranets has three main purposes:

585 » A locale where more detailed, customer specific BREW™ information can
586 be obtained, such as pricing templates, certification testing process

587 definitions, a listing of applications available for hosting, and ID generators.
588

589 e A proactive tool for addressing possible customer questions and issues that
590 may impede BREW™ implementation. Tools include Frequently Asked
591 Questions (FAQs), a knowledge base with known issues and solutions, and
592 an issue submittal area.

593
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e A secure, customer specific area, where confidential information can be exchanged
openly between QUALCOMM and a customer.

Phone, Fax, Email, On-Line Forum, and Face-to-Face Meetings: QIS will staff
the necessary resources to receive and respond to phone, fax, email, and web
inquiries. Additionally, QIS staffers will attend CDMA conferences to promote
BREW™, extend understanding, and address any questions.

eServices: QIS will provide customers with a variety of web enabled self-service
tools. These tools include: interactive voice response systems, auto e-mail
responses based on key word searches, auto e-mail confirmation, knowledge
bases with problems and known resolutions, on-line chat sessions, on-line
technical forums where a developer could post a question and seek answers from
others in the BREW™ community, usage reports etc. These self-service options,
besides savings cost, will be available 24/7 to QIS customers, and minimize the
burden on the QIS technical support representatives. The QIS Extranets will be
used to facilitate some of these functions.

3.4.1.3 Service Functions
The Service Functions can be grouped as follows:

Systems: In order to capture interactions with customers and products, QIS will
provide the following services:

e Contact Management: a central repository for all contact information
pertaining to a customer, prospects, etc.

e Call Center: a central repository of all customer calls, their resolution, and
call history.

e Issue Management: a central repository for all issues encompassing
product, process, customer etc. and tracks their assignment, resolution, and
history.

e Opportunity Managemént: a repository of all business opportunities as
identified by any authorized QIS service providers

Functions: QIS service providers (identified below) will support the BREW™
customers in the following areas: General Information, Contract, AP Porting
Kit, Mobile Shop, SDK, Certification, Extranet, Transactions (TX), Unified
Application Management (UAM), Application Download Server (ADS), Catalog
Configuration,

3.4.1.4 Service Providers

Following are QIS service providers and a list of their services to support BREW™. All
QIS departments will have dedicated skilled resources to service escalated customer
inquiries. Escalated customer inquiries will be sent to the appropriate QIS department
for resolution.

Marketing —
e Promote BREW™ and serve as the first line of contact for external world
e Qualify prospects and forward them to the appropriate QC service
providers
e Attend conferences and other promotional events
e Generate press releases, announcements etc.

137



WO 03/036416 PCT/US02/26033

643

644 Business Development —

645 e Promote BREW™ in concert with Marketing group and generate new
646 business leads

647 o Interact with and evaluate developers, business partners Carriers, OEMs,
648 supphers and upon qualification forward them to the appropriate

649 BREW™ service providers.

650

651 Sales —

652 ¢ Negotiate contracts with Carriers

653 e Oversight and Carrier champion during implementation

654 ¢ Promote BREW™ through all possible avenues

655 » Facilitate matching of carriers and application developers for popular
656 applications

657 ®  On-going liaison with Carriers

658

659 Legal The Legal team supports Application Developers, Carriers, OEMs, Suppliers
660 in developing Memorandum of Understanding (MOU), BREW™ related contracts.
661

662 Engineering — The Engineering team’s support will be split into: Development
663 Engmeenng, Support Engineering, and Test Engineering. These teams will support
664 BREW™ in several ways:

665 e Provide support to Application Developers for API Porting Kit, Mobile
666 Shop, and SDK.

667 e Application Certification

668 e Support application recall process,

669 e Facilitate BREW™ user and carrier trials

670

671 Product Management — The Product Management team shall:

672 e Receive feedback and enhancement requests

673 e Work with Engineering and Business Systems to address the requests and
674 develop a release strategy

675 e Promote BREW™ through all possible avenues

676 e Develop new concepts and/or requirements for BREW™

677 e Develop the next product release and/or product upgrades

678 e  Verify that developers’ contracts are in order.

679

680 Business Systems ~ The Business Systems team support spans across various

681 BREW™ functions: Recall, ADS, TX, UAM, Catalog Management, Distribution,
682 and other Extranet functions.

683 ¢ Develop and maintain QIS middleware

684 e Create and maintain Extranets

685 o Build and maintain the QIS Data Center

686 e IT Coordination

687 e Regular monitoring of the ADS servers to quickly address operational
688 issues such as slow downloads, response times

689 e 24/7 support during application recall process until the situation is

690 resolved
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691 . e Publish general system health information on a web page for general
692 availability within QC
693
694 Technical Support — QIS Technical Support service providers will be the front-line
695 and interface with all QIS customers. They provide:
696 e In-country support through local language speaking staff during business
697 hours (at a minimum)

- 698 e US based customer support during business hours
699 e Support the application recall process
700 e Escalate customer’s inquiry to appropriate QIS Service Provider as needed
701
702 Product Support —
703 e Provide Tier 1 support for developers and Carriers for pricing, billing,
704 payment issues. If issues cannot be resolved, escalate them to appropriate
705 QIS Service Provider
706 e Facilitate resolution of billings’ issues and billing related inquiries by
707 working with the Carrier Account Manager
708 e Wil associate and assign QC part number and part name to
709 certified/restricted applications for tracking purposes
710 e Verify validity of Application Developers information coming from web
711 page "Become a BREW™ Developer".
712 e Add vendor approval process to QC for verified Application Developers
713 : e Check with Legal and Product Management if hard copy of Application
714 Developer agreement with real signature is needed vs. automated
715 agreement. If human intervention needed, support Application Developer
716 questions regarding status of legal agreements in coordination with
717 Contract Administrator.
718 e Continue coordinating FUT's
719
720 Finance —
721 e Negotiate agreements
722 e Pricing and other financial aspects for Application Developers, Carriers,
723 Certification Centers etc.
724 e Provide Tiered support for financial matters
725 e  Work with the Carrier Account Manager to resolve any financial issues
726
727 Accounting -
728 s Handle pricing, billings, and payments to Carriers and Developers
729 e Provide information to extranets for Application Developers and Carriers
730 with information related to billings, payment status, check date,
731 adjustments, bad debits etc.
732 o Responsible for billings and collections for Certification Centers
733 e Billing adjustments during recalls

139



734
735
736
737
738
739
740
741
742
743
744
745
746
747
748
749
750
751
752
753
754
755
756
757
758
759
760
761

762

WO 03/036416

PCT/US02/26033

Provide support for issues related to bill delivery to Carriers and payments
to Application Developers

Support export compliance and tax issue resolution

Work with the Carrier Account Manager to resolve any financial issues

In-country Support --
In addition to all the Service Providers identified above, QIS will offer in-
country support to its customers. The extent of this support, delivery
mechanisms, and service providers is yet to be finalized. Currently the
following type of support is being discussed:

Call Center: QIS may provide in-country local language speaking
technical support to its customers including — developers, OEMs,
carriers, suppliers, and certification centers. QIS intends to outsource
this service to local firms, however, a decision is not yet reached. Once
the outsourcing process is finalized, QIS will establish processes for
tiered support, data interfaces, escalation procedures etc.

Certification Centers: Third party Certification Centers are expected
to be located in US, Asia Pacific and other global locations. These
entities will receive certification guidelines from QIS and will be
completely responsible for the certification process, including handling
Application Manufacturers and Application Developers inquiries. QIS
expects to partner with these firms.

Carriers: Carriers will offer their own in-country local language
speaking tiered support services to device users. It is expected that
Carriers will handle a majority of the device users’ inquiries, thus only a
fraction of these inquiries will be escalated to QIS. QIS expects to
establish an interface mechanism with these firms.
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4 Unified Application Management (UAM)

UAM is the centralized suite of services for application and distribution management. These
services include:
e Carrier Catalog Management : enables the carriers to manage the organization and
distribution of applications to their carrier ADS.
e Application Management: includes the version control of the application files and associated
metadata.
e Document Storage: includes a file system structure for storage of application documents (i.e.,
test documents, user guides, etc.)
e ID Management: generates various IDs and manages metadata associated with IDs and their
relationship to other UAM objects.
e UAM Interfaces: supported interfaces relating to UAM data stores and needed by other
BREW middleware services (i.e., ADS services, web applications, billing services, etc.)
e TUAM E-Mail Notifications: generates e-mail notifications, as required to carriers,
developers, and QIS personnel.

Functional requirements for UAM services are described in this section.

4.1 Carrier Catalog Management

The carrier extranet will enable authorized carrier users to manage their carrier catalogs. The carrier
extranet will be implemented using UAM APIs. These APIs will abstract the application from the
implementation specifics of the UAM data dictionary. The following sections will identify the key
catalog management functions that UAM will be designed to support. Refer to Section 6 for further
identification of carrier extranet catalog requirements, a majority of which are directly related to

UAM repository services.

4.1.1 BREW Master

a) The BREW master includes all applications and associated metadata managed by
UAM.

b) The BREW master consists of all applications (i.e., certified, pre-certified and
non-certified/pass-thru) managed by UAM.

¢) The BREW master will contain applications available for “public, limited and
restricted” carrier distribution.

d) The BREW master is only administered by authorized QDC personnel, because it
contains carrier sensitive information.

4.1.2 Carrier Master Applications List

The carrier master applications list is a system derived list of carrier applications that
applies all carrier restrictions and limited distribution rules. The carrier master
applications list is used to apply carrier global restrictions.
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799 4.1.3 Carrier Global Restrictions and the Carrier Restricted View

800 The carrier restricted view is another derived list which takes the carrier master

801 applications list and applies the following restrictions. They include:

802 a) Exclude applications by language(s)

803 b) Exclude applications by ISV(s)

804 ¢) Exclude applications by platform(s)

805 4.1.3.1 Carrier Restricted View and Active Carrier Catalogs

806 The carrier restricted view is a “saved filter” for the carrier administrator to use as an
807 administration convenience tool. If the administrator changes the global restrictions,
808 which then changes the carrier restricted view, there is no relationship between

809 applications which have been added or removed from the carrier restricted view and
810 applications in the active carrier catalogs. There may be an application in an active

811 carrier catalog that is not visible in the carrier restricted view because global restrictions
812 were subsequently updated.

813 4.1.4 Carrier Parts List

814 The carrier parts list is a created and maintained list for each primary carrier. It

815 represents all applications with price plans “selected” by the primary carrier and

816 available for distribution via carrier catalog management services. All applications in
817 the carrier parts list may not be in an active carrier catalog. The carrier parts list is the
818 “pick list” for adding applications into the carrier catalogs.

819 4.1.4.1 Dot Releases

820 There may be multiple versions of an application displayed per part number in the carrier
821 parts list (i.e, for patches).

822 4.1.4.2 Purchase Price Modifications

823 The carrier administrator can configure whether a part number purchase price can be
824 modified by catalog administrators or not. If not, a part number will be sold for the same
825 price across all carrier catalogs.

826 Open Issue: For Phase 1, the list price must be set manually by the carrier administrator
827 in each catalog. Future challenge when a carrier may have catalogs with different

828 currencies for list price.

829 4.1.5 ADS Types

830 The following types are associated with an ADS:

331 a) Certification. This is a pre-production ADS used by certification centers to test
832 applications during the BREW certification process.

833 b) Test. This is a pre-production ADS used to test applications in a pre-release
834 mode (i.e., Carrier user trials).

835 ¢) Production. This is the production system used for commercial operations. All
836 applications and catalogs posted the production ADS are intended to be available
837 for commercial release.
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. 4.1.6 Catalog Status
Catalogs may exist in one of the following states:

a) PENDING - a new/draft catalog that is being edited. A catalog in PENDING
status may be edited, cloned and deleted.

b) READY - a catalog, where editing is complete and which is available to be
pushed to an ADS. A catalog in READY status may only be cloned, set back to
PENDING for editing. It may not be edited in the READY state.

¢) ACTIVE — a catalog which is currently activated on an ADS. A catalog in
ACTIVE status may only be cloned. It may not be deleted or edited.

d) DEACTIVE - a catalog which is no longer ACTIVE, probably superceded by
another catalog push to the ADS. A catalog in DEACTIVE status may only be
cloned. It may not be deleted or edited.

The catalog administrator shall have the ability to view the list of catalog versions by
state and ADS.

When a catalog is superceded by a be new catalog on an ADS it may not become
DEACTIVE because it may still be ACTIVE on a difference ADS (i.e., a single catalog
may be used across multiple ADS)

When a catalog is moved from READY back to PENDING, UAM must clean-up all
children records for the catalog (i.e., XML data).

4.1.7 ADS to Catalog Association

a) There is an association of a carrier’s catalog/version to a designated application
download server.

b) Each ADS farm can host multiple ADS servers but only one catalog version.

¢) An ADS will have an associated name. By convention and for administration
clarity, the ADS name in the catalog should be kept manually consistent with the
name of the ADS host.

d) A primary carrier may be associated with multiple ADS farms.

e) If a primary carrier has multiple ADS farmos, the carrier may assign a specific
catalog version to a designated ADS farm, and/or assign the same catalog version
to multiple carrier ADS farms (i.e., same regional catalog across all regional
carrier ADS farms)

f) The phones will be provisioned with a set of authorized ADS farms. The
consumer will navigate and select the specific ADS to connect to via the phone
interface.

4.1.8 Catalog Versions

a) UAM will provide for versioning of the catalogs. An authorized user may create
a new version of a catalog or view/modify an existing version.

b) There is only one active catalog version on a single ADS farm at any point in
time.

¢) Only one user can edit a specific version of the catalog at any point in time.
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878 4.1.9 Catalog Atiributes

879 4.1.9.1 Catalog Effective Date/Time

880 a) Once edits to a particular catalog version have been completed the catalog is set

881 to READY status by the Catalog administrator, the ADS administrator associates

882 the catalog version to a target ADS farm for propagation of the catalog on a

883 specified effective date/time.

884 b) UAM shall capture the audit trail by user of catalog versions propagated to ADS

885 farms and the effective date/time.

886 ¢) The effective date/time shall be capable to be specified to the day/hour/minute in

887 local time. Note: for Phase 1 a carrier may have one offset timezone define. In

888 the future a carrier may define multiple timezone (i.e., by sub-carrier or ADS

889 Farm, this is TBD).

890 4.1.9.2 Catalog Gurrency

891 a) One currency is selected for each catalog. In Phase 1, a carrier is limited to one
892 . currency across all carrier catalogs.

893 b) The purchase price will be displayed in the catalog currency.

894 ¢) A carrier may have catalogs of different currencies (Post Phase 1)

895 d) The DAP will be managed in U.S. currency.

896 e) As regional carriers are implemented, the currency strategy will need to be

897 refined.

898 4.1.10 Catalog Rollbacks

899 UAM shall support the ability to rollback the version of a catalog to a previous

900 active version (i.e., to back-out changes) on an ADS. Rollbacks apply to all ADS

901 types. For Phase 1 the Catalog Rollback will be implemented through cloning the

902 previous catalog which was deactivated and activating the cloned version of the

903 catalog.

904 4.1.11 Categories

905 a) A catalog will be organized by categories for consumer display.

906 b) The Catalog administrator will be permitted to create, rename, order and delete

907 categories within a catalog.

908 ¢) For Phase 1, A catalog can have one flat list of categories (i.e., non-hierarchical

909 categories).

910 d) In the future, a catalog will have the ability to contain hierarchical categories.

911 e) The carrier should be able to associate icons to categories within a catalog.

912 4.1.12 Application List within a Category

913 a) Each category is associated with an application list.
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914 b) The Catalog administrator will be permitted to add, order and delete applications
915 within a category.

916 ¢) The carrier will be permitted to associate icons with applications in a catalog.
917 41 .12.1' Application Name and Part Name

918 a) The application name displayed in the catalog is the application name associated
919 with the application/version.

920 b) The part number and part name will be used for all correspondences with ISVs
921 and Carriers (i.e., carrier billing extract files, carrier invoices, billing reports,
922 ISV AP vouchers, etc.)

923 ¢) The part name will be kept consistent with the application name assuming that
924 all application IDs mapping to a single part number are the same. If not, a single
925 name will be assigned to the part number by the ACCHQ. Refer to section 3.3
926 for further details on application to part number mapping and part naming..

927 4.1.12.2 Append Characters to Part Name (Post-Phase 1)

928 a) The carrier will be permitted to append characters to the application name which
929 is displayed in the carrier catalog.

930 b) This may be useful to tag applications with a visible identifier (i.e., new, bargain
931 deals, etc.).

932 c) The intent of the append function is not to disassociate the application with the
933 original name but to enable the application to be distinguished through special
934 characters.

935 4.1.13 Application Patches

936 a) A “patch” is an application with minor functional improvement. It is available at
937 no cost to a consumer, who already has the application resident on his/her phone.
938 b) A “patch” is implemented as an entire application.

939 c) A “patch” is associated with the “upgrade” price method.

940 d) Patches need to be explicitly added to the carrier ADS catalogs and explicitly

941 downloaded by the consumer.

942 e) A patch is a distinct Appl ID/version associated to the same part number as the
943 application to be “patched”.

944 f) MobileShop will dynamically determine the application “patches” which

945 correspond to the applications residing on the phone.

946 g) When downloading the patch, the download will “overlay” the previous

947 application but the application user settings (i.e., highest scores, etc.) will be -

948 retained. A patch will not affect the application usage settings associated with the
949 original download transaction.

950 h) Patches correspond to the “Upgrade” pricing method, with the same part number,
951 and no cost to the consumer.
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4.1.14 Application Upgrades

a) An “upgrade” is an application associated with a new part number, with
functional enhancements, and may optionally have an associated cost. It
corresponds to the “Upgrade” pricing method.

b) MobileShop will dynamically determine the application “upgrades” which
correspond to the applications residing on the phone.

c¢) Similar to patches, when an upgrade is downloaded, the previous application files
are overlaid but the application user settings and application usage will be retained.

4.1.15 Catalog Language Support

This section identifies the language requirements as it relates to the catalog
management functions.

4.1.15.1 Language of the Phone

a) The phone will interface to the ADS and pass the ADS criteria which will filter
which applications are displayed to the consumer. The phone criteria which is
passed to the ADS includes: platform, language (i.e., of the phone), and BREW
APL

b) A phone may support multiple languages.
c¢) A phone will only operate in one language at a time.

d) If the phone supports multiple languages, the consumer may switch between
languages thru a language select option.

e) Based on the language of the phone criteria,
— Catalog categories will display in the designated language
— Application preview text will display in the designated language

— Only applications in that designated language will be displayed in the catalog to
the consumer.

— Applications in languages different than the specified language which are in the
carrier ADS catalog, will not be displayed to the consumer.

— If the language is un-supported/un-recognized, the ADS will return the catalog
in a “default” language.

4.1.15.2 Language of the Catalog

a) The catalog shall be able to support a category structure which can be displayed
in different languages, but one language at a time.

b) For each category, the carrier shall be able to specify the category name in
multiple languages.

4.1.15.3 Language Codes/Encodings

a) There may be more than one character set that needs to be supported per language
on the phone.

b) A language code is the combination of language and character set.
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990 c) Catalogs shall support multiple language codes.
991 d) For each category name, the carrier shall be able to specify the category name in
992 multiple languages and language sets.
993 e) Platform ID will specify character set.
994 ) Applications will support specific languages and encodings. Refer to the
995 Certification Extranet Specification for the list of languages/encoding values that
996 an application may support.
997 4.1.15.4 Multi Language Applications in a Single Catalog
998 a) A carrier catalog may include single applications which can support multiple
999 languages. Specifically, an application (i.e., single executable) may be developed
1000 to dynamically configure to run in different languages.
1001 b) For Phase 1, each application (i.e., Appl ID) will be associated with one language
1002 which is configured in the application CAT file (Refer to the ADS specification).
1003 If a single application supports many languages it will be instantiated with as
1004 multiple Appl IDs with language specific metadata (i.e., Application name,
1005 description, etc.)
1006 4.1.15.5 Hybrid Applications
1007 a) A hybrid application is an application written in one language (i.e,. English) but
1008 available to a phone which is set to a different language (i.e., Japanese)
1009 b) The carrier may accept hybrid applications in their catalogs.
1010 ¢) In this case, the developer will be required to provide a minimum set of language
1011 specific attributes (i.e., application name, application description, preview text,
1012 etc.) in the “phone language” for the hybrid application.
1013 d) The carrier has the option to include or exclude these “hybrid” applications in
1014 their catalog. :
1015 4.1.15.6 Application Display Name in the Catalog
1016 Since each application is associated to one language, the application name will be
1017 consistent with the language of the application.
1018 4.1.16 Adding A New Application to the Catalog
1019 When adding a new application to the catalog, the following guidelines apply:
1020 a) An application can appear across multiple categories within a single catalog.
1021 b) An application that appears across multiple categories has the same application
1022 name and metadata as defined by the developer.
1023 c) An application can only be listed within a single category once.
1024 d) In Phase 1, the pricing options will display consistently for an application
1025 “accessible from multiple categories within a single catalog version.
1026 e) In the future, the pricing plans may differ for the same part number in different
1027 carrier catalogs (i.e., regional price plans for the same part number may vary)
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4.1.16.1 Applications with Fixed Date Usage

a) One of the pricing basis allows for the definition of a fixed date for expiration of
the application. The system shall provide proactive methods for monitoring these
applications for the carrier. Refer to the section on UAM notifications.

b) In the future, If an application is configured for a fixed date and resides in an
active or pending catalog, when the current date is beyond the fixed date, the
application should not be available for a consumer to download the application
for the associated price method(s). The application remains available for
download if there are price bases other than fixed date defined.

4.1.17 Application Detail Information

UAM shall store application metadata by application, ISV and version. Refer to the
Carrier Extranet Specification for further identification of application metadata upon
application certification submission. This same information will be available to the
carrier over the carrier extranet.

4.1.18 Platform Detail Information (Vicki)
UAM shall store platform metadata. Platform metadata shall include TBD:

4.1.19 Price Plans
a) The UAM will store the price plans associated to part numbers.

b) The carrier shall be able to view the pricing information by part number.
¢) The carrier and developer may negotiate a change to the DAP.

d) All changes to the DAP must be submitted by the developer (i.e., via the
developer extranet).

e) If an application is already contained in a carrier catalog, the developer must
provide the carrier sufficient notice of any changes to the price plan including
DAP. Refer to QIS Price Plan specification for further details on price plan,
price templates and price locking..

4.1.19.1 Purchase Price Currency

The purchase price of the applications will be set in the currency of the catalog. For
Phase 1, the catalog currencies to be supported include:

a) Korean Won
b) Japanese Yen
c) Canadian Dollar
d) Peso

e) U.S. Dollar

4.1.20 Preview Texi

a) Preview text is the application description which shows up on the phone.
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b) Developer enters the application name and the preview text on the developer
extranet for each anguage encoding the applications supports. After certification,
the ISV can edit the language specific name and text on the Developer Extranet.

¢) When an application is added to a catalog the preview text is copied to the
catalog specific list_name and description. The carrier can then edit the name
and description further for that specific catalog. New or cloned catalogs will pick
up the latest developer version of the text and the carrier can then add there own
edits on the Carrier Extranet

4.1,21 Catalog Management Roles & Privileges

There are three administration privileges associated with catalog management as
depicted in Figure 6.

a) The carrier administrator is a super-user for catalog administration. This
includes:

» The carrier administrator manages the Carrier Parts List.

»  The carrier administrator review price plans and may collaborate with the
ISV on a carrier specific price plan. Refer to the QIS Price Plan
specification for more details in price plan collaboration.

»  The carrier admininstrator may specify if a part number purchase price is
editable by the catalog administrator.

» n addition, the carrier administrator has all privileges associated with
catalog administration and ADS administration.

¢ Catalog Administrator manages catalog versions
»  The catalog administrator can create, clone and edit carrier catalogs

» The catalog administrator and add/delete/order categories and applications
within a catalog

=  The catalog administrator can set the caialog “READY” for pushing to an
ADS.

e ADS Administrator manages the activation of catalogs on ADS farms.

» The ADS administrator assigns catalog versions to ADS farms and the
associated effective date for propagating the new catalog.

b) The primary carrier will identify named users to manage their carrier catalogs.
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Figure 6. Catalog Management Administration Privileges
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1099

1100 4.1.22 Audit Trails

1101 a) All changes to the carrier catalogs shall be audited to a user level. This is

1102 important as catalog changes may affect application distribution and pricing
1103 options. From a support perspective, there will be a need to re-create history to
1104 reconcile support issues and support financial audits (i.e., revenue assurance).
1105 ‘

1106 4.2 Application Management

1107 4.2.1 Sign-up as a BREW ISV

1108 Prior to submitting applications for certification a developer company must complete
1109 a sign-up process for becoming 2a BREW Independent Software Vendor (ISV).
1110 UAM will store ISV metadata collected during the sign-up process for becoming a
1111 BREW ISV. Refer to the Developer Extranet section for further details on the web
1112 front-end related functions for ISV sign-up.

1113 4.2.1.1 Authorized ISV Users

1114 UAM will enable an ISV user to register a list of authorized developer contacts for
1115 the ISV. This list of developer contacts will subsequently be provided access to the
1116 developer extranet services.

1117 4.2.1.2 Billing Atiributes

1118 UAM will store the ISV billing attributes required to process developer fees.
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1119 ~ 4.2.1.3 Definitive Agreement Confirmation

1120 UAM will store the confirmation date/time stamp and the username in the ISV who
1121 confirmed the Definitive Agreement.

1122 4.2.2 Application Submission Support for Certification

1123 a) UAM will support the processing of the applications, documents, and metadata
1124 for submission to the BREW certification process.

1125 b) Initially NSTL will be the first Application Certification Center (ACC) for
1126 BREW. Other ACCs may participate in the BREW Certification testing in the
1127 future.

1128 c) These files will be delivered to QC via NSTL through a zip file.

1129 d) The NSTL UAM interface will process the application and metadata into UAM,
1130 e) In addition, the NSTL UAM interface will process applications documents into
1131 the UAM document repository.

1132 f) The zip file delivered from NSTL will be stored as received in the UAM

1133 document repository, as an archive copy.

1134 g) Once the submitted application is in UAM, it is stored as status pre-certified and
1135 restricted only to the carrier ACCHQ. ACCHQ carrier users can then add the
1136 application to their catalog and propagate the application to their ADS for

1137 certification OTA testing.

1138 Refer to the Certification Extranet specification for further details on the ACCto
1139 QDC interface and related Certification extranet services.

1140 4.2.3 ESN Management for Certification Testing

1141 a) UAM will support the processing of Test enabled signatures for ACC ESNs .
1142 b) The Test signatures will need to be applied to all applications in UAM which
1143 require certification testing.

1144 ¢) There will be no system limitation enforced on the number of ESNs an ACC may
1145 need to generate test signatures for. This is unlike ISVs where there is a limit on
1146 the number of test signatures per ISV.

1147 d) The ACC test signatures will have an expiration of 1 year or 365 days.

1148 . Refer to the Certification Extranet specification for further details on ESN

1149 management services.

1150 4.2.4 Submission of Restricted Applications by Carriers

1151 a) A restricted application is synonymous with a pass-thru application.

1152 b) UAM will support the processing of the applications, documents, and metadata
1153 for restricted applications coming from carriers. Refer to the section on Carrier
1154 Extranet.

1155 ¢) The carrier is to provide QC a part number for the restricted applications.

1156 d) These files will be delivered to QC via TBD method.
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Once the application is in UAM, it is stored as certified_status pass-thru, it is
marked “ready for distribution” by ACCHQ and restricted only to the originating
carrier.

The carrier can then add the application to their catalog and propagate the
application to their ADS for commercial distribution.

4.2.5 “Ready for Distribution”
The ACCHQ shall mark standard applications “ready for distribution’ via BREW
Admin.

Only applications marked “ready for distribution” are available to carrier catalog
management services.

Before an application can be marked “ready for distribution” it must have the
following:

a)

b)

c)

d)
e)

f)

g
h)

i)

Certified By = <Carrier Name> or NSTL (Carrier name indicates a pass-thru
application)

Certified Status = PASS or PASS_THRU
Part Number Assigned
Price Plan Associated with the Part Number

Billing Attributes (may be part number specific by carrier or use default settings
for part number)

Export compliance forms where either filled out or on file.
Verify that the .mif file was renamed with the module ID ... ie: 905.mif
Verify that there is a .sig file.

Define Language specific application names and preview text.

4.2.6 ISV Application Distribution Features

a)

b)

An ISV has the ability to specify what carrier(s) are authorized to distribute their
application. This means the ISV may select to include or exclude specific
carriers per application. However, even if the carrier has authority to distribute
the application, there is no guarantee that the carrier will or has added the
application to the carrier’s active catalogs.

For Phase 1, if an ISV decides to revoke a carrier’s ability to distribute an
application, the carrier is responsible for pushing a new catalog out to the carrier
ADS which excludes the ISV application.

In the future, if an ISV decides to revoke a carrier’s ability to distribute an
application, the following will occur:

o The carrier master applications list would no longer contain the application
and therefore the carrier will not be able to add the application to any new
catalogs.

o All active and pending catalogs for the carrier will be scrubbed for the part
number and removed/disabled from the carrier catalog.
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1196 * The carrier will be notified of all system generated updates to carrier catalogs.

1197
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1197 4.3 Application Recall List

1198 Application recall is a multi-step process that includes both manual and system

1199 functions. Application recall is a carrier specific recall request to remove a specific
1200 application/version from the phone users based on a date range period. The ACCHQ
1201 approves all application recall requests from carriers and processes the request through
1202 BREW Admin screens.

1203 Application recall may be divided into the following functions:

1204 o ADS Related Functions

1205 » This includes storing the application delete list in UAM and propagating the
1206 delete list to the ADS.

1207 =  Once the application delete list is on the ADS the next time the phone

1208 connects to the ADS the applications on the phone will check against the
1209 delete list and applications will be removed automatically.

1210 = In addition, UAM will clean out any application contained in the carrier
1211 - delete list from all carrier active and pending catalogs.

1212 » The catalog clone function will also compare against applications in the
1213 delete list so that these applications are eliminated from any cloning

1214 functions.

1215 = Note: Applications on the delete/recall list will only be removed the next
1216 time the consumer connects to the ADS. It is not guaranteed to be

1217 immediate.

1218 o Carrier Support Functions

1219 »  QC will provide the carrier with a min list generated from the UAM

1220 SIDMAP for application/versions to be recalled or deleted.

1221 = The MIN list will be used by the carrier to create an SMS payload message
1222 and “proactively” push a message out to the phone OTA to remove the

1223 malicious application.

1224 = This is an optional step and is up to carrier to decide whether this is required.
1225 It does enable an immediate removal of the application without requiring the
1226 consumer to connect to the ADS.

1227 = The next time the consumer connects to the ADS the delete acknowledgment
1228 is sent to the ADS and subsequently to TXN.

1229 o Billing Functions

1230 » Depending on the nature of the recall, billing support functions will be

1231 provided in the recall process to add transaction adjustments into TXN of
1232 type “recall”

1233 » Billing implications for an application recall need to be reviewed thoroughly
1234 before executed as the implications may be large

1235 » If billing impacts are to be invoked, transaction adjustments will provide the
1236 mechanism to credit consumers and debit ISVs.
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1237 = The adjustment value to be derived for consumer credit and ISV debit can
1238 be configured by a percentage (i.e., 50%, 100%). '
1239 Figure 7 illustrates the Application Recall process described above.

Figure 7. Application Recall Processing Thread

QC Enters Recall Info via BREW Admin:
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1240

1241 4.4 Denied Party List (DPL) Verification

1242 4.4.1 General DPL Requirements

1243 a) To meet export compliance requirements all carriers, ISVs and OEMs that QC is
1244 performing business with must be checked regularly against a Denied Party List
1245 (DPL) cwrrently maintained in AES.

1246 b) If a company that QC is doing business with internationally, becomes a

1247 confirmed “hit” against the DPL, QC must suspend business with the company.
1248 c) Export compliance requires e-mail on all possible “hits” against the DPL.

1249 d) Export compliance will confirm the “hit” or identify it as a false hit.

1250 4.4.2 Qadmin DPL Check

1251 Since all of the BREW related organizations and accounts are managed through
1252 Qadmin and Qadmin has implemented a DPL check against AES, this meets the
1253 needs of the export compliance check.

1254 Below is a brief summary of the DPL check implemented in Qadmin:
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=  Denied Parties List - new accounts will be inactive until verified against the "bad
guy" Denied Parties List.

» The verification process will run every five minutes and will return a
confirmation message.

* There will also be a process that runs once a day to compare the DPL against the
user accounts.

»  Any deltas will trigger an email to the Admin of the org that user is in so they
can provide oversight and manually inactivate the user account.

4.4.3 Confirmed DPL Hit Implications

If an organization generates a confirmed DPL check, Qadmin will immediately
disable the organizational accounts.

BREW needs to determine how to handle the in-process transactions (i.e, billing,
cleaning catalogs, disabling other services) This is TBD.

4.5 Time Zones

4.5.1 Company Time Zones

a) InPhase 1, the middleware will only handle one time zone offset per company.
This includes carrier

b) The time zone offset is used when displaying or prompting a user for a date/time
value. It is used in the Carrier Extranet for effective date/time of catalogs.

4.5.2 Carrier Time Zones

a) Inafuture phase, the system will be enhanced to handle multiple time zone
offsets for a single carrier.

4.6 Company and Contact Management

UAM is manage a company information and company contacts for carriers, ISVs, OEMs
and other customers. This is in addition to account/organizational information managed
in Qadmin/LDAP.

_a) The company information will include:
=  Address, City, State, Country
= Postal Code
= Weburl
=  Phone, Fax

®»  Timezone Offset
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1289 b) The contact information will include:

1290 »  [ast Name, First Name

1291 » Title

1292 = Company

1293 = Contact Type

1264 = Address, City, State, Country Code, Postal Code
1295 »  Phone, Fax, E-Mail, Mobilephone

1296 4.7 Identifier (ID) Management

1297 The UAM shall generate and manage the identifiers defined in Table 3.
1298 Table 3. IDs Generated by UAM
| Requested By °| UAM Request Methc
Developer Devéloﬁer Extranet
Developer Developer Extranet
Log ID Transaction Manager | Loadtxn interface from ADS
Module ID Application Tool BREW Admin
Package ID Application Tool BREW Admin
Platform ID OEM OEM Extranet
Carrier ID Carrier Carrier Set-up/Implementation,
carriers are being implemented in
blocks of 100.
Part Number Product Support Application Submittal to
Certification Center
Company ID Customer Support New company in Clientelle.
Company ID used to verify
personnel who can request support
from a particular company. Also to
be used by Verizon to identify ISV
seeking carrier guideline
information.
1299 4.6 UAM Roles and Security
1300 Refer to the Web Services section on Roles and Privileges for further description functional
1301 requirements.
1302 4.7 UAM Interfaces
1303 UAM provides APIs to other BREW applications and services. Refer to the QDC UAM
1304 specification for further details on the interfaces identified below:
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1305 a) ADS interfaces for transaction log upload and application and catalog download
1306 to UAM (Refer to Section 6 discussion of the Carrier Extranet and the ADS

1307 Specification)

1308 b) Web interfaces for developer, OEM, certification center, BREW admin, and

1309 carrier extranet services (i.e., UAM identifiers and application metadata)

1310 c) NSTL interface for processing pre-certified application into UAM to include

1311 application metadata, documents and the application itself.

1312 d) Clientele interface for replication of pre-developer and company information from
1313 UAM to Clientele.

1314 4.8 UAM Notifications(Vicki)

1315 UAM shall provide e-mail notifications for the following events:

1316 a) ISV is notified when the application has been made available to the Certification
1317 Center

1318 b) ISV is notified when the application is made “marked for distribution” by the

1319 ACCHQ.

1320 ¢) ISV is notified when the application has been added to the BREW master, post-
1321 certification.

1322 d) Carrier is notified when the ISV schedules the propagation of a modified DAP of an
1323 application currently included in an active or pending carrier catalog. Carrier is
1324 provided the revised DAP and the target effective date. The carrier will determine
1325 whether to continue distribution of the application or revise the application purchase
1326 price, if necessary.

1327 ‘ e) Carrier should be notified if there is an application in an active or pending catalog
1328 with a price basis configured for a fixed date which is within 30 days of the current
1329 date. ‘

1330

1331
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5 Middleware Tools

5.1 Application Manager Tool

5.1.1 Process new application into UAM

The following are the steps for adding a new application into UAM using the
Application Manager Tool:

a) Select "add new application" function

b) Enter all application metadata info, note the "Min API" field must contain version in
format x.y.z --at least two dots.

¢) Select checkbox for "New Module".

d) Select "browse" to go to your local directory where your application files are saved,
and select the zip file that contains the application files. It is imoportant to note that
the zip file must not contain any sub directories (i.e., the .mif, .bar, .mod files must
be in the top level of the zip).

e) "Save” to complete.

5.1.2 Process upgrade application into UAM

The following are the steps for addmg an upgrade application into UAM using the
Application Manager Tool:

a) Find the original application in the appmgr home and click on the package id link
under column "package". Note the moduleld displayed in the page that comes up.

b) Go back to appmgr home and click on "Create new Application”. Enter application
metadata. Make sure the "new module" checkbox is NOT checked. and select the
module ID you noted earlier from the select list.

c) Browse to your application zip file and select it.

d) "Save to complete".

5.1.3 Add an application with multiple packages into UAM

The following are the steps for adding an application with multiple packages into UAM
using the Application Manager Tool:

a) Follow 5.1.1 to create an application with one of the packages. Then at the appmgr
home, click on "edit" in the front of the application's row.

b) Select "New Module" checkbox.
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1362 c) Select "Browse" to select the zip file containing the second package.

1363 d) Select "Save".

1364 e) Repeat above steps until all packages are added. -

1365 5.1.4 Edit Application Metadata

1366 The following are the steps for editing application metadata using the Application
1367 Manager Tool:

1368 a) Select "edit" icon in the front of the application to edit.

1369 b) Fill in different values as desired.

1370 c) DO NOT modify the module section.

1371 d) "Save".

1372 5.1.5 Change Application Certification Status

1373 The following are the steps for changing the certification status using the Application
1374 - Manager Tool: :
1375 a) Edit application.

1376 b) Enter the certification agency (Company name) in the "certified by" box by selecting
1377 the right value from the list.

1378 c) . Enter the certified date by clicking on the calendar icon and select the correct

1379 certification date. '

1380 d) "Save".

1381 5.1.6 Application Signing

1382 The following are the steps for signing an application using the Application Manager
1383 Tool:

1384 a) Select the package id link under the "Package" column for the application you want
1385 to sign. You will see the page with "package files" displayed.

1386 b) Select "check out" button. A "Download Package" button will be displayed.

1387 c) Select "Download Package" button to download the application.

1388 d) Create the appropriate signature for this application and name it "appname.sig".
1389 e) Return to this "package files" page and see if there is already a file named

1390 "appname.sig", if so, click on "delete" button next to it to remove this file from the
1391 package.

1392 f) Return to this page and click on "check in". An input box with a Browse button will
1393 be displayed. Use the browse bution to select the "appname.sig" file you just

1394 created. Click "Upload" to add it to the package.

1395 g) "Save".
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5.1.7 Language Support
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The following are the steps for managing language specific attributes using the

Application Manager Tool:

a) Select the language link under the "LOCALE" column for the application.

b) Add language specific application information such as "native name" and

"description”.

5.2 Test Signature Tool
This section is TBD.
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6 Web Services

This section defines the functional requirements for BREW related Web services. This includes:

BREW Internet: BREW information and services available to the general public

Carrier Extranet (CX): BREW services available to authenticated carrier users.

Developer Extranet (DX): Extended developer BREW services available to users from
authenticated developer companies.

Certification Center Extranet (CERT): Certification centers services needed by external
Certification Centers and QUALCOMM’S ACCHQ

OEM Extranet (0X): BREW services provided to authorized device manufacturers.
BREW Admin(BAD): An administrative tool used by QUALCOMM employees to
manipulate UAM data, access queries and reports

QAdmin: A tool developed by QC Corporate IT to manage organizations, groups and users,
and the security permissions associated to those entities.

QDOC: A tool developed by QC Corporate IT to manage the exchange of files between
QUALCOMM and external entities.

BREW Authorization Roles: Defines the mapping of BREW Roles to authorized functions.
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1420 6.1 BREW Internet

1421  The BREW internet will provide public access to BREW information. The majority of information
1422 posted to the BREW internet is marketing information which will be maintained on a regular basis.
1423  The BREW internet shall be logically linked off of the QC external corporate site.

1424
1425  The types of internet services include:

1426 e General marketing information targeted to developers, ISVs, carriers, and OEMs.
1427 e Customer service functions targeted to developers, carriers, and OEMs.
1428 e Links to other related web sites which will include: developer extranet, carrier extranet,
1429 OEM extranet and Certification Center extranet.
1430 e BREW related events (i.e., Developer’s conference)
1431
1432  Table 4 describes the functionality in each of these areas.
1433
1434 Table 4. BREW Internet Functions
‘Type | ‘Functions: 'Sub-Functions:
Marketing About BREW e About BREW
—  Press Releases
—  Fact Sheet
— BREW in the Press
—  BREW White Paper
e Events
— Recent Events

e  Our Partners
o  Developer FAQ
~  Technical
— Business
—~  Export Compliance
- Tax
Contact Us
Help
Site Map
Download SDK (see secure file exchange)
List/download SDK patches (see secure file exchange)
Technical Documentation On-Line (see secure file exchange)
Participate in Discussion Groups
Become A BREW Member Benefits
Developer ~  BREW Developer
—  Select BREW Developer
—  Elite BREW Developer
o Developer Sign-up
—  SDK Download Registration
—  SDK Download
Developer Support e SDK Updates
e Technical Documentation
~  BREW SDK User’s Guide
—  BREW API Reference Guide
—  BREW Device Configuration Guide
-~ BREW MIF Editor Guide
-~ BREW Resource Editory Guide
Discussion Groups & Forums
Developer FAQ

Application Developer Overview
Developers
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—  Technical
—  Business
—  Export Compliance
- Tax
¢ Online Knowledge Base
- HowTo
- Advice
- Info
Email Tech Support (brew-support@qualcomm.com)
Phone Types and Platforms (via BREW Developer Extranet)
Carrier Guidelines (via BREW Developer Extranet)

Road to Market

Developer Authentication (Verisign link)

ARM BREW Pack (via BREW Developer Extranet)
Developer Tools (via BREW Developer Extranet)

BREW Class ID Generator (needed for appl! submit)

—  BREW AppSigner (needed for appl submit)

—  Grinder Tools ‘

—  BREW TestSig Generator

BREW AppLoader

Developer Lab (schedule lab time through Developer Extranet)
Application Certification (via Developer Extranet)

Carrier Evaluation (Pricing Templates via Developer Extranet)
Carrier Acceptance (Developer Reports via Developer Extranet)

BREW News

Subscription Sign-up
Subscription Change (brew new e-mail address change)
BREW News Archives
Case Studies
Testimonials
Industry News
Events Calendar
— Recent Events

On-Line Help

All Pages

» All pages should have on-line help
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6.2 Carrier Extranet

The carrier extranet will provide access to QDC services to authorized carriers. A user
will be restricted to transact and view carrier specific information, where applicable.
Some of the information on the carrier extranet is carrier specific and therefore restricted
across carriers. Other information is general BREW information accessible to all
carriers. A developer can create applications that will be restricted/limited for
distribution by specific carriers. Other applications will be available for any carrier to

distribute.

PCT/US02/26033

The types of extranet services include: authentication, catalog management, reporting,
queries, customer service and secure file exchange. Table 5 describes the functionality

in each of these areas.

Table 5. BREW Carrier Extranet Functions

Type' .| Fun :|'Sub-Functions y
Authentication | Login e Authenticate userid, password token based
Carrier Admin Application List e Manage carrier application list

e Filter applications based on application type, platform, language and developer.

e Filter applications base on query type (available applications and price plans, cartier
specific price plans, hidden carrier applications, currently carrier applications and price
plans, expired carrier applications and price plans)

e View application details and price plans

¢ Expire an application and price plan from future catalogs

o Add applications to carrier parts list.

e Denote applications not yet included in catalog with special symbol

Manage Application o List ALL applications available in Carrier Applications List
Price Plans e View Application Pricing Method and Basis Information

¢ Within catalogs, the carrier can set the purchase price for each available pricing method.
(i.e., displayed on the phone and can be different than Developer DAP).

o The purchase price should be entered in the default currency of the catalog. For phase 1,
a carrier has a single currency for list prices across all catalogs.

o The carrier can select specific pricing methods and specific pricing basis from the
developer’s pricing plan to host in a catalog.

Negotiate pricing e Review ISV price plans by part number
wiISV e Agree to ISV pricing
o Send email to ISV with requested carrier specific price plan modification
ISV Information o Query developer contact information by Part Number, Developer Name or Application
Name
Provisioned Price o Mark application for ISV to define provisioned pricing
Plan ¢ Display provisioned pricing
e Remove provisioned pricing from application
Catalog Admin | Create Catalogs o Create, edit and delete new catalogs

e Set catalog name, version, description, effective dates, languages, currency

e Clone and edit all states of existing catalogs

e Manage catalog states: pending, ready and active

= Ready, Active and Deactivated catalogs may not be edited — they can only be cloned.

Manage Catalog o Create, edit and delete categories
categories e Associate icons to categories
¢ Modify sort order of categories
o Enter additional language for categories
Manage Applications | ¢ Modify sort ordering of Applications within Categories (i.e., Move function)
within Catalog ¢ Add, Delete Applications
Categories e Modify the ISV default preview text associated with the application
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Within a single category, an application can have one price basis and pricing information
for each pricing method.

Assign application level icons to be displayed on the phone.

The developer sets application names, but the carrier can append characters to them
(future).

An application has the same name displayed across categories within a single catalog
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“Type . | Functions ‘Sub-Functions . - i - . . R E
ADS Admin Application e If anew catalog is pushed out to an ADS and a previously offered application is not
Availability on the - offered any more, the application may still be used by subscribers who downloaded it
ADS previously. If a user had disabled the application and it is no longer available via the
current catalog, it s still available on the ADS to be reloaded on that subscribers phone.
Associate catalog to e Specify carrier ADS to activate with this catalog. A catalog/version can be associated to
ADS’ multiple carrier ADS’.
Catalog Version e Propagates all changes to the selected catalog version to the ADS at specified Activation
Activation Date date/time.
Carrier Reports | Catalog Report Query all states of catalogs (pending, ready , active and deactivated)
— Catalog Select Catalog and Version and see contents.
Admin
BREW Application e Listing of all BREW Application and which are active on any Carrier’s ADS. List by
Cross Reference Carrier ADS ID.
Report
Activation Report e Listing ordered by date descending, of all changes submitted for a Test catalog or Prod
catalog for a specified ADS ID. Should list versions of catalog applied over a date range
and the changes to the catalog applied at the activation date (i.e., application add/delete,
pricing change, userid submitting the change, etc.).
Carrier Manage Carrier e A carrier maintains and publishes Carrier specific guidelines which are used to inform
Guidelines Guidelines developers about carrier specific application attributes and pricing information.
Developer Info | Query for Developer o Query developer contact information by Part Number, Developer Name or Application
Information Name
Restricted Submit e Submit Application
Application e Create Price Plans
e Modify Price Plans
Billing Support | Transaction e Enter transaction adjustments for customer dissatisfaction, duplicate download, or
Adjustments accidental download
MIN Updates » Enter MIN deactivate and MIN transfer transactions
Billing Extract Report | » Generates a carrier billing extract file for transactions that correspond to an AR invoice
by AR Invoice ID ID. This is a batch report which may be delivered through QDOC.
Carrier Invoice Report | o Generates developer summary information for AR Invoice ID relating to ISV fees
for ISV Fee
Carrier Invoice Report | e Generates summary information for AR Invoice ID relating to QC fees
for QC Fee :
Carrier Usage » The Carrier Usage Summary Report will enable the carrier to retrieve the number of SIDs
Summary Report that have performed at least one download and/or delete event within a specified period.
This is a batch report which may be delivered through QDOC.
Carrier SID Summary | e The Carrier SID Usage Report will enable the carrier to retrieve usage metrics by SID
Report within a specified period. This is a batch report which may be delivered through QDOC.,
On-Line Help All Pages o All pages should have on-line help
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1449 6.3 Developer Extranet

1450 The developer extranet will provide access to Developer Alliance program information
1451 and QDC services to authorized ISVs. The types of developer extranet services include:
1452 authentication, alliance program information, news, development services, certification
1453 information, customer service, and secure file exchange.

1454 The following diagram shows the ISV authentication and sign up process:

1455
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Confirmation email asks
Developer company to send
email to continue signup
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Table 6 describes the functionality in each of these areas.

‘Type

4| Functions:

Table 6. BREW Developer Extranet Functlons .‘
] | Sub-Functions P

Authentication

Login

Authenticate developer 1d password

Organizations need to be created in Qadmin for each developer company

User names and passwords are managed in Qadmin for developer extranet access
Developer security roles are managed in Qadmin for developer extranet access

Updated
Developer
Benefits

Updated Developer
Benefits

To upgrade e-mail contact-brew @qualcomm.com

Technical
Support

Developer Tools

BREW Class ID Generator (web tool to generate a unique class ID)
Request for Applet IDs and Class IDs (unprotected URL on the extranet)

~  Developers may request a single ID or group of IDs.

—  The first 200 are reserved for use by QC.

—  The ClassID is a 32 bit number

~  Inthe interim, requests for ClassIDs are brew-support @qualcomm.com
BREW AppSigner (downloadable tool)
The Grinder Tool (coming soon)
BREW TestSig Generator (web based tool to generate a digital signature). ISV’s
limited to the number of ESNs to generate test signatures for. Expiration date of test
signatures will be 90 days.
BREW AppLoader (downloadable tool to enable developer to transfer an application
to the handset from a PC)

E-mail Technical Support

Form to send e-mail to brew-support@qualcomm.com for submitting technical
support requests.

Developer Lab

Form to send e-mail to brew-support@qualcomm.com for requesting lab time.

Phone Details

List Phone Types
For each type enable download details and download device emulator device files

ARM BREW Pack

Purchase and download the ARM BREW Developers Pack

Developer Support

TBD

Business
Development

E-mail Business Support

Form to send e-mail to brew-support @qualcomm.com for submitting payment status
requests.

Carrier Guidelines

TBD

Marketing

BREW Developer
Directory

Web form to add ISV to BREW Developer Directory

Marketing Support

BREW Developer Logo Use (BREW Developer logo use guide)

PR Assistance (PR Template, Spokesperson Talking Points — coming soon)

Web form for Inquiries and requests regarding PR assistance or use of the BREW
logo on the ISV’s website

Business
Operations

Auto-reply e-mail

‘When ISV sends e-mail to brew-enroll @gualcomm.com, and auto-reply e-mail is
sent to initiate the BREW ISV sign-up.

Business
Operations

ISV Company Sign Up

ISV company signs up to be a BREW authenticated developer company . The ISV
needs to complete the following.

—  Complete Company Information

—  Submitter Information

—  Contact Information (Business Contact, Technical Contact)

—  Extranet Administrator Role

—~  Developer Role

—  Marketing Role

—  Financial Role

Submit Software
Application

Link to NSTL site, coming on Aug 15
Legal Agreements, Pre-Certification Test Plans, Checklists

Application Management

Application Manager Display including application version detail screen

_ Export Compliance/Encryption

Default Price Plan Updates
—  Maintain default application price plan which may be applied across multiple
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carriers.

— Al edits should be associated with an assigned effective date.

—  If DAP changes are made and the part number with default pricing is contained
in an active catalog(s), the carrier(s) must be notified. Carriers must be
notified at least 60 days before the change takes affect.

—  Notify all carriers minus those with carrier specific price plans and subject to
restrictions, when a new price plan is superceding a default price plan.

—  Refer to the QIS Price Plan Specification for further details in Price Plan
requirements

Carrier Specific Price Plan Updates

~  Maintain carrier specific application price plan.

— Al edits should be associated with an assigned effective date.

—  IfDAP changes are made and the part number with carrier specific pricing is
contained in an active catalog(s), the carrier must be notified. Carriers must be
notified at least 60 days before the change takes affect.

—  Refer to the QIS Price Plan Specification for further details in Price Plan
requirements -

Carrier Price Plan Collaboration

—  Enable the ability for ISVs and Carriers to negotiated price plan configuration
thru on-line collaboration.

Carrier Limited Application Distribution

—  Maintain the subset of carriers to distribute the application to if not to all
carriers

—  Ifthe developer revokes a carrier’s ability to distribute his/her application then
the pending and active carrier catalogs will need to be modified to remove the
developer part number.

Adding Provisioned Price Plan

—  Only can be created by ISV after Carrier activates provisioned plan for the part
number

-~ Included in standard price template functionality, just hidden

Query Active Catalogs

—  Query catalogs where developer part number is included.

—  Review price plan for the part number in a selected carrier catalog.

Carrier Contact Information

—  Retrieve carrier contact information to discuss application price plan settings.
The carrier must present any contact information beyond that provided in
baseline Developer Extranet specification through the Carrier Guidelines.

Maintain Application Metadata

—  The developer needs to add the default name and description for every
language his application supports when he fills out the price plans after
certification. There needs to be page(s) to allow the ISV to add maintain the
metadata like language and description after the app has been certified.

Reports

Manufacturer’s Receivables Report
—~  The purpose of the Manufacturer Receivables report is to provide the
developer additional payment information relating to their developer fees
processed by QC. The report is retrieve based on invoice ID (i.e., AP invoice
1D).
Carrier Billing Report
—  The purpose of the Carrier Billing report provides the developer a view into
the carrier billing corresponding to the developer’s application usage.
Application Usage Report
—  The purpose of the Application Usage report is to provide the Manufacturer a
view into application transactions by price method.
Carrier Term Sheet

—  TBD <Open Issue: isn’t this the Guideline?>

On-Line Help

All Pages

All pages should have on-line help
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1466 6.4 Certification Center Extranet

1467 The certification center extranet will be used to exchange data between the QDC and
1468 NSTL (National Software Testing Laboratory). The main functions will be to administer
1469 catalogs of test applications and push those catalogs to the NSTL ADS. Application test
1470 results will be maintain by NSTL and updated in the UAM. Refer to the QIS

1471 Certification Extranet Specification for functional requirements specifics.

1472 6.5 OEM Extranet

1473 The OEM extranet will provide access to QDC services to authorized OEM users. Table
1474 7 describes the functionality to be provided over an extranet.

1475
1476 Table 7. BREW OEM Extranet Functlons _

‘::sTy pe

" .. Functions =

| Sub-Functions:

Authentxcanon

Login

® Authenticate developer id, password

OEM

¢ Web form for OEM to manage General Information and Contact Information

Information
Application
Management

Displays list of applications/versions available to OEM

Enables OEMto download application(s) for pre-installation on the phones
Submit OEM Application

Set Price Plan

Create new BREW Platform IDs (Open Issue: should this be a request to create?)
Modify existing Platform IDs (i.e., modify platform information and platform
properties)

E-mail to brew-support@qualcomm.com

Display OEM customer support phone numbers

Links to (FAQs, BREW API documentation, Porting Guide User Guide, SDK
Documentation)

Porting Kit download

BREW API download

OEM specific SDK Patchés

OEM specific BREW Patches

Sample test plans

Diagnostic (app to load on phone to exercise the BREW API)

Test sig file generator (via Developer Extranet)

Code signer (via Developer Extranet)

Grinder (via Developer Extranet)

All pages should have on-line help

Provisioned Applications

Restricted Applications

Platform ID
Administration

OEM Support

OEM Tools

On-Line Help All Pages

1477

1478 6.6 BREW Admin Intranet
1479 The BREW Admin Intranet will provide access to QDC services to authorized QC users.

1480 This section is TBD.

1481 6.7 Account Management using Qadmin, Siteminder

1482 Qadmin is an account management tool created and maintained by Corporate IT and used
1483 in the QDC middleware. QAdmin is simply a GUI interface for managing data in an
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1484 LDAP repository. LDAP is an acronym for Lightweight Directory Access Protocol,
1485 which is a set of protocols for accessing information directories.

1486 For QDC extranet services, LDAP is used to manage company, group (i.e., role), user
1487 and administrator information. Its primary use in the extranet is for controlling access to
1488 extranets (i.e. websites) and extranet applications.

1489 In conjunction with LDAP, Siteminder is used to enforce authentication for web URLs.
1490 Siteminder can be configured for username/password authentication or secure ID

1491 authentication per URL. The authorization component which is based on the group or
1492 role access is enforced in the QDC web applications.

1493 Qadmin provides a user-friendly front-end to LDAP for managing the company, group,
1494 user and administrator information.

1495 When a user logs into the QDC extranet services the following authentication
1496 checks are executed:

1497 a) Useris authenticated in via Siteminder/LDAP. Depending upon the QDC

1498 website URL, secureid authentication may be required.

1499 . b) 1If the user is not in LDAP, then the user gets an authentication failure

1500 ¢) If the user is in LDAP and the user is not in the UAM PC_USERS table, the user
1501 record is created and inserted into the UAM PC_USERS table.

1502 d) The user roles are queried out of Qadmin/LDAP and used by QDC web services
1503 to govern authorization to service thereafter.

1504 6.7.1 Siteminder Set-up

1505 a) QDC team moves web pages to BREWX

1506 b) QDC team provides web URL(s) to set-up with username/password

1507 authentication

1508 c¢) QDC team sends e-mail to web-server-admin to configure Siteminder according
1509 to (b) above.

1510 6.7.2 Qadmin Account Management Procedures

1511 a) E-mail qadmin-support to set-up new organizations designating Sue Wake and
1512 Rachel Murphy as ITA Admins

1513 b) Corporate IT creates the new organization in LDAP

1514 c) ITA admins set-up pre-defined list of BREW people as Functional Admins for
1515 each BREW related organization

1516 d) E-mail gadmin-support for internal QC user account set-up ~ BREW Product
1517 Support

1518 e) Create external user accounts — BREW Product Support

1519 f) Create groups within organizations — Functional Admins

1520 g) Manage user membership in groups — BREW Product Support
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1521 6.7.3 Change/Reset Password
1522 Qadmin provides services for users to change their passwords and administrators
1523 to reset user passwords.

1524 6.8 QDOC

1525 QDOC is an file exchange tool for the extranet, created and maintained by Corporate IT
1526 - and used in the QDC middleware. It is meant for providing a secure environment for
1527 temporarily placing files for external entities to retrieve data from QC, and for external
1528 entities to temporarily post files for internal QC retrieval. QDOC is not a Iong term file
1529 storage repository. Access to workspaces and folders is based on groups.

1530 BREW currently has a workspace defined in QDOC. Within the workspace, BREW can
1531 configure the structure to exchange documents with Carriers, OEMs and other external
1532 entities. External users will only be able to access BREW workstpace folder structures
1533 based on their group/role access. Each folder may be configured with the list of groups
1534 that can read or read/write to the folder.

1535 QDOC is integrated with Qadmin. As such the user group membership is used to govern
1536 what permissions the user has in specific QDOC folders. :

1537 An example of the BREW workspace configuration is illustrated in Figure 9.

Figure 9. Example BREW W orkspace Configuration in Q DOC

BREW
-
I 1
Carrier OEM
KTF LG
'r C
i P ustomer P
Billing Applications Support Applications
Biling Extract Files Application Files Reports?? Qggh”;',’,‘r'gv’;','ﬁﬁlg

1538
1539
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6.8.1 QDOC Set-up

a) Define BREW workspace/folder/group set-up — QDC Team

b) E-mail qdoc-support to create BREW workspace reference group to BREW
admin Workspace — QDC Team

¢) Create folder structure within BREW workspace — QDC Team
d) Configure group access to folder structure — QDC Team

e) Configure e-mail notifications, as required — QDC Team

6.8.2 Change/Reset Password

Since the user account and password is integrated with Qadmin/QDOC to change
password and reset password functions are implemented through QAdmin.
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154 Appendix A Glossary

1575

1576

WO 03/036416

PCT/US02/26033

This glossary defines terms, acronyms, and abbreviations used in the document.

ACC
ACCHQ
ADS
BREW
CRM
DAP
EFT/ACH
ESN
GMT
MIN
OEM
OTA
QC
QDC
QIS
SID
SMS
SNF
TXN
UAM
VPN
XML

Application Certification Center
Application Certification Center Headquarters
Application Download Server

Binary Runtime Environment for Wireless
Customer Relationship Management
Developer Application Price

Electronic File Transfer/ Automated Clearing House
Electronic Serial Number

Greenwich Mean Time

Mobile ID Number

Original Equipment Manufacturer
Over-the-Air

QUALCOMM

QIS Distribution Center

QUALCOMM Internet Services
Subscriber ID

Subscriber Message Service

Store -N- Forward

Transaction

Unified Application Management

Virtual Private Network

Extensible Markup Language
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1577

1578 Appendix B — BREW Level 1 Process Definitions

1579 This appendix contains the BREW Level 1 process definitions. The list of process
1580 definitions are identified in the following table.

1581

1582 Level 1 Process Definition Diagrams

erspecti
Application Application Submittal Appendix B, Section 1.0
Certification Application Management & Testing
Notifications
Revoke an Application ,
Developer App Development & Submittal Appendix B, Section 2.0

Application Certification
Set Pricing and Distribute
Receive Payment

Carrier Negotiate and Select Apps Appendix B, Section 3.0
App Availability / User Trials
Production Availability
Accounting and Collections
Consumer User Invoked Activity Appendix B, Section 4.0
Download (transact) apps
Use & Pay for apps
Distribution Center Receive certified apps Document in
Build / Maintain Carrier Extranet Development
Manage Apps via UAM
Support OEMs
Transact Financial Data

1583

180



PCT/US02/26033

WO 03/036416

“uennqusip Joj Apess
51 puR i) oy uj ooegd ueeq
sey uopesjjdde el
Jo 18u1RD O} JUBS UOHE

cessccssecnancg
. "jeueixe rejen H
Wvn vt dde eaeid (A uofeuLoj) H
w :u_umg nBY e oaue|dwod leueiix3 Jepreg pejjwiqns :
oBesjoe n ! e}A Joquiny ued :
e el ol B e
.:u_ﬁ_.“m_m_v .Ecsntnom. Emummﬂ%ﬁ.ﬂﬂ@nnm uogeayidde ejejduon Sians 1o1Ey i H
uojjeatidde sejeufijseq - (1edojeaep 10} Jopn :
348p 01 000] i MIHE {odainsp 0} owed :
ANy 03141130 eseejey -
‘19| Suajgsjwted
o) Uojjewoju] ppe 1o I3 -
{'me 82|38 dde ‘owey|
dde) 38y Ajues reraues -
“eimeubis pue snjels ‘sav
940pIR 10 1,480 YoBYIBY sav win S71USN o1 peiopisny
10 - 8oInos .M_.:mﬂn_v Jeiuea vopeagued wﬁ“ &mxwmmw mhwu st Jed) Jequiny
1SN Peisny ey 10} suopIUN} Hosul pue ebex ved 1SN e ojeein
® woy) 5] dde Apoa Aenuep - "B Bojeiea pue ey ey} dizun
‘uspramsip ‘uanewoiu) uojeaydde! #l0NU02 1SN ol _o_o&_nﬁum_k:_
el8dwos o} 1eU=NXT 1A8Q uojieajddy s6sn 9O
10) Apeel s} uoea)dde Ginkjuen .
usdejs e Guejdwod M3aug ojoBoy .menﬂ_—wm_:ﬁ“r & a
Jelje emnieubis 9O sppY K uonestdde jo 1,000 oyy .uu_:-.oz B “sououd 1901 101080
OHOOVY ’ uoneayLes ey 0} WNODTWND
... SN Bojzea jey) seysnd o] Bjep ejew pue
: “1LSN pue pejeeis ol diz spuas 1USN
; ele uoped|Kdde
: ﬁ 16 jo Bojeied
H SOA
popwgns ; ﬁ
useq H_“- B_._o_ﬁu_a____ H " - " erep Swiojan -
’ ‘uey -Bupise) peseq uoj qo, pue reée|
-ﬁqmuﬂ mm_ﬂwm( ... 1981 MIHB 8N Od Jo) uoiSIoA u.___un._mn_nh“w;:_wo.o_ . - oM oypods *x
! sessey - iwa tojonfuod Uy sMopuip e fe——] En_v =_m§ oug o~ sejedwod JaeQ v
! uopeayddy su)beq Bujise} Y10 sosedasd pue ef)
H e ey} sdzun 1SN ©]15q0M 1LSN
J TSN
J
! Joispuel H
! 1UBAB o MIHE ‘1ejsued} o g
- euGys [e1dip ‘Jouelx3 tedojeasy
! oN LINRTTT . o]l GoM 8Indes RIY 1peId BA 6 o141 LS PURO]
. : uj Bunse) peseq - uojjeaydde 1ot v ) 230 euluo o3 see) € Bseig Uhjsion 1 uo puro)
RO | & |smopuim suiBoq 1LSN umu_wnc B ”Hn__& 4a) soquinu Bupen au_ﬁﬂ.h [ uu_a uo .%wuo shed Jlo Wi opoo sueponie Suen
M3H8 Uo 510 qomly le——— aepspusspue g 1155 SMODU 156 LOIEOMED vopesydde p3Ha oy djz uoyesydde
ayjoeds uogeaydde © 4o} epy dZ feuiSuo ermeutis Jodojeas, poid OPUIM ¥ o sub|s sedojenol soredond 1800
se)ydwos sedojeaeq seADIR 1LSN " e, e ‘uoeieA pejduion siaejes Jaeq 1o sufle sodmstod
pesinbay Riomey SoUUeATISN WY Y eji
. dz e siuqns Ja8Q olisqop “11SN
SBA . (ssoomid spn
wmpton ouljep 0} 1USN) oneo
‘pojwsouet i Jodoferep yaes pue “efed qom wesBord E
stjwqnse) WWOOTIYND
Jequinu ped 0D - RS TESY] Jed Jeuo2 iw 93V ofio] yuM3IHE
P IojeaeQ n rui i (ueweoibe jebo; & Bujuls!
WPy MaKA Bussn ang———h Mpﬁhhmh_ 8 uBjsHeA Aq peleafiueyine
4 Bueb Aq tedojonsp
DHOOVY M3IHg ®© setuoseq 4080
'sdde pajjites
Bupsixe o} USIGA MEU
‘|euelXg Jejued sejen:s siedojene(l
nealed ey ug Beyy
Jpossed, 5198 1SN

§S920.d uoneayiay uonealddy 0L €851



PCT/US02/26033

WO 03/036416

182

Sl ¥
il ohebp oot yodns Miodns. |
woddng efiesn vopen; 218dojoreq uoneyued
sapinosg Qs Jedojeasg
o0V :
&
peleubisep Jopres SN
Amuna pue s Dupid vonenoBeuer o (05 1o oo i
auausB yiw Bojeles Le—— soupm) ou pue g peisenbe) eq Aep)
up peaeyd uopesiiddy \woueaBs oy iennuans 16uRIDG 3800 WAl
-op efiesn areme) pur _ 01 soud Jojied E.:w“”ﬁuw‘o uwm s(j) 867} BiSenbay
quawAed oy PPN SID| uopeaydde pereer e ‘ssecod woddng 1eg
sannbiy pue sijneal isa) ‘uopewijuoa| uopedued Moy speeny sadojonsg
c.._owmo.__s spupg - vosme X ot 100
108p 0} M3HE 5168 sedojeaeg
sox- ZsuonrcBouas 168" andt, vc__ioo..mmma_em - H Kiey spueN
Ba:fly Jedojeasg “usneses uoneoydde] H
102450 &1 SeloN - H
H
H
18uRIXT Jedojeaeq v m
‘sieaue w sAep 08 B[A uonRULD)UY ﬁ sapinB sosn - H
Buwopd ddy -|
xadde g1 wor etwked Burond seiepdn Buioud soA P B :_:nm(m_ w
sequEd pelepiostos sadojaregy eieiioBeuey “einquisip o) [y E 150 wopeoyo ey -} 3
sea0al 4400 ot . sieped 10} exgeieAR T wor-l 3
_ LTILIPTILY suoneaydde “_‘Mhﬂa_w“ﬂ F— eeuuopsenb [R1EUEE) -| H
o - weesBe jeBeq - Leo
Jugns + e ¢ “poleisues Buse; 1460 e UonEDHNIED ittt B S
oN 2apren sequint yeg 9 - Luoneotiyes ) Buspanaoe Jojuoisien S1o1|U0s Aoy - 9
Ioueg sesseg uopeojdde siget fe——{ pojidwos sMopup  te— ssaIppE/OURY JABQ | mou gojeer
BUBNXT JBWRY) PN sto pue Lopa1oA pogduwoo Jedojensg
p DOVOHOOY WHY siwgns P
siuawked seuren sueid eoud pafosjes JBupug uo saiby pue IS JA0Q “SBpNpLY
sEep|OSU0D 103 Bupudsnstes fe-soa—< 4Pl 0 TR paoaled uogewioly)
elejduial uopesijddy
sio Jowed ﬁ
1euRIg K400 i sECcTd
jgng jenwigng uopeondde
_ sujBaq sedojpreg)
A
1BUBIN JOJED .
oju} uonnquIsip | ‘sdde pefjuso
A sdde ejge)ieae jo oddns - Qs
‘s60} 10dojersg) 10) Boreiza o1 dde sppy Buppd oo oy acdapaeg ﬂovown&uacﬁ B azﬁw:nh_umwg 86008 18d0jersq)
sejeitwn Bupud -
816UIBD) SOON) Joten P tourey oquinu ped- & stedojarog
SI0| h waphju} ejeg
“Paijiped uaeq »
ey dde sjeig Buneompuy paynbey yiomey
SBOJAIES LO[I90 ({0 1A8p ] 0) eBestew Q81 50201 UOREIHUBYINY -
Bunyg sjgeun oy “500p Bunioddns - UDRWIUCO SB1RIeuss)
pepooas Ejep Gupug Ojt4 10B[UOD - "juewdojeAsp
sajejdwo; Bupoud - IEMBIDPI SID)| 0} zoud pereoguargne
BIEMBIPPRKY SID Jequiny yied - 108 01 9B SReRlUED
y sephjowy vleq
- uoneunay dde s1edojeang
‘anueAs) rll ‘Bojeres s ewEn 1e8 ot ued
ozjuBoon o Je1ed 6 48 - sesn sedojersq pouBssse aineubis euBip -
0} 48R40 vy BiEp ._vnv.wvvn ucceoa Y Q1 ddy subEse pue sojiauad -
efesn ojpayod f o Bupeoipoy +
popioid 511450 onnmn.ﬁ-u M—_ahw:ou | SNIEIS SOPIADY, ot o e
, i FeuciBes Jo] fitelero eepiroid {eniwgng %3 juswdojaasg
@IRMEIPPIN SIO| DH DY uoljesjiddy - | aseud
juawhed anRoaY anqusig
-y aseuq pUE BUIOLId 105 uopedyIua) ddy
- g oseyd ~goseud

anlpoadsiad Jadojanaq o'z 881



PCT/US02/26033

WO 03/036416

108N B2{AGD 10)
poddns 1 Je)),

“(19A108 188}

7 SQv) eremejppjur
M349 10} yoddns
M 1011180 SepiAcld

“senss; eajIes
¥ 1urew ‘poddns
MH sepianld

WWODWNO Sk2d lewnsuod Jig oremyjos
-peleutiisep
leped 1ouie)y ( "sseaord Joyed aljjoeds
) dde eps) ou pue ejep Bupyd uapegobisuel
ﬁ s5a001d co_amu__anm opoueB Yim BojeIvd  (me—————IDYUN} OU pUR
‘Sooiom] Uz x0A3Y u) pesed uopea)ddy juowseoiBe oN
WNODTVYND
pue ejep Guynq veddng sien o 1odojoaep BIRMBIPN SID|
1SN0 seApIty 1 speeN _? Mﬁw“u Aoy pue
o SQY uoonpory
Jouley sav eiepobaucy ol ppe Juog
©) elep uonoesues]
] ! diy Buyd
spues doyse|iqoy Av|_uu_uw seA __\-zuwn:aoaco. e ojepefeuny
8018y indojeac
‘eleQ uoyoestesy BIEMOIPRIN SIO o sedojoaeq;
.PRIS0D, QY osonaun nepizg
olEMeIDPIN SID - [ ¥ ! I g
L “sBuuejjo “doyen)iqon - BupeuBisop
12npoid ojqe|jRAR yBnouy euoyd 188 eom—wuoﬁ—nu (s)sav mﬁﬂwﬁnﬁhﬂﬁo ° pue ejep Suppd
.
10 esemu Sow028g |——31 uo sdde s1oejes -  s[ey) Jesn uRuRY [€ 1£8) O) ~ peYiue] ejes 'dusq Bupepdn) Buroug uo euiby ay
10wNSUOD 16W018N2 BUOYY 1800 feisuen 1epreg uoRRULOYY JBYIRD - omidwsy. Jodojersq 9 Joureo
oJ} 1003 - uopeatiddy
ejeQ uojaesuRE] seeidwe) Gugopd - swans-oy
1ouenxo 10y uiA| POUBAUDD X3 sequuinu ped -
syuswisnipe Bulllg f——— 3] siownsuo Jedojorsy R
s0yRW JopIe) oIeMOPPIN SID o1 w0y E:u”n.ﬁ sav usnenpolg [RPE— _ﬂmu :Buipnjouy 16dojarep A
75Bugoyo P s Rt 050 o1 dousepqow pesu)| 1501 219D eileusjuoa @
Jonpoid osiueApy o) uope:Biy nisgeaan ‘dde 150} sseooe sy} Jesn Hiond eieiouen zjep {eIep GHSW
i injsseaang 0} MOY AUNUIS “gueid Bujopd smojrol 26UBB J0 JHSW
) Moy Ajun 81oNPUOD 181187 1
seusen oIEMEPPY SID| 168N BlaMUISY] ©ieMeIPPIN SID Gupud pejasjes pue jouriixe ay[aeds sejues Jeie
; 0) aand 15| Jepes woly oAey sddy) 1eurixe
J0) eayd isjjies le——
18)1RD)| suopea)ddy Jepied BA ojqejeAe
1epe) sweoles ele aucpres|idde
ﬁ peyued jo Bofeen
SQV Sdouses wol
%hwwmmehr eep uopoesuen | | | Toueig n soajnios 1ey1ivy aieMEIPPIN 51D
1 JMEJ, 5[26[iD2 < ‘suopeopdde
SpUOS 19) Boj S
pues iouto WWO2IYND E%M“u aronpod S[2Y) 830 1aNpUOD. petiued dljpeds amnnﬁem.uwﬁmﬁ%s
dHSW eenoboues sejenduepy | Luseop JepIes) 101IEd SMOIA ejep Supug
101103 10 )40 - o ‘ajep .
suonoal10) toped e oiRMOIPPIN SID) e el oe
noo:
Ll Kungeneny sddy 0
uononpold - sjeld] 19sM - ¢ ase! FTEES
1onpold - € 9seud fellL 13sn - g 9seud pue ajepobay - | aseyd

oAnjoads.aad Jaried 0

1298085
201d
£

o - gorasi

i
04,

183

9851
68¢CT



PCT/US02/26033

WO 03/036416

uooesURIL
Auig 10}
uoddns Z 1e1L
SID|

uoddns
uofigesues]
Huypg Lol

Jeyies

“Jeuses ey
4£q poBpepounoe

oo bupg . [€°"*"""""

sel Jewoisng

1BURIXT JepIeD Byl
o sjueunsnfpe ucjaesues)
spioder 1eyieg

*58NE8] PEO[UMOp
10§ Uoddns 2 1811 |3

“sonss| ‘dde

10) yoddns 2 161t

aesn 83{ADp Bv_
yoddns | se))

vodkng 00
ﬁ. ‘Aioy spesN

PopiAold Hoddng ‘suopdo Jo8n Y dde o
faspnbu; Bujg omuupM Eﬂawwﬂﬂwieﬁ Jou sopop ot oo
woddng 109 ‘Voddng je “13n9 euoyd Kby sposy
Mjey speen ey spaen %
AR
10N Boeds
™~ dde ooty “uopetLoy) “doysseliqopw ejA
Y “Aiei dde smepn ddy ououd uo Bojerea
f Bupspe speibdn AR < -
e o) egt ue esny € 10 u.n_“ umw_..zon A.a_u_muml. Iueweleusy Jowpisna BELI uopeoydde SMeA
1ewniena suoyg eaeds oucud JowolsnD buoYy
Anq o) dde
“uopdo Ppujp usooqg
doysa - Bupoud 100]e8
E>oh.=n._._ﬂow.“_ “uofiesjdxe #16W0}8N3 BUDYY
uw seuydng dde o} sopd shed .
ddy 10 e oiow sAng spojje Supospew
uondussgns Jewaisny euoyg snoyeA e Bul}
seley|u] 1890 BUDLY o (soyored pue
by L g
0} 483N euoyg oeere
3 SIaRISY] I0MIRY Inoqe swee)
savy (ieuondo) ¢dde Jeiroisno ouoyd
epI0281 *ouoyd Jjey Buisn enunuca
uc_“__ m_ﬁc_u wioy) dde sencwes (&N o} sesooya
w L Jewsoisna euoyd 1080
uopduosqns
800 uojjeaydde Anq
uoddns je9 aid o) se500YS
sy spoeN ﬁ 8105() BUOYY

sunysiel oow sing

aAnoads.iad jawinsuo) 0y

L8ST

184

98¢1



PCT/US02/26033

WO 03/036416

‘gL St uonurep ssaooxd smyy,

aAnjoadsiad oao 0°s

185

8861
L8C1



1589

1590

1591

1592
1593
1594
1595
1596
1597
1598
1599
1600
1601
1602
1603

1604

1605
1606
1607
1608

1609
1610

1611

1612
1613
1614
1615

1616
1617
1618
1619
1620
1621

1622
1623
1624
1625
1626

WO 03/036416 PCT/US02/26033

Appendix C — Encryption and Export Compliance

2.3.1 Encryption and Export Compliance

The developer is required to specify the level of encryption contained within the application. This
section identifies the details of how the developer must identify the application encryption.

Developer will chose from a drop down list of four choices;
1. No Encryption
2. Encryption for Authentication/Password Protection
3. Encryption for mCommerce/eCommerce/Banking
4. Other Encryption

There will be a help button that will take them to the attachment "BREW encryption guidelines",
refer to Appendix A

2.2.1.1 No Encryption

If developer chooses #1, a repoﬁ is generated behind the scenes by QIS for
export compliance.

2.2.1.2 Encryption for Authentication/Password Protection or Encryption for
mCommerce/eCommerce/Banking

If the developer chooses #2 or #3, the developer is taken to a screen where
they must fill out the following information. A report with this data has to be
available by export compliance.

QO Type 1~ Encryption for Authentication/Password Protection OR
mCommerce/eCommerce/Banking
Software with limited cryptographic functions for access control, password protection or
authentication. (There is no encryption of files or text except as directly related to the
protection of passwords, Personal Identification Numbers (PINSs) or similar data to
prevent unauthorized access.)

The software is not user-accessible and is limited to or specially designed for any
the following functions (select Yes or No for each item below if your item falls into
this category):

Yes No

a Execution of copy-protected software,
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Copy-protected read-only media,

Information stored in encrypted form on media where the media is offered
for sale in identical sets to the public,

One-time encryption of copyright protected audio or video data,

Authentication or digital signatures,

Fixed data compression or coding techniques,

Banking or money transactions, or

Password protection, PINs or data protection for preventing

unauthorized access.
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2.2.1.3 Other Encryption

If the developer chooses #4, they have two choices: (Vicki...only see one
choice here.....)

O Type2
Other cryptographic functions (not described above) for transforming data in order
to hide information, prevent its undetected modification or prevent its unauthorized

use.

For Type 2 software, a formal U.S. government commodity classification will be required before the
software can be exported from the U.S. and made commercially available to the carrier. If you
company has not applied for the classification please check here: [

If you have the commodity classification information, complete the information in the box below:

1654
1655

1656
1657

1658
1659
1660
1661
1662
1663
1664

1665
1666
1667
1668

1669
1670
1671

If they don’t have a G number to enter above, they must fillout the encryption questionnaire form

(Appendix B) and submit source code to the government:

BREW Encryption Guidelines

QUALCO/\NW

U.S. Export Compliance General Information

The U.S. Govemnment's Bureau of Export Administration regulates exports of products and technology, including
software offered for download outside the U.S. To determine the export requirements of your software
application, the technical characteristics of the software must be reviewed against U.S. government guidelines.

These technical characteristics will falf into one of the three following categories:

Q Type 1
Software with limited cryptographic functions for access conirol, password protection or authentication.
(There is no encryption of files or text except as directly related to the protection of passwords, Personal
Identification Numbers (PINs) or similar data to prevent unauthorized access.)

The software is not user-accessible and is limited to or specially designed for any the following

functions
(select Yes or No for each item below if your item falls into Category 1):
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1672 Yes No

1673 O Execution of copy-protected software,

1674 O Copy-protected read-only media,

1675 O Information stored in encrypted form on media where the media
1676 is offered for sale in identical sets to the public,

1677 0 One-time encryption of copyright protected audio or video data,

1678 O Authentication or digital signatures,

1679 0 Fixed data compression or coding techniques,

1680 0 Banking or money transactions, or

1681 a Password protection, PINs or data protection for preventing unauthorized access.
1682 O Type 2

1683 Software with other cryptographic functions (not limited to Type 1 software above) for transforming data in
1684 order to hide information, prevent its undetected modification or prevent its unauthorized use.

1685 U Type 3
1686 No cryptographic functions.

1687

1688  Note: For Type 2 software, a formal U.S. government commodity classification will be required before the
1689  software can be exported from the U.S. and made commercially available to the carrier.

1690

1691 For additional information on U.S. government export controls visit the http://www.bxa.doc.qov/ or see the export
1692 compliance section of our Frequently Asked Questions at http://www.qualcomm.com/brew/support/kb/50.himl.
1693

1694
1285 BREWEnryplionGuidelinesVarsion2 doc
1696

1697
1698
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1698  Encryption Questionnaire
1699

JMMODITY CLASSIFICATION —~ ENCRYPTION QUESTIONNAIRE

+U.S. Government's Bureau of Export Administration regulates exports of products and technology, including software offered for download
side the U.S. To determine the export requirements of your software application, the technical characteristics of the software must be reviewed
inst U.S. govemnment guidelines. The below information is required to determine which export requirements may apply to your BREW

lication.

1700
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1. List the symmetric and asymmetric encryption algorithms and key lengths and also describe how the algorithms are used (e.g., 56-bit DES,
168-bit 3DES, 128-bit RC4, 448-bit Blowfish, etc). Specify which encryption modes are supported (e.g., cipher feedback mode or cipher

block chaining mode.):

Symmetric Algorithms

Name of Algorithm Maximum Key Length Mode(s) Use
Asymmetric Algorithms

Name of Algorithm Maximum Modulus Size Use

Hash Algorithms (list names) Use

2. State the key management algorithms and any key management protocols not listed above, including modulus sizes, which are supported
(e.g., 512-bit RSA, 1024-bit Diffie-Hellman:

Explain how the application uses these algorithms and protocols.

3. If using a proprietary algorithm not widely available, include a textual description of the algorithm.
Attach the source code for review by the U.S. Govermment.

4. Describe any pre-processing methods (e.g., data compression [LZS, Deflate, etc.} or data interleaving) that are applied to the plaintext
data prior to encryption.
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bad

.

Describe any post-processing methods (e.g., packetization, encapsulation) that are applied to the cipher text data after encryption:

List the communication protocals (e.g., X.25, Telnet or TCP) and encryption protocols (e.g., SSL, IPSEC, or PKGS standards) that are
supported:

Describe these protocols and explain how the application uses them:
Attach the source code for review by the U.S. Government if the protocols are not widely available.

Does this software contain a general application programming interface (e.g., one that accepts either a cryptographic or non-cryptographic

interface but does not itself maintain any cryptographic functionality)?
YesCI  NoD IfYes, describe and identify which are for internal (private) use and which are external {public) use:

Identify-the third party libraries or other sources for the encryption functionality below:

Library Manufacturer Static or Dynamic

n

For commodities o software using Java byte code, describe the techniques that are used to protect against decompilation and misuse.

Explain how the product precludes user modification of the encryption algorithms, key management and key space.

Check all that apply to this product:
Can the cryptographic functionality be easily changed by the user?
YesdO NoO

Does the product require substantial support for installation or use (beyond phone support, e.g. requiring a service contract).
Yes O No O

Has the cryptographic functionality been modified or customized to customer specification.
YesOO No[O

You must certify that the application does not implement an open ciyptographic interface (OGI). An OCI provides end users with the ability
to plug in encryption functionality of their choice. Applications implementing an OCI are not eligible for download via the BREW platform.

O I certify that this software application does not contain an open cryptographic interface.
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| hereby certify that the above information is correct.
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1. Terminology

This section describes terms and identifiers that will be used in this document. Table 1
defines cross-functional QIS Middleware terms and identifiers. This table is not meant to
be a complete list of all QIS terms but specifically those terms that are relevant to the
QDC applications and services.

ISV

pa o

ko) wobvalkrdo AR e M
Independent Software Vendor. Term us
established a definitive agreement with QIS.

Restricted
Application

A restricted application or “pass-thru” application is a non-certified BREW application submitted
to QIS from the carrier. It is only available originating carrier for distribution.

Limited Application

‘A limited application is a BREW certified application which may be set to limited distribution to a
select set of carrier(s) by the ISV.

Public Application

A public application is a BREW certified application that is made available to all carriers for
distribution by the ISV.

Standard
Application

Either a Limited or Public Application.

Appl ID

‘Assigned automatically by UAM and only relevant to UAM and ADS.

Part Number Relationship. UAM maintains the mapping between part numbers and Appl IDs.
Transaction History: Appl ID is contained in the transaction history and used to track phone
events.

SID

Subscriber ID. This is a pseudo customer identifier that is used to identify customers. It may
correspond to 2 MIN (i.e., phone number) or may be another carrier designated identifier. The SID
and MIN will be logged at the ADS with the events will be provisioned on the phone. If a SID is
provisioned on the phone, MIN will not be transferred back to TX.

MIN

Mobile ID Number or phone number

The MIN is used for transaction processing if the Carrier elects not to provision a SID. In that
case:

Transaction History: MIN is passed in the transaction log for billing and payment processing.
Provisioning Data Report: Carriers will provide a perioding report to QC which will include MIN
updates (i.e., MIN out of service, MIN reassignment, etc.)

Part Number

» Is assigned by QDC Operations when the application is submitted for insertion into UAM.
» For Restricted Applications, the Carrier assigns a carrier unique part number and then QDC
Operations adds a carrier prefix to the carrier part number.

» Part numbers are used for tracking the distribution and of BREW applications. It is a number
exposed externally and a key identifier for billing process functions (i.e., not Appl IDs)

Primary Carrier

Associated to the carrier with which all BREW agreements are negotiated and approved. A
primary carrier may be associated with “affiliate carriers” (i.e., for regional support).

DAP

Developer application price. This is the price which is used to determine the payment to issue the
developer based on phone transactions. A developer may have different application DAP’s across
different carriers. It is independent of carrier’s purchase price.

Purchase Price

The amount that the carrier will charge the device user.

Developer Fee (DF)

The amount that the developer is paid for the application.

QC Revenue Share
(RS)

The amount that QC will charge the carriers based on application sales.

Pricing Methods

There are five pricing methods:
1) Demo
2) Purchase
3) Subscription
4) Upgrade (i.e., patch is a free upgrade)
5) Provisioned
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Price Basis There are four basis types associated with application pricing.
1) Fixed Uses. Billing based on 5 plays, 10 plays or unlimited. Developer/application is
responsible for decrementing the counter.
2) Fixed Date. Billing based on expiration date ie: 3/31/00, date expressed as seconds since 0:0:0
6-Jan-1980 or unlimited
3) Fixed Duration. Billing based # of days after activation i.e., 30 days from first use or unlimited
4) Elapsed Time. Billing based on minutes of use ie: 120 minutes or unlimited
Price Point For each price basis, one or more price points may be defined depending on the price method. The
price point includes a value and a DAP. For example, for fixed uses a price point could be 5 uses
and $1.00 DAP.
Price Plan The price plan is a term used to refer to the entire pricing structure for a particular application/part

number. The price plan includes all relevant price methods, basis types, and price points.

2. Application Pricing Template

The Independent Software Vendor (ISV) will submit application specific pricing
information via the Developer Extranet. ISVs who submit their applications for TRUE
BREW certification will be notified to submit application pricing information after their
application has been certified. It is not mandatory for Restricted Applications to go
through TRUE BREW certification, but they will be required to have pricing information
submitted via the Carrier Extranet by the Carrier. This section describes the content and
semantics of the pricing information.

2.1 Pricing Plans

a) Price plans are-have both an effective date and expiration dated. This means that a
current price plan may be superceded when a new price plan for the part number
when the new plan reaches an effective date. Price locking agreements will impact
timing of effectivity for new price plans. Effective dates for price plans will be
validated against price locking rules using the expiration date of the active price

plan. .

b) Per Primary Carrier, only one plan may be in effect at any point in time (carrier
specific or default) per part number:

¢) Across Primary Carriers, a default price plan may be in effect across multiple
primary carriers at any point in time.

d) ISV will be able to set price locking attributes on a price plan.

e) ISVs will participate in price plan “negotiation” with carriers via the developer
and carrier extranet services. The price plan negotiations may cause ISV to create
carrier specific price plans or modify default price plan for-aHacross multiple
carriers.

2.2 Pricing Methods
The developer must select at least one of the following application pricing methods:

1) Demonstration ~ is a method associated with no cost to the consumer.

2) Purchase — is a method associated with usage-based cost
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3) Subscription — is a method associated with a monthly cost

4) Upgrade — is a method associated with an optional cost for application
enhancements. An upgrade is a one-time enhancement purchase. It does not
change the consumer’s usage settings on the application being upgraded.

5) Provisioned — is a method associated with cost for preinstalled applications on a
phone by the OEM and/or carrier. The developer will not have access to submit
this pricing method unless the carrier or the OEM requests access on behalf of
the developer.

2.3 Patches
Patches will be distributed with pricing method of type “upgrade” at no cost.

2.4 Pricing Basis
There are four valid pricing bases:

1) Number of Uses Fixed-Uses (Number of uses as defined by the application)
2) Expiration Date (Fixed Date £Day/Time GMT)

3) Number of Days (Fixed Duration)-#-Pays)

4) Elapsed Time Used (minutes)

The pricing method dictates which pricing bases are applicable in the Pricing Template.
The table below indicates which pricing bases correspond to each pricing method.

Pricing Method to Pricing Basis Mapping

Pricing Pricing Basis Types
Method FixedNumbe | FixedExpiratio | Fixed Elapsed

r of Uses n Date DurationNumbe | Time

r of Days

Demonstration X X X X
Purchase X X X X
Subscription NAAX NAAX MNAX NAAX
Upgrade N/A N/A N/A N/A
Provisioned X X X X

2.5 One Pricing Basis per Pricing Method

For a given application/part number, a pricing method, with the exception of an upgrade,
can be associated to only one pricing basis per price plan. For example, Price Plan A can
have a Demonstration based on Fixed Date and a Purchase based on Fixed Duration.
Price Plan B can have Demonstration based on Fixed Duration and Purchase based on
Fixed Date. However, a singie pricing method within a price pian cannot be both fixed
duration and fixed uses.

2.6 Pricing Points
a) The purchase price method can have one basis with up to three price points defined.
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72 b) The demonstration and provisioned price methods can have one basis with one price
73 point defined. :
74 ¢) Subscriptions will always be configured for unlimited use and are net-associated to a
75 specific pricing basis based on application considerations. Fherefere-aA subscription
76 will only have one price point. The price point will represent a monthly DAP and a
77 monthly fee to the subscriber.
78 d) Upgrades are not associated with a pricing basis_as an upgrade does not affect
79 application usage of the version being upgraded. The only pricing information
80 associated with an upgrade is an optional DAP and optional purchase price.
81 For example, an application of pricing method “purchase” can have a pricing basis of
82 “Number of fixed-uses” with price points 5 plays, 10 plays, and unlimited plays. Each
83 price point is also associated with a DAP (Developer Application Price), which is one of
84 the key values that the developer payment is derived from. Purchase price is not part of
85 the pricing template as it is the value that the carrier will charge the consumer for that
86 particular price point. Purchase price is maintained by the carrier via the Carrier
87 Extranet catalog management functions. Purchase price can be set to be the same as,
88 higher than, or lower than DAP. DAP is always in US Dollars, while Purchase Price
89 currency is determined by the carrier.
90 Example Price Points for Number of Uses
91 Pricing Method = Purchase
92 Pricing Basis = Fixed Uses
93 Yen Conversion Example: 1 U.S. to 116 Yen
Attributes Price Point 1 | Price Point 2 | Price Point 3
Value 5 plays 10 plays Unlimited Plays
DAP $1.00 U.S. $3.00 U.S. $100.00 U.S.
Purchase Price* 120 Yen 360 Yen 1,200 Yen
o4 * Purchase Price is specified by the carrier and in the currency of the catalog
95 2.7 Developer Default Price Plan
96 a) A price plan refers to the application price methods, pricing basis and price points
97 (i.e., including DAP).
98 b) The ISV must define at least one price plan per application part number. (i.e., pricing
99 method, pricing basis, and price points).
100 c) The ISV can define default and/or carrier specific price plans. Default price plans are
101 visible to all carriers.
102 d) If the ISV did not define a carrier specific price plan, the carrier can add the
103 application to their catalog using the default pricing plan.
104 e) Only the ISV can modify the application’s price plan (i.e., by part number)
105 f) The carrier may attempt to negotiate with the ISV regarding price plans via the
106 Carrier Extranet. If the ISV agrees to the modification, the ISV can modify their
107 default price plan, if it is not in use with other carriers. More likely, an ISV will create
108 a carrier specific price plan with the negotiated modifications.
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109 2.8 Carrier Specific Price Plan

110 a) The ISV will be permitted to maintain carrier specific pricing plans. This means that
111 the ISV can define distinct pricing methods, pricing basis, and price points per carrier.
112 b) Carrier specific price plans are only visible to the intended specific carrier.

113 ¢) The carrier specific pricing plan will replace the carrier pricing for the application in
114 its entirety, (i.e., deltas between the default price plan and carrier price plan will not
115 be retained).

116

117 2.9 Price Plan Effective dates

118 a) Price plans are effective dated. This means that a current price plan may be

119 superceded when a new price plan for the part number reaches an effective date. The
120 ISV can specify a price plan lock feature when preparing their pricing plans.

121 b) This price locking feature will apply to both the *“default” price plans and “carrier
122 specific” price plans.

123 - ¢) Price Locking values will be No Lock, 6 Months and 12 Months:

124 = No Lock: means that the price can be changed for an active or pending

125 application, with 60 days advanced notice to the carrier(s) from the day the price
126 A plan attributes are modified thru the extranet. An active application is one that is
127 currently in a catalog offered to the carrier’s consumers. A pending application
128 is included in a catalog set to a Ready state (i.e., scheduled to be released). For
129 non-active applications, new pricing will take effect based on effective date set
130 by ISV. The Web interface will validate that the effective date of the price plan
131 is a minimum of 60 days from the current date for active applications.

132 » 6 Months: means that from the date the price plan is effective, the price plan
133 cannot be changed by the developers within the six month window. The Web
134 interface will validate that a new price plan for a part number with a six month
135 lock must have an effective date beyond the six month lock date. The developer
136 must make a new price plan effective at least 60 days before the end of the six
137 months for it to be effective at the end of the current lock date. Any changes
138 made within 60 days of the end lock date cannot go into effect for 60 days from
139 the current date for active and/or pending applications. If no new plan is in

140 effect at the end of the lock date, the current price plan remains in effect and

141 price plan edits ing automatically rolls into a2 No Lock Plan.

142 » 12 Months: same as 6-months but for 12 months.

143

144 d) The default price lock value will be No Lock.

145 e) Price Plans will have the following states:

146 < st

147
148
149
150
151
152
153
154 k- AR TR .
155 * PENDING: Being Edited by the ISV
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156 » READY: ISV Editing Complete, available for carriers to view. Effective Date
157 Assigned. can’t be edited until state is changed back to pending . Only ISV can
158 change from ready to pending)

159 = ACTIVE: When price plan is assigned to any carrier parts list. A price plan in an
160 ACTIVE state implies that is in effect for a specified part number/cartier. It
161 does not infer that the carrier has included the part number/price plan in a

162 catalog (pending, active or inactive)

163 » DEACTIVE: A price plan that was previously ACTIVE and superceded by

164 another price plan which has reached the effective date. Also DEACTIVE if
165 expired and not on any carrier parts [ist.

166

167

168

169 Bt peisoagy hen a price plan is set to READY, an e-mail notitication
170 should be generated to carrier marketing contacts for all carriers that have the
171 related part number contained in PENDING or ACTIVE cataiogs.

172 H

173 g) When the effective date is reached, the price plan is in “effect” across-all-catalogs. It
174 is the carriers responsibility to update the carrier catalog with the new price plan and
175 push the new catalog to the carrier ADS. If the part number is not included in any
176 catalogs, the price plan still goes into “effect” on the effective date and not prior to it.
177 It is the responsibility of the carrier to update the purchase price as appropriate in the
178 catalog and push another catalog out.

179 *=  Option A: Carrier agrees with the new price plan and needs to modify their list
180 prices accordingly on the effective date. If the ISV only changed DAP and there
181 was no change in price points or bases, then new pricing will automatically go
182 into effect for all existing catalogs that include the part on the effective date.

183 £Option B: There was a change in price points and/or bases and the carrier does not
184 accept new pricing and update active catalog(s)w

185 ‘ arrier must remove the part number from all pending-PENDING
186 an CTIVE catalogs on effective date. {g8 N

187 M he middleware will monitor for carrier continued usage of expire

188 ans and notify ISV and Carrier.

189

190 3. Price Plan Functions by State

State Editable Clonable Modify Effective Date | Delete Plan
PendingPENDING X X X X
ReadyREADY X X* Xk
Aetive ACTIVE X
Inactive DEACTIVE X ¥
191 * Can only modify the effective date of a READY price plan (i.e., scheduled to be activated).
192 Changes to the effective date of a READY price plan follow the same validation logic as above.
193 For No Lock, the effective date must be 60 days from the current date.
194 ** A READY price plan can be deleted because it has not reached its effective date.
195 3.1 Demonstration Applications
196 a) For Phase 1, a demonstration copy is the same application (i.e., Appl ID and Part
197 Number) as the purchased copy (i.e., no difference in functionality).
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b) For Phase 1, the demonstration copies will be configured for constrained “use” by

intelligent price point.

¢) Demonstration pricing may only have one price point per application.

d) The basis type selected for the demonstration copy does not have to correlate with

the basis selected for application purchase.

e) Demonstration pricing will have a $0.00 DAP.

3.2 Subscriptions

In Phase 1, the goal is to implement a simple subscription model which can be enhanced
to begome more sophisticated in future phases. A basic scenario for subscriptions is
described in Table 3:

Table 3. Subscription Scenario

Step Description

1. Application is made available for subscription to consumers via the
Carrier Catalog Management functions in the Carrier Extranet and
configures usage attributes

2. Consumer downloads an application and selects price method of type
subscription-{pre-paid-er-net). A download event (DL) is recorded at
ADS and propagated to QDC TX. ts this transaction into a
“subscription start” event (SS)

on the same day as the DL event..

Consumer uses application and is billed monthly for application usage.

Consumer cancels subscription via the phone menu options.

bl ol ol

ADS Jogs the subscription end event (SE) with the subscription plan id.
TX derives a delete event (DE) upon receipt of an SE event. The
subscription end event (SE) is handed to billing to terminate the
developer payment and consumer billing.

6. Carrier applies subscription adjustments to the Adjusted Billing data
based on the carrier’s reconciliation process

7. Adjustments affect QC invoicing according to carrier agreements.

The requirements to support the described subscription scenario are the following:

a)

b)

One Application. A subscription is a price method of an application. For Phase
1, subscriptions ARE NOT multiple applications under a common subscription
plan.

Monthly Billins-SubsesiptienSubscription Bill Event. The TX manager will

generate a monthly billing event for all subscriptions that have not been
cancelled or remain “active” subscriptions. TX will generate the first
subscription bill event at the start of the second month. As such if there is a
subscription end event (SE) then a subscription start event (SS) in same month
we will not double charge for that month. The derived billing date will be
generated on the same calendar day per month that the application was
downloaded for subscription._If the initial subscription download day is the 28,
29. 30 or 3] the monthly bill date will be on the 28" of each month.
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223 ¢). Billing. A subscription will be billed to the consumer after application

224 download. Discrepancies in subscription billing to the consumer may be

225 adjusted using the carrier extranet services relating to billing adjustments.

226 d) Sustaining Content. A subscription may be associated with an application that
227 requires on-going content updates (i.e., MP3’s, Location Services, etc.). These
228 content updates are to be provided by the developer or third parties. It is the
229 responsibility of the carrier or ISV to initiate and stop the forwarding of content
230 updates to the consumer based on the content subscription terms

231 e) Canceling a Subscription. A consumer cancels a subscription via a phone menu
232 option. The subscription end event (SE) will get logged in the ADS and

233 propagate to TX/Billing thereafter. TX derives a delete event (DE) upon receipt
234 of an SE event. Permanently deleting the application is equivalent to canceling a
235 subscription.

236 f) GRS Disable Application. The user may delete-disable the application without
237 cancelmg the subscnpuon The consumer can subsequently download the

238 application again for use.-We-recommend-using-Disable-overDelete-to-ensureno
239 loss-of personal-data-asseciated-with-the-application.

240 . N P B . R D) R : g

241

242

243

244

245 3.3 Provisioned Applications

246 a) Provisioned applications are pre-installed on the phone by carriers and/or OEMs.
247 b) A provisioned application may be a restricted or standard; Hmited-er-publie

248 application.

249 c) A provisioned application will not be downloaded initially via the ADS, but the
250 device users would have the ability to upgrade the application, restore the

251 application after a disable, or extend the purchase through the ADS/Catalog.

252 d) For standard applications, the carrier must authorize the ISV to create a

253 provisioned price plan. Either a carrier or OEM can submit a restricted

254 application and price plan for provisioning through their respective extranets.
255 e) Provisioned price plan can use any price basis, but can only have one price point.
256 f) There is no purchase price associated to a provisioned application.

257 g) The license information is available to the end user via Mobileshop.

258 h) The device user can remove and/or disable provisioned applications from their
259 phone via MobileShop.
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268 6.2 Carrier Extranet

269 The carrier extranet will provide access to QDC services to authorized carriers. A user
270 will be restricted to transact and view carrier specific information, where applicable.
271 Some of the information on the carrier extranet is carrier specific and therefore restricted
272 across carriers. Other information is general BREW information accessible to all
273 carriers. A developer can create applications that will be restricted/limited for
274 distribution by specific carriers. Other applications will be available for any carrier to
275 distribute.
276 The types of extranet services include: authentication, catalog management, reporting,
271 querles customer service and secure file exchange. Table 7 describes the functionality
278 in each of these areas.
279
280 Table 7. BREW Phase 1 Carrier Extranet Functions
‘Type:~ " | Functions "Sub-Functions
Authentication Login e Authenticate usend password token based
Catalog Mgmt Manage Carrier e Manage carrier application list
Application List » Handle global restrictions based on platform, language and developer.
» Query available applications by application type, developer, language, platform
e Hide applications from the select list
¢ Retrieve hidden applications
s Add applications to carrier parts list.
« Denote applications not yet included in catalog with special symbol
e View application details read-only information (i.e., description of application, date of
certification, developer information, etc.)
Negotiate pricing e Agree to developer pricing
w/developer o Send email to developer with pricing modification
Create Catalogs e Create, edit and delete new catalogs
e Set catalog name, version, description, effective dates, languages, currency
e Clone and edit all'states of existing catalogs
o Manage catalog states: pending, ready and active
o Ready, Active and Deactivated catalogs may not be edited — they can only be cloned.
Manage Catalog o Create, edit and delete categories
categories e Associate icons to categories
e Modify sort order of categories
o Enter additional language for categories
Manage Applications | e Modify sort ordering of Applications within Categories (i.e., Move function)
within Catalog e Add, Delete Applications
Categories o Within a single category, an application can have one price basis and pricing information

for each pricing method.

¢ Assign application level icons to be displayed on the phone.

e The developer sets application names, but the carrier can append them.

e An application can be named as differently across categories within a catalog

Maintain Application | e List ALL applications available in Carrier Applications List

Pricing ¢ View Application Pricing Method and Basis Information

o Within catalogs, the carrier can set the purchase price for each available pricing method.
(i.e., displayed on the phone and can be different than Developer DAP).

¢ The purchase price should be entered in the default currency of the catalog.

e If the catalog supports multiple currencies, the purchase price must also be set in every
currency the catalog supports.

e The carrier can select specific pricing methods and specific pricing basis from the
developer’s pricing plan to host in a catalog.

281
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Table 7. BREW Phase 1 Carrier Extranet F}lnctiqns (contﬁnued)

“Type. TFunctions - J Sub-Funetions - oo, . o o e o e o
Changing available o If a new catalog is pushed out to an ADS and a previously offered application is not
applications for end offered any more, the application may still be used by subscribers who downloaded it
user. previously. If a user had disabled the application and it is no longer available via the

current catalog, it is still available on the ADS to be reloaded on that subscribers phone.

Associate catalog to e Specify carrier ADS to activate with this catalog. A catalog/version can be associated to

ADS’ multiple carrier ADS’.

Catalog Version » Propagates all changes to the selected catalog version to the ADS at specified Activation

Activation Date date/time.

Catalog Reports | Catalog Report e Query all states of catalogs (pending, ready , active and deactivated)
o Select Catalog and Version and see contents.

BREW Application o Listing of all BREW Application and which are active on any Carrier’s ADS. List by

Cross Reference Carrier ADS ID.

Report .

Activation Report » Listing ordered by date descending, of all changes submitted for a Test catalog or Prod
catalog for a specified ADS ID. Should list versions of catalog applied over a date range
and the changes to the catalog applied at the activation date (i.e., application add/delete,
pricing change, userid submitting the change, etc.).

Carrier Maintain o A carrier maintains and publishes Carrier specific guidelines which are used to inform
Guidelines developers about carrier specific application attributes and pricing information.
Developer Info | Query for Developer o Query developer contact information by Part Number, Developer Name or Application

Information Name

Application Application Recall e Enter Application Delete List for application recall/delete across all Carrier ADS’
Recall List
Provisioned Allow Developer to e Mark application for provisioned pricing
Application Submit Provisioned ¢ Display provisioned pricing
Price Plan e Remove provisioned pricing from application
Restricted Submit e Submit Application
Application o Create Price Plans
o Modify Price Plans
Billing Services | Billing Inquires e Near real-time queries
Billing Event e Enter SID, Part Number and Date Range
Adjustments » Retrieve events associated with parameters
o Mark event as “ignore” or enter event adjustment debit/credits
Secure File QDC to Carrier o Monthly Billing Related — Adjusted Billing Data Report — includes SID, QC Part
Exchange Number, Application Title, Date and time of download in GMT, basis for purchase, and
price of application. This report distinguishes between applications downloaded and
applications deleted by the subscriber. It includes processing of all the following types
of data at a snapshot in time:
a) Transaction History from the Carrier ADS (includes part number conversion)
b) Carrier Provisioning Data which includes Preinstalled Applications via OEMs of
Carrier Service Centers, MIN Deactivation/Reassignment
¢c) Adjustments — QC adjustments, carrier credits and accounting reconciliations for
subscriptions
o Application Recall Data — used by carrier to broadcast an SMS messages to the phones to
recall malicious or volatile applications
e Application Technical Document — used by carrier for tier 1 support to consumers.
Carrier to QDC o Monthly Billing Related — Carrier Provisioning Data which includes:

a) Preinstalled Application data — includes SID, Application Title, QC Part Number,
Installation Date/Time, and Price Plan

b) MIN Deactivation/Reassign data — MIN, and date/time of activation, need to know if
MIN history needs to be carried over from previous number to new number

¢) Bulk Adjustments data — by exception there may be file transfers instead of entering
the adjustment via the extranet one transaction at a time, This is TBD.

Customer Service Related - BREW Problem Summary Report - Monthly Summary of ail
BREW Related Call and Problems
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282  Price Plan Overview

283
Developers Submits Pricing Templates
O S WS N A S S R L
brew. P—

— e o T

L) Denprisy [T v Pricing - Feanie pick, wierit [ J Cudee 0
Five Pricing Methods: st =]

Zhoww "] mo0m u.-x’:;['::
1. Purchase T

[T e Y P e
2. Upgrade L= -
- e [

3. Demonstration =
4. Subscription

Pricing ka7 of ten” buie: Pricing ke Fland Daia’ bwin;.
5. Provisioned SEEERE e

S s e S e
* Purchase Price is specified by the carrier
- GUALCOMM Conidentiat L L ey e
284

" Developer Pricing Options

Prchmors RTERT et D4 g s S SRSy 3

brew.

Developer has Choice of:

* Fixed Number of Uses [5 Application Launches]
= Developer Defines a Use (Decrement/Increment)
= Example: Off-Line Game

* Fixed Date [June 5, 2001]
= Example Use: Limited Time Special Pricing

= Elapsed Time Used [20 Minutes]
= Actual Time Application in Use
= Example Use: Group On-Line Gaming

= Fixed Duration {90 Days]
= Elapsed Calendar Time on Phone
= Example: Off-Line Music Player

" QUALCOMM confidentiat . . o sy i
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Subscriptions, Demos, and Upgrades

Ry SN s AR TN A B A AL SR Ok SOOI L L

brew.

= Subscriptions
o Started and Canceled from Phone (Requires Connect to End)
= Renewal Date Same as Purchase Date (Not 15! of Month)
= Unlimited Usage During Month

= Demonstration
= Full Featured Application (May Use Demos Sparingly)
= Must Set Single Short Usage Interval (e.g., 1 Use)
= Subscriber can Download Demo Multiple Times

» Upgrades
= An Upgrade can be a Fixed Price (e.g., $2) or Free
= Phone Automatically Detenmines if Upgrade Applies
= Typical Use of Priced Upgrade is Unfimited Use Applications

" QUALCOMM Confidential * ' © mayam

Example Application Pricing

T

brew.

Attributes Price Point 1 Price Point 2 Price Point 3

PURCHASED USES Value 5 plays 10 plays Unlimited
Pl

Application = Brick Attack 2ys

DAP $2.00 $3.00 $20.00
Pricing Method = Purchase

1ice*

Pricing Basis = Fixed Uses Purchase Price $2.00 $3.00 §20.00

* Purchase Price is specified by the carrier

Phone user downloads Brick Attack with 10 plays (Price point 2)

Phone user charged $3.00 on next monthly bill from carrier

Developer is paid $2.40 (80% of DAP)

Carrler and QUALCOMM divide remaining $0.60 cents (20% of DAP)
Phone user adds additional 5 plays of Brick Attack (Price Point 1)
Mobileshop Increases the number of plays by 5

Phone user is charged additional $2.00 on next monthly bill from carrier
Developer Is paid $1.60 (80% of DAP)

Carrier and QUALCOMM divide remaining $0.40 cents

© @ N @O s e NS

| QUALCOMM Confidential ST My 200
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Welcome Mitch Oliver, Qualcomm

CX it B

Thu, August 9, 2001 (GMT++8)

APPLICATIONS LIST

w APP LIST

# ADD NEW - H Hangman - Application Details
CATALOG,
EATALOGS Name: Hangman
ADS ADMIN Description: Hangman signed application
PARTS LIST Verslon: 1.1
peveloper: s
H e
Tpe cames
Languages Supported: English
Price Plan:

Summer Speclals- Effective Date: 07-21-2001

Demo
Uses List Value: 5 DAP: $0
Purchase
Uses List Value: 25 DAP: $2.25
Uses List Value: 50 DAP: $3

Agree to Price Plan .
To use Hangman In a Qualcomm catalog, click on the "I Agree" button to agree to the price plan. By agreeing to the price plan, this application will now
be available for you to add to a catalog.

Request Price Change
1f you would like WART to modify the price plan for Hangman before selecting the application, type in what the requested modification is and click Send.

Requested Change:
requests a change in _l}_l
Purchase 25 uses DAP from i
$2.25 to $2.00 .

Covey

Copyright © 2001 QUALCOMM Incorporated. All Rights Reserved.
Maintained by brew-web@qualcomm.com. Version 1.1
{moliver,tst,Qualcomm)
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iR E W | Carrier Extranet Page 1 of |
Welcome Mitch Oliver, Qualcomm |EEERal

Thu, August 9, 2001 (GMT+8)

APPLICATIONS LIST
ENTALGG B Hangman - Application Details

» C‘,AT’ALSG‘::- Name: Hangman

n ‘n‘Ds.'Ao'}mh B Description: Hangman signed application
» PARTS ll.'l_ST:..', . Verslon: 1.1

peveloper: waer

Games

Yoot
3 ) Languages Supported: English

Price Plan:

Summer Specials- Effective Date: 07-21-2001

Demo
Uses List Value: 5 DAP: $0
Purchase
Uses List Value: 25 DAP: $2.25
Uses List Value: 50 DAP: $3

Agree to Price Plan
To use Hangman in a Qualcomm catalog, click on the "I Agree" button to agree to the price plan. By agreeing to the price plan, this application will now
be avallable for you to add to a catalog.

Request Price Change
If you would like WART to modify the price plan for Hangman before selecting the application, type in what the requested madification is and click Send.

Requested Change:

Price Plan Change Request History
History of price request changes that have been submitted for Hangman by Qualcomm

o Verizon requests a change In Purchase 25 uses DAP from $2.25 to $2.00 (2001 -08-10 00:02:10.0)

Copyright © 2001 QUALCOMM Incorporated. All Rights Reserved.
Maintained by brew-web@qualcomm.com. Version 1.1
{moliver,tst,Qualcomm)
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—‘ F" -
Welcome Mitch Oliver
| Upgrade Developer Benefits |  Technical Support | Business Development | Marketing | Business Operations |
g y

S

Pricing Templates

Create New Price Plan

Pricing Type
® Default Pricing

€ Carrier Specific
Price Plan Information

Price Plan Name: ’ /

There is no effective date for inital pricing of an application. However, a developer can set an effective date for price point
changes ance the application pricing has been established. The carrier has up to 60 days to either accept the revised pricing
or remove the application from their catalog.

The price changes indicated in this template will be effective on: & l i

(The date must be formatted DD-MMM-YYYY hh:miss.)

Price Plan Effective Period: ~ [NoPricetock ]
Demo Basis

Developer must select one price basis for the demo price method. Developer Application Price (DAP) must and will always
equal zero dollars for demo applications. This field is not updateable by the developer or the carrier.

Choose one:

Pur(-:'ﬂa-sé“r:‘;'ic‘ing Basis
Developer must select one pricing basis for the purchase price method. Within this chosen basis, the developer may set up to
three price points. One of the price points can be designated for unlimited uses. Developer Application Price (DAP) must be

set for each price point in the U.S. Dallars.

Choose one:

(no purchase plan) ¥
Subscription Basis
Pricing for the subscription price method is indicated as a monthly charge for unlimited uses within that month. Developer
Application Price (DAP) must be sent in U.S. Dallars.

Choose one:

Upgrade Basis
The developer has the option to set a one time fee to the end user for downloading the upgrade. If this fee is not set, the
application will be placed in the carrier's catalog as a free upgrade. For this price method, Developer Application Price (DAP)

indicates the amount of this one time fee and must be set in U.S. Dollars.

Choose one:
(3dd upgrade) ]

QUALCOMW

Upgrade D pi ] T | Support | Business Devek | ing ) [o] | ContactUs | Site Map

ESPL A B o

etk B T T L R

© Copyrlght 2001 QUALCOMM Incorporated. All rights reserved.

Site last updated: August 8, 2001
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%mw

Welcome Mitch Oliver
| Upgrade Developar Benefits |  Technical

SRS

Pricing Templates

Create New Price Plan
Pricing Type
@ Default Pricing

€ Ccarrier Specific
Price Plan Information
Price Plan Name: ' PP2
There is no effective date for inital pricing of an application. However, a developer can set an effective date for price point

changes once the application pricing has been established. The carrier has up to 60 days to either accept the revised pricing
or remove the application from their catalog.

The price changes indicated in this tempiate will be effective an: )
(The date must be formatted DD-MMM-YYYY hh:mi:ss.)
Price Plan Effective Periad:  |No Prce Lock ¥

30-_:-1ug-200_1 00:00:00 s

Demo Basis
Developer must select one price basis for the demo price method. Developer Application Price (DAP) must and will always

equal zera dollars for demo applications. This field is not updateable by the developer or the carrier.

Choose one:
Expiration Dal

- Enter expiration date and price below:
Expiration Date: ®l31'-dec12001 00:00:00
DAP {U.S. Dollars):  $0.00

Purchase Pricing Basis
Developer must select one pricing basis for the purchase price method. Within this chosen basis, the developer may set up to

three price points. One of the price points can be designated for unlimited uses. Developer Application Price (DAP) must be
set for each price point in the U.S. Dollars.

Choose one:

|Explratlan Date ;i[

Enter expiration dates and prices below (dd-mmm-yy):
Expiration Date: &[31-dec-2001 00:00:00 §[31-0ct-2001 07:00:00

* @ Unlimited
(" (seta value)

DAP {U.S. Dollars): s]s.oo . sja.oo' ' $r ;

Subscription Basis
Pricing for the subscription price method is indicated as 2 monthly charge for unlimited uses within that month. Developer

Application Price (DAP) must be sent in U.S. Dollars.

Choose one:
?xplratlon?gske .
Enter price below:
Subscription Plan: monthly
DAP (U.S. Dollars): ¢ 11-09 i

Upgrade Basis
The developer has the option to set a one time fee to the end user for downloading the upgrade. If this fee is not set, the

application will be placed in the carrier's catalog as a free upgrade. For this price method, Developer Application Price (DAP)
indicates the amount of this one time fee and must be set in U.S, Dollars.

Choose one:

[(add uprade) 7]

Upgrade Developer Benefils )  Technical Support |

© Copyright 2001 QUALCOMM Incorporated. Al rights reserved.

Site last updated: August 8, 2001
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Thu, August 9, 2001 (GMT+8)

HOME |

; . APPLICATIONS LIST
APP LIST

& ADD NEW ) Hangman - Application Details
i CATALDG
. : Name: Hangman
Description: Hangman signed application
Y Pmir‘s‘us Version: 1.1

Developer: WART
e B Somes
Languages Supported: English

Price Plan:

Summer Speclals- Effective Date: 07-21-2001

Demo
Uses List Value: S DAP: $0
Purchase
Uses List Value: 25 DAP: $2.25
Uses List Value: 50 DAP: $3

Agree to Price Plan
To use Hangman in a Qualcomm catalog, click on the "I Agree” button to agree to the price plan. By agreeing to the price plan, this application will now
be available for you to add to a catalag.

Request Price Change
If you would like WART to modify the price plan for Hangman before selecting the application, type in what the requested modification is and click Send.

Requested Change:

requests a change in :‘:4
Purchase 25 uses DAP from H
52.25 to $2.00 '

Caemec

Copyright © 2001 QUALCOMM Incorporated. All Rights Reserved.
Maintained by brew-webh@qualcomm.com. Version 1.1
{moliver,tst,Qualcomm)
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CLAIMS

1. A system for distributing applications over a wireless network, comprising:

a centralized processor operable to perform administrative functions associated with
downloading an application to a wireless device;

a local processor connected to the centralized processor and operable to receive catalog
data and the application from the centralized processor, to transmit the catalog and application to
the wireless device, and to record transaction data associated with the transmission of the
application; and

a transaction history server connected to the centralized processor and the local processor
and operable to receive metadata information from the centralized processor, receive transaction
data from the local processor, and processor the metadata information and transaction data for

billing.

2. An apparatus as disclosed herein.

3. A method as disclosed herein.
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