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COGNITIVE RADIO METHOD AND APPARATUS FOR ACHIEVING AD HOC
INTERFERENCE MULTIPLE ACCESS WIRELESS COMMUNICATION

CROSS REFERENCE TO RELATED APPLICATION

[0001] This application is a continuation-in-part of co-pending U.S. Application No.
14/585,780 filed December 30, 2014, which claims the benefit under 35 U.S.C. §119(¢) of
U.S. Provisional Application No. 62/012,672 filed June 16, 2014, each application

incorporated herein by reference in its entirety.

STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH

[0002] This invention was made with Government support under Contract No. FA8721-
05-C-0002 awarded by the U.S. Air Force. The Government has certain rights in the

invention.

FIELD

[0003] The concepts described herein relate generally to wireless communication, and
more particularly to cognitive radio systems and techniques for achieving wireless

communications in the presence of interference.

BACKGROUND

[0004] As is known in the art, different wireless networks and/or systems of radios avoid
interfering with each other by various options. For example, some systems rely on pre-
arrangement or careful assignment of frequency bands, time slots, or signature pulses as is
done for cellular systems through frequency reuse maps and time division multiple access
(TDMA) for global system for mobile communications (GSM), orthogonal frequency
division multiple access (OFDMA) for long term evolution (LTE), spread spectrum for IS-
95, and combinations of these for wavelength carrier division multiple access (WCDMA)
through HSPA commercial cellular standards. Other systems utilize collision avoidance
techniques such as those employed for a packet based systems such as IEEE 802.11/16/22
(WiFi and WiMax) where collisions are controlled as part of a multiple access medium
access control procedure (E.g. carrier sense multiple access). Still other systems utilize so-

called “on the fly” interference assessment and avoidance is used in operational paradigm
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for “cognitive radio” via dynamic spectrum access (DSA) for the newly allowed
“secondary” user (see IEEE SCC41: Standards for Dynamic Spectrum Access Networks).
This is done by the system of so-called “secondary user” radios actively sensing the radio

spectrum and coordinating to choose an unused or empty band for transmission.
[0005] The existing systems, however, all fail if they are unable to avoid interference.

[0006] As the consumer market continues to rise for smart phones and wireless data
service, the demand for more and more throughput increases drastically and the associated
radio spectrum continues to become more crowded. A new paradigm in wireless
communication is emerging where radios can be built to withstand interference to the level
where interference is no longer avoided. Interference is allowed, even invited, to allow for
more wireless devices to make use of the scarce free space in the wireless spectrum. For
example, the LTE Advanced standard (to support heterogeneous HetNet network) allows,
even encourages, interference. If a HetNet feature is enabled, reliable performance

requires mobile devices to have some kind of interference mitigation in the receivers.

[0007] Conventional cognitive networks typically adapt at a network/routing layer, rather
than a physical layer. Such networks typically “learn” which network nodes are having
trouble sending packets through them and then they start to change how they route the
packets. This conventional type of cognitive network does not invite or encourage
interference; it simply does the best it can to avoid using links that are hindered by

interference.

SUMMARY

[0008] The subject of this invention, in contrast, purposely seeks out opportunities to
create interference, but to do so in an intelligent way that takes advantage of the situation
and device protocols and capabilities at hand along with making use of advanced
processing and sensing technology so as to enable high throughputs for its own link as

well as the link with which it simultaneously shares the band.

[0009] As used herein, the phrases “coexistence cognitive radio” and “cognitive

coexistence radio” generally refer to a wireless communication system that is “aware” of
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its surrounding environment (i.e., outside world), senses the RF environment to which it is
exposed, computes feature parameters from sensed RF signals, makes decisions based
upon calculations involving the RF features along with learned features acquired from
gained understanding of the environment’s behavior in reaction to emissions from the
cognitive coexistence radio. Further, the cognitive coexistence radio adapts its internal
states to sensed variations in the RF signals transmitted by others in the environment and
makes corresponding changes in certain operating parameters (e.g., transmit-power,
carrier-frequency, and modulation strategy) in real-time to have a desired effect upon the
emitting devices and their corresponding links as well as a desired effect upon its own
link. Often, such changes are made with two primary objectives in mind: (1) to provide
highly reliable communications whenever and wherever needed; and (2) to provide
efficient utilization of the radio spectrum. Networks which include such coexistence

cognitive radios are referred to herein as cognitive networks.

[0010] The concepts, systems, circuit and techniques described herein find use in a wide
variety of application areas including, but not limited to wireless communication such as
that provided by the 4G (LTE) cellular, 802.11 (WiFi), or 802.16 (WiMax) wireless
standard and equipment. Since wireless communications with MIMO (multiple input,
multiple output) receiver algorithms may be similar mathematically to MUD algorithms,
the concepts systems and techniques described herein may be applied to radios that
employ MIMO transmission/reception schemes. Furthermore, the concepts systems and
techniques described herein may be applied to systems and techniques for storage on
magnetic media (e.g. since magnetic storage readers “see” adjacent tracks in addition to
the tracks they are trying to read). This adjacent track interference is mathematically
similar to the interference referred to herein as a FUOC signal. Further still, the concepts
systems and techniques described herein may be applied to signals propagating on a cable
(e.g. since receivers closer to a transmitting hub station receive a stronger signal than
receivers farther away from the hub station and thus the closer receivers can “see”
embedded interfering signal in the presence of the stronger signal that was actually meant

for the receivers that are farther away from the transmitting hub.)

[0011] It should be appreciated that, in general, the concepts, systems and techniques

described herein allow different wireless networks and/or radios to coexist in the same

3
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frequency band at the same time, causing interference with one another (i.e. they will
interfere on purpose) without different providers and mobile nodes having to conform to a
single waveform or coordination-enabling protocol. The different interfering
networks/systems do not require pre-specified coordination/cooperation protocols or

means of direct communication with each other to negotiate a satisfactory sharing of the

same band.

[0012] The concepts, systems and techniques described herein enable backward
compatible operation with radios that do not possess the capabilities of this invention,
where the older radios would maintain high functionality in the presence of the impeded

“spectrum share.”

[0013] In accordance with one aspect of the disclosure, in a radio network having a
plurality of first users on channel (FUOCs) and one or more second users on channel
(SUOCs), a method comprises: (a) identifying a plurality of FUOCs, each of the plurality
of FUOCs operating in a respective FUOC channel; (b) for each of the plurality of
FUOCsS, determining if the SUOC can achieve a desired SUOC rate co-existing in the
FUOC’s channel; (c) for each of the plurality of FUOCs, determining an expected impact
upon the FUOC if the SUOC were to co-exist in the FOUC’s channel; (d) assigning each
one of the FUOCs to one of a plurality of groups based, at least in part, upon whether the
SUOC can achieve the desired SUOC rate co-existing in the FUOC’s channel and the
expected impact upon the FUOC if the SUOC were to co-exist in the FOUC’s channel; ()
generating an ordered list of FUOCs from the plurality of groups; and (f) selecting a
FUOC from the ordered list of FUOCs.

[0014] In some embodiments, the method further comprises: (g) operating in the selected
FUOC’s channel; (h) determining an actual impact on a selected FUOC in response to
operating in the selected FUOC’s channel; and (i) determining if the actual impact on the
selected FUOC is acceptable; and (j) if the actual impact on the selected FUOC is not
acceptable, selecting another FUOC from the ordered list of FUOCs.

[0015] In certain embodiments, determining the expected impact upon the FUOC if the

SUOC were to co-exist in the FOUC’s channel comprises: determining an actual FUOC
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rate and an possible FUOC rate; and comparing the actual FUOC rate to the possible
FUOC rate. Determining if the SUOC can achieve a desired SUOC rate co-existing in the
FUOC’s channel may include: determining a desired SUOC rate; determine a possible
SUOC rate based upon the actual FUOC rate; and comparing the desired SUOC rate to the
possible SUOC rate.

[0016] In particular embodiments, assigning each one of the FUOC:s to one of a plurality
of groups comprises assigning each one of the FUOCs to one of a plurality of groups
based upon the desired SUOC rate, the possible SUOC rate, the actual FUOC rate, and the
possible FUOC rate. Assigning each one of the FUOC:s to one of the plurality of groups
may include: assigning a FUOC to a first group if a possible SUOC rate is greater than a
desired SUOC rate; and assigning a FUOC to a second group if the possible SUOC rate
less than the desired SUOC rate.

[0017] Insome embodiments, assigning each one of the FUOCs to one of the plurality of
groups comprises: assigning a FUOC to a first group if a possible SUOC rate is greater
than a desired SUOC rate and if an actual FUOC rate is less than the difference of an
possible FUOC rate and a first design parameter; assigning a FUOC to a second group if
the possible SUOC rate is greater than the desired SUOC rate and if the actual FUOC rate
is greater than the sum of the possible FUOC rate and a second design parameter;
assigning a FUOC to a third group if the possible SUOC rate is greater than the desired
SUOC rate, and if the actual FUOC rate is not less than less than the difference of an
possible FUOC rate and a first design parameter, and if the actual FUOC rate is not greater
than the sum of the possible FUOC rate and a second design parameter; assigning a FUOC
to a fourth group if the possible SUOC rate is less than the desired SUOC rate and if the
actual FUOC rate is less than the difference of the possible FUOC rate and a first design
parameter; assigning a FUOC to a fifth group if the possible SUOC rate is less than the
desired SUOC rate and if the actual FUOC rate is greater than the sum of the possible
FUOC rate and a second design parameter; and assigning a FUOC to a sixth group if the
possible SUOC rate is less than the desired SUOC rate, and if the actual FUOC rate is not
less than less than the difference of an possible FUOC rate and a first design parameter,

and if the actual FUOC rate is not greater than the sum of the possible FUOC rate and a

second design parameter.
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[0018] The groups may be ordered in any suitable manner. For example, in certain
embodiments, generating an ordered list of FUOCs from a plurality of groups comprises:
forming a list; adding FUOCs from the first group to the beginning of the list; adding
FUOCs from the second group to the list, after FUOCs from the first group; adding
FUOCs from the third group to the list, after FUOCs from the second group; adding
FUOCs from the fourth group to the list, after FUOCs from the third group; adding
FUOCs from the fifth group to the list, after FUOCs from the fourth group; and adding
FUOCsS from the sixth group to the list, after FUOCs from the fifth group. In other
embodiments, generating an ordered list of FUOCs from a plurality of groups comprises:
forming a list; adding FUOCs from the first group to the beginning of the list; adding
FUOCSs from the second group to the list, after FUOCs from the first group; adding
FUOCSs from the fourth group to the list, after FUOCs from the second group; adding
FUOCs from the fifth group to the list, after FUOCs from the fourth group; adding FUOCs
from the third group to the list, after FUOCs from the fifth group; and adding FUOCs from
the sixth group to the list, after FUOCs from the third group.

[0019] In some embodiments, determining an actual FUOC rate and an possible FUOC
rate comprises: receiving radio frequency (RF) signals transmitted by a FUOC; analyzing
the received RF signals to determine signal parameters, the signal parameters including a
received signal power and an actual FUOC rate; and deriving an possible FUOC rate

based, at least in part, upon the received signal power and the actual FUOC rate.

[0020] In accordance with another aspect of the disclosure, a system in a network having
one or more first users on a channel (FUOCs) and one or more second users on a channel
(SUOCs) comprises a radio configured to: (a) identify a plurality of FUOCs, each of the
plurality of FUOCs operating in a respective FUOC channel; (b) for each of the plurality
of FUOCs, determine if the SUOC can achieve a desired SUOC rate co-existing in the
FUOC’s channel; (c) for each of the plurality of FUOCs, determine an expected impact
upon the FUOC if the SUOC were to co-exist in the FOUC’s channel; (d) assign each one
of the FUOCS to one of a plurality of groups based, at least in part, upon whether the
SUOC can achieve the desired SUOC rate co-existing in the FUOC’s channel and the
expected impact upon the FUOC if the SUOC were to co-exist in the FOUC’s channel; (¢)
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generate an ordered list of FUOCs from the plurality of groups; and (f) select a FUOC
from the ordered list of FUOCs.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] The foregoing features of this invention, as well as the invention itself, may be

more fully understood from the following description of the drawings in which:

[0022] Figs. 1 and 2 are diagrams illustrating various operational scenarios of a cognitive

radio system;

[0023] Fig. 3 is a block diagram of a transmit-receive system which includes a cognitive
engine;

[0024] Fig. 3A is a block diagram of a (second user on a channel) SUOC cognitive
engine;

[0025] Fig. 4 is a state diagram of a SUOC radio illustrating the states the SUOC radio
traverses to accomplish and maintain successful communications in coexistence with a

first user on FUOC;
[0026] Fig. 5 is a flow diagram illustrating a procedure for controlling a SUOC radio;

[0027] Fig. 6 is a state diagram illustrating an example settling process for a SUOC radio
through interaction with FUOC;

[0028] Figs. 7 and 7A together form a flow diagram illustrating an example

implementation of a list-based stepping probing procedure;

[0029] Fig. 8 is an example of a use of a power list illustrating a step by step example of

an outcome of each step of the list-based settling procedure as described in Figs. 7 and 7A;

[0030] Fig. 9 is a flow diagram of a procedure to construct an ordered list of powers to

step through;
[0031] Fig. 10 is a diagram of an ignorant list building procedure;

[0032] Fig. 11 is a block diagram illustrating an example of knowledge base power list
building;



WO 2016/053406 PCT/US2015/035963

[0033] Fig. 12 is a block diagram illustrating interaction between a knowledge base list

builder controller and a database;
[0034] Fig. 13 is a block diagram of an illustrative cognitive transmit-receive system;

[0035] Figs. 14A and 14B are diagrams illustrating various operational scenarios for a

cognitive system;

[0036] Fig. 15 is flow diagram illustrating a process for use with a system which may be

the same as or similar to the systems of Figs. 3 and 5;
[0037] Figs. 16A-16D are series of graphs showing two-user achievable rate regions;

[0038] Fig. 17 is flow diagram illustrating processing that may form part of the method
of Fig.15; and

[0039] Fig. 18 is flow diagram illustrating processing that may form part of a process

which is the same as or similar to the process described in conjunction with Fig. 17.

DETAILED DESCRIPTION

[0040] Before describing a cognitive radio and related systems and techniques, some
introductory concepts and terminology are explained. Communicating data from one
location to another requires some form of pathway or medium between the two locations.
In telecommunications and computer networking, a communication channel, or more
simply “a channel,” refers to a connection between two locations over a transmission
medium. The connection may, for example, be a logical connection and the transmission
medium may be, for example, a multiplexed medium such as a radio channel. A channel is
used to convey an information signal, for example a digital bit stream, from one or several
source or sending nodes (or more simply “sources” or “transmitters”) to one or several
destination or receiving nodes (or more simply “destinations” or “receivers”). Regardless
of the particular manner or technique used to establish a channel, each channel has a
certain capacity for transmitting information, often measured by its frequency bandwidth
in Hz or its data rate in bits per second. The concepts systems and techniques described
find application in a wide variety of applications including, but not limited to: satellite

communications (SATCOM), as well as with optical communications, wired
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communications (e.g. communications over a cable or other type of wire) and magnetic

storage applications.

[0041] A coexistence cognitive radio and related techniques as described herein are
capable of assessing a frequency spectrum, determining candidate frequency bands in
which other independent radios are already operating, and successfully sharing access of
an already occupied frequency band with an independent radio system. The subject
coexistence cognitive radios successfully transmit and receive in the pre-occupied band
without detrimental harm to the pre-existing radio system that was already operating in
that band. Moreover, the pre-existing radio system already operating in that band requires
no additional capabilities to coexist with the subject system. Specifically, the pre-existing
radio system is not expected to communicate with the coexistence cognitive radio
described herein to accomplish a virtual negotiation to settle upon an agreeable

coexistence of the two systems.

[0042] Referring now to Figs. 1 and 2 in which like elements are provided having like
reference designations, a network 10 is shown to include a plurality of nodes, here four
nodes designated as Node A (12a), Node B (12b), Node a (12¢), and Node b (12d). Those
of ordinary skill in the art will appreciate, of course, that the network may include any
number of nodes with four nodes here being shown to promote clarity in the drawings and

written description of the broad concepts described herein.

[0043] A First User On Channel (FUOC) begins to transmit from Node A to Node B in a

free-and-clear channel. Thus, this channel is now “occupied.”

[0044] A Second User On Channel (SUOC) operates with a coexistence cognitive radio
(also sometimes referred to herein as a SUOC radio) and wants to communicate between
Node a and Node b. By definition, a SUOC user intends to find and co-occupy the same
frequency band at the same time as a FUOC user. The concepts, systems, and techniques
described herein focus on the SUOC user making use of the frequency band already

occupied by links BA and AB (i.e. the SUOC is making use of an already occupied band).
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[0045] The FUOC radio system (e.g., the communication system at Node A) possesses
the means to adapt to the radio frequency (RF) environment in which it is operating.
Alternatively, the FUOC system can possess cognitive radio ability and thus is able to
sense the environment in which it wishes to operate, adapt to that environment, and/or
even learn and/or predict what to do to robustly operate within the environment at hand.
Alternatively still, the FUOC system can include a coexistence cognitive radio as

described herein that happened to choose a free and clear channel to occupy.

[0046] The SUOC radio system (e.g., the communication system at Node A) chooses an
occupied channel over which to communicate (transmit/receive). The SUOC radio takes
advantage of the adaptive nature of the FUOC that is already present in the occupied
channel to enable modulation, power, and/or rate adaptation in the FUOC radio’s
transmitted signal to bring about an evolution that results in a coexistence of the FUOC
and SUOC in the channel originally occupied only by the FUOC signal. A rate pair and
transmit power pair that is acceptable to both the FUOC and SUOC radios is reached by
active-intelligent actions emitted by the SUOC and reactive adaptations of the FUOC, with

no direct communication between the two of them.

[0047] As will be described further below, the SUOC radio employs/performs: (1)
spectrum sensing and parameter estimation systems and methods to characterize potential
FUOCs; (2) a rate pair prediction tool to guide the SUOC radio’s choice of FUOC to
target along with an appropriate rate pair (SUOC and FUOC achievable rates); (3)
machine learning methods to automatically and dynamically (“on the fly”) take advantage
of experience/history; (4) a decision making unit (processor) with multiple possible
procedures that govern steps of interaction; and (5) a multiuser detection receiver to deal

with the interference once information-bearing transmission has commenced by the SUOC

radio.

[0048] Referring now to Fig. 2, occupied space (e.g. an occupied channel) is not useful if
interference is simply treated as unstructured noise. However, a multi-user detection
(MUD) receiver in the SUOC node (e.g., node b) enables successful wireless
communication in the same band as the FUOC (e.g., Node A) because a MUD receiver

can effectively remove interference caused by the FUOC and help the SUOC “see

10
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through” that interference in order to receive and detect (or “see”) a signal of interest from
one or more other SUOC transmitters. For example, as shown in Fig. 2, a MUD receiver in
SUOC Node b can allow Node b to detect and demodulate signals 18 received from SUOC
Node a despite interference 16 from FUOC node A. Thus, by including a MUD receiver in

a node, occupied space can, to some extent, be equivalent to a free and clear channel.

[0049] The ability of occupied space to be equivalent to a free and clear channel
depends, of course, upon a variety of factors including, but not limited to: (1) power and
rate of interfering signals from a FUOC as received at the SUOC node; (2) a FUOC’s
“view” of his signals of interest (i.e. signals from the other FUOC radios); and (3) a
FUOC’s capability to appropriately adapt in the presence of interference. This means that
radios with MUD receivers do not need to look only for “white space” (i.e. unoccupied
space), but can also use “black space” (or occupied space) within a frequency spectrum (or

more simply “spectrum”).

[0050] Referring now to Fig. 3, a system 19 that enables use of spectrum that is already
being used by other radios includes a receive antenna 20 disposed to intercept
electromagnetic waves or signals 22 propagating in the environment about the location of
the receive antenna 20. Upon intercepting the electromagnetic signals 22, receive antenna
20 couples a radio frequency (RF) signal via a signal path 24 to an RF signal
characterization unit (RFSCU) 26 and to a configurable radio 28.

[0051] RFSCU 26 receives the signals provided thereto via antenna 20 and processes the
received signals to provide output data including, but not limited to parameters of the
received signals. Such signal parameters may include, for example, a carrier frequency and
band that corresponds to a unique FUOC transmitted signal (also referred to as a target
FUOC) and one or more of the following parameters associated with each target FUOC:
received signal power, received signal modulation type (e.g. QPSK), error correction
coding type, code rate, received signal signature pulse, timing offset relative to reference,
received phase offset relative to reference, baud rate and/or symbol duration, channel
transfer function and/or multipath characterization of channel (all collectively referred to

herein as “RFSCU signal parameters”).

11
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[0052] It at least one embodiment, both the RFSCU 261 and the configurable radio 28
may include a typical radio front-end to downconvert and process received RF signals. In
some embodiments, both the RFSCU 26 and the configurable radio 28 may each use the
same front-end circuitry. In some embodiments, a sliding filter may be provided as part of
front-end circuitry to observe the different RF bands one at a time in the RF
characterization unit 26. In some other embodiments, a wideband front-end may be used to

capture signals within multiple (or all) of RF bands of interest at the same time.

[0053] RFSCU 26 is capable of sensing or otherwise detecting all or part of an RF
spectrum that is potentially available for use by a SUOC radio. For each block of spectrum
under examination by RFSCU 26, the RFSCU 26 measures and/or estimates each band of
spectrum that is associated with a single RF system and/or radio, as well as other signal
parameters that are needed for operation of a coexistence cognitive radio or a system
which includes or utilizes a coexistence cognitive radio or any related coexistence
cognitive radio techniques. As described above, such signal parameters may include, but
are not limited to: received signal power, received signal signature pulse shape (e.g. root
raised cosine), received signal modulation type (e.g. QPSK), timing offset relative to
reference, received phase offset relative to reference, baud rate and/or symbol duration,

error correction coding type, code rate, channel transfer function and/or multipath

characterization of channel.

[0054] It should also be appreciated that RFSCU 26 can also be used for pre-engagement
of SUOC radios to acquire an estimate of the received power of the SUOC transmitters to
which this receive SUOC radio will ultimately communicate. This pre-engagement SUOC

characterization can alternatively be done in configurable radio 28 described further herein

below.

[0055] Some or all of the RFSCU signal parameters are coupled via a signal path 30 to
configurable radio 28 as well as to a rate determination and FUOC grading unit 32
(RDFGU 32) and a decision-making unit (DMU) 34. Configurable radio 28 includes a

transmitter and multiuser detection (MUD) receiver.

12
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[0056] For each target FUOC identified to RDFGU 32, RDFGU 32 is capable of
determining a recommended rate for the SUOC that will allow for the MUD in the SUOC
receiver to successfully pull out the SUOC signal of interest in the presence of the target
FUOC’s interfering signal. RDFGU 32 is also capable of computing a grade for each
target FUOC that corresponds to the potential success the transmit-SUOC of interest will
have in settling into coexistence with that target FUOC. Thus, in response to the signals
provided thereto, RDFGU 32 determines SUOC recommended power and rate, and/or a
grade, or one or more sets of powers and rates, and/or one or more sets of grades and
provide such information to DMU 34 via signal path 36. Thus, signal path 36 carries a list
of recommended rates, or set(s) of rates for the transmit-SUOC to coexist in the presence
of each target FUOC presented on signal path 30, along with a grade corresponding to the
anticipated probability of success of an attempt to coexist with that target FUOC.
Alternatively, and in addition to or in place of the above, signal path 36 may carry a max
rate, a min rate, and/or other rate possibilities for each target FUOC. Also, if the SUOC

has more than one MUD receiver it can use, then there would be a rate or set of rates for

each MUD.

[0057] DMU 34 receives the signals provided thereto from RFSCU 26 and RDFGU 32
and in response thereto, DMU 34 provides one or more of control information and SUOC
max and min power limits to RDFGU 32 via signal path 36. It should be appreciated that
DMU 34 may request another grade and recommendation for rate if the target FUOC’s
power or rate changes across the time periods in which the parameters have been
consecutively estimated (this can be accomplished in a reactive settling process, for
example), along with any constraints DMU 34 puts on the SUOC’s power. Also, along
with this request, the new power and/or rate of the target FUOC is provided to the RDFGU
32. This may be accomplished, for example, by the RFSCU 26 and a trigger message
provided from either RDFGU 32 or DMU 34 to RFSCU 26 to tell the RFSCU 26 to collect

and estimate the needed parameters in the target band.

[0058] As shown in Fig. 3, DMU 34 provides control information along path 36 to
RDFGU 32. This control information is used by RDFGU 32 to trigger it to provide
specific output along path 36 at times this new information is required by DMU 34 to

perform the various functions of DMU 34 as described herein. The control information
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passed from DMU 34 to RDFGU 32 along path 36 may contain, but is not limited to the
following: request for transmit-SUOC achievable rate/s in presence of target FUOC, and
values used in the determination of the SUOC’s achievable rate/s such as transmit-
SUOC’s received signal-to-noise ration (SNR), MUD/s to be used in the receive SUOC
for each achievable transmit-SUOC rate, target FUOC modulation, grade, and, if

applicable, target FUOC’s coding rate and received power.

[0059] DMU 32 provides control information to RFSCU 26 along path 38. The control
information is used by RFSCU 26 to trigger it to provide specific output information along
path 30 at times this new parameter information is required by DMU 32 to perform the
various DMU 32 functions that are described herein. The control information passed from
DMU 32 to RFSCU 26 along path 38 may contain, but is not limited to, the following: 1)
request for target FUOC carrier frequency and bandwidth, modulation and received SNR;
2) request for transmit-SUOC received SNR, channel transfer function, carrier frequency,
phase offset, baud timing offset; and 3) request for complete or partial list of received

signal parameters for all or portions of RF spectrum reserved for use by the SUOC radio

network.

[0060] It should be appreciated that DMU 32 is capable of using the target FUOC list
and corresponding parameter information provided on signal path 30 along with the
recommended transmit SUOC rates for each target FUOC provided on signal path 36 to
determine the best action for the transmit SUOC radio. This action is in the form of
waveform choices, including, but not limited to rate of data transmission (bits per channel

use or bits per Hertz) and transmit power.

[0061] DMU 32 also determines transmit-SUOC transmit waveform parameters
(including but not limited to carrier frequency, bandwidth, power and rate) and provides
such information to configurable radio 28 along signal path 40. Thus, signal path 40
carries the output from DMU 34 (e.g. SUOC transmit waveform parameters) that contains
a single choice of target FUOC along with specific parameters that define the transmit-

SUOC waveform to include rate, as well as the transmit power to be used by the transmit-

SUOC.
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[0062] Configurable radio 28 receives signals from RFSCU 26, DMU 34 and antenna 20
and in response thereto, configurable radio 28, provides an RF signal to be transmitted to a
transmit antenna 42 via a signal path 44. It should be appreciated that transmit antenna 42
may be the same as receive antenna 20 (i.e. as is known to those of ordinary skill in the
art, the antenna used in the receive system and the antenna used in the transmit system

may be the same physical antenna which is coupled to both receive and transmit signal

paths).

[0063] At a second output, configurable radio 28 provides a digital stream of bits (a “bit
stream”) demodulated and decoded from a transmit-SUOC signal of interest along signal
path 46. This is the decoded bits associated with the transmission from the transmit-SUOC

radio of interest to this receive-SUOC radio.

[0064] As noted above, should be appreciated that configurable radio 28 includes a
transmitter and multiuser detection (MUD) receiver. Radio 28 is capable of transmitting
control signals to the transmit-SUOC as well as receiving and understanding control
signals from the other SUOC radios to which it is the transmit-SUOC. It is also capable of
transmitting buffered data via wireless transmission, according to a given waveform to
include the medium access control scheme and other network layer protocols appropriate
for successful wireless communication among radio nodes such as what is used in the cell

phone handsets and base stations or in WiFi nodes and gateways.

[0065] Radio 28 may be provided, for example, from technology known to one of

ordinary skill in the art of wireless communication systems and MUD receivers.

[0066] System 19 is capable of sensing the available spectrum and determining good
candidate FUOC user bands in which system 19 (e.g. a SUOC system) could successfully

communicate given the MUD available on the SUOC radio.

[0067] This apparatus is capable of iterative transmission/probing, sensing, learning, and
decision making, to bring about an acceptable communication rate for both the SUOC and
the FUOC systems so that they both can utilize the same frequency band for

communication.
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[0068] As will be described in detail in conjunction with Fig. 4, the SUOC radios may
traverse a plurality of stages when transitioning between a state of having no spectrum in

which to transmit to a state of successful transmission in a pre-occupied band.

[069] Referring briefly to Fig. 3A in which like elements of Fig. 3 are provided having
like reference designations, RFDGU 26 and DMU 34 form a SUOC cognitive engine (CE)
35. The function of the SUOC CE is, among other things, to autonomously guide SUOC
radio state transitions, guide processing and actions within each state transition, and to
perform some processing and actions that are needed to make decisions and provide
guidance. CE 35 provides an important function during the settling process. To
accomplish this function RDFGU 26 is enlisted to collect information and estimate

parameters whenever DMU 34 needs new information for a new decision.

[070] One goal of a receive-SUOC CE is to achieve acceptable coexistence

transmission by a transmit-SUOC radio or to determine if a target-FUOC radio should be

abandoned.

[071]  The cognitive engine 35 orchestrates the process that results in the determination
of a power level and communication rate the SUOC transmitter will employ when the

SUOC transitions to the communication state.

[0072] Turning now to Fig. 4, a state transition diagram 48 illustrates a process between
a single receiver-SUOC radio and a transmit SUOC radio needed to complete a link with
the receive SUOC radio. A first SUOC radio state is an identification (ID) state 50. While
a SUOC radio is in this state, it is scanning an RF spectrum and looking for (i.e.
attempting to detect) suitable FUOC radios with which to coexist. It should be appreciated
that prior to entering identification state 50 (i.e. the first state), the SUOC radios will need
to “discover each other” or otherwise create and maintain a list of radios that are one-hop
neighbors (and possibly neighbors more than one-hop removed) as well as acquire any
other topographic and/or routing information required to maintain network
communication. Establishing and maintaining a list of SUOC radio network members that
require the coexistence link can be accomplished by any means appropriate, such as those

used in dynamic spectrum access radios that seek unoccupied space for operation.
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[0073] A second SUOC radio state is a settling state 52. While a SUOC radio pair is in
this state, the transmit-SUOC radio is trying the hypothesized power and the receive-
SUOC radio is observing a target-FUOC radio and channel to look for any significant
changes in its behavior. If needed, a process of computing achievable rates and
transmitting at different power levels is iterated until a suitable transmit rate and power is
reached that allows for acceptable coexistence with the target-FUOC radio and channel

previously identified in the identification state as being most suitable for coexistence.

[0074] If the SUOC radio pair determines an acceptable rate and power, the SUOC radio

pair transitions to a third state which corresponds to a communication state 54.

[0075] While in the communication state 54, the receive-SUOC radio (of the SUOC
radio pair) is receiving signals from the transmit-SUOC radio with which it has
successfully established a coexistence link. A MUD receiver may be employed in this
state to mitigate interference caused by a target-FUOC signal that interferes with the
transmit-SUOC signal of interest. As described previously, in some implementations, error
correction coding and/or multiple input, multiple output (MIMO) techniques may be used

to deal with interference caused by FUOC’s rather than a MUD receiver.

[0076] If no acceptable rate and power is possible, the SUOC radio pair transitions to a
threatened state 56 to determine parameters that will be used in finding another candidate
target-FUOC. The threatened state exists either when successful reception of a transmit-
SUOC radio’s signal is threatened or degraded by external events that were not present at
the establishment of the communication state or when a targeted FUOC turns out to be
inadequate. In other words, the successful communications, for some reason, has not
occurred or has been disrupted. Disrupted communications is often due to change in
location of the SUOC nodes which causes a degradation in the channel. It could also be

caused by other factors in the RF or physical environment.

[0077] Regardless of how communications is degraded or disrupted, the one or both of
the SUOC pair radios identifies a diminished communication link and conveys the
existence of the identified diminished communication link to the DMU in the receive-

SUOC radio (e.g. DMU 34 in Fig. 3). The DMU logs parameters for use in the next round
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of target FUOC identification, then initiates a new identification state to look for a better

band for closing the link with the transmit-SUOC radio.

[0078] It should be appreciated that a receive-SUOC can be in a communication state
with one of its member SUOCSs and in an ID state with another, and in a threatened state
with another, etc. As noted above, the intent of the state transition diagram of Fig. 4 is to
explain the process between a single receive-SUOC and one of the transmit-SUOCs that is

needed to close the link with this receive-SUOC.

[0079] As noted above, the system described in conjunction with Fig. 3 is capable of
supporting each of four states 50-56 and provided below is a detailed description of each

state as accomplished by apparatus shown in the illustrative system 19 (Fig. 3).

[0080] Some additional details of identification state processing are next described. It
should be appreciated that the identification process may be accomplished as follows by a
coexistence cognitive radio apparatus which is the same as or similar to that described

above in conjunction with the illustrative system 19 of Fig. 3.

[0081] The identification process may be summarized as follows: first, a spectrum map
is created and potential target FUOC radio and channel characterization is performed.
Next, SUOC member radio signal and channel characterization is performed in potential
target bands. Next, to determine estimated link throughput for each potential FUOC radio
and channel targeted for coexistence, it is necessary to make a decision as to which FUOC
radio and channel to target for coexistence and the identification process is complete and

the SUOC radio exits the identification state, and enters the settling state.

[0082] The identification process is next described in more detail in the context of the
illustrative coexistence cognitive radio apparatus of Fig. 3. It should, of course, be
appreciated that the described process may be performed by an apparatus other than the
coexistence cognitive radio apparatus of Fig. 3 and references to particular structures
performing particular functions are made only for the purpose of achieving clarity in the
description of the broad concepts described herein. Such references are not intended as,

and should not be construed as, limiting.
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[0083] In one illustrative embodiment, to create a spectrum map and potential target-
FUOC radio characterization, RFSCU 26 scans a candidate frequency spectrum and
characterizes each band as being unoccupied, or occupied. All occupied bands are further
characterized by RFSCU 26 by estimating parameters for each occupied band that will be
used by other units within the SUOC apparatus. As discussed above, these parameters
include: received signal power, received signal modulation type (e.g. QPSK), received
signal signature pulse, timing offset relative to reference, received phase offset relative to
reference, baud rate and/or symbol duration, channel transfer function and/or multipath
characterization of channel. The technology required to provide such functionality is well
known to those of ordinary skill in the art of radio frequency signal characterization
systems. RFSCU 26 provides an annotated spectrum map (spectrum map with associated
parameters) an output along signal path 120 RFDGU 32, DMU 34 and configurable radio

28 for later use.

[0084] To accomplish SUOC member radio signal and channel characterization in
potential target bands, RFSCU 26 within the SUOC receiver determines the received
power and coarse level channel characterization (e.g. approximate duration of multipath-
induced inter-symbol interference, course estimate of time coherence of channel) of the
other SUOC radios in its neighbor network by engaging in an exchange of training tones
or pulses or other appropriate signaling. RFSCU computes each SUOC member radio
signal parameters (such as received power) and channel parameters (such as multipath
structure) and provides this information along signal path 30 to both RFDGU 32 and
DMU 34 for later use. The technology required to implement the functions of RDFGU 32
is known to those of ordinary skill in the art of RF signal characterization systems and/or

wireless communication systems.

[0085] To determine estimated link throughput and grade for each potential FUOC radio
targeted for coexistence, for each occupied band (i.e. for each FUOC radio found and
characterized by RFSCU 26), RFDGU 32 determines the transmit-SUOC radio rate for
communication in the presence of the target-FUOC radio and provides this information to
DMU 34 (e.g. along signal path 36 for later use. In addition to the determined transmit-
SUOC rate, a grade associated with this rate and target FUOC radio is computed by
RFDGU 32 and is output along line 36 to DMU 34 for later use.
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[0086] To decide which FUOC radio to target for coexistence, DMU 34 performs a
decision method and procedure that makes use of the parameter information provided
thereto (e.g. along signal path 30) and the rate choice and grade input along line 36, and
any previously collected historical information saved from prior interactions at other times
with similarly characterized FUOC radios. If no historical information has been collected,
or if the DMU 34 has chosen to ignore historical data on long-past settling attempts, the
FUOC radio with the highest grade as determined by the RDFGU 32 will be chosen as the
target FUOC radio with which to settle. If settling with this highest-grade FUOC radio has
just failed, then the next highest-grade FUOC radio will be chosen, and so on, until a

FUOC radio is successfully settled into coexistence with the transmit-SUOC radio.

[0087] If historical data has been collected and is chosen to be used by DMU 34 in the
decision making process, a new set of grades may be computed based on the historical
data, the composite grade list. The composite grade for each target-FUOC radio in
association with the current transmit-SUOC radio of interest may be a function of the
grade provided by the RDFGU 32 and a factor derived from the historical database
features attributed to this same target-FUOC radio with similar circumstances for transmit-
SUOC radio. One example of a composite grade computation is to multiply the RDFGU
grade by a factor that ranges from O to 1, determined to represent the probability of
successful settling from past attempts to settle with the target-FUOC radio or similar
target-FUOC radio under conditions similar to those existing with the current transmit-
SUOC. The target FUOC radio chosen to engage in the settling process is the target FUOC
radio with the highest composite grade. DMU 34 provides the necessary transmit SUOC
waveform parameters (such as carrier frequency and bandwidth) that match its decision
for a target FUOC radio and coexistence rate and power. When the identification process
is complete, the SUOC radio exits the identification state 50 and enters the settling state

52. The settling process is described next.

[0088] Figs. 5, 7A and 9 are flow diagrams which illustrate the processing performed by
a processing apparatus which may, for example, be provided as part of a network which
includes SUOC radios which may be the same as or similar to those described in any of
Figs. 1-4. The rectangular elements in the flow diagrams (e.g. block 66 in Fig. 5) are

herein denoted "processing blocks" and represent steps or instructions or groups of
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instructions. Some of the processing blocks can represent an empirical procedure or a
database while others can represent computer software instructions or groups of
instructions. The diamond shaped elements in the flow diagrams (e.g. block 60 in Fig. 5)
are herein denoted "decision blocks" and represent steps or instructions or groups of
instructions which affect the processing of the processing blocks. Thus, some of the
processes described in the flow diagram may be implemented via computer software while
others may be implemented in a different manner e.g. via an empirical procedure or via

hardware.

[0089] Alternatively, some of the processing and decision blocks can represent processes
performed by functionally equivalent circuits (e.g. integrated circuits) such as a digital
signal processor (DSP) circuit or an application specific integrated circuit (ASIC). The
flow diagrams do not depict the syntax of any particular programming language. Rather,
the flow diagrams illustrate the functional information one of ordinary skill in the art
requires to perform the processes or to fabricate circuits or to generate computer software
to perform the processing required of the particular apparatus. It should be noted that
where computer software can be used, many routine program elements, such as
initialization of loops and variables and the use of temporary variables are not shown. It
will be appreciated by those of ordinary skill in the art that unless otherwise indicated
herein, the particular sequence of processes described is illustrative only and can be varied

without departing from the spirit of the concepts, systems and techniques disclosed herein.

[0090] Referring now to Fig. 5 a high level flow procedure used by (e.g. implemented
within) a SUOC radio to control its actions as well as to control the transitions it makes
from one state to another after successfully completing the identification process is shown.
Fig. 5 illustrates a cycle a SUOC radio may traverse while in the settling state. The process

is accomplished by cycling through four actions as described below and as also described

in conjunction with Fig. 6.

[0091] Turning now to Fig. 5, upon entering the settling state 52°, which may be the
same as or similar to setting state 52 described above in conjunction with Fig. 4,
processing begins in decision block 60, in which a coexistence cognitive radio (and in

some cases a SUOC cognitive engine (CE) within a coexistence cognitive radio)
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determines if a reactive probing procedure is to be used. This could, for example, be a
user-set parameter or could be set by a cognitive engine for any number of reasons/triggers

experienced during operation.

[0092] If a reactive probing procedure is to be used, then processing proceeds to

processing block 68 in which the SUOC CE guides implementation of a reactive probing

procedure.

[0093] After the reactive probing procedure 68, processing flows to decision block 72 in

which a decision is made as to whether a successful rate pair was reached.

[0094] Ifitis determined that a successful rate pair was reached, then the SUOC enters
its communication state 54° and processing proceeds to processing block 74 in which the
SUOC communicates with the chosen rate/power enabled by the MUD receiver.
Processing then flows to decision block 76 where a determination is made as to whether

there is successful communications.

[0095] Ifin decision block 76 a determination is made that there is successful
communications, then the SUOC remains in its communication state and processing loops
back to processing block 74 and this loop is repeated as long as successful

communications exist.

[0096] Ifin decision block 76 a determination is made that there is not successful
communications, then the SUOC radio enters its threatened state 56 and processing
proceeds to processing block 78 where parameters are determined for finding another
SUOC radio target. The SUOC radio then enters its identification state 50’ and processing
proceeds from processing block 78 to processing block 80 where the SUOC radio
identifies another FUOC target radio.

[097] Ifin decision block 60, a decision is made that the reactive probing technique will
not be used, then processing proceeds to decision block 62 where a decision is made as to
whether a sufficient knowledge base exists. If in decision block 62 a decision is made that

a sufficient knowledge base does not exist, then processing proceeds to processing block
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70 in which a so-called “ignorant stepping procedure” is implemented. Upon completion
of the ignorant stepping procedure, processing flows to decision block 72 and processing

proceeds through blocks 72-80.

[098] Ifin decision block 62, a decision is made that a sufficient knowledge base does
exist, then processing proceeds to decision block 64 in which another decision is made as
to whether the knowledge base has been working well recently. If in decision block 64 a
decision is made that the knowledge base has not been working well recently, then
processing proceeds to processing block 70 in which the ignorant stepping procedure is
implemented and upon completion of the ignorant stepping procedure, processing flows to

decision block 514 and processing proceeds through blocks 72-80.

[099]  Ifin decision block 64 a decision is made that the knowledge base has been
working well recently, then processing proceeds to processing block 66 in which a
knowledge-based stepping probing procedure is implemented and upon completion of the
knowledge-based stepping probing procedure, processing flows to decision block 72 and

processing proceeds through blocks 72-80.

[0100] A procedure for controlling a settling process is described. As noted above, upon
entering settling state 52° the SUOC CE determines if the reactive probing procedure is to
be used. This could, for example, be a user-set parameter or could be set by the CE for any

number of reasons/triggers experienced during operation.

[0101] If a reactive probing procedure is to be used, then the SUOC CE guides

implementation of the reactive probing procedure.

[0102] In one embodiment, determining the first probing power to try can be
accomplished from the following: (A1) Max Power: the transmit-SUOC transmit power
that would correspond to a received SNR, imitiat at the receive-SUOC to achieve the desired
max rate for the receive-SUOC in the presence of this FUOC when using the MUD
receiver that is implemented in the receive-SUOC. This SNRG initial can be solved for by
using the rate boundary equations described in co-pending application number

PCT/US2013/031900, filed March 15, 2013 and incorporated herein by reference in its
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entirety.; (A2) Min Power: the transmit-SUOC transmit power that would correspond to a
received SNR, i at the receive-SUOC to achieve the minimum desired rate, Ry min, in the
presence of this FUOC when using the MUD receiver that is implemented in the receive-
SUOC. : (A3) Med Power: Another option is to choose an intermediate power between the
Max Power and Min Power defined in (A1) and (A2); (A4)<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>