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(57) Abstract: A monitoring system is provided for monitoring transport ot data through interconnected nodes for processing data
packets in a communication system, wherein said data packets conform to a layered transmission protocol, the system comprising :
(1) a marking node for marking a packet selected according to a marking rule by placing a monitoring indicator in the lowest pro-
tocol layer thereof, said data packet having a first number of protocol layers, (2) at least, one packet processing node for forming a
data packet based or the marked packet, such that said formed data packet comprises a second number of protocol layers that is
difterent from said first number of protocol layers and such that said indicator is in the lowest protocol layer of said formed data
packet, and (3) a monitoring node for monitoring said transport of data on the basis of the indicators in data packets that have
passed through the at least one packet processing node.
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TRAFFIC MONITORING BY LOWEST TRANSMISSION LAYER MARKING

TECENICAYL, FIELD

The invention relates ©To & system and a method for
monitoring transport of data through iaterceonnected nodes
a communication system, in particular wherein data packet
conform to a layered cransmission protocol. The present

application is for example applicable in 3GPP networks.

DEFINITIONS

AN

The term “data” 15 used 1n tThe present application in &

genaric way and describes any digital code repressnting
information. Thus, data may represent a part or the whole of
onie ©or more of, e.g., & wvoice signal, =z video signal, an

elphanumeric file transfer, a communications controel signal,

overall stream. Such a packet can have different names in
connection with different protocols and technologles, such
s message, Irame, data unit, protocol data unit, service

data unit, cell, block, segment, etc.. Furthermore, a packst

‘genseric way to nean a group of related packets. Such packets

may all have the same Ildentifiier that indlicates that the

ackets ares related by, e.g., (1) all

e
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communication; {ii) all belonging to the same user or user

group; or (iii) all comprising data of the same application.

ABBREVIATIONS

36 -~ Third Generation

3GPP ~ Third Generation Partnership Project
CRC -~ Cyclic Redundancy Check

GGEN — Gateway GPRS Support Nede

GFRS -~ Generic Packet Radio Service

GTP — GPRS Tunneling Protocol

HSDPA - High Speed Downlink Packet Access
IMSI ~ International Mobile Subscriber Identity
IF - Internst Protocol

Ly - Layei % le.g., LL, LI}

MAC -~ Medium Access Control

MS - Mobile Station

Node-B ~ The name of the base station in 3G
PS - Packet Switched

PDCP -~ Packet Data Convergence Protocol

RLC - Radio Link Control

RNC - Radio Network Controliler

SGSN - Serving GPRS Support Node

TOS - Type of Service

UnP - User Datagram Protocol

UMTS - Universal Mobile Telecommunications System
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UTRAN - UMTS Terrestrial Radlo Access Network

in passive monitoring, performance measurements are obtained
by carrying out passive measurements within the network. In
contrast, subscriber terminal-based moniteoring characterises
subscriber satisfaction by carrying out performance

measurements directly in the fterminal of a subscriber.

By way of example, for passive measuremsnt in the network,
the network traffic mey be captured at certain interfaces in
the network, and performance indicators may be obtained by
processing this information. Performance indicetors are
possible to define such that end-user perceived guality is

well-approximated by the indicators.

]

ven though subscriber-perceived performance can generally

o

e best cochserved in the subscriber termina

=
i

a8
o
{u
0
0
'_.J
-~
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monltoring system for carrving out measurement in  the

network may have the fcollowing advantages:
- ne¢ specific terminals are needed;
- ail terminals in a live network can be chserved;

- cost-efficient large-scale monitoring is possibls,
because a few measurement points can cover a large

part of a network:

- not only user-perceived performance can be observed,
but also the traffic composition and velume {e.g., the

most popular applications, the traffic demands of

typical or power users, etc.): and
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- by appropriate placing of the measurement points, it
is possible to localize faults or find the cause of

performance degradations (e.¢., bottlenscks).

Passive monitoring-based performance/fault analysis and
traffic modeling 1s therefore becoming an increasingly

important part of network audit and management services.

However, as access rates increizse and prices of services
fall, an increased number of subscribers start to uss more
bandwidth-hungry applications. Consequently, passive

monitoring bscomes more difficult.

It 1s an oklject of the present application to provide
improved systems and methods for monitoring transport of

data in & generalised communicatlons system wherein data

packets conform to a layered transmission protocol.

SUMMARY

Pt

According to a first aspect of the present invention, there

(=8

s provided a monitoring system for monitoring transport

5

d

O
Hh
&}
¢

ta through interconnected nodes for processing data
packets in a communication  system, wherein sald data
packets conform to & layered transmission protocol, the
monitoring system comprising: (1) a marking node for
selecting a data packet according o a marking rule and
marking the selescted packet by placing in the lowest
protocel layer  thereof a monitoring indicator for
identifying that said selected packet is to be used for
sald monitcoring, =zaicd data packet having a first number
of protocol layers, and outputting said marked data

packet, (2) at least one packet processing node for
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receiving said marked data packet, forming a data packet
based on sald received marked data packet, such that said

&

formed data packet comprises a second number of protocol

p—

ayers that 1s different from said first number of
protocel layers and such that said indicator added by
said marking node is in the lowest protocol layer of said
formed data packet, and outputting said formed data
packet, and (3) a monitoring node for monitoring said
transpert of data on the basis of the indicators in datsa
packets that have passed through the at Ilesast one packet

processing node.

According to 2z second aspect c¢f the present invention, there
iz provided a monitoring method for menitoring transport
cf data through interconnected nodes for processing data
packets 1in a communication sysiem, wherein said data
packets confiorm te a layered transmiszsion protocel, the
monitoring method comprising: (1) in a marking node,
selecting a data packet according to a marking rule and
markin the selected packet by placing in the lowest
protocol layer therecof a monitoring indicator for
identifying that said selected packet is to be used for
said monitoring, sald data packet having a first number

of protocol layers, and ouiputting said marked data
e

e
o

cket, (2} 1in at least cne packet processing node,
recelving said marked data packet, forming a data packet
based on sald received marked data packet, such that said

formed data packet comprises a second number of protocol

H

layers that 1s different from said first number of

protecol layvers and such that said indicator added in
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placed in the lowest protocol layer

of said formed data packet, and outputting said formed

data packet, and in a monitoring node, monitoring said

transport of data on the basis ¢of the indicators in data

packets that passed through the at least one packet

processing node.

Preferred embodiments are defined 1in the appended

dependent claims.

BRIEY DESCRIPTION OF THE DRAWINGS

Embodiments of the invention wlll be described below, by way

of example only, with reference to the accompanying

drawings, in which:

Fig, 1 schematically shows components of a first,

systenm

embodiment ¢of the invention, including notional functional

units dintc which the system may be thought of as being
configurad;
Fig. Z shows notional functional units of which the marking

node 2 of Fig. 1 may be configured;

Fig. 3 shows noticonal functiomal units of which the packet

processing node 3 of Fig. 1 may be configured;

Fig. 4 shows notional functional uwnits of which the

monitering node 4 of Fig. 1 may be configured;

Fig. © shows notional functional units of which a segmenting

packet processing node 38 may be configured;

Fig. & shows noticnal functional units of which an

assembling packet processing node 3A may be configured;
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Fig. 7 shows mnotional functional units of which an

encapsulating packet processing node 3E may be configured;

Fig. 8 shows notional functional units of which an
decapsulating packet processing node 3D may be configured;
Fig. © shows the system embodiment of Fig. 1 further
comprising a management node 5 and/cr a storage medium 6;
Fig. 10 shows a £flow diagram of a method that may be
performed by the apparatus c¢i the first embodiment;

Fig. 11 shows a second  embodiment, including optiocnal

marking of an encapsulation header;

Fig. 12 shows a management center and node of the second

embodinent ;

Fig., 13 shows how, in the second embodiment, network nodes

b

may be able to maintain packet markings:; and

Fig. 14 shows that the second embodiment may involve a PS

(Packet Switched) Domain User Plane protocel stack.

DETAILED DESCRIPTION

According to preferred embodiments, the concepts below are
applicakble in & passive monitoring system such as described
above. However, the above advantages of a passive monitoring
system are naturally only examples, zand the present
invention can be used in connection with any communication
system in which data packets having protoccl layers are

transported.

Examples of co-operation of functionzl units of embodiments
are described below with reference the drawings. As is the
case for all of the apparatus drawings, the illustrated

units and interconnections are notional and are shown for
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illustration purpocses only to assist understanding: they do
not necessarily represent units and connections intco which
apparatus or software of the system actually become

configured. For example, although Fig. 1 shows <three

separate nodes 2 - 4, the nodes 1 and 2, or the nodes 2 and
3, or all three nodes 2 — 4, may be integrated within one
nede.  Further still, the drawings are not intended to

suggest whether any funcfional unit is implemented in
scoftware or hardware, or tc specify whether packets are

processed in parallel or serially et any point. Further

T

still, the monitoring node 4 may be connected to the
communications medium, e.g., network 1, indirectly through

the packet processing node 3.

I~h
o
]
o
o]

The following descripticns of example embodiments re

tds

“ildentifiers” in packets and flows.

Regarding a “flow” as described above, the identifier found
in a packet thereof may for example identify particular
source and/or destinaticn ports, or a particular user/user
group. Alternatively, such an identifier may identify a
particular communication  that is, &.q., a telephons
conversation, an SMS text messags, a file transfer, a
communications system control message, atc. . Further
alternatively, such an identifier may identlfy a particular
application that is, e.g., conventional packet switched PSTN
telecommunication, Voice~-Cver-1P (VOIP) telecommunication,
SMS texting, etce..

However, 1t will be obvious to the skilled person that many
other types of identifier may be used to identify a flow.

rurthermore, it would be obvious to the skilled person that
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an 1ldentifier may be merely a number or a code for

identifying a flow by means of a look-up table or database.

Such an didentifier in a particular packet of a flow may
further unigquely identify the particular packet. For
example, the identifier may identify an associatesd, serial
flow of packets and further comprise a packet seguence
number that indicates the seguential position of the packet

in the ldentified, serizl flow,.

For a single packet that is not part of a flow comprising a
group of packets, an identifier in the single packet may

uniquely identify the single packet.
g Y J

Where a packet comprises more than one protocel laver, an
identifier may generally be located in any one of those
protocol layers, depending on the particular protocel or
technology, o©r on the part o¢f the communications system

through which the packet is currently being transported.

FIRST EMBODIMENT

Referring to Fig. 1, a system embodiment o©of the present
invention comprises a marking node 2, a packet processing
node 3 and a wmonitoring node 4. These nodes may be linked by

any communications medium, e.g., network 1.

Referring to specific functional units shown in Fig. 1, the
marking node 2 is configured to seslect packets according to
a marking rule and to mark the or each selected packet by

placing a monitoring indicator in the lowest protoco

s

1
£ the packet (which may be the only protocel layer).
Preferably, the lowest layer is the lowest networking la

e.g., the lowest Internet Protocol (IP) transport layer.
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Thus, the marking rule 1is any rule for determining which
packets are selected for marking, e.g., by reguiring each
selected packet e have an identifier matching a
predetermined identifier, or even by regulring packets to be
marked to be selected randomly. The marking rule may further
speclfy how a selected packet 1s to be marked, e.g., the
form of a monitoring indicator to be placed in the packet,
and/or where (e.g., in which field) the monitoring indicator

is to ke placed within the lowest protocol laver.

The monitoring indicator may comprise one or more bits, and
is for indicating that the selected packet iz to be used for
monitoring. Where the monitorin indicator comprises a
plurality of bits, the monitoring indicator may further
identify the packet itself or a flow to which the packet
belcngs, e.g., the 1Indicator may be an identifier as

described above.

The packet processing node 3 changes the number of protocol
lavers o¢f the marked packet while ensuring that the lowest

i of the

h

B

prorvocol layver {e.g., the lowest IP transport lavye:

my

P

resulting number of lavers containg the monitoring indicator
placed by the marking nodes. Advantageously, this can zallow
the monitoring indicator placed by the merking unit 2 in the
iowest protocol layer of a packet to be propagated such that
the indicater remains in the lowest protocol layer even when

A 3

the number of protocel lavers of the packet 1is changed.
Purther advantageously, where all the nodes in &
communications route extending from the marking node 2 ars
nodes that do not change the number of protocol layears
and/or packet processing nodes 3, the monitoring indicator
of & packet marked by the marking node 2 remains in thes

lowest protocol layer of the packet as the packet propagates
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1]

through the entlire route, regardless of any changes in the
number of protocol layers in the packet. Conseqguently, the
monitoring indicatcr of a marked packet zremains zvailable,
and may further remain more easily accessible, throughout
the propagation of the packet along the epntire route,

without any need to parse into other, e.g., higher, protocol

-

avers as well as the lowest protocol layer at any point

aiong the route.

The meonitoring node 4 is configured to perform monitoring of
data transport on the basis of the packet(s) marked by the
marking node 2 and processed by the packet processing node
3. Thus, the monitoring node may monitor the transport of
data carried by a2 single marked packet or data carried by =

filow o©f related marked packets.

In particular, the menitoring node 4 may be configured to,
for identifvyving packet(s) toc ke processed for menitoring
transport o©f a particular packet or £flow, i.e., packets
marked by a marking node Z, loock oniy in the lowsst protoccl
ilayer le.g., lowest IP transport laver) of sach recelved
packet,

The network 1 may be any communications network that uses
any vphyvsical transport mechanism (e.g. wired, wireless,
cptical, etc.) and any lavered <Irensport protocol f{e.g.,

TCP-IP, SDH, SONET, etoc.).

Thus, an embodiment may have a flrst node {marker node 2)
which applies a monitoring indicator according to a marking
rule, a second node (packet processing node 3 which
propagates the indicator by ensuring that the indicators are
placed in the lowest preotocol layver of the outgoing packet,

and a third node (monitoring node 4) that can monitor the
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traffic based on the indicator. Advantageously, this can
allow large-scale monitoring, which may be applicable to
different kinds of activities such as performance

monitoring.

Preferably, the monitoring node £ may be configured fto
perform the <Transport monitcring on the basis of marksd
packets that comprise a monitoring indicator conforming to a
monitoring rule. Such a2 rule may, e.g., specify that the
monitoring indicator must match a predetermined monitoring
indicator, or specify that all packets containing a
monitoring indicator are to be used for the monitoring, as

further described below.

Furthermore, there may be one or more further nodes 2 - 4 of
the inventicon or conventional nodes connected in the system,
e.g., on network 1, bheyond or beitwesen anv of the nodes 2 - 4
of Fig. 1. Preferably, any such conventional nods between
the marking and monitoering nodes should not add to a
recelved packet a protocoel layver lower than the lowest

s
laver of the packet as received in the conventional
Y ¢

Z¥Amples of co-operation of functional units within the
nodes 2 - 4 of the first system embodiment are described

below with reference the drawings.

Any of the neodes 2 - 4 may have, in addition tLo functicnal
units reguirsd for performing the invention, further
functional units configured to perform the functicns of any
conventional communications system node. For example, the
packet processing node 3 may have functional units for

performing conventiconal routing, switching, priority
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gueuing, buffering, etc., in addition To the functional
units of nodes Z - 4 as described above. As a further
example, the functional units of the marking node 2 or
monitoring node 4 may be provided together with conventional
functional units of a user terminal, e.g., a mobille
telephone. Functional units for performing conventional
functions mayv be further provided in an integrated manner
with, or separately from, functional units concerned with

performing the invention.

Lyl

Pig. 2 shows that the marking node 2 may comprise a filter
21 for selecting packets (e.g., from packets a-e} tTo be
marked according te¢ the marking rule. The filtering may be
carried out by first searching for an identifisr (e.g¢., user
identifier, destination port, etc.) within each packet and
then selecting packets by comparing the identifiers to a
predetermined identifier specified by the marking rule. [If
the packet originates, 1i.e., 1s generated, at the marking
node 2, the searching may not need to be carrisd cut). The
filter is arranged to output the sselected packets to a
marker unit 22 that is for marking each selected packet by
ensuring that a monitoring indicator is placed in the lowest
{or only) protocol layver of the selected packet. If the
monitoring indicator is to be identical to the identifier,
the marker unlit ZZ2 may be configured to place the monitoring
indicator only after determining that the identifier is not

already present in the lcwest protocol laver.

In one example, the monitoring indicator 1s the same as the
identifier. In this case, for placing a monitoring indicator
in the lowest prctocel laver of a packet, the marker unit 22

may be arranged to identify the preoctocol laver in which the
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igdentifier of a packet isgs located and, if it is determined
that this is not the lowest protocel layer, to copy or move
the indicator into the lowest layver. The marker unit 2 need
not copy or move the indicateor for placing it 1f 1t is

detected that the identifier is already in the lowest laver.

Marker unit 22 outputs marked packets to fransmitter 23 for

cutputting from the marking node 2.

]

Fig. 3 shows that the packet processing node 3 may have a
configuration wherein a receiver 31 and transmitter 35 are
linked by a layer number changer 32, an indicator determiner
33 and an indicator processor 34. The receiver 31 is for
recelving packets from, e.g., network 1, whersin at least
some c¢f ths packets may have a monitoring indicator. Ths

laver number changer 32 wmayv add or remove one or more

=

protocel layer{s) to/from a packet received in the packet
processing node 3, depending on communications s

reguirements not directly related o the invention. The
indicator determiner 33 is for determining if a monitoring
indicator is present in a packet recelved from the lavyer
number changer 32 and, 1f so, in which protogel laver the

indicator ls located. Depending on ths cutput from the

b

indicator determiner 33, the indicator processor 34 is

arranged tc ensure that any indicator detected and locatsd
by the determiner 31 is present in the lowest protocol layer
whaen the packet 1s outpu te the transmitter 25. The
transmitter 33 LTransmits the packet further 1in  the

n

communication system, e.g., on network 1.

In one particular configuration of the packet processing

nede of Fig. 3, the processing carried out by the changer
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32, determiner 33 and processor 34 may be carried ocut as a
series of steps in that order. Furthermore, the output of
the determiner 33 may be used to ensure that packets without
any monitoring indicator are not input to the processor 34

hut passed straight to the Transmitter 3%.

Further still, the indicator processor 34 may ensure that an
indicator 1s in the lowest layer as described above, by
moving or copying the monitoring indicator to the lowest IP
protocol laver of the packet, and may further by configured
To not move or copy the indicator if the determiner 33
indicates that the indicator of a particular packet is
already in the lowest layer of the packet cutput from the

layer number changer.

Fig. 4 =shows that tThe monitoring nede 4 may have a
configuration wherein & receiver 41  is provided for
receiving packets, an indicator detector 42 is provided to

detect whether a monitoring indicator is present in the

lowest protocol layer of sach received packet, and an outpu

1

generatcor 43 is provided To generate and output monitoring

results.

Furthermore, one or more additicnal instances of the
monitoring neode 4 may be provided, at diffsrent points
within the system, to receive packets from the same marking
node 2. Such monitoring nodes 4 may be advantageously
arranged, e.dg., to indicate lack of route diversity or for
fault localisation by providing outputs that are processable
to identify a particular locality, l.e., an area or link in
a communications network where a fault has occurred leading

to packet loss.
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Fig. 5 shows a segmenting packet processing node 33, which
may be an additicnal node in the system embodiment or may
constitute the above packst processing  node 3. The
segmenting packet processing nede 35 may have  the
configuration of the packet processing node 3 of Fig. 3
including the receiver 31, indicator determiner 33,
indicator processor 34 and transmitter 35. However, the
laver number changer 32 of the packei processing node 3 is
replaced by a segmenter 352. The segmenter 332 is configured

to change the number of layers of a packet by segmenting,

it

i.e,, diwviding, a packet received bky receiver 31 into a

plurality of packets.

The indicator leterminer 33 of the segmenting acket

3

processing node 3A may be configured fo determine whether
the received packet contains a monitoring indicator and in
which protocel layer that indicator is located within the
received packet. On thils basis, the indicator processor 34
iz configured to copy any such monitoring indicator to the
lowest rotocol layer of each packet resulting from the
segmentation. The processor 34 may further be configured not
to copy the indicator to any one of the resulting packets if

the determinsgr 32 indicates that the monitoring in

o
1.
[§]
W
pors
0
=
-
n

-

already present in the lowest layer of that particular

packet.

Fig. 6 shows an assembling packet procesgsing node 3A, which
may be an additicnal node in the system embodiment or may
constitute the above packet processing node 3. The

assembling packet processing node 3A  may  have the
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configuration of the packet processing node 3 of Fig. 3
including the receiver 31, indicator determiner 33,
indicatoer processor 24 and transmitter 3%. However, the
layer number changer 32 of the packet processing node 3 is
replaced by an assembler 3A2. The assembler 342 is
configured tc¢ change the number of layers of a packet by
assembling a packet from a packet received by receiver 31
and one or more other packets. The ‘other’ packet(s) may
have been received 1in receiver 31 and/or be packets
generated by the assembling packet processing node 2A.
Alternatively, the ‘other’ packets may be received in a
further receiver 31 of the assembling packet processing node
3A that receives packets from other communication channels

or routres of a network 1.

The indicator determiner 33 of the assembling packet
processing node 3A may be configured Lo determine whether
the assembled packet contains a monitoring indicator and, if
80, i1n which protocel layer. If the assempling packst
processing node 323 is configured to form each assembled
packet using only one packet received by receiver 31 (as

ocppesed to generated or received by an alternative

H

sceliver), the determiner 33 may be configured to sstablish
if there is one or no indicator within the assembled packet.
Alternatively, the determiner 23 may be configured to detect
one or more indicator{s) within the assembled packet and in

which laver{s) of the assenbled packet sach such indicator

The indicator processor 34 1s configursd to copy or move the
or each monitoring indicator to the lowest protococl layer of
the assembled packet., The processor 34 may further be

configursed not to ceopy an indicator to any one of the
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resulting packets 1f the determiner 33 indicates that the
monitoring indicator is already present in the lowest laver

of the assembled packet.

Fig. 7 shows an encapsulating packet processing node 3E,
which may be an additional node in tHe system embodiment or
may constitute the above packet processing ncode 3. Az shown
in Fig. 7, the encapsulating packet processing node 3E may
have the configuration of the packet processing node 3 of
Fig. 3 dincluding the receiver 31, indicator processor 34
and transmitter 35. However, the layer number changer 32 of
the packet processing node 3 is replaced by an encapsulator
3E2. The encapsulator 3E2 is configured to change the number
of layers of a packet by encapsulating the packst within a
further packet. The encapsulating and encapsulated packets
from which the encapsulated packet is formed may comprise a
packet received and/or a packst generated by  the
encapsulating packet processing node 3E. Furthermore, the
determining Zfunction o¢f the indicator processcor 34 may

determine whether the packet resuiiting fzrom encapsulation

b

contains a monitoring indicator and, if s8¢, in which

fa

+

o
i

ccol laver, the indicator processor 34 being configured

&

O

e
3

copy or move any detected monitoring indicator({s) te the

&)
o

-

owest protocel layer of the packet resulting from
encapsulaticn. The processor 34 may further be configured
not to copy an indicator 1if the determiner 323 indicates that
the monitering indicator is already present in the lowest

layver of the resuliting packet.
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Fig. 8 shows a decapsulating packert processing node 3D,
which may be an additional node in the system embodiment or
may constitute the above packet processging node 3. Az shown
in Fig. 8, the decapsulating packet processing node 3D may
have the configuration o¢f the packei processing node 3 of
Fig. 3 including the receiver 31, indicator processor 34
and transmitter 35. However, the layer number changer 32 of
the packet processing node 3 1s replaced by a decapsulatorn
2D2. The decapsulator 3D2 is configured to change the number
of lavers of a packet by decapsulating a smaller packet from
within the received packet. The determining function of the
indicator processor 324 mayv determine whether the received

packet contains a monitoring indicator and, if

thy
w

o, 1in which

protocol layver, the indicator processor 34 bein

(O ITe
]
G
3
h
'.,,.7.
Te
o
4
®
o3

to copy or move any detectad monitoring indicat
lowest protocol layver of the packet <resulting Ifrom

decapsulation. The proce

I
i

sor 34 may further be configured
not to copy an indicator if the determiner 23 indicates that
the monitoring indicator i1s already present in the lowest

laver of the resulting packet.

In view of the above, the implementation of marking and
monitoring rules in the invention may have the advantage of
providing improved traffic monitoring through packet marking

hased network assisted filtering.

For example, an embodiment may allow user~oriented
performance measures (e.g. _endwto—end packet delay, call
setup time; to be produced and to enable sophisticated fault
localization. For such advantages, a user's signalling and
data traffic mav need to bs monitored at two or more

nodes/interfaces in the network. This user tracking requires
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the harmonization of filtering at the measurement points.
The harmenization can be done based on common identities

{e.g. IMBI {(International Mcbile Subscriber Identiivl!}.

]

nfortunately, in a conventicnal system, these identitiess

Ql

re not available in every node and signalling phase.
Furthermore, none of thesse identities are present in each
packet of a user in a conventional system. Conseguently, the
capture hardware of a conventicnal system would have to
maintain a mapping table and perform a table lookup for each

packet on a possibly Gbps link in order to achieve such

advantages.

Fig. & shows <that the system embodiment of Fig. 1 may
further include 2 management node &5 for <transmitting a
marking rule to the marking node Z and/or for transmitting a

monitoring rule to the monitoring node 4.

The monitoring rule may instruct the monitoring node 4 to
monitor data transport on the basis of, e.g., all receivad
packets that have an indicator in the lowest protocol laver,
all received packets that have a2 predetermined indicator in
the lowest layer, or all received packets having an
indicator in the lowest layer that links the packet, e.g. by

means of a loock-up table or database, to a particular flow.

The monitoring rule may further specify processing fo be
carried out on the monitcring iIindicators of the packets
having, e.g., the spescified indicator or tvpe of indicator
in the lowest protocol layer. 3uch processing may bes merely
formatting to ocutput the indicators in a format receivable
by an external processcr, or a specific form of statistical

processing of the indicators, e.g., regarding time of

i i
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arrival, transport zroute taken, error rate, missing packet

rate.

Particularly advantageously, the management node 5 may be
for transmitting a compliementary pailr of marking and
monitoring rules to one or mere respective pairs of marking
and menitoring nodes 2,3, =such that one or mere different
monitoring functlions within the system can be changed
dynamically and synchronously acrcss one or mors routes

extending betwesan marking and monitoring nodes.

Fig. 9 further shows that the system may additicnally
inciude a storage mediuwwm €& having computer program

nstructions sitored therei

!..J .

for configuring each of one or

3

more programmable units to perform as one or more oI the
nodes of an embodiment. Such & programmable unit may be a
computer containing, in a conventional manner, one or more

processors, nemories and input/output devices.

The flowchart of Fig. 10 shows preocessing that may be
performed by the apparatus o©f the first embodiment
previously described. For example, the steps 51 - 53 may be
performed in the marking node Z, while steps 854 and S5 may
be performed in the packet processing node 3 and monitoring
node 4, respectively. However, such an arrangement is merely
an example and the steps 51 - 84 or the steps 354 + 55 may
pe performed in the same node, or all of steps 81 - 55 may

even be performed in the same node.
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The method may begin with the step 51 of determining whether
a packet conforms to & marking rule. If it does, the packet

is selected in step S2.

The marking rule may specify to select, e.g., only packets
containing data linking the packet to a particular flow, or
only a specific packet identified by an identifier of its
flow and its packet number within the flow, to select
packets randomly, or even to select all packets. For the
latter case, a marking node may be configured to not perform
a conformity determination as such 1f the current rule
speclifies that all packets are to be selected.

Furthermore, the marking rule may specify in which layer the

mark 1s to be placed in a packet selescted tcoc be marked.

&)

Further still, the marking rule may be introduced anytime
according to, e.g., applicaticn, user, bearer type, terminal

type, stc..

In view of the above, all ¢f the packets of a complete flow
may be marked with  the same monitoring indicator.
Alternatively, packets of the same flow can be marke

according to, e.g., different bearer types. Thus, both a per
packet marking and a per flow marking are advantageously

possible.

Rach packet con which a conformity determinaticn is performed
as described above may be generated in & marking node 2 or
may alternatively be received from a further network node,
e.g., a user terminal or an edge node interfacing with a
neighbouring network, or any marking, packet processing or
monitoering node assoclated with a further instance of the
lnvention within communications system, e.g., connected o

network 1.
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The marking rule may be hard-wired inte the node tha
performs the marking, may be read into the node from a
storage medium ©, or alternatively may be received by the

node in a signal from & remote apparatus, &.¢., a management

node 5. An advantage of the latter alternative is that, 1

-

the network 1s aware of the events that happen in th

0]

network, 1t can support many marking rules depending on what

[¢H

events trigger the Iinitial marking (i.s., filter criteri
could be radico specific or application specific events,

eto.).

Wnen a packet has been selected, the mesthod proceeds to step
33, wherein a monitoring indicator is placed in the lowest
protocol laysr {(which may be the only protocel laver: of the
packet, In other words, the packet is marked.

or the marking of a packet and/or the propagation of th

P
e

-

packet, an cptional I

s
th

fomet

ield of an IP transport layer can be
used To carry the monitoring indlilcator. In this case, the
operator can define what the opticnal field means and the

same field can even bhe used for several different pairs of

corresponding marking and monitoring rules.

Further advantageously, a field, e.g., of an IP transport
layver, that has a variable number, or a sufficient fixsed
number, of bilts may be used s0 that separate marking and
monitoring corresponding to a vwvarlety of respective of
criteria, e.g., VOIP applicaticns, user groups with the same

user 15, etc., can be carried out for the same packet(s).

In step S$S4, the number of protocel layers of the packet is

O

changed, i.e., increased or reduced, and the monitering
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indicator is placed in the lowest layer of the resulting
packet by copying or moving the indicator. (No ‘placing’ as
such may be performed if the indicator is already in the
lowest layer 1in the packet with the changed number of

lavyers;).

in step 85, transport of data i3z monitored on the basis of
the indicator({s) in packetis) that have been progessed

according to steps S1- S54.

Thus, since the step 54 has ensured that the monitoring
indicator is in the lowsst laver of the packet, and provided
that the i1ndicater 1is kept in the lowest layesr in all
subseqguent nodes prior o step 35, the monitoring in step 55
only needs to look at the lowest laver of each received

packet.

Particularly advantageously, this means that parsing of
received packets is not reguirsd in a monitoring node. For

example, only the transport headers may be examined.

Furthermore, since the monitored packets are only those that
were selected according o a monitoring rule in previous
steps 51, 5Z, the embodiment may have the advantage that

not all traffic is captured at a monitoring node {which maj

e

be a network interface} so that the obtained traffic trace

w

do not become huge within a short time. Where this advantage

is not achieved, 1t 1is challenging to handle the huge
capture files, and thus measurement Iintervals need to be
shortened. This may result in several compromises because,
for certain types of events [(e.g., subscribers attaching to
the network, initizting communication, handover, stc.), much

less can be obkserved during & shorter time period. TFor
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example, 1t may no longer be possible to analyze some longer

Term statistics such as dally profiles.

th

',JA

In more detaill, itering/processing of traffic in a capture
device, in real tTime during the traffic capture, risks the
stored traffic trace becoming of a reasonable size, even for
long measurement durations. Then, the capturing device will
then face challenges, because bitrates of monitored links
can be in  the order of several Gbps already and,

furthermore, the wutilization of these links constantly

0]
&)
<
D
]
EA_A
h

increass the capturing device incorporated

w

pecialist hardware, 1t is likely that the capabilities of
filtering/processing algorithms it can run in real time are

oy

imited. Real-time signalling of filtering information

}_.'

between monitoring points to overcome this would need to

4

O
fass

&

very strict delay reguirements.

The meonitcoring results output by an embodiment of the
inventicen may comprise & stream of read indicators,
preferably in a format processable in an external data
rrecessing node. Further pr rably, the read indicators may
pe accompanied by time stamps of arrival time at the
menitoring nede. Alternatively, the results may comprise
statistics calculated in the cutput generator concerning
packet drop rate, e.g., if the read indicators comprise
packet seguence numbers such that the monitoring node is
able tTo detect a missing packet in a stream of packets
comprising a single communication. Further alternatively,
the results mey comprise an alarm signal 1f missing packets
are detected and it is thereby determined 1in the monitoring
node that a problem mayv have occurred in a downstrean
node/link. Further alternatively, the results may comprise a

signal to indicate that all packetvs cf a single
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communication have been received at the monitoring node,
this advantageously indicating that there may be a lack of
giversity of routes in use 1in a network, Naturally, these
are only examples of results that may be obtained from the
menitoring node and the skilled person will readily conceive
of other monitoring results obtainable by use of the

invention.

farther advantageously, the zabove embodiment may be applied
at any stage in the transport of a flow. For example, the
marking by with a monitoring indicator can be carried out at
any node 1in the tTranspcert route of & flow {e.g., in ths

sending node where the packet or flow originates or at any

point theresafter) and the moniteoring may take place at any

point subsequent to the marking, e.¢., before the packet or
fiow reaches 1ts destination. Furthermore, the monitoring
indicator may be place in any packet of flow, i.e., the

ced
marking with the indicator is not necessarily restricted o
the first packet of a ZIlow. Thus, an embodiment can be
appiied to intermediate packet(s} of a flow of packets and

to an intermediaste section of the route of the packet(s)

between source and destination.

SECOND EMBODIMENT

he second embodiment contains the elements of Fig. 1,

w1

namely a marking node 102, a packet processing node 103
4

(e.g., 103X, 103Y) and a2 monitoring node 1044.

While the second embodiment may £it well to the case where
all interfaces are IP based, since the functicnality of the

embodiment 1s not radio access or core technology specific,
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it could be introduced in various types of networks, e.g.,

SAE/LTE.

According to the second ampodiment, the Necessary
information for filtering at a monitoring node is placed in
packet headers at the transport laver. This is significantly
different from existing marking based sclutions, because it
can be applied in specific multi-laver enviromnments, such as
&e.g., 3G (Third Generation) networks. In such an
environment, tunneling and bearers are used because of
mobility and radio related processing. In such a case,
besides IP packet marking, node support according to an
embodiment allows the marking to be propagated in the
network and to keep the marking always in the lowest 1P
transport layer in order to enable simple ildentification of
fiows to bs observed. This way, the filtering of the data to
be captured for further analysis may be reduced to a simplse

flag check in the marked packels.

The proposed nstwork elements of the second embodiment may
further imply functions o enable the introduction and
=
4L

propagation of filtering criteria.

Thus, network functions, which can take z significant part
of the filtering task tThat arises during mnmonitoring,
possibly at two or more monitoring points, may
advantageously enable monitoring of traffic of selected
users. An advantageous concept 1s to keep in mind the
observability of the network Ifrom the design phase and

construct the network from such slements which support this.



10

20

25

30

WO 2009/146747 PCT/EP2008/056995

28

Since the volume of contrel plane packets {i.e., signaling
meszages). is much smaller than that of user plane packets,
the following discussion of the second embodiment focuses on
user plans traffic. It 1s nevertheless feasible to record
all signaling traffic. Since user plane traffic is between
client peers (e.g., 1in case of telephony! or between a
client and a sarver (e.g., for videc streaning), packet
marking hased filtering fits this type of traffic better

than signaling traffic, where network nodes also generate

messages.

In the second embodiment, & telecommunications network can
be regarded as a colliection of traffic handiing nodes and a
management center (node} 105. The embodiment extends the

existing functionality of such a network as follows:

-  the management center 10> is able to define monitoring

jobs, and is able to communicate the derived filteri

L3
Lo

H

rules to the nodes 102 (e.g., marking node and/o

monitoring nodel before the start of monitoring {sse

-~ & network nods 102 (e.g., marking node) can handle the

filtering rule the management center has communicated

=
®

to it and, based on its current knowledge azabout t
system, it marks the network traffic on the current
transport laver which matched a specific filtering

ruele (see Filg. 11).

Furthermore, Fig. 12 shows that, in the second embodiment,
network nodes 102 can mark packets based on f{illtering rules
(marking rules) obtained from & management center

{management node} 105.
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Thus, the second embodiment - may advantageocusly allow
tracking of the passing through time of packets in, =.¢., an
RNC {Radio WNetwork Controeller). In other words, the
embodiment may allow packet-level - rather than connection-
oriented - monitoring such that any part of the information
and not ‘connections’ in some part of the network can bhe

monitored.
s Propagation of Marking in the Second embodiment:

Network nodes 103 (packet processing nodes) may process
packets in  various ways, inciuding segmentation and
reassembly, decapsulating and encapsulating according to new
protocol headers/trailers, fragmentation, etc.. Since the
marking {i.e., monitoring indicator) needs to be propagated
through the node, such a node should be able to propagats
the markings seen at incoming interfaces towards outgoing
interfaces. Thus, & network node 103 should be prepared to
preserve the marking whatever processing takes place (see

Fig. 13).

Advantageously, the marking can be done within the 3GPP
{Third Generation Partnership Prodect) domain such that it

i3 not seen ocubside of the observed network.

The fcliowing describes optional technigues for propagation
of marking in relation to encapsulation, decapsulation and

segnentation.

A. Propagation of WMarking regarding Encapsulation / De-
capsulation:-
During pass-through of network traffic on network nodes 103,

new protocel layers may encapsulate or descapsulate the

original traffic. Thus, the original marking which the
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transport layer holds has toe be propagated among the new
lavers.
Fig. 11 shows propagation of packet marking, wherein the

sulation hesader is marked.

m
w3
§]

ad

o

If a marked packet becomes encapsulated, the propagaticon may
be achieved by, e.g., alsc marking the encapsulation header
{see Fig. 11}. While such marking may oconsume resgurces
during pass-through, an advantage is that deep protocol
parsing is not needed to subsequently extract an inner

marking.
Options for marking an encapsulation header include:

- the marking 1s moved into the encapsulation hesader,
This may have the advantage that the packet size
remains constant. However, if the encapsulation header
iz subseguently removed from the packet, then the
marking may need to be moved hack to the lower

protocol laver; and

- the marking is copled into the sencapsulation header.
This may have the advantage that there 1z no need to
ieal with the moving back of the marking if the

encapsulation is removed.

B. Propagation of Marking regarding Segmentation:-

If & marked packet gets segmented into more packets, all

resulting packets take over the marking.

The management center 105 may ask nodes 103 fto communicate
the marked traffic to an external monitoring device 104
{(monitoring node}, or the monitering device 104 may itself

filter the traffic basad on the marking of the transport
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protocol (see right-hand side of Fig. 11). Further data
and/or identifier correlation 1s not necessary for the

filtering of the traffic at a node or capturing device.

Cne may note that there is a trade-off between the
complexity of on-line filtering and the amount of additional
processing nodes should do in order toc support packet
marking propagation. If packet markings can pass through the
network, the filtering possibility becomes available at each

point 1in the network.

If all nodes support the filtering procedure by propagating
the marking in the outer IP headsr (i.s., the lowest IP
laver) as described abkove or in Figs. 11 and 13, on-line
filtering may advantageously require a low processing
effort. Therefcre, a preferred (but not the only) option is

to nave mazximum support from the nodes in order to simplify

Depending on the size of the used marking field, it is

possible to apply more filtiters at the same time.
s Location of Marking in the Second embodiment:

Referring more specifically to, e.g., cellular mnmobile
networks, the following concesrns the location of marking in

optional techniques of the second embodiment.

In current all-IP networks, I? packets are communicated
among hosts and servers and, even 1f funneling or transport
bearers are used, there 1s IP connectivity in the transport
layver as well (see e.g., IP based Iub, ITu and ¢n interfaces
in 3GPP cellular network). Therefore, an appropriate place

for the packet marking may be in the IP hazader.

Where the monitoring indicator 1s a single bit, there are

more possibilities for the location of the indicator:



WO 2009/146747 PCT/EP2008/056995

- the opticns field of the IP header in the IP transport
layer. The marking of a packet would need to extend
the IP header with four bvtes (this may be ths
minimum), modify the IP header length field, and

5 recalculate the CRC (Cyclic Redundancy Check) checksum
on the IP header as 1t implies the opticn fields as

well:

dentiflcation fileld in the IP header. For

fuda

-~  the

example, one pit of the 16-bit field could be used for

10 marking; and

- the Type of Service (T03) field. For example, one bit

of the g-bit TOS field could be used for marking.

I the case of 3G networks, the marking procedure would
typically within the 3GPP network, where in the local IP
I5 transport layer vet unused parts of the IP header are free

to be used without violating any protocol rules.

ror example, one could set in the GGESN  (Gateway GPRS
(Generic Packet Radlc Service) Support Node) which IMSIs to
observe. The GGSN would mark the selected packets in the T
20 transport layer cof the Gn interface. Cther 3GPP nodes {5GSN
{Serving GPRE Support HNode), RNC (Radio Network Controller))
would propagats the markings appropriately. In ithis case,
packet markings would not be visible outside the 3GPP

network at all.

25  Since marking is propagated through the network preferably
in the lowsst possible. networking (e.g., IP} laver, 1t may
advantageously be very easy to capture marked informaticn at
any point in the network. The capture/monitoring device does
not need to parse the protocols and apply possibly complex

30 Filtering rules on~iine during capiurs.
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A first modification of the second embodiment filters on

specific application type:

As an example, let us suppose that the VelIP traffic of the
user has to be analyzed and thus z trace containing only the
VoIP traffic would be useful. In case c¢f a cellular mcbile
network, a suitable trace can for example be collected by

capturing packets carried over the Gn or the Gi interface.

In the first modification, the client may be capable of
marking packets generated by VolP applications and placing
the marking in the IF header opticns field. After this, the
IP is segmented, encapsulated, and sent over the radio
interface, (Note that the application should nct necessarily
be VoIP and that marking could take place in a server or at

IMS as well.)

ne

The next time when we consider using the IP header is in

ot

UTRAN where the radio interface traffiic is prepared to be

relayed to the core network through the Iuv-PS interface. A

3
Uy
©
'S
%
@
o
=]
et
iy
M

GTP (GPRS Tunneling Protoceol) tunnel 1s create
UTRAN and SGSN, which is encapsulated with an IP layer. The
new functionality which has to be supported by the RNC is to
make it possible to check the transported IP header and

transpose the marking to the new transporting LP layer.

The marked packet is transported to the SGSN which relays
the traffic to the proper GGSN. During the passing through
of the original IP packet on the BSGSN, the packet is
decapsulated from the RNC-SGSN tunnel, and encapsulated with
the proper addressed IP layer to send it through the SGSN-

GESN tunnel. The extended functicnality of the 3GSN is that
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it supports transpcosition of the marking during the relay

process.

The GGSN obtains a marked packet c¢n the Gn interface, and
from now on the original packet sent by the M3 (Mobile
Station) i1s available., The GGSN acts as a router towards the
Internet and can transpose the marking to the IP laver it

uses on the Gi interface.

In the previous use case, the Iu-P3, Gn or Gi interface can
he captured and the filtering applied based on the marking

of the IP headsr opticns field.

A second moedification of the second enmbodiment filters on
speciiic users:

In this regard, 1t is noted that the packet marking concept
can be used more generally than as described above. Any
network node 102 that is capable of marking packets based on
any criteria extends the current networit’s capabilities. For
example, if the Node B (the name of the base station in 3G)
is capable of marking the packets, then with the sams
concept described in relation to the first wmodification
above, filtering of the user’s trafific of specific cells may
advantageously begome possible (e.g., even in the gore

neTtwork) .

A third modification of the second embodiment tracks user IP
packets in HE:

in the context of HSDPA (High Speed Downlink Packet Access),
if an IP packet arrives in downlink directicn to the RNC, it

gets bufferad, segmented, placed intc the RLC {Radio Link
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Control}) buffer, encapsulated according the RLC and MAC
(Medium Access Controly framing, etc. Finally the packets
are sent out towards a Node B at the Iub interface. Due to
this substantial processing, 1t 15 hard to find which IP
packets at the Iu-PS interface correspond to which IP
packets at the Iub interface (we consider IP based Iub). I
is very cumbersome, for example to measure the time taken to
process the packet in the RNC and send it down to the Node
B. It is therefore advantageous 1f the RNC can propagate
marking of Iu-P5 IP packets to Iub IFP packets, which may
furtner advantageously make possible correlation with

measurements at other points, e.g., in the core network.

2 further modification of the second embodiment mav involvs
a P5 Domain User Flane protocol stack with netwoerk support
such that marking 1s propagated into IP (Internet Protocol)
based transport interfaces ITu-P5, Gn and Gi. In this regard,
rig. 14, wherein, e.g., LI and LZ are lavers, shows that
such a modification may advantageously enable easy filtering

at these interfaces.

[

The above descriptlons o©f embodiments refe

protocol laysr in which a monitoring indicator is placed and
propagated. This lowest layer 1s preferably the lowest
Internet Protocol transport layer. However, it may be the
lowest laver of any other networking transmission protocol.
Further still, the layers o©f the particular protocol
comprising said lowest laysr may be encapsulated by lavers

of a further, different protocol.

The 1invention has been described with reference to three
embodiments., It is to be appreciated that the invention can
comprise the features of the various embodiments, the

features being taken singly, severally or collectively.
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CLATMS

1. A monitoring system for monitoring transport of data
through interconnected nodes (Z2~4) for processing data
packets 1in a communication system, wherein said data
packets conform te a layered transmission protocol, the

monitoring system comprising:

a marking node (2) for:
aj selecting a data packet according to a marking rule
and marking the selected packet by placing in the
lowest protoccl layer thereof a monitoring indicator
for identifying that said selected packet is to be

used for said monitoring, sald data packet having a

ol

first number of protocol 1

&t
bj outputting said marked data packet:;

at least one packet processing node ({3} for:

a) receiving said marked data packst;

b) forming & data packet based on sald received marked
data packet, such that said formed data packet
comprises a second number of protocol layers that is
different from said first number of protocol layers
and such that said indicator added by saild marking
nede (2) is 1n the lowest protoccl laver of said
formed data packet; and

¢) outputting said formed data packet;

and
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a monitecring ncede (4) for monitoring said transport of
data on the basis of the indicators in data packets that
have passed through the at lesast one packet processing

node (3).

2.The system of claim 1, wherein said monitored data
transport is transport of data of the selected packet or

of a filiow of s

a1}
[

3 selected packst.

3. The system of claim 1 or 2, wherein the system has:

at least one segmenting packet processing node (38) for:

a) recelving a data packet having in a protocol layer &
monitoring indicator for indicating that said received
packet is to be used Ior sald monitoring;

]

ackets by segmenting =said recelved data

H

) forming data

e

=

packet into a p

18]

urality of data packets, such that sail
indicator 1is placed 4in the lowest protoccl laver of
each of said formed data packets; and

¢y outputting said formed data packets,

wherein sald monitoring node {(4) is for monitoring said

ot

ransport of data on the basis of the indicators in data
packets that have passed through said at least one

segmenting packet processing node (33).

o~

4,.The system of c¢lazim any of claims 1 - 3, wherein the

system has:

e

at least one assembling packet processing node (32) for:
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receiving a data packet having in a protocol laver a
received

a)
nonitoring indicator for indicating that said
packet is to be used for said monitoring;

k) forming a data packet by combining a plurality of

5 data packets, such that said indicator is placed in the

lowest protocol layer of said formed data packet; and

outputting sald formed data packet,

wherein said monitoring node (4) is for monitoring said
16 transport of data on the basils of the indicators in data
packets that have passed through said at least one
(3A),

assembling packet processing node

5.The system of any of claims - 4, wherein the gsystem

t least one encapsulating packet processing node (3R}

a) recelving a data packet having in a protocol layer a
20 monitoring indicator for indicating that  said
received packet is to be used for said monitoring;
forming a data packet by encapsulating said received

k)
data packet within said formed data packet, such that
said indicator is placed in the lowest protocol laver
25 of said formed data packet; and
c) cutputting said formed data packet,
said

wherein said meonitoring node (4} 1s for monitoring

transport of data on the basis cof the indicators in data
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packets that have passed through said at least one

encapsulating packet processing node (3E).

6. The system of any of claims 1 - 5, wherein said lowest
protocol layer 1s the lowest Internet Protocol transport

laver.

7. The system of any of claims 1 - &, wherein salid lowest
protocel layer is a TCP/IP transport layer and said at
least one packset processing node (3) is for placing said

-

indicator in the IP options field o©f a header, 1in the

h

Type of Service field of a header or in an unused part of
a header, sald header being an IP header of gaid TCP/IP

transport layer.

1)

8. The system of any cof claims 1-7, further comprising a
management node for transmitiing to sald marking node (2}
data defining said marking rule and/or communicating a

menitoring rule to said monitoring node (4).

9.4 monitoring method for monitoring transport of data
through interconnected nodes for processing data packets
in a communication system, wherein said data packets
conform to a layered transmission  protocol, the

monitoring method comprising:

in a marking node (Z):
al selecting a data packet according te a marking rule
and marking the selected packet by placing in the

lowest protocol layer therecf a monitoring indicator
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for ildentifying that said selected packet is to be
used for said monitoring, said data packet having a
first number of protocol layers:; and

b} outputting saild marked data packet;

in at least one packet processing node (3):
c) receiving sald marked data packet;
d) forming a data packet based on saild received marked
data packet, such that said formed data packet

comprises a second number of protocol layers that is

h

different from sald first number of protocol lavers

such That said indicator added in ==

(o

an d marking

i
node (Z) 1is placed in the lowest protocol layver of
sald formed data packet; and
e) outputting said formed data packet;

anda

in & monitoring node (4), monitoring said transport of
data on the basis of the indicators in data packets that
have passed through the at least one packet processing

node (3},

10.The method of ¢laim 9, wherein said monitored dats

-transport 1s transport of data of the selected packet or

of a flow of saild selected packer.

11. The method of claim & or 10, comprising:

in at least cne segmenting packet processing node (38):
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4]

%3

ay receiving a data packet having in a protocol layer &

ng that said

e

ndicat

oot

monitoring indicator for
received packet is to be used for said monitoring:

b) forming date packets by segmenting said recsived
daeta packet into a plurality of data packets, such
that said indicator is placed in the lowest protoccl
laver of each of sald formed data packets; and

¢) outputting sald formed data packets, and

in sald monitoring node (4), monitoring said transport of

it

data on the basis ¢f the indicators in data packets that

have passad through salid at least one segmenting packet

processing node (38} .
1Z2.The method of any of claims 9 -~ 11, comprising:

in at least one assembling packet processing node (3A):
a) receiving a data packet having in a protocol laver a
monitoring indicator for indicating that  said
received packet is to be used for said monitoring;

b) forming & data packet by combining a plurality of

received data packets, such that said indicator is

placed in the lowest protocol layer of said formed
data packet; and

c) outputting said formed data packet, and

in said monitoring node (4), monitoring said transport of
data on the basis of the indicators in data packets that
have passed through said at least one assembling packet

processing node (3A).
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[

13.The method of any of claims 9 - 12, .comprising:
in at least one encapsulating packet processing node

a) receiving a data packet having in a protoceol laver a
monitoring indicator for indicating that said
received packet 1s to be used for said monitoring;

bj forming a data packet by combining a plurality of
‘received data packets,  such that said indicator is
placed in the liowest protocol layer of said formed
data packet; and

¢y cutputting said formed data packet, and

in said monitoring node (4), monitoring said transport of
data on the basis of the indicators in data packets that
have passed through sald at least one encapsulating

packet processing node (3E},

14.The method of any of claims 9-13, further comprising a
management node transmitting to said marking node [2)

data defining said marking rule and/or communicating a

monitoring rule to said monitoring node (4).

15, The method of any of claims 9 - 14, wherein said
lowest protocol layer is the Jlowest Internet Protocol

transport laver.
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