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(57) ABSTRACT 
A computer-implemented method is disclosed herein. The 
method obtains a first content item from an online source, and 
selects only a portion of the words in the first content item, in 
accordance with a defined selection algorithm. The method 
continues by generating a characterizing signature of the first 
content item, wherein the characterizing signature is derived 
from the selected words. The method continues by finding a 
previously-saved instance of the characterizing signature, 
retrieving data associated with a second content item (which 
is linked to the saved characterizing signature), and compar 
ing the data associated with the second content item against 
corresponding data associated with the first content item. The 
first content item or the second content item is identified as an 
original content item, based on the comparing. The other 
content item is flagged as an aggregated content item. 
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DETECTION AND HANDLING OF 
AGGREGATED ONLINE CONTENT USING 
CHARACTERIZING SIGNATURES OF 

CONTENT ITEMS 

CROSS-REFERENCE TO RELATED 
APPLICATION 

0001. This application claims the benefit of U.S. provi 
sional patent application No. 61/701,504, filed Sep. 14, 2012. 

TECHNICAL FIELD 

0002 Embodiments of the subject matter described herein 
relate generally to a computer implemented methodology for 
determining whether the source of online content is a content 
aggregator. More particularly, embodiments of the Subject 
matter relate to a webcrawling system that detects content 
aggregator Sources. 

BACKGROUND 

0003. The Internet is a source of much useful information. 
However, the content of the internet is also polluted with 
spam data and duplicated content. Many useful websites rep 
resent the legitimate Source of content Such as news items, 
articles, comments, user posts, and the like. Social network 
and blog sites are also a rich source of online content. A blog 
is a discussion or collection of information published on the 
Internet, typically formatted as a series of discrete entries, 
called posts, usually displayed in reverse chronological order 
so that the most recent post appears first. Web.crawlers can 
obtain updated information from a blog through its Rich Site 
Summary (RSS) feed. An RSS feed normally includes sum 
marized text, the publication date of a postand the name of the 
author. Thus, webcrawlers can analyze RSS data to charac 
terize, index, and otherwise process blog site content (and 
other website content). 
0004 Marketing campaigns use information mined from 
the web (using, for example, a webcrawling system) to assist 
in meeting the needs of their customers. However, more than 
one-third of the content on the web is duplicated or copied 
content. Duplicate or near-duplicate posts are known as 
aggregated content, and Such duplicate or near-duplicate con 
tent is often found on aggregator websites (or, simply, aggre 
gators). Most aggregated content is generated automatically 
by stealing original content from legitimate sources (original 
sources or legitimate “republication' sources). In order to 
provide high quality content to end users, it is important to 
identify and eliminate aggregators and/or aggregated content 
when crawling the web. 
0005 Accordingly, it is desirable to have a computer 
implemented methodology for detecting the presence of 
aggregated online content. In addition, it is desirable to pro 
vide and maintain a system that is capable of dynamically 
responding to aggregated content in an efficient and effective 
manner. Furthermore, other desirable features and character 
istics will become apparent from the Subsequent detailed 
description and the appended claims, taken in conjunction 
with the accompanying drawings and the foregoing technical 
field and background. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0006. A more complete understanding of the subject mat 
ter may be derived by referring to the detailed description and 
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claims when considered in conjunction with the following 
figures, wherein like reference numbers refer to similar ele 
ments throughout the figures. 
0007 FIG. 1 is a simplified schematic representation of a 
portion of a webcrawler system that incorporates an aggre 
gator detection feature; 
0008 FIG. 2 is a simplified schematic representation of an 
exemplary computing system suitable for implementing 
aggregator detection; 
0009 FIG. 3 is a flow chart that illustrates an exemplary 
embodiment of an aggregator detection process; 
0010 FIG. 4 is a flow chart that illustrates an exemplary 
embodiment of a signature generation process, which may be 
performed in connection with the aggregator detection pro 
cess shown in FIG. 3; and 
0011 FIG. 5 is a flow chart that illustrates an exemplary 
embodiment of a content differentiation process, which may 
be performed in connection with the aggregator detection 
process shown in FIG. 3. 

DETAILED DESCRIPTION 

0012. The subject matter presented here generally relates 
to webcrawling technology that analyzes websites, 
webpages, website content, blogs, and the like. The following 
description may refer to online content, which may be found 
on or in association with webpages, websites, blogs, posts, 
blogposts, comments, forums, or the like. These and other 
forms on online content (which may be targeted by content 
aggregators) are contemplated by this description. 
0013 A webcrawling system as described herein analyzes 
web content to determine whether or not the content is aggre 
gated content. Given a very large set of posts, one challenge 
for an effective solution is how best to find any two posts 
having similar content. Moreover, given a set of posts having 
similar content, the system must differentiate between aggre 
gated content and original or otherwise legitimate content. 
0014. In certain embodiments, the system analyzes the 
RSS information of blog posts and flags or otherwise identi 
fies aggregated content in an appropriate manner. The 
reviewed RSS information may include, without limitation: 
Summarized text, the publication date of a post, and the name 
of the author. If for some reason the publication date of a post 
is missing, the system sets the publication date of the post to 
the date the post was crawled. 
0015 The embodiments described herein may use a fast 
and efficient method for detecting whether any two posts 
contain similar oridentical content. The systems and methods 
generate a content key for each individual post by combining 
a predefined number of short phrases, words, text, or letters 
from the post content. Using short phrases allows the systems 
and methods to be able to catch tricky aggregators such as 
those that copy only a few paragraphs or those that change 
common words in the original content. The systems and 
methods then hash the content key using, for example, the 
SHA-1 algorithm, and store the hashed key in a cache for a 
fast lookup. The system assumes that two posts have similar 
content if their hashed keys are the same. A memory sharing 
model is used in certain implementations to improve the 
performance of the lookup service. 
0016. The embodiments described herein may use a heu 
ristic method to differentiate between original content and 
aggregated content. The systems and methods presented here 
use information associated with the post itself (such as the 
author, crawled date, and/or outbound links), and information 
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from its RSS feed (such as volume and frequency of feed 
updates) to identify aggregated content. In practice, other 
detectable factors may also be considered. Note that the first 
crawled post need not be the original content; there are situ 
ations where aggregated content is crawled long before the 
corresponding original content. Moreover, the published date 
of a post is not always extracted correctly for various reasons. 
0017 Turning now to the drawings, FIG. 1 is a simplified 
schematic representation of a portion of a webcrawler system 
100 that incorporates a content aggregator detection feature. 
The system is computer-based and computer-implemented in 
that it may include any number of computing systems, 
devices, or components. FIG. 1 depicts a data acquisition 
module 102 of the system 100, which is suitably configured to 
obtain data and information from any number of online 
sources via a network 104. It should be appreciated that the 
network 104 may utilize any number of network protocols 
and technologies (e.g., a local area network, a wireless net 
work, the Internet, a cellular telecommunication network, or 
the like). Although not always required, the network 104 
provides Internet access to the data acquisition module 102 
such that the system 100 can perform webcrawling to obtain 
content data, metadata, and other types of information regard 
ing different websites, blogs, webpages, and other online 
Sources as needed. 
0018. The system 100 includes or cooperates with one or 
more databases 106 and one or more indices 108 that are 
utilized to store and index information obtained and pro 
cessed by the data acquisition module 102. Although not 
shown in FIG. 1, the databases 106 and indices 108 may 
communicate with other processing modules, software, 
application program interfaces, user interfaces, and the like 
for purposes of organizing, formatting, and presenting infor 
mation to a user. Such elements, components, and function 
ality are commonly utilized with conventional webcrawling 
systems and applications and, therefore, they will not be 
described in detail here. 
0019. The data acquisition module 102 may be imple 
mented as a suitably configured module of a computing sys 
tem. In this regard, the data acquisition module 102 can be 
realized as a software-based processing module or logical 
function of a host computer system. The data acquisition 
module 102 performs a number of conventional data acqui 
sition and processing functions that need not be described in 
detail here. In addition to such conventional functionality, the 
data acquisition module 102 also performs certain noise fil 
tering techniques, which are schematically depicted as a noise 
filtering module 110 in FIG. 1. In accordance with some 
embodiments, the noise filtering module 110 is configured to 
detect and manage aggregated content. This functionality is 
schematically depicted in FIG. 1 as an aggregator detection 
module 112. The aggregator detection module 112 deter 
mines whether crawled content is aggregated content and, in 
response to the determination, flags, marks, or otherwise 
identifies the content (e.g., a blog post, a website article, user 
posts, or other online content items) as aggregated content. 
The crawled data related to the aggregated content can be 
saved and processed as usual, but the flagging of aggregated 
content allows the user to filter aggregated content if so 
desired while viewing, organizing, or analyzing webcrawler 
data. 
0020 FIG. 2 is a simplified schematic representation of an 
exemplary computing system 200 that is suitable for imple 
menting the aggregated content detection techniques 
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described herein. In this regard, the aggregator detection 
module 112 may be implemented as Software-based process 
ing logic that is written and configured to Support the various 
aggregator detection techniques and methodologies 
described in more detail below. In certain embodiments, 
therefore, the aggregator detection module 112 is realized 
using a computer readable medium having appropriately 
written computer-executable instructions stored thereon. 
When the computer-executable instructions are executed by a 
processor of the computing system 200, the detection meth 
ods described herein are performed. Thus, the computing 
system 200 described here could be used to implement the 
data acquisition module 102 shown in FIG. 1. Moreover, a 
client device or a user device could be configured in accor 
dance with the general architecture shown in FIG. 2. 
0021. The computing system 200 is only one example of a 
Suitable operating environment and is not intended to Suggest 
any limitation as to the scope of use or functionality of the 
inventive subject matter presented here. Other well-known 
computing systems, environments, and/or configurations that 
may be suitable for use with the embodiments described here 
include, but are not limited to, personal computers, server 
computers, hand-held or laptop devices, multiprocessor sys 
tems, microprocessor-based systems, network PCs, mini 
computers, mainframe computers, distributed computing 
environments that include any of the above systems or 
devices, and the like. 
0022. The computing system 200 and certain aspects of 
the exemplary aggregator detection module 112 may be 
described in the general context of computer-executable 
instructions, such as program modules, executed by one or 
more computers or other devices. Generally, program mod 
ules include routines, programs, objects, components, data 
structures, and/or other elements that perform particular tasks 
or implement particular abstract data types. Typically, the 
functionality of the program modules may be combined or 
distributed as desired in various embodiments. 
0023 The computing system 200 typically includes at 
least some form of computer readable media. Computer read 
able media can be any available media that can be accessed by 
the computing system 200 and/or by applications executed by 
the computing system 200. By way of example, and not 
limitation, computer readable media may comprise tangible 
and non-transitory computer storage media. Computer Stor 
age media includes Volatile, nonvolatile, removable, and non 
removable media implemented in any method or technology 
for storage of information Such as computer readable instruc 
tions, data structures, program modules or other data. Com 
puter storage media includes, but is not limited to, RAM, 
ROM, EEPROM, flash memory or other memory technology, 
CD-ROM, digital versatile disks (DVD) or other optical stor 
age, magnetic cassettes, magnetic tape, magnetic disk storage 
or other magnetic storage devices, or any other medium 
which can be used to store the desired information and which 
can accessed by the computing system 200. Combinations of 
any of the above should also be included within the scope of 
computer readable media. 
0024. Referring again to FIG. 2, in its most basic configu 
ration, the computing system 200 typically includes at least 
one processor 202 and a suitable amount of memory 204. 
Depending on the exact configuration and type of platform 
used for the computing system 200, the memory 204 may be 
volatile (such as RAM), non-volatile (such as ROM, flash 
memory, etc.) or some combination of the two. This most 
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basic configuration is identified in FIG. 2 by reference num 
ber 206. Additionally, the computing system 200 may also 
have additional features/functionality. For example, the com 
puting system 200 may also include additional storage (re 
movable and/or non-removable) including, but not limited to, 
magnetic or optical disks or tape. Such additional storage is 
represented in FIG. 2 by the removable storage 208 and the 
non-removable storage 210. The memory 204, removable 
storage 208, and non-removable storage 210 are all examples 
of computer storage media as defined above. 
0025. The computing system 200 may also contain com 
munications connection(s) 212 that allow the computing sys 
tem 200 to communicate with other devices. For example, the 
communications connection(s) could be used to establish 
data communication between the computing system 200 and 
devices or terminals operated by developers or end users, and 
to establish data communication between the computing sys 
tem 200 and the Internet. The communications connection(s) 
212 may also be associated with the handling of communi 
cation media as defined above. 
0026. The computing system 200 may also include or 
communicate with various input device(s) 214 Such as a key 
board, mouse or other pointing device, pen, Voice input 
device, touch input device, etc. Although the exemplary 
embodiment described herein utilizes amouse device, certain 
embodiments can be equivalently configured to Support a 
trackball device, a joystick device, a touchpad device, or any 
type of pointing device. The computing system 200 may also 
include or communicate with various output device(s) 216 
Such as a display, speakers, printer, or the like. All of these 
devices are well known and need not be discussed at length 
here. 

0027. As mentioned above, an exemplary embodiment of 
the system 100 includes or cooperates with at least one pro 
cessor and a Suitable amount of memory that stores execut 
able instructions that, when executed by the processor, Sup 
port various data acquisition and aggregator detection 
functions. In this regard, FIG. 3 is a flow chart that illustrates 
an exemplary embodiment of an aggregator detection process 
300, which may be performed by the system 100. The various 
tasks performed in connection with a process described 
herein may be performed by software, hardware, firmware, or 
any combination thereof. In practice, portions of a described 
process may be performed by different elements of the 
described system. It should be appreciated that an illustrated 
process may include any number of additional or alternative 
tasks, the tasks shown in a figure need not be performed in the 
illustrated order, and a described process may be incorporated 
into a more comprehensive procedure or process having addi 
tional functionality not described in detail herein. Moreover, 
one or more of the tasks shown in a figure could be omitted 
from an embodiment of the described process as long as the 
intended overall functionality remains intact. 
0028. The process 300 obtains an online content item from 
any suitable online or web-based source (task 302) using any 
appropriate technique or technology. In this regard, the pro 
cess 300 may utilize conventional webcrawling methodolo 
gies to acquire the content item. As used here, an online 
content item may be any of the following, without limitation: 
a blog site; a blog post; a website; a webpage; a video; a news 
item; a Social media profile page; a user post (e.g., a post on a 
social media site such as FACEBOOK); a user comment; a 
user message (e.g., a short message such as the type generated 
by the TWITTER service); etc. It should be appreciated that 
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the foregoing list is merely exemplary, and that the list is not 
intended to be exhaustive, restrictive, or limiting in any way. 
Moreover, a content item may include or be associated with 
corresponding RSS data, HTML code, and/or other charac 
terizing information or data. 
0029. For purposes of this example, it is assumed that the 
content item is a post that includes a plurality of words (e.g., 
a blog post, a posted article, a user comment, or other text 
based post). In certain embodiments, the process 300 is 
designed to disregard relatively short content items and, con 
versely, to only consider content items having at least a mini 
mum number of words. Accordingly, the process 300 checks 
whether the content item under analysis is at least a minimum 
size (query task304). For this example, the size represents the 
word count of the content item, and the threshold word count 
is within the range of about 100 to 500 words. In alternative 
implementations, the size could represent the sentence count, 
the paragraph count, the file size, or any suitable metric. If the 
content item does not satisfy the minimum size requirement 
(the “No” branch of query task 304), then the process 300 
skips the aggregated content detection routine and exits with 
out flagging or marking the content item. 
0030) If the content item under analysis satisfies the mini 
mum size threshold (the “Yes” branch of query task304), then 
the process 300 continues by generating a characterizing 
signature for the content item (task 306). As explained in 
more detail below with reference to FIG. 4, task 306 derives 
the characterizing signature from some of the words con 
tained in the content item. The characterizing signature is a 
key, metadata, a code, or any appropriate identifier that can be 
used to identify the actual written subject matter of the con 
tent item in a compact and shorthand manner. Thus, two 
identical copies of the same article or post will have the same 
characterizing signature. As explained in more detail below, 
two Substantially identical copies of the same article or post 
(where some insignificant or common words are different) 
may also have the same characterizing signature. 
0031. After obtaining the characterizing signature of the 
content item of interest, the process 300 searches for a previ 
ously-saved instance of the same characterizing signature 
(task 308). In practice, task 308 may search a cache memory 
architecture of the host system and/or any appropriate 
memory element to find the characterizing signature. If the 
characterizing signature is not found (the “No” branch of 
query task310), then the process 300 assumes that the content 
item has not been previously analyzed or reviewed. Accord 
ingly, the newly-generated characterizing signature is saved 
for future reference (task 312). The characterizing signature 
is preferably saved in association with the uniform resource 
locator (URL) of the content item and/or the data that defines 
and specifies the content item itself. Such that the system can 
review and analyze the Source of the content item as needed. 
Additional information or data related to the content item 
may also be saved in a manner that is linked to or otherwise 
associated with the saved characterizing signature (e.g., some 
or all of the written content itself, metadata, HTML code, 
HTML tags, RSS information, or the like). For the sake of 
processing speed and efficiency, the characterizing signature 
and other data associated with the content item is saved in the 
cache memory architecture of the host system. 
0032. The process 300 may also initialize a timeout 
counter and/or set a time stamp for the recently-saved char 
acterizing signature (task314). This timer feature can be used 
to designate a limited active time period for each saved sig 
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nature. A limited lifespan is desirable because research has 
found that aggregators tend to copy and republish relatively 
new content, and that old content rarely appears on aggregator 
websites. Moreover, old content is usually removed from 
aggregator websites after a period of time. Thus, the use of a 
timeout ensures that the system does not search for old char 
acterizing signatures that are not likely to represent aggre 
gated content, and increases the efficiency of the cache 
memory architecture. After setting the timeout counter or 
time stamp for the saved signature, the process 300 exits. 
0033. If a previously-saved instantiation of the newly gen 
erated characterizing signature is found (the “Yes” branch of 
query task310), then the process 300 assumes that the content 
item under analysis (or a virtually identical copy thereof) has 
been received and characterized before. This conclusion is 
reached because each version of the same characterizing sig 
nature will have a different URL associated or saved there 
with. Thus, when the newly generated characterizing signa 
ture matches a previously saved signature, the process 300 
presumes that at least one of the content items is aggregated 
content. Accordingly, the process 300 retrieves certain infor 
mation or data for the content item that is associated with or 
linked to the previously-saved instance of the signature (task 
316). For ease of description, the previously-considered con 
tent item will be referred to herein as the “saved' content 
item. Again, the saved content item is also characterized by 
the signature generated at task 306. 
0034. At this point, the process 300 attempts to determine 
which of the two content items (the newly obtained content 
item or the saved content item) is aggregated content. To this 
end, the process 300 assumes that one of the two content items 
is aggregated content (although in reality this assumption 
may not always be accurate). Consequently, after the process 
300 flags one of the two content items as an aggregated 
content item, it flags the other content item as "original 
content. Note that one content item will be flagged as "origi 
nal content relative to the flagged aggregated content item, 
whether or not the flagged "original content was actually 
obtained from the true original source. In practice, the host 
system may be suitably configured Such that the same content 
item (sourced from the same URL) is not redundantly pro 
cessed. Alternatively, the process 300 may have certain safe 
guarding measures to handle the scenario where the content 
item under analysis is identical to the saved content item. 
0035. As explained in more detail below with reference to 
FIG. 5, the process 300 analyzes or compares the two content 
items, data associated with the source URLs of the content 
items, metadata, and/or any appropriate data associated with 
the content items. The analysis and comparison is Suitably 
designed to identify/designate one of the two content items as 
an original content item (task 318). Accordingly, the process 
300 may utilize predetermined decision criteria that governs 
the manner in which task 318 is performed. The process 300 
may also flag or designate the other content item as an aggre 
gated content item. The flagging of aggregated content is 
useful for purposes of filtering the aggregated content from 
stored webcrawler data, which in turn enables the system to 
output the filtered webcrawler data for presentation to a user 
(e.g., present webcrawler data with aggregated content fil 
tered out, or filter the webcrawler data such that only the 
aggregated content is presented). 
0036. The process 300 may update a database (e.g., the 
cache memory architecture of the host system) in response to 
the determination made at task 318. More specifically, if the 
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process 300 determines that the new content item under 
analysis is the “original content, then the memory is updated 
to save information related to the new content item, in asso 
ciation with the saved characterizing signature (task 320). In 
other words, the previously-saved information (correspond 
ing to the saved content item) is replaced with new informa 
tion that corresponds to the new content item. For this par 
ticular embodiment, task 320 saves the source URL of the 
new content item in association with the characterizing sig 
nature. In addition, the process 300 may delete the source 
URL of the other content item, such that the characterizing 
signature is no longer saved in association with the other 
content item. Of course, other information and data related to 
the new content item may also be saved at this time, including 
any or all of the information described above with reference to 
task312. If task 320 is performed to save a new source URL 
for a new content item, then the timeout counter for the saved 
characterizing signature is reset, preferably to its initial value 
or state (task322). The timeout counter is reset for the reasons 
explained above with reference to task 314. 
0037. In contrast, if task 318 determines that the new con 
tent item is an aggregated content item (relative to the saved 
content item), then task 320 need not update any records or 
data saved in association with the previously-saved signature. 
In other words, the saved content item is simply maintained as 
the baseline "original content item for purposes of ongoing 
comparisons to other content items that have a matching 
signature. Moreover, the timeout counter for the previously 
saved signature will not be reset. This allows the process 300 
to be repeated in an ongoing manner to update the designated 
original content item as needed, or until the timeout counter 
expires. 
0038. As explained above, the process 300 generates and 
compares characterizing signatures of online content items to 
detect the presence of aggregated content. Although the par 
ticular type, format, and configuration of the characterizing 
signatures may vary from one implementation to another, 
certain preferred embodiments employ the signature genera 
tion scheme depicted in FIG. 4. In this regard, FIG. 4 is a flow 
chart that illustrates an exemplary embodiment of a signature 
generation process 400, which may be performed in connec 
tion with the aggregator detection process shown in FIG. 3. 
0039. The signature generation process 400 may begin by 
extracting or identifying the relevant online content of inter 
est (task 402), which may be taken from a webpage, a blog 
post, a forum entry, a user comment, a published article, or the 
like. For this particular example, the extracted content repre 
sents the written text-based content of a post, excluding 
HTML tags, and excluding any “hidden' codes, metadata, or 
the like. Identifying the text content of interest enables the 
process 400 to select only a portion of the words that appear 
in the text content. More specifically, the selection routine 
may begin by selecting the text to be processed, in accordance 
with a defined word selection algorithm (task 404). 
0040 Although the particular word selection algorithm 
may vary from one embodiment to another, this example 
chooses an initial number of paragraphs (or sentences) from 
the content item. The routine selects the paragraphs that 
appear at the beginning of the content because research has 
shown that most aggregators tend to copy the beginning por 
tion of original content. Thus, the accuracy of the process 400 
is not compromised by selecting only some of the initial 
paragraphs from the beginning of a post. Although the exact 
number of paragraphs chosen at task 404 may vary to Suit the 
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needs of the given system, this example assumes that the first 
four paragraphs are chosen. This example also assumes that 
each paragraph contains at least a minimum number of sen 
tences and/or at least a minimum number of words as needed 
to carry out the remainder of the process 400. If for some 
reason any of these baseline requirements are not met, then 
task 404 may follow an alternative scheme as a backup mea 
SUC. 

0041. Next, the process 400 eliminates or disregards any 
filler words that appear in the content (task 406). More spe 
cifically, the process 400 disregards filler words that appear in 
the Subset of sentences/paragraphs chosen at task 404. As 
used here, filler words are any designated words that are 
defined by the system such that the process 400 selectively 
disregards them. Although not always required, most com 
mon, ordinary, and short words can be defined as filler words. 
For example, common filler words may include any of the 
following, without limitation: the; a; for; we, and; that, is; are: 
of be; to; some; from; in; on; do; all; at. After eliminating or 
disregarding the filler words, a set of “significant' words will 
remain intact for consideration. In accordance with this 
example, a “significant' word must satisfy the following 
rules: (1) the word must appear in the chosen text; and (2) the 
word is not eliminated as a filler word. Thus, the act of 
filtering out the filler words inherently results in a set of 
significant words, at least for this particular example. 
0042. The process 400 continues by generating and 
obtaining a document key from at least some of the remaining 
significant words (task 408). In certain embodiments, the 
word selection algorithm selects only a portion of the signifi 
cant words to generate the document key. For this particular 
example, task 408 chooses, from each of the sentences/para 
graphs under consideration, a leading number of the signifi 
cant words (alternatively, the number of significant words 
taken from the paragraphs may vary from one paragraph to 
another). Although the exact number of significant words 
chosen at task 408 may vary to suit the needs of the given 
system, this example assumes that the five leading significant 
words are chosen. Of course, this example assumes that each 
sentence/paragraph contains at least a minimum number of 
significant words as needed to carry out the remainder of the 
process 400. If for some reason a chosen paragraph has less 
than five significant words, then task 408 may follow an 
alternative scheme as a backup measure. 
0043. The document key represents an ordered sequence 
of the selected significant words. The document key need not 
be intelligible, and it need not convey any meaningful con 
text. As mentioned above, this example considers the leading 
four paragraphs of the content, removes all filler words, and 
then selects the leading five significant words from each 
paragraph. This scheme results in twenty significant words, 
which may be arranged in any desired order. In accordance 
with the simple embodiment presented here, the significant 
words are arranged in order of appearance. Consider the four 
paragraphs in following example: 

0044) We propose the following fast and efficient method 
for detecting any two posts containing similar content. We 
generate a content key for each individual post by combining 
a predefined number of short phrases from its content. 
0045 Using short phrases allows us to be able to catch 
tricky aggregators such as those taking only a few paragraphs 
or changing common words in the original content. 
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0046. This is a test message for a demonstration. We gen 
erate a content key for each individual post by combining a 
predefined number of short phrases from its content. 
0047. We developed a heuristic method to differentiate 
between the original and the copied posts. Note that the first 
crawled post is not always the original. There are situations in 
which the aggregators are crawled long before the original 
post. 
The five leading significant words in each paragraph are 
italicized in the above excerpt. The non-italicized words rep 
resent filler words or significant words that are not selected 
for purposes of generating the document key. The document 
key for this example will be as follows: propose following fast 
efficient method using short phrases allows catch test mes 
sage demonstration generate content developed heuristic 
method differentiate between. Note that this document key 
contains twenty significant words, arranged in the same order 
in which they appear in the four paragraphs shown above. 
0048 Next, the process 400 applies a hash function, a 
translation algorithm, an encoding algorithm, or any Suitable 
transformation formula to the document key (task 410), 
which results in a hashed document key. Although any appro 
priate algorithm or formula may be utilized at task 410, in 
certain non-limiting embodiments, task 410 applies the well 
known SHA-1 hash function to the document key (which 
results in a 160-bit hash value). Notably, given the same 
significant words selected from two content items, task 508 
will generate the same hashed document key (hash value). 
0049. In certain embodiments, the characterizing signa 
ture for the content item is created from the hashed document 
key and a language identifier (task 412). In this regard, the 
language identifier is a code, a number, or any information 
that indicates the language used to author the content item of 
interest. For example, the language identifier may be a two 
character code that specifies the language in which the con 
tent item is written. Task 412 may generate or derive the 
characterizing signature as a function of the hashed document 
key and the language identifier. In some embodiments, the 
language identifier is appended to the hashed document key, 
e.g., at the beginning or end of the hashed document key. 
Moreover, the signature may include an appropriate separator 
character (Such as a colon) between the language identifier 
and the hashed document key. 
0050. As explained above, the process 300 can be used to 
compare two content items that share the same characterizing 
signature, for purposes of designating one as original content 
and the other as aggregated content (relative to each other). 
Although the specific comparison and analysis methodology 
may vary from one embodiment to another, certain preferred 
embodiments employ the content differentiation scheme 
depicted in FIG. 5. In this regard, FIG. 5 is a flow chart that 
illustrates an exemplary embodiment of a content differentia 
tion process 500, which may be performed in connection with 
the aggregator detection process shown in FIG. 3. 
0051 Although not always required in all embodiments, 
the content differentiation process 500 is designed to perform 
a series of checks in a prioritized manner. In this regard, if the 
decision criteria for a higher level check is satisfied, then the 
process 500 makes its determination based on that check (and 
it need not continue with any of the other checks). In accor 
dance with some embodiments, the process 500 may compare 
information related to the two content items against each 
other, or individually against the predetermined decision cri 
teria. In alternative embodiments, the process 500 may ana 
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lyze the two content items and the decision criteria in a 
comprehensive manner to form the basis of the “original 
Versus “aggregated content decision. 
0052. The illustrated embodiment of the process 500 
begins by checking the Volume and/or update frequency asso 
ciated with the feeds or sources of the content items (task 
502). In practice, the process 500 may calculate or obtain the 
update frequency of the Source website or webpage of each 
content item, and compare the update frequency to a thresh 
old value that is chosen as a way to identify whether or not an 
online source may be a content aggregator. In this regard, a 
typical content aggregator site will be updated at a relatively 
high frequency (measured in number of posts or contentitems 
per unit of time), while a legitimate originator of content will 
be updated at a relatively low frequency. Thus, the process 
500 may use a frequency threshold as the predetermined 
update frequency criteria for purposes of distinguishing origi 
nal content from aggregated content. 
0053. If the predetermined update frequency criteria is 
satisfied for only one of the two content items (the “Yes” 
branch of query task 504), then the process identifies only one 
content item as the “original content item (task 506). Task 
506 may also identify the other content item as the “aggre 
gated content item. If the update frequency of both content 
items is less than the predetermined threshold frequency, then 
the “No” branch of query task 504 is followed. If the update 
frequency of both content items is greater than the predeter 
mined threshold frequency, then the process 500 may follow 
the “No” branch of query task 504, under the assumption that 
the update frequency cannot be utilized to make a decision 
(alternatively, the process 500 may designate the content item 
associated with the higher update frequency as the “aggre 
gated content item, and designate the content item associ 
ated with the lower update frequency as the “original content 
item). 
0054 If the update frequency criteria is not satisfied for 
either content item (the “No” branch of query task 504), then 
the process 500 continues by checking the outbound links 
associated with the two content items (task 508). Accord 
ingly, when the content items are not determined to be aggre 
gated content, based on the update frequency criteria, the 
process 500 performs another check, which is of lower rank 
ing or priority. This example assumes that the webpages or 
websites that represent the sources of the two content items 
include outbound links to other webpages, websites, or online 
content. Thus, task 508 may investigate those outbound links 
to determine whether or not they lead to noise content, spam 
Sources, buy/sell sites, advertisement sites, pornography, rev 
enue-generating sites, or the like. In practice, the process 500 
could simply count the number of Suspicious or illegitimate 
outbound links (corresponding to each content item) and 
compare the count against a predetermined threshold count 
value that is chosen as a way to identify whether or not an 
online source may be a content aggregator. In this regard, the 
process 500 assumes that a source page having a high number 
of Suspicious or revenue-generating outbound links is likely 
to be an aggregator site. Thus, the process 500 may use a 
count threshold as the predetermined outbound link criteria 
for purposes of distinguishing original content from aggre 
gated content. 
0055. If the outbound link criteria is satisfied for only one 
of the two content items (the “Yes” branch of query task 510), 
then the process identifies one of the two content items as the 
“original content item (task 506), and the other content item 
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as the “aggregated content item. If the number of outbound 
links associated with both content items is less than the count 
threshold, then the “No” branch of query task 510 is followed. 
If the outbound link count for both content items is greater 
than the threshold count value, then the process 500 may 
follow the “No” branch of query task 510, under the assump 
tion that the outbound link criteria cannot be utilized to make 
a decision (alternatively, the process 500 may designate the 
content item associated with the higher count as the “aggre 
gated content item, and designate the content item associ 
ated with the lower count as the “original content item). 
0056. If the outbound link criteria is not satisfied for either 
content item (the “No” branch of query task 510), then the 
process 500 continues by checking the stated publication 
dates of the content items (task 512). In practice, the process 
500 may calculate the age of each content item from the 
respective publication date and the current date. The ages of 
the content items could be compared to each other, or they 
could be compared to a threshold age or time value that is 
chosen as a way to identify whether or not a given content 
item may be provided by a content aggregator. In this regard, 
a typical content aggregator site will focus on relatively recent 
content, while legitimate original content may have relatively 
old publication dates. Thus, the process 500 may use a thresh 
old corresponding to a time period, an age, or a number of 
days as the predetermined publication date criteria for pur 
poses of distinguishing original content from aggregated con 
tent. As another example, the process 500 may calculate the 
difference between the two publication dates and compare the 
difference to a threshold difference value. In accordance with 
this methodology, if a Subsequently published content item 
was published more than a threshold number of days or 
months after the previously published content item, then the 
Subsequently published content item can be flagged as the 
aggregated content item. 
0057. If the predetermined publication date criteria is sat 
isfied for only one of the two content items (the “Yes” branch 
of query task 514), then the process identifies one of the 
content items as the “original content item (task 506), and 
the other content item as the “aggregated content item. If 
both content items were published before the threshold date, 
or if both content items are older than the threshold period of 
time, then the “No” branch of query task 514 is followed. If, 
however, both content items are relatively new or fresh, then 
the process 500 may follow the “No” branch of query task 
514, under the assumption that the publication dates cannot 
be utilized to make a decision (alternatively, the process 500 
may designate the newer content item as the “aggregated 
content item, and designate the older content item as the 
“original content item). 
0.058 If the publication date criteria is not satisfied for 
either content item (the “No” branch of query task 514), then 
the process 500 continues by checking the identified authors 
(if any) of the two content items (task 516). Accordingly, 
when the content items are not determined to be aggregated 
content, based on the publication date criteria, the process 
500 performs another check, which is of lower ranking or 
priority. This example assumes that both of the content items 
include authorship credit, an author field, or the like. Thus, 
task 516 may review the names or identities of the authors to 
determine whether or not the named authors are Suggestive of 
aggregated content. In practice, the host system could main 
tain a list of names or words that, when used to identify an 
author, are indicative of aggregated content. For example, 
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aggregated content may be indicated if the author of a content 
item is: Admin: Administrator; Anonymous; or System. It 
should be appreciated that this list is merely exemplary in 
nature, and is not intended to limit or restrict the scope of the 
described subject matter in any way. Thus, the process 500 
may use certain predefined words or phrases as predeter 
mined authorship criteria for purposes of distinguishing 
original content from aggregated content. 
0059. If the authorship criteria is satisfied for only one of 
the two content items (the “Yes” branch of query task 518), 
then the process identifies one of the two content items as the 
“original content item (task 506), and the other content item 
as the “aggregated content item. If the process 500 deter 
mines that both content items appear to have legitimate 
authors, then the “No” branch of query task 518 is followed 
and the process 500 exits (for this scenario, the process 500 
may simply preserve the status quo and maintain the "origi 
nal designation of the content item associated with the pre 
viously-saved signature). If the process 500 determines that 
the stated authorship of both content items is suspicious, then 
the process 500 may follow the “No” branch of query task 
518, under the assumption that the authorship criteria cannot 
be utilized to make a decision. 

0060. It should be appreciated that additional decision 
criteria could be used if so desired. Moreover, the process 500 
need not be performed in a hierarchical or priority-based 
manner. In other words, an alternative embodiment of process 
500 may consider all of the various checks and decision 
criteria described above before distinguishing the original 
content from the aggregated content, wherein the decision is 
influenced by the different criteria. Furthermore, it should be 
appreciated that alternative thresholding schemes and/or cri 
teria could be used for the decisions made during the process 
500. For example, different threshold values could be used to 
accommodate different operating conditions, days of the 
week, categories of genres of content under investigation, or 
the like. As another example, more complicated decision 
algorithms could be implemented rather than Straightforward 
examples mentioned above. These and other options are con 
templated by this description. 
0061 Techniques and technologies may be described 
herein in terms of functional and/or logical block compo 
nents, and with reference to symbolic representations of 
operations, processing tasks, and functions that may be per 
formed by various computing components or devices. Such 
operations, tasks, and functions are sometimes referred to as 
being computer-executed, computerized, Software-imple 
mented, or computer-implemented. It should be appreciated 
that the various block components shown in the figures may 
be realized by any number of hardware, software, and/or 
firmware components configured to perform the specified 
functions. For example, an embodiment of a system or a 
component may employ various integrated circuit compo 
nents, e.g., memory elements, digital signal processing ele 
ments, logic elements, look-up tables, or the like, which may 
carry out a variety of functions under the control of one or 
more microprocessors or other control devices. 
0062. The foregoing detailed description is merely illus 

trative in nature and is not intended to limit the embodiments 
of the Subject matter or the application and uses of Such 
embodiments. As used herein, the word “exemplary' means 
'serving as an example, instance, or illustration.” Any imple 
mentation described hereinas exemplary is not necessarily to 
be construed as preferred or advantageous over other imple 
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mentations. Furthermore, there is no intention to be bound by 
any expressed or implied theory presented in the preceding 
technical field, background, or detailed description. 
0063. While at least one exemplary embodiment has been 
presented in the foregoing detailed description, it should be 
appreciated that a vast number of variations exist. It should 
also be appreciated that the exemplary embodiment or 
embodiments described herein are not intended to limit the 
Scope, applicability, or configuration of the claimed Subject 
matter in any way. Rather, the foregoing detailed description 
will provide those skilled in the art with a convenient road 
map for implementing the described embodiment or embodi 
ments. It should be understood that various changes can be 
made in the function and arrangement of elements without 
departing from the scope defined by the claims, which 
includes known equivalents and foreseeable equivalents at 
the time offiling this patent application. 
What is claimed is: 
1. A computer-implemented method comprising: 
obtaining a first content item from an online source, the 

content item containing a plurality of words; 
selecting only a portion of the plurality of words in accor 

dance with a defined selection algorithm, resulting in 
selected words: 

generating a characterizing signature of the first content 
item, wherein the characterizing signature is derived 
from the selected words: 

finding a previously-saved instance of the characterizing 
signature; 

retrieving data associated with a second content item, in 
response to finding the previously-saved instance of the 
characterizing signature; 

comparing the data associated with the second contentitem 
against corresponding data associated with the first con 
tent item; and 

identifying either the first content item or the second con 
tent item as an original content item, based on the com 
paring. 

2. The computer-implemented method of claim 1, wherein: 
the identifying identifies the second content item as the 

original content item; and 
the method further comprises flagging the first content item 

as an aggregated content item. 
3. The computer-implemented method of claim 1, wherein: 
the identifying identifies the first content item as the origi 

nal content item; and 
the method further comprises flagging the second content 

item as an aggregated content item. 
4. The computer-implemented method of claim 3, further 

comprising: 
saving a source uniform resource locator (URL) of the first 

content item in association with the characterizing sig 
nature. 

5. The computer-implemented method of claim 4, further 
comprising: 

deleting a source URL of the second content item such that 
the characterizing signature is no longer saved in asso 
ciation with the second content item. 

6. The computer-implemented method of claim 1, wherein 
generating the characterizing signature comprises: 

applying a hash function to an ordered sequence of the 
selected words. 
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7. The computer-implemented method of claim 1, wherein: 
Selecting only a portion of the plurality of words comprises 

choosing an initial number of sentences from the first 
content item; and 

the selected words are selected from the chosen initial 
number of sentences. 

8. The computer-implemented method of claim 1, wherein: 
Selecting only a portion of the plurality of words comprises 

choosing an initial number of paragraphs from the first 
content item; and 

the selected words are selected from the chosen initial 
number of paragraphs. 

9. The computer-implemented method of claim 1, wherein: 
Selecting only a portion of the plurality of words comprises 

disregarding filler words that appear in the first content 
item, resulting in a set of significant words; and 

the selected words are selected from the set of significant 
words. 

10. The computer-implemented method of claim 1, 
wherein generating the characterizing signature comprises: 

obtaining a document key, based on the selected words; 
obtaining a language identifier that indicates a language 

used to author the first content item; and 
creating the characterizing signature, based on the docu 
ment key and the language identifier. 

11. A computer-implemented method comprising: 
obtaining a content item from an online source, the first 

content item containing a plurality of words; 
Selecting only a portion of the plurality of words in accor 

dance with a defined selection algorithm, resulting in 
selected words: 

applying a hash function to an ordered sequence of the 
selected words to obtain a hashed document key for the 
content item; and 

creating a characterizing signature for the content item, 
wherein the characterizing signature is derived from the 
hashed document key and a language identifier that indi 
cates a language used to author the content item. 

12. The computer-implemented method of claim 11, fur 
ther comprising: 

saving the characterizing signature in association with the 
content item. 

13. The computer-implemented method of claim 11, fur 
ther comprising: 

saving the characterizing signature in association with a 
source uniform resource locator (URL) of the content 
item. 

14. The computer-implemented method of claim 11, 
wherein the selecting comprises: 

choosing an initial number of paragraphs from the content 
item; and 

disregarding filler words that appear in the initial number 
of paragraphs, resulting in a set of significant words; 

wherein the selected words are selected from the set of 
significant words. 

15. A computing system comprising a processor and a 
memory having computer-executable instructions stored 
thereon that, when executed by the processor, cause the com 
puting system to: 

obtain a first content item from an online source, the first 
content item containing a plurality of words; 

Select only a portion of the plurality of words in accordance 
with a defined selection algorithm, resulting in selected 
words; 
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generate a characterizing signature of the first contentitem, 
wherein the characterizing signature is derived from the 
selected words: 

find a previously-saved instance of the characterizing sig 
nature; 

retrieve data associated with a second content item, in 
response to finding the previously-saved instance of the 
characterizing signature; 

compare the data associated with the second content item 
against corresponding data associated with the first con 
tent item; and 

identify either the first content item or the second content 
item as an original content item, based on the compar 
ing. 

16. The computing system of claim 15, wherein the com 
puter-executable instructions cause the computing system to 
generate the characterizing signature by applying a hash 
function to an ordered sequence of the selected words. 

17. The computing system of claim 15, wherein the com 
puter-executable instructions cause the computing system to 
generate the characterizing signature by: 

obtaining a document key, based on the selected words; 
obtaining a language identifier that indicates a language 

used to author the first content item; and 
creating the characterizing signature, based on the docu 

ment key and the language identifier. 
18. A tangible and non-transitory computer readable 

medium having computer-executable instructions stored 
thereon that, when executed by a processor, perform a method 
comprising: 

obtaining a content item from an online source, the first 
content item containing a plurality of words; 

selecting only a portion of the plurality of words in accor 
dance with a defined selection algorithm, resulting in 
selected words: 

applying a hash function to an ordered sequence of the 
selected words to obtain a document key for the content 
item; and 

creating a characterizing signature for the content item, 
wherein the characterizing signature is derived from the 
document key and a language identifier that indicates a 
language used to author the content item. 

19. The computer readable medium of claim 18, wherein 
the selecting comprises: 

choosing an initial number of paragraphs from the content 
item; 

disregarding filler words that appear in the initial number 
of paragraphs, such that only significant words remain; 
and 

choosing, from each of the initial number of paragraphs, a 
leading number of the significant words; 

wherein the ordered sequence of selected words comprises 
the leading number of the significant words chosen from 
each of the initial number of paragraphs. 

20. The computer readable medium of claim 18, wherein 
the method performed by the computer-readable instructions 
further comprises: 

saving the characterizing signature in association with a 
source uniform resource locator (URL) of the content 
item. 


