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ditionally associated with wireless transactions, to achieve a lower probability of fraud and/or a higher confidence associated with
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SYSTEM AND METHOD FOR MULTI-FACUTOR
MOBILE USER AUTHENTICATION

FIELD OF INVENTION

This disclosure generally relates to security associated with finavecial transactions.

BACKGROUND OF THE INVERTION

Historically, in & fypical credit card transaction, the process begins with a credit card
holder providing his credit card o an attendani Jocsted af a point-of-sale device {e.g., vash
register) within a merchant seiting. In response, the attendant typically "swipes”, “dips” or
“wwaves” the card depending on the cand reader that is coupled to the point-of-sale device.
Thus, cardholder information (including the name of the cardholder and the credit vard
murtber) is transferred from the storage medium on the card to the point-of-sale device.

Traditional card payments via merchant Point of Sale terminals are an accepted
mode of transferring value. These are gensrally considered to be secure by the payment
processors. Also, traditional card payments via roerchant Point of Sale terminals enable a
merchant to shift some liability for the transaction to the pransaction processor. Other
payment methods {outside of a user physically interacting with a point of sale system}
change the paradigm from an authorization, fraud and/or security standpoint. Offentimes,
higher premiums are leveraged on merchants accepting payments through these non-
traditional pavment methods as there is a higher risk associated with the transaction from the
acoount issuer point of view,

it would be beneficial to have a system where non-traditional payment systems and
methods may he emploved and still maintain a low fraud risk associated with the

transaction.

SUMMARY OF THE IRVENTION

The present disclosure relates to security associated with transactions that addresses,
among other things, the aforementioned deficiencies in prior systems. Described herein is a
system and method for reducing frand risk,

According to various embodiments, 8 unique mabiie device hardware identifier of 2
mobile device may be provided to a registry and/or a registry host. A onique SIM card

hardware identifier of a $SIM card associated with the mobile devies may also be provided to
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the regisiry and/or registry host, The registry host may associate a mobile device user
identifier with transaction account information of g mobile device user, the unigue SIM card
hardware identifier of the SIM card of the mobile device, and the mobile device hardware
identifier in an electronic registry.

According to various embodiments, a transaction request may be transmitted
from/via the mobile device over a mobile network to g trusted certificate authority for
verification of a public key associated with the mobile fransaction request. The trusied
certiffcate authority may be hosted by the MM, Registry, Travsaction Processor and/or
Tssuer/Acguirer of the transaction accounts, The device hardware identifier information of
the mobile device fransmitting the mobile transaction request may be captured and/or
intercepted by the MNG. The SIM card hardware identifier information of the SIM card
associated with the mobile device transmiiting the mobile transaction request may be
captured snd/or intercepted by the MNO.

According to various embodiments, the infercepied device hardware identifier
information and the SIM card hardware identifier may he provided to the registry host for
verification.  The registry host way associate the mobile device bardware identifier
information intercepted with the transmiited wransaction request message and determine if
the results are associated with the expected robile device hardware identifier information
stored in the electronic registry associated with the mobile device. Similarly, the intercepted
device hardware identifier information and the SIM card bardware identifier may be
provided to the registry host for verification, For instance, the regisiry host may associate
the mobile device hardware wentifier information intercepted with the transmitied
transaction request message and determine if the expected mobile device hardware identifier
information stored in the electronic registry associated with the mobile device and the SIM
card hardware identifier information intercepted with the fransmitted transaction request
message are associated with expecied SiM card hardware identifier information stored in the
electronic registry associated with the mobile device.

According to various embodiments, 2 mobile device user identifier way be
associated with transsction account information of the mobile device user, & unigue 5IM
card hardware identifier of & SIM card of a mobile device, and g unique mobile device
hardware identifier In an electronic registry by & frand provention computer system. Puoblic

key data may be transmitted fo a pre-provisioned memory location of the SIM card. The
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public key data may be securely stored in the pre-provisioned memory location of the SiM
card.

According fo various embodiments, privaie key data may be fransmitied {0 a memory
location of the SIM ecard. The public key data may be securely stored to the memory
location of the SIM card, A transaction request message may be transmitied over a mobile
network vig a transaction application stored 0 a memory associated with the mobile device.
‘The private key data may be appended to the fransaction request message to create a signed
message.  The public key data is appended to the signed message by the transaclion
spplication.

Aspects of the system may verify that the public key is correct.  Aspects of the
system may validate the mobile device bardware identifier captured with the transaction
request message against expected mobiie dovice hardware identifier information stored in
the electronic registry and associated with the received public key.

Aspects of the system may validaie the SIM card hardware identifier information
captured with the transaction request message against expected STM card hardware identifier
information siored in the electronic registry and associated with the received public key.
Aspects of the system may verify that the private key data is correct. If multiple factors are
correct, transaction account information may be appended to snd/or transmitted with the
transaction request message. The appended transaction request may be transmitted 0 a
processor for authorization.

These features and other advantages of the sysiom and method, as weil as the
structure and operation of various exemplary embodiments of the systern and method, are

described helow.

BRIEF BESCRIPTION OF THE DRAWINGS

The accompanying drawings, wherein like numerals depict like elements, illustrate
exemplary embodiments of the present disclosure, and fogether with the descriplion, ssrve 1o
explain the priveiples of the invention. In the drawings:

FIG. 1 tllusirates an exemplary regisiration and identitication mapping process in
accordance with various embodiments; and

FIG. 2 tllustrates an exemplary multistep validstion process in accordance with

various embodiments,

(V8]
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BETAILED BESCRIPTION

The detailed description of exemplary embodiments of the disclosure described
herein makes reference to the sccompanying drawings, which show the exemplary
erpbodiment by way of illustration and its best mode. While these exemplary erabodiments
are described in sufficient detail 1o enable those skifled in the art to practice the mvention, it
should be undersiood that other embodiments can be realized and that logical and
mechanical changes can be made without departing from the spivit and scope of the
disclosure. Thus, the detatled desoription herein s presented for purposes of ustration
only and not of Hmitation, For exaople, the steps recited in any of the method or process
descriptions can be executed in any order and are not limited to the order presented.

For the sake of brevity, conventional data nebworking, application development and
other functional aspects of the systems {(and components of the individual operating
components of the systems) may not be described In detail herein.  Furthermore, the
connecting Hnes shown in the various figures confained hersin are infended fo represent
exemplary functional relationships and/or physical coupliogs between the various elements.
It should be noled that many alternative or additional functional relationships or physical
connections are present o a practical system.

With the introduction of mobile payment systerms using the Global System for
Mobile Communication (G5M) band, disiribuied Internet and/or proximity radio frequency
payment methods, the paradigm of defining whether a “transaction instrument,” such as a
transaction card, or “suthorized card holder” is present during a iransaction iz blurred. In
these new authentication scenarios, in accordance with exemplary embodiments described
herein, information assoclated with a SIM card 268 chip comnbined with a roobile device can
be used as a payment authentication systerm and method. However, merchants adopting
these new transaction solutions may be charged a pricing rate for & “"Card Not Present”
sransaction based on the traditional risk model that payments taken over the idernet have a
higher potential fraud and the merchant is unable t© use normal, Tragsaction insirumert,
signature, personal identification number (PIN} and/or in-person government issued
identification presentment, cardholder verification methods,  Although the chip used for
Payment Cards {embedded within the transaction instrumest) and SIM 260 cards are
functionaily the same and at times electronically indistinguishable, the mobile device is not
classified as secure enough for normal PIN entry user authentication according 1o some

standards, such as Payment Cards Industry (PCL ~ Pin Transaction Security (P18} Pin Entry
Y 3 3 $
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Device {PED) standards. Therefore, another nontamper, method may be tmplemented to
validate that the mobile device is guthentic and verifiable for use. Various emibodiments of
that method gre described hereln,

According fo various embodiments, the Integrated Cireuit Card (ICC) of the SIM
card 260 is made to the same SO Standards for both g Financial Card security insirument
and for Mobile MNetwork SIM card 266 security device and jway be configured fo hold
multipie credentials (depending on the Chip memory capacity).

Mobile networks may use the Internationa]l Mobile Station Equiproent Identity
{IMED 135 to verify that the mobile handset in use is authentic. Also, in the case of
stolen/lost handsets, the IMED 135 may be used to prevent unauthorized future use, by
restricting the IMEL 135 from further use until otherwise divected. The IMET 135 is a code,
normally a number, usually unigue, to identify 3rd Generation Partnership Project, (3GPP)
(ie., GSM, UMTS, LTE} and/or Integrated Diigital Enhanced MNetwork (HEN) mobile
devices as well as some saiellite phones. [t is usually found printed inside the battery
compartment of the phone, but can alse be displayed on-screen on most phones by entering
a code in the dial pad, such as *#06#, or alongside other system 100 information in the
settings menu on various operating systems, The TMED 133 has not been associated with
financial transactions and/or the security of financial transactions previously.

The International Mobile Subscriber Identity (IMST) 145 is a unigue identification
associated with all celfular networks. It may be stored as a code, such as a 64 bit field, and
may be sent by a mobile device 1o 8 network, The IMST 145 may aiso be used for acquiring
other details of the mobile device in the home location register (HILR) or as locally copled in
the visitor location register. According to various embodiments, an IMSI 145 may be used
as an international identifier on 3 SIM card 260 for correct account billing (particularly in
imternational roaming) and also again in the case of “restricting” use for stolen/tost or
decommissioned accounts,

According to various embodiments, financial networks standards roay be leveraged
with mobile device dats and SIM card 268 chip knowledge to guthenticate a device, For
instance 4 party 1o a transaction, such as a third party to a transaction, may utilize these
slements of information, not traditionsily associated with wireless transactions, to achieve a
iower probability of frand and/or 8 higher confidence associated with the transaction.

fn various embodiments, a payment via a2 mobile device may be initiated by the user

of the transaction mobile device via their own device, [n this way, the Merchani or

N
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Recipient detatls are located and/or entered by the user and used 1o complete the transaction
request 360, These details may be cntered info 8 wser application or user menu on the
mobile device, This may be referred to as a “Pushed” transaction, “Push Authorization”
and/or “Push Funde”, The responsibility for the handling of the travsaction rests with the
mobile device User rather than the Merchant, who, in genersl, receives a receipt of
successful transactions and may reverse the transaction if the details are incorrect.
Compared 1o some technigues, repudiation may be more ditficult given the Customer/User
responsibility on their own device. According to various embodiments, Pulled transactions
where the responsibility for the handling of the transaction rests with the Merchant are also
contemplated berein,

As previously mentioned, in some near field communication (NFC) payments via
sorpe NFL transaction instruments, the “Card Present” rale is applied to the users, However,
mobile device payvments made wtilizing NFC technology are beholden to strictly controiled
certification processes with agreed suppliers to allow the “Card Present” policy, Aspects of
the present disclosure are buended to incresse reliability of transactions, decrease faud
opportunities, and achieve wider adoption of “card present” status to mobile device
generated transachions,

The primary difference between a contactless enabled transaction insirursent, such as
a transaction card, and a contactless enabled mobile device is that one is accessing an ICC of
the contactless enabled transaction instrument while the other is accessing an 0O of a 5IM
card 260 of the mobile device made to the same specifications.  According to various
embodiments, the present description may alleviste somwe of the concerns with this
discrepancy and lead 1o wider adoption of new technologies.

According to various embodiments, through coliaboration between Issuers and
Mobile Network Operators, (MNO) 250 payment schewes and technigues leveraging
previously ignored technical data may be utilized to approve/authorize transactions,
Previously MNGs or Mobile Virsal Metwork Operators (MYNOs) 250 have not had or
contemplated use of the Financial Regulation standards and/or Financial Networks have not
had access io mobile call logging date (including IMSI 145, IMEL 135 data), such as
substantially real-time mobile call logging data. Those that lcense mobile devices and their
use may be a MYNQ 250 and/or a MMNG 250, The model disclosed herein combines several

standards from the SIM card 269, Device, Financial Network specifications and a new
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wroprietary “Tokenization” sysiem and registry 220 based on the knowledge of these
standards,

According to various embodiments, mobile devices are allocated a onigue
identifying number, such as an IMED 135 number. At fimes, this IMEL 135 number may be
used to reduce counterfeit mobile devices. Lost or stolen mobile devices may be flagged in
a registry 220 and/or decommissioned by a Mobile Network Operator 250, Thus, an IME]
135 number may be matched fo a registry 220 1o determing if the mobile device is
commissioned or decomunissioned. IMEIs 135 are device specific codes. Hach device of g
manufacture has its own specific IMETL 135 code.

The MVNG 250 andfor a MNO 250 may license a brand, via a SIM card 264, and
loase the service and the mobile device bandwidth of a company. Hach SIM card 260 bas a
SIM card 260 specific code, such as a number, {s.g. the IMS] 145}, Similarly, traditionally
each transaction instrument bas a transaction instrument specific EMB cods.

For a traditional mobile device operating on g mobile network, a SIM card 260 is
issued to cach mobile device for conswuption of data over the ueiwork, such as for
telephone communications. In these cases, an internativoal subscriber number, such as an
IS 145 number, is issued individually for a network and o a specific individual.
Generally, associated with this number is a country designation, a network is identified, and
detatls of the user are inscribed, le., stored on each SIM card 260. This stored information
is generally static. Stated another way, the IMBI 145, which is generally static, identifies the
SIM card 260, Additional identification and information may be associated with the SIM
card 260, individual, and nebwork, such as a MSISDN 140, TMSI and/or an HCCID A
MSISDN 140 is a number uniquely identifying a subscription to a mobile aetwork, An
1CCID or Integrated Cireuit Card Identifier dentifies each 3IM card 260 internationally. A
Temporary Mobile Subscriber Identity (TMBI} is randomly assigned by a visifor location
register to every mobile device in the area, in response to the mobtle device being switched
on. Optionally, any of these identifiers may be used for validation and/or verification
PrOCEsses,

ICCIDs, TMSTE andior MSISDN 144 may be temporary, nonstatic designators. For
instance, these identifiers may be assigned and/or switched when a user moves from a first
country 1o a sscond country, and/or participates in international roaming. Thus, a ditferent
THSE identified or MSISDN 140 may be associaied with the mobtle device depending on

where a user is located, However, the IMST 145 is static, non-changing, as the IMSE 145 is
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the designator that is used to bill an individusl for use of bandwidth regardless of device
used to consume the bandwidth,

Thus, the MSISDM 140 may be assigned, and an IMEL 135 designating a moblle
device and the IMSE 145, are generally static information designaiors. Thus, each mobile
device comprises two static pieces of information for an MYNO 250 to register to a datsbagse
and/or registry 220, These two static designstors, the IMEL 135 and the IMSE 145 may be
Hinked to a third designator. The third designator may be a user, 8 transaction account, an
expected location, a mobile application specific code and/or the tike.

With reference to Figure 1, and in accordance with various embodiments, a BAN
114, which may be an infernational hank account number, which may be a 16-digit code,
may identify a country of origin, identify a bank of origin and/or designste a user’s personal
transaction aceourt number. The BAN 116 may be an issuer 200 of iransaction accounts
andfor acquirer 200 of transaction accounts 200. The BAN 110 may be used for payments
or bark to bank transfers, and/or the like. In a tradition transaction account scheme 210, a
personal account number 115, (PAN 115} may be embossed into a physical transaction
instrument, such 45 g transaction card. A PAN 115 may be used for web paymenis, paper
hills, and the Hke. The PAMN }15 may be s way for point of sale terminal fransactions
track data. Both the PAN 115 and the BAN 110 may identify a funding source, such a5 a
credit funding source or debit funding source, and can be used in gn IS0 message and
associated with a transaction on a financial network. Traditionally, embossing this pumber
on a physical instrument infroduces communieation difficulties and security risks.

Historizally, short message service (SMS), unsiructured supplementary services data
(USSD) and lower bands of coromunication methods have not been well suited for financial
transaction messages, either because of the memory and the length of the message or
hecanse the network is a public network and security of data cannot be ensured. According
to varicus embodiments, to address this concern, a registry 220 is created linking the IMSI
145 and the IMEL 135 number. Stated another way, a user having a mobile device, an IMS]
145 and 1 SIM card 260 may be able to conduct secure transactions via the meobile device.
Thus, a relationship between the issuer 200 and the MNO 2350 and/or MYNO 250 is created
to facilitate financial transactions where none existed or was envisioned betore.  This
relationship may enable secure transmission of information. In this way, fraud mitigation
may be achieved. Based on this relationship and the security @ provides, in some cases

lability may be shified from a merchant to a payment processor.  Alse, the cost of doing
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business may be decreased to the merchant as the higher premium for a “card not present”
transaction may be removed. As stated above, the MNO 230 and/or MYNQO 230 may issue
a SIM card 260 associated with the mobile device., Thus, the MKO 250 and/or MYND 250
have the IMST 145 number in thelr systern 100, The MNGO 250 and/or the mobile device
user may register thelr IMEI 135 number in a registry 220. This may be via a mobile
application downloaded to the mobile device. For instance, the mobile application may pull
a IMEL 135 code from an operating system of the dovice. Also, by dialing *#064, the
mohile device will display its IME 135, Generally, the IMS 143 npumber of the SIM 260
card ts held private by the MYNO 258 and/or MNG 230.

Agcording to various embodiments, the IMST 145 number may be linked to the IMER
135 npumber and a funding source that an individual/user wants to pay from. This may be
accomplished via a fumding source link reguest 120, A registry 220 may enorypt and siore
the funding source information, A stand-in token linked fo the fumding source information
mmay be stored the mobile SIM 260 card.

For instance, according to various embodiments, a user and/or a MNO 230 may
provide to a registry 220 providerhost an IMED 135 number.  According to various
embodiments, a user may also provide an IMET 133 number to the registry 220
providerfhost. The user may present a valid ID, such as a government issued I af this time,
This may be linked to and/or associated with an issued and/or to be issued SIM 260 card. A
confirmation, of identity, such as through a valid ID may be ypade at this time. A user
transsetion account may be linked fo the provided valnes inn a registry 224, A private key
125 may be generated hy 2 trusted certificate suthority 230 to facilitate an exchange of
information. The private key 125 may be mapped 130 to the IMEL 135, MSISDN 144,
and/or the IMSE 145, A trusted certificale authority 230 may generate 135 a public key 135
which along with private key 125 data, allows access to communicafion session over a
network. This private key and/or private key public key pair may be stored to the SIM 268
card. The SIM 260 card may be pre-provisioned io accept this data. This dats may be
stored in g secure location of the SIM 260 card.

As used herein public-key/private-key cryplography may refer to a cryptographic
system 100 utilizing two separate keys, one of which {s secret and one of which is public.
Although different, the two parts of the key pair are linked, One key locks or encrypis the
plaintext, and the other unlocks or decrypts the ciphertext, and/or encoded information.

Meither key can perform both fupctions by isell  Thus, the public key 135 may be

v
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published without compromising security, while the private key 1235 is generally not
revealed to the unauthorized.

According to varlous embodiments s digital signature may be associated with
commurications described herein, In response to data being signed by a private key 125, the
corresponding poblic key 133 is bound to the signed data. Stated ancther way, only the
corresponding public key 155 can be used to verity the signature and ensure that the data has
not been modified. A public key 155 can be protecied from immpering by using s
corresponding private master key 1o sign the public key 155 components and user [Ds, thus
biading the components to the public master key. Signing public key 155 components with
the corresponding private master signing key may be referred fo self-signing, and a public
key 133 that has self-signed user IDs bound to it is called a certificate.

As disclosed herein, a secure mutual authentication process is deseribed in terms of
encrypting and/or decrypling security keys, However, the present disclosure contemplates
authentication by way of encrypting and decrypting any type of security protocel. For
example, the present disclosure conitemplaies the use of digital signabumes, digital
certificates, GPS information, identifier information, and the tike.

For instance, and with reference to Figure 2 and flow diagram 201, the privaie key
125 may be linked to a user meny {of the mobile device} for requesting payment 310, such
as a user generated request for payment, o create a signed message 320.

Through use of the public key 175 upon reading the signed message 324, a session
may be initiated and a verification reguest 340 may be issued. Optionally, a user passcode
345 may te provided by the user and transmitied with the verification request 340 as an
additiona} fraud prevention technigue. This user passcode 343 yuay be a code of determined
length established by the user that may be easily remembered by the user. This user
passcode 345 may be pre-stored by the registry 220 host.

The MNO/MYNG 250 may be jnstructed fo push and store this information to the
user’s specific mobile device address, Thus the MSISIIN 140, is configured to reside in an
EMY approved secured area on the SIM 260 card, such as a secure portion of the ICC of the
SIM 260 card. EMV is 3 global standard for inter-operation of integrated circuit cards and
integrated circull card capable point of sale (PO} terminals and automated teller machines
{ATMs), for authenticating credit and debit card transactions.  According to various
embodiments, the MSISDN 140 may be used io contact a user mobile device and push the

private and public keys into a storage area of the SIM card 264, such as a secure storage area

16
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of the SIM card 260, Thus, in response io registration of a user with the system 104,
generation of the public 175 and private keys 125, the user may be uniquely identified and
authorized by the system 160,

As previously deseribed, a 3IM 260 card may be issusd to the user and/or mobile
device with 2 holding block ready to receive this information.  For jpstance, the SIM 260
card may be pre-provisioned to receive and store a key pair tor requesting fransactions,

In operation, in response fo registration and g user setting up thelr identification
information, the user is ready to transmil payments via their mobile device.

Thus, & user may elect to perform a transaction. A transaction request 360 may be
associated with this transaciion. Using a mobile device pre-stored meny, such as & menu of
2 mobile application, merchant identification dats, such as a werchant specific number may
be entered into and/or provided to the application. Merchant information may be displayed
via the mobile device to identify and verify the correct parties are present. For instance, the
merchant address, name, and other distinguishing information may be presented via the
mobile application on the mobile device. The user may agres with this validation prior to
procesding.

The private key 125 information may be linked to the transaction request 360 and
create a signed message 320, This message may contain transaction informaton, such as
information describing the amount of value desired to transmit, the parties and/or the fike.
As previously described, using the public key 175 the signed message 320 may be decrypted
i3 uncover the details of the verification request 344,

The public key 175 roay be initially ransmitted from a mobile device and verified by
a trusted certificate authority 230, Later, the additional details of the mobile transaction
request 360 may be transmitted from the mobile device and verified by the trusted certifivate
authority 230, Of course, according to various embodiments, a single message comprising
the public key 173 and the details of the mobile fransaction request 36{ may be transmiltad
from the mobile device via an application and verified by the trusted certificate authority
234,

This transmittal may optionally be in response o g user providing a validation and/or
passcode. For instance, an option on the menu system of the mobile application may be o
add a further user passcode 345 prior to ransmitting data. This may be s static or dynamic
passcode 1o be entered prior to the transaction request 360 belng sent over the mobile

network, such as the 3G nelwork and/or iDEN network., A static passcode may refer to a
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passcode jssued by the registry 220 host to the user. A dynamic passcode may refer to a
passcode that may be elected by and/or selected by the user. The MMNG 250 and/or MVNO
250 may route the transmiital of the mobile transaction request 360 over the mobile network.
With this routing the IMSI 145 number may be captured, such as by the MNG 258, IMSE
information s commomly captured by the MMNOQ 25 and/or MVNG 250 to bill the actual
calltransfer of data jiself. However, IMSI information is not captured by the MINO 230 for
use in verification and fraud prvention. The MNO 230 and/or MVNO 250 may determine
the IMEI 135 number to validate that the device iz correct {expected). This call/iransfer of
data over the network may be into a registry systern 228, This end point and/or desitnation
number may be hiden from the user. A record of this call/ransfer of data may be created and
stored to a database,

Onee connected o the verification sysiem, the verification/public key 175 may be
checked to verify that the public key 173 is correct. In response o the public key 175 being
incorrect, the transaction may be halted. In response o the public key 175 being correct the
IMSTE 143 detail, the IMET {35 detafl, and/or opticandly the MSISDN 140 information may
each be individually checked against the registry 220 information,

For instance, the MYNGO 230 and/or MMNO 250 may exchange the details with the
trusted certificate authority 230 and/or registy host 220 1o identify that the device is correct,
In response to the details being incorrect, the MNVO 230 and/or trusted certificate authority
230 may halt transaction and communicate a message to be stored, indicating that the public
key 175 was correct but other expected details are wrong, For instance, an message
indicating that an incorrect SIM card 260 was used or & SIM card 260 that is not expected
for use with this device or with these other details was used. For instance, if g SIM card 260
was swapped into a differerent device and not updatedfregistered in the registry 220 the
transaction would not be able 10 proceed.

In response to a correct public key 175 being verificd/established, expected IMSI
145 and IMEY 135 daia being found, then the SIM card 260 and speeific mobile device is
authenticated. At this thme, the MSISED 140 may be reviewed (o indicate that this is in fact a
domestic transaction, and that the transfer of data/call is occuring in the expected
geopgraphic location,

Thues, a plurality, such as at least three points, of anthentlication elements and sysiens
may be used. According to various embodiments, the fivst point of authentication may

indicate that a valid person that has previosuly registered in the registry 220 is involved with
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the transaction request 360, The second point may be a determination that the mobile device
is the expecied device, The third point may be ensuring the one fo one mapping is a valid
mapping. In response to all of these three being correct/validated, the registry 220 system
may release 420 the BAM 110 or the PAN 115 details to g transaction account/financial
iransaction processer. These may be proxy account numbers. According fo various
embodiments, this finacia] transaction processer or their jnvolvement is not seen by the
merchant or the customer.

The payment detatls may be added to/appended to the transaction request 360 by the
registry 220 system host, such as information identifying a source of funding and a
individual associated with the source prestored in the rogistry 220 associated with the
received authentication credentials. The original transaction request 360 may include an
amount of value to transfer and to whom. The network may complete/trasfer the details of
the transaction o an issuet and/or aguirer 200, In response to the tramsaction being
completed a memaorilization of the avthorization of the transaction may be conupunicated to
any party to the {ransaction.

In this way, the the registry 220 systemn host may act similar to the workings of a
traditional point-of-sale device which may combine the cardholder information with
transaction information {including total price of sale and merchant identitication}, and send
the combined data sel to an acquirer 200 or third-party processor 215, The third-party
processor 215 may respond by forwarding the data set to the card association's {e.g., Visa,
American Express, efe.} proprictary transsction network, whereby the data set is routed to
the tsauing bank. The processor 215 may format the combined data set into an IS0 message
if it is not glready in that form,

For instance, the third-party processor 215 may format 440 the PAN wessage into a
IS0 8583 auwthorization reqguest or an BAN message into 445 ap 150 7812 Funds transter
request, IS0 8383 defings a message format and 8 conununication flow so that different
systems can exchange these iransaction requesis and responses.  The vast majority of
transactions made at ATMs use 180 8583 at some point in the conunuaication chain, as do
transactions made when a customer uses a card to make 3 payment in a store electronic fund
iransfers at g point of sale, 180 7812 is the interpational standard that specifies "a
numbering system for the identification of issuers of cards that require an issuer
identification mumber (1IN} o operate in international, interindustry and/or intra-industry

interchange” and procedures for registering {iNs

13



WO 2014/196969 PCT/US2013/044221

Upon reception of the data set, the issuing bank checks the proposed financial
fransaction against a set of credit rules and cither approves or denles the financial
transaction.  If approved, the approval is transmifted to the merchant and/or merchant
computer system, Therealier, the card-issuing bank forwards a monstary sum equal o the
sale price to the merchant's bank {typically, a processor is used as an inlermediary that
forwards the monetary sum (o the merchant's bank}. At the expiration of the billing period,
the cardholder pays the sales price {plus interest and finance charges) fo the card-issuing
bank.

A user may re-register their mobile device at any time. For instance, a user may re-
register their mobile device in the case of upgrading devices or dug to mobile device theft or
mobile device loss.

The trusted certificate authority 230 and the registry 220 bost may be the same
entity. The trusted cestificate authority 230 and/or the registry 220 host may be a finacial
institution, such as an issusr/acquirer 200 or the network/processor 215, According to
various embodiments the trusted certificate authority 230 and/or the registry 220 host issuer
200 may be operaied by the MNQO 256 and/or MVNO 250

The messages described here may conform 1o the USSD messaging protocol. For
instance, sach message may be limited to a 182 characters maximum. For instance, the
public key 155 may be sent in a first message Hmited to 182 characters follwed by a second
message confaining additional transaction information.  According to various embodiments
the privale key 125 may be combined with additional information, such as the information
which is being encrypted in a single USSD message. These messages may conform 1o the
X509 certificate standard.

The present disclosure is described herein in terms of functional block components,
sereen shots, optional selections and various provessing sieps. Such functional blocks are
realized by any number of bardware components configured to perform to specified
functions, For example, the present disclosure may employ various integrated ciroutt
components {e.g., memory elements, processing elervents, logic elements, look-up tables,
and the like), which may carry oul a variely of functions under the control of one or more
microprocessors or other control devices. Similarly, the software elements of the presend
disclosure can be implemented with any prograroming or soripling language such as C, G4y
Java, COBOL, assembler, PERL, extensible markup language (XML), JavaCard and

MULTOS with the various algorithms being implemented with any combination of data
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struciures, objects, processes, routines or other programming elements. Further, it should be
noted that the present disclosure may employ any number of conventional techniques for
data transmission, signaling, data processing, network control, and the bke. For a basic
introduction on cryptography, review a fext written by Bruce Schnesier entitled “Apphed
Crypiography: Protocols, Algorithms, and Source Code in .7 published by John Wiley &
Sons {second edition, 1996}, herein incorporated by referance.

In addition, many applications of the present invention could be formulated. The
exemplary network disclosed herein may include any system for exchanging dats or
transaciing business, such as the Interned, an intranet, an extranet, WAN, LAM, satellite
comununications, telephone comymunication networks, VOIP, NEC and/or the ke,

The messages transmitted, such as the appended transaction request messages, as
disclosed herein, may be transmitted via NFC protocols, such as through an RFID fag, a
ranaponder and/or an RFID read/write device,

In accordance with another aspect of the present disclosure, an RE transaction using
transponder, RFID read/write device, and/or tag (collectively “transaction devices™) are
secured by Hmiting the number of transsctions which are performsed with a particular
sransaction device. Once the maximum transactions valoe is reached, the transaction device
may avtorsaticalty disable itselt agaiust further usage.

fn ancther exernplary embodiment, the transaction devices in accordance with the
present disclosure may further include a transaction counter for recording and reporiing the
number of transactions performed with the particular transaction device. For a detailed
explanation of a suitable counter for use with the disclosurs, please refer to commonly-
owned U.S, Patent Application Mo, 10/708,545, entitled “SYSTEM AMD METHOD FOR
SECURING RF TRANSACTIONS USING A RADIO FREQUENCY IDENTIFICATION
DEVICE INCLUDING A TRANSACTIONS COUNTER,” filed March 10, 2004, incorporated
by reference in its entirety.

The detaifed description of exemplary embodiments herein makes reference to the
accompanying drawings and pictures, which show various embodiments by way of
illustration. While these various embodiments are described in sufficient detail to enable
those skilled in the art to practice the disclosure, it should be understood that other
erpbodiments may be realized and that logical and mechanical changes may be made
without departing from the spirit and scope of the disclosure, Thus, the detalled description

herein is presenied for purposes of iHlustration only and not of limitation. For example, the
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steps recited in any of the method or process descriptions may be executed in any order and
are not limited to the order presenied. Moreover, any of the functions or steps may be
outsourced to or performed by one or more third parties.  Furthermore, any reference o
singuilar includes plural embodiments, and any reference to more than one component may
inchude a singular embodiment,

Systems, methods and computer program products are provided.,  In the detaile
description  herein, references 1o “various embodiments”, “one embodiment”, "an
embodiment”, "an example embodireent”, efc., indicate that the embodiment described may
include a particular feature, structure, or characteristic, but every embodiment may not
necessarily include the particolar feature, structure, or characteristic,  Moreover, such
phrases are not necessarily referring to the same embodiment. Further, when a particular
feature, siructure, or characteristic 15 deseribed In connection with an embodiment, i is
submitted that i is within the knowledge of one skilled in the art to affect such feature,
structure, or characteristic in connection with ather ernbodiments whether or uot explicitly
described. After reading the description, it will be apparent to one skilled in the relevant
art{s} how to implement the disclosure in alternative embodiments.

References o a SIM card may be referring o a subscriber identity module or
subscriber identification module (SIM). A SIM card is an integrated circuit that securely
siores the international mobile subscriber identity (IMSD and the related Keys used to
identify and authenticate subscribers on mobile telephony devices {such as mobile phones
and computers), These keys are for use of the phone on the network and are distinet from
Keys described herein for verification of wdentification transferred snd/or associated with a
transaction request,

A SIM circuit is embedded into a resuovable plastic card. This plastic card is called
"SIM card” and can be iransferred between different mobile devices, SIM cards were first
made the same size as a credi card (8560 mm x 33,98 pun » .76 mun}. The development
of physically smaller mobile devices prompied the development of a swaller 5IM card, the
mini-8IM card, micro-SIM card and/or MNano-SIM card. Mini-SIM cards have the same
thickness as full-size cards, but their length and width are reduced to 25 mm X 15 mwm.
Micro-SIM cards have the same thickness and contact arrangements as the min-SIM card,
but the length and width are further reduced.  The Mano-BIM card, which measures 12.3 #

8.8 » .67 pun and maintaing the existing contact arrangersents of prior form factors.
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A SIM card may contains its unique serial number (ICCID), intermational mobile
subseriber identity (IMSI), security authentication and ciphering information, temporary
information related to the local network, a list of the services the user has access {0 and two
passwords: a personal idenmtification number (PIN) for ordinary use and a personal
unblocking code (PUK) for PIN unlocking. SIM cards are not traditionally used in financial
transfers,

The phrases consumer, mobile device user, customer, user, account holder, account
affiliate, card member or the like shall inchude any person, entity, business, government
organization, business, software, hardware, machine associated with a transaction accouni,
buys merchant offerings offered by one or more merchanis using the sccount and/or who 15
legaily designated for performing transactions on the account, regardless of whether a
phiysical card is associgted with the account. For example, the card meraber may include a
fransaction account owner, g fransaction account user, an account affiliate, a child account
user, a subsidiary account user, a heneficlary of an account, a custodian of an account,
and/or any other person or eutity affiliated or associated with 3 transaction acoount.

As used herein, “malch” or “associated with” or similar phrases mway inchude an
identical yuaich, a partial match, maiching a subset of data, a correlation, satisfying certain
criteria, a correspondence, an association, an algorithmic relationship and/or the like
Stmilarly, as used herein, “authenticate™ or similar terms may nclude an exact
authentication, a pariial authentication, authenticating a subset of data, a comespondence,
satistying certain criteria, an association, an algorithmic relationship and/or the like,

Any communication, ransmission and/or channel discussed herein roay inchude any
aystam or method for delivering content {e.g. data, information, metadata, etc.}, and/or the
content itself.  The content yuay be presented in any form or medium, and in various
embodiments, the content may be delivered clectronically and/or capable of being presented
electronically. For example, a channel may comprise a website or device {e.g., Facebook,
YouTube, AppleTV, Pandora, Xbox, Sony PlayStation), a uniform resource locator
(UIRL™Y, a document {e.g., a Microsofi Word document, g Microsoft Excel document, an
Adobe .pdf document, etc.), an “ebook,” an “emagarine,” an application or microapplication
{as described hereiny, an SMS or other type of lexi message, an email, Facebook, twitter,
MMS and/or other type of cornmunication technology. In various embodiments, a channel
may be hosted or provided by a data pariner. In various embodiments, the distribution

charmel may comprise at least one of a merchant website, a social media website, alfiliate or
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partner websites, an external vendor, a mobile device communication, social media network
and/or location based service. Distribution channels may include at least one of a merchant
website, a social media site, affiliate or partner websites, an external vendor, and a robile
device communication. Examples of social media sites include Facebook®, foursquare®,
Twitier®, MySpace™, Linkedin®, and the like. Examples of affiliate or partner websites
include American Express®, Group on®, Living Social®, and the like. Moreover, examples
of mobile device communications include texting, emall, and robile applications for
amartphones.

As used herein, “appended” or similar terms may inchide sent in concert with, added
to, joined and/or the like,

In various embodiments, the methods described hergin are vmplemented using the
various particular machines described hercin.  The methods described herein may be
implemented using the below particular machines, and those hereinafier developed, in any
suitable combination, as would be appreciated immedistely by one skilled in the wt
Further, as is unarmnbiguous from this disclosure, the methods described herein may result in
various transformations of certain articles.

For the sake of revity, conventional data networking, application development and
other functional aspects of the systems {and components of the individual operating
componenis of the systems) may nol be described in detail herein.  Furthermore, the
connecting lines shown in the various figures contained herein are intended fo represent
exemplary functional refationships and/or physical couplings between the varicus elements,
it should be noted that many aliernative or additional functional relationships or physical
connections may be present in 3 practical systern,

The varicus sysiem components discussed hereln may include one or more of the
following: a host server or other computing systems including a processor for processing
digital daia; & memory coupled to the processor for storing digital data; an input digitizer
coupled 1o the processor for inputting digital data; an application program sioved v the
memory and accessibie by the processor for directing processing of digital data by the
processor; a display device coupled fo the processor and memory tor displaying information
derived from digital data processed by the processor; and a plurality of databases. Various
databases used herein may include: client data; merchant data; financial institution data;
and/for like data uselul in the operation of the sysiem. As those skilled in the art will

appreciate, user computer may include an operating system {e.g.. Windows NT, Windows
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G5/08/2000, Windows XP, Windows Vista, Windows 7, OS2, UNIX, Linux, Solaris,
MacO8, eic) as well as various conventional support software and drivers typically
associated with computers.

The present sysiem or any part{s) or function(s) thereof may be tuplemented using
hardware, software or a combination thereof and may be implemented in one or more
computer systems or other processing systems. However, the manipulations performed by
embodiments were often referred 1o in terms, such as matehing or selecting, which are
commonty associated with mental operations performed by a human operator, Mo such
capability of a human operaior is necessary, or desirable in most cases, in any of the
operations described hercin,  Rather, the operations may be rwachine operations. Useful
machines for performing the various embodiments include general purpose digital
compiters or similar devices,

in fact, in various embodimenis, the embodiments are directed toward one of ruore
computer systems capable of carrying out the functionality deseribed herein. The vomputer
system includes one or mwore processors, such as processor. The processor is connected 1o 2
communication infrasiructure {e.g., a8 communications bus, cross-over bar, or network)
Yaricus software embodiments gre described in terms of this exemplary compuier system.
After reading this description, it will become apparent o a person skilled in the relovant
art{s} how to bmplement various embodiments using other computer systerss and/or
architectures. Computer system can include a display interface that forwards graphics, text,
and other data from the comupunication infrastructure {or from a frame butter not shown) for
display on a display unit.

Computer systems described herein also include a maln memory, such as for
example random access memory (RAM), and may also jvchude a secondary memory which
may be a removable siorage drive. The removable storage drive reads from and/or wriles (o
a removable storage unit in g well-known manner. As will be appreciated, the removable
storage unit includes a computer usable storage medium having stored therein computer
software and/or data.

In varicus embodiments, secondary memory may include other similar devices for
allowing computer programs or other instructions to be loaded into computer system. Such
devices may include, for example, a removable storage unit and an uterface. Examples of
such may include a program cartridge and cartridge Interface (such as that found in video

same devices), a removable memory chip (such as an erasable programmable read only
%‘:; y 7 f)
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memory (EPROM), or progranymable sead only memory (PROM)) and associated sooket,
and other removable storage units and inferfaces, which allow software and data io be
transterred from the removable storage unit to computer system.

Computer systems may also inclade a communications interface. Comsnunications

Ly

interface allows sofiware and data to be transferred between computer system and externgi
devices. Examples of communications interface may include a modem, a network interface
{such as an Ethernst card), a communications port, a Personal Computer Memory Card
International Association (PCMUCIA) slot and card, ete. Software and data transferred via
comumunications inierface are in the form of signals which may be electronic,
10 electromagnetic, and optical or other signals capable of being received by commmumications
interface. These signals are provided fo communications interface vis a commumications
path (e.g., channel). This channel carries signals and may be lroplernented using wire, cable,
fiber optics, a telephone line, a celiular link, a radio frequency (RE) link, wireless and other

communications channels.

[—
LA

The termms “computer program medium” and “computer uvsable mediom” and
“corpputer readable mediom” are used to generally refer to media such a5 removable storage
drive and a hard disk installed in hard disk drive. These computer program products provide
sottware (o computer system,

Computer programs {also referred to as computer oontrod togic) are stored in main
20 memory and/or secondary memory.  Computer programs may also be received via

communications interface. Such compuier programs, when executed, enable the computer
system to perform the features as discussed berein, In particular, the compuler programs,
when executed, enable the processor to perform the features of various embodiments,
Accordingly, such computer programs represent controllers of the computer system,

25 In various embodiments, software may be stored in a computer prograrn product and
inaded into computer system using removable storage drive, hard disk drive or
communieations interface. The comirel logic (software), when executed by the processor,
causes the processor to perform the functions of various embodiments as described herein.
In various embodimenis, hardware components such as application specific infegrated

36 cireuits (ASICs).  Implementation of the hardware state machine s0 as to perform the

- functions described berein will be apparent (0 persons skilied in the relevant art{s).
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In various embodiments, the server may include application servers {eg. WEDB
SPHERE, WEB LOGIC, JBOSS). In various embodiments, the server may include web
servers {e.g. APACHE, IS, GWS, SUN JAVA SYSTEM WEB SERVER),

A web cHent includes any device {e.g., personal computer) which conununicates via
any network, for example such as those discussed herein.  Such browser applications
comprise Internet browsing software installed within a computing unit or a system o
conduct online transactions and/or communications, These computing unils or systems may
take the form of a computer or set of computers, although other types of computing unifs or
systems may be used, inchuding laptops, notebooks, tablets, hand held computers, personal
digital assistants, set-top boxes, workstations, computer-servers, main frarme computers,
mini-computers, PC servers, pervasive compuiers, network sets of computers, personal
computers, such as iPads, IMACs, and MacBooks, kiosks, terminals, point of sale (POS)
devices and/or terminals, televisions, or any other device capable of receiving data over a
network, A web-client may run Microsofl Interet Explorer, Mozilla Firefox, Google
Chrome, Apple Safari, or any other of the myriad software pachages available for browsing
the infernet.,

Practitioners will appreciate that a web client may or may not be in direct contact
with an application server. For cxample, 8 web client may access the services of an
application server through another server and/or hardware component, which may have a
direct or indirect connection fo an Internet server.  For example, a web client may
comyrninicate with an application server via a load balancer. In an exemplary embodiment,
aceess 15 through a network or the Internet through a commercialiy-available web-browser
software package.

45 those skilled in the art will appreciate, a web clisnt includes an opersting system
{e.g., Windows NT, 95/98/2000/CE/Meobile, 082, UNIX, Linux, Solaris, Mac(y5s, Palmis,
etc.y as well as vartons conventional support software and drivers typically associated with
compulers, A web client may include any suitable personal compuier, network computer,
workstation, personal digital assistant, celfulsr phone, smart phone, minicomputer,
mainframe or the like, A web client can be in 2 home or business environment with access
{0 a network. In an exemplary embodiment, access is through a network or the Intemel
through a comunercially available web-browser sofiware package. A web chient may

tmplement securily protocols such as Secure Sockets Layer {S8L) and Transport Layer
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Security {TL8} A web client may implement several application layer protocols including
hitp, htips, fip, and sfip.

in various embodiments, components, modules, and/or engines of system 100 may
be implemented as micro-applications or micro-apps. Micro-apps are {ypieally deployed in
the context of 2 mobile operating system, including for example, a Palm mobile operating
systern, & Windows mobile operating system, an Android Operating System, Apple 108, a
Blackberry operating system and the like, The micro-app may be configured to leverage the
resources of the larger operating system and associated hardware via a set of predetermined
ritles which govern the operations of various operating systerps and hardware resources. For
example, where a mioro-app desires to communicate with a device or network other than the
mobite device or mobile operating system, the micro-app may leverage the communication
protocol of the operating systern and associated device hardware under the predelermined
rales of the mobile operating systemn, Moreover, where the micre-app desires an input from
a user, the micro-app ruay be contigured io request a response frow the operating sysiem
which monitors various hardware components and then communicates g detected input from
the hardware lo the micro-app

I various embodiments, with reference fo the references to a mobile device
application herein may take the form of application software. Application software, also
known s an application or an "app”, i3 computer software designed to help the user t©
perform specific tasks. This application sofiware may be a mobile application, also called
mobile app, usually designed to run on smart phones and tablet computers; however,
according to various embodiments, this mobile app may be run on any computer based
systermy. In various embodiments a mobile device user may download and jnstall the app for
via and/or on a mobile device, such as a smart phone or tablet. This app may be part of a
farger application suite providing additional services or may be a stand-alone module/app.

As used hereln, the term "network” inclades any cloud, cloud computing sysiem or
electronic comynunications sysiem or method which incorporates hardware and/or soltware
components, Communication among the pariies may be accomplished through any suitable
communication channels, such as, for example, 8 iclephone netwark, an extranet, an
infranet, Internet, point of interaction device {point of sale device, personal digital assistang
(e.g., iPhone®, Palm Piloi®, Blackberry®), cellular phone, kiosk, etc), onlive
communications,  satellite  communications,  off-line  commuonications,  wireless

communications, transponder communications, local area network (LAN) wide area
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network (WARY, virtual private network (VPN), networked or linked devices, keyboard,
mouse and/or any suitable conmmunication or data input modality. Moreover, although the
system is frequently described herein as being mplemented with TCPIP communications
protocols, the sysiem may alse be oplemented using IPX, Appletall, 1P-6, MetBIOS, O8]
any tunneling protocol (e.g. Psec, 85H), or any number of existing or future protocels. If
the network is in the nature of a public network, such as the Internct, it may be advantageous
to prosume the network o be insecure and apen o eavesdroppers.  Specific information
related o the protocols, standards, and application software utilized in connection with the
Internet is generally known to those skilled in the art and, as such, need not be detailed
herein, See, for example, Dip NAIK, INTERNET STANDARDS AND PROTOCOLS {(1998); Java
2 COMPLETE, various authors, {Svbex 1999} DEBORAH Ray anD BERIC Ray, MASTERING
HYME 4.0 {1997} and LosHD, TOP/IP CLEARLY EXPLATNED (1997} and DAVID QOURLEY
ANE BRiaM Torey, HTTP, THE DEFDNITIVE GUIDE {2002}, the contents of which are hereby
incorporated by reforence.

The various system components may be independently, separately or collectively
suitably coupled 1o the network via data links which inchudes, for example, a conpection fo
an Internet Service Provider (I8P) over the focal loop as is typically used in connection with
stanslard modem communication, cable mwodem, Dish networks, ISDN, Digital Subscriber
Line (D81}, or various wireless conwnunication methods, see, ez, GILBERT HELD,
UNDERSTANDING DATA COMMUNICATIONS (1996), which is hereby incorporated by
reference, It is noted that the network may be implemented as other types of networks, such
as an interactive television (ITV) notwork, Moreover, the sysiom: contemplates the use, sale
or distribution of any goods, services or information over any network baving similar
functionality deseribed herein.

“Cloud” or *“Cloud compuiing” includes a model for enabling convenient, on-

dermand network access o a shared pool of configurable computing rescurces {e.

]

£

networks, servers, storage, applications, and services) that can be rapidly provisioned and
released with minimal management effort or service provider interaction. Cloud eomputing
may include location-independent computing, whereby shared servers provide resources,
soiltware, and data 1o computers and other devices on demand.  For more information
regarding cloud computing, see the MIST s (Mational Institute of Standards and Technology}
definttion of cloud computing at hitpr//csrcnist.gov/publications/nistpubs/833-145/8P80G-

145 0df (last visited Dune 2012}, which is hereby Incorporated by reference in its entirety.
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As used herein, “transmit” may include sending electronic data trom one system
component ko another over a nebwork connection,  Additionally, as used herein, “data” may
include encompassing information such as comnands, queries, files, data for storage, and
the like in digital or any other form.

Systems and methods desoribed herein may be useful on the African continent where
payment via mobile devices is expanding.

Phrases and terms similar to an “item” may include any good, service, intormation,
experience, data, discount, rebate, points, virtual currency, content, access, renial, lesse,
contribution, account, oredit, debit, benefit, right, reward, points, coupons, credits, mongtary
equivalent, anything of value, something of minimal or no value, monetary value, non-
monetary value and/or the like. Moreover, the “transactions”™ or “purchases” discussed
herein may be associated with an Hem. Furthermore, a “reward” roay be an item.

The systerm conternplates uses in assoclation with web services, utility computing,
pervasive and individuslized computing, security and identity solutions, austonomic
computing, cloud computing, commodity computing, mobihity and wireless solutions, open
source, biometrics, grid computing and/or mwesh computing.

Any databases discussed herein may include relational, hierarchical, graphical, or
object-oriented structure and/or any other database configurations. Common database
products that may be ased to implement the databases include BB2 by IBM (Armonk, NY),
various database products available from Oracle Corporstion {Redwood Shores, CAJ,
Microsoft Access or Microsoft SQL Server by Microsoft Corporation (Redmond,
Washington), MySQL by MySQL AB (Uppsala, Sweden), or any other suttable daiabase
product. Moreover, the databases may be organized in any sutiable manner, for example, as
data tables or lockup tables. Bach record may be a single file, a series of files, a linked
series of data fields or any other date structure.  Association of certain data yoay be
accomplished through any desived data association technique such as those known or
practiced in the arl. For example, the association may be accomplished either manually or
automatically,  Automatic association technigues may include, for example, a database
search, a database merge, GREP, AGREP, S0L, using a key field in the tables 1o speed
searches, sequential searches through all the tables and files, sorting vecords in the file
according to a known order 1o simplify lookup, and/or the Hike, The association step may be
accomplished by 2 database merge function, for example, using a “key field” in pre-selecter

databases or data seciors. VYarious database tuning steps are contemplated to optimize
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database performance. For example, frequenily used files such as indexes may be placed on
separate file systems to reduce In/Out (1) bottlenecks.

The data set annoiation may also be used for other types of siatus information as well
as varicus other purposss. For example, the data set annotation may include security
information establishing access levels. The access levels may, for example, be configured to
permit only certain individuals, levels of employees, compandes, or other entities to acoess
data sets, or to permit aceess o specific data sets based on the ransaction, merchant, issuer,
user ot the like. Furthermors, the securily information may restrict/permit ouly certaln
actions such 85 accessing, modifving, and/or deleting data sets. In one example, the data set
annotation indicates that only the data set owner or the user are permitted (o delete a data
set, varions identified vsers may be permitied {0 access the data sot for reading, and others
are altogsther excluded from accessing the data set. However, other aceess restriction
parameters may also be used allowing various entities o gccess a data sel with various
peruission levels as appropriate.

The data, including the header or trailer may be received by 3 stand-alone interaction
device configured to add, delete, modify, or augment the data in accordance with the header
or trailer. As such, in one embodiment, the beader or tralber is not stored on the transaction
device along with the associated jssuer-owned data but instead the appropriate action may be
taken by providing o the transsction jnstrument user al the stand alone device, the
appropriate option for the action fo be taken. The system may conlernplate a data siorage
arrangement wherein the header or trailer, or hosder or tratler history, of the data is stored on
the transaction instrument in relation 1o the appropriate data.

One skilled in the art will also appreciate thai, for security reascus, any databases,
systems, devices, servers or other corponents of the systers may consist of any combination
thereof at a single location or at mulliple localions, wherein each database or sysiem
includes any of various suliable security features, such as firewalls, acocess codes,
encryption, decryption, compression, decompression, and/or the ke,

Encryption may be performed by way of any of the techoiques now available in the
art or which may become available - e.g., Twofish, RSA, Bl Gamal, Schorr signature, DSA,
PGE, PKL, GPG (GnuPG), and symmetric and asymmetric eryplosystems,

The computing unit of the web clent may be further equipped with an Internet
browser connected to the Internet or an intranel using standard disl-up, cable, DSL or any

other Internet protocel known in the art. Transactions originating at & web client may pass
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throvgh a firewall in order {0 prevent unauthorized access from users of other networks.
furrther enhance security.

The computer systems discussed herein may provide a suitable website or other
internet-based graphical user interface which is accessible by users. [n one erobodiment, the
Microsoft Internet Information Server (118), Microsoft Transaction Server (MTS), and
Microsoft SOQL Server, are used in conjunction with the Microseft operating systen,
Micrasofi NT web server software, g Microsoft SOL Server database system, and a
Microsoft Commerce Server. Additionally, components such as Access or Microsoft SQL
Server, Oracle, Sybase, Informix MySOL, Interbase, ete., may be used to provide an Active
Data Object (ADO)Y compliant datsbase management system.  In one embodiment, the
Apache web server is used in conjunction with a Linux operating system, a MySQL
database, and the Perl, PHP, and/or Pvthon programuming languages.

Awy of the commmunications, inputs, storage, databases or displays discussed herein
may be facilitated through a website having web pages. The term “web page” as it §s used
herein is not meant o limit the type of documents and applications that might be used fo
interact with the user. For example, a typical website might include, in addition to standard
HTML documents, various forms, Java applets, JavaScript, active server pages {ASP),
comumon gateway interface soripts (TG, extensible markup language (XML}, dynamic
HTML, cascading style sheets {U88), AJAX {Asynchronous Javascript And XML}, helper
applications, plug-ins, and the lke. A server may include s web service that receives a
request from a web server, the request including a URL (htip/vahoo.com/stockguotes/ge)
and an IP address (123.56.788.234). The web server retrieves the appropriale web pages
and sends the data or applications for the web pages to the 1P address. Web services arg
applications that are capable of interacting with other applications over a conuwunications
means, such as the internet. Web services are typically based on standards or protosols such
as XML, SOAP, AJAYX, WEDL and UDDI. Web services methods are well known in the
art, and are covered in many standard texis. Sge. e.g., ALEX NGHIEM, 1T WER SERVICES: A
ROADMAF POR THE EWTERPRISE (2003}, hereby incorporated by reference.

Middleware smay include any hardware and/or software suilably configured to
facilitate communications and/or process transactions between disparate computing systems.
Middleware components are commercially available and known in the art. Middleware may

be implemented through commercially available hardware and/or software, through custom
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hardwarg and/or software components, or through g combination thereof. Middleware may
reside in a variely of configurations and may exist as a standalone sysiem or may be a
softwarg component residing on the Imternet server. Middleware may be configured
process transactions bebtween the various components of apn application server and any
number of fnternal or external systems for any of the purposes disclosed herein. WebSphere
MOTM (formerly MQSeries) by IBM, Inc. {Armonk, NY} is an example of a commercially
available middleware producl.  An Enterprise Service Bus ("HSB”) application is another
example of middieware.

Practitioners will also appreciste that there are a number of methods for displaying
data within a browser-based document. Data may be represented as standard text or within a
fixed Hst, scrollable list, drop-down list, editable text field, fixed text field, pop-up window,
and the Hke. Likewise, there are a number of methods avatlable for modifying data in a web
page such as, for exaruple, fres toxt eniry using a keyboard, selection of roenu jlems, check
boxes, option boxes, and the like.

The sysiem and method may be described herein in terms of functional block
components, screen shots, optional selections and varlous processing steps. It should be
appreciated that such functional blocks may be realized by any number of hardware and/or
software componenis configured to perform the specified functions, For example, the
system may employ various integrated circuit components, e.g., mewory elements,
processing elements, logic elements, look-up tables, and the like, which may carry out a
variety of functions under the conirol of one or more microprocessors or other control
devices. Similarly, the software eloments of the system may be lmplemented with any
programming or scripting language such as C, O+, C#, Java, JavaSeript, VBScript,
Macromedia Cold Fusion, COBOL, Microsoft Active Server Pages, assembly, PERL, PHF,
awk, Python, Visual Basic, SQL Stored Procedures, PL/SQL, any UNIX shell script, and
extensible warkup language (XML} with the various algorithms being implemernted with
any combination of data struciures, obicois, processes, routines or other progranuning
slements, Further, it should be noted that the system may employ any number of
conventionsl techniques for data transwission, signaling, data processing, network control,
and the fike. Siill further, the system could be used to detect or prevent security issues with
a client-side scripting language, such as JavaScript, VBSeript or the like. For a basic
introduction of cryptography and network security, see any of the following references: (1}

“Applied Cryptography:  Protocols, Algorithms, And 3ource Code In €7 by Bruce
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Schneier, published by John Wiley & Sons (second edition, 1995); (2) “Javs Cryplography”
by Jonathan Knudson, published by (FReilly & Assoctates (1998); (3) “Cryptography &
Metwork Security: Principles & Practice” by Willlam Siallings, published by Prentice Hall;

al}l of which are herehy incorporated by reference.

A1 EM IR TS

As used herein, the term “end user”, “mobile device uyser,” “consumer,

L

customer,”
“card member,” “busingss” or “merchant” may be used interchangeably with each other, and
each shall mean any person, entity, government organization, business, machine, hardware,
and/or soflware,. A bank may be part of the system, but the bank may represent other types
of card issuing institutions, such as credit card companies, card sponsoring companies, of
10 third party issuers under contract with financial institutions. It is finther noted that other
participants may be involved in some phases of the transaction, such g5 an intermediary
seitlement jnstitution, but these participants are not shown.
Each participant is equipped with a computing device, such as a computer and/or
mobile device In order to imteract with the system and facilitate online commerce
15 transactions. The customer has a computing unit in the form of a personal computer,
although other types of computing uniis may be used including laptops, notebooks, hand
held computers, set-top boxes, cellular telepbones, touch-tone telephones and the like. The
merchant has a computing unit implemented in the form of a computer-server, although
other implementations are contemplated by the system. The bank has a computing center
20 shown as a main frame computer.  However, the bank computing center may be
implemented in other forms, such as a mini-computer, a PC server, a network of computers
located in the same of different geographic locations, or the hike. Moreover, the system
contemplates the use, sale or distribution of any goods, services or mformation over any
network having similar functionality described herein.

The merchant computer and the bank/financial institution computer may be

N>
(o

interconnected via a second network, referred fo as 4 paviment network.,  The paymaent

network which may be part of certain iransactions reprosents existing proprietary networks

that presently accommodate transactions for credit cards, debit cards, and other types of

financial/banking cards. The payment network is a closed network that s assumed to be

30 secure from eavesdroppers. Exemplary transaction petworks may include the American
Bxpressth, VisaNet® and the Veriphone® networks.

The electronic conuperce system may be implemented at the customer and issuing

bank. in an exemplary implementation, the electronic commerce system s implemented as

28
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computer software modules loaded onto the custerner computer and the banking computing
center. The merchant computer does not require any additional software to participate in the
oriline commerce fransactions supported by the online corpmerce system,

As will be apprecisted by one of ordinary skill in the art, the system may be
embodied as a customization of an existing system, an add-on product, a processing
apparaius executing upgraded sofiware, a stand-alove system, a distributed system, a
method, a data processing system, a8 device for data processing, and/or a computer program
product.  Accordingly, any portion of the systern or 3 module may take the form of 2
processing apparatus executing code, an internet based embodiment, an entirely hardware
smbodiment, or an embodiment cormbining aspecis of the internet, software and hardware.
Purthermore, the system may take the form of a computer program product on a computer-
readable storage medhin having computer-readable program code means embodied in the
stovage mediim.  Any suitable computer-readable storage medium may be utilized,
including hard disks, CD-ROM, optical storage devices, magnetic storage devices, and/or
the like.

The system and method s described herein with reference to screen shots, block
diagrams and flowchart llustrations of methods, apparstus (2.5, systems}, and computer
program products according to various embodiments. It will be understood that each
functional block of the block diagrams and the flowchart ifustrations, and combinations of
functional blocks in the block diagrams and flowchart illustrations, respectively, can be
implemented by computer program instructions.

Referring now to Figures 1-2 the process flows depicted are merely embodiments
and are not intended fo Himit the scope of the disclosure. For example, the steps recited in
any of the method or process descriptions may be executed in any order and are not limited
o the order presented.

Computer program instructions described hercin may be loaded omie g general
purpose computer, special purpose compuier, or other programmable data processing
apparatus to produce a machine, such that the Instructions that execute on the computer or
sther programmable data processing apparatus create means for implementing the functions
specified in the flowchart block or blocks. Thess computer program instructions may also
be stored in a non-fransitory computer-readable memory that can direct a computer or other
programmable dala processing apparatus to function in a particular manner, such that the

instructions stored in the computer-readable memory produce an article of manufacture
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including instruction means which mplement the function specified in the flowchart block
or blocks, The computer program instructions mway also be loaded onto a compuier or other
programmable data processing apparatus o cause a series of operational steps 10 be
performed on the computer or other programunable apparatus 1o produce a computer-
implemented process such that the instructions which execute on the computer or other
programmable apparatus provide steps for implementing the functions specified in the
flowchart block or blacks.

Accordingly, functional blocks of the block disgrams and flowehart illustrations
support combinagtions of means for performing the specified functions, combinations of
steps for performing the specified functions, and program fnstruction means for performing
the specified functions. ¥t will also be understood that each funciional block of the blogk
diagrams and flowchart illustrations, and combinations of functional blocks in the block
diazgrams and flowchart illustrations, can be implemented by sither special purpose
hardware-based computer systems which perform the specified functions or steps, or
suitable combinations of special purpose hardware and computer instructions.  Further,
iHustrations of the process flows and the descriptions thereof may make reference 10 user
windows, webpages, websites, web forms, prompts, oo, Practitioners will appreciate that
the illustrated steps described herein may comprise in any number of configurations
including the use of windows, webpages, web forms, popup windows, promipts and the like.
it should be further appreciated that the multiple steps as illustrated and described may be
combined into single webpages and/or windows but have been expanded for the sake of
simplcity.  In other cases, steps illustrated and described as single process steps may be
separated into multiple webpages and/or windows but have been combined for simplicity.

The term “non-transitory” is to be undersiood to remove only propagating transitory
signals per se from the claim scope and does not relinquish rights to all standard computer-
readable medis that are not only propagating transitory signals per se. Stated ancther way,
the meaning of the term “non-transitory computer-readable medium” and “nop-transitory
compuier-readable storage medium” should be construed o exclude only those types of
iransitory compuier-readable medis which were found in fn Re Nuijren 1o {all outside the
scope of patentable subject matter under 35 UKL, § 161

Benefis, other advantages, and sohttions to problems have been described herein
with regard to specific embodiments, However, the benefits, advaotages, solutions ©

problems, and any elements that may canse anny benefit, advantage, or solution to ocour or
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hecome more pronounced are not 1o be construed as oritical, required, or essential features
or elements of the disclosure, The scope of the disclosure is accordingly to be limited by
nothing other than the appended claims, in which reference (o an element in the singular is
not intended o mean "one and only one” unless explicitly so stated, but rather "ove or
more.” Moreover, where a phrase similar to ‘at least one of A, B, and ' or 'at least one of
A, B, or ' is used in the claims or specification, 1 is intended that the phrase be interpreted
to mwean that A alone may be present ipan embodiment, B alone may be present inan
embodiment, C alone may be present in an ewbodiment, or that any combination of the
elements A, B and { may be present in a single embodiment; for example, A and B, A and
C, Band C, orA and B and €. Although the disclosure inchudes a method, i s
conternplated that T may be embodied as computer program instructions on a fangible
compuier-readable carrier, such as a magnetic or optical memory or a magnetic or optical
disk., Al structural, chemical, and functional equivalenis to the clements of the above-
described exemplary embodiments that are known fo those of ordinary skill jo the art are
expressly incorporated hercin by reference and are imtended fo be encompassed by the
present claims. Morgover, H is not necessary for a deviee or method to address gach and
every problem sought {0 be solved by the present disclosure, for it to be encompassed by the
present claims.  Furthermore, no element, component, or method step in the present
disclosure is intended to be dedicated {0 the public regardless of whether the zlement,
component, or method step is explicitly recited in the clatms. No claim element hergin is (o
ke construed under the provisions of 35 U.S.C. 112, sixth paragraph, unless the clement is
expressly reched using the phrase "means for.” As used herein, the terms “comprises”,
“comprising”, or any other variation thereof, are imtended fo cover a non-exclusive
inclusion, such that a process, method, article, or apparatus that comprises a list of slements
does not include only those elements but may include other elements not expressly listed or
inherent 1o such process, method, article, or apparatus.

Phrases gnd terms similar {0 an “entity” may include any individual, consumer,
customer, group, business, organization, government entity, transaction account issuer or
processor {e.g., credit, charge, ete.), merchant, consortiutg of merchants, account holder,
charitable organization, software, hardware, andfor any other type of entity. The terms
“user,” “consumer,” “purchaser,” and/or the plural form of these ferms are used
interchangeably throughout herein 1o refer to those persons or entities that are alleged (o be

authorized to use a transaction account,
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Phrases angd terms similar fo "gceount”, “account nuwmber”, “account code” or
“consumer acoount” as used herein, may include any device, code {e.g., one or more of an
guthorization/access code, personal identification number (PIN), Internet code, other
identification code, and/or the like), number, letier, svmbol, digital certificate, smart chip,
digital signal, analog signal, blometric or other identifier/indicia sultably configured {0 allow
the consumer Lo access, interact with or communicate with the system. The account number
may optionally be located on or associgted with a rewards account, charge account, credit
accouni, debit account, prepaid account, telephome card, embossed card, smart card,
magnetic siripe card, bar code card, transponder, radio frequency card or an associated
account.

The systern may include or interface with any of the foregoing accounts, devices,
andfor a fransponder and reader {e.g. RFID reader) in RF communicstion with the
transponder {(which may include a fob), or communications between an initialor and g larget
enabled by near field communications (NFCY. Typical devices may include, for example, g
key ring, tag, vard, cell phone, wristwatch or any such form capable of being presented for
interrogation. Moreover, the system, computing unit or device discussed herein may include
a “pervasive computing device,” which may include a traditionally non-computerized device
that is embedded with a computing unit. Examples may jnelade watches, Interoet enabled
kitchen appliances, restaurant {ables embedded with RF readers, wallets or purses with
imbedded transponders, efc. Furthermore, a device or financial transaction instrament may
have electronic and communications functionality enabled, for example, by a network of
slectronic circuitry that is printed or otherwise incorporated onto or within the transasction
instrument {and typically referred fo as a “smart card™); a fob having a transponder and an
RFID reader; andfor near field communication {(NFC)Y technologies. For more mformaation
regarding NFC, refer 1o the following specifications all of which are incorporated by
reference herein: ISOAEC 18092 / BCMA-340, Near Field Communication Interface and
Protocol-1 (NFCIP-1); ISOG/ABC 21481 / BEOMA-352, Near Field Communication Interface

and Protocol-2 (NFCIP-2Y; and EMY 4.2 available af ittp//www.enmveo.com/defauitaspy.

The account number may be distributed and stored in any form of plastic, electronic,
magnetic, radic frequency, wireless, audio and/or optical device capable of transmitling or
downloading data from itself to a second device. A consumer account mumber may be, for
examnple, a sixtzen-digit account nwwber, although each credit provider has its ‘own

numbering system, such as the fifleen-digit numbering systern used by American Express.
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Fach company’s account numbers comply with that company’s standardized format such
that the company using a filleen-digit format will generally use threes-spaced sets of
numbers, as represented by the number “0000 SO0D04 60000, The first five to seven digits
are reserved for processing purposes and identity the issuing bank, account type, gic. In this

5 exampig, the last (fifieenth) dight is used as a sum check for the {ifteon digit number. The

intermediary eight-to-cleven digits are wsed to uniquely identily the consumer. A merchant
account number may be, for example, any munber or alpha-numeric characters that identify
a particular merchant for purpoeses of account acceptance, aceount reconciifation, reporting,
or the Hie,

10 In various embodiments, gn account number may wdentify a consumer. In addition,
in various embodiments, a consumer may be identified by a variety of identiflers, including,
for example, an email address, a telephone number, g cookie id, a radio frequency identifier
{RFID), a biometric, and the like.

Phrases and terms simifar to “transaction account” may include any account that may

—
w5y

be used to thcilitate a financial transaction,

Phrases and terms similar (o “financial institution”™ or “iransaction account issusr”
may include any entity that offers fransaction account services, Although ofien referred to
as a “financial instifution,” the financial institution may represent asty type of bank, lender or

other type of account issuing Institulion, such as credit card companies, card sponsoring

2

companies, or third party issuers under contract with financial institutions. 1t is further
noted that other participants may be involved in some phases of the transaction, such as an
intermediary seitlement institution,

Phrases and terms similar to “business” or “merchant” may be used interchangeably

with sach other and shall mean any person, entity, distributor system, software and/or

b3
|92

hardware that are a provider, broker and/or any other entity in the distribution chain of
goods or services, For example, @ merchant may be a grocery store, g vetal] store, a travel
agency, a service provider, an on-ling merchant or the like.

52

The terms “payment vehicle,” “financial transaction instrursent,” “transaction
instrurment” and/or the plural form of these terms may be used interchangeably throughout to

30 referto a financial instrurnent.
Phrases and lerms similar fo “merchant,” “supplier” or “seller™ may include any
entity that recelves payment or other consideration.  For example, a supplier may request

payment for goods sold to a buyer who holds an account with a transaction account issuer,

Lad
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Phrases similar to a “payment processor” may include a company {e.g., a thivd party)
appointed (e.g., by 2 merchant) to handle transactions. A payment processor may inchsde an
issuer, acquirer, authorizer and/or any other system or entity involved in the transaction
process. Payment processors may be broken down into two types: front-end and back-end.
Front-end payment processors have conpections to various transaction accounts and supply
authorization and settlement services to the merchant banks’ merchants. Back-end payment
processors accept settlemenis from front-end payment processors and, via The Federal
Reserve Bank, move money from an issuing bank to the merchant bask, In an operation that
will usually take a few seconds, the payment processor will both cheek the details received
by forwarding the details to the respective account’s issuing bank or card association for
verification, and may carry out a series of anti-fraud measures against the transaction.
Additional paramsters, including the account’s country of issue and jis previous payment
history, may be used to gauge the probabitity of the transaction being approved. In response
to the payment processor receiving confirmation that the transaction account detalls have
heen verified, the information may be relaved back 1o the merchant, who will then complete
the payment transaction. In response to the verification being denied, the payment processor
relays the information to the merchant, whe may then decline the transaction. Phrases
similar to a “pavinent gateway” or “gateway” may include an application service provider
service that authorizes payments for e-businesses, online retailers, and/or traditional brick
and mortar merchants. The gateway may be the equivalent of a physical point of sale
terminal focated o most retail outlets. A payment gateway may protect transaction account
details by encrypiing sensitive information, such as transaction account numbers, o ensure
that information passes securely between the customer and the merchant and also between
merchant and payment processot.

Phrases similar to “vendor software” or “vendor” may include software, hardware
and/or a solution provided from an exigrnal vendor {e.g, not part of the merchant} to

provide value in the payment process (e.g., risk assessment).
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CLAIME

1. A method comprising:

associgting, by a frand prevention computer and in an electronic regisiry, a mohile
device yser identifier with fransaction account information of 2 mobile device user, a unique

5 SIM card hardware identitier of a SIM card of a mobile device, and a unigue mobile device

hardware identiticr;

transmitting, by the fraud prevention computer, public key data to a memory location
of the 8IM card, wherein the public key data is securely stored in the memory location of the
SiM card;

14 transmitiing, by the fraud provention computer, private key data o the memory
location of the SiM card, whereln the private key data is securely stored to the memory
incation of the SIM card;

receiving, by the fraud prevention computer, a fransaction request message over a
mobile network via a transaction application stored to a memaory associated with the mobile
1S device, wherein the private key data is appended to the transaction request message 1o create
a signed message, and wherein the public key data is appended fo the signed mossage by the
transaction apphcation;
verifving, by the frand prevention computer, that the public key is correct;
validating, by the fraud prevention compuier, by comparing the mobile device

20 hardware identifier captured with the transaction roguest message with cxpected mobile
device hardware identifier information stoved in the electronic registry and associated with
the reeeived public key;

validating, hy the fraud prevention computer, by comparing the SIM card hardware
identifier information captured with the transaction request message with expected SIM card

25 hardware identifier information stored in the electronic registry and associated with the
received public key;

verifving, by the fraud prevention compuier, that the private key datg 15 correct;
appending, by the fraud prevention computer, fransaction account information of the
maobile device user to the transaction request measage; and

36 transmiiting, by the fraud prevention computer, the apponded transaction reguestto a

processor for authorization.

Ll
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2. The method of clabn 1, wherein the transaction account information is not stored

to the memory coupled to the mobile device.

3. The method of claim 1. wherein af least one of the SIM card bardware identifier
information and the mobile device hardware identifier capiured during transmitting of the
ransaction roguest message via the mobile device are captured by a mobile network

operator.

4. The method of claim 1, wherein the SIM card hardware identifier information

comprises an international Mobile subseriber identity (IMSH code.

3. The method of ¢laim 1, wherein the mobile device hardware identifier comprises

an international Mobile Equipment Identity (IMED code.

6, The method of claim 1, further comprising validating, by the fraud prevention
computer, by comparing mobile device location information captred with the transaction
request message with expected mobile device location intormation stored in the electronic

registry and associated with the received public key.

7. The method of claim 6, wherein the mobile device location information captured
during fransmitiing of the transaction roquest message via the mobile device are captured by

3 mobile network aperator.

8. The method of claim 6, whersin the mobile device location information comprises

a Mobile Subscriber Inegrated Services Digital Network MNumber (MEISEN},

G, The method of claim 1, further comprising requesting the mobile device user

enfer a user passcode prior (0 acceasing the transaction application.

10, The method of claim 1, further comprising storing the transaction appleation to

the memory associated with the mobile device,

i
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i1, The method of claim 1, whereln the transaction processor formats the appended

transaction request message into International organization for standardization format.

12. The method of claim 1, whereln an issuer receives the transmitted appended

S request to g ransaction processor for authorization decisioning.

13. The method of claim {, wherein the transaction application locates the mobile

device hardware identifier from an operating system of the mobile device.

16 P4, The method of claim 1, further comprising pre~-provisioning a secure memory
location of the SIM card for receiving at least one of the public key data and the private key

data prior to issuing the SIM card for use on a mobile network.

15, The method of claim |, further comprising presenting government issued
1S identification in concert with providing at least one of the unique mobile device hardware
identifier to a registry and providing the unigue SIM card hardware identifier to the

electronic registry.

16. The methad of claim 1, further comprising at least one of providing the unigque
20 mobile device hardware identifier to the electronic registry and providing the unigue SIM

card hardware identificr {o the efectronic registry.

17. The method of claim 1, wherein a trusted certificate authority working with the
mobile network operator transmits at least one of the private key data and the public key

25 datato the memory location of the SIM card,

1&. The method of olatim 1, further comprising:
transmitting, by the fraed prevention computer and to the tramsaction
application, at least one off
30 that the public key is incorrect,
that the mobile device hardware identifier is incorrect,
that the SIM card hardware identifier information 1§ incorrect,

that the private key is incorrect, and

Ll
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displaying, via the mobile device, a message indicating that the transaction will not

proceed.

19, An article of manufacture including a non-transitory, tangible computer readable
storage mediumn having instructions stored thereon that, in response o execution by a
computer-based system, cause the fraud prevention compuler-based system to perform
operations comprising:

associating, by the computer-based system and in an electronie registry, a mobile
device user identifier with transaction scoount information of the mobie device user, a
unique SIM card hardware dentifier of a SIM card of a mobile device, and unigque mobile
device hardware identifier ;

transmitiing, by the computer-based system, public key data 1o 8 memory location of
the SIM card, whereln the public key data is sscurely stored in the memory location of the
Sid card;

trapsmiiting, by the computer-based system, private key data to the memory location
of the SIM card, wherein the privaie Key data s securely stored fo the mersory location of
the SIM card;

receiving, by the computer-based sysiem, a fransaction request message over 4
mobile network via a transaction application stored to a memory associated with the mobile
device, wherein the private key data is appended 1o the transaction request message to creale
a signed message, wherein the public kev data is appended to the signed message by the
ransaction application;

verifying, by the computer-hased system, that the public key i3 correct;

validating, by the computer-based system, by comparing the mobile device hardware
identifier caplured with the fransaction request message with expected mobile device
hardware identifier information stored in an electronic registry and associated with the
received public key,

validating, by the computer-based sysient, by comparing the SIM card hardware
identifier information captured with the transaction request message with expected SIM card
hardware wdentifier information stored in the slectronie registry and associated with the
received public key;

verifying, by the computer-based system, that the private key Is correct;

[
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appending, by the computer-based system, transgction account information of the
mobile devies user io the fransaction request message; and
fransmitiing, by the computer-based system, the appended transaction request to a

processor for anthorization.

20, A system comprising:

a tangible, non-transitory yoemory conununicating with a processor,

the tangible, non-transitory memory having instructions stored thergon that, in
response 1o execuiion by the processor, cause a fraud prevention processor io perform
operations comprising:

associating, by the processor and in an elecironic registry,

a mobile device user identifier with transaction account information of the mobile
device user,

g upique SIM card hardware identifier of a 8IM card T a mobile device, and

3 unique mobile device hardware identifier ;

transmiiting, by the processor, public key data 10 a memary location of the SIM card,
wherein the public key data Is securely stored in the memory location of the SIM card;

transmitiing, by the processor, private key data o the mwemory location of the 5IM
card, wherein the private key data is securely stored 1o the memory ocation of the SIM card;

receiving, by the processor, a transaction request message over a mobile setwork via
a transaction applcation siored o a memory associated with the mobile device, wherein a
private key is appended to the transaction request message to creale a signed message,
wherein a public key is appended to the signed message by the transaction apphication;

verifying, by the processor, that the public key is correct;

validating, by the processor, by comparing the mobile device hardware identifier
captured with the transaction request message with expected mobile device hardware
identifier information stored in the electronic registry and associated with the received
pulbic kev;

validating, by the processor, by comparing the SIM card hardware identifier
information capiured with the transaction request message with expected SIM card hardware
identifier information stored in the eclectronic registry and associated with the received
public key;

verifying, by the processor, that the private key is correct;

39



Lol

[

fre)
Tt

WO 2014/196969 PCT/US2013/044221

appending, by the processor, transaction account information of the mobile deviee
user to the iransaction request message; snd
transmitting, by the processor, the appended frapsaction request 10 g trarssction

processor for anthorization.

21, A method comprising:

providing, by a moblle nefwork operator computer and to 3 registry host, a unigue
mobile device hardware identifier of 8 mobile device;

providing, by the mobile network operator computer, a unigue SIM card hardware
identifier of a SIM card associated with the mobile device to the registry host, wherein a
registry host assoclaies, in an clectronic registry, a mobile device user identifier with
transaciion account information of a mobile device user, the unique SIM card hardware
identificr of the SiM card of the mobile devics, and the mobile device hardware identifier ;

transmitting, by the mobile network operator computer, a transaction request from
the mobils device over a mobile nelwork to a trusted certificate authority for verificstion of
g public key associated with the mobile transaction reguest;

intercepting, by the mobile network opersior computer, the device hardware
identifier information of the mobile device transmitting the mobile fransaction request;

intercepting, by the mobile network operator computer, the SIM card hardware
ideniifier information of the 8IM card associated with the mobile device fransmitling the
mobile transaction request;

providing, by the mobile network operstor computer, the intercepted the device
hardware identifier information and the SIM card hardware identifier to the registry host {or
verification, wherein the registry host compares the mobile device hardware identifier
information intercepted with the transmitted ifransaction request message with expected
mcbile device hardware identifier information stored in the slectronic registry associated
with the mobile device; and

providing, by the mobile network operator computer, the infercepied the device
hardware identifier information and the SIM card hardware wdentifier to the regisiry host for
verification, wherein the registry host compares the mobile deviee bardware identitier
information intercepted with the transmitied transaction request message with the expected
mobile device hardware identifier information stored in the electronic registry sssociated

with the mobile device and the SIM card hardware identificr information intercepted with

4
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the transmitted transaction reguest message with expected SIM card hardware identifier

information stored in the electronic registry associated with the mobile device.

22, The method of claim 21, wherein the transaction account information is not

5 stored to a memory coupled to the mobile device.

23, The method of claim 21, further comprising transmitiing, by the mobile network
operator computer, the mobile transaction request from the mobile device over the mobile
network to the trusied certificate authority for verification of a private key associated with

10 the mobile fransaction request.

24, The method of claim 21, whersin the 3IM card hardware identifier infbrmation

comprises an International Mobile Subscriber Identity (IMSI) code.

15 25. The method of claim 21, wherein the mobile device hardware identifier

information comprises an Internations! Mobile Equipment Identity (IMEI} code.

6. The method of claim 21, further comprising intercepting, by the mobile network
sperator computer, mobile device location information of the mobile device transmitting the

26 mobile transaction reguest.

27, The method of claim 26, wherein the mobile device location information

comprises a Mobile Subscriber Integrated Services Digital Network Number (MSISDIN).

25 28. The method of claim 26, further comprising providing, the mobile network
operator computer, the intercepted mobile device location information to the registry host
for verification, whereln the registry host compares the mobile device location information
intercepted with the fransmitied transaction request message with expected mobile device

focation information stored in the electronic registry associated with the mobile device.

28. The method of claim 21, further comprising recetving, by the mobile network
operator  computer, the transmitted fransaction regquest message from & iransaction

application of the mobile device,
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30. The method of claim 23, wherein the verified transmitted fransaction request

message is appended with the transaction account information,

31, The method of claim 30, further comprising transmitting, by the mobile network
operaior compuier, the mobile device location information appended transaction request

messages 10 a transaction processor for authorization,

32. The method of clatm 31, wherein the transaction processor formats the mobile
device hardware idemtifier appended tramsaction request message into  International

organization for standardization format,

33. The method of claim 31, wherein an issuer receives the appended transaction

regues! message for anthorization decisioning.

34, The method of claim 21, further comprising pre-provisioning, by the mobile
network operaior computer, a secure mwemory location of the SIM card for receiving af least
one of the public key and the private Key information prior to issuing the SIM card for use
on the mobile network,

35, The method of claim 21, further comprising reviewing government issued
identification presented by a user of the mobile devics prior to providing at least one of the
unigue mobile device hardware identifier to the electronic registry and providing the unique

SIM card hardware identifier to the slectronic registry,

36. The method of claim 21, wherein the trusted certificate authority working with a
mobile network operator transmits at least one of private key data and public key data to a

secure memory location of the 8IM card,

37. The method of claim 21, wherein 2 mobile device application of the mobile
device is configured to receive a notification indicating, at least one of:
that the public key is incorrect,

that the mobile device hardware identifier information s incorrect,
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that the S8IM card hardware identifier information is incorrect,
that a private key is incorreet, and
display, via the mobile device, the notification indicating that a transaction will not

proceed.

38, The method of claim 21, wherein a mobile network operator is an operator of a

maobile virtual network,

39, An article of manufactore incloding a non-transitory, langible computer readable
storage mediom having jnstructions stored thereon that, in response to execution by a mobile
network operator computer-based system, cause the mobile network operaior computer-
hased systesn {0 perform operations comprising:

providing, by the mobile network operator computor-based system and fo a regisiry
host, & unigue mobile device hardware identifier of a mobile device ;

providing, by the mobile network operator corpputer-based systers, a unigque SIM
card hardware identifier of a SIM card associated with the mobile device 1o the regisiry host,
wherein the regisiry host associates, in an electronic registry, a mobile device user identifier
with transaction account information of a mobile device user, the unique SIM card hardware
identifier of the SIM card of the mobile device, and the unigue mobile device hardware
identifier ;

transmitiing, by the mobile network operator compuler-based system, a mobile
transaction request from the mobile device over a mobile network to a trusted certificate
authority for verification of a public key associated with the mobile transaction request;

intercepting, by the mobile network operstor computer-based system, the device
hardware identifier information of the mobile device transmitting the mwobile transaction
FEqUEst;

intercepting, by the mobile network operator computer-based system, the SIM card
hardware ideniifier information of the SIM card associgted with the mobile device
transmitiing the mobile ransaction request:

providing, by the mobile network operator computer-based system, the intercepted
the device hardware identifier information and the SIM card hardware identifier to the
registry host for verification, wherein the registry host compares the mobile device hardware

identifier information intercepted with the transmitted transaction request message with

1
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expected mobile device hardware dentifier information stored in the electronic registry
assogiated with the mobile device; and

providing, the mobile network operator computer-based system, the intercepted the
device hardware identifier information and the SIM card hardware identifier to the registry
host for verification, wherein the registry host compares the mobile device hardware
identifier information intercepted with the transmitted transaction request message with the
sxpected mobile device hardware identifier information stored in the electronic registry
associated with the mobile device and the SIM card hardware identifier information
intereepted with the transmitted transaction request message with expected 5IM card
hardware identifier information stored in the electronic registry associated with the mobile

device..

48, A system comprising:

a tangible, non-transifory joemory communicating with a mobile network operator
PROCESS0T,

the tangible, non-transitory memory having instructions stored thereon thal, in
response o execution by the mobile network operator processor, cause the mobile network
operator processor to perform operations comprising:

providing, by the mobile network operator processor and to a regisiry host, a unigue
mobile device hardware dentifier of a3 mobile device ;

providing, by the mobile network operator processor, 8 unique SIM card hardware
identificr of a SIM card associated with the mobile device to the registry host, wherein the
regisiry host associates, in an electronic regisiry, a mobile device user identifier with
fransaction account information of a mobile device user, the unigque SIM card hardware
identifier of the SIM card of the mobile device, and the unigue mobile device hardware
wdentifier

transinitiing, by the mobile network operator processor, & mobile transaction request
from the mobile device over g mobile nefwork to a frusted certificate authority for
vertfication of a public key associated with the mobile transaction request;

intercepting, by the mobile network operstor processor, the devies hardware

identifier information of the mobile device transmitting the mobile transaction request;
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intercepting, by the mobile network operator processor, the SIM card hardware
identifier information of the SIM card associated with the mobile device transmitting the
molbile transacticn request;

providing, by the mobile network operator processor, the intercepted the device
hardware identifier information and the SIM card hardware identifier 1o the registry host for
verification, wherein the registry host compares the mobile device hardware identifier
information intercepted with the transmitied transaction request message with expected
mobile device hardware ilentifier information stored in the electronic registry associated
with the mobile device; and

providing, the mobile petwork operator processor, the intercepled the device
hardware jdentifier information and the SIM card hardware identifier to the registry host for
verification, wherein the registry host compares the mobile device hardware identifier
information infercepied with the transmitied transaction request message with the expected
mobile device hardware identifier information stored in the electronic regisiry associated
with the mobile device and the SIM card hardware identifier information intercepted with
the transmitied fransaction reguest message with expected SIM card hardware identifier

information stored in the electronic registry associated with the mobile device,
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AMENDED CLAIMS
received by the International Bureau on 08 October 2013 (08.10.2013)

i A method comypeising

associating, by a fraud provention pompuier aud o gn electronic registey, 2 mobile
device user Wdentifier with transaction account information of a mobile device user, a unigug
SIM card hardware identifier of 8 SIM card of a mobile device, and # unigue mobile devics
hardware identifier;

transmitiing, by the fraud preventivn computer, public Key data t0 a memory location
of the 81M card, wherein the public key data v securely stored in the memery location of the
SEH card;

transmitting, by the fraud prevention computer, private key data to the memary
location of the SIM card, wherein the private Key data is securely stored to the memory
foeation of theSiM card,

receiving, by the frand prevention computer, a transactinn reguest message over a
mobils network via a transaction appiication stored 1o a memory associatad with the mobile
device, wherein the private key dala is appended o the transaction reguest message to create
a signed message, and wherein the public key data is appendad to the signed message by the
transaction applicationg

verifying, by the fraud prevention computer, thas the public Key s correct;

valldating, by the fraud prevention computer, by comparing the mobile device
hardware identifier captured with the fransaction reguest message with expected mobile
device hardware identifier information stored in the electronis registry and associaled with
the received public key;

validating, by the frand prevestion computer, by comparing the 5IM card hardware
identifier information captured with the fransaction request message with expected 5IM card
hardware identifier information stoved in the electronic registey and asscelated with the
received public key:

verilving, by the fraud prevention computer, that the private key data is correat;

appending, by the fraud prevention computer, transaction account information of the
mobile device user to the transaction request messags; and

transmitting, by the trand preveution computer, the appended transaction regquest to

{inancial transaction processor for suthorization.

46
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2. The method of claim 1, wherein the transaction aocount information is not stored &

the memory coupled to the mobile devics.

3. The method of claim 1, wherein at least one of the 8IM card hardware identifioe
information and the mohile device hardware identifier caphured during transmitting of the

transaction request message via the mohile device are captured by & mobile network operator.

4, The method of claim 1, wherein the 8IM card hardvare identifier ntormation

comprises an international Mobile subseriber identity (IMSI} cods.

L

The method of claim 1, wherein the mobile device hardware wentifier comprises an

international Mobile BEquipment Identity (IMED code,

&, The method of clabro 1, Auther comprising validating, by the thand prevention
computer, by comparing mobile device location information captured with the transaction
regquest measags with expected mobile device location information stored in the electronin

registry and associated with the received public key,

7. The method of clatm &, wherein the mobile deviee location infoemation captured
during transmitting of the transaction reguest message via the mobile device are caplured by 4

mobile network operator.

8. The method of claim &, wherein the mobile device location information comprises 4

Mobile Subscriber Integrated Services Digital Network Nuntber (MSISED,

9. The method of elato 1, further comprising reguesting the mobile device ussrenier a

user passcode prior 1o acceasing the transaction application.

0, The method of claim 1, further comprising storing the tmansaction application o the

memory associated with the mobile device.

1i.  The method of claim 1, whereln the transaction processor formats the gappended

transaction request moessage into Infernational organization for standardization format.

47
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12, The method of claim |, whereln an asuer receives the trapsmitted appended request o

a fransaction provessor for authorization decisioning,

4 13 The method of clabm 1, whersin the transaction application locates the mobile device

hardware identifier from an operating system of the mobile device.

14,  The method of claim L, further comprising pre-provisioning a secure memory location
of the SIM card for receiving at least one of the public key data and the private Rey duta prior
g i issuing the SIM card for use on amobile network.
15 The method of clabm 1, further comprising prosenting government issued
identification in concert with providing at least one of the unigue mobile device hardware
identifier to a registry and providing the unigue SIM card hardware identifier to the electronic

B3 registey.

16, The method of claim 1, further comprising at least one of providing the unigus mobile
device hardwars identifier to the clectronic registry and providing the unique 5IM card

hardware identitier to the electronic regisiry.

20
17, The method of ¢laim 1, wherein & trusted certificate authority working with the
mohile nebtwork operator transmits at Jeast one of the private key dats and the public key data
i the memory location of the S1M card,
25 I8, The method of claim 1, further comprising:
transmitting, by the fraud prevention computer and to the transaction appiication, at
fosst one of
that the public key is incorrech
that the mobile device hardwars identifier {5 inCorredt,
36 that the SIM cavd hardware identifier informsiinn s incorrscy,

that the private Key s incorrect, and
displaying, via the mobile device, a mossage indicgting that the transaction

will not proceed.

48
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19, Anarticle of manufscture including a non-transitory, tangible computer readable
storgge medium having instructions stoved therson that, (o response o execution by a
computer-based svster, cause the fraud prevention computer-based system to parform

3 operations comprising:

assaclating, by the compuier-based system and inan electronic registry, & mobile
device user identifier with tfransaction account information of the mobile device user, a
anigue SIM card hardware identifier of a 8IM card of & mebiie device, and unigue mobile
device hardware identifier ;

10 transmitting, by the computer-based system, public key data to a memory location of
the SEM card, whersin the public key data is securely stored in the miemory loration of the
Sikbeard;

transmiitiing, by the computer-based systony, private koy data o the msmory lozation
af the SIM cand, wherein the privats key data is securely stoved {o the memory location of the
tS SiM card;
receiving, by the computer-based system, a transsction request message over g mobile
network vig g transaction application stored to & memory associated with the mobile devics,
whersin the private ey data is appended to the transaction request miessage to create a signes
message, wherein the public key data i3 appended o the signed message by the transaction
20 application;
verifying, by the compumier-based system, that the public key Is correct)
validating, by the computer-based gysteny, by comparing the mobile device hardware
identifier capiured with the transaction request message with expected mobile device
hardwars identifier information stored fn an electronio registry and associated with the

25 received public key;

vatidating, by the computer-based system, by comparing the SIM card hardware
jdentitier Information captured with the transaction request message with expeated SIM card
hardware tdentifier information stored in the elecivonic registry and associated with the
received public ey,

veritying, by the computer-based systern, that the privale key is currec

appending, by the compuler-based aystem, transaction account information of the

mobile device user to the transaction request message; and
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transmitting, by the comnpuler-based systam, the appended transaction regquestio a

financial transaction processor for authorization.

200 Asystem comymising:

alangihie, non-transitory memory communicating with a processor,
éﬁ > o f %v

the tangible, non-transitory merpory having instructions stoved thereon that, it
responge toexecution by the processor, cause a frand prevention processor to porform

operations comprising:

associating, by the progessorand in an slectronic regisiry,

a mobile device ussy identifier with transaction geccunt information of the mobile
dovice user,

2 unigue SIM card hardware identifier of o SIM card of a mobile device, and

a unique mobile device hardware identifier |

transmitiing, by the processor, public key data to a memary location of the SIM card,
wherein the public key data i3 senurely stored in the memory location of the M eard;

transmitting, by the processor, privae key data to the roemory location of the SIM
card, wherein the private key data is securely stored to the memory location of the SIM zard;

rocsiving, by the provessor, & transaction request message over a mobile network viaa
transaction application stored to @ memory associated with the mobile device, wherin a
private key is appended to the transaction request message to create s signed message,
whergin a public key is appended to the signed message by the transaction application;

verifying, by the processor, that the public key is corree

validating, by the processar, by comparing the mobile device hardware identifier
captured with the trassaction request message with expecied mobile device bardwarg
identifler information stored in ths slectronic registry and sssoclated with the revelved public
koy;

validating, by the processor, by comparing the SIM card hardware identifler
information captured with the transaction requeat message with expected SIM card havdware
identifier information stored In the electronie registry and associated with the recelved public
keys

varifving, by the processor, that the private key is correct;
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appending, by the provessor, transaction account information of the muhile device
user to the ransaction request message; and
transmitting, by the processor, the appended transaction request to & nancial
fransaction progessor for authorization
21, A method comprising:
providing, by a mobile network operator computer and 1 a reglstry host, 3 unigque
mehile device hardware identifier of & mobile devies:
praviding, by the mobile setwork operator compuier, a unique SIM card hardware
10 identifier of 3 SIM card gssociated with the mobile device to the regisiry host, wherein a
registry host associates, in an electronic registry, & mobile device user identifier with
fransaction account infortmation of a mobile device waer, the unique SIM card hardware
identifier of the S1M card of the mobile device, snd the mobile devics hardware identifien;
transmitting, by the mobile network operator computar, & transaction request from the mobile
15 device over a mobile network o a trusted certificate authority for verification of a public key
associated with the mobile transaction request;
intercepting, by the mobile network operator computer, the device hardware dentifier
information of the mobile device transmitting the mobile transaction request;
intereepting, by the mobile network operstor computer, the SIM card hardware
26 identifier information of the SIM card asseciated with the mobile device transmitting the
mobile transaction roguest;
intercepting, by the mobile network operator computer, mobile devios location
information of the mobile device tranamitting the mobile transaetion request, wheremn the
mabile device location information comprises a Mobile Subseriber Integrated Services

Dipital Merwork Number (MSISDING

i
Lo

b

praviding, by the mobile network operator computer, the intercepied the device
hardware identifier information and the S$IM card hardware identifier to the registry host for
verification, wherein the registry host compares the mobile device hardware identifier
informaticn intorcepted with the ransmitted transaction request message with expected
30 mobiie device hardware identifier information stored in the clectronic registry associated with
the mobile device;
providing, by the mobile network operator computer, the intercepted mobile devics

focation information to the registey host for verification, wherein the rogistry host compares
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AMENDED SHEET (ARTICLE 19)



WO 2014/196969 PCT/US2013/044221

the mobile device location information intercepiod with the transmitted transaction reguest
message with expected mobilte dovice location fnformation stored in the clectronic rogistry
gssoviated with thewnobile devics;
and
3 providing, by the mobile network operator computer, the intercepted the device
hardware dentifier information and the SIM card hardware identifier to the registry host for
verificating, wherein the registry host compares the mobile device bardware identiticr
information intercepted with the transmitied transaction roquest message with the expected
mobile device hardwars identifier information stored in the slectronic registry associated with
1 the mobile device and the SIM card hardware Wentifier nformation lntercepted with the
transmitied transaction request message with expeeted SIM card hardware identifier

infarmation stoved in the elecirenic registry associated with the mobile devics,

22 The method of clainm 21, whersin the transaction account information is not stored o

-5
W

g memory coupled to the mobile device.

23, The method of claim 21, further comprising traramitting, by the mobile nebwark
operator computer, the mobile transaction request from the mobile device over the mobile
network o the trusted certificate suthority for verification of a private Rey associated with the

20 mobile transaction raguest.

24, The method of ¢laim 21, wherein the SIM card hardware identificr information

comprises an International Mobile Subseriber Identity (IMS1 code.

i 25 The method of claim 21, whersin the mobile dovice herdware identifier intormation

cornprises an International Mobile Equipment Identity (IMEL code.

26: (Cancelied)

o . < N
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2%, The method of olabm 21, further comprising receiving, by the mobile network
operator computer, the transmitted transaction request message from a transaction application

8

of the nohiledevice.

3G, The method of claim 23, whersin the verified ransmitted transaction request message

iv appended with the transaction account information.

31, The method of olaim 30, further comprising tranamitting, by the mobiie netwaork
operator computer, the mobile device location mformation appended transaction request

message 1o a8 transaction processor for authorization.

32, The methed of elaim 31, wharein the transaction processor formats the mobile device
hardware identifier appended transaction request message into International srganization iy

standardization format.

%%, The method of claim 31, wherein an issuer receives the appended transaction reguest

message for authorization declaloning,

34, The method of claim 21, further comprising pre-provisioning, by the mobile network
operator computer, a securs memory location of the SIM card for recelving al least one of the
public key and the private key information prios to lssuing the SIM card for use on the mobile

netwark.

35, The method of ¢laim 21, finther comprising reviewing government issued
identification presented by a user of the mobile devics privr to providing at least oue pf the
unigue roobile device hardware identificr 1o the electronic registry and providing the unique

Sin card hardware identifier 1o the electronie registey.

36, The method of claim 21, wherein the trusted certificate guthority working with a
mobile network operator banamiis at least one of private key data and public key deta toa

seoure memory location of the 51M card,
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37 The method of claim 21, wherein a mobile device application of the mobile devive is
configured o receive a notification indieating, at least one off

that the public key is incorrect,

that the mobile devige hardware dentifer infirnmution 8 ingorrest,

that the SIM card hardware wdentifier information is ineorrect,

that a private key is incorseet, and

display, via the mobile devive, the notification indicating that a transaction will not

progeed,

38, Thewethod of claim 21, wherein g mobile network aperaior 15 an operator of 8

sinbile virtua! petwork.

39, Anarticle of manufacture inchuding 8 nou-transitory, tangible computar readable
storage medium having instrustions stored thereon that, in response to exeeution by a mobilg
network operator computer-hased aystem, canse the mobile network operator computer-hased
gystem (o perform opergtions comprising:

providing, by the mobile network opergtor computer-hased system and 1o .a registey
host, # unigue mobile devics hardware identifier of a mobile deviee ;

aroviding, by the mobile network operator computer-based system, a unigue SIM card
hardware identifier of a SIM card associated with the mobile devive to the vegisivy host,
wherein the registry host assoviates, in an electronic registry, a mobile devios user identifier
with transaction account information of & mobile device user, the unigue $IM eard hardware
identifier of the 8IM card of the wobile devize, and the vnique mobile dovice hardware
identifier;

transmitting, by the mobile neteork operator computer-based systam, a mobile
transaction request from the mobile devics pver g mobile network 10 8 tusied corlilicate
authority for verification of a public key associated with the mobile transaction regquest;

intercopting, by the mobile network operator cornputer-based system, the device
hardwars identifier information of the mobile devics transmitting the mobile transaction
peguest;

intercepting, by the mobile network operator computer-based system, the SIM card
hardware Wentifier information of the SIM card asseciated with the mobile devive

transmitiing the mobile iransaction regquest
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intercepting, by the mobile network opgrator computer-based system, mobile device
tacation information of the mobile device transmitting the mobile transaction reguest,
wherein the mobile device focation information comprises g Mobile Subscriber Integrated

Services Dighal Network Nomber (MSISENY;

by

sroviding, by the mobile network operator computer-based system, the intercepted the
device hardware idenditior information and the SIM card bardware identifier 1o the registry
host for verification, whersin the regisiry host compares the mobile device hardware
identifier information intercepted with the transmitted transaction roquest message with
expected mobile device hardware identifier intormation stored in the electroniv registry
i gasoctated with the mobile device;
providing, by the mobile network operator computer-based systern, the Intercepled
mobtle device location information to the vegistey host for verification, wherein the registry
hast compares the mobile devige location information intercepted with the transroitted
transaction request message with expected mobile device logation information stored in the
i§ slectronic registry associated with the mobile devive; and
providing, the mobile network operator computer-based system, the nfercepted the
device havdware identifier information and the 3IM card hardware identifier to the registry
host for verification, wherein the registry host compures the mobile device hardware
identifier information intercepted with the transmitted transaction request message with the
20 expected mobile devige hardware identifier information stored o the electronic registry
assoctated with the mobile device and the SIM card hardware wlentifier information
intercepted with the transmitted transaction regquest message with expeacted SIM card

hardwars identifier information stored in the elecironic registvy associated with the mobile

device.,
NG
4 A system comprising:
a tangible, non-transitory memory conmmunicating with a mobtle network operator
PEOCRSSOT,
the tangible, non-transitory memory having instructions stoved thereon that, in
30 response to execution by the mobile network operator processor, cause the mobile network

operator processor 1o perform operstions comprising:
providing, by the mobiie netwerk operator processor and to-a regisiry host, a unigue

mobile device hardware identifier of a mobile devies ¢
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providing, by the mobile network operater prosessar, a unique SIM card hardware
identitier of a SIM card associated with the mobile device to the registry host, whergin the
registry host associates, inan electronic registry, 8 mobile device user identifisr with
transaction account information of s mobile device user, the unigue SIM card hardware

§  identifier of the 3IM card of the mobile devive, and the unique mobile device hardware

identifiorg

transmitting, by the mobile nebwork operator processor, & mobile transaction regquest
from the mobile device sver a mobile network toa trusted certificate autharity for
verification of g public key associated with the mobile transaction request;

I8 intercepting, by the mobile network operator procesaor, the device bardware bigntifier
information of the mobile device trensmiuting the mobile rapsaciion request;

intercepting, by the mobile network operator processor, the SIM card hardware
identifier information of the SIM card associated with the mobile device transmitiing the
mohils transaciion request;

15 inlercepting, by the mobile network operator processor, mnbile device location
information of the mobile devive fransmitting the mobile transgetion request, wherein the
mobile device location information comprises a Mobile Subsoriber Integrated Services
Drgital Network Number (MSISDRNY

providing, by the mobile network operator processor, the intercepled the device

26 hardware identifier information and the SIM card hardware identifior to the registey host for
verification, wherein the registey host compares the mobile device hardware identifier
information intercepted with the transmitted transaction request message with expected
mobile device hardware identifier information stored in the electronic registry associated with

the mobile device;

providing. by the mobile network operator processor the intercepted mobile device
lpcation information o the registey host for verification, wherein the registry host conwpares
the mobile devics location information intercepted with the transmitied transaction request
message with expected mobile device location information stored in the electronic registry
associated with the mobile device; and
38 providing, the mobile network operator processor, the intercepted the device hardwarg
identifier information and the SIM card hardware identifier to the registry host for
verification, wherein the registry host compares the mobile deviee hardware identifier

information intercepted with the transmitied transaction request message with the expecisd
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mobile device hardware identifier nformation stored in the electronic registry sssociated with
the mobile devics and the SEM card hardware identifior nformation intercepted with the
ranamitted transastion reguest message with expected SIM card hardware identifier

nformation stored in the slectronic registry associated with the mobile device.
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