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(57) Abstract: The objective of the present invention is to detect, in real-time, a malware infection or an abnormal oper-
ation resulting from a malicious attack, even in an electronic instrument having relatively poor processing capability. This
clectronic instrument 1s provided with an executable code 1dentifying unit which accepts an executable code string output
from a processor, and 1dentifies, at least, an execution address 1n a user program area of an operating system (OS), and an
execution address 1n a kernel area, and a determining unit which compares a prescribed characteristic value obtained from
an 1dentification result obtained by the executable code 1dentifying unit at a prescribed timing with a prescribed expected
value, and if the difference 1s equal to or greater than a prescribed difference, determines that there has been an attack,
wherein the 1dentification unit notifies the processor using a prescribed abnormality notification signal 1f it 1s determined
that there has been an attack.
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