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CRYPTOGRAPHIC SYSTEM FOR POST-QUANTUM CRYPTOGRAPHIC OPERATIONS

Technical Field

[0001] The present invention relates to cryptographic hardware, in particular, a cryptographic
system for performing cryptographic operations. The cryptographic system may be used as part of
a post-quantum cryptographic system on chip. The cryptographic system may be used to perform
cryptographic computations for a communicatively-coupled computing system, e.g. operate as a
cryptographic module for a computing board. Methods of operating a cryptographic system are
also described. In particular, methods and systems relating to masking and side-channel security

are provided.

Background

[0002] Recently, there has been an explosion in the number of devices that are connected to
computer networks. For example, Internet connectivity is expanding beyond computing devices
such as desktop and laptop computers to embedded systems within everyday objects such as motor
vehicles, lightbulbs, fridges, medical devices, thermostats, and surveillance systems.
Telecommunications links allow many low-cost computing devices to report sensor data, and/or
be controlled, across the world. One issue with these connected devices is that they are often
vulnerable to attack and malicious control. For example, hundreds or thousands of embedded
devices may be compromised by malicious parties and used to enact distributed denial of services
attacks. In many cases, control of these devices is easily obtained due to poor or limited
implementations of cryptographic protocols. As these connected devices grow in number and
popularity, there is an open question as to how to secure them.

[0003] Another consideration when securing connected computing devices is the possibility of a
future attack using quantum computing. For many years, quantum computers were of mainly
theoretical interest. However, research implementations of quantum computers are developing
rapidly. Quantum computers having 50 and 72 qubits are currently available, and there are many
research groups actively working on higher qubit machines. Given the possible future reality of
quantum computing, recent work has shown that many well-known public key cryptographic
systems can be broken by a sufficiently strong quantum computer.

[0004] When implementing cryptographic functions, especially those that are “post quantum”
secure, there is the challenge that many of these functions are resource intensive. For example,
many cryptographic functions involve complex mathematical functions using values with long bit
lengths. These typically consume a large number of processor cycles and present difficulties for

implementations within low-resource embedded devices. Additionally, as end-to-end encryption
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of both data and communications becomes common, these cryptographic functions also have to be
performed repeatedly at high speeds. To be secure is to be slow.

[0005] WO 2021/032946 A1, which is incorporated herein by reference, describes a co-processor
that allows a processing unit to efficiently perform a cryptographic operation. The co-processor
has an arithmetic unit that is configured to perform discrete binary arithmetic using bit sequences
loaded from a memory. The co-processor may be configured for fast, low-power computation of
certain functions that comprise low-level building blocks for the cryptographic operation. These
functions may include Boolean logic and integer arithmetic. The co-processor has a set of control
registers that are writable by the processing unit to control the co- processor. Addresses for one or
more sources and destinations may be computed by the co-processor to allow for flexible
operation. The co-processor may allow many advanced cryptographic operations to be rapidly
computed, including those that are "post-quantum" secure.

[0006] The cryptographic co-processor described in WO 2021/032946 A1 may be protected using
security fuses and/or side-channel attack countermeasures. However, WO 2021/032946 A1 does
not describe in detail how these may be implemented and/or integrated within flexible
cryptographic processing circuitry.

[0007] US 2010/115237 A1, which is incorporated herein by reference, describes a co-processor
that comprises one or more application engines that can be dynamically configured to a desired
personality. For instance, the application engines may be dynamically configured to any of a
plurality of different vector processing instruction sets, such as a single-precision vector
processing instruction set and a double-precision vector processing instruction set. The co-
processor further comprises a common infrastructure that is common across the different
personalities, such as an instruction decode infrastructure, memory management infrastructure,
system interface infrastructure, and/or scalar processing unit (that has a base set of instructions).
Thus, the personality of the co-processor can be dynamically modified (by reconfiguring one or
more application engines of the co-processor), while the common infrastructure of the co-
processor remains consistent across the various personalities. Although US 2010/115237 Al
describes how a pre-defined instruction set may be designed for processing cryptography-related
operations, it is silent on specific adaptations for secure post-quantum cryptography.

[0008] WO 2014/136594 A1, which is incorporated herein by reference, describes a hash value
generating device for generating a hash value based on the KECCAK algorithm. The device
includes a 6 processing unit, a p processing unit, a T processing unit, a y processing unit, and an 1
processing unit for performing processing of five steps 6, p, @, %, and 1, included in round

processing of the KECCAK algorithm. The m processing unit receives input of data in units of
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planes and outputs data in units of sheets. WO 2014/136594 A1 describes a specialised device for
the processing of the KECCAK algorithm and so is limited in relevance for broader post-quantum
cryptographic operations.

[0009] M¢lissa Rossi, in her doctorate PhD thesis “Extended Security of Lattice-Based
Cryptography”, submitted to the HAL archive on 23 September 2020, analyses the real-world
security of lattice-based post-quantum asymmetric schemes. In part I, algorithmic protections
against timing and side-channel attacks are analysed, concentrating on signature schemes. The
focus is on introducing algorithmic tools to tackle these attacks. The thesis seeks to fill some of
the gaps in proving timing protection and high-order masking in lattice-based post-quantum
asymmetric schemes (see section 1.3). Part II of the thesis then concentrates on cryptoanalysis.
Chapter 3 looks in more detail at masking lattice-based signatures. Rossi states that masking
lattice-based signature schemes is particularly challenging, even for simple schemes (see page 62).
In section 3.1, Rossi states that implementation of lattice-based primitives poses new sets of
challenges as far as side-channel and other physical attacks are concerned. While masking has
been used in prequantum cryptography, its application to post-quantum cryptography is not
straightforward, and Rossi examines several theoretic models before introducing a number of high-
level pseudo-code “gadgets™ that represent sub-parts of larger algorithms (see page 67). Several
proof-of-concept implementations of masked signature schemes are tested on Intel® Core® 17
CPU-based desktop machines (see section 3.3.5 of page 89 and 3.5.4 of page 101). A simple
implementation of the qTESLA scheme with masking of order 1 is also tested on a Cortex® M4
microcontroller.

[0010] US 2010/0235417A1 describes a circuit for converting Boolean and arithmetic masks.
[0011] It is desirable to provide efficient implementations of cryptographic operations. For
example, it is desired to provide implementations that may be used within low-resource embedded
systems and/or in high-speed data processing operations, while offering resistance to attack in a
post-quantum environment. For example, it is desired to easily provide secure post-quantum
cryptographic services to different computing systems without needing large-scale redesign of
those computing systems.

[0012] When implementing masking with lattice-based cryptography, there is the additional
challenge of providing efficient yet secure low-level implementations. For example, the pseudo-
code gadgets provided by Rossi have a conventional CPU implementation (e.g., via execution of
computer program code implementing the pseudo-code). Such an implementation is vulnerable to
attack as sensitive data such as portions of the private key still need to be loaded from memory

into the CPU prior to and during the masking operation. Given the complexity of modern CPUs,
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e.g. with multiple caches and opaque processing pipelines, this can offer malicious parties

numerous points of interception and/or measurement, despite masking being applied.

Summary

[0013] Aspects of the present invention are set out in the appended independent claims. Certain

variations of the invention are then set out in the appended dependent claims.

Brief Description of the Drawings

[0014] Examples of the invention will now be described, by way of example only, with reference
to the accompanying drawings, in which:

[0015] Figure 1 is a schematic illustration showing a cryptographic system according to an
example;

[0016] Figure 2 is schematic illustration showing a pipelined operation performed by an
arithmetic pipeline unit according to an example;

[0017] Figure 3 is a schematic illustration showing an example of masking being applied to secret
data;

[0018] Figure 4 is a schematic illustration showing an example Extendible-Output Function —
XOF — unit being used to compute a fast iterated hash value;

[0019] Figure 5 is a schematic illustration showing execution of a pipelined cryptographic
function according to an example; and

[0020] Figure 6 is a flow diagram showing a method of performing a cryptographic operation

according to an example.

Detailed Description

Introduction
[0021] Certain examples described herein relate to a cryptographic system that allows a
communicatively-coupled computing system to efficiently perform a cryptographic operation. For
example, the cryptographic system may be provided as a system-on-chip device for inclusion into
a larger computing circuit board and/or integrated circuit. The cryptographic system may be
implemented in silicon, i.e. as an integrated circuit design that is fabricated alone (e.g., as an
Application Specific Integrated Circuit - ASIC) or together with a larger computing system circuit,
and/or as an Field Programmable Gate Array (FPGA), e.g. in the form of a specific configuration
of the FPGA that is programmed in a suitable hardware description language. The cryptographic
system may be used as a “post-quantum” cryptographic module or co-processor, e.g. allowing one
or more processors of the communicatively-coupled computing system to off-load complex “post-

quantum” cryptographic operations for quick, secure computation. For example, the cryptographic
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system may be configured to implement key establishment and digital signature functions on
behalf of the computing system. The cryptographic system may be arranged with a security
boundary such that other devices and integrated circuits of the computing system, and in certain
cases even the computing system itself, do not have access to secret data that is manipulated within
the cryptographic system. The cryptographic system may be configured to autonomously execute
post-quantum cryptographic operations as part of a larger hardware system, such as a larger ASIC
or FPGA design.

[0022] In certain described examples, the cryptographic system comprises a set of bus interfaces
for communicatively coupling the cryptographic system to one or more system buses of the
computing system; a cryptographic math unit; and a control unit comprising at least one processor
and memory to control the cryptographic system. These components allow the cryptographic
system to operate as an autonomous system within wider electronic hardware. The cryptographic
math unit may comprise a matrix memory to store data configured as a multi-dimensional array;
an address generator configured to receive control signals from the control unit and to control
access to data within the matrix memory; and an arithmetic unit to perform a set of defined
arithmetic operations upon data within the matrix memory as accessed using the address generator.
The arithmetic unit may be configured to perform discrete binary arithmetic using bit sequences
loaded from the matrix memory. These bit-sequences may be blocks of bits and so the
cryptographic math unit may implement “blitter” functionality, i.e. a hardware-assisted system for
movement and manipulation of blocks of bits in memory (where the term “blitter” comes from the
“BitBLT” - bit block transfer - microcode instruction of the Xerox Alto computer). The
cryptographic system may be configured for fast, low-power computation of certain functions that
comprise low-level building blocks for the cryptographic operation. These functions may include
Boolean logic, integer arithmetic and vector processing, as well as permutation cryptography. As
such, a processing unit of the coupled computing system may effectively off-load resource
intensive computations for the cryptographic operation to the cryptographic system, which
operates as a dedicated and secure hardware device. The cryptographic system may provide low-
level bit operations that are atomic from the viewpoint of the coupled computing system. The
cryptographic system may thus allow many advanced cryptographic operations to be rapidly
computed, including those that are “post-quantum” secure.

[0023] The term “post-quantum” is used herein to describe cryptographic operations and
functions that provide protection against attack by a quantum computer. It is a well-known term
within the field of cryptography. For example, many popular public-key algorithms are not post-

quantum secure, they can be efficiently broken using a sufficiently strong quantum computer.
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These “quantum insecure” cryptographic algorithms include those based on the integer
factorisation problem, the discrete logarithm problem or the elliptic-curve discrete logarithm
problem; these may all be easily solved on a sufficiently powerful quantum computer using Shor’s
algorithm. Operations and functions that have been demonstrated to be post-quantum secure
include those based on one or more of: lattice-based cryptography; multivariate cryptography;
hash-based cryptography; code-based cryptography; and supersingular elliptic curve isogeny
cryptography. Examples of specific post-quantum operations and functions that may be
implemented by the cryptographic system described herein are set out in more detail below.
[0024] The cryptographic system of the examples is suitable for use in a wide variety of
computing systems, from Internet servers to embedded devices. In one implementation, the
cryptographic system may be provided as part of a cryptographic system-on-chip (SoC) that may
allow for many low-cost embedded devices to implement “post-quantum” cryptography and
provide “post-quantum” secure systems. For example, the functions implemented by the
cryptographic math unit may allow code or lattice-based cryptographic operations to be rapidly
performed, e.g. by off-loading many common low-level binary logic functions such as integer
addition, subtraction and/or multiplication. The cryptographic system may be configured or pre-
programmed with a set of available functions that may be updatable over time. The cryptographic
system may rapidly compute certain functions by avoiding the need to load and interpret distinct
instructions as required by a processor of the coupled computing system. The cryptographic system
may be considered as a specialised computing device (i.e., a computer) that is designed for
integration with larger general-purpose computing devices (e.g., for use as a computer within a
computer).
Example Cryptographic System

[0025] Figure 1 shows an example 100 of a cryptographic system 110. The cryptographic system
110 comprises a set of bus interfaces 120, a cryptographic math unit 130 and a control unit 150.
The set of bus interfaces 120 are arranged to communicatively couple the cryptographic system
110 to one or more system buses of a computing system. As described above, the computing
system may comprise a computing device (such as a server board) or an integrated circuit (such as
a larger FPGA and/or ASIC embedded system). In one case, the cryptographic system 110 may be
implemented as a system-on-chip (SoC) that is coupled to a motherboard (or other set of electronic
circuit boards) of a computing device. The set of bus interfaces 120 allow control instructions
and/or secret data to be received from the computing system (e.g., from a processor and/or memory
of the computing system, or from one or more peripherals). In one case, a processor of the

computing system may instruct the cryptographic system to perform cryptographic operations that
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involve the reading and/or writing of data via the set of bus interfaces. The cryptographic math
unit 130 comprises a number of components to perform mathematical operations for post-quantum
cryptographic operations and functions. The cryptographic math unit 130 may receive data from,
and/or return processed data to, the set of bus interfaces 120. The cryptographic math unit 130
operates under the control of the control unit 150. The control unit 150 comprises at least one
processor and memory to control the cryptographic system. The cryptographic system 110 may be
embedded into a range of devices, from smart cards to server boards, or may form part of a mother-
or circuit-board for a computing device, such as a server, laptop, tablet or smartphone.

[0026] In more detail, the set of bus interfaces 120 in the example of Figure 1 comprise a set of
cryptographic registers 122 and a set of control registers 124, where “set” is used here to refer to
one or more registers. The set of cryptographic registers 122 are configured for the transfer of
sensitive security parameters (SSPs) to and from the cryptographic system 110. The sensitive
security parameters may comprise secret key material and/or data from a random number generator
(e.g., such as a true random number generator — TRNG — feed). The sensitive security parameters
may be encrypted for transfer. The set of cryptographic registers 122 are shown as a KEY interface
in Figure 1 as they may be used as a dedicated cryptographic key management interface to transfer
data. The set of cryptographic registers 122 may be used to transfer data between the cryptographic
system 110 and secure non-volatile storage of the computing system and/or other cryptographic
units of the computing system (such as a Trusted Platform Module — TPM - of the computing
system). The set of cryptographic registers 122 are shown communicatively coupled to a SSP bus
126 for the transfer of secure data. The SSP bus 126 may comprise one or more dedicated secure
buses of the computing system for the transfer of cryptographic data and/or a suitably secured
generic system bus (e.g., reserved-access channels for a general system bus). The set of control
registers 124 allow high-level control interactions with the cryptographic system 110. In use, the
dotted boundary of the cryptographic system 110 shown in Figure 1 forms a security boundary
such that the computing system may be restricted from accessing components and data within the
security boundary. For example, secret data may only be exchanged via the set of cryptographic
registers 122 communicating with the SSP bus 126, and the computing system may only
communicate with the cryptographic system by way of a predefined set of control instructions that
are writable by at least one processor of the communicatively-coupled computing system to the
set of control registers 124. For example, the set of control registers 124 and one or more
computing system buses 128 may form an Advanced eXtensible Interface (AXI) and/or an
Advanced High-performance Bus (AHB) interface to enable chip-to-chip communication between

the (external) computing system and the cryptographic system 110. For example, at least one
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processor of the computing system (or an authorised peripheral) may instruct cryptographic
operations using AXI and/or AHB commands. In general, any bus architecture may be used,
including any advanced microcontroller bus architecture. In certain cases, the set of cryptographic
registers 122 and the set of control registers 124 may form separate AXI and/or AHB interfaces,
e.g. in the form of a first memory interface for read and/or writes and a second control interface
for control parameters.

[0027] In use, the control unit 150 controls operation of the cryptographic math unit 130 to
perform cryptographic operations (e.g., the processing of data received via the set of cryptographic
registers 122) following high-level instructions received from the computing system (e.g., from a
processor or authorised peripheral via the set of control registers 124). The cryptographic system
110 is configured to implement at least post-quantum cryptographic operations. In certain
implementations, the cryptographic system 110 may also perform non-quantum (e.g., classical)
cryptographic operations. The control unit 150 and the cryptographic math unit 130 may be
optimised for lattice- and code-based cryptography (amongst other post-quantum approaches), as
well as “big integer” arithmetic (e.g., arithmetic with large integer values as defined by n-bits
where n may be 32 or 64). The set of control registers 124 may be used to store one or more of:
status (e.g., busy or awaiting instruction), a function to perform, sizes for source and/or destination
data, memory locations for source and/or destination data, shift parameters, increment parameters
for one or more of address and data arrays, and/or indicators to show whether a current function is
complete. The (external) computing system may be configured to read a value stored within the
set of control registers 124 to determine whether an output of a function is available, may receive
an interrupt from the cryptographic system 110 and/or may wait a predetermined number of clock
cycles associated with a function. Different approaches may be used depending on implementation
requirements.

[0028] In one case, the cryptographic system 110 is configured to perform one or more of: key
establishment functions including one or more of encryption and decryption; digital signature
functions including one or more of digital signature generation and digital signature verification;
and stateful hash-based signatures. The cryptographic system 110 may be configured to perform
these functions autonomously. For example, a processor of the computing system may instruct a
cryptographic function to be performed on data within secure memory of the computing device
via data written to the set of control registers 124 (e.g., by writing an instruction to said registers).
The cryptographic system 110 may then be configured to access data copied into the set of
cryptographic registers 122 and to perform the instructed cryptographic function using the control
unit 150 and the cryptographic math unit 130, before arranging for any result of the function to be
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copied back to secure memory via the set of cryptographic registers 122. In this manner, a driver
component for the cryptographic system 110 may be relatively simple; it may be primarily
concerned with the scheduling of operations such that the computing system can arrange for input
data to be available and wait for access to the result of the operations performed by the
cryptographic system 110. While not executing a cryptographic operation, the cryptographic
system 110 may be configured to enter a “sleep” mode with minimal dynamic power consumption.
[0029] The operations performed by the control unit 150 may be hardwired (e.g., as part of
integrated circuit design) or updatable (e.g., via updatable firmware instructions). The operations
may be selected from a set of available operations, where the set of available operations may be
pre-configured (e.g., pre-programmed into, or configured within, an ASIC or FPGA, and/or in
certain cases extendible or modifiable, e.g. via computer program code stored in memory).
Parameters for the operations may be configured and/or selected using suitable hardware
abstraction layer (HAL) functions, e.g. as accessible to an operating system or other processes via
the aforementioned driver component.

[0030] In the example 100 of Figure 1, the control unit 150 comprises a processor 152, random-
access memory (RAM) 154 and read-alone memory (ROM) 156. The processor 152 may comprise
a Reduced Instruction Set Computer (RISC) processor such as a RISC-V central processing unit
(CPU). The processor 152 may comprise a 32- or 64-bit microprocessor (e.g., such as an RV32-
I/E-/M/C Pluto core). The processor 152 may comprise one or more processing cores. The RAM
154 may comprise stack RAM for the control unit 150, i.e. memory for implementing a stack so
as to manage control instructions sent to the cryptographic math unit 130. The RAM 154 and/or
the ROM 156 may be used for storing firmware instructions for execution by the processor 152.
The RAM 154 may comprise a volatile memory and the ROM 156 may comprise a non-volatile
memory for control instructions. The ROM 156 may comprise a programmable ROM that stores
firmware instructions and that allows firmware updates (e.g., via the set of bus interfaces 120).
[0031] In use, the control unit 150 does not have access to cryptographic data received via the set
of cryptographic registers 122 nor does it have access to cryptographic data as it is processed by
the cryptographic math unit 130. As shown in Figure 1, the set of bus interfaces 120 may be
communicatively coupled to the cryptographic math unit 130 by a first internal bus 162 and to the
control unit 150 by a second internal bus 164. The first internal bus 162 may be secured and is
used for transferring cryptographic data to and from the set of cryptographic registers 122. The
second internal bus 164 is used by the control unit 150 to access control instructions written to the
set of control registers 124. The control unit 150 then controls operation of the cryptographic math

unit 130 via a third internal bus 166. The third internal bus 166 may comprise a so-called “no
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touch” control bus that does not allow access to the internal cryptographic data of the cryptographic
math unit 130, e.g. it may only be used for the control of the cryptographic math unit 130 and data
access may be disabled. Similarly, the control unit 150 may not be able to access data within the
cryptographic registers 122. The control unit 150 interprets post-quantum computing commands
received via the set of bus interfaces 120 and the first internal bus 164 and directs the operation of
the cryptographic math unit 130 via the third internal bus 166 without touching cryptographic data.
[0032] In the example 100 of Figure 1, the cryptographic math unit 130 comprises a matrix
memory 132, an address generator 134, and an arithmetic unit 136. The matrix memory 132 is
configured to store a multi-dimensional array of data, i.e. data arranged as a multi-dimensional
array. Although the memory 132 is referred to as a “matrix memory” in terms of hardware it may
be implemented using Random Access Memory (RAM) that is configured to be accessed via
address generator 134 in a manner that allows for the storage of multi-dimensional arrays. The
address generator 134 is configured to receive control signals (shown as “CTRL” in Figure 1) from
the control unit 150 and to control access to data within the matrix memory 132. The arithmetic
unit 136 is configured to perform a set of defined arithmetic operations upon data within the matrix
memory 132 as accessed using the address generator 134. The cryptographic math unit 130 may
be referred to as a “blitter” as discussed above. In use, the cryptographic math unit 130 may be
controlled to modify thousands of integer elements that are stored in the matrix memory 132. These
integer elements may be defined as n-bit values (e.g., where 7 is commonly 16 or 32). The matrix
memory 132 may be configured to allow efficient cryptographic operations upon a multi-
dimensional representation of data, and to save a result of the operations as a similar multi-
dimensional representation. For example, the matrix memory 132 may allow data to be stored
and/or accessed as a two-dimensional array or matrix with a defined height and width. One
example matrix memory is described in WO 2021/032946 Al. In one case, the matrix memory
132 may comprise memory (such as RAM) where data is stored as a flattened sequence of words
yet where an external interface for operations within the cryptographic math unit 130 is provided
that represents the data as a multi-dimensional data structure. The matrix memory 132 may
(internally) convert from an array-based representation of data to the flattened sequence by
iterating within a series of nested loops. In certain cases, access of the data as a matrix may be
performed via the address generator 134.

[0033] For example, the matrix memory 132 may comprise RAM with n-bit internally
addressable memory, where 7 may be configurable and include 16, 32, 64, 96, 128, and 256 bits
(amongst others). In certain test implementations, 32-bit or 64-bit memories were used. The matrix

memory 132 may represent data as a two-dimensional block of words (each word being n-bits)
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with a width and a height (e.g., as measured by a number of words in a first - or X - dimension and
a number of words in a second - or Y — dimension). The size of each of the dimensions of the
multi-dimensional array may be set by values set by the control unit 150, e.g. the control unit 150
may configure a matrix “width” as an integer size in words in a first dimension and matrix “height”
as a second integer size in words in a second dimension. The size of each of the dimensions may
be set as an integer value of 1 or more.

[0034] Data may be retrieved from the matrix memory 132 by iterating over a sequence of words
stored in memory (e.g. RAM) using a set of nested loops, the number of nested loops being equal
to the number of dimensions of the multi-dimensional array. For example, two nested loops may
be used to iterate over a sequence of words in memory that are processed as a two-dimensional
matrix.

[0035] As an example, consider the sequence “ABCDEFGHIJKLMNOP”, where each letter
represents a word stored in memory. This may be stored in the matrix memory 132 as a
configurable matrix with 4 rows of length 4. This matrix may be accessed in different ways by
configuring increments within defined nested loops for access. For example, if an increment is 1
in an X direction and O in a Y direction, then, during the iterations, a row may be read one word
atatime —e.g. A, B, C, D. At the end of the row, the Y increment is applied. If it is set as O, then
nothing happens at the end of the row and subsequent iterations start reading a next row linearly
from where the previous row iteration ended, e.g. D, E, F, G. This may continue such that the data
is read as "ABCDDEFGGHIJJKLM", repeating every fourth word and ignoring the last three
words. If there is an increment of 1 in both X and Y directions then this may allow iteration along
a row of words (e.g. taking words in sequence across the width — A, B, C, D) before moving to a
next row (e.g. after the first 4 words are read and a row is complete, the Y increment advances by
1 again, so the next row starts at E — E, F, G, H). In this case, “ABCDEFGHIJKLMNOP” is read.
By configuring the size, and the increments, then a programmable path through the data may be
determined, and this may be controlled by one or more of the address generator 134 and the control
unit 150. For example, setting the X increment as 4 and the Y increment as -11 would read the
sequence: "AEIMBFINCGKODHLP", i.e. read along the columns and effectively determining the
transpose of an original matrix of data having a width and height of 4 words.

[0036] In use, the matrix memory 132 may be used to store both secret keys and public keys as
well as working variables. These variables may be represented as masked shares as described in
more detail below. Visibility of the matrix memory 132 to a bus controller may be limited. Within
an FPGA implementation, the matrix memory 132 may be implemented using Block RAM

(BRAM) resources. Byte parity error checking or similar may be created using memory compilers
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in ASIC implementations. In certain variations, matrix memory 132 may be externally available,
e.g. accessible by the external computing system or authorised components of said system. In
general, the matrix memory 132 is defined within a security boundary, however, this boundary
may be maintained logically rather than physically in certain implementations (e.g., a security
boundary similar to the dashed line forming cryptographic system 110 in Figure 1). In certain
variations, the matrix memory 132 may be implemented using memory of the external computing
system (e.g., RAM for said system) that is shared with other processors of the computing system.
In these variations, the underlying memory used to implement the matrix memory 132 may be
secured (e.g., relate to reserved addresses and/or have controlled access such that access from
authorised processes is not enabled). The cryptographic system 110 may be configured such that
memory addresses within the matrix memory 132 and access patterns do not leak secret
information. One approach using masking to provide confidentiality guarantees against direct
extraction of individual bits is described in more detail later below. Due to masking and/or
cryptographic control, the matrix memory 132 may be implemented using any known memory
technology (e.g., such as available RAM technologies). In one case, the matrix memory 132 is
implemented using one or more of error-corrected memory, scrambled memory, encrypted
memory, and obfuscated memory to enhance security.

[0037] In certain implementations, the cryptographic math unit 130 has a set of source registers
and a set of destination registers for use in performing an arithmetic operation. These registers may
form part of the arithmetic unit 136, where data is transferred between these registers and the
matrix memory 132. In this case, the address generator 134 is configured to determine addresses
within the matrix memory 132 for data to be written into, or read from, the source and/or
destination registers (e.g., for a given iteration of the arithmetic unit 136). In one case, the
arithmetic unit 136 may comprise a plurality of registers that may be used as either source or
destination registers depending on the operation (e.g., as configured by the control unit 150).
Although reference is made to source and destination registers, it should be noted that in certain
implementations data may be alternatively directly read from locations in matrix memory 132.
[0038] Modes of operation for memory access may depend on the form of memory that is used
to implement matrix memory 132 and/or the number of ports that are available. Certain memory
technologies may have associated modes of operation with fixed rules for memory access. With
certain memory implementations, it may be possible to read and/or write efficiently to multiple
addresses (e.g., within RAM implementing the matrix memory 132) simultaneously. For example,
depending on the number of ports, it may be possible to read from and/or write to multiple

locations (e.g., representing one of A, B and C or one of C and D) during any one iteration. Also,
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although A, B, C are referred to as sources of input data and C, D as sources of output data, in
actual implementations any memory address may be used as a data source (e.g., where data is read
for use as input for an operation) and/or a data destination (e.g., where data is written for use as
output for an operation). Parallel read and/or write operations may be performed for “mask writes”
for masking for side-channel security (e.g., as discussed below) and butterfly operations for
Number Theoretic Transforms (NTT) operations. The address generation performed by address
generator 134 also allows for a flexible ordering of operations. For example, this may be achieved
by configuring address increments for one or more dimensions of the matrix memory 132. As an
example, if an address generator for source data A uses an X dimension (width) increment of 0
this implements a column matrix and there may be no need to re-read a value before an address is
incremented at the end of a matrix row.

[0039] Returning to Figure 1, in use, an operation performed by the arithmetic unit 136 is selected
by operation control unit 138 based on an operation control signal (shown as OPER) from the
control unit 150. The operation control unit 138 receives the operation control signal and
configures the arithmetic unit 136 to perform the operation indicated by the operation control
signal. This may involve setting the function “oper” that is performed on the data stored in the
source registers. The set of available operations that are performed by the arithmetic unit 150 may
include specific integer arithmetic functions that are used frequently by post-quantum
cryptographic methods, such as lattice or code-based cryptographic methods. Integer arithmetic
functions may include multiplication, addition and subtraction operations that are performed on
one or more bit sequences that are deemed to be representative of integer values (e.g. 8, 16 or 32-
bit integers). Boolean operations may also be performed, e.g. bit sequences read from memory as
the operands may be treated as a sequence of independent bits (e.g. for bit/bitwise logic). Different
bit length values may be supported. The indicated operation may be performed upon binary data
stored within one or more source and destination register. Although in practice registers may be
used in many implementations to temporally store data read from or written to the matrix memory
132, it should be noted that certain implementations may read from or write to matrix memory 132
directly without intermediate storage in one or more source or destination registers.

[0040] The address generator 134 controls which matrix memory locations are read as operation
inputs (“sources”) and/or are written to as operation output (“destinations”). If source and
destination (i.e., arithmetic) registers are used (e.g., four registers A, B, C and D), each register
may have its own address generator within the address generator 134 that is able to specify a non-
sequential access pattern. The address generator 134 may be configured to determine a two-

dimensional “blit” window within the matrix memory 132. The address generator 134 may be
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configured to store one or more counters for nested loop computation as described above. For
example, to implement a two-dimensional “blit” window, the address generator 134 may use two
nested layers of counters for each source or destination register, the counters being used to
represent a “width” and a “height” of the window (i.e., a two-dimensional array of values). The
address generator 134 may control the nested looping that implements the matrix memory 132,
e.g. determining how locations in memory are iterated through to access two-dimensional windows
of values. For example, by controlling the addressing for each arithmetic register, the address
generator 134 may control row operations and matrix transposition, sequences of FFT butterfly
steps, and/or the gated gathering of data words for rejection sampling. This form of addressing
allows vector-matrix, polynomial-polynomial, and/or large integer multiply operations to be
executed in a single cryptographic system “atomic” operation (i.e., a single “blit”). Further details
of operations that may be performed by the cryptographic math unit 130 are described in WO
2021/032946 Al.

[0041] In a “gather” mode, the arithmetic unit 136 may be controlled to affect the stepping of one
or more address generators (i.e., provided as part of address generator 134) to perform rejection
sampling (i.e., to select values that satisty defined criteria). This “gather” mode may provide
triggered stepping such that an access pattern is not completely predetermined (e.g., as compared
to other operations performed by the arithmetic unit 136); however, as this triggered stepping may
be used exclusively for rejection sampling from random inputs it does not leak secret information.
[0042] In the example 100 of Figure 1, the cryptographic system 110 further comprises a
permutation unit 140. This may comprise an Extendable-Output Function (XOF) unit configured
to apply cryptographic operations to generate an indefinite-length output stream. The permutation
unit 140 may comprise an optional unit that is provided in preferred implementations. In the
example 100 of Figure 1, the permutation unit 140 is controlled by the control unit 150 and is
communicatively coupled to the arithmetic unit 136. The permutation unit 140 is configured to
implement a (cryptographic) permutation computation. In one case, the permutation unit 140 is
configured to implement the KECCAK-p permutation as described in the Federal Information
Processing Standards (FIPS) 202 (or Secure Hash Algorithm 3 - “SHA-3” - standard) - “SHA-3
Standard: Permutation-Based Hash and Extendable-Output Functions”, FIPS PUB 202, National
Institute of Standards and Technology (NIST), August 2015, which is incorporated herein by
reference. As described in Section 3 of the FIPS 202 standard, each round of a cryptographic
permutation may comprise a composition of five individual (permutation) steps: theta: 6(A), rho:
p(A), pi: m(A), chi: x(A), and 1ota (A, ir). The last step takes in round-constant parameter ir. The

composite round function in this standard may thus be defined as:
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Rnd(A, i) = W(x(m(p(8(A)))), ir).

In this example, the permutation unit 140 may be configured to perform this composite round
function — Rnd, e.g. either for one round or for a plurality of rounds. When the size of permutation
input A is 1600 bits, a composition of twenty-four of these round functions (with specific round
constants ir) constitutes KECCAK-p[1600, 24]. This then provides a basic building block of SHA-
3 / SHAKE hash functions as described in the FIPS 202 standard. It also provides a basic building
block for many other derivative primitives. Beyond KECCAK-p, other examples of cryptographic
permutations include the B-bit permutation of ASCON, described by Christoph Dobraunig, Maria
Eichlseder, Florian Mendel and Martin Schléffer, in "Ascon v1.2" Proposal to NIST LWC
standardization effort, March 2019 which is incorporated by reference herein. For example, the
permutation unit 140 may perform an ASCON permutation to generate a random bit sequence that
may be used for masking as described below. In general, the permutation unit 140 may be used for
one or more internal mask generation operations that are used to masquerade internal data with
noise to protect against side-channel attacks (e.g., as described in more detail later below).

[0043] In the present example, the permutation unit 140 is integrated with the cryptographic math
unit 130 and controlled using control registers of the cryptographic math unit 130 (e.g., via the set
of control registers 124 in Figure 1). Permutations performed by the permutation unit 140 may be
configured and initiated by the control unit 150 and/or other components of the cryptographic math
unit 130. This configuration may include setting the rate and data block size for the permutation
to be performed by the permutation unit 140. The address generator 134 may be used to generate
read and/or write addresses for a permutation state, and the permutation state may be stored within
the matrix memory 132 (e.g., as well as internal data registers for the permutation unit 140).
Aspects of the permutation unit 140 may be based on the cryptographic permutation unit described
in WO 2021/014125 A1, which is incorporated by reference herein.

[0044] The permutation unit 140 may be used to perform one of a number of defined permutation
operations. These may comprise one or more of: a cryptographic absorb operation, a cryptographic
squeeze operation, a cryptographic sampling operation, and a cryptographic random masking
operation. The cryptographic absorb operation may comprise receiving an input data word and
either overwriting a specific permutation state word (e.g., one of a plurality of data words
representing the state for the cryptographic permutation) with the input data word or performing a
binary operation on a combination of the input data word and the specific permutation state word
(e.g., an XOR operation). This may represent the “absorption” of an input data word into the
permutation state. The cryptographic squeeze operation may comprise passing a specific

permutation state word from the permutation unit 140 to the arithmetic unit 136 (e.g., for use in
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arithmetic operations and/or for outputting to the matrix memory 132). This may represent the
“squeezing” of a permutation state word from the permutation state. Cryptographic sampling
operations may comprise statistical sampling operations such as binomial functions and/or using
a cumulative distribution function (CDF). The CDF function may comprise looking up a CDF
value within a software or hardware lookup table (e.g., a hardware lookup table may be defined
for a normalised Gaussian distribution). Cryptographic sampling operations may be applied by the
arithmetic unit 136 before writing the output to matrix memory 132. For cryptographic random
masking operations, an output of the permutation unit 140 may be used as a masking pseudo-
random number generator for binary sequences that are used for masking operations as described
below. This, for example, may be used for converting between different masking representations.
In certain cases, the cryptographic system 110 may have a “mask random” function that may or
may not use the permutation unit 140 and may output a random bit sequence according to a non-
deterministic function, e.g. this function may return a random word every step or iteration to be
used for masking operations. While the permutation unit 140 may be addressable, an output of the
mask random function may not be addressable.

[0045] In cases where the permutation unit 140 is configured to perform a Keccak-p permutation
using a 1600-bit Keccak state, this state (i.e., the permutation state) may be decomposed into data
words having the same size as the bandwidth of the couplings within the cryptographic math unit
130. In a masked permutation mode, a permutation state may be divided into separate shares,
similar to the masking operations described below. Each permutation round may be further
decomposed into distinct steps that are applied to each share. In one case, an XOF operation may
itself be masked, resulting in two “layers” of use for the permutation unit 140 — one in generating
the masks for the masking and one in performing a masked permutation. For example, in cases
where secret data is used within the Keccak permutation, the permutation may be applied to
masked data. A masked implementation of a Keccak permutation may be based on a Threshold
Implementation using re-randomisation as described by J. Daemen in "Changing of the Guards: a
simple and efficient method for achieving uniformity in threshold sharing", IACR-CHES-2017,
which is incorporated by reference herein. In this case, there may be m (e.g., three) 1600-bit shares
that are stored in the matrix memory 132 with adaptations for the specific hardware of the
cryptographic system 110.

[0046] In certain examples, the address generator 134 may be additionally wired to one or more
state registers of the permutation unit 140, such that the address generator 134 is able to index
individual data words relating to the permutation state controlled by the permutation unit 140. In

certain cases, a window width of the cryptographic math unit 130 (e.g., a matrix width set in
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relation to the matrix memory 132) may be used to specify a permutation rate (e.g., a Keccak rate),
while a window height (e.g., a matrix height set in relation to the matrix memory 132) may specify
a number of blocks for the permutation. A row end with a window or matrix may then trigger a
permutation. This configuration may allow for absorb and/or squeeze operations (such as those
that implement the SHA-3 SHAKE permutation) to be executed without control unit interaction.
Further details on the window or matrix form may be found in WO 2021/032946 A1 and further
details on permutation implementations may be found in WO 2021/014125 A1, both of which are
incorporated by reference herein.
Examples of Pipelined Operations

[0047] The cryptographic math unit 130 is configured to perform arithmetic operations with
complex addressing efficiently. In certain cases, such as those described with reference to Figures
2 and 5 below, pipelining may be used to increase efficiency and speed of processing. For example,
the arithmetic unit 136 may be arranged to implement parallelism and so provide Single
Instruction, Multiple Data (SIMD) functionality. This may also be combined with multi-port
memory for the matrix memory 132, such that different memory locations may be accessed (e.g.,
read from or written to) via each port. The exact pipeline configuration may depend on
implementation requirements. A set of iterations by the cryptographic system 110 may form part
of an atomic operation from the point of view of the external computing system. For example, they
may be instructed with a single instruction of the computing system. The set of iterations may be
used to perform a single cryptographic operation upon a plurality of sources, where those sources
have an associated multi-dimensional array of data as stored in the matrix memory 132. This single
cryptographic operation may be referred to as a “blit” (e.g., of in relation to the cryptographic math
unit being a “blitter”). In one case, dual port memory may be used, and, using parallelism, 2, 4 or
8 integer operations may be performed for each two-cycle “blitter” step (where each “blitter” step
or “blit” performs a single mathematical operation). The set of iterations may be synchronised to
the clock cycle of the computing system, e.g. the complete set may be performed in one clock
cycle of the computing system. This may allow a considerable speed increase as the same
cryptographic operation, when performed by the computing system alone, may require a plurality
of fetch, decode and execute cycles on both data and address memory of the computing system,
while the cryptographic system 110 may allow the result to be available in accessible memory
following a much shorter time period. In certain examples, the clock rate of cryptographic system
110 may be different to that of the computing system. In these cases, either the cryptographic

system 110 or the computing system may execute individual steps in a single cycle or more cycles.
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The number of steps that are performed may depend on memory bandwidth, and in case of the
computing system, the complexity of the instruction.

[0048] Figure 2 shows an example 200 of how the arithmetic unit 136 may be used in a pipeline
mode to process multiple input streams in parallel. The pipeline mode may also be used to
implement security masking as described later below. Figure 2 shows a pipelined operation 210
where a plurality of computation streams 212 are performed in parallel. It should be noted that
Figure 2 is a schematic illustration of one example pipeline configuration, different
implementations may have different pipeline configurations, and actual underlying hardware
configurations may vary depending on implementation (e.g., in the form of circuit patterns for
silicon fabrication and/or FPGA programmed gate configurations). In Figure 2, four computation
streams 212 are shown but the number of computation streams may vary depending on
configuration as set by the control unit 150, e.g. the number of computation streams may depend
on a length of a set of independent data elements being processed in parallel. Data elements may
be binary data elements of length 8, 16 or 32 bits, or in certain cases even smaller units, such as a
Galois Field element of a variable g - GF(q) - or a Boolean GF(2") element with a specific reduction
polynomial. The pipelined operation 210 may represent a single operation (a “blit”) as instructed
by an external computing system via the set of bus interfaces 120. The single operation is shown
as “oper” in Figure 2, similar to the “oper” of the previous examples. The “oper” instruction 220
specifies the pipeline for the entire cryptographic math unit operation and may be provided via the
OPER control signal as received by the operation control unit 138 (e.g., the “oper” instruction 220
in Figure 2 represents the operation control effected by the operation control unit 138 on the
arithmetic unit 136).

[0049] In Figure 2, each of the four computation streams 212 comprises a plurality of stages that
are computed in series over time for each stream. In Figure 2, each of the four computation streams
212 comprises stages 1 to n-1, where in the last nth stage 214 the final output of the computation
is determined. Hence, in Figure 2, the pipelined operation 210 runs for # internal cycles. During
the pipelined operation 210, data access from and/or to one or more of the matrix memory 132 and
the permutation unit 140 is controlled by address generator 230, which may comprise the address
generator 134 in Figure 1. To start the pipelined operation 210, data is received from input variable
streams 240, which may comprise data obtained from the matrix memory 132 and/or the
permutation unit 140. In certain cases, data from the permutation unit 140 may be routed to the
matrix memory 132 such that all data access operations are performed with respect to the matrix
memory 132. In the present example, three input variables A, B and C are retrieved as input for

the pipelined operation 210. In the example of Figure 2, the address generator 230 determines the
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addresses for each of these input variables (e.g., in the matrix memory 132 or specifying registers
of the permutation unit 140) and at block 232, data (i.e., sequences of bits) is read from the
addresses ready for the pipelined operation 210. This may comprise copying data from specific
addresses in matrix memory 132 into input registers of the arithmetic unit 136. In Figure 2, the
three input variables A, B and C are shown as 242, 244, and 246. To start the pipelined operation
210, data from each of the input variables A, B and C are provided as input to the first stage (i.e.,
stage 1) of each of the computation streams 212. For simple Boolean operations, such as (bitwise)
AND, OR, and XOR, the data may comprise bit sequences of the same length as the original input
variables. For example, if the bandwidth or data width of the arithmetic unit is 32 or 64 bits, the
input variables having a length of 32 or 64 bits may be copied to each of the first stages (e.g., as
shown in Figure 2, where arithmetic may be performed (e.g., an XOR may be a bitwise operation
that may be seen as 32x or 64x parallel 1-bit XOR operations). For certain cryptographic
algorithms, the data received by each stage may be of a different size to the input variables. For
example, the Dilithium post-quantum digital signature algorithm uses arithmetic operations on 23-
bit values (with g = 8380417). In this case, with a 32-bit input (say), a 32-bit value from each input
variable may be received, the top 9 bits may be ignored, the arithmetic may be performed
(involving a modulus ¢), and then an output may be written as a 32-bit value with the high bits set
to zero. Within a 64-bit system, two 23-bit paths may be accommodated within each 64-bit
variable, e.g. a 64-bit value of A may be divided into two 32-bit “halves”, where the first high 9-
bits in each “half” are ignored to operate on 23-bit values. The result of arithmetic is then written
as 64-bit values with the high 9 bits set to zero as for the 32-bit case. Hence, a 64-bit version of
the cryptographic system may have double the throughput of a 32-bit version for the Dilithium
algorithm.

[0050] As described below with reference to Figure 3, the data received by a stage may comprise
shares of an input variable (or the first one or more stages may compute the shares). How the
portions of each input variable are provided to each of the computation streams may be configured
as part of the operation (i.e., the “oper” configuration), Figure 2 only shows one possible example.
In Figure 2, each of the computation streams receives data from each of the input variables 242 to
246 and then applies the n-1 computations stages in series. Each set of stages performed in parallel
(e.g., each row across the computation streams 212 in Figure 2) may involve matrix memory 132
access as indicated by address streams 234. In one case, the address generator 230 outputs address
streams 234 that are propagated in stages at the same time as the computation stages. In this case,
an end result of a computation stage may be written at a matching address within the address

streams (e.g., one or more addresses generated for a corresponding “address” stage). This may
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avoid pipeline hazards. Each computation stages applies the same “oper” instruction 220
repeatedly. There may be thousands of internal cycles for the pipelined operation 210 (e.g., # may
be large). The repetition of the “oper” instruction 220 and the dedicated cryptographic matrix
memory 132 allow simple control of the pipelined operation 210 to the capacity of the
cryptographic math unit 130 (e.g., capacities set by internal bus bandwidths and register data word
lengths). After the n-1 stages of each computation stream 212 have been applied, at the nth stage
214 a final result is determined. This may comprise re-combining the individual results from each
computation stream 212. The final result is then copied to a destination address (e.g., within matrix
memory 132) as determined by the address generator 230.

[0051] The cryptographic system 110 of Figure 1 may be configured to implement many different
post-quantum cryptographic operations. Many of the operations performable by the arithmetic unit
136 (e.g., as specified by the “oper” instruction 220) may be stateless in the sense that the resulting
data word depends only on corresponding input values. In this case, the execution order used by
the cryptographic math unit 130 may be flexible (e.g., enabling the serial operations within in
computation stream 212 in Figure 2). In certain cases, information may be passed from a first
invocation of a pipeline stage to a subsequent invocation of the pipeline stage (e.g., for specific
arithmetic modes). This may allow input data to be combined with data from a previous input.
Although, in a default operation, stage » passes information to stage n+1 in the pipeline, stages
may also be heterogeneous and so certain information may be forwarded across multiple stages
(e.g., skip one or more subsequent stages) and/or information may be feedback during operation.
For example, an overflow such as a carry or borrow in large integer arithmetic operations may be
passed between pipeline stages, either using internal arithmetic registers or addresses within matrix
memory 132 that are written to at the end of each stage and read at the beginning of a next stage.
In one case, a feed-back source (e.g., a C data variable) may act as a “carry” for memory
comparison operations. This, for example, may occur while using a butterfly mode or where a
portion of a destination register D may be used, e.g. a single-word result may be returned as D for
the operation (i.e., “oper”). Or, for example, consider a hypothetical example of multiplying a
single integer “3” with a “long” integer “57” (in actuality, operations will be performed with binary
values, but a decimal example is provided here as an analogy for ease of explanation). A digit-
long integer multiply implementation may have two stages: “multiply digits” and “add carry”.
These stages may operate at the same time. A feedback variable in the form of a carry may be
used, which is initially set to 0. Starting from the right of the long integer, a first “multiply digits”
operation is performed as 3*9=27, the right-hand side - 7 — is written out and the left-hand side -

2 —1is set as the carry forward. The "multiply digits" stage does not need to know the carry to start
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multiplying the next pair 3*5=15, but the next invocation of "add carry" may now be computed as
15+2 =17, where 7 is written out and 1 taken as the carry bit. The last round may then perform a
further “multiple digits” operation with a zero-type multiply operation, 3*0=0, and the last "add
carry" just writes out 1, ending up with the final result provided as the three written out values
1,7,7 (i.e., 3*59 = 177). Comparison operations may also involve persistent data being fed back
within the pipeline. For example, a state may be maintained that indicates the status of a
comparison of previously processed words (e.g., a first non-equal word changes the stage feedback
of the entire comparison as "non-equal").

[0052] Figure 2 thus provides an example of how the arithmetic unit 136 may comprise an
arithmetic pipeline unit that receives control data (e.g., the “oper” instruction 220) indicating a
selected operation to perform from the control unit 150 and that performs the selected operation
as a plurality of stages over time. The plurality of stages may comprise a plurality of parallel
processing streams (e.g., computation streams 212), where the plurality of parallel processing
streams receive data (e.g., 242 to 246) accessed from the matrix memory 132 (e.g., via the actions
of address generator 230). As such, the arithmetic unit 136 performs the pipelined operation 210
to implement an SIMD-like functionality where multiple pipelines function in parallel.

[0053] The cryptographic operations performable by the arithmetic unit 136 (e.g., as instructed
by the OPER control signal in Figure 1 or the “oper” instruction 220 of Figure 2) may comprise
specific mathematical operations and representations to support post-quantum cryptographic
algorithms or other targets for accelerated computation. In general, operations may comprise a set
of available functions that are configured to manipulate one or more bit sequences read from one
or more data sources (also referred to herein as “sources”, such as A, B, C) and to store a result of
the manipulation as destination data (also referred to herein as “destinations”, such as C and D).
A non-limiting set of example cryptographic operations include: multi-input bitwise Boolean
operations; large integer arithmetic; polynomial arithmetic; sampling; normalisation and
comparison;, data element reordering; serialisation and deserialization transformations; and
randomised operations. Multi-input bitwise Boolean operations include two- or three-input
operations such as AND, OR, ANDN, XOR3, and CMOYV (conditional move). A sequence of these
operations may be used for bit-sliced Boolean circuit computations. Large integer arithmetic may
comprise arithmetic with integers represented by data word bit sequences that result in one or more
carry bits. The large integer arithmetic operations may include multiplication, addition,
subtraction, reduction, and combination operations (e.g., multiply-accumulate/subtract - D = C +
AB or D = C — AB). Sampling may include obtaining values from statistical distributions such as

binomial sampling or sampling using CDF tables. Sampling operations may also include
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comparison and gather operations for rejection sampling (e.g., based on uniform or non-uniform
distributions). The comparison includes masked comparisons using masking as discussed below.
Normalisation and comparison operations include operations that yield only a single-word result
such as summation of elements, inner product computations, Hamming Weight computations, and
full-scan (e.g., no early exit) comparisons. Data element reordering may comprise arranging data
elements for pipelined operations (such as data elements 242 to 246). For example, data loaded
into A, B, C source registers may be (re) arranged to perform tasks such as matrix transposition,
rotation, shuffling, or reversal of data elements. Serialisation and deserialization transformations
may include vector-result non-linear functions and transformations, such as those needed for
endianness conversions or alignment. Randomised operations may comprise operations that use
random variables such as masked arithmetic and mask conversion operations (e.g., between
Boolean and additive masking). Random values for randomised operations may be sourced from
one or more of: the permutation unit 140 and an internal (to the cryptographic system 110) random
number generator, such as an internal pseudo random number generator that is seeded using a seed
provided by an internal or external true random number generator.

[0054] The arithmetic unit 136 operates on bit sequences. These bit sequences may be provided
as data words, where the length of the data words is set based on word lengths of the matrix
memory 132 and/or internal communication buses (e.g., within the cryptographic math unit 130).
The bit sequences may represent one or more of: numbers, points, vectors, matrices, polynomials,
rings, fields, and other algebraic structures. Different bit sequences may represent different
portions of these representations, e.g. data words read from and/or written to the matrix memory
132 may represent portions of matrices or polynomials. In certain examples, the arithmetic unit
136 operates on bit representations of one or more of: modular integers (e.g., mod 2"); small prime
fields (e.g., GF(q)); representations in Montgomery’s form rather than canonical form (which may
allow rapid modular reduction within the pipeline); projective coordinates and other
representations that are useable for Elliptic Curve Points; prime field ¢ in the form g=c2"+1 for
particular defined cryptographic algorithms; vectors of elements in binary fields (e.g., GF(2")),
where reduction by a fixed polynomials base may be performed with a pipelined operation; masked
representations as described below for side-channel protection; and other redundant bit
representations for additional side-channel protection. As lattice cryptography operates using
either modulus 2" arithmetic or small prime ¢ arithmetic, the pipelined operation and bit
decomposition described herein is particularly useful. Similarly, code-based and multivariate
cryptography benefits from small binary fields, which are also supported by the described

configurations of the cryptographic system.
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[0055] It should be noted that the configuration of the pipelining may vary between
implementations depending on requirements and the cryptographic operations being implemented.
In FPGA implementations, pipelining configurations may be set via Hardware Description
Language (HDL) definitions. For on-silicon implementations, pipelining configurations may be
set depending on design requirements such as implementation size, area cost, and power usage.
The number of stages and computational streams may be parameters of each instantiation of the
described examples.

[0056] Additionally, the number of pipelining stages may not significantly affect the
programming interface — e.g., an operation may be configured with 1 or 64 cycles, with variable
latency and/or throughput trade-offs, but still have a common fixed programming interface (e.g.,
that may be callable from the external computing system via data written to control registers 124).
Different applications may use the same programming interface but configure the cryptographic
system 110 for their specific requirements, e.g., an embedded system may specify a smaller
footprint at the cost of speed of operation, while a server or supercomputer implementation may
specify increased parallelism and throughput. Pipelining as described herein may be seen as an
implementation mechanism to increase throughput at the cost of (silicon) area. For example,
consider a six-step algorithm with steps S1-S6. It may not be possible to perform all the steps in a
single cycle since this would necessitate very long circuit paths and the design may not meet
"timing closure" against operating frequency. In this case, rather than iterating steps S1-S6 in six
cycles, each step may be implemented as a physically separate pipeline stage. This way a first
stage may be fed input values on every cycle, and in turn feeds a second stage, and so on, and a
finished result may be provided at each cycle. In this case, the latency between input and output
remains at six cycles but the throughput is sixfold compared to an iterative implementation. For
the cryptographic operations described herein, throughput is often more important than latency, as
the building blocks of the operations are fast cryptographic primitives such as multiplication or
masking conversion that are relevant to cryptographic tasks and that are performed on long bit
sequences.

Examples of Masked Computation

[0057] In certain examples described herein, the security of the cryptographic system 110 may
be increased using masked computation. Masked computation allows for protection against side-
channel attacks. Side-channel attacks are those that seek to determine bit patterns of secrets being
manipulated by the cryptographic system 110 based on, for example, leakage of secret information
via electromagnetic emissions, fluctuations in power use, operation timing, or other unintended

side channels. While physical shielding may be provided to allow a certain amount of protection,
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improved security may be provided by masking the (secret) bit sequences that are manipulated
using the cryptographic math unit 130, such that even with sophisticated measurements of
electromagnetic patterns from outside the cryptographic system 110 do not provide information
on original secrets such as cryptographic keys and the like loaded via the set of cryptographic
registers 122.

[0058] In the present examples, the cryptographic system is configured to perform masked
arithmetic computations by decomposing secret data values as accessed via the set of bus interfaces
120 into a plurality of data shares. The control unit 150 is then configured to control the arithmetic
unit 136 and the address generator 134 to apply at least one of the set of defined arithmetic
operations as a plurality of independent linear operations on the respective plurality of data shares.
Masked computation may operate synergistically with the “no-touch” control of the cryptographic
math unit 130 via the internal bus 166 and the pipelined operation configuration shown in Figure
2. The approaches of masked computation applied by the cryptographic system 110 aim to
minimize the leakage of information by increasing the signal-noise ratio of measurable side
channels, such as power supply fluctuations or electromagnetic emanations. In the present
examples, one or more of the control unit 150, the cryptographic math unit 130 (including the
arithmetic unit 136), and the permutation unit 140 are adapted to support both masked and non-
masked computation. In preferred examples, all of the aforementioned components may be
adapted to support both modes of computation (e.g., as selectable by the external computing
system and/or as part of a defined configuration of the cryptographic system 110).

[0059] In certain examples, secret inputs and/or outputs are split into data shares in a masked
computation mode. The number of data shares may be configurable and set by a parameter of the
cryptographic system 110 (e.g., there may be d data shares). In one case, data received via the set
of cryptographic registers 122 in Figure 1 (e.g., SSPs) may be split into data shares. A simple
example of an operation applied to a set of three data shares (e.g., d=3) is shown in Figure 3;
however, different numbers of data shares may be configured. While Figure 3 shows one set of
operations on the data shares for ease of example, it should be noted that the operations may be
applied as computation streams as shown in Figure 2 (e.g., the input to each of the first stages in
Figure 2 may comprise data shares of the three inputs A, B and C). In certain cases, to improve
security there may be restrictions such that only one data share may be processed at any one time
by the arithmetic unit 136.

[0060] In masked post-quantum cryptographic computation, arithmetic may be transformed into
corresponding masked operations. For example, an unmasked (plain) arithmetic operation between

variables X and Y, resulting in Z: Z = X op Y, may be transformed into a series of arithmetic
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operations from shares { Xi } and { Y } to provide shares { Zi }. This example is shown in Figure
3.

[0061] Figure 3 shows an operation 300 performed on two input data variables 310 and 320
(shown as X and Y). The two input data variables 310 and 320 may comprise SSPs that are
received via the set of bus interfaces 120. In certain cases, they may comprise secret data variables
that are received in an encrypted form and that are only decrypted within the matrix memory 132.
Each of the two input variables 310 and 320 are split into respective sets of data shares 330 and
340. In this example, there are three data shares, such that the first input variable 310 is split into
data shares 332, 334 and 336 and the second input variable 320 is split into data shares 342, 344,
and 346. Each of the data shares may comprise a sequence of bits of the same length as a sequence
of bits representing the input variables. In the example of Figure 3, the input variables are split
into data shares using Boolean masking; however, different forms of masking may be available as
a configurable or selectable control parameter. For example, there may be an option to generate
data shares using either Boolean masking or arithmetic masking (amongst others). The
cryptographic system may further be configured to convert between different forms of masking
for certain operations. In the example of Figure 3, the data shares are generated using a binary
exclusive-or (XOR) summation operation (e.g., as represented by @), where the sum may be over
a configurable number of data shares d. This may be represented in shorthand as X = @ X; where
1 <i<d. In this case, each of the input variables 310 and 320 equal the XOR sum of the
respective data shares 330 and 340.

[0062] The generation of the data shares may be performed as a set of initial cryptographic math
unit operations. For example, a Boolean masking decomposition may be performed by combining
the initial input variable (e.g., 310 or 320) with a random mask generated by the permutation unit
140. In this case, d-1 data shares may be generated by creating d-1 random bit sequences,
combining these with the original secret (e.g., 310 or 320), and then generating a dth share as a
combination of the previous combinations. For example, in the case of Figure 3, the shares 330 (or
likewise for 340) may be generated as: X1 = X @ R, Xo =X @ R», and X5 =R; @ R, where R;
are uniformly random masks from the permutation unit 140 — here a reconstruction of the original
secret X requires all the individual shares Xi.

[0063] Returning to Figure 3, once the data shares are generated, they are used to perform an
operation 350. The operation 350 is performed as a set of independent operations 352, 354 and
356 that each receive corresponding data shares from the two sets of data shares 330 and 340, e.g.
operation 352 is performed with data shares 332 and 342 as input, operation 354 is performed with
data shares 334 and 344 as input, and operation 356 is performed with data shares 336 and 346 as
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input. Each independent operation 352 to 356 is a repeat of the same arithmetic unit operation in
a similar manner to the computation streams 212 in Figure 2 (i.e., the example of Figure 3 may be
seen to show a first stage with three computation streams with a shared “oper” instruction 220).
Operations may be performed independently by ensuring that data for different data shares of a
secret data value are not operated on within the arithmetic unit 136 contemporaneously, e.g. that
they are kept separate in space and time. Each of the masked arithmetic operations 352 to 356
(including conversions to masked form) is designed so that all intermediate variables (e.g., “wires”
in hardware circuits) are statistically independent of the (secret) sum of shares. The operations 352
to 356 are performed on the data shares of the secret but the data shares are not “collapsed” to
reform the secret. Hence, the original secret is not “given away” to side-channel attacks.

[0064] In Figure 3, after the operation 350 is performed on respective pairs of data shares, the
result from each of the individual operations 352, 354 and 356 are provided as respective outputs
362, 364, and 366. The output set of data shares 360 may be recomposed to provide a result of the
operation 350 as applied to the input variables 310 and 320 (i.e., Z = oper(X, Y)). In the example
of Figure 3, the recomposition may be performed by XOR summing the individual data shares, i.e.
Z=71@ Z, P Zs. This may be performed as a last stage, e.g. when providing data as output via
the set of bus interfaces 120 or following the completion of the operation 350, may be performed
externally (e.g., by the external computing system), or even performed only when the data shares
are encrypted as described below. In one case, secret data may not be exported from the
cryptographic system 110 unless it is in an encrypted form.

[0065] In certain implementations (and/or defined configurations), secret information may be
maintained as data shares for an entire key lifecycle. For example, secret keys may be generated
as shares, stored and loaded into memory as shares (e.g., both internal and external memory, the
latter via the cryptographic registers 122), and used as shares (e.g., in cryptographic operations).
At the end of the life of the key, the shares may then be zero-ed. In certain cases, only secret
information is operated on as data shares. In these cases, if a set of data shares representing secret
information are encrypted (e.g., using encryption and/or encapsulation algorithms implemented by
the cryptographic system), they may be collapsed together following encryption, as the data is no
longer “secret” (i.e., it is protected by the encryption). For example, a stream cipher may produce
ciphertext C from plaintext P and keystream Z = cipher(key) via C = P XOR Z where decryption
is performed as P = C XOR Z. In cases where the cipher is implemented in a masked fashion, the
keystream shares Z1, Z», Z3 may be generated from masked keys — key1, keya, keys. In this case
different ciphertext portions may be encrypted using respective keystream shares C; =P; XOR Z,
C, = P, XOR Z;,, and C; = P; XOR Zs. Following encryption, it is now possible to collapse the
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masks without giving away secret information, i.e. C = C; XOR C; XOR Cs. C can then be
exported safely in an encrypted form that reveals no information about P.

[0066] As shown in Figure 3, in certain examples, masked computation may be achieved using
operations performed by at least the cryptographic math unit 130 (e.g., as a sequence of “blits”).
A number of different operations may be combined as sub-operations to perform masked
computation as a single atomic “operation” that is instructed by the external computing system.
For example, masked computation may involve performing operations with at least the
cryptographic math unit 130 where the input to operations are data shares, temporary data shares
or random variables (e.g., as generated using the permutation unit 140). Sets of operations may
also be efficiently pipelined to speed up computation.

[0067] Although the example of Figure 3 shows a case of Boolean masking, in other examples,
arithmetic masking may alternatively be used. In one case, arithmetic masking in the form of
additive masking may be used to generate the data shares. Additive masking is analogous to XOR
masking but uses integer or modular addition. In one case, the shares are computed as: X =
(X4 X; ) mod(q) where q may be an algorithm-dependent small prime or ¢ = 2" modulus. As an
example, additive masking may be implemented by wrap-around addition modulus 2'¢. The fixed
constant ¢ may vary for different cryptographic algorithms. For many cryptographic algorithms, ¢
is less than 16 or 32 bits in size or exactly a power of two. As examples, the KYBER algorithm
uses a ¢ value of 3329 and the SABER algorithm uses a value of 2'*. Values of ¢ for different
cryptographic algorithms may be hardcoded into the implementation of the cryptographic math
unit 130. As an example, the number X=1238 may be represented using shares X1=1111, X,=2222
and X5=1234 with a g value of 3329, since X1+X,+X3 == 4567 mod ¢ = 1238 (using modular wrap
around addition).

[0068] In certain examples, the cryptographic system 110 may be arranged to perform operations
that convert between two different masking formats. For example, linear operations such as XOR
or addition may only be independently applied to data shares if the data shares are in a
corresponding masking format. In one case, Boolean masking may be converted to and from
arithmetic masking. In a case where Boolean masking is converted to arithmetic masking, this may
be performed by determining a second set of data shares { Y; } that have a sum that is equal to the
XOR sum of a first set of data shares { Xi}, eg. S =@ Xi= Y Y;. In a case where arithmetic
masking is converted to Boolean masking, the reverse operation may be performed, e.g. a second
set of data shares { Yi} may be determined that have a sum that is equal to the arithmetic sum of
a first set of data shares { Xi }, e.g. S=) X; = @ Yi. In certain cases, the control unit 150 may be

programmed to use the arithmetic unit 136 and the matrix memory 132 to perform conversion
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operations in the hardware of the cryptographic system 110 that are similar to the conversion
operations described in the paper “An Instruction Set Extension to Support Software-Based
Masking” by Gao et al, Cryptology ePrint Archive, Report 2020/77, which is incorporated herein
by reference. For example, the aforementioned paper defines BOOL2ARITH and ARITH2BOOL
conversion functions that in turn utilise underlying Boolean add (BOOLADD) and Boolean
substitution (BOOLSUB) operations. These Boolean add and Boolean substitution operations in
turn comprise relatively complex sequences of bit manipulations involving a “mask random”
input. The present cryptographic system 110 provides a large advantage over the software
implementations of the paper (e.g., that are typically performed by a central processing unit of the
external computing system), as the cryptographic math unit 130 is designed (and optimised) for
accelerated execution of long sequences of Boolean operations (e.g., as demonstrated by the
pipeline of Figure 2). Hence, the cryptographic system 110 allows much faster operations.

[0069] Certain arithmetic primitives that are applied as operations by the arithmetic unit 136 may
be accomplished with the help of conversion functions within a masked mode of operation (or the
conversion functions may be implemented with the direct operations). For example, for Boolean
masked addition and subtraction, a set of output data shares { Z; } may be computed from input
shares { Xi } and { Yi } such that the XOR sums satisfy X+Y=Z or X-Y=Z (mod q). Other masked
functions may follow the same pattern. Bitwise logic in a masked mode may be performed by
applying, say, AND, OR, and XOR operations to arithmetic-masked or Boolean-masked data
shares. Likewise, shifts, rotations and bit manipulations may be applied to arithmetic-masked or
Boolean-masked data shares. Comparisons may be performed by analysing equivalence or ordered
(e.g., using less-than or greater-than) of masked variables. The results of comparisons may also be
masked (e.g., a true or false value may be a masked bit). Field arithmetic and special functions for
post-quantum cryptography may also be applied to masked variables.

[0070] Certain post-quantum cryptographic operations operate on ring polynomials. For example,
lattice-based cryptography utilises ring polynomial and matrix multiplications. Many of these
multiplications are between secret polynomials and public polynomials. In these cases, the secret
polynomials may be masked, and the public polynomials need not be masked. In a case of
multiplication of a secret polynomial X with a public polynomial C, the secret polynomial may be
split into d data shares for a masked mode of operation, e.g. such that CX = CX; + CX; + CX5
(mod q). In this case, multiplying by a constant (the public polynomial C) only causes an O(d)
increase in complexity. This means that lattice-based post-quantum cryptography is particularly
suited to a masked mode of operation. As a comparison, a multiplication of two masked

representations, e.g. (X1 + Xo + X3)*(Y1 + Y2 + Y3), causes at least an O(d?) (i.e., quadratic)
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overhead in relation to the number of shares. Similarly, for many Number-Theoretic Transforms
(NTT) that are used to implement ring and module algebraic objects used for known lattice
cryptographic schemes, only one input of an NTT multiplication needs to be masked. This limits
the overhead of applying a masking mode. Lattice cryptography additionally uses mixed bit-
oriented operations such as right-shifts, “rounding,” and masked comparison. These tasks can be
accomplished with more efficient partial masking conversion tailored for each operation.

[0071] In certain examples, masking may comprise a “blit” (i.e., operation of the cryptographic
math unit 130) that reads data to be masked (e.g., X) from a source location or register (e.g., A),
obtains a random bit sequence R via an inbuilt internal operation, and then that writes the result of
performing the masking to share destination locations or registers. For example, a simple case of
arithmetic masking of data item X may involve splitting the data item into two shares X and X,
such that X; + X, = X In this case, a first share X; = X - R may be written to destination D and a
second share X; = R may be written to destination C. Remasking may be performed in a similar
manner, although in this case the previous data shares are used as input. For example, the operation
of the cryptographic math unit 130 may write a remasked data share - X;' —to D as Xi' = X; - R,
where R is a new random value, and then write the new mask R to C, to provide temporary storage.
Then, for the remasking, there is a second arithmetic step which reads R from memory and
computes the second remasked data share as X»' = X + R. Following remasking, arithmetic
masking still applies, i.e. Xi' + X' = X. Note that the remasking operation avoids combining X
and X» directly. Similar operations may be performed for Boolean masking and/or for different
numbers of shares. Masked arithmetic operations that use masking randomness internally may
include conversion from arithmetic to Boolean masking (A2B) or vice versa (B2A). As described
above, the cryptographic system 110 may provide a dedicated hardware (e.g., vector or matrix co-
processor) implementation of masking operations similar to those described in the paper by Gao
et al above. However, by using the cryptographic system 110 security is improved. For example,
arithmetic is "remote-controlled" by the processor 152 (e.g., via the “no-touch” operation),
whereas in the implementations by Gao et al, a general CPU may have access to secret data, which
presents a security risk. Also, data flows in the present examples occur via the cryptographic math
unit 130, which allows better control over side-channel leakage. The cryptographic math unit 130
not only provides for faster data processing that a general-purpose processor (such as a CPU) but
has simple and clear data paths that are easier to secure.

[0072] Masking is applied in examples herein as a side-channel attack countermeasure. The
cryptographic system 110 provides for hardware-accelerated cryptographic operations with

integral hardware masking support. The masking may be configured to meet the requirements of



WO 2023/285830 PCT/GB2022/051829
30

the “non-invasive attack countermeasures” described in the FIPS 140-3 and ISO 19790 security
standards, which are both incorporated by reference herein, (e.g., those defined in Section 7.8 of
ISO/IEC 19790:2012(E)). Testing of the effectiveness of countermeasures such as masking as
described herein may be performed using laboratory procedures such as those described in
ISO/TEC 17825:2016(E) “Testing methods for the mitigation of non-invasive attack classes against
cryptographic modules”, which is incorporated by reference herein, and more generally called Test
Vector Leakage Assessment (TVLA).

Fast Iterated Hash Example
[0073] Figure 4 shows an example 400 of a cryptographic system, such as the cryptographic
system 110 of Figure 1, being used in a fast iterated hash mode. This mode may be provided to
support Hash-Based Signatures (HBS), such as the signatures described in the National Institute
of Standards and Technology (NIST) Special Publication 800-208 — “Recommendation for
Stateful Hash-Based Signature Schemes”, which is incorporated by reference herein. Examples of
hash-based signature schemes that may be implemented using the present iterated hash mode
include one or more of: Leighton-Micali Signatures (LMS), the Hierarchical Signature System
(HSS), the eXtended Merkle Signature Scheme (XMSS), and the multi-tree XMSS scheme
(XMMSM?). This mode may be part of an optional implementation.
[0074] Figure 4 shows a computing system 410 (the “host”) that is communicatively coupled to
the cryptographic system 420, which may comprise the cryptographic system 110 of Figure 1. In
the present fast iterated hash mode, the cryptographic system 420 acts as a hash generator 430 that
receives inputs from the host 410 and provides a cryptographic output. The output may be used
for computing Winternitz hash chains and various types of Merkle trees. A control processor and
address generator of the hash generator 430 (e.g., the processor 152 of the control unit 150 and the
address generator 134 in Figure 1) allow evaluation of hash chains without loading and storing
individual hash results to the host 410. In at least the LMS, HSS, and XMSS-based signatures
described above a majority of the time to provide the signatures is taken up with computation of
Winternitz one-time signatures and Merkle trees that are iterations of the hash function. Hence, by
providing a fast iterated hash mode, the cryptographic system 420 can speed up computation of
these signatures.
[0075] In Figure 4, the host 410 provides at least an initial hash Q 412 and a message signature
Y 414 to the hash generator 430. The initial hash Q 412 may be computed by the host 410 from a
public key pk and a message M, e.g. via H( f(pk) | M ) where H(...) is a hash function, f(...)is a
public key function. This form of hashed message may be specified by the HBS algorithm being

used. For example, many HBS schemes generate a message hash (Q) as a hash of a concatenation
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of a prefix derived from a public key and the message M. The hash generator 430 also receives a
message signature Y 414. In certain examples, the public key pk or a parsed version of the public
key pk’ may also be passed to the hash generator 430 (e.g., as shown by 418 in Figure 4). In other
examples, the message M may be passed (e.g., instead of the initial hash Q 412) with a version of
the public key and the hash generator 430 may compute the initial hash Q. The hash generator 430
then operates to provide a root candidate (R¢) or public key candidate (K¢) 416 that results from
iterated hashing of the initial hash Q. The host 410 may then compare the candidate R or K¢ with
R or K, e.g. determine whether the candidate is a component of the public key pk.

[0076] The example of Figure 4 shows one way in which the cryptographic system of the
described examples may be used to support signature algorithms for post-quantum cryptography.
For example, many such signature algorithms use randomised hashing. In these cases, a computing
system may need to process a public key or a randomised tag before hashing a message body (e.g.,
using a randomised hashing function). A hashed message may thus need to be computed as hm =
H(pk | M) or H(fag | M) where M is the (raw) message, pk is the public key, fag is the randomised
tag, and H is a hash function. The hash function may be a SHA3 hash function. In this case, the
hash may be computed using the cryptographic system 110 where permutations implemented by
the permutation unit 140 are used to compute the SHA3 hash function.

[0077] For HBS verification, the cryptographic system may operate in conjunction with the host
system, e.g. by providing assistance to certain key generation and signature processes. In these
cases, outputs may be finalised by the host system using intermediate variables that are computed
more efficiently by the cryptographic system.

[0078] In certain cases, the arithmetic unit 136 may not be directly involved in a Winternitz
operation, but the cryptographic math unit 130 allows memory areas to be copied from one location
to another efficiently even if there is no arithmetic (e.g., to and from the matrix memory 132). The
matrix memory 132 may be used to store sensitive data in an access-controlled manner, and the
cryptographic math unit 130 may be used to aid the formatting and preparation of hashes for
Winternitz hash sequences and computation of hash-based signatures (and their verification).
[0079] It will be noted that different cryptographic algorithms may use different terminology
while utilising shared or similar sets of operations. In general, the algorithms may involve iterating
over a hash a number of times until there is a “match”, which in the present case may be a match
between a key candidate supplied by the hash generator 430 (e.g., Rc or K¢ 416) and data held by
the host (e.g., R or K). Certain implementations may supply templates to the buffer 434, where the
templates are byte sequences that contain unchanging parts of the hash input for the iteration

including padding and formatting bytes. The processor 152 may prepare these templates. The
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index IDX 432 may be a changing index number that represents different locations in the input
that is used for loading the hash output back into a correct location of the input. Using templates
and only iterating defined portions of the hash accelerates the process as the time preparing the
input by the processor may be greater than the hash unit computing the hash. Also, hash inputs are
often very similar to each other with few moving components in addition to the “hash feedback”.
In these cases, preparing a template for the output and only iterating certain portions can accelerate
the hash iteration.

Example Cryptographic Operations
[0080] The cryptographic system described herein has a number of components that may be
configured to implement particular cryptographic operations. For example, the components shown
in Figure 1 provide a set of hardware components that may be suitable configured by (firmware)
computer program code for the control unit 150. The cryptographic math unit 130 and control unit
150 thus allow for a controllable and configurable hardware implementation of different
cryptographic operations, e.g. for accelerated implementation as compared to the external
computing system. Different cryptographic operations may be supported (and functionality
extended) via firmware updates that include different hardware control configurations.
[0081] Each cryptographic operation in a set of available cryptographic operations may be
configured (e.g. as a programmed function) to read data from a set source registers (e.g., as loaded
from the matrix memory 132 using addresses generated by the address generator 134), perform a
set of computations (e.g., via the arithmetic unit 136 and/or the permutation unit 140), and then
output the result to at least one destination register (e.g., where it may then be loaded back into the
matrix memory 132 using an address generated by the address generator 134). Often arithmetic
for post-quantum cryptography involves hundreds of repetitions of the same function, and so these
may be advantageously and securely implemented using a pipelined configuration (e.g., as shown
in Figure 2) and masking (e.g., as shown in Figure 3) without hazards or performance issues.
[0082] In certain implementations, a low-level bus-independent driver programming interface
may be provided for the cryptographic system. This programming interface may, for example, be
provided using a C-language Hardware Abstraction Layer (HAL). The HAL may also provide
access to cryptographic test functionality. In certain cases, cryptographic operations that are
provided by the cryptographic system are represented using HAL function classes. The
cryptographic system may thus provide a mapping between values written to control registers
(such as the set of control registers 124 in Figure 1) and a set of HAL function classes.
Cryptographic functions may be initiated by the external computing system without directly

passing plaintext data to the cryptographic system.



WO 2023/285830 PCT/GB2022/051829
33

[0083] In certain examples, the cryptographic system is configured to perform one or more of key
establishment functions and digital signature functions. The digital signature functions may
include stateful hash-based signature functions (e.g., those implemented using the permutation unit
140 as described above). The key establishment functions may provide for key-based encryption
and/or decryption functions. The digital signature functions may include one or more of digital
signature generation and digital signature verification. The cryptographic system may be
configured to one or more of’ lattice post-quantum key establishment functions; code-based post-
quantum key establishment functions; lattice post-quantum digital signature functions; code-based
post-quantum digital signature functions; hash-based post-quantum digital signature functions;
multivariate post-quantum digital signature functions; and hierarchical signature system functions.
These functions may be implemented without passing plaintext data to the cryptographic system,
i.e. the cryptographic system only accesses encrypted data via the cryptographic registers 122.
[0084] Key establishment functions, as described above, may be defined as a set of HAL groups
(e.g., as a set of kem — key establishment — functions). For example, a HAL group (e.g., kem kg)
may provide for private-public keypair generation, e.g. (pk, sk) = keygen(seed) where sk is a secret
or private key, pk is a public key, and seed is an (optional) explicit seed parameter for the
generation. Another HAL group (e.g., kem enc) may provide for encapsulation and/or encryption
functions, e.g. (ct, ss) = encaps(pk, seed) where cf is a generated ciphertext, ss is a generated
shared/shareable secret, pk is a public key and seed is an (optional) explicit seed parameter. A
further HAL group (e.g., kem dec) may then provide for decapsulation and/or decryption
functions, e.g. ss = decaps(ss, sk) where ss is a generated shared/shareable secret, ss is an input
shared/shareable secret and sk is a secret or private key. The seed parameter may be sourced from
a random bit generator as indicated within cryptographic standards. An un-masked length of a seed
is generally 32 to 96 bytes (depending on the cryptographic algorithm being implemented). Seed
determinism may allow for standardised testing of cryptographic functions. Masking randomness
for masked operations may not be deterministic (e.g., following the methods and systems described
above), and so in these cases seed parameters may be merely contributory (e.g., as entropy bits).
[0085] Certain post-quantum key establishment functions may not have the “commutative
symmetry” of traditionally used Diffie-Hellman cryptographic algorithms; in these examples,
encapsulation and decapsulation may involve different computations. In post-quantum key
exchange flows, a first user keypair may be ephemeral, where shared secrets (the ss variables
above) may be used by both parties to derive session keys. For example, the commutative
symmetry of traditional (e.g., Diffie-Hellman) algorithms means that two parties typically perform

similar operations to arrive at a shared secret (e.g., raising to a power); however, in post quantum
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algorithms the two parties typically perform completely different operations to arrive at a shared
secret with one party being an “initiator” that first sends a message. In certain cases, an
alternatively keypair generation function (e.g., kem kg eph) may be provided that does not output
the secret key sk but that retains it within the cryptographic system for an immediately following
decryption operation (e.g., kem dec eph). For post-quantum public key encryption flows, a
generated keypair may be stored for long-term use. In this case, encapsulation may be invoked to
create a fresh shared secret (i.e., ss) for each message, and these shared secrets may be used to
derive keys for message payload encryption and decryption (e.g., for the Advanced Encryption
Standard — AES — in an authenticated encryption with associated data — AEAD — mode). Due to
countermeasures against (adaptive) chosen-ciphertext attacks, certain post-quantum key
establishment functions may have implicit failure modes where decapsulation of malformed or
illegal ciphertext may not explicitly fail but may result in a specially constructed, random ss value.
In certain cases, post-quantum key establishment functions may receive or access additional flag
variables to determine a set of side-channel countermeasures to be implemented.

[0086] In a similar manner to the post-quantum key establishment functions discussed above, a
set of digital signature functions may also be defined as a set of HAL groups (e.g., as a set of sig
functions). For example, a HAL group (e.g., sig kg) may provide for private-public keypair
generation, e.g. (pk, sk) = keygen(seed) where sk is a secret or private key, pk is a public key, and
seed s an (optional) explicit seed parameter for the generation. Another HAL group (e.g., sig sig)
may provide for detached signature generation, e.g. sig = sign(hm, sk, seed) where sig is a
generated signature, /m is a hashed message, sk is a secret or private key and seed 1s an (optional)
explicit seed parameter. A further HAL group (e.g., sig ver) may then provide for detached
signature verification functions, e.g. {T, F}= verify(sig, him, pk) where sig is an obtained digital
signature, hm is a hashed message, and pk is a public key, where the verification function returns
True or False (i.e., verified or not verified).

[0087] For hash-based stated signatures, a set of HBS functions may be defined as a set of HAL
groups (e.g., as a set of abs functions). For example, a HAL group (e.g., hbs kg) may provide at
least assistance for private-public keypair generation, e.g. (pk, sk) = keygen(seed) where sk is a
secret or private key, pk is a public key, and seed is an (optional) explicit seed parameter for the
generation. Another HAL group (e.g., hbs_sig) may provide for at least assistance in detached
signature generation, e.g. sig = sign(hm, sk, seed) where sig is a generated signature, sm is a hashed
message, sk is a secret or private key and seed is an (optional) explicit seed parameter. A further
HAL group (e.g., _hbs ver) may then provide for detached signature verification functions, e.g.

Pk = verify(sig, hm, pk) where sig is an obtained digital signature, sm is a hashed message, and
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Pk is a public key, where the verification function returns a candidate component for a public key
k. as an output (e.g., as describe with reference to Figure 4 above).

[0088] Figure S shows an example 500 of a configured cryptographic operation 510 that may be
used to perform lattice-based post-quantum cryptography. Similar to Figure 2, one or more “oper”
instructions 220 (e.g., as supplied by the operation control unit 138) control the sub-operations that
make up the configured cryptographic operation 510 and addresses that are used during the
operation 510 are provided as one or more address streams 530 by the address generator 134. The
“oper” instruction(s) specify the pipeline operations for the entire “blitter” operation. In this
example, as per the example of Figure 2, three source registers are used — A, B, C — 542, 544 and
546. The present cryptographic operation 510 is a multiply-add operation that may be used to
implement SABER and NTRU cryptographic algorithms. In this case, the cryptographic operation
510 is implemented as a pipelined arithmetic combiner that computes two parallel modulus 2"
multiply-add operations. First, the contents of the A source register 542 are decomposed into two
portions ap and a; shown as 552 and 554. A similar procedure is performed to decompose the
contents of the B source register 544 into two portions bo and bi shown as 556 and 558. The first
portions from the A and B source registers, ap and bo - 552 and 556 — are provided as input to a
first multiply operation 562 and the second portions from the A and B source registers, ai and b -
554 and 558 — are provided as input to a second multiply operation 564. The portions in this
example may comprise data shares in certain configurations. The results of each multiplication are
then added to respective decomposed portions co and ¢1 (shown as 566 and 568) of a C source
register 546 at blocks 572 and 574 (showing a “boxed addition”) to generate destination portions
do and d; (shown as 576 and 578), which are then combined to generate an output for a destination
register D 580. Blocks 572 and 574 represent a “wrap-around” or modulo ¢g operation (e.g., as
described in other examples). The value of ¢ may vary according to the cryptographic algorithm
(for SABER ¢ = 2"). Overflow carry from the addition may be ignored. The example of Figure 5
is also applicable to masked implementations. In this case, large “blits”, e.g. arithmetic operations
of lattice cryptography algorithms, may be masked if secret keys are involved. In certain cases, it
is often possible to perform a ring multiplication operation (e.g., a “blit”) on one mask share, before
proceeding to the next mask share, where the shares need only be combined at specific points
within the algorithmic flow.

Further Detail on an Example Control Unit

[0089] In certain examples, the control unit 150 acts as a lightweight controller for the
cryptographic math unit 130. For example, information flow and execution of post-quantum

cryptography via operations of the cryptographic math unit 130 may be controlled by the processor
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152 of the control unit. In one case, the processor 152 comprises a RISC core and implements a
corresponding RISC instruction set (such as the RV32I instruction set). In certain examples, the
processor 152 executes instructions stored within the ROM 156 (e.g., stored as a ROM image).
The control unit 150 (including the processor 152) may be triggered using an interrupt-like
mechanism based on signals received at the set of bus interfaces 120 (e.g., based on signals from
a bus manager of said interfaces).

[0090] In use, the cryptographic system 110 may be configured such that secret data (e.g., SSPs)
do not pass through the processor 152. Instead, the control unit 150 arranges for a series of one or
more defined operations (e.g., as controlled via the OPER control signals) to be executed by the
cryptographic math unit 130 (e.g., as shown schematically in at least Figures 2, 4 and 5). Certain
cryptographic operations may be programmed using (or as) subset B (BitManip) and/or subset K
(scalar cryptography) RISC instruction set extensions. Certain functions, such as the monitoring
of internal variables described with reference to Figure 6 below, may be implemented as a set of
additional proprietary custom instructions for the processor 152.

[0091] To prevent secret data passing through the processor 152, post-quantum cryptographic
algorithms to be implemented using the cryptographic system 110 may be configured as a set of
condition-free instructions to be executed by the processor 152. In certain cases, the control unit
150 may be able to access the matrix memory 132, but only when the cryptographic math unit 130
is not actively performing an operation (e.g., the processor 152 may be prevented from accessing
the matrix memory 132 during a “blit” or series of “blits”). Access to the matrix memory 132
outside of the operation of the cryptographic math unit 130 may be provided, for example, while
performing self-tests during initialisation, when parsing public keys and/or while XOR padding
data blocks for an implementation of Keccak operations.

[0092] Although examples herein have been described with reference to a system-on-chip
implementation, it should be noted that the functionality may be emulated by a full system
emulator. In this case, the full system emulator may emulate the components shown in Figure 1
(i.e., the full cryptographic system 110), including the control unit 150, the cryptographic math
unit 130 and other peripherals. Emulation may allow for detailed implementation profiling and
security analysis in addition to convenient development flow in comparison to circuit simulation.
[0093] The cryptographic system described herein may be easily programmed to support various
use cases and constraints (e.g., additional functionality may be provided via a firmware update of
an image stored in the ROM 156 following manufacture). Supported cryptographic algorithms
may comprise but are not limited to: NIST structured lattice algorithms including DILITHIUM,
KYBER, SABER and NTRU; the German Bundesamt fiir Sicherheit in der Informationstechnik
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(BSI) developed algorithms including FrodoKEM and Classic McEliece; and NIST SP 800-208
Hash-Based Signature Algorithms such as LMS, HSS, XMSS, and XMSSM?.
[0094] In certain cases, support may also be provided for non-post-quantum (“classical”)
cryptography such as the Rivest-Shamir-Adleman (RSA) algorithm and/or Elliptic Curve
cryptography. It should be noted that certain cryptographic operations implemented by the
cryptographic system may form primitives for a plurality of different cryptographic algorithms,
including both post-quantum and classical algorithms. Security parameters for classical
cryptographic algorithms may be chosen using flow-chart characterisations processes enabled by
the cryptographic system. Certain functions, such as large integer arithmetic may not be needed if
Elliptic Curve and/or RSA functionality is provided by other hardware of the external computing
system (which in certain cases may communicate with the cryptographic system, e.g. over one or
more of buses 126, 128 or 170).
[0095] The design of cryptographic system may guarantee literal constant-time operation for
implementational security. The masked mode of operation described herein may further provide
robust protection against non-invasive physical attacks. The masked mode of operation may thus
meet and/or surpass ISO/IEC 17825 Level 3 and 4 requirements. Importing and exporting of secret
data (e.g., SSPs including secret keys) may be configured using masked data shares, thus allowing
secure key storage and keying of external symmetric components such as AES encryption engines.
In certain implementations, the cryptographic system may provide FIPS 140-3 design features
such as zeroization, self-tests, and integrity tests.

Example Variable Tainting Method
[0096] As well as the cryptographic system described with reference to the examples above, a
method of operating a cryptographic system may also be provided. While particularly suited to the
cryptographic system 110 of Figure 1 and other examples, this method may nonetheless also be
applied to cryptographic systems that differ from the examples described herein, such as any
cryptographic system configured to perform cryptographic operations.
[0097] In the present example, a method of operating a cryptographic system while performing
cryptographic operations is provided. The cryptographic operations may be post-quantum
cryptographic operations and the cryptographic system may perform said operations for a
communicatively-coupled computing system. For example, the cryptographic system may
comprise a system-on-chip for performing post-quantum cryptography.
[0098] In general, the method comprises: defining a set of attributes to annotate at least a set of
internal variables for the cryptographic system; performing one or more cryptographic operations

upon the set of internal variables; and providing an indication when at least one of conditional
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instructions and data access operations from outside the cryptographic system are performed on
internal variables having a particular value. For example, each of the set of attributes may have
one of at least two values, the at least two values comprising a first value indicating secret data
and a second value indicating non-secret data. These may be referred to as “red” and “black”
variables for those familiar with cryptographic convention. Performing one or more cryptographic
operations upon the set of internal variables may include applying one of the at least two values to
data generated or received by the cryptographic system and updating attribute values based on
arithmetic operations performed by an arithmetic unit of the cryptographic system (e.g., that
implements operations for post-quantum cryptography). The indication may be provided when
certain instructions are performed on internal variables having the first value, e.g. on “red” secret
variables. By running this method, it can be ensured that the cryptographic system is not leaking
secret information. Additionally, the method may be used when testing new cryptographic
operations (e.g., for firmware updates) to ensure that these do not (accidentally) leak secret
information.

[0099] Figure 6 shows a specific example 600 of the above-described method. The method 600
begins at block 610. At block 620, attributes in the form of defined “markers” are associated with
one or more of data registers (including those within the set of bus interfaces 120 and matrix
memory 132). In one case, an attribute in the form of a flag bit is assigned to architectural registers
(e.g., all RISC-V registers used by the control unit 150) and internal memory (e.g., at least matrix
memory 132) data words. When a binary flag is used one of the binary values may represent
“black” or non-secret data and the other of the binary values may represent “red” or secret data. In
certain examples, zero-ed (or zeroised) values, non-secret values (such as public keys) and/or
encrypted variables may be considered “black”. Applying the annotations to variables may be
considered a form of “tainting” or “tinting”.

[0100] At block 630, a set of tainting logic rules are applied during cryptographic operations,
such as computations performed by the cryptographic math unit 130. For example, the flag values
assigned at block 620 may be transferable and may follow the data values as they are manipulated
within the cryptographic system (e.g., a data copy from one address to another will also copy
across the flag value to the new location or register). In certain cases, the set of tainting logic rules
may include monitoring the results of all arithmetic operations applied at least by the arithmetic
unit 136. Annotations indicating secret data (e.g., “red” tainting) may be tracked such that all
results of operations involving secret data are also annotated as secret (e.g., by applying an “or”
operation to the annotations of inputs to the operations). For example, an operation on a “red”

annotated input and a “black” annotated input results in a “red” annotated output. The set of
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tainting logic rules may be applied automatically by the control unit 150 and may be invisible to
general user processes. In certain cases, an annotation indicating non-secret data (e.g., a “black”
annotation) may be set only in response to a predefined set of operations being performed on secret
data (e.g., with a “red” annotation). For example, a flag may only be changed from “red” to “black”
(e.g., 1 to 0) if a zeroization operation is performed on the “red” data or if a specially authorised
custom instruction is performed.

[0101] Returning to Figure 6, during use of the cryptographic system that is apply the tainting,
checks may be made to see if certain conditions are breached with respect to the annotated
variables. At block 640, a check is performed to determine if any conditional operations are
performed on data annotated as secret (e.g., “red” data). For example, conditional jumps, loads
and/or stores performed on “red” variables may be prohibited to eliminate deliberate or
unintentional leakage of sensitive data via the timing channel. At block 650, another check is
performed to determine if any data annotated as secret (e.g., “red” data) is exported from the
cryptographic system. For example, to prevent the leaking of secret information only data
annotated as non-secret (e.g., “black” data) may be exported from the cryptographic system. In
certain cases, “red” data may be exported once it has been “secured” or converted to “black”, e.g.
once an encryption operation has been performed on the data. In Figure 6, if the checks at either
block 640 or block 650 indicate that conditional operations have been performed on secret data or
that secret data has been exported then an alert is at least logged at block 660. If the checks at
block 640 and block 650 are met (i.e., there is no exception on “red” data), then a result of the
cryptographic operation is provided at block 670. In certain cases, the result may only be provided
at block 670 if the checks are met. In other cases, the result may still be provided but the alert
logged at block 660 may also be provided with any output. At block 680, the method 600 ends.
During use, at least blocks 620, 630, 640 and 650 may be repeated continually as computations
are performed on data and as data is loaded and exported.

[0102] The tainting method described herein may only incur a modest silicon area or power
implementation cost. For example, additional register bits may be provided to store the
aforementioned flag bit that is used for the annotation. The set of tainting logic rules may be
relatively simple (e.g., using a simple OR operation on “red” data) and so have limited
computational overhead. Local RAM, such as one or more of matrix memory 132 and control unit
RAM 154, may also be modified to store the annotations (e.g., via a set of reserved 1-bit memory
locations that are associated with respective sets of stored data words). The method may be applied

both within a hardware implementation and a full system emulator — e.g., both may operate in the
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same manner such that tracking and monitoring may be performed both in practice and during
testing.

[0103] Asan example, a key generation process may involve generating a public-private key pair.
During this process, generated public key data may be immediately assigned a “black” flag value
as it is non-secret; however, private key data may be initially assigned a “red” flag value and may
only be assigned a “black” flag value after it is “wrapped” using a key-encryption key (i.e., KEK-
wrapped) to form a ciphertext key blob. Following assignation of the “black” flag value the
ciphertext key data may then be exported from the cryptographic system.

[0104] As described in examples herein, the cryptographic system may comprise a secret data
bus interface for the loading of secret data via a system bus of the communicatively-coupled
computing system. In this case, data loaded from the secret data bus interface (e.g., 122 in Figure
1) into the cryptographic system is initially assigned a first (“red”) value. In certain cases, outputs
of all arithmetic operations involving internal variables having the first value (e.g., “red” variables)
are assigned the first value (e.g., are annotated as “red”). In certain cases, converting from the first
value (e.g., “red” variables) to the second value (e.g., “black™ variables) is only performed when
performing a predefined subset of arithmetic operations on the internal variables (such as
zeroization or encryption). Values for the set of attributes may be stored using an additional bit for
one or more registers in the cryptographic system or for data stored in a matrix memory of the
cryptographic system.

[0105] Although the method of Figure 6 has been described with reference to the cryptographic
system 110 of Figure 1, it may be used with any cryptographic system including those that
comprise a security processor. In certain cases, the method may be applied to cryptographic
operations that are performed with a conventional central processing unit of a computing system.
The method may be applied to both post-quantum cryptographic operations and non-post-quantum
(i.e., classical) cryptographic operations.

[0106] In general, the example of Figure 6 provides a method of operating a cryptographic system
while performing cryptographic operations. This method comprises defining a set of attributes to
annotate at least a set of internal variables for the cryptographic system, each of the set of attributes
having one of at least two values, the at least two values comprising a first value indicating secret
data and a second value indicating non-secret data, performing one or more cryptographic
operations upon the set of internal variables including applying one of the at least two values to
data generated or received by the cryptographic system and updating attribute values based on

arithmetic operations performed by the cryptographic system; and providing an indication when
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at least one of conditional instructions and data access operations from outside the cryptographic
system are performed on internal variables having the first value.
[0107] In certain variations of this example, the cryptographic system may comprise a secret data
bus interface for the loading of secret data via a system bus of the communicatively-coupled
computing system, where data loaded from the secret data bus interface into the cryptographic
system is initially assigned the first value. Outputs of all arithmetic operations may involve internal
variables having the first value are assigned the first value. The method may comprise converting
from the first value to the second value when performing a predefined subset of arithmetic
operations on the internal variables. Values for the set of attributes may be stored using an
additional bit for one or more registers in the cryptographic system or for data stored in a matrix
memory of the cryptographic system.

Brief Summary of Example Features
[0108] Certain examples described herein provide a device (e.g., a cryptographic system or co-
processor) that is able to perform post-quantum cryptography with masked arithmetic, 1.e. data
provided as masked data shares for side-channel protection. A masked mode of operation may
utilise one or more of Boolean and arithmetic masking, and the device may provide for conversion
between (at least these) different forms of masking. The described examples provide a novel
cryptographic system structure or configuration that performs masking operations in a flexible and
efficient manner to allow for both accelerated post-quantum cryptographic co-processing and
high-security against side-channel attacks.
[0109] Certain examples described herein provide a device (e.g., a cryptographic system or co-
processor) that is able to assist and/or accelerate cryptographic computations as well as perform
certain full post-quantum cryptographic operations autonomously. For example, the device allows
for public-key key establishment and encryption such as generation of a public-private key pair,
encapsulation and/or encryption, and decapsulation and/or decryption. The device further allows
digital signature functions such as generation of a public-private integrity key pair, signature
generation and signature verification, as well as stateful hash-based signatures, such as assistance
and/or acceleration of key generation, signature generation and/or signature verification functions.
Such a device may be provided as a system-on-chip (e.g., integrated within a silicon design and/or
provided as a separate FPGA / ASIC chip that may be attached).
[0110] Certain examples described herein provide a cryptographic system that is able to provide
secure cryptographic computation. For example, one or more of the following post-quantum
public-key encryption algorithms may be implemented: Classic McEliece, (CRYSTALS-)
KYBER, NTRU, SABER, BIKE, FrodoKEM, HQC, NTRU Prime, SIKE, and Supersingular
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Isogeny Diftie-Hellman (SIDH); as well as one or more of the following post-quantum digital
signature algorithms: (CRYSTALS-) DILITHIUM, FALCON, Rainbow, GeMSS, and Picnic.
Further details of these algorithms may be found in available NIST publications for the “Post-
Quantum Cryptography Project”, and publications for the CRYSTALS project - “Cryptographic
Suite for Algebraic Lattices - Kyber and Dilithium”, which are incorporated by reference herein.
[0111] Certain examples described herein provide a device with a cryptographic math unit that
implements a “blitter” accelerator structure. This structure may include address generators, multi-
port memory, a permutation unit, and a pipelined arithmetic combiner with selectable functions.
Certain examples also described an XOF or hash unit that is able to produce streaming output (e.g.,
for a SHAKE implementation) and/or iterate hashes to accelerate hash-based signatures, e.g. via
Winternitz and/or Merkle modes. Certain examples described herein have a control unit that
controls cryptographic operations without handling sensitive data (so-called “no-touch”
operation). For example, the control unit may not have access to sensitive data in the cryptographic
math unit during operation. Certain examples further provide a method by which a control unit or
processor may provide security tracking of secret data throughout cryptographic operations; hence,
a control unit or processor may track the flow of sensitive information within the cryptographic
system but without having access to that data. Although certain examples describe a cryptographic
math unit that is specially configured for cryptographic operations, it may also, in certain cases,
provide additional vector processing functionality, e.g. the cryptographic system may also be used
as a vector co-processor. In this case, a control unit of the cryptographic system may receive vector
instructions (such as RISC-V vector instructions via control registers 124 of Figure 1) and use the
cryptographic math unit to implement these instructions. This may provide additional “bonus”
functionality for accelerating certain mathematical operations.

[0112] The above examples are to be understood as illustrative. Further examples are envisaged.
Although certain components of each example have been separately described, it is to be
understood that functionality described with reference to one example may be suitably
implemented in another example, and that certain components may be omitted depending on the
implementation. It is to be understood that any feature described in relation to any one example
may be used alone, or in combination with other features described, and may also be used in
combination with one or more features of any other of the examples, or any combination of any
other of the examples. For example, features described with respect to the system components may
also be adapted to be performed as part of the described methods. Furthermore, equivalents and
modifications not described above may also be employed without departing from the scope of the

invention, which is defined in the accompanying claims.
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Claims

1. A cryptographic system to perform post-quantum cryptographic operations for a
communicatively-coupled computing system, the cryptographic system being separate from the
communicatively-coupled computing system and comprising:

a set of bus interfaces for communicatively coupling the cryptographic system to one or
more system buses of the computing system,;

a cryptographic math unit; and

a control unit comprising at least one processor and memory to control the cryptographic
math unit, wherein the control unit is communicatively coupled to the set of bus interfaces via a
first internal bus and is communicatively coupled to the cryptographic math unit via a second
internal bus, wherein the first and second internal buses do not allow access to the internal
cryptographic data of the cryptographic math unit during the cryptographic operations,

wherein the cryptographic math unit comprises:

a matrix memory to store a multi-dimensional array of data;

an address generator configured to receive control signals from the control unit and to
control access to data within the matrix memory;

an arithmetic unit to perform a set of defined arithmetic operations upon data within the
matrix memory as accessed using the address generator; and

a permutation unit configured to generate a random bit sequence, wherein the permutation
unit is controlled by the control unit and is communicatively coupled to the arithmetic unit,

wherein the cryptographic system is configured to perform masked arithmetic
computations by decomposing secret data values into a plurality of data shares, the control unit
being configured to control the arithmetic unit and the address generator to apply at least one of
the set of defined arithmetic operations as a plurality of independent linear operations on the

respective plurality of data shares.

2. The cryptographic system of claim 1, wherein the cryptographic system comprises a
masked mode of operation and, for the masked mode of operation, is configured to:
receive, via the set of bus interfaces, an instruction from the communicatively-coupled
computing system to perform a masked arithmetic computation as a single atomic operation;
determine, at the control unit, a first set of control signals to control access to data within
the matrix memory and a second set of control signals to control at least one operation of the

arithmetic unit to perform the masked arithmetic computation;
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decompose secret data values stored within the matrix memory into a plurality of masked
data shares by applying one or more random bit sequences from the permutation unit to the secret
data values; and

repeatedly apply the at least one operation on each of the plurality of data shares using the
arithmetic unit to perform the masked arithmetic computation, the at least one operation being

applied as a plurality of independent linear operations.

3. The cryptographic system of claim 2, wherein the cryptographic system is configured to,
for the masked mode of operation:

retrieve an encrypted secret data value via the set of bus interfaces; and

decrypt the encrypted secret data value and store the decrypted data value in the matrix
memory for decomposition into the masked data shares,

wherein a result of the at least one operation is only exported to the communicatively-

coupled computing system in an encrypted form.

4. The cryptographic system of any one of claims 1 to 3, wherein the permutation unit

performs an ASCON permutation.

5. The cryptographic system of any one of claims 1 to 4, wherein the control unit comprises

a set of condition-free instructions that are stored in the memory and executed by the processor.

6. The cryptographic system of any one of claims 1 to 5, wherein the permutation unit
comprises:

an Extendable-Output Function — XOF — unit to apply cryptographic operations to
generate an indefinite-length output stream,

wherein the XOF unit is controlled by the control unit and is communicatively coupled to

the arithmetic unit.

7. The cryptographic system of claim 6, wherein the XOR unit is configured to perform one
or more of: a cryptographic absorb operation, a cryptographic squeeze operation, a cryptographic

sampling operation and a cryptographic random masking operation.
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8. The cryptographic system of claim 6 or claim 7, wherein the XOF unit comprises a n-bit
cryptographic state that is separated into a plurality of data shares for masked arithmetic

computations.

9. The cryptographic system of any one of claims 1 to 8, wherein the cryptographic system
is configured to compute hash-based signatures by iteratively hashing data stored in the matrix

memory.

10. The cryptographic system of any one of claims 6 to 9, wherein the cryptographic system

is configured to compute one or more of Winternitz hash chains and Merkle tree data.

11. The cryptographic system of any one of claims 1 to 10, wherein the cryptographic system
is configured to perform one or more of:

key establishment functions including one or more of encryption and decryption;

digital signature functions including one or more of digital signature generation and digital
signature verification; and

stateful hash-based signatures.

12. The cryptographic system of claim 11, wherein the cryptographic system is configured to:
implement one or more of: lattice post-quantum key establishment functions and code-
based post-quantum key establishment functions;
implement one or more of: lattice post-quantum digital signature functions, code-based
post-quantum digital signature functions, hash-based post-quantum digital signature functions, and
multivariate post-quantum digital signature functions; and

implement hierarchical signature system functions.

13. The cryptographic system of any one of claims 1 to 12, wherein the arithmetic unit
comprises an arithmetic pipeline unit that receives control data indicating a selected operation to
perform from the control unit and that performs the selected operation as a plurality of stages over

time.

14. The cryptographic system of claim 13, wherein the plurality of stages comprise a plurality
of parallel processing streams, the plurality of parallel processing streams receiving data accessed

from the matrix memory.
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15. The cryptographic system of any one of claims 1 to 14, wherein the processor of the
control unit is configured to receive vector instructions via the set of bus interfaces and convert

the vector instructions into control instructions for vector operations for the cryptographic math

unit.
16. The cryptographic system of any one of claims 1 to 15, wherein the set of bus interfaces
comprise:

a set of control registers writable by at least one processor of the communicatively-coupled
computing system; and

a set of cryptographic registers for secret cryptographic data.

17. The cryptographic system of any one of claims 1 to 16, wherein the control unit is

configured to convert from a first masking format to a second masking format.

18. The cryptographic system of any one of claims 1 to 17, wherein the control unit is

configured to implement one or more of Boolean masking and arithmetic masking.

19. A method of operating a cryptographic system, the cryptographic system being separate
from a communicatively-coupled computing system, the method comprising:

receiving, via a set of bus interfaces of the cryptographic system, an instruction from the
communicatively-coupled computing system to perform a masked arithmetic computation as a
single atomic operation;

accessing, by a control unit of the cryptographic system comprising at least one processor
and memory, the instruction as written to the set of bus interfaces;

determining, at the control unit, a first set of control signals to control access to data within
a matrix memory of the cryptographic system and a second set of control signals to control at least
one operation of an arithmetic unit of the cryptographic system to perform the masked arithmetic
computation;

decomposing secret data values stored within the matrix memory into a plurality of
masked data shares by applying one or more random bit sequences from a permutation unit of the
cryptographic system to the secret data values; and

repeatedly applying, using the first and second set of control signals, the at least one

operation on each of the plurality of data shares using the arithmetic unit to perform the masked
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arithmetic computation, the at least one operation being applied as a plurality of independent linear
operations,
wherein during at least said decomposing and said repeatedly applying, the control unit is

prevented from accessing the contents of the matrix memory or arithmetic unit.

20. The method of claim 19, comprising:

exporting a non-secret result of the masked arithmetic computation to the
communicatively-coupled computing system via the set of bus interfaces of the cryptographic
system,

including, in a case where the masked arithmetic computation provides a secret result,

encrypting the secret result prior to exporting.

21. The method of claim 19 or 20, comprising:
retrieving an encrypted secret data value via the set of bus interfaces; and
decrypting the encrypted secret data value within the cryptographic system; and
storing the decrypted data value in the matrix memory for decomposition into the masked

data shares.
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