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LICENSE AUDITING FOR DISTRIBUTED APPLICATIONS

Background of the Invention

Field of the Invention

[0001] The present invention is directed toward systems for auditing software licenses,
and more particularly, to a system that interfaces with a user’s device to measure the device
hardware configuration and thereby generate a device identifier used to audit software on the

device.

Description of the Related Art

[0002] Currently, there are limited ways to audit software licenses. At the same time,
software piracy continues to grow at an alarming rate, particularly in emerging economies. In
response, software companies have focused primarily on making it more difficult for would-be
pirates to install a given software application illegally, such as a single copy of the application
on multiple machines. Still, software pirates have found ways to bypass such security
measures and install unauthorized software copies on multiple machines. Accordingly, it
would be desirable to provide an auditing service for reliable software license authentication
and to provide software owners with a measure of how many copies of their software have

been legitimately registered and/or how many copies are pirated versions.

Summary of the Invention

[0003] The following presents a simplified summary of one or more embodiments in order
to provide a basic understanding of such embodiments. This summary is not an extensive
overview of all contemplated embodiments, and is intended to neither identify key or critical
clements of all embodiments nor delineate the scope of any or all embodiments. Its sole
purpose is to present some concepts of one or more embodiments in a simplified form as a

prelude to the more detailed description that is presented later.

[0004] In accordance with one or more embodiments and corresponding disclosure
thereof, various aspects are described in connection with auditing a license for a software
running on a network device. In one embodiment, the device may include: a communication

module for communicating with a server; at least one processor in operative communication

-1-
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with the communication module; and a memory in operative communication with the at least

one processor and comprising executable code for the at least one processor.

[0005] For example, a processor of the device may collect machine parameters of the
device, the collected machine parameters comprising a combination of at least one user-
configurable parameter and at least one non-user-configurable parameter. A processor (e.g.,
the same processor involved in collecting the machine parameters and/or a different processor)
may generate a device identifier for the device based at least in part on the collected machine
parameters. A processor may create an audit number based at least in part on the device
identifier. A processor may instruct the communication module to transmit the audit number

to an audit database for storage.

[0006] In related aspects, the memory of the device may include executable code for the at
least one processor to: collect a software identifier of the software running on the device; and

associate the software identifier with the device identifier to generate the audit number.

[0007] In further related aspects, the at least one processor may determine a geo-location
code for the device (e.g., an Internet Protocol (IP) address); and associate the geo-location
code with at least one of the software identifier and the device identifier to generate the audit

number.

[0008] In accordance with other aspects of the embodiments described herein, there is
provided a network device adapted to facilitate auditing of a license for a software running on
the device. The device may include: a communication module for communicating with an
auditing server and an authentication server; at least one processor in operative
communication with the communication module; and a memory in operative communication

with the at least one processor and comprising executable code for the at least one processor.

[0009] For example, a processor of the device may collect machine parameters of the
device, the collected machine parameters comprising a combination of at least one user-
configurable parameter and at least one non-user-configurable parameter. A processor may
instruct the communication module to send the collected machine parameters to the auditing
server to generate a device identifier for the device based at least in part on the collected
machine parameters. A processor may, in response to receiving the device identifier from the

server, create an audit number based at least in part on the device identifier. A processor may
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instruct the communication module to transmit the audit number to at least one of the auditing

server and the authentication server for storage in at least one audit database.

[0010] In related aspects, the memory may include executable code for the at least one
processor to: collect a software identifier of the software running on the device; and associate
the software identifier with the device identifier to generate the audit number. In the
alternative, or in addition, the memory may include executable code for the at least one
processor to: collect a software identifier of the software running on the network device; and
instruct the communication module to send the software identifier to the auditing server to

generate the device identifier based at least in part on the software identifier.

[0011] In further related aspects, the at least one processor may determine a geo-location
code for the device; and associate the code with at least one of the device identifier and the

software identifier to generate the audit number. In the alternative, or in addition, the at least
one processor may send the code to the auditing server to generate the device identifier based

at least in part on the code.

[0012] In accordance with other aspects of the embodiments described herein, there is
provided a system for managing a license for a software running on one or more network
devices. The system may include a communication module for accessing an audit database,
the database comprising audit numbers for the one or more network devices, each audit
number comprising a software identifier associated with a device identifier. The system may
include: a display module; at least one processor in operative communication with the
communication module, and the display module; and a memory in operative communication

with the at least one processor and comprising executable code for the at least one processor.

[0013] For example, a processor of the system may (a) instruct the communication module
to access the database and (b) process the audit numbers to, for example, sort the audit
numbers according to at least one of activated license seats and unactivated license seats. A
processor may select a display scheme for presenting the processed audit numbers, and
instruct the display module to present the processed audit numbers according to the selected
display scheme. In one approach, the processor may select the display scheme in response to a
user choice entered on a user input module in operative communication with the at least one

Proccssor.
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[0014] To the accomplishment of the foregoing and related ends, the one or more
embodiments comprise the features hereinafter fully described and particularly pointed out in
the claims. The following description and the annexed drawings set forth in detail certain
illustrative aspects of the one or more embodiments. These aspects are indicative, however, of
but a few of the various ways in which the principles of various embodiments may be
employed and the described embodiments are intended to include all such aspects and their

equivalents.

Brief Description of the Drawings

[0015] Figure 1A provides a block diagram of an exemplary system for auditing

distributed software.

[0016] Figure 1B provides a block diagram of another exemplary system for auditing

distributed software, wherein the system includes an authentication server.
[0017] Figure 2 illustrates the components of an exemplary device identifier.

[0018] Figures 3-12 illustrate exemplary display schemes for presenting data from the

audit database regarding one or more network devices running a given software.

[0019] Figure 13 is a sequence diagram for the system of Figure 1A in accordance with an

exemplary approach to auditing distributed software.

[0020] Figure 14 is a sequence diagram for the system of Figure 1B in accordance with

another exemplary approach to auditing distributed software.

Detailed Description

[0021] The present invention addresses the need for an auditing service that provides
reliable software license authentication and provides software owners with a measure of how
many copies of their software have been legitimately registered and/or are pirated. Such an
auditing service may be used alone, or in conjunction with other security/authentication

measurcs.
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[0022] The present technology provides for an improved system and method for auditing
distributed software. In accordance with one aspect of the present technology, there is
provided a system and method for authenticating software licenses. With reference to Figure
1A, there is provided an embodiment of a system having a plurality of network devices 110
that are in operative communication with an auditing server 112. While only one network
device 110 is illustrated in Figures 1A-1B, it will be understood that a given system may
comprise any number of network devices. The network device 110 may be, but is not limited
to, a personal computer, a server computer, a laptop computer, a tablet computer, a personal
digital assistant, a mobile phone, a wireless communication device, an onboard vehicle

computer, or any other device capable of communication with a computer network.

[0023] The network device 110 may comprise a software 120 that requires a license to be
authorized for use. The device 110 may also comprise an auditing tool or application 122.
The auditing application 122 may be any program or application that collects identifying
information regarding the network device 110 and/or any software (e.g., software 120) on the
network device 110. The auditing application 122 may comprise a stand alone application or
an applet running within a web browser on the device 110 (e.g., an applet comprising
executable code for a Java Virtual Machine). The auditing application 122 may be embedded
in or associated with another software application, including but not limited to software 120.
For example, the auditing application 122 may be embedded in or associated with a tool bar of
a software application, such as, for example, a web browser. The auditing application 122
may prompt the user to register with an online software registration service, or may run in the

background with little or no interaction with the user of device 110.

[0024] The auditing application 122 may include a registration routine that collects
information regarding network device 110 by checking a number of parameters which are
expected to be unique to the network device environment. The parameters checked may
include, for example, hard disk volume name, user name, device name, user password, hard
disc initialization date, etc.. The collected information may include information that identifies
the hardware comprising the platform on which the web browser runs, such as, for example,
CPU number, or unique parameters associated with the firmware in use. The system
information may further include system configuration information, such as amount of memory,

type of processor, software or operating system serial number, etc.
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[0025] Based on the collected information, the auditing application 122 may generate a
device identifier 124 that is unique for the user computer 110. In the alternative, or in
addition, the application 122 may gather and send the device parameters to a remote server,
such as auditing server 112, which in turn generates the device identifier 124. The device
identifier 124 may be stored in a hidden directory of the device 110 and/or at a remote
location, such as the auditing server 112. The device identifier 124 may incorporate the
device’s IP address and/or other geo-location code to add another layer of specificity to

device’s unique identifier.

[0026] It is noted that an application (e.g., auditing application 122) running on the
network device or otherwise having access to the network device’s hardware and file system
may generate a unique device identifier (e.g., device identifier 124) using a process that
operates on data indicative of the network device’s configuration and hardware. The device
identifier may be generated using a combination of user-configurable and non-user-
configurable machine parameters as input to a process that results in the device identifier,
which may be expressed in digital data as a binary number. Each machine parameter is data
determined by a hardware component, software component, or data component specific to the
device that the unique identifier pertains to. Machine parameters may be selected based on the
target device system configuration such that the resulting device identifier has a very high
probability (e.g., greater than 99.999%) of being unique to the target device. In addition, the
machine parameters may be selected such that the device identifier includes at least a stable
unique portion up to and including the entire identifier, that has a very high probability of
remaining unchanged during normal operation of the target device. Thus, the resulting device
identifier should be highly specific, unique, reproducible and stable as a result of properly

selecting the machine parameters.

[0027] The application for generating the device identifier may also operate on the
collected parameters with one or more algorithms to generate the device identifier. This
process may include at least one irreversible transformation, such as, for example, a
cryptographic hash function, such that the input machine parameters cannot be derived from
the resulting device identifier. Each device identifier, to a very high degree of certainty,
cannot be generated except by the suitably configured application operating or otherwise

having had access to the same field security device for which the device identifier was first
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generated. Conversely, each identifier, again to a very high degree of certainty, can be
successfully reproduced by the suitably configured application operating or otherwise having

access to the same field security device on which the identifier was first generated.

[0028] The application may operate by performing a system scan to determine a present
configuration of the field security device. The application may then select the machine
parameters to be used as input for generating the unique device identifier. Selection of
parameters may vary depending on the system configuration. Once the parameters are

selected, the application may generate the identifier.

[0029] Further, generating the device identifier may also be described as generating a
device fingerprint and may entail the sampling of physical, non-user configurable properties as
well as a variety of additional parameters such as uniquely generated hashes and time sensitive
values. Physical device parameters available for sampling may include, for example, unique

manufacturer characteristics, carbon and silicone degradation and small device failures.

[0030] The process of measuring carbon and silicone degradation may be accomplished by
measuring a chip's ability to process complex mathematical computations, and its ability to
respond to intensive time variable computations. These processes measure how fast electricity
travels through the carbon. Using variable offsets to compensate for factors such as heat and
additional stresses placed on a chip during the sampling process allows for each and every
benchmark to reproduce the expected values. During a standard operating lifetime, the
process of passing electricity through the various switches causes a computer chip to degrade.
These degradations manifest as gradually slower speeds that extend the processing time

required to compute various benchmarking algorithms.

[0031] In addition to the chip benchmarking and degradation measurements, the process
for generating a device identifier may include measuring physical, non-user-configurable
characteristics of disk drives and solid state memory devices. Each data storage device has a
large variety of damage and unusable data sectors that are nearly unique to each physical unit.
The ability to measure and compare values for damaged sectors and data storage failures

provides a method for identifying storage devices.

[0032] Device parameter sampling, damage measurement and chip benchmarking make up

just a part of device fingerprinting technologies described herein. These tools may be further

-7-



WO 2009/105702 PCT/US2009/034765

extended by the use of complex encryption algorithms to convolute the device identifier values
during transmission and comparisons. Such encryption processes may be used in conjunction

with random sampling and key generations.

[0033] The device identifier may be generated by utilizing machine parameters associated
with one or more of the following: machine model; machine serial number; machine copyright;
machine ROM version; machine bus speed; machine details; machine manufacturer; machine

ROM release date; machine ROM size; machine UUID; and machine service tag.

[0034] The device identifier may also be generated by utilizing machine parameters
associated with one or more of the following: CPU ID; CPU model; CPU details; CPU actual
speed; CPU family; CPU manufacturer; CPU voltage; and CPU external clock.

[0035] The device identifier may also be generated by utilizing machine parameters
associated with one or more of the following: memory model; memory slots; memory total;

and memory details.

[0036] The device identifier may also be generated by utilizing machine parameters
associated with one or more of the following: video model; video details; display model;

display details; audio model; and audio details.

[0037] The device identifier may also be generated by utilizing machine parameters
associated with one or more of the following: network model; network address; Bluetooth
address; Blackbox model (including IDE and SCSI); Blackbox serial; Blackbox details;

Blackbox damage map; Blackbox volume name; NetStore details; and NetStore volume name.

[0038] The device identifier may also be generated by utilizing machine parameters
associated with one or more of the following: optical model; optical serial; optical details;
keyboard model; keyboard details; mouse model; mouse details; printer details; and scanner

details.

[0039] The device identifier may also be generated by utilizing machine parameters
associated with one or more of the following: baseboard manufacturer; baseboard product

name; baseboard version; baseboard serial number; and baseboard asset tag.
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[0040] The device identifier may also be generated by utilizing machine parameters
associated with one or more of the following: chassis manufacturer; chassis type; chassis

version; and chassis serial number.

[0041] The device identifier may also be generated by utilizing machine parameters
associated with one or more of the following: IDE controller; SATA controller; RAID

controller; and SCSI controller.

[0042] The device identifier may also be generated by utilizing machine parameters
associated with one or more of the following: port connector designator; port connector type;

port connector port type; and system slot type.

[0043] The device identifier may also be generated by utilizing machine parameters
associated with one or more of the following: cache level; cache size; cache max size; cache

SRAM type; and cache error correction type.

[0044] The device identifier may also be generated by utilizing machine parameters
associated with one or more of the following: fan; PCMCIA; modem,; portable battery; tape
drive; USB controller; and USB hub.

[0045] The device identifier may also be generated by utilizing machine parameters
associated with one or more of the following: device model; device model IMEI; device model

IMSI; and device model LCD.

[0046] The device identifier may also be generated by utilizing machine parameters
associated with one or more of the following: wireless 802.11; webcam; game controller;

silicone serial; and PCI controller.

[0047] With reference to Figure 2, in one embodiment, the device identifier 124 may
include two components — namely, a variable key portion 126 and a system key portion 128.
The variable key portion 126 may be generated at the time of registration of network device
110 by reference to a variable platform parameter, such as via reference to system time
information, although other parameters which are variable may be utilized in other
embodiments. The system key portion 128 may include the above described parameters

expected to be unique to the device 110, such as, for example, hard disk volume name, user
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name, computer name, user password, hard disc initialization date, or combinations thereof.
Portions 126 and/or 128 may be combined with the IP address and/or other platform
parameters of the device 110. Further details regarding device identifiers 124, such as
machine fingerprints and parameters expected to be unique for the a given computer, can be
found in U.S. Application No. 08/124,718, filed September 21, 1993, titled “System for
Software Registration,” now issued as U.S. Patent No. 5,490,216, which application is
specifically incorporated herein, in its entirety, by reference. It is noted that device identifiers,

or portions thercof, may be encrypted to add an additional layer of specificity and security.

[0048] With reference once again to Figure 1A, the auditing application 122 may also
include a registration routine that collects or receives information regarding the software 120
on device 110 by checking information which is expected to be unique to software 120, such
as, for example, the software serial number. The collected software identifier may include the
software serial number, product identification number, product key, etc. The collected
software identifier may include information regarding where the software was sold or
distributed, who the buyers, sellers, and/or distributors were, which stores the software was
sold in, etc. It is noted that the software identifier may be unique to particular copy of
software, such as when the software is licensed to a single user In the alternative, or in
addition, the software identifier may be unique to particular type or group of a software, such

as when the software is licensed to a defined group of users.

[0049] The embodiments described herein comprise an auditing application 122 that
collects the software identifier 130 for software 120; however, it will be understood that the
systems and components described herein can be adapted to collect one or more types of
software identifiers for a plurality of software applications. The software identifier 130 may
be stored in a hidden directory of the device 110 and/or at a remote location, such as the

auditing server 112.

[0050] The auditing application 122 may also include a registration routine that collects or
receives information regarding the geo-location code 140 of the device 110. The geo-locater

140 may comprise the IP address or the like of the device 110.

[0051] Auditing application 122 may electronically send the device identifier 124 and the

software identifier 130 to the auditing server 112. In the alternative, or in addition, a geo-

-10-
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location code 140, such as the IP address of the device 110, may be associated with the device
identifier 124 and/or the software identifier 130 and may sent to the auditing server 112, such
as via a secured network connection. The auditing server 112 may encrypt and store the data,
such as the device identifier 124, the software identifier 130, and/or the geo-location code
140, received from the network device 110. The auditing server 112 may receive such data

from a plurality of network devices and store the received data in an audit database 114.

[0052] In one embodiment, the auditing application 122 may generate an audit number

142 by associating the software identifier 130 with the device identifier 124 and/or geo-
location code 140, and may send the generated audit number 142 to the auditing server 112.
In another embodiment, the application 122 may send the device identifier 124, the software
identifier 130, and/or the geo-location code 140 to the server 112 in a piecemeal manner. The
server 112 may in turn generate the audit number 142. The auditing server 112 may receive or
generate audit numbers from a plurality of network devices and store the received audit

numbers in the audit database 114.

[0053] It is noted that the audit number 142 may be generated from the device identifier
124, the software identifier 130, and/or the geo-location code 140 via any number of suitable
approaches. For example, the software identifier 130 may be concatenated or linked with the
device identifier 124 and/or geo-location code 140. It is also noted that the audit number 142
may be stored in a hidden directory of the device 110 and/or at a remote location, such as the
auditing server 112. It is further noted that the device identifier 124, the software identifier
130, and/or the geo-location code 140 may at a later time be extracted from the audit number

142.

[0054] When a user of a network device, including but not limited to network device 110,
installed with auditing application 122, attempts to run the software 120, the auditing
application 122 in response may transmit the software identifier 130 associated with the device
identifier 124 and/or the geo-location code 140 (or an audit number 142 generated from such
data) to the auditing server 112, which in turn may store the received data in the audit

database 114.

[0055] With reference to Figure 1B, there is provided an embodiment of a system that

further comprises an optional authentication server 116 that is in operative communication

-11-
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with the auditing server 112. When a given user tries to run software 120 on his/her network
device, the authentication server 116 may access the audit database 114 on auditing server 112
to determine whether to allow his/her of the software 120. The authentication server 116 may
receive/access the license terms for a particular software from the auditing server 112 or

another server or network device.

[0056] In one embodiment, the authentication server 116 may disallow use of the software
120 beyond a defined maximum number of allowed users or seats (which may be defined by
the software license). The server 116 may analyze the data in the audit database 114 and
determine how many seats are currently utilizing software 120. If the number of currently
allowed seats meets or exceeds the maximum number of allowed seats, the server 116 may
throttle or disallow the use of software 120 by more seats; otherwise, the server may allow the
use of the software 120. In another embodiment, the authentication server 116 may throttle or
disallow use of the software 120 if its software identifier is already associated with a different
device identifier and/or a different IP address in the audit database 114; otherwise, the server
116 may allow use of the software 120. The authentication server 116 may collect data
regarding the instances of allowed and disallowed software use, and may share such data with

the auditing server 112.

[0057] With reference to the embodiments of Figures 1A and 1B, the auditing server 112
may be in operative communication with a management device 150, which may be any device
capable of communication with a computer network, such as, for example, a personal
computer, a server computer, a laptop computer, a tablet computer, a personal digital
assistant, a mobile phone, or a wireless communication device. The management device 150
may comprise a management application 152, which may be any program or application, such
as a stand alone application or an application that is embedded or associated with another

software application, such as an applet running within a web browser on the device 150.

[0058] The management application 152 may be adapted to allow a user, such as, for
example, a software manufacturer or distributor, to view the data collected and stored in the
audit database 114 of the audit server 112. The present embodiment will be described in the
context of a software manufacturer utilizing the management application 152. However, it
will be understood that any user of the management device may utilize the management

application 152.

-12-
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[0059] The management application 152 may present the data in the audit database 114 in
a manner that allows its user to better understand how its software is being used, legitimately
or otherwise. The information organized and presented according to one or more display
schemes of the application 152 may allow a software manufacturer to better understand
software consumer behaviors and habits, which in turn may allow the manufacturers to adjust

or modify their licensing rules to comport with their business goals.

[0060] The management application 152 may be adapted to process and/or present at least
a subset of the data in the audit database 114 according to one or more display schemes. The
display schemes may be predefined or presented for selection by the software manufacturer.
The data in the audit database 114 (i.e., the audit numbers 142 and components thereof for
network devices 110) may be organized or sorted by the number of activated/unactivated
seats, license seat trends, activations trends, piracy curves, etc., as shown in Figures 3-12. It is
noted that the data in the audit database 114 may be organized, processed, and processed by

the management device 152 and/or the auditing server 112.

[0061] The exemplary display scheme of Figure 3 provides an activation seats trend, which
shows the number of activated seats over a period of time for three types of software 310,
320, and 330 (e.g., corresponding to “2D Sketch and Plan,” “3D Floorplan” and “Home Plan
Pro,” respectively). The data presented according to the display scheme of Figure 3 may
allow one to determine licensing trends and correlate marketing and sales efforts to activation

events.

[0062] The exemplary display scheme of Figure 4 provides the license seat trend 410, the
activation seats trend 420, the activated-per-licensed-seat trend 430, and the activations trend

440 for three types of software (e.g., 310, 320, 330 in Figure 3).

[0063] The exemplary display scheme of Figure 5 provides a piracy heat map which may
allow one to visualize the extent/level of piracy in different geographic regions. It is noted
that such piracy heat maps and other geographically based summaries may be based at least in
part on the geo-location codes associated with the corresponding software identifiers. The
data presented on the piracy heat map may be filtered by piracy, activations, number of seats
or licenses sold, etc. The display scheme may further comprise a pivot table or the like to

supplement the piracy heat map.

-13-
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[0064] The exemplary display scheme of Figure 6 presents the license seat utilization
(activated vs. deactivated seats) summary 610 and the activation trend (activations vs.
deactivations) summary 620. The exemplary display scheme of Figure 7 presents the license
seat trend 710, the activation seats trend 720, the activated-per-licensed-seat trend 730, and
the activation trend 740 for three types of software (e.g., “Escape from Alcatraz,” “Marks vs.

Ninjas II” and “Revenge of the Pirates”).

[0065] The exemplary display scheme of Figure 8 presents activated-versus-unactivated
pie charts 810, the licensee seat trend 820, and the activation seats trend 830. Similarly, the
exemplary display scheme of Figure 9 presents activated-versus-unactivated pie charts 910,
the licensee seat trend 920, and the activation seats trend 930 for five types of software (e.g.,
“2D Sketch and Plan,” “3D Floorplan,” “Design CAD,” “Home Plan Pro” and “IC Digital
Design”). The presentation of data according to the display schemes of Figures 8 and 9 may
make it possible to identify accounts that are at or above their licensed seats. In addition, the
data presented in Figures 8 and 9 make it possible to identify licenses that are not being

utilized and to properly allocate resources to ensure continued revenue streams.

[0066] The exemplary display scheme of Figure 10 presents piracy curves 1010, the top
ten abusing countries summary 1020, and the pirated activations summary 1030. It is again
noted that such geographically based summaries may be based at least in part on the geo-

location codes associated with the corresponding software identifiers.

[0067] It is noted that the data in the audit database 114 may be used to model or simulate
the effect of certain actions taken by the software manufacturer. The information generated by
such licensing models or simulators may also be based in part on other trends/data. For
example, the models may be based in part on historical, current, and/or forecast trends/data
associated with a particular software identifier. Similarly, the models may be based in part on
trends/data associated with a particular class or types of software and/or trends/data for the
software industry. The models may be based in part on trends/data associated with other
industries, such as, for example, the hardware industry. For example, the management
application 152 may simulate the effect of throttling or disallowing the further use of a given
software. The exemplary display scheme of Figure 11 summarizes the effect of such throttling
by displaying the throttling-effectiveness summary 1110 and the throttling-rule-impact
summary 1120. Similarly, the exemplary display scheme of Figure 12 presents the throttling-
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effectiveness summary 1210 and the throttling-rule-impact summary 1220. The data presented
according to the display schemes of Figures 11 and 12 may include data generated by what-if
simulators or models, which in turn may allow one to better understand how the software

licenses are consumed.

[0068] It will be understood that the described system for auditing software usage by
network device users can comprise any number of components or modules adapted to perform
various functions or tasks. For example, with reference to Figure 13, there is provided one
embodiment of a software license auditing system wherein an auditing application on a
network device 110 may collect information regarding the device 110 by checking hardware
parameters expected to be unique to the network device environment. The auditing
application may generate a device identifier based on the collected hardware information. In
the alternative, or in addition, the auditing application may provide the collected hardware

information to another device or server, which in turn may generate the hardware identifier.

[0069] The auditing application may collect or receive information regarding a given
software on the network device 110, such as, for example, a software serial number. The
auditing application may optionally collect or receive information regarding collects a geo-

location code 140 of the device 110, such as, for example, the IP address for the device 110.

[0070] The auditing application may associate the software identifier with the hardware
identifier and/or the geo-location code, and may provide such data to an auditing server 112.
The auditing server 112 may receive such data from a plurality of network devices and store

the received data in an audit database.

[0071] The auditing server 112 share the data in the audit database with a management
device 150. The management device 150 may comprise a management application that selects
a display scheme for presenting data in the audit database. The management application may
automatically determine the appropriate display scheme, or may allow the management device
user to select a display scheme from a menu or list. The management application may process
and/or present at least a subset of the data in the audit database according to the selected

display scheme.

[0072] With reference to Figure 14, there is provided another embodiment of an software

license auditing system that is similar to the embodiment of Figure 13, but further comprises
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an optional authentication server 116. The authentication server 116 may detect when a
network device user is trying to run a given software on his/her network device. The
authentication server 116 may receive/access and use the data in the audit database of the
auditing server 112 to determine whether to allow the attempted use the given software. The
authentication server 116 may further receive/access the license terms for a particular software
from the auditing server 112 or another server or network device. In one approach, the server
116 may send a throttle or disallow use command to the network device if the number of
currently allowed seats meets or exceeds the maximum number of allowed seats for the given
software, which may be defined by the software license terms. In another approach, the server
116 may send a throttle or disallow command to the network device if software identifier for
the given software is already associated with a different device identifier and/or a different IP
address in the audit database. Otherwise, the server 116 may send an allowed use command

to the network device to allow use of the given software.

[0073] In accordance with one or more aspects of the embodiments described herein, there
are provided techniques for auditing licenses for software running on one or more network
devices. In one embodiment, there is provided a network device comprising: a communication
module for communicating with a server (e.g., audit database); at least one processor in
operative communication with the communication module; and a memory in operative
communication with the at least one processor and comprising executable code for the at least
one processor to perform a number of steps. For example, the at least one processor may:
collect machine parameters of the device, the collected machine parameters comprising a
combination of at least one user-configurable parameter and at least one non-user-configurable
parameter; generate a device identifier for the device based at least in part on the collected
machine parameters; create an audit number based at least in part on the device identifier; and
instruct the communication module to transmit the audit number to an audit database for

Storage.

[0074] In related aspects, the memory may comprise executable code for the at least one
processor to: collect a software identifier of the software running on the device; and associate
the software identifier with the device identifier to generate the audit number. The software

identifier may comprise: a software serial number; information regarding a geographic region
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associated with the software; and/or information regarding at least one of a seller, a buyer, and

a distributor of the software.

[0075] In further related aspects, the at least one processor may associate the software
identifier with the device identifier by concatenating the software identifier with the device
identifier. In the alternative, or in addition, the at least one processor may associate the
software identifier with the device identifier by linking the software identifier with the device

identifier.

[0076] In yet further related aspects, the at least one processor may: determine a geo-
location code for the device; and associate the geo-location code with at least one of the
software identifier and the device identifier to generate the audit number. The geo-location

code comprises an Internet Protocol (IP) address of the device.

[0077] In other aspects, the at least one processor may generate the device identifier by
implementing at least one irreversible transformation (e.g., a cryptographic hash function) such

that the collected machine parameters cannot be derived from the device identifier.

[0078] In accordance with one or more aspects of the embodiments described herein, there
is provided another embodiment of a network device adapted to facilitate auditing of a license
for a software running on the device. The device may comprise: a communication module for
communicating with an auditing server and an authentication server; at least one processor in
operative communication with the communication module; and a memory in operative
communication with the at least one processor and comprising executable code for the at least
one processor to perform a number of tasks. For example, the at least one processor may:
collect machine parameters of the device, the collected machine parameters comprising a
combination of at least one user-configurable parameter and at least one non-user-configurable
parameter; instruct the communication module to send the collected machine parameters to
the auditing server to generate a device identifier for the device based at least in part on the
collected machine parameters; in response to receiving the device identifier from the server,
create an audit number based at least in part on the device identifier; and instruct the
communication module to transmit the audit number to at least one of the auditing server and

the authentication server for storage in at least one audit database.
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[0079] In related aspects, the memory may further comprise executable code for the at
least one processor to: collect a software identifier of the software running on the device; and

associate the software identifier with the device identifier to generate the audit number.

[0080] In further related aspects, the memory may further comprise executable code for
the at least one processor to: collect a software identifier of the software running on the
network device; and instruct the communication module to send the software identifier to the

auditing server to generate the device identifier based at least in part on the software identifier.

[0081] In other related aspects, the at least one processor may: determine a geo-location
code (e.g., IP address) or the device; and associate the code with at least one of the device
identifier and the software identifier to generate the audit number. In the alternative, or in
addition, the at least one processor may: determine a geo-location code for the device; and
instruct the communication module to send the code to the auditing server to generate the

device identifier based at least in part on the code.

[0082] In accordance with one or more aspects of the embodiments described herein, there
is provided a system for managing a license for a software running on one or more network
devices, comprising: a communication module for accessing an audit database, the database
comprising audit numbers for the one or more network devices, each audit number comprising
a software identifier associated with a device identifier, each device identifier being generated
from a combination of user-configurable and non-user-configurable machine parameters for a
given network device; a display module; at least one processor in operative communication
with the communication module, and the display module; and a memory in operative
communication with the at least one processor and comprising executable code for the at least
one processor. For example, the at least one processor may: instruct the communication
module to access the database; process the audit numbers to sort the audit numbers according
to at least one of activated license seats and unactivated license seats; select a display scheme
for presenting the processed audit numbers; and instruct the display module to present the
processed audit numbers according to the selected display scheme. The at lest one processor
may select the display scheme in response to a user choice entered on a user input module in

operative communication with the at least one processor.
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[0083] In related aspects, the at least one processor may sort the audit numbers according
to at least one of authorized software copies and pirated software copies. In the alternative,
or in addition, the at least one processor may sort the audit numbers according to geographic

data regarding the software.

[0084] In further related aspects, the at least one processor may identify a trend with
respect to at least one of the activated license seats and the unactivated license seats. The at
least one processor may identify a trend with respect to at least one of authorized software
copies and pirated software copies. The at least one processor identifies a trend with respect
to geographic data regarding the software. The at least one processor may instruct the display

module to display the processed audit numbers as a piracy heat map or the like.

[0085] While the present invention has been illustrated and described with particularity in
terms of preferred embodiments, it should be understood that no limitation of the scope of the
invention is intended thereby. Features of any of the foregoing methods and devices may be
substituted or added into the others, as will be apparent to those of skill in the art. It should
also be understood that variations of the particular embodiments described herein
incorporating the principles of the present invention will occur to those of ordinary skill in the

art and yet be within the scope of the invention.

ERINTS

module,

2% ¢

[0086] As used in this application, the terms “‘component, system,” and the
like are intended to refer to a computer-related entity, either hardware, firmware, a
combination of hardware and software, software, or software in execution. For example, a
component can be, but is not limited to being, a process running on a processor, a processor,
an object, an executable, a thread of execution, a program, and/or a computer. By way of
illustration, both an application running on a computing device and the computing device can
be a component. One or more components can reside within a process and/or thread of
execution and a component can be localized on one computer and/or distributed between two
or more computers. In addition, these components can execute from various computer
readable media having various data structures stored thereon. The components can
communicate by way of local and/or remote processes such as in accordance with a signal
having one or more data packets (e.g., data from one component interacting with another

component in a local system, distributed system, and/or across a network such as the Internet

with other systems by way of the signal).
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[0087] It is understood that the specific order or hierarchy of steps in the processes
disclosed herein in an example of exemplary approaches. Based upon design preferences, it is
understood that the specific order or hierarchy of steps in the processes may be rearranged
while remaining within the scope of the present disclosure The accompanying method claims
present elements of the various steps in sample order, and are not meant to be limited to the

specific order or hierarchy presented.

[0088] Moreover, various aspects or features described herein can be implemented as a
method, apparatus, or article of manufacture using standard programming and/or engineering
techniques. The term “article of manufacture” as used herein is intended to encompass a
computer program accessible from any computer-readable device, carrier, or media. For
example, computer-readable media can include but are not limited to magnetic storage devices
(e.g., hard disk, floppy disk, magnetic strips, etc.), optical disks (e.g., compact disk (CD),
digital versatile disk (DVD), etc.), smart cards, and flash memory devices (e.g., Erasable
Programmable Read Only Memory (EPROM), card, stick, key drive, etc.). Additionally,
various storage media described herein can represent one or more devices and/or other
machine-readable media for storing information. The term “machine-readable medium” can
include, without being limited to, wireless channels and various other media capable of storing,

containing, and/or carrying instruction(s) and/or data.

[0089] Those skilled in the art will further appreciate that the various illustrative logical
blocks, modules, circuits, methods and algorithms described in connection with the examples
disclosed herein may be implemented as electronic hardware, computer software, or
combinations of both. To clearly illustrate this interchangeability of hardware and software,
various illustrative components, blocks, modules, circuits, methods and algorithms have been
described above generally in terms of their functionality. Whether such functionality is
implemented as hardware or software depends upon the particular application and design
constraints imposed on the overall system. Skilled artisans may implement the described
functionality in varying ways for each particular application, but such implementation decisions

should not be interpreted as causing a departure from the scope of the present invention.
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WHAT IS CLAIMED IS:

1. A network device adapted to facilitate auditing of a license for a software running
on the device, comprising:
a communication module for communicating with a server;
at least one processor in operative communication with the communication
module; and
a memory in operative communication with the at least one processor and
comprising executable code for the at least one processor to:
collect machine parameters of the device, the collected machine
parameters comprising a combination of at least one user-configurable
parameter and at least one non-user-configurable parameter;
generate a device identifier for the device based at least in part on the
collected machine parameters;
create an audit number based at least in part on the device identifier;
and
instruct the communication module to transmit the audit number to an

audit database for storage.

2. The device of Claim 1, wherein the memory further comprises executable code for
the at least one processor to:
collect a software identifier of the software running on the device; and
associate the software identifier with the device identifier to generate the audit

number.

3. The device of Claim 2, wherein the software identifier comprises a software serial

number.

4. The device of Claim 2, wherein the software identifier comprises information

regarding a geographic region associated with the software.

5. The device of Claim 2, wherein the software identifier comprises information

regarding at least one of: a seller; a buyer; and a distributor of the software.
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6. The device of Claim 2, wherein the at least one processor associates the software
identifier with the device identifier by concatenating the software identifier with the device

identifier.

7. The device of Claim 2, wherein the at least one processor associates the software

identifier with the device identifier by linking the software identifier with the device identifier.

8. The device of Claim 2, wherein the at least one processor:
determines a geo-location code for the device; and
associates the geo-location code with at least one of the software identifier and

the device identifier to generate the audit number.

9. The device of Claim 8, wherein the geo-location code comprises an Internet

Protocol (IP) address of the device.

10. The device of Claim 1, wherein the at least one processor generates the device
identifier by implementing at least one irreversible transformation such that the collected

machine parameters cannot be derived from the device identifier.

11. The device of Claim 10, wherein the at least one irreversible transformation

comprises a cryptographic hash function.

12. The device of Claim 1, wherein the server comprises the audit database.

13. The device of Claim 1, wherein the machine parameters comprise information
regarding at least one of: machine model; machine serial number; machine copyright; machine
ROM version; machine bus speed; machine details; machine manufacturer; machine ROM

release date; machine ROM size; machine UUID; and machine service tag.

14. The device of Claim 1, wherein the machine parameters comprise information
regarding at least one of: CPU ID; CPU model; CPU details; CPU actual speed; CPU family;
CPU manufacturer; CPU voltage; and CPU external clock.

15. The device of Claim 1, wherein the machine parameters comprise information

regarding at least one of: network model; network address; Bluetooth address; Blackbox
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model (including IDE and SCSI); Blackbox serial; Blackbox details; Blackbox damage map;

Blackbox volume name; NetStore details; and NetStore volume name.

16. The device of Claim 1, wherein the machine parameters comprise information
regarding at least one of: optical model; optical serial;, optical details;, keyboard model;

keyboard details; mouse model; mouse details; printer details; and scanner details.

17. The device of Claim 1, wherein the machine parameters comprise information
regarding at least one of: baseboard manufacturer; baseboard product name; baseboard

version; baseboard serial number; and baseboard asset tag.

18. The device of Claim 1, wherein the machine parameters comprise information
regarding at least one of: chassis manufacturer; chassis type; chassis version; and chassis serial

number.

19. The device of Claim 1, wherein the machine parameters comprise information
regarding at least one of: IDE controller; SATA controller; RAID controller; and SCSI

controller.

20. The device of Claim 1, wherein the machine parameters comprise information
regarding at least one of: port connector designator; port connector type; port connector port

type; and system slot type.

21. The device of Claim 1, wherein the machine parameters comprise information
regarding at least one of: cache level; cache size; cache max size; cache SRAM type; and

cache error correction type.

22. The device of Claim 1, wherein the machine parameters comprise information
regarding at least one of: fan; PCMCIA; modem; portable battery; tape drive; USB controller;
and USB hub.

23. The device of Claim 1, wherein the machine parameters comprise information
regarding at least one of: device model; device model IMEI; device model IMSI; and device

model LCD.
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24. The device of Claim 1, wherein the machine parameters comprise information
regarding at least one of: wireless 802.11; webcam; game controller; silicone serial; and PCI

controller.

25. A network device adapted to facilitate auditing of a license for a software running
on the device, comprising:
a communication module for communicating with an auditing server and an
authentication server;
at least one processor in operative communication with the communication
module; and
a memory in operative communication with the at least one processor and
comprising executable code for the at least one processor to:
collect machine parameters of the device, the collected machine
parameters comprising a combination of at least one user-configurable
parameter and at least one non-user-configurable parameter;
mstruct the communication module to send the collected machine
parameters to the auditing server to generate a device identifier for the device
based at least in part on the collected machine parameters;
in response to receiving the device identifier from the server, create an
audit number based at least in part on the device identifier; and
instruct the communication module to transmit the audit number to at
least one of the auditing server and the authentication server for storage in at

least one audit database.

4.



WO 2009/105702 PCT/US2009/034765

26. The device of Claim 25, wherein the memory further comprises executable code
for the at least one processor to:
collect a software identifier of the software running on the device; and
associate the software identifier with the device identifier to generate the audit

number.

27. The device of Claim 25, wherein the memory further comprises executable code
for the at least one processor to:
collect a software identifier of the software running on the network device; and
instruct the communication module to send the software identifier to the
auditing server to generate the device identifier based at least in part on the software

identifier.

28. The device of Claim 27, wherein the at least one processor:
determines a geo-location code for the device; and
associates the code with at least one of the device identifier and the software

identifier to generate the audit number.

29. The device of Claim 28, wherein the code comprises an Internet Protocol (IP)

address of the device.

30. The device of Claim 25, wherein the at least one processor:
determines a geo-location code for the device; and
instructs the communication module to send the code to the auditing server to

generate the device identifier based at least in part on the code.
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31. An system for managing a license for a software running on one or more network
devices, comprising;:

a communication module for accessing an audit database, the database
comprising audit numbers for the one or more network devices, each audit number
comprising a software identifier associated with a device identifier, each device
identifier being generated from a combination of user-configurable and non-user-
configurable machine parameters for a given network device;

a display module;

at least one processor in operative communication with the communication
module, and the display module; and

a memory in operative communication with the at least one processor and
comprising executable code for the at least one processor to:

instruct the communication module to access the database;

process the audit numbers to sort the audit numbers according to at
least one of activated license seats and unactivated license seats;

select a display scheme for presenting the processed audit numbers; and

instruct the display module to present the processed audit numbers

according to the selected display scheme.

32. The system of Claim 31, wherein the at lest one processor selects the display
scheme in response to a user choice entered on a user input module in operative

communication with the at least one processor.

33. The system of Claim 31, wherein the at least one processor sorts the audit numbers

according to at least one of authorized software copies and pirated software copies.

34. The system of Claim 31, wherein the at least one processor sorts the audit numbers

according to geographic data regarding the software.

35. The system of Claim 31, wherein the at least one processor identifies a trend with

respect to at least one of the activated license seats and the unactivated license seats.

36. The system of Claim 31, wherein the at least one processor identifies a trend with

respect to at least one of authorized software copies and pirated software copies.
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37. The system of Claim 31, wherein the at least one processor identifies a trend with

respect to geographic data regarding the software.

38. The system of Claim 31, wherein the at least one processor instructs the display

module to display the processed audit numbers as a piracy heat map.

39. A method for auditing a license for a software running on a network device,
comprising:
collecting machine parameters of the device, the collected machine parameters

a combination of user-configurable and non-user-configurable machine parameters;

generating a device identifier for the device based af lfoast w part on the

collected machine parameters;
collecting a software identifier of the software running on the device;
associating the software identifier with the device identifier to generate an audit
number;

transmitting the audit number to a server for storage in an audit database.

40. The method of Claim 39, further comprising:
determining a geo-location code for the device; and
associating the code with at least one of the software identifier and the device

identifier to generate the audit number.
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41. A method for auditing a license for a software running on a network device,
comprising:
collecting machine parameters of the device, the collected machine parameters
a combination of user-configurable and non-user-configurable machine parameters;
collecting at least one software identifier of the software running on the device;
sending the machine parameters and the at least one software identifier to a
server to generate a device identifier based at least in part on the machine parameters
and the at least one software identifier;
in response to receiving the device identifier, creating an audit number based at
least in part on the received audit number; and

transmitting the audit number to an audit database for storage.

42. The method of Claim 39, further comprising:
determining a geo-location code associated with the device; and
sending the code to the server to generate the device identifier based at least in

part on the code.

8-



WO 2009/105702

/
/
=3 f
e
=
o N
N N
~ ~

124,130,140,142

PCT/US2009/034765

]

—

»

152

FIG. 1A



WO 2009/105702

/
/
=3 f
e
=
o N
N N
~ ~

AN
ﬂ-
r.
o
ﬂ-
r.
o
™
r.
ﬂ-
(o] AN
D AR— ~
~

PCT/US2009/034765

]

—

»

152

FIG. 1B



WO 2009/105702

3/15

PCT/US2009/034765

126 128
A A
el N
Variable Key System Key
Portion Portion

FIG. 2



PCT/US2009/034765

WO 2009/105702

4/15

0ce

swil]
— N - N - N - N — w —_ N — N — w
2 NN 83 o e P P o » P 9 @® @ © » D
» > » i I < < =2 =2 » > 2T Z Mmoo om oL oCU
3 &6 6 £ ¢ § 5§ & & 8§ 5 8 o & & 858 8 §
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 0
...... e 06T
L e e et H SR D L
! ! ! ! ! ! ! ! ! [P ! ! ! S !
|||||| ..mrn.nln.n|u_”_.ln.|I|.|I|.._mhnU|.|||.dm.I|.|||uU|._m|||.|||.|I|.Whl.nll.n\nm.lh.nhul._q\..|\||\| \wlnln.wnnnlnnwunnnnn _||||||_“.||||| ] w||||||.w||||||w||||.|oom
S 74 N
N e S B R e i B R s B s s N
! ! ! ! ! ! ! s ! ! ! !
B bt e g it == R B Hi7 I b i s Eet S oo HE ---1-000'L
...... e S L e M I SRS RESS) SESSEs RSy SESSCE b SUCel S S0 [er 4l
I /2 N N NS Vgl R B old ueld 8WOH ----[+ | |
“ “ \ “ “\ “ “ “ “ “ ue|dioo|4 q§ ------ - “ “
0ce OLE UE|d Ppue Yo}a)s d¢ ——

pual] s}eag UoIeAl}OY

S]eag poleAl}oy



PCT/US2009/034765

WO 2009/105702

¥ 'Old

5/15

a %00i% Pl

JeuIaIy @ @ :

| o:d veid swoH — — ueidiool4 gg—-—

ueld pue yaxs a¢ —

puai] S}eag UoeAldY ®

_Qn_ ueld 8WoH — — uedioo|d dg—-— UEld PUB Yyoeds az —
EITNN o s
Sy TR PPEIRrEe¥e R N33 BrysEa ey 2
0 P S U P nom
8 ZEccE5882855¢g88 8 §EEccEE3882558¢8 58
1 L L L L L 1 L L L L 1 L 1 | | 1 . L L L L L L L L L L L L L L L 1 1 1 O
Ti_? 00
L — . -
_._ m_:,.___ ; A K 0}
T _ o | bl 02 D
3 n [~ =
R mﬁi# 2 % 8
! i i | g, o oy 2
Nog S W ! 5 s
Wi J 001 g Los 2
() —_ | <
= L] h gz 09 %
= it ( -0, =
-0l
L 08
§LL
o= O.V.V — pusi) suoneAndy @ |[o= Om.v — puail jeag pasuadi 19d PAIBANIY B
| 0:d ueid swoH — — ueidiooy gg—-— ueld pue yolers az — | | 0:d ueid swoH — — ueidiooly ag—-—ueld pue yoies gz — |
o awi] o swinj
R R AR R EEER - TN VR B PERE8aBeR 8
177 : : T T z =z 3 1] 1 1 3 1] O n_b ! ! : : T T z =z 3 1] ] ] 1 1 3 1] _G
8 EEcccE5858858588888 8EEcEEE882E55dd8 55
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 O 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 O
||||| L 05z
sz ——t
- > ! F00s
Loos 2 | T = Los. &
5 oot 3
Los, & o 8
" 1 -05Z') @
toooL s | | T T T T T 005} &
w ¢
. L 052°L
L 05Z'1 .
L 000Z

Jﬂ

puaJ] Jeag asuadl] @

.”dﬂ

noBo ulwpy

suoday spJeoqyseq SwWoH

\
0cy




PCT/US2009/034765

WO 2009/105702

ol [Frass seeo ]
=

%0102 |5

%09-0% |1

%001-08 | []

|lona Aoelid

. K .‘\A,_ T

.

6/15
i

@Eomo._ ulwpy suoday spieoqyseq swoH




PCT/US2009/034765

WO 2009/105702

9 'Old

7115

a %00l bl ewew GO ' mm

o,

_ SUONANOBD(Q —-— SUOHBADY — —
BT
R o R BRB IR o a BB P8R B8 neazr8gs
E E5 5225533 L P TEEFRLezEL L E5F 2
5 5 < < 88 %8 8% 5 5 £ £ oo < 2 6 0BV TV 6 & S £ 353 5 < < &
1 1 1 1 -_ 1 1 1 L ] 1 1 1 L ] 1 1 1 1 ] 1 1 1 1 ] 1 _1__ 1 O
! “ gz
— -’
' AT _ s M H
L:L q.... ..A gs.—.._ :5@1_._ *—_ Mg ) ~0S m
m & Ty —#. .r « <
{ .?.1; A o) @
st iy i &
i ,"_4‘__:.:;_» p & :___.,_T_,“ -001
e b e . 4 [ O 1
\ TR A LYY gzl
1
029 _/ SUOIEAIJOE3(J SA SUOIBANDY
-y pusJL UoNBAIDY B
| perengorun —-— pejearoy — — |
awi] “ejepdn
N N [[CHEE S O CREE S B S S o s @ w
N oo B G2 R o N = ® 2B 2NN NN SN - o o &
E o @ N amn @ 22083 @ 2 @ 2 F P I DO MN 2o X2 DS
tc5522:5533iCddss888s2tiiccsst [(#]s1-00-2002
=] 0 < < = = = = o o = = o (o < < (9] O T T « o = = =] 0 < < w QU_.NQ UCN
1 1 1 1 1 1 1 1 1 L 1 1 L 1 1 L 1 _l._ 1 1 1 1 1 1 _\—_| 1 1 O
e T 0052 [~llo1-g0-9002
././ P m IOOO.m ajeq MelS
P . -00G .
_- /./. _ 00001 ¢ m.& solelld 8y} Jo abuanay
_-7 ~o | | 0og'zL @ - I| SElUIN "sA Ssep
- o~ | go0's) = L uBisaq [e161g Ol
- 00511 o . 0id Ue|d SWOH
- [V i zeneopy wou adeos3
- -0000C
- | 00522 sjonpoud
IIIII - -000'sZ abed siy; uo sjosuod
O —\© |\ S}Jeag pejeAoeUN SA PAJRAROY %;w&o 0} Adde o} sua}|l 100198
b uoneziyN jeas asusai @ |3 sIBYI4 ®

{2f In0Bo ulpy suodey spieoqyseq SwioH




WO 2009/105702 PCT/US2009/034765
m A D A
4 1002190 " % 1002190 "

Q Q
! : -L00z-des | L00z-des |
! | - 200260y [ L00z-6ny [
! ) - 200Z-Inr £ £00Z-Inr £
! 1 - 200Z-unp “g £00z-unr “g
'.\ - 002N |2 L00z-kepy | 2
[0} [0}
\ [~ £002-1dy 3 £002-1dy 3
\ - L00zEw (€ L00z-eN |
\ - ,00Z-924 | /00Z-92+ |
"\ - L00z-ver  |= B-/00z-uer |=
\ -9002-92a | & §-900z-000 |3
-900Z-ON |5 900z-roN |5
1} 1}
900210 gl g 900210 gl g
- 900z-des F| ¢ -900z-des F| ¢
o = 2 ] B - ©
N 900z-bny & 900z-bny |2
M~ - 900Z-Inr | - 900Z-Inr |
- 900zZ-unr i - 900zZ-unr i
- 9002-AeN N - 9002-AeN N
T -o00z-Mdy | & -900z-dy | &
o = - °Q = - °Q
2 900z-BN |2 - 900z-eN |2
P -900z-aed | £ € -900z-aed | £
3 - oo0z-uer | & = -900z-uer  |£
n oy @ oy
cT T T 1T 11 1T 11 =3 c T T T T T =3
SQoocoococoocooo oo Q 0o [Ye] [=] [Ye] [=] [Ye] (=] Q
-0 OO0 O 0000 OO0 (7] =] N o M~ [Te) N (7]
TOHOHOHOnH S0 L © - - L
gﬁﬁatﬁse'\“m | § suoneAnoy |
S)E9g PajeAlOY | | |
@ @
E] — D —
4 L0000 |3 4 L00z10 |8
! - s00z-des | 8 I I - s00z-deg | 8
| B o | | B o
i L00zBny o . | L00z-6ny | o
i - 00Z-Inr i ! ) - 200Z-Inr b
i -L00z-unr | g ! i -L00z-unr | g
: - 100z | G ! 1 - 2002k | G
! B -id 3 \ \ B -idy 3
| L00zdy |2 \ \ 1002 &
i - 200Z-18N I \ \ - 100Z-1elN I
P! i -00z-ged |1 \ \ -L00z-ged |1
o U i - z00z-ver |5, \ M -200z-ver |
NG i L o00z-0eq | \, N [ooozoea |
i - 000z-"0N | Z M. Fooozron |2
m—————- | g00z00 £ 8 /’ N VN o00zp0 £| 8
=l w N =l w
i - 900z-des < £ . -900z-deg < £
~N
i 00z |=] || B 8 -g00z-bny  [=
i - 900Z-Inr I (= - 900Z-Inr I
———m -} 900z-unr | E: - 900zZ-unr |
-oooz-fen (X1 (19 -900z-ken | §
oooz-dy |G || 8 -900z-1dv [
g 900zZ-1eN <é 3 - 900Z-1elN <é
= -900z-924 | g . -9002-094 | g
= -000z-ver | 9 -900z-ver |
o) o o o
2 1 1 1111711 8 g T T T T T T T 8
@ Q0O 0O 0O O O O O Qo O n - 10 O 1 O 1 O W (o] n
c QO QO O O O O O O L O N~ IO N © N~ 0 L
S Lo OB SnH 3. 2 = - - =
e Jgrreyeor~wA ° PaJeAOY JuddIdd
2 ~edge 2
) S]Eeag 9asuadl — @ |

FIG. 7



PCT/US2009/034765

WO 2009/105702

9/15

0¢e8
/

8 'Old

0¢8
/

v 4

Zz

Y

_ sojelld oy} Jo abuanoy — — || SelUIN 'SA Se —-— Zedjedly wouy odeossy |_ _ sojelld oY) Jo abuansy — — || selUIN "SA SyUep —-— zZeqedly wolj adedssy —
awi] CLUTE
w c = mec OZ2 w c = M o w c = me OZ w c = M o
S SRR RS F SRR R LRSS EREEI RS P RS R R Y
N RN NN DN DNDNNDNDDDNNDNDRODDNRNDNDNDDRNDNDNDNDNDNDRN N RN NDRNDNDNDNRDDNDNDRDDRNDNDNDNDNDRDODRNDNDNDNDDNDND
O O OO0 0 O OO0 © OO0 © OO Q0 QO O O OO0 O OO0 O OO0 ©O OO0 OO0
O O OO0 O O OO0 © OO0 © OO 0O O O OO0 O O OO0 O OO0 OO0 OO
~N N NNN N NNNNOOOO0 OO OO0 00O, NN NNN N NNNNOO OO OO0 OO
1 1 1 1 1 1 1 1 1 1 1 1 1 L 1 1 1 1 1 1 ] 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 [l L 1 1
4 . . | I
i 005 | i 0052
’ -000 S | i -000°S
7/ | . > ' P
- 006, q | | ~00S'. &
||||| - — wam,mw 5 ! i -000'01 3
P poseg ] Hoos'z 8
R P -000°GL §
Pite -009/L ® | 00g'/1 @
e -000°0z ¢ | 00002
\‘\. 00522 )
i -000'5Z -005 ¢c
&* puaij sjesg uoneay | [EJ* pusi] jees osuadl] @
sajelid 9y} Jo abBuanay
TN
[RSIEAOY —/———\ [=ic1-60-2002
018~ wHﬂMw % pu3
S~ —-v< pajeAloeun @ 10-10-900¢
9jeq pels
11 seluIN "sA sy el uoljeAnoy woJy adeossy [#]| _Zzeneoly woy odeos3
pajeAloy ] ayD ubiseq
pojeAOY n@! uejdiool4 ag
frocecd ueld pue yae)s az
] 280040
pajeAloeun sjonpouad
pPSlEAEUN obed siy; uo sjouU0D
Jayio o} Aldde o} siay|i) 109|9
== sjeag pajeAnseun 'sA pajeanoy @ |5)* sIoNId®




PCT/US2009/034765

WO 2009/105702

6 'Old

10/15

0€6

Pa

%00l bl ewe GO ol |

S

ubiseq [epbiq I — -- — 0Jd UE|d BWOH - — —

avo ubisaq - — — ueg|dioo4 g -—-— ueld Pue Yo}aNs 07 ——

ubiseq [epbig I — -- — 0Jd UE|d BWOH - — —
avo ubilseQ - — — ue|dioo|4 Qg -—-— Ueld PUE YDIOHS 7 ——

sl

dog-1|
-6ny-22
-6ny-z1
-Inr-82
-Inr-g |
-unr-gg
-unp-g |
- AeN-62
- Ae-|
-dy-62
-dy-i7)
- JeN-0E
- JeN-G
-do4-82

deg-1|
-bny-z|
-Inr-82

-Inr-gL

sl

-unr-gg
-unr-g |

- AeN-62
- Ae-|
-dy-62
-dy-i7)
- JeN-0E
- JeN-G

0

0

- 09¢
- 009
092

- 000L

sjeag paneAnoy

-052°)

-09¢
- 009 —
-0G.
-0001L
-05g°)
- 005}
-0S.°)
-000°C
-0S2°C
-00S°C
-0S.°C

S)}eag asuadl

Bummn

puaJ] S}eag UoNeAIOY @

Bﬂu

puaJ] Jeag asuadi| @

ubBisaq [eubiq oI

0.d ue|d awoH

pajeAoeun |

pajeAldY m—

ﬂ\ pereAnoeun

avo ubisaq

uejdiool4 ag

ue|d pue ya3eNs Az

pajeAldy

U®u®>_u0< N

T
'—— __ PoIEATOEUN

pereAnoeUn

pajeAldY

o T
N

;_ — pereAnoeUn

ajeQ pu3

9jeq Mels
Zeuqjeo|y woJy odessy

2
&

avo ubiseq
ue|dioo|4 g

ueld pue yoexs ag
98000

sjonpoud

obed sy uo sjo5uD
Jayio o0} Aldde 03 sy 109198
SIPI4E

S}eag PIJeAl}OBUN "SA PaJRAOY @

mum.a

0c6

o= 4
oLe—"

ulwpy spoday spleoqyseq swoH

1noBoT




PCT/US2009/034765

WO 2009/105702

0l '©OId

1115

N %004 ‘B P ouE @@mm mm : =

G D uoiBey — JOYQ --- EONBWY YHON —-— g uoIBoy — -- —
Aiunop
BOLOWY UE|= — — Y/ UOIBSY = — — OlJISE4-BISY= = - = = By ———
SWIL
O 2 r . £ 5§ 2 2 3 s ¥ % o ¢
8 8§ & £ 5 & .meE_ 8 o 5 & 2 2 o OMO—\ H N o
a N N = 'L W = N w S S OV o3 N4 A/lW 0/¢ OVJS @)
FIDR B CERBEC TR EBRE NN e I IR A
> > fdd 2T 2oL LU Q@ A Q < 2 Y ¥
 E £ S S £ £ DTGB O DO O D D@ .
T ©@ @ £ £ 3 3 < 85 5 3 3 0T T 3 3 0 00
Io _ __ _ | o
: 9C 4
1y v w_* _._.T Log
m_» ___w._.._z____:___@_.a.__ i A Loy m
a________ﬂ._u: T e ny Lzs LooL &
gl m “__ 1o b g -Gzl &
f g1 m__ 1 ' FEx 06l &
i ! v 3 o0z 3
s 8 622
i3 RS ek ONO_\n\\ saLunog Buisnqy g} doL @

1 uoiboy -

1BYI0 A=  BOUSWY YLON 0=

v UuoIfoy -~ Oljised-elsy-0- eolly-o-

g uolfey -w- BOUSWY UNET-O-

GC'G 006G GLY 0SY G¢'V 00V GL'€ 0GE GC'€E
] ] ] ] I ] ] ]

SUOIJBAIDY pajeild
oom mNN omN mNN OON mm A omr mNF oor mmo omo G20 000

P —

[ —

1 l 00

g/l
00¢
gece
0'9e
Gle

Q
[Te]
S9suU9aI #

@ﬁs

aAINg Aoeaid ®

A

ajeq pu3

sleq 1elg

zeJjesly woJj adessy
avo ubiseq
uejdioo|4 g

ueld pue yoeys de
*9800yD

]
B
&

mnn.a

sjonpoud

obed siy; uo sjou0D
Jayio o} Aldde o} siay|i) 109|198

S19)1d ®

@Eomo._ ulpy suoday

oLoL—

spieoqyseqg SWOH




PCT/US2009/034765

WO 2009/105702

Ll "Old

12/15

N» %00t % B Mmcgmmcm@@mm mm :
=

— palusd [ Aoeud pamojiy [[] srewnbe m_
a|ny [3pon
& & & &
S N 3 \
:WOO :WOO :WOO :WOO/ \| ON Ll
X o ot EN
&) [») [e Y
0
S | L SN o P S SN S— oz
S ARNOOOOOOO - raoaaaasasaaaNY A T - -05 58
B NN NN NN NEEERNEEREN .
s s N s s s s s s s s s s - 001
=% (1 1eyM) 1oRdW| BINY Burpoayl @
— — — — AoBIl4 POMO|Y = — - — —
- awi| pelueQg Jelid pemo|ly arewnbe ~o1epdn
= BuBon RoPohaBaloBadiSiNaNoB8duyaB3r8y
Oyl l00DZ2ZZ2ZH500»>»>7 i & 2=
® ® & S c c LS CODD OO ®DDQ O gg00EC S Scc D@
T DO £ £ 333 3 35 350033 00< < 220D O0D@O@E £ 35 35S <x«< S|I9ponl
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 L 1 _ O
| ooo't [#lle1-60-2002
| IOOO.N ajeq pu3l
i Fooo's
Eoooy m T& zejjed)y wol adessy
Fooos = ] avo ubisaq
i [ooo'e 8 =] uejdiool4 ag
' Fooo'z L4  UBld pue yoleNs Az
L ooo's [ “'9800YD)
' Fooo's 01 03 dn yo1d) s}onpoid
i Fooo'ol abed siy) uo sjosjUD
L }000L) Jayio o} Aldde o} siay|i) 109|198
== A (31 reym) ssesusanoeya buipoayl @||H)* SEIEICY
OLLL—

@Eomo._ ulwpy suoday spieoqyseqg SWOH




PCT/US2009/034765

WO 2009/105702

¢l 'Old

13/15

N» %00t % B Mmcgmmcm@@mm mm :
=

— palusd [ Aoeud pamojiy [[] srewnbe m_

8|y [9pol
.ﬁ.O/vYJ\ ./vavv\ .ﬁ.O/vYJ\ vavv\
3 N S N
00 00 00. N
N4 & N o,vo V\nONN_\
N N N N
&) [») [e Y
0
=ittt b=ttt b - - G2
- AW fesaaaaacN === ] e —- - -05 38
B NN NN NN T
s BT s s 001
=% (1 1eyM) 1oRdW| BINY Burpoayl @
— — — —  AoBII] POMO|Y = — - — —
- o L Oelld Pamo|ly erewnife
= BuBon RoloRaBoRoBa¥I8 2N N683g2828¢
Oyl l00DZ2ZZ2ZH500»>»>7 i & 2=
883&8§&§=c=5522558285858388383228a88&8§&5§=s=s55228
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 l | _ O
- { 1000°1
i Fooo'z
| [Foooe
tFooory §
Fooos =
i foooe 8
i Fooo'z
| [F000'8
' Fooo'e
i Fooo'ol
i }oo0LL

O A

(1 1eYm) ssaudanoayg Bunosyl ®

[“evepdn)

S|9poON

{li€1-60-2002

91eq pu3
sojelld oY) Jo eBusrsy

| SelUIN ‘sA syep
uBiseq [enbig oI

04d Ue|d SWoH
zeJjesly woJy adessy
01 01 dn y21d) sionpoid
obed siy; uo sjou0D
Jayio o} Aldde o} siay|i) 109|198

GinE

=% sI9)Id @

oLeL—

@Eomo._ ulwpy suoday spieoqyseqg SWOH




PCT/US2009/034765

WO 2009/105702

14/15

€l 'Old

awayosg Aeldsiq

0} Buip1oooy QV

ul ejeq Jo 1osqnsg
1seo 1e Juasald

pue ssa20.d

awsyos

Aeidsiq 109|893

991A9Q
juswabeue

051

adv ul ejeq aleys

(@v) esegeleq
UpNY Ul |S pue | 8J01S

A

| (1)
. (1) Jeynusp| 82118 198|100

J9AIDS
Bupny

\zZLL

IS pue | pussS
IS pue |q Qm_oomm<_l|v

Jalnuap| alemyos pue

a91AaQg
)IOM}ON

0Ll



PCT/US2009/034765

WO 2009/105702

15/15

vl 'Old swayog Aedsi(
0} Buipioooy VY

ul ejeq Jo Josgng
1Sea 1e Juasald
pue $s920.d

awayos
Aeidsiq 109|893

2JeM]JOg JO 8s

adv ul ejeq aleys m

Qm\éom JO @s pamojjesi|
10 pamo||y buipiebay ejeq aleys

MoO|[eSI JO MOl O]

\)

puBWIWOY |
oUIBUM mc_ctm_mm__H MO||eSI( JO MOJ|Y pUsS |
991A8(] v:o\émz_l|v Qv Ul Bied 8Jeys
uo mkmstom Jo a8 m (av) mmmpﬂmo_lv
PRV oA Hpny Ui IS pue |qg pues
. ISpuejqei)s  E
m 1S pue g syeossy[
w w (1S) Jounuap|
m m Qm\stom_H
| . pue (1Q) Janusp]
| | 92I1A8(J 199||0D
IEYNETS 92Ina(g IEYNETS 92Ina(g
uonesnuayny juswabeuep Bunipny ¥I0M}ON
~9ll 061 2zl 0Ll




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - claims
	Page 23 - claims
	Page 24 - claims
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings

