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(57) ABSTRACT 

A method and System for filtering email spam based on 
Similarity measures are described. In one embodiment, the 
method includes receiving an incoming email message, 
generating data characterizing the incoming email message 
based on the content of the incoming email message, and 
comparing the generated data with a set of data character 
izing Spam messages. The method further includes deter 
mining whether a resemblance between the data character 
izing the incoming email message and any data item from 
the Set of data characterizing spam messages exceeds a 
threshold. 
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METHOD AND APPARATUS FOR FILTERING 
EMAIL SPAM BASED ON SMILARITY 

MEASURES 

RELATED APPLICATIONS 

0001. The present application claims priority to U.S. 
Provisional Application Ser. No. 60/471,242, filed May 15, 
2003, which is incorporated herein in its entirety. 

FIELD OF THE INVENTION 

0002 The present invention relates to filtering electronic 
mail (email); more particularly, the present invention relates 
to filtering email spam based on Similarity measures. 

BACKGROUND OF THE INVENTION 

0003. The Internet is growing in popularity, and more and 
more people are conducting business over the Internet, 
advertising their products and Services by generating and 
Sending electronic mass mailings. These electronic mes 
Sages (emails) are usually unsolicited and regarded as nui 
sances by the recipients because they occupy much of the 
Storage Space needed for the necessary and important data 
processing. For example, a mail Server may have to reject 
accepting an important and/or desired email when its Storage 
capacity is filled to the maximum with the unwanted emails 
containing advertisements. Moreover, thin client Systems 
Such as Set top boxes, PDA's, network computers, and 
pagerS all have limited Storage capacity. Unwanted emails in 
any one of Such Systems can tie up a finite resource for the 
user. In addition, a typical user wastes time by downloading 
Voluminous but useleSS advertisement information. These 
unwanted emails are commonly referred to as spam. 
0004 Presently, there are products that are capable of 
filtering out unwanted messages. For example, a Spam block 
method exists which keeps an indeX list of all Spam agents 
(i.e., companies that generate mass unsolicited e-mails), and 
provides means to block any e-mail sent from a company on 
the list. 

0005) Another “junk mail” filter currently available 
employs filters which are based on predefined words and 
patterns as mentioned above. An incoming mail is desig 
nated as an unwanted mail, if the Subject contains a known 
Spam pattern. 

0006. However, as spam filtering grows in Sophistication, 
So do the techniques of SpammerS in avoiding the filters. 
Examples of tactics incorporated by recent generation of 
SpammerS include randomization, origin concealment, and 
filter evasion using HTML. 

SUMMARY OF THE INVENTION 

0007. A method and system for filtering email spam 
based on Similarity measures are described. According to 
one aspect, the method includes receiving an incoming 
email message, generating data characterizing the incoming 
email message based on the content of the incoming email 
message, and comparing the generated data with a set of data 
characterizing Spam messages. The method further includes 
determining whether a resemblance between the data char 
acterizing the incoming email message and any data item 
from the Set of data characterizing Spam messages exceeds 
a threshold. 
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0008. Other features of the present invention will be 
apparent from the accompanying drawings and from the 
detailed description that follows. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0009. The present invention will be understood more 
fully from the detailed description given below and from the 
accompanying drawings of various embodiments of the 
invention, which, however, should not be taken to limit the 
invention to the Specific embodiments, but are for explana 
tion and understanding only. 
0010 FIG. 1 is a block diagram of one embodiment of a 
System for controlling delivery of Spam electronic mail. 
0011 FIG. 2 is a block diagram of one embodiment of a 
Spam content preparation module. 
0012 FIG. 3 is a block diagram of one embodiment of a 
Similarity determination module. 
0013 FIG. 4 is a flow diagram of one embodiment of a 
process for handling a Spam message. 
0014 FIG. 5 is a flow diagram of one embodiment of a 
process for filtering email spam based on Similarities mea 
SUCS. 

0.015 FIG. 6A is a flow diagram of one embodiment of 
a process for creating a signature of an email message. 
0016 FIG. 6B is a flow diagram of one embodiment of 
a proceSS for detecting Spam using a Signature of an email 
meSSage. 

0017 FIG. 7 is a flow diagram of one embodiment of a 
process for a character-based comparison of documents. 
0018 FIG. 8 is a flow diagram of one embodiment of a 
process for determining whether two documents are Similar. 
0019 FIG. 9 is a flow diagram of one embodiment of a 
process for reducing noise in an email message. 
0020 FIG. 10 is a flow diagram of one embodiment of a 
process for modifying an email message to reduce noise. 
0021 FIG. 11 is a block diagram of an exemplary 
computer System. 

DETAILED DESCRIPTION OF THE PRESENT 
INVENTION 

0022. A method and apparatus for filtering email spam 
based on Similarity measures are described. In the following 
description, numerous details are set forth. It will be appar 
ent, however, to one skilled in the art, that the present 
invention may be practiced without these specific details. In 
other instances, well-known Structures and devices are 
shown in block diagram form, rather than in detail, in order 
to avoid obscuring the present invention. 
0023. Some portions of the detailed descriptions which 
follow are presented in terms of algorithms and Symbolic 
representations of operations on data bits within a computer 
memory. These algorithmic descriptions and representations 
are the means used by those skilled in the data processing 
arts to most effectively convey the substance of their work 
to otherS Skilled in the art. An algorithm is here, and 
generally, conceived to be a Self-consistent Sequence of steps 
leading to a desired result. The Steps are those requiring 
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physical manipulations of physical quantities. Usually, 
though not necessarily, these quantities take the form of 
electrical or magnetic Signals capable of being Stored, trans 
ferred, combined, compared, and otherwise manipulated. It 
has proven convenient at times, principally for reasons of 
common usage, to refer to these signals as bits, values, 
elements, Symbols, characters, terms, numbers, or the like. 

0024. It should be borne in mind, however, that all of 
these and Similar terms are to be associated with the appro 
priate physical quantities and are merely convenient labels 
applied to these quantities. Unless Specifically Stated other 
wise as apparent from the following discussion, it is appre 
ciated that throughout the description, discussions utilizing 
terms Such as “processing or “computing or "calculating 
or “determining” or “displaying or the like, refer to the 
action and processes of a computer System, or Similar 
electronic computing device, that manipulates and trans 
forms data represented as physical (electronic) quantities 
within the computer System's registers and memories into 
other data Similarly represented as physical quantities within 
the computer System memories or registers or other Such 
information Storage, transmission or display devices. 
0.025 The present invention also relates to apparatus for 
performing the operations herein. This apparatus may be 
Specially constructed for the required purposes, or it may 
comprise a general purpose computer Selectively activated 
or reconfigured by a computer program Stored in the com 
puter. Such a computer program may be stored in a computer 
readable Storage medium, Such as, but is not limited to, any 
type of disk including floppy disks, optical disks, CD 
ROMs, and magnetic-optical disks, read-only memories 
(ROMs), random access memories (RAMs), EPROMs, 
EEPROMs, magnetic or optical cards, or any type of media 
Suitable for Storing electronic instructions, and each coupled 
to a computer System bus. 

0026. The algorithms and displays presented herein are 
not inherently related to any particular computer or other 
apparatus. Various general purpose Systems may be used 
with programs in accordance with the teachings herein, or it 
may prove convenient to construct more specialized appa 
ratus to perform the required method Steps. The required 
Structure for a variety of these Systems will appear from the 
description below. In addition, the present invention is not 
described with reference to any particular programming 
language. It will be appreciated that a variety of program 
ming languages may be used to implement the teachings of 
the invention as described herein. 

0027. A machine-readable medium includes any mecha 
nism for Storing or transmitting information in a form 
readable by a machine (e.g., a computer). For example, a 
machine-readable medium includes read only memory 
(“ROM"); random access memory (“RAM”); magnetic disk 
Storage media, optical Storage media; flash memory devices, 
electrical, optical, acoustical or other form of propagated 
Signals (e.g., carrier Waves, infrared signals, digital signals, 
etc.), etc. 
0028 Filtering Email Spam Based on Similarity Mea 
SUCS 

0029 FIG. 1 is a block diagram of one embodiment of a 
System for controlling delivery of Spam electronic mail 
(email). The system includes a control center 102 coupled to 
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a communications network 100 such as a public network 
(e.g., the Internet, a wireless network, etc.) or a private 
network (e.g., LAN, Intranet, etc.). The control center 102 
communicates with multiple network servers 104 via the 
network 100. Each server 104 communicates with user 
terminals 106 using a private or public network. 
0030 The control center 102 is an anti-spam facility that 
is responsible for analyzing messages identified as Spam, 
developing filtering rules for detecting Spam, and distribut 
ing the filtering rules to the Servers 104. A message may be 
identified as Spam because it was sent by a known Spam 
Source (as determined, for example, using a "spam probe’, 
i.e., an email address Specifically Selected to make its way 
into as many spammer mailing lists as possible). 
0031. A server 104 may be a mail server that receives and 
Stores messages addressed to users of corresponding user 
terminals sent. Alternatively, a server 104 may be a different 
server coupled to the mail server 104. Servers 104 are 
responsible for filtering incoming messages based on the 
filtering rules received from the control center 102. 
0032. In one embodiment, the control center 102 includes 
a Spam content preparation module 108 that is responsible 
for generating data characterizing the content associated 
with a Spam attack and Sending this data to the Servers 104. 
Each server 104 includes a similarity determination module 
110 that is responsible for storing spam data received from 
the control center 102 and identifying incoming email 
messages resembling the Spam content using the stored data. 
0033. In an alternative embodiment, each server 104 
hosts both the spam content preparation module 108 that 
generates data characterizing the content associated with a 
spam attack and the similarity determination module 110 
that uses the generated data to identify email messages 
resembling the Spam content. 

0034 FIG. 2 is a block diagram of one embodiment of a 
Spam content preparation module 200. The Spam content 
preparation module 200 includes a Spam content parser 202, 
a Spam data generator 206, and a Spam data transmitter 208. 
0035. The spam content parser 202 is responsible for 
parsing the body of email messages resulting from Spam 
attacks (referred to as spam messages). 
0036) The spam data generator 206 is responsible for 
generating data characterizing a Spam message. In one 
embodiment, data characterizing a Spam message includes a 
list of hash values calculated for sets of tokens (e.g., 
characters, Words, lines, etc.) composing the Spam message. 
Data characterizing a Spam message or any other email 
message is referred to herein as a message Signature. Sig 
natures of Spam messages or any other email messages may 
contain various data identifying the message content and 
may be created using various algorithms that enable the use 
of Similarity measures in comparing Signatures of different 
email messages. 

0037. In one embodiment, the spam content preparation 
module 200 also includes a noise reduction algorithm 204 
that is responsible for detecting data indicative of noise and 
removing the noise from Spam messages prior to generating 
Signatures of Spam messages. Noise represents data invisible 
to a recipient that was added to a Spam message to hide its 
Spam nature. 
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0.038. In one embodiment, the spam content preparation 
module 200 also includes a message grouping algorithm (not 
shown) that is responsible for grouping messages originated 
from a single Spam attack. Grouping may be performed 
based on specified characteristics of spam messages (e.g., 
included URLs, message parts, etc.). If grouping is used, the 
Spam data generator 206 may generate a Signature for a 
group of Spam messages rather than for each individual 
meSSage. 

0039. The spam data transmitter 208 is responsible for 
distributing Signatures of Spam messages to participating 
servers such as servers 104 of FIG. 1. In one embodiment, 
each server 104 periodically (e.g., each 5 minutes) initiates 
a connection (e.g., a secure HTTPS connection) with the call 
center 102. Using this pull-based connection, Signatures are 
transmitted from the call center 102 to the relevant server 
106. 

0040 FIG. 3 is a block diagram of one embodiment of a 
similarity determination module 300. The similarity deter 
mination module 300 includes an incoming message parser 
302, a spam data receiver 306, a message data generator 310, 
a resemblance identifier 312, and a spam database 304. 
0041. The incoming message parser 302 is responsible 
for parsing the body of incoming email messages. 
0042. The spam data receiver 306 is responsible for 
receiving Signatures of Spam messages and Storing them in 
the spam database 304. 
0043. The message data generator 310 is responsible for 
generating Signatures of incoming email messages. In Some 
embodiments, a signature of an incoming email message 
includes a list of hash Values calculated for Sets of tokens 
(e.g., characters, Words, lines, etc.) composing the incoming 
email message. In other embodiments, a signature of an 
incoming email message includes various other data char 
acterizing the content of the email message (e.g., a Subset of 
token sets composing the incoming email message). AS 
discussed above, Signatures of email messages may be 
created using various algorithms that allow for use of 
Similarity measures in comparing Signatures of different 
email messages. 

0044) In one embodiment, the similarity determination 
module 300 also includes an incoming message cleaning 
algorithm 308 that is responsible for detecting data indica 
tive of noise and removing the noise from the incoming 
email messages prior to generating their signatures, as will 
be discussed in more detail below. 

0045. The resemblance identifier 312 is responsible for 
comparing the Signature of each incoming email message 
with the Signatures of Spam messages Stored in the Spam 
database 304 and determining, based on this comparison, 
whether an incoming email message is Similar to any Spam 
meSSage. 

0046. In one embodiment, the spam database 304 stores 
Signatures generated for Spam messages before they undergo 
the noise reduction process (i.e., noisy Spam messages) and 
Signatures generated for these Spam messages after they 
undergo the noise reduction process (i.e., spam message 
with reduced noise). In this embodiment, the message data 
generator 310 first generates a Signature of an incoming 
email message prior to noise reduction, and the resemblance 
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identifier 312 compares this signature with the Signatures of 
noisy Spam messages. If this comparison indicates that the 
incoming email message is similar to one of these Spam 
messages, then the resemblance identifier 312 marks this 
incoming email message as Spam. Alternatively, the resem 
blance identifier 312 invokes the incoming message cleaning 
algorithm 308 to remove noise from the incoming email 
message. Then, the message data generator 310 generates a 
Signature for the modified incoming message, which is then 
compared by the resemblance identifier 312 with the signa 
tures of Spam messages with reduced noise. 
0047 FIG. 4 is a flow diagram of one embodiment of a 
process 400 for handling a Spam message. The process may 
be performed by processing logic that may comprise hard 
Ware (e.g., dedicated logic, programmable logic, microcode, 
etc.), Software (Such as run on a general purpose computer 
System or a dedicated machine), or a combination of both. In 
one embodiment, processing logic resides at a control center 
102 of FIG. 1. 

0048 Referring to FIG. 4, process 400 begins with 
processing logic receiving a Spam message (processing 
block 402). 
0049. At processing block 404, processing logic modifies 
the Spam message to reduce noise. One embodiment of a 
noise reduction algorithm will be discussed in more detail 
below in conjunction with FIGS. 9 and 10. 
0050. At processing block 406, processing logic gener 
ates a signature of the Spam message. In one embodiment, a 
Signature of the Spam message includes a list of hash values 
calculated for sets of tokens (e.g., characters, words, lines, 
etc.) composing the incoming email message, as will be 
discussed in more detail below in conjunction with FIG. 6A. 
In other embodiments, a signature of an incoming email 
message includes various other data characterizing the con 
tent of the email message. 
0051. At processing block 408, processing logic transfers 
the Signature of the Spam message to a server (e.g., a server 
104 of FIG. 1), which uses the signature of the spam 
message to find incoming email messages resembling the 
Spam message (block 410). 
0.052 FIG. 5 is a flow diagram of one embodiment of a 
process 500 for filtering email spam based on similarities 
measures. The proceSS may be performed by processing 
logic that may comprise hardware (e.g., dedicated logic, 
programmable logic, microcode, etc.), Software (Such as run 
on a general purpose computer System or a dedicated 
machine), or a combination of both. In one embodiment, 
processing logic resides at a server 104 of FIG. 1. 
0053) Referring to FIG. 5, process 500 begins with 
processing logic receiving an incoming email message (pro 
cessing block 502). 
0054. At processing block 504, processing logic modifies 
the incoming message to reduce noise. One embodiment of 
a noise reduction algorithm will be discussed in more detail 
below in conjunction with FIGS. 9 and 10. 
0055. At processing block 506, processing logic gener 
ates a signature of the incoming message based on the 
content of the incoming message. In one embodiment, a 
Signature of an incoming email message includes a list of 
hash values calculated for sets of tokens (e.g., characters, 
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Words, lines, etc.) composing the incoming email message, 
as will be discussed in more detail below in conjunction with 
FIG. 6A. In other embodiments, a signature of an incoming 
email message includes various other data characterizing the 
content of the email message. 
0056. At processing block 508, processing compares the 
Signature of the incoming messages with Signatures of Spam 
meSSageS. 

0057. At processing block 510, processing logic deter 
mines that the resemblance between the Signature of the 
incoming message and a signature of Some Spam message 
exceeds a threshold Similarity measure. One embodiment of 
a process for determining the resemblance between two 
messages is discussed in more detail below in conjunction 
with FIG. 6B. 

0.058 At processing block 512, processing logic marks 
the incoming email message as Spam. 
0059 FIG. 6A is a flow diagram of one embodiment of 
a process 600 for creating a signature of an email message. 
The proceSS may be performed by processing logic that may 
comprise hardware (e.g., dedicated logic, programmable 
logic, microcode, etc.), Software (Such as run on a general 
purpose computer System or a dedicated machine), or a 
combination of both. In one embodiment, processing logic 
resides at a server 104 of FIG. 1. 

0060 Referring to FIG. 6A, process 600 begins with 
processing logic dividing an email message into Sets of 
tokens (processing block 602). Each set of tokens may 
include a predefined number of Sequential units from the 
email message. The predefined number may be equal to, or 
greater than, 1. A unit may represent a character, a word or 
a line in the email message. In one embodiment, each Set of 
tokens is combined with the number of occurrences of this 
Set of tokens in the email message. 
0061. At processing block 604, processing logic calcu 
lates hash values for the Sets of tokens. In one embodiment, 
a hash value is calculated by applying a hash function to 
each combination of a Set of tokens and a corresponding 
token occurrence number. 

0.062. At processing block 606, processing logic creates a 
Signature for the email message using the calculated hash 
values. In one embodiment, the Signature is created by 
Selecting a Subset of calculated hash values and adding a 
parameter characterizing the email message to the Selected 
Subset of calculated hash values. The parameter may specify, 
for example, the Size of the email message, the number of 
calculated hash values, the keyword associated with the 
email message, the name of an attachment file, etc. 
0.063. In one embodiment, a signature for an email mes 
Sage is created using a character-based document compari 
Son mechanism that will be discussed in more detail below 
in conjunction with FIGS. 7 and 8. 
0064 FIG. 6B is a flow diagram of one embodiment of 
a proceSS 650 for detecting Spam using a signature of an 
email message. The proceSS may be performed by proceSS 
ing logic that may comprise hardware (e.g., dedicated logic, 
programmable logic, microcode, etc.), Software (Such as run 
on a general purpose computer System or a dedicated 
machine), or a combination of both. In one embodiment, 
processing logic resides at a server 104 of FIG. 1. 
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0065 Referring to FIG. 6B, process 650 compares data 
in a signature of an incoming email message with data in a 
Signature of each spam message. The Signature data includes 
a parameter characterizing the content of an email message 
and a Subset of hash values generated for the tokens con 
tained in the email message. The parameter may specify, for 
example, the Size of the email message, the number of 
tokens in the email message, the keyword associated with 
the email message, the name of an attachment file, etc. 
0066 Processing logic begins with comparing a param 
eter in a signature of the incoming email message with a 
corresponding parameter in a signature of each spam mes 
Sage (processing block 652). 
0067. A decision box 654, processing logic determines 
whether any spam message Signatures contain a parameter 
Similar to the parameter of the incoming message Signature. 
The Similarity may be determined, for example, based on the 
allowed difference between the two parameters or the 
allowed ratio of the two parameters. 
0068 If none of the spam message signatures contain a 
parameter Similar to the parameter of the incoming message 
Signature, processing logic decides that the incoming email 
message is legitimate (i.e., it is not spam) (processing block 
662). 
0069. Alternatively, if one or more spam message signa 
tures have a similar parameter, processing logic determines 
whether the signature of he first spam message has hash 
values Similar to the hash values in the Signature of the 
incoming email (decision box 656). Based on the similarity 
threshold, the hash values may be considered similar if, for 
example, a certain number of them matches or the ratio of 
matched and unmatched hash values exceeds a Specified 
threshold. 

0070 If the first spam message signature has hash values 
Similar to the hash values of the incoming email Signature, 
processing logic decides that the incoming email message is 
Spam (processing block 670). Otherwise, processing logic 
further determines if there are more Spam message Signa 
tures with the similar parameter (decision box 658). If so, 
processing logic determines whether the next Spam message 
Signature has hash values similar to the hash values of the 
incoming email Signature (decision box 656). If So, process 
ing logic decides that the incoming email message is Spam 
(processing block 670). If not, processing logic returns to 
processing block 658. 

0071. If processing logic determines that no other spam 
message Signatures have the Similar parameter, then it 
decides that the incoming mail message is not spam (pro 
cessing block 662). Character-Based Document Comparison 
Mechanism 

0072 FIG. 7 is a flow diagram of one embodiment of a 
process 700 for a character-based comparison of documents. 
The process may be performed by processing logic that may 
comprise hardware (e.g., dedicated logic, programmable 
logic, microcode, etc.), Software (Such as run on a general 
purpose computer System or a dedicated machine), or a 
combination of both. 

0073) Referring to FIG. 7, process 700 begins with 
processing logic pre-processing a document (processing 
block 702). In one embodiment, the document is pre 
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processed by changing each upper case alphabetic character 
within the document to a lower case alphabetic character. 
For example, the message “I am Sam, Sam I am.” may be 
pre-processed into an expression “i.am.Sam.Sam.i.am'. 
0.074 At processing block 704, processing logic divides 
the document into tokens, with each token including a 
predefined number of Sequential characters from the docu 
ment. In one embodiment, each token is combined with its 
occurrence number. This combination is referred to as a 
labeled shingle. For example, if the predefined number of 
Sequential characters in the token is equal to 3, the expres 
sion specified above includes the following set of labeled 
shingles: 

0075) i.a1 
0.076 am 1 
0077 am.1 
0078 m.s1 
0079) sa1 
0080) 
0081 sm.2 
0082 m.s1 
0083) sm2 
0084) 
0085 am.3 
0.086 mil 
0087 i.1 
0088 i.a2 
0089 am4 

0090. In one embodiment, the shingles are represented as 
a histogram. 

Sam1 

Sam2 

0.091 At processing block 706, processing logic calcu 
lates hash values for the tokens. In one embodiment, the 
hash values are calculated for the labeled shingles. For 
example, if a hashing function H(X) is applied to each 
labeled shingle illustrated above, the following results are 
produced: 

0092) 
0093) 
0094) 
O095 
0096) 
O097 
0098) 
0099) 
01.00 
01.01 
0102) 
0103) 
01.04] 

H(i.a1)->458348732 
H(.am1)->200404023 
H(am.1)->692939349 
H(ms1)->220443033 
H(sa1)->554034022 
H(8am1)->542929292 
H(am.2)->629292229 
H(ms1)->702202232 
H(sa2)->322243349 
H(8am2)->993.923828 
H(am.3)->163393269 
H(mi1)->595437753 
H(i.1)->843438583 
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01.05) H(i.a2)->244485639 
01.06 H(am4)->493869359 

0107. In one embodiment, processing logic then sorts the 
hash values as follows: 

0108) 163393269 
0109) 200604023 
0110) 220643033 
0111 246685639 
O112 322263369 
0113 458368732 
0114) 4938.69359 
0115 542929292 
0116) 554034022 
0117 595637753 
0118) 629292229 
0119) 692939349 
0120) 702202232 
0121 843438.583 
0122) 993.923828 

0123. At processing block 708, processing logic Selects a 
Subset of hash values from the calculated hash values. In one 
embodiment, processing logic Selects X Smallest Values 
from the Sorted hash values and creates from them a 
“sketch” of the document. For example, for X=4, the sketch 
can be expressed as follows: 

O124) 163393269 
244485639). 

200404023 220443O33 

0.125. At processing block 710, processing logic creates a 
Signature of the document by adding to the Sketch a param 
eter pertaining to the tokens of the document. In one 
embodiment, the parameter Specifies the number of original 
tokens in the document. In the example above, the number 
of original tokens is 15. Hence, the Signature of the docu 
ment can be expressed as follows: 

0126) 15 163393269 200404023 220443033 
244485639). 

0127. Alternatively, the parameter may specify any other 
characteristic of the content of the document (e.g., the size 
of the document, the keyword associated with the document, 
etc.). 
0128 FIG. 8 is a flow diagram of one embodiment of a 
process 800 for determining whether two documents are 
Similar. The proceSS may be performed by processing logic 
that may comprise hardware (e.g., dedicated logic, program 
mable logic, microcode, etc.), Software (such as run on a 
general purpose computer System or a dedicated machine), 
or a combination of both. 

0129 Referring to FIG. 8, process 800 begins with 
processing logic comparing the token numberS Specified in 
the Signatures of documents 1 and 2, and determining 
whether the token number in the first signature is within the 
allowed range with respect to the token number from the 
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second signature (decision box 802). For example, the 
allowed range may be a difference of 1 or less or a ratio of 
90 percent or higher. 

0.130) If the token number in the first signature is outside 
of the allowed range with respect to the token number from 
the Second Signature, processing logic decides that docu 
ments 1 and 2 are different (processing block 808). Other 
wise, if the token number in the first Signature is within the 
allowed range with respect to the token number from the 
Second Signature, processing logic determines whether the 
resemblance between hash values in Signatures 1 and 2 
exceeds a threshold (e.g., more than 95 percent of hash 
values are the same) (decision box 804). If So, processing 
logic decides that the two documents are similar (processing 
block 806). If not, processing logic decides that documents 
1 and 2 are different (processing block 808). 
0131 Email Spam Filtering Using Noise Reduction 
0132 FIG. 9 is a flow diagram of one embodiment of a 
process 900 for reducing noise in an email message. The 
proceSS may be performed by processing logic that may 
comprise hardware (e.g., dedicated logic, programmable 
logic, microcode, etc.), Software (Such as run on a general 
purpose computer System or a dedicated machine), or a 
combination of both. 

0133) Referring to FIG. 9, process 900 begins with 
processing logic detecting in an email message data indica 
tive of noise (processing block 902). As discussed above, 
noise represents data that is invisible to a recipient of the 
mail message and was added to the email message to avoid 
Spam filtering. Such data may include, for example, format 
ting data (e.g., HTML tags), numeric character references, 
character entity references, URL data of predefined catego 
ries, etc. Numeric character references Specify the code 
position of a character in the document character Set. Char 
acter entity references use Symbolic names So that authors 
need not remember code positions. For example, the char 
acter entity reference &aring refers to the lowercase “a 
character topped with a ring. 
0134. At processing block 904, processing logic modifies 
the content of the email message to reduce the noise. In one 
embodiment, the content modification includes removing 
formatting data, translating numeric character references 
and charcater entity references to their ASCII equivalents, 
and modifying URL data. 
0135). At processing block 906, processing logic com 
pares the modified content of the email message with the 
content of a Spam message. In one embodiment, the com 
parison is performed to identify an exact match. Alterna 
tively, the comparison is performed to determine whether the 
two documents are similar. 

0.136 FIG. 10 is a flow diagram of one embodiment of a 
process 1000 for modifying an email message to reduce 
noise. The proceSS may be performed by processing logic 
that may comprise hardware (e.g., dedicated logic, program 
mable logic, microcode, etc.), Software (such as run on a 
general purpose computer System or a dedicated machine), 
or a combination of both. 

0137 Referring to FIG. 10, process 1000 begins with 
processing logic Searching an email message for formatting 
data (e.g., HTML tags) (processing block 1002). 
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0.138. At decision box 1004, processing logic determines 
whether the found formatting data qualifies as an exception. 
Typically, HTML formatting does not add anything to the 
information content of a message. However, a few excep 
tions exist. These exceptions are the tags that contain useful 
information for further processing of the message (e.g., tags 
<BODY>, <A>, <IMGd, and <FONTs). For example, the 
<FONT> and <BODY> tags are needed for “white on 
white' text elimination, and the <A> and <IMG> tags 
typically contain link information that may be used for 
passing data to other components of the System. 
0.139. If the formatting data does not qualify as an excep 
tion, the formatting data is extracted from the email message 
(processing block 1006). 
0140 Next, processing logic converts each numerical 
character reference and character entity reference into a 
corresponding ASCII character (processing block 1008). 
0.141. In HTML, numeric character references may take 
two forms: 

0.142 1. The syntax “&#D;”, where D is a decimal 
number, refers to the ISO 10646 decimal character 
number D; and 

0143 2. The syntax “&#xH;” or “&#XH;”, where H 
is a hexadecimal number, refers to the ISO 10646 
hexadecimal character number H. Hexadecimal 
numbers in numeric character references are case 
insensitive. 

014.4 For example, randomized characters in the body 
may appear as a following expression: 

0145 Théxit 101&#32&#83a&#118&#105n&#103 
&#115R&#101&if 103 is &#116e&#114&if 119&#97 
&#110&#116&#115&#32yo&#117. 

0146 This expression has a meaning of the phrase “The 
SavingsRegister wants you.” 
0147 Some times the conversion performed at process 
ing block 1008 may need to be repeated. For example, the 
string “&#38;” corresponds to the string “&” in ASCII, the 
string “&#35; corresponds to the string "#" in ASCII, the 
string “&#51; corresponds to 3 in ASCII, the string “if56;” 
corresponds to 8 in ASCII, and “if59; corresponds to the 
string “; ” in ASCII. Hence, the combined string 
“&#38;&#35;&#51;&#56;&#59;', when converted, results 
in the string “&#38;” that needs to be converted. 
0.148. Accordingly, after the first conversion operation at 
processing block 1008, processing logic checks whether the 
converted data Still includes numeric character references or 
character entity references (decision box 1010). If the check 
is positive, processing logic repeats the conversion operation 
at processing block 1008. Otherwise, processing logic pro 
ceeds to processing block 1012. 
0149. At processing block 1012, processing logic modi 
fies URL data of predefined categories. These categories 
may include, for example, numerical character references 
contained in the URL that are converted by processing logic 
into corresponding ASCII characters. In addition, the URL 
“password” Syntax may be used to add characters before an 
“G” in the URL hostname. These characters are ignored by 
the target Web Server but they add significant amounts of 
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noise information to each URL. Processing logic modifies 
the URL data by removing these additional characters. 
Finally, processing logic removes the “query' part of the 
URL, following a string “'?” at the end of the URL. 
0150. An example of a URL is as follows: 
0151 http%3a %2f%2flotsofunk(awww.foo.com 
%2fbar.html?muchmorejunk 

0152 Processing logic modifies the above URL data into 
http://www.foo.com/bar.hmil. 
0153. An Exemplary Computer System 
0154 FIG. 11 is a block diagram of an exemplary 
computer system 1100 that may be used to perform one or 
more of the operations described herein. In alternative 
embodiments, the machine may comprise a network router, 
a network Switch, a network bridge, Personal Digital ASSis 
tant (PDA), a cellular telephone, a web appliance or any 
machine capable of executing a sequence of instructions that 
Specify actions to be taken by that machine. 
O155 The computer system 1100 includes a processor 
1102, a main memory 1104 and a static memory 1106, which 
communicate with each other via a bus 1108. The computer 
system 1100 may further include a video display unit 1110 
(e.g., a liquid crystal display (LCD) or a cathode ray tube 
(CRT)). The computer system 1100 also includes an alpha 
numeric input device 1112 (e.g., a keyboard), a cursor 
control device 1114 (e.g., a mouse), a disk drive unit 1116, 
a signal generation device 1120 (e.g., a speaker) and a 
network interface device 1122. 

0156 The disk drive unit 1116 includes a computer 
readable medium 1124 on which is stored a set of instruc 
tions (i.e., Software) 1126 embodying any one, or all, of the 
methodologies described above. The software 1126 is also 
shown to reside, completely or at least partially, within the 
main memory 1104 and/or within the processor 1102. The 
Software 1126 may further be transmitted or received via the 
network interface device 1122. For the purposes of this 
Specification, the term “computer-readable medium’ shall 
be taken to include any medium that is capable of Storing or 
encoding a sequence of instructions for execution by the 
computer and that cause the computer to perform any one of 
the methodologies of the present invention. The term “com 
puter-readable medium’ shall accordingly be taken to 
included, but not be limited to, Solid-state memories, optical 
and magnetic disks, and carrier wave signals. 
O157. Whereas many alterations and modifications of the 
present invention will no doubt become apparent to a perSon 
of ordinary skill in the art after having read the foregoing 
description, it is to be understood that any particular embodi 
ment shown and described by way of illustration is in no 
way intended to be considered limiting. Therefore, refer 
ences to details of various embodiments are not intended to 
limit the Scope of the claims which in themselves recite only 
those features regarded as essential to the invention. 

We claim: 
1. The method comprising: 
receiving an email message; 
generating data characterizing the email message based 

on content of the email message; 
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comparing the data characterizing the email message with 
a set of data characterizing a plurality of Spam mes 
Sages; and 

determining whether a resemblance between the data 
characterizing the email message and any data item 
within the Set of data characterizing the plurality of 
Spam messages exceeds a threshold. 

2. The method of claim 1 further comprising: 
marking the email message as Spam if the resemblance 

between the data characterizing the email message and 
any data item within the Set of data characterizing the 
plurality of Spam messages exceeds a threshold. 

3. The method of claim 1 further comprising: 
receiving data characterizing a new Spam message, and 
Storing the received data in a database. 
4. The method of claim 1 further comprising: 
upon receiving the email message, evaluating the email 

message for a presence of noise added to avoid Spam 
filtering, and 

modifying content of the email message to reduce the 
noise. 

5. The method of claim 4 wherein evaluating the email 
message for the presence of noise comprises detecting at 
least one of formatting data, a numeric character reference, 
a character entity reference, and predefined URL data. 

6. The method of claim 1 wherein generating the data 
characterizing the email message comprises: 

dividing the email message into a plurality of tokens, and 
calculating a plurality of hash values for the plurality of 

tokens. 
7. The method of claim 6 wherein comparing the data 

characterizing the email message with the Set of data char 
acterizing the plurality of Spam messages comprises: 

finding, in the Set of data characterizing the plurality of 
Spam messages, one or more data items having addi 
tional information Similar to additional information 
contained in the data characterizing the plurality of 
Spam messages, and 

comparing the Subset of hash values in the data charac 
terizing the email message with a Subset of hash values 
in each found data item until finding a similar Subset of 
hash values. 

8. The method of claim 3 further comprising: 
evaluating the new Spam message for a presence of noise; 
modifying content of the new Spam message to reduce the 

noise; and 
generating data characterizing the Spam message based on 

content of the modified new Spam message. 
9. The method comprising: 
receiving a Spam message; 
generating data characterizing the Spam message based on 

content of the Spam message, and 
transferring the data characterizing the Spam message to 

a Server, the data characterizing the Spam message 
being Subsequently used to find incoming messages 
resembling the Spam message. 
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10. The method of claim 9 further comprising: 
upon receiving the Spam message, evaluating the Spam 

message for a presence of noise, and 
modifying content of the Spam message to reduce the 

noise. 
11. The method of claim 9 wherein evaluating the spam 

message for the presence of noise comprises detecting at 
least one of formatting data, a numeric character reference, 
a character entity reference, and predefined URL data. 

12. The method of claim 9 wherein generating the data 
characterizing the Spam message comprises: 

dividing the Spam message into a plurality of tokens, and 
calculating a plurality of hash values for the plurality of 

tokens. 
13. A System comprising: 
an incoming message parser to receive an email message; 
a message data generator to generate data characterizing 

the email message based on content of the email 
message, and 

a resemblance identifier to compare the data characteriz 
ing the email message with a set of data characterizing 
a plurality of Spam messages, and to determine whether 
a resemblance between the data characterizing the 
email message and any data item within the Set of data 
characterizing the plurality of Spam messages exceeds 
a threshold. 

14. The system of claim 13 further comprising: 
a database to Store data characterizing a new Spam mes 

Sage. 
15. The system of claim 13 further comprising: 
a message cleaning algorithm to evaluate the email mes 

Sage for a presence of noise added to avoid Spam 
filtering, and to modify content of the email message to 
reduce the noise. 

16. A System comprising: 

a Spam content parser to receive a Spam message; 
a Spam data generator to generate data characterizing the 
Spam message based on content of the Spam message; 
and 

a Spam data transmitter to transfer the data characterizing 
the Spam message to a server, the data characterizing 
the Spam message being Subsequently used to find 
incoming messages resembling the Spam message. 

17. The system of claim 16 further comprising a noise 
reduction algorithm to evaluate the Spam message for a 
presence of noise, and to modify content of the Spam 
message to reduce the noise. 

18. The system of claim 17 wherein the noise reduction 
algorithm is to evaluate the Spam message for the presence 
of noise by detecting at least one of formatting data, a 
numeric character reference, a character entity reference, 
and predefined URL data. 

19. An apparatus comprising: 

means for receiving an email message, 
means for generating data characterizing the email mes 

Sage based on content of the email message; 
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means for comparing the data characterizing the email 
message with a set of data characterizing a plurality of 
Spam messages, and 

means for determining whether a resemblance between 
the data characterizing the email message and any data 
item within the Set of data characterizing the plurality 
of Spam messages exceeds a threshold. 

20. The apparatus of claim 19 further comprising: 
means for receiving data characterizing a new Spam 

message, and 

a database to Storing the received data. 
21. An apparatus comprising: 
means for receiving a Spam message; 
means for generating data characterizing the Spam mes 

Sage based on content of the Spam message; and 
means for transferring the data characterizing the Spam 

message to a Server, the data characterizing the Spam 
message being Subsequently used to find incoming 
messages resembling the Spam message. 

22. The apparatus of claim 21 further comprising: 
means for evaluating the Spam message for a presence of 

noise; and 
means for modifying content of the Spam message to 

reduce the noise. 

23. The apparatus of claim 21 wherein means for evalu 
ating the Spam message for the presence of noise comprises 
means for detecting at least one of formatting data, a 
numeric character reference, a character entity reference, 
and predefined URL data. 

24. A computer readable medium comprising executable 
instructions which when executed on a processing System 
cause Said processing System to perform a method compris 
Ing: 

receiving an email message; 
generating data characterizing the email message based 

on content of the email message; 
comparing the data characterizing the email message with 

a set of data characterizing a plurality of Spam mes 
Sages; and 

determining whether a resemblance between the data 
characterizing the email message and any data item 
within the Set of data characterizing the plurality of 
Spam messages exceeds a threshold. 

25. The computer readable medium of claim 24 wherein 
the method further comprises: 

receiving data characterizing a new Spam message, and 

Storing the received data in a database. 
26. The computer readable medium of claim 24 wherein 

the method further comprises: 
upon receiving the email message, evaluating the email 

message for a presence of noise added to avoid Spam 
filtering, and 

modifying content of the email message to reduce the 
noise. 
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27. A computer readable medium comprising executable 
instructions which when executed on a processing System 
cause Said processing System to perform a method compris 
ing: 

receiving a Spam message; 

generating data characterizing the Spam message based on 
content of the Spam message; and 

transferring the data characterizing the Spam message to 
a Server, the data characterizing the Spam message 
being Subsequently used to find incoming messages 
resembling the Spam message. 
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28. The computer readable medium of claim 27 wherein 
the method further comprises: 
upon receiving the Spam message, evaluating the Spam 

message for a presence of noise; and 
modifying content of the Spam message to reduce the 

noise. 
29. The computer readable medium of claim 27 wherein 

evaluating the Spam message for the presence of noise 
comprises detecting at least one of formatting data, a 
numeric character reference, a character entity reference, 
and predefined URL data. 

k k k k k 


