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maton.
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FINITE AUTOMATA MANAGER

BACKGROUND

[0001] Unless otherwise indicated herein, the materials described in this section
are not prior art to the claims in this application and are not admitted to be prior art by
inclusion in this section.

[0002] In a computing architecture, a processor core may be associated with one
or more caches and main memories. Although caches may have faster access times
relative to main memory, caches may typically be orders of magnitude smaller than main
memory. Data and executable instructions may be stored in main memory and may be

placed into a cache for relatively faster access.

SUMMARY

[0003] In one example, methods to select program instructions for a hardware
finite automaton on a multi-core processor that includes two or more cores are generally
described. The methods may include, by a hardware finite automata manager, identifying
executable instructions associated with a particular one of the cores of the multi-core
processor. The methods may further include, by a hardware finite automata manager,
determining that the hardware finite automaton is available to be used. The methods may
further include, in response to the determination that the hardware finite automaton is
available, selecting by a hardware finite automata manager, at least one program
instruction based on the executable instructions. The at least one program instruction may
be configured to modify the hardware finite automaton to pre-fetch data. The methods
may further include, by a hardware finite automaton manager, transmitting the at least
one program instruction to the hardware finite automaton.

[0004] In one example, hardware finite automata managers are generally
described. The hardware finite automata managers may include a service manager and
an engine manager. The engine manager may be configured to be in communication with
the service manager. The service manager may be effective to identify at least one

executable instruction associated with a particular core of a multi-core processor. The
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engine manager may be effective to determine that a hardware finite automaton is
available to be used. In response to the determination that the hardware finite automaton
is available, the engine manager may be further effective to select at least one program
instruction based on the at least one executable instruction. The at least one program
instruction may be configured to instruct the hardware finite automaton to pre-fetch data.
The engine manager may be further effective to transmit the at least one program
instruction to the hardware finite automaton.

[0005] In one example, multi-core processors are generally described. The multi-
core processors may include two or more processor cores. The multi-core processors may
further include a hardware finite automaton and a hardware finite automata manager
configured to be in communication with the two or more processor cores and the
hardware finite automaton. The hardware finite automata manager may be effective to
identify at least one executable instruction associated with a particular core of the two or
more cores. The hardware finite automata manager may be further effective to determine
that a hardware finite automaton is available to be used. In response to the determination
that the hardware finite automaton is available, the hardware finite automata manager
may be further effective to program the hardware finite automaton so as to generate a
programmed hardware finite automaton. The programmed hardware finite automaton
may be effective to fetch data prior to execution of the at least one executable instruction
by the particular core. The programmed hardware finite automaton may be further
effective to provide the fetched data to be stored in a storage unit associated with the
particular core.

[0006] The foregoing summary is illustrative only and is not intended to be in any
way limiting. In addition to the illustrative aspects, embodiments, and features described
above, further aspects, embodiments, and features will become apparent by reference to

the drawings and the following detailed description.

BRIEF DESCRIPTION OF THE FIGURES

[0007] The foregoing and other features of this disclosure will become more fully
apparent from the following description and appended claims, taken in conjunction with

the accompanying drawings. Understanding that these drawings depict only several
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embodiments in accordance with the disclosure and are, therefore, not to be considered
limiting of its scope, the disclosure will be described with additional specificity and detail
through use of the accompanying drawings, in which:

Fig. 1 illustrates an example system that can be utilized to implement a
hardware finite automata manager;

Fig. 2 illustrates the example system of Fig. 1 illustrating additional details
relating to a hardware finite automata manager;

Fig. 3 illustrates the example system of Figs. 1 and 2 with additional
details relating to a pre-fetch hardware finite automata design table;

Fig. 4 depicts a flow diagram for an example process to implement a finite
automata manager,

Fig. 5 illustrates an example computer program product that can be
utilized to implement a finite automata manager; and

Fig. 6 is a block diagram illustrating an example computing device that is
arranged to implement a finite automata manager;

all arranged according to at least some embodiments described herein.

DETAILED DESCRIPTION

[0008] In the following detailed description, reference is made to the
accompanying drawings, which form a part hercof. In the drawings, similar symbols
typically identify similar components, unless context dictates otherwise. The illustrative
embodiments described in the detailed description, figures, and claims are not meant to
be limiting. Other embodiments may be utilized, and other changes may be made,
without departing from the spirit or scope of the subject matter presented herein. The
aspects of the present disclosure, as generally described herein, and illustrated in the
figures, can be arranged, substituted, combined, separated, and designed in a wide variety
of different configurations, all of which are explicitly contemplated herein.

[0009] This disclosure is generally drawn to, inter alia, methods, apparatus,
systems, devices, and computer program products related to a finite automata manager.
[0010] Briefly stated, technologies are generally described for systems, devices

and methods effective to select program instructions for a hardware finite automaton on a
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multi-core processor that includes two or more cores. A hardware finite automata
manager may identify executable instructions associated with a particular one of the cores
of the multi-core processor. The hardware finite automata manager may determine that
the hardware finite automaton is available to be used. The hardware finite automata
manager, in response to the determination that the hardware finite automaton is available,
may select at least one program instruction based on the executable instructions. The at
least one program instruction may be configured to instruct the hardware finite automaton
to pre-fetch data. The hardware finite automaton manager may transmit the at least one
program instruction to the hardware finite automaton.

[0011] Fig. 1 illustrates an example system that can be utilized to implement a
hardware finite automata manager, arranged in accordance with at least some
embodiments described herein. An example system 100 may include a processor 102 and
a main memory 134 configured to be in communication with processor 102. Main
memory 134 may be a storage unit configured to store data or instructions. Processor 102
may include one or more cores, including cores 104, 106 and 108. Cores 104, 106 and
108 may be configured in communication with one another and may be configured to
execute one or more executable instructions 140. Executable instructions 140 may be, for
example, program instructions or network processing instructions. Network processing
instructions may be, for example, instructions to perform packet processing.

[0012] Processor 102 may include (or may be operatively coupled to) one or more
hardware finite automata ("HFAs") 142, including hardware finite automaton (HFA) 110,
hardware finite automaton 112, hardware finite automaton 114, hardware finite
automaton 116, hardware finite automaton 118 and hardware finite automaton 120.
Hardware finite automata 142 may be hardware configured to transition between a
number of distinct states. Hardware finite automata 142 may be comprised of one or
more shift registers and connection circuitry. In an example, hardware finite automata
142 may include a state machine. In a further example, a bit position in a binary code
may specify a different state for each shift register of hardware finite automaton 142.
Hardware finite automata 142 may include configurable logic gates that may be
programmable to perform one or more logical operations. Hardware finite automata 142

may be associated with one or more of cores 104, 106 and/or 108. For example, hardware
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finite automaton 110 and hardware finite automaton 112 may be associated with core
104; hardware finite automaton 114 and hardware finite automaton 116 may be
associated with core 106; and hardware finite automaton 118 and hardware finite
automaton 120 may be associated with core 108. Alternatively, in another example,
hardware finite automata 142 may be accessible by any of cores 104, 106 and 108 in
processor 102.

[0013] Hardware finite automata 142 may be used to perform network/packet
processing tasks. A particular network/packet processing task may benefit from use of
one or more of hardware finite automata 110, 112, 114, 116, 118 and/or 120. In an
example, executable instructions 140 may comprise instructions to perform network
processing on one or more packets. Hardware finite automata 110, 112, 114, 116, 118
and 120 may perform load balancing and/or routing of the one or more packets.

[0014] Processor 102 may include a hardware finite automata manager 122.
Hardware finite automata manager 122 may be hardware, or may be a combination of
hardware and instructions executable by the hardware. Hardware finite automata manager
122 may control programming of hardware finite automata 142. Hardware finite
automata manager 122 may include a memory 124. Memory 124 may be located within
hardware finite automata manager 122 or at another location. Hardware finite automata
manager 122 may communicate with cores 104, 106 and/or 108 via link 132. Link 132
may be, for example, a bus or other linkage configured to communicate data, instructions,
and/or other signal(s). Hardware finite automata manager 122 may communicate with
hardware finite automata 142 (including HFA 110, 112, 114, 116, 118 and 120) via link
130. Link 130 may be, for example, a bus or other linkage configured to communicate
data, instructions, and/or other signal(s). Links 130 and 132 may be isolated links or may
be coupled to each other and/or to other element(s). As described in more detail below,
hardware finite automata manager 122 may be configured to instruct hardware finite
automata 142 to perform certain tasks based on instructions 140.

[0015] Fig. 2 illustrates the example system of Fig. 1 with additional details
relating to a hardware finite automata manager, arranged in accordance with at least some
embodiments described herein. Those components in Fig. 2 that are labeled identically to

components of Fig. 1 will not be described again for the purposes of clarity and brevity.
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[0016] Hardware finite automata manager 122, or components of hardware finite
automata manager 122, may be configured to route one or more executable instructions
140 to one or more available hardware finite automata 142. Hardware finite automata
manager 122 may detect an availability of hardware finite automata 142. For example,
during a particular packet processing task, HFA 110, HFA 112 and HFA 116 may be
employed to perform packet inspection. In the example, hardware finite automata
manager 122 may detect that HFA 114, HFA 118 and HFA 120 are available, as these
HFAs may not be currently in use. For example, a particular HFA may store one or more
bits in a register to indicate whether or not the particular HFA is available or in use.
Hardware finite automata manager 122 may access the bits in the register to determine
whether or not the particular HFA 1is available.

[0017] Hardware finite automata manager 122 may include a service manager
226. Service manager 226 may be hardware or may be a combination of hardware and
instructions executable by the hardware, and may be configured to receive and copy
executable instructions 140. Service manager 226 may receive instructions 140 via link
132. Service manager 226 may transmit one or more of instructions 140 and/or one or
more copies of executable instructions 140 to one or more hardware finite automata 142.
For example, service manager 226 may instruct a pertinent core to forward instructions
140 to an available HFA. In some examples, links 130 and 132 may share the same
architecture and instructions 140 may be sent to both the pertinent core and available
HFA at the same time.

[0018] Service Manager 226 may be configured in communication with an engine
manager 228. Engine manager 228 may be hardware or may be a combination of
hardware and instructions executable by the hardware. Based on executable instructions
140, engine manager 228 may be configured to determine one or more pre-fetch
hardware finite automata designs from memory 124. For example, a pre-fetch hardware
finite automata design may be selected based on a pattern of memory accesses associated
with executable instructions 140. Some examples of pre-fetch hardware automata designs
may include stride pre-fetch designs, branch prediction pre-fetch designs (also known as
"b-fetchers"), pull-based pre-fetching designs, run-ahead execution based pre-fetch

designs, etc. Memory 124 may store a pre-fetch HFA design table 254. Pre-fetch HFA



WO 2015/122883 PCT/US2014/016015

design table 254 may be a data structure configured to store one or more pre-fetch
hardware finite automata designs including pre-fetch hardware automata designs 248,
250 and/or 252. Pre-fetch hardware automata designs 248, 250 and 252 may include one
or more program instructions. For example, pre-fetch hardware automata designs 248,
250 and 252 may comprise at least one program instruction configured to modify and/or
instruct hardware finite automata 142 to pre-fetch data from a memory (such as main
memory 134) based on executable instructions 140.

[0019] Pre-fetching may involve recognizing patterns in executable instructions
140 and anticipating data and instruction requirements of a processor core based on the
recognized patterns. Data and instructions that are anticipated to be required may be
cached in one or more caches, such as in cache 256, or other storage units associated with
one or more processor cores that are processing executable instructions 140. Engine
manager 228 may be configured to retrieve one or more pre-fetch hardware automata
designs from memory 124 based on executable instructions 140. Engine manager 228
may program and/or modify one or more available hardware finite automata 142 with the
retrieved one or more pre-fetch hardware automata designs. Alternatively, in cases where
available hardware finite automata 142 is already configured to perform pre-fetching,
engine manager 228 may instruct available hardware finite automata 142 to begin pre-
fetching based on copies of executable instructions 140. One or more available hardware
finite automata 142 may be programmed or modified via link 130. Engine manager 228
may program available hardware finite automata 142 by reconfiguring one or more logic
gates of available hardware finite automata 142.

[0020] In an example, hardware finite automata manager 122 may detect that
HFA 112 is available (e.g. not in use). Core 108 may be processing executable
instructions 140. Service manager 226 may copy executable instructions 140, prior to or
as executable instructions 140 are provided to core 108 for processing. Service manager
226 may route copies of instructions 140 to engine manager 228. Based on the copies of
executable instructions 140, engine manager 228 may determine an appropriate pre-fetch
hardware finite automata design from pre-fetch HFA design table 254. The appropriate
pre-fetch hardware finite automata design may be optimized or otherwise tailored to

perform pre-fetching for the particular executable instruction 140. For example, if
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executable instruction 140 includes a FOR loop which accesses incremental memory
locations, engine manager 228 may select a stride pre-fetch design from pre-fetch HFA
design table 254. Engine manager 228 may retrieve the appropriate pre-fetch hardware
finite automata design and may program available HFA 112 using the design. Service
manager 226 may continue to copy executable instructions 140 and may provide copies
of the instructions to programmed HFA 112. Programmed HFA 112 may perform pre-
fetching or identify pre-fetch targets based on the provided copies of executable
instructions 140. Based on the pre-fetching, cache 256 associated with core 108 may be
populated with pre-fetched data and/or instructions from, for example, main memory 134.
In an example, HFA 112 may provide pre-fetched data and/or instructions to cache 256.
Cache management logic may control storage of pre-fetched data and/or instructions in
cache 256 based on contents of cache 256.

[0021] In an example, available hardware finite automata 112 may be
programmed to perform pre-fetching for a particular core 104, 106 or 108. In the
example, the number of cores executing instructions may exceed the number of available
hardware finite automata. Core access to pre-fetch programmed HFAs may be prioritized
by hardware finite automata manager 122, based on, for example, a number of cache
misses of each core, a number of memory accesses by the cores, based on accuracy of
pre-fetching for the particular instructions being executed by the core, based on a profile
match of instructions 140 to a pre-fetch engine in library 354, and/or based on other
factor(s). In an example, cores 104, 106 and 108 may be processing executable
instructions 140. Hardware finite automata manager 122 may determine that cores 104
and 108 have experienced 27 and 41 cache misses, respectively, during processing.
Hardware finite automata manager 122 may determine that core 106 has experienced 213
cache misses during processing. In the example, one or more available HFAs may be
programmed to perform pre-fetching for core 106 as core 106 has experienced a higher
number of cache misses relative to cores 104 and 108.

[0022] In another example, hardware finite automata 142 that have been
programmed to perform pre-fetching for a particular core 104, 106 and/or 108 may be
reprogrammed to perform one or more network processing functions or other processing

functions following execution of executable instructions 140. For example, HFA 116
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may be programmed by pre-fetch hardware automata design 248 to perform pre-fetching
for core 106. Following the execution of executable instructions 140 by core 106, HFA
116 may be reprogrammed to perform packet routing or another processing function.
[0023] Fig. 3 illustrates the example systems of Figs. 1 and 2 with additional
details relating to a pre-fetch hardware finite automata design table, arranged in
accordance with at least some embodiments described herein. Those components in Fig.
3 that are labeled identically to components of Figs. 1 and 2 will not be described again
for the purposes of clarity and brevity.

[0024] In an example, hardware finite automata manager 122 may detect that
HFA 110 is available (e.g. not in use). Core 108 may process executable instructions 140.
Service manager 226 may copy executable instructions 140. Service manager 226 may
route copies of instructions 140 to engine manager 228. Based on copies of executable
instructions 140, engine manager 228 may determine an appropriate pre-fetch hardware
finite automata design from pre-fetch HFA design table 254 of memory 124. Pre-fetch
HFA design table 254 may include an "Address" field 306 and a "Pre-fetch HFA Design”
field 308. Pre-fetch HFA Design field 308 may include one or more pre-fetch hardware
finite automata designs (including pre-fetch hardware finite automata designs 248, 250
and 252). Pre-fetch hardware finite automata designs 248, 250 and 252 may be
configured to perform pre-fetching on particular types of executable instructions 140.
[0025] In an example, pre-fetch hardware finite automata design "248" may be a
stride pre-fetch design optimized or otherwise tailored to perform pre-fetching on a first
type of algorithm, pre-fetch hardware finite automata design "250" may be optimized or
otherwise tailored to perform branch prediction pre-fetching on a second type of
algorithm, and pre-fetch hardware finite automata design "252" may be optimized or
otherwise tailored to perform push-based pre-fetching on a third type of algorithm.
Address field 306 may include a first address ("XXX") linked to pre-fetch hardware finite
automata design 248, a second address ("XXY") linked to pre-fetch hardware finite
automata design 250, and a third address ("XXZ") linked to pre-fetch hardware finite
automata design 252. Addresses XXX, XXY and XXZ may include, for example,

memory addresses, byte counts, offsets, and/or other parameter(s) of memory 124.
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[0026] Engine manager 228 may retrieve the appropriate pre-fetch hardware
finite automata design and may program available HFA 110 using the design. Service
manager 226 may continue to copy executable instructions 140 and may provide copies
of the instructions to the programmed HFA 110. Programmed HFA 110 may perform
pre-fetching based on the provided copies of executable instructions 140. Based on the
pre-fetching, cache 302 associated with core 108 may be populated with data pre-fetched
from main memory 134.

[0027] Among other possible features, a system in accordance with the disclosure
may increase processor utilization by using existing hardware finite automata to pre-fetch
data thereby reducing latent periods while a processor is waiting for data stored in a
memory. Additionally, network functionality may not be impacted as those hardware
finite automata which are not in use for network/packet processing may be used as pre-
fetchers. Such a system may help to compensate for the bottleneck experienced when
memory speed lags behind processing speed in computing systems.

[0028] Fig. 4 depicts a flow diagram for an example process to implement a finite
automata manager, arranged in accordance with at least some embodiments described
herein. In some examples, the process in Fig. 4 could be implemented using system 100
discussed above. An example process may include one or more operations, actions, or
functions as illustrated by one or more of blocks S2, S4, S6 and/or S8, etc. Although
illustrated as discrete blocks, various blocks may be divided into additional blocks,
combined into fewer blocks, or eliminated, depending on the particular implementation.
Blocks may be supplemented with additional blocks representing other operations,
actions, or functions. The process in Fig. 4 may be used by a multi-core processor (such
as processor 102) that includes a one or more processor cores configured in
communication with a memory, such as main memory 134, described above. The process
in Fig. 4 may be used in a system that may include one or more hardware finite automata.
[0029] Processing may begin at block S2, "ldentify executable instructions
associated with a particular one of the cores of the multi-core processor." At block S2,
executable instructions associated with a particular one of the cores of the multi-core
processor may be identified. The executable instructions may be copied to produce a

copy of the executable instructions. The copy of the executable instructions may be
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transmitted to the hardware finite automaton. The executable instructions may include
first executable instructions. The particular core may include a first core. Prior to
selecting the at least one program instruction, second executable instructions may be
identified. The second executable instructions may be scheduled associated with a second
core of the multi-core processor. A first number of cache misses experienced by the first
core in execution of the first executable instructions may be determined. A second
number of cache misses experienced by the second core in execution of the second
executable instructions may be determined. The hardware finite automaton may be
assigned to the first core based on the first and second numbers of cache misses.

[0030] Processing may continue from block S2 to block S4, "Determine that the
hardware finite automaton is available to be used." At block S4, a determination may be
made that the hardware finite automaton is available to be used.

[0031] Processing may continue from block S4 to block S6, where "In response to
the determination that the hardware finite automaton is available, at least one program
instruction may be selected based on the executable instructions, the at least one program
instruction may be configured to modify the hardware finite automaton to pre-fetch data.”
At block S6, at least one program instruction may be selected based on the executable
instructions, in response to the determination that the hardware finite automaton is
available. The at least one program instruction may be configured to modify the hardware
finite automaton to pre-fetch data from a memory. Data pre-fetched from the memory
may be related to the executable instructions. Data may be pre-fetched from the memory
using the hardware finite automaton and stored in a cache associated with the particular
core.

[0032] Selecting the at least one program instructions based on the executable
instructions may include selecting a first set of program instructions based on a first set of
executable instructions. Selecting the at least one program instruction based on the
executable instructions may include selecting a second set of program instructions based
on a second set of executable instructions. The first set of program instructions may be
different from the second set of program instructions and the first set of executable

instructions may be different from the second set of executable instructions.
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[0033] Processing may continue from block S6 to block S8, "Transmit the at least
one program instruction to the hardware finite automaton.” At block S8, the at least one
program instruction may be transmitted to the hardware finite automaton. The hardware
finite automaton may be programmed using the at least one program instruction
following the execution of the executable instructions. The hardware finite automaton
may be programmed to perform one or more network processing functions. A hardware
finite automata manager (such as hardware finite automata manager 122) may be
effective to reconfigure one or more logic gates of the hardware finite automaton to
program the hardware finite automaton.

[0034] Fig. 5 illustrates an example computer program product 500 that can be
utilized to implement a finite automata manager arranged in accordance with at least
some embodiments described herein. Program product 500 may include a signal bearing
medium 502. Signal bearing medium 502 may include one or more instructions 504 that,
in response to execution by, for example, a processor, may provide the operations,
functionality, and features described above with respect to Figs. 1-4. Thus, for example,
referring to system 100, hardware finite automata manager 122 may undertake one or
more of the blocks shown in Fig. 5 in response to instructions 504 conveyed to hardware
finite automata manager 122 by medium 502.

[0035] In some implementations, signal bearing medium 502 may encompass a
computer-readable medium 506, such as, but not limited to, a hard disk drive, a Compact
Disc (CD), a Digital Video Disk (DVD), a digital tape, memory, etc. In some
implementations, signal bearing medium 502 may encompass a recordable medium 508,
such as, but not limited to, memory, read/write (R/W) CDs, R/W DVDs, etc. In some
implementations, signal bearing medium 502 may encompass a communications medium
510, such as, but not limited to, a digital and/or an analog communication medium (e.g., a
fiber optic cable, a waveguide, a wired communications link, a wireless communication
link, etc.). Thus, for example, program product 500 may be conveyed to one or more
modules of the hardware finite automata manager 122 by an RF signal bearing medium
502, where the signal bearing medium 502 is conveyed by a wireless communications
medium 510 (e.g., a wireless communications medium conforming with the IEEE 802.11

standard).

12
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[0036] Fig. 6 is a block diagram illustrating an example computing device 600
that is arranged to implement a finite automata manager, arranged in accordance with at
least some embodiments described herein. For example, the computing device 600 may
be used to implement at least some of the components of system 100 previously
described above. In a very basic configuration 602, computing device 600 typically
includes one or more processors 604 (such as processor 102) and a system memory 606
(such as main memory 134). A memory bus 608 may be used for communicating
between processor 604 and system memory 606.

[0037] Depending on the desired configuration, processor 604 may be of any type
including but not limited to a microprocessor (uP), a microcontroller (uC), a digital
signal processor (DSP), or any combination thereof. Processor 604 may include one
more levels of caching, such as a level one cache 610 and a level two cache 612, a
processor core 614, and registers 616. An example processor core 614 (such as cores
104, 106, 108) may include an arithmetic logic unit (ALU), a floating point unit (FPU), a
digital signal processing core (DSP Core), or any combination thereof. An example
memory controller 618 may also be used with processor 604, or in some implementations
memory controller 618 may be an internal part of processor 604.

[0038] Depending on the desired configuration, system memory 606 may be of
any type including but not limited to volatile memory (such as RAM), non-volatile
memory (such as ROM, flash memory, etc.) or any combination thercof. System
memory 606 may include an operating system 620, one or more applications 622, and
program data 624. Application 622 may include a finite automata manager algorithm 626
that is arranged to perform the functions and operations as described herein including
those described with respect to Figs. 1-5 in connection with system 100, and/or that may
be used to control operations of a finite automata manager as described herein. Program
data 624 may include finite automata manager data 628 that may be usable by a finite
automata manager in connection with its operation as is described herein. In some
embodiments, application 622 may be arranged to operate with program data 624 in
cooperation with operating system 620 such that a finite automata manager may be
provided. This described basic configuration 602 is illustrated in Fig. 6 by those

components within the inner dashed line.
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[0039] Computing device 600 may have additional features or functionality, and
additional interfaces to facilitate communications between basic configuration 602 and
any required devices and interfaces. For example, a bus/interface controller 630 may be
used to facilitate communications between basic configuration 602 and one or more data
storage devices 632 via a storage interface bus 634. Data storage devices 632 may be
removable storage devices 636, non-removable storage devices 638, or a combination
thereof. Examples of removable storage and non-removable storage devices include
magnetic disk devices such as flexible disk drives and hard-disk drives (HDDs), optical
disk drives such as compact disk (CD) drives or digital versatile disk (DVDs) drives,
solid state drives (SSDs), and tape drives to name a few. Example computer storage
media may include volatile and nonvolatile, removable and non-removable media
implemented in any method or technology for storage of information, such as computer
readable instructions, data structures, program modules, or other data.

[0040] System memory 606, removable storage devices 636 and non-removable
storage devices 638 are examples of computer storage media. Computer storage media
includes, but is not limited to, RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disks (DVDs) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or any
other medium which may be used to store the desired information and which may be
accessed by computing device 600. Any such computer storage media may be part of
computing device 600.

[0041] Computing device 600 may also include an interface bus 640 for
facilitating communication from various interface devices (e.g., output devices 642,
peripheral interfaces 644, and communication devices 646) to basic configuration 602 via
bus/interface controller 630. Example output devices 642 include a graphics processing
unit 648 and an audio processing unit 650, which may be configured to communicate to
various external devices such as a display or speakers via one or more A/V ports 652.
Example peripheral interfaces 644 include a serial interface controller 654 or a parallel
interface controller 656, which may be configured to communicate with external devices
such as input devices (e.g., keyboard, mouse, pen, voice input device, touch input device,

etc.) or other peripheral devices (e.g., printer, scanner, etc.) via one or more 1/O ports
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658. An example communication device 646 includes a network controller 660, which
may be arranged to facilitate communications with one or more other computing devices
662 over a network communication link via one or more communication ports 664.
[0042] The network communication link may be one example of a
communication media. Communication media may typically be embodied by computer
readable instructions, data structures, program modules, or other data in a modulated data
signal, such as a carrier wave or other transport mechanism, and may include any
information delivery media. A “modulated data signal” may be a signal that has one or
more of its characteristics set or changed in such a manner as to encode information in
the signal. By way of example, and not limitation, communication media may include
wired media such as a wired network or direct-wired connection, and wireless media such
as acoustic, radio frequency (RF), microwave, infrared (IR) and other wireless media.
The term computer readable media as used herein may include both storage media and
communication media.

[0043] Computing device 600 may be implemented as a portion of a small-form
factor portable (or mobile) electronic device such as a cell phone, a personal data
assistant (PDA), a personal media player device, a wireless web-watch device, a personal
headset device, an application specific device, or a hybrid device that include any of the
above functions. Computing device 600 may also be implemented as a personal
computer including both laptop computer and non-laptop computer configurations.
[0044] The present disclosure is not to be limited in terms of the particular
embodiments described in this application, which are intended as illustrations of various
aspects. Many modifications and variations can be made without departing from its spirit
and scope. Functionally equivalent methods and apparatuses within the scope of the
disclosure, in addition to those enumerated herein, will be apparent from the foregoing
descriptions. Such modifications and variations are intended to fall within the scope of
the appended claims. The present disclosure is to be limited only by the terms of the
appended claims, along with the full scope of equivalents to which such claims are
entitled. It is to be understood that this disclosure is not limited to particular methods,

reagents, compounds compositions or biological systems, which can, of course, vary. It
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is also to be understood that the terminology used herein is for the purpose of describing
particular embodiments only, and is not intended to be limiting.

[0045] With respect to the use of substantially any plural and/or singular terms
herein, one can translate from the plural to the singular and/or from the singular to the
plural as is appropriate to the context and/or application. The various singular/plural
permutations may be expressly set forth herein for sake of clarity.

[0046] It will be understood by those within the art that, in general, terms used
herein, and especially in the appended claims (e.g., bodies of the appended claims) are
generally intended as “open” terms (e.g., the term “including” should be interpreted as
“including but not limited to,” the term “having” should be interpreted as “having at
least,” the term “includes” should be interpreted as “includes but is not limited to,” etc.).
It will be further understood by those within the art that if a specific number of an
introduced claim recitation is intended, such an intent will be explicitly recited in the
claim, and in the absence of such recitation no such intent is present. For example, as an
aid to understanding, the following appended claims may contain usage of the
introductory phrases "at least one" and "one or more" to introduce claim recitations.
However, the use of such phrases should not be construed to imply that the introduction
of a claim recitation by the indefinite articles "a" or "an" limits any particular claim
containing such introduced claim recitation to embodiments containing only one such
recitation, even when the same claim includes the introductory phrases "one or more" or
"at least one" and indefinite articles such as "a" or "an" (e.g., “a” and/or “an” should be
interpreted to mean “at least one” or “one or more”); the same holds true for the use of
definite articles used to introduce claim recitations. In addition, even if a specific number
of an introduced claim recitation is explicitly recited, one will recognize that such
recitation should be interpreted to mean at least the recited number (e.g., the bare
recitation of "two recitations,” without other modifiers, means at least two recitations, or
two or more recitations). Furthermore, in those instances where a convention analogous
to “at least one of A, B, and C, etc.” is used, in general such a construction is intended in
to mean e.g., “a system having at least one of A, B, and C” would include but not be
limited to systems that have A alone, B alone, C alone, A and B together, A and C

together, B and C together, and/or A, B, and C together, etc. In those instances where a
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convention analogous to “at least one of A, B, or C, etc.” is used, in general such a
construction is intended to mean e.g., “a system having at least one of A, B, or C” would
include but not be limited to systems that have A alone, B alone, C alone, A and B
together, A and C together, B and C together, and/or A, B, and C together, etc. It will be
further understood by those within the art that virtually any disjunctive word and/or
phrase presenting two or more alternative terms, whether in the description, claims, or
drawings, should be understood to contemplate the possibilities of including one of the
terms, either of the terms, or both terms. For example, the phrase “A or B” will be
understood to include the possibilities of “A” or “B” or “A and B.”

[0047] In addition, where features or aspects of the disclosure are described in
terms of Markush groups, one will recognize that the disclosure is also thereby described
in terms of any individual member or subgroup of members of the Markush group.
[0048] For any and all purposes, such as in terms of providing a written
description, all ranges disclosed herein also encompass any and all possible subranges
and combinations of subranges thercof. Any listed range can be easily recognized as
sufficiently describing and enabling the same range being broken down into at least equal
halves, thirds, quarters, fifths, tenths, etc. As a non-limiting example, each range

discussed herein can be readily broken down into a lower third, middle third and upper

2% ¢ 2% ¢

third, etc. All language such as “up to,” “at least,” “greater than,” “less than,” and the
like include the number recited and refer to ranges which can be subsequently broken
down into subranges as discussed above. Finally, a range includes each individual
member. Thus, for example, a group having 1-3 cells refers to groups having 1, 2, or 3
cells. Similarly, a group having 1-5 cells refers to groups having 1, 2, 3, 4, or 5 cells, and
so forth.

While various aspects and embodiments have been disclosed herein, other aspects and
embodiments are possible. The various aspects and embodiments disclosed herein are for
purposes of illustration and are not intended to be limiting, with the true scope and spirit

being indicated by the following claims.
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CLAIMS

What 1s claimed is:

1. A method to select program instructions for a hardware finite automaton
on a multi-core processor that includes two or more cores, the method comprising, by a
hardware finite automata manager:

identifying executable instructions associated with a particular one of the cores of
the multi-core processor;

determining that the hardware finite automaton is available to be used;

in response to the determination that the hardware finite automaton is available,
selecting at least one program instruction based on the executable instructions, wherein
the at least one program instruction is configured to modify the hardware finite
automaton to pre-fetch data; and

transmitting the at least one program instruction to the hardware finite automaton.

2. The method of claim 1, further comprising copying the executable
instructions before the executable instructions are executed by the particular one of the

cores, to produce a copy of the executable instructions.

3. The method of claim 2, further comprising transmitting the copy of the

executable instructions to the hardware finite automaton.

4. The method of claim 1, wherein the data is to be pre-fetched from a

memory, and wherein the data from the memory relates to the executable instructions.
5. The method of claim 4, further comprising pre-fetching the data from the

memory using the hardware finite automaton; and

storing the pre-fetched data in a cache associated with the particular core.

18
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6. The method of claim 1, further comprising modifying the hardware finite
automaton with the at least one program instruction such that the modified hardware

finite automaton is effective to pre-fetch data from a memory.

7. The method of claim 1, wherein:
the executable instructions include first executable instructions;
the particular core includes a first core; and the method further comprises, prior to
selecting the at least one program instruction:

identifying second executable instructions associated with a second core
of the multi-core processor;

determining a first number of cache misses experienced by the first core in
execution of the first executable instructions;

determining a second number of cache misses experienced by the second
core in execution of the second executable instructions; and

assigning the hardware finite automaton to the first core based on the first

and second numbers of cache misses.

8. The method of claim 1, wherein the executable instructions include first
and second sets of executable instructions, wherein selecting the at least one program
instructions based on the executable instructions includes:

selecting a first set of program instructions based on the first set of executable
instructions; and

selecting a second set of program instructions based on the second set of
executable instructions; and

wherein the first set of program instructions is different from the second set of
program instructions and the first set of executable instructions is different from the

second set of executable instructions.

9. The method of claim 1, further comprising programming the hardware
finite automaton, following the execution of the executable instructions, to perform one

or more network processing functions.
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10. A hardware finite automata manager comprising;:

a service manager; and
an engine manager configured to be in communication with the service manager;
the service manager effective to:

identify at least one executable instruction associated with a particular
core of a multi-core processor;
the engine manager effective to:

determine that a hardware finite automaton is available to be used;

in response to the determination that the hardware finite automaton is
available, select at least one program instruction based on the at least one
executable instruction, wherein the at least one program instruction is configured
to instruct the hardware finite automaton to pre-fetch data; and

transmit the at least one program instruction to the hardware finite

automaton.

11.  The hardware finite automata manager of claim 10, wherein the service
manager is further effective to:

copy the at least one executable instruction before the at least one executable
instruction is executed by the particular core, to produce a copy of the at least one
executable instruction; and

transmit the copy of the at least one executable instruction to the hardware finite

automaton.

12.  The hardware finite automata manager of claim 10, further comprising a
memory coupled to the engine manager and configured to store a plurality of designs of
the hardware finite automaton, wherein at least one stored design corresponds to the at
least one program instruction, wherein the engine manager is further effective to modify
the hardware finite automaton with the at least one program instruction so as to
correspond to the at least one stored design such that the modified hardware finite

automaton is effective to pre-fetch data from a memory.
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13.  The hardware finite automata manager of claim 12, wherein the engine
manager is further effective to instruct the hardware finite automaton to:

store the pre-fetched data in a cache associated with the particular core.

14.  The hardware finite automata manager of claim 10, wherein:
the at least one executable instruction includes first executable instructions;
the particular core is a first core of the multi-core processor; and
the engine manager is further effective to, prior to selection of the at least one
program instruction:

identify second executable instructions associated with a second core of
the multi-core processor;

determine a first number of cache misses experienced by the first core in
execution of the first executable instructions;

determine a second number of cache misses experienced by the second
core in execution of the second executable instructions; and

assign the hardware finite automaton to the first core based on the first and

second numbers of cache misses.

15.  The hardware finite automata manager of claim 10, wherein the
executable instructions include first and second sets of executable instructions, wherein to

select the at least one program instruction based on the at least one executable instruction,

the engine manager is effective to:

select a first set of program instructions based on the first set of executable

instructions; and

select a second set of program instructions based on the second set of executable

instructions; and

wherein the first set of program instructions is different from the second set of

program instructions.
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16.  The hardware finite automata manager of claim 10, wherein the engine
manager is further effective to program the hardware finite automaton, after execution of
the at least one executable instruction, to perform one or more network processing

functions.

17. A multi-core processor comprising:
tWo Or more processor cores;
a hardware finite automaton; and
a hardware finite automata manager configured to be in communication with the
two or more processor cores and the hardware finite automaton;

the hardware finite automata manager effective to:

identify at least one executable instruction associated with a particular
core of the two or more cores;

determine that the hardware finite automaton is available to be used;

in response to the determination that the hardware finite automaton is
available, program the hardware finite automaton so as to generate a programmed
hardware finite automaton;
the programmed hardware finite automaton effective to:

fetch data prior to execution of the at least one executable instruction by
the particular core; and

provide the fetched data to be stored in a storage unit associated with the

particular core.

18.  The multi-core processor of claim 17, wherein the storage unit associated

with the two or more cores includes a cache.

19.  The multi-core processor of claim 17, wherein the hardware finite

automata manager is further effective to copy the at least one executable instruction.
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20. The multi-core processor of claim 17, wherein to program the hardware finite
automaton, the hardware finite automata manager is effective to reconfigure one or more

logic gates of the hardware finite automaton.
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S2
\ Identify executable instructions associated with a particular one of the
cores of the multi-core processor

) !

N Determine that the hardware finite automaton is available to be used

) l

\ In response to the determination that the hardware finite automaton is
available, at least one program instruction may be selected based on the
executable instructions, the at least one program instruction may be
configured to modify the hardware finite automaton to pre-fetch data

) !

\ Transmit the at least one program instruction to the hardware finite
automaton

Fig. 4
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