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(57) ABSTRACT 

A power line based communication system includes a power 
line termination module, a plurality of power line gateways, 
and a plurality of power line nodes. The power line termina 
tion module manages data for local area networks within the 
power line based communication system. The plurality of 
power line gateways is arranged in sets of power line gate 
ways, wherein each set of power line gateways constitutes a 
local area network. Each of the plurality of power line nodes 
is operably coupled to the power line termination module via 
a high-speed communication path. In addition, each power 
line node is operably coupled to set of power line gateways, 
i.e., to a local area network, via power lines of a local trans 
former. Each of the power line nodes receives data for its 
respective LAN from the power line termination module and 
provides the data to the power line gateways of its LAN via 
the power lines of the local transformer. Virtual local area 
networks are enabled between the power line termination 
module and the power line gateways. 
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POWER LINE COMMUNICATION DEVICE 
HAVINGVIRTUAL LOCAL AREANETWORK 

FUNCTIONALITY 

CROSS REFERENCES TO RELATED 
APPLICATIONS 

0001. This application claims priority to U.S. Regular 
application Ser. No. 09/860,260, filed May 18, 2001, U.S. 
Regular application Ser. No. 09/860,261, filed May 18, 2001, 
U.S. Regular application Ser. No. 09/860,262, filed May 18, 
2001, and U.S. Regular application Ser. No. 09/860,263, filed 
May 18, 2001, all of which are incorporated herein by refer 
CCC. 

BACKGROUND OF THE INVENTION 

0002 1. Technical Field of the Invention 
0003. The present invention relates generally to commu 
nication systems; and more particularly to high data rate 
communication systems being partially serviced across a util 
ity grid. 
0004 2. Related Art 
0005. As is known, data may be communicated from one 
entity (e.g., end user's computer, server, facsimile machine, 
web browser, etcetera) to another entity via a communication 
infrastructure. The communication infrastructure may 
include a public switched telephone network (PSTN), the 
Internet, wireless communication networks, Local Area Net 
works (LAN), Wide Area Networks (WAN) and/or any com 
bination thereof. Such communication networks are con 
stantly evolving to provide end users with greater bandwidth 
Such that the user may receive and/or transmit greater 
amounts of data in shorter times with greater reliability. 
0006. In conventional communication systems, an end 
user is coupled to a communication system, or network, via a 
wire line or wireless communication path. Wireless commu 
nication paths include radio frequency paths and infrared 
paths, while wire line communication paths include tele 
phone lines, Ethernet connections, fiber optic connections, 
and/or in-home networks using power outlets. Such in-home 
networks utilize a home's existing power wiring, which typi 
cally carries a 120VAC or 240 VAC, 60 Hz signal, to carry 
high frequency signals that represent data. For example, 
HomePlug Alliance and other home networking committees 
are attempting to standardize in-home networking overpower 
lines such that any end user device (e.g., personal computer, 
laptop, facsimile machine, printer, audio/video receiver, 
audio equipment, video equipment, et cetera) within the 
home, when plugged into an electrical outlet, is coupled to the 
home's power line network. As is known, the in-home net 
working is utilized once the data reaches the home, which 
may be done using a 56K modem, DSL modem, cable 
modem, etc. 
0007 As is also known, the last hundred feet of a commu 
nication system, i.e., the connection to each individual user, is 
the most costly and most difficult to install. To make indi 
vidual user connections, the Telephone Company, cable com 
pany, etc., incurs a truck roll for in-person installation of the 
wiring, optics, coaxial cable, splitters, specialized modems, 
etc. In addition, many homes are very difficult to physically 
access, making the installation of the local connection even 
more difficult and more costly. 
0008 Power, or utility, companies are currently installing, 
in ground, fiber optic lines in parallel with the installation 
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and/or repair of power lines into neighborhoods. Such fiber 
optics may be used for transceiving high-speed data for users 
within the neighborhoods. The power companies have similar 
physical constraints in installing fiber optics to each home as 
the telephone companies and cable companies, in that many 
homes are physically difficult to access and/or costly to 
access. Further, the power companies have been unable to 
easily complete these high-speed data communication paths 
to the end user's homes. 
0009. Therefore, a need exists for a method and apparatus 
that enables broadband communications in local area net 
works of a plurality of homes. 

SUMMARY OF THE INVENTION 

0010. These needs and others are substantially met by the 
present invention that, in general, discloses a method and 
apparatus for powerline based communication systems. Such 
a power line based communication system utilizes the power 
lines of at least one local distribution transformer, and/or 
substation transformer, to carry broadband data for a plurality 
of users that receive power from the at least one local distri 
bution transformer, and/or substation transformer. The power 
line based communication system includes a power line ter 
mination module, a plurality of power line gateways, and a 
plurality of power line nodes. A power line local area network 
(LAN, referred to hereinas either LAN or power line LAN) of 
the power line based communication system includes a set of 
power line gateways and a respective portion of a utility grid 
over which a set of power line gateways receives communi 
cation services. In most embodiments, each of the power line 
gateways is associated with a respective home. A single 
power line node typically services each LAN, although a 
backup power line node may be used for redundancy pur 
poses. In many embodiments, the power line node is physi 
cally co-located with a local distribution transformer that 
services the respective portion of the utility grid, at one of the 
homes in the LAN, or at any convenient location there 
between. 
0011 Each power line node of each LAN is operably 
coupled to the power line termination module via a high 
speed communication path. In general, the power line termi 
nation module manages the broadband data for a plurality of 
associated LANs Accordingly, the power line termination 
module includes routing, networking, and Switching func 
tions to facilitate the conveyance of data between users of the 
local area networks and between users of the local area net 
works and other entities via a communication network or a 
plurality of communication networks. In some embodiments, 
a plurality of powerline nodes is associated with a powerline 
termination module accumulator that couples the plurality of 
power line nodes to the power line termination module. Fur 
ther, in Some embodiments, a single powerline node includes 
a plurality of ports, each of which services a plurality of 
power line gateways coupled to a particular segment of the 
utility grid. In Such case, the single power line node services 
a plurality of segments of the LAN, each of the plurality of 
segments being Substantially communicatively isolated from 
each other of the plurality of segments. 
0012. The power line node in a LAN is operably coupled 
to the power line gateways within the LAN via the power lines 
(serviced by the respective segment of the utility grid). In 
addition, the power line node is operably coupled to the power 
line termination module, or Switching hub, via a high-speed 
communication path, Such as a fiber optic cable, fixed wire 
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less connection, free space optics, etcetera. As coupled, the 
power line node of a LAN generally acts as the conduit to the 
more global communication system for the LAN. Thus, the 
power line node receives LAN data from the global commu 
nication system via the powerline termination module, or the 
like, and provides it to the power line gateways of the LAN. In 
addition, the power line node receives data from the power 
line gateways of the LAN and provides the data to the global 
communication system via the power line termination mod 
ule, or the like. The data communication within the LAN will 
be accomplished via IP routing at layer 3 and VLAN switch 
ing at layer 2. Over all system Quality of Service (QoS) 
support will also be included with both inbound and outbound 
operations (via IEEE 802.1 p to IP DiffServ QoS mapping). 
0013 To facilitate the transceiving of data on the power 
lines in a neighborhood, or power line LAN, each of the 
power line nodes and power line gateways includes an AC 
coupling module, a power line modem module, a VLAN 
switch module, and CPU module referred to as a power line 
LAN interface. In addition, each of the power line nodes and 
power line gateways includes a splitter to split the transmit 
data from the receive data. Accordingly, a broadband com 
munication system may now readily be supported via power 
lines within neighborhoods where only a single fiber optic or 
other high-speed communication path, or few such connec 
tions, are provided to a neighborhood via a power line node, 
which transceives data via the power lines to other homes 
within the local are network. 

0014. According to another aspect of the present inven 
tion, Virtual Local Area Network (VLAN) operations are 
employed to service high-speed data communications service 
for a number of power line gateways. With this embodiment, 
the number of powerline gateways serviced is segregated into 
a plurality of groups of power line gateways. Each group of 
power line gateways of the plurality of groups of power line 
gateways receives high-speed data communication services 
via a respective utility grid segment. For each group of power 
line gateways of the plurality of groups of power line gate 
ways, a respective port of a power line termination module 
services the group of power line gateways. Further, for each 
power line gateway of each group of power line gateways of 
the plurality of groups of powerline gateways, a VLAN is set 
up between the power line gateway and a respective port of 
the power line termination module. 
0015. In one structure of the power line termination mod 
ule of the present invention, the power line termination mod 
ule includes a plurality of ports. Each of this plurality of ports 
services a VLAN domain. Each VLAN domain has a group 
ID and includes a particular number of VLAN IDs, e.g., 4,096 
VLAN IDs according to limitations defined in IEEE 802.1Q. 
Because each power line gateway may service a plurality of 
devices, e.g., digital computer, telephone, set top box, etc., 
each power line gateway may be assigned a multiple number 
of VLAN IDs, each VLAN ID corresponding to a unique port 
of the power line gateway. Because traffic on each of the 
plurality of ports of the power line termination module is 
segregated, VLAN IDs may be re-used for each port of the 
power line termination module. Thus, a VLAN ID associated 
with one port of the power line termination module may be 
the same VLAN ID associated with another port of the power 
line termination module. Because the VLAN domains of the 
various ports are segregated, however, power line gateway 
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port communications are uniquely identifiable based upon a 
combination of VLAN ID and power line termination module 
port. 
0016. With the VLAN operations of the present invention, 
various services and features may be easily enabled. For 
example, VLAN ID overlays may be used to service broad 
cast and multicast high-speed data communications to a plu 
rality of power line gateways serviced by a single port of the 
power line termination module. Further, a QoS level may be 
defined for each VLAN ID at each port of the power line 
gateway. Limited bandwidth may be apportioned to various 
data communications based upon their respective QoS level. 
The servicing powerline nodes also support these QoS opera 
tions. Likewise, for power line gateways servicing a number 
of devices, VLAN IDs may be related to QoS at the power line 
gateway. When the power line gateway accesses the last-leg 
utility grid high-speed data communication network, typi 
cally in a multicast environment (or Voice telephony use), the 
power line gateway will use an appropriate level of bandwidth 
serviced by the network to support a respective QoS of a 
serviced device. 
0017. In enabling operation of the various VLAN domains 
associated with its ports, the power line termination module, 
power line node, and power line gateways interact via an 
administrative VLAN. During a setup operation, a power line 
gateway queries the power line termination module using the 
administrative VLAN. In some structures, only a processor, 
and not a user, of the power line gateway has access to the 
administrative VLAN. Using the administrative VLAN, the 
power line termination module configures the power line 
gateway and the power line node for servicing the operations 
of the power line gateway. The administrative VLAN may 
also be employed for service provisioning updates, Software 
updates, and other administrative operations. 
0018. In servicing operations, the power line termination 
module receives an incoming data packet on a particular port. 
The incoming data packet includes an address corresponding 
to a device serviced by a power line gateway, e.g., MAC 
address, IP address, etc., as well as a VLAN ID corresponding 
to the servicing port of the powerline gateway. In servicing of 
this data packet, the powerline termination module relates the 
IP address (or MAC address) to the VLAN ID in a routing 
table, removes the VLAN ID from the communication, and 
forwards the data packet on the coupled data network. When 
the power line termination module receives a response, e.g., 
from a web server, that includes the IP address (or MAC 
address) of the powerline gateway, the powerline termination 
module determines the VLAN ID for the communication 
based upon the IP address (or the MAC address), appends the 
VLAN ID to the data communication, and forwards the data 
communication to the power line gateway. 
0019. The present invention provides a low cost solution 
for many issues with the open access of a high-speed LAN. 
These issues include privacy and QoS of each user on an open 
power line LAN. This invention also retains the nature of 
effective broadcast and multi-cast capabilities when the needs 
came from Some (multimedia) applications. Other features 
and advantages of the present invention will become apparent 
from the following detailed description of the invention made 
with reference to the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0020 FIG. 1 illustrates a schematic block diagram of a 
power line based communication system in accordance with 
the present invention; 
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0021 FIG. 2 illustrates a schematic block diagram of an 
alternate power line based communication system in accor 
dance with the present invention; 
0022 FIG. 3 illustrates a schematic block diagram of 
another power line based communication system in accor 
dance with the present invention; 
0023 FIG. 4 illustrates a schematic block diagram of a 
power line node and power line gateway in accordance with 
the present invention; 
0024 FIG. 5 illustrates a schematic block diagram of an 
alternate power line node and power line gateway in accor 
dance with the present invention; 
0.025 FIG. 6 illustrates a more detailed schematic block 
diagram of a power line node in accordance with the present 
invention; 
0026 FIG. 7 illustrates a detailed schematic block dia 
gram of a portion of the power line node of FIG. 6; 
0027 FIGS. 8 and 9 illustrate a graphical representation of 
the general operation of the power line node in accordance 
with the present invention; 
0028 FIG. 10 illustrates a schematic block diagram of a 
power line gateway in accordance with the present invention; 
0029 FIG. 11 illustrates a more detailed schematic block 
diagram of a portion of the power line gateway of FIG. 10; 
0030 FIG. 12 illustrates a schematic block diagram of an 
alternate power line node in accordance with the present 
invention; 
0031 FIG. 13 illustrates a distributed power line based 
communication system in accordance with the present inven 
tion; 
0032 FIG. 14 illustrates a graphical representation of pro 
cessing inbound local area network data in accordance with 
the present invention; 
0033 FIG. 15 illustrates a graphical representation of pro 
cessing outbound local area network data in accordance with 
the present invention; 
0034 FIG. 16 illustrates a graphical representation of pro 
cessing inbound local area network data in accordance with 
the present invention; 
0035 FIG. 17 illustrates an alternate graphical represen 
tation of processing outbound local area network data in 
accordance with the present invention; 
0036 FIG. 18 illustrates a logic diagram of a method for 
providing broadband communication over power lines in 
accordance with the present invention; 
0037 FIG. 19 illustrates a logic diagram of further pro 
cessing of the data of Step 362 of FIG. 18; 
0038 FIG. 20 illustrates a logic diagram of a method for 
providing broadband communication over power lines in 
accordance with the present invention; 
0039 FIG. 21A is a block diagram illustrating various 
system configurations of the present invention in which one 
or more transformers reside within signal paths between 
power line nodes and power line gateways: 
0040 FIG. 21B is a block diagram illustrating another 
system configuration of the present invention in which one or 
more transformers reside within signal paths between power 
line nodes and power line gateways; 
0041 FIG. 22 is a system diagram illustrating at a high 
level a power line termination module and a plurality of 
power line local area networks serviced according to the 
present invention; 
0042 FIG. 23 is a partial system diagram illustrating in 
more detail the system of FIG.22; 

Apr. 29, 2010 

0043 FIG. 24A is a system diagram illustrating a first 
alternate embodiment of the last-leg utility grid high-speed 
data communication network previously illustrated in FIGS. 
22 and 23; 
0044 FIG. 24B is a system diagram illustrating a second 
alternate embodiment of the last-leg utility grid high-speed 
data communication network previously illustrated in FIGS. 
22 and 23; 
0045 FIG. 25A is a block diagram illustrating a powerline 
termination module constructed according to the present 
invention; 
0046 FIG. 25B is a partial system diagram illustrating the 
manner in which a power line gateway services a plurality of 
devices; 
0047 FIG. 25C is a block diagram illustrating a powerline 
node constructed according to the present invention; 
0048 FIG.25D is a block diagram illustrating a powerline 
gateway constructed according to the present invention; 
0049 FIG. 26 is a logic diagram illustrating operation 
according to the present invention in enabling operation of a 
power line gateway; 
0050 FIG. 27 is a logic diagram illustrating one manner 
for power line gateway authentication according to the 
present invention; 
0051 FIG. 28 is a logic diagram illustrating various opera 
tions of the power line termination module according to the 
present invention; and 
0.052 FIG.29 is a logic diagram illustrating various opera 
tions of a power line gateway according to the present inven 
tion. 

DETAILED DESCRIPTION OF THE FIGURES 

0053 FIG. 1 illustrates a schematic block diagram of a 
power line based communication system 10. The system 10 
includes a plurality of substation transformers 12 and 14, a 
plurality of local transformers 30, 32, 18, and 20, a plurality of 
power line nodes 34, 36, 22, and 24, a plurality of local area 
networks 26, 28, 38, and 40, and a power line termination 
module 16. As one of average skill in the art will appreciate, 
more or less Substation transformers, local transformers, 
power line nodes, power line termination modules, and local 
area networks may be included in a communication system 
that provides similar communication services as that of the 
power line base communication system 10. Accordingly, the 
elements illustrated, and the quantities thereof, are in no way 
to be construed as to limit the number of elements that may be 
included in the communication system 10 but are shown to 
illustrate the concepts of the present invention. The same 
applies to each figure of the present patent application. 
0054 As shown, the substation transformers 12 and 14 are 
coupled to high Voltage power lines. The high Voltage power 
lines provide a 3-phase high Voltage signal to each of the 
Substation transformers. The Voltage of the high Voltage sig 
nal may be 69 kilovolts AC (KVAC), 138 KVAC, 345KVAC, 
etc. The substation transformers 12 and 14 convert the 
3-phase high Voltage signal into a lower Voltage 3-phase 
signal. The output Voltage of each Substation transformer 12 
and 14 may be 12.5 KVAC, 13.8 KVAC, or 25 KVAC. 
0055. Each of the local distribution transformers 18, 20, 
30 and 32 receives the 3 phase 12.5, 13.8 KVAC, or 25KVAC 
signal from the respective substation transformer 12 or 14 and 
produces a single-phase 120 volt AC (VAC) or 240 VAC 
output. Accordingly, the single-phase 120VAC or 240 VAC 
output is provided to a plurality of homes 60-62. 68-70. 
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76-78, and 84-86 within each local area network 26, 28, 38 
and 40 via power lines 46, 48, 42, and 44. Accordingly, each 
home within a local area network is coupled to each other 
home in the LAN via power lines of its local transformer. As 
Such, the power lines 42, 44, 46 or 48, carry the single phase 
120VAC or 240VAC signal to each of the homes to supply the 
home with its requisite energy needs. 
0056. Each local area network 26, 28, 38 and 40 has a 
power line node 22, 24, 34 and 36 operably coupled to it. As 
shown, each power line node 22, 24, 34 and 36 is operably 
coupled to the local area network 26, 28, 38 and 40 via power 
lines 42, 44, 46 and 48 and also to a power line termination 
module 16 via a high-speed communication path 50, 52, 54 
and 56. As configured, the power line nodes 22, 24, 34 and 36 
provide the last 100 feet, or so, of broadband coupling for the 
local area networks 26, 28, 38 and 40. As is known, the last 
100 feet, or so, of a communication path is one of the most 
financially significant portion of the communication network. 
As such, the power line nodes 22, 24, 34 and 36 in combina 
tion with the power line gateways 64, 66, 72, 74,80, 82, 88 
and 90 provide an economical and reliable communication 
network for the last 100 feet, or so, of a communication 
system. 
0057. In general, the power line nodes 22, 24, 34 and 36 
transceive data via the high-speed communication paths 50. 
52, 54 and 56 with the power line termination module 16 for 
their respective local area networks. The power line termina 
tion module 16 is operably coupled to a communication net 
work 58, which may be the Internet, public switched tele 
phone network (PSTN), wireless network, Ethernet network, 
public wide area network, private wide area network, and/or 
any other network that routes data amongsta plurality of users 
as electrical signals and/or as light waves. As such, the power 
line termination module 16 acts as a local switch for the 
power line nodes 22, 24, 34 and 36 and their respective local 
area networks. 

0058. Each of the power line nodes 22, 24, 34 and 36 
transceives data via the high-speed communication path 50. 
52, 54 and 56. The inbound data received by the power line 
node 22, 24, 34 or 36 is destined for one or more of the users 
(i.e., homes, within the respective local area network). The 
inbound local area network data is processed then and modu 
lated onto the power lines 42, 44, 46 or 48. Each of the power 
line gateways 64, 66, 72, 74, 80, 82, 88 and 90 include AC 
coupling to receive the modulated signal from the power 
lines. The power line gateways 64, 66, 72, 74, 80, 82, 88 and 
90 demodulate the data, process the data and retrieve the local 
area data for its respective home, (i.e., user). A user may be a 
personal computer, printer, facsimile machine, audio equip 
ment, video equipment, in-home network, and/or any device 
that can receive and/or transmit digital information. In addi 
tion, each of the power line gateways 64, 66,72, 74,80, 82, 88 
and 90 receives data from a user within the respective home, 
processes the data and modulates it onto the respective power 
lines. The respective power line node receives the modulated 
data, demodulates it, processes it, and places it on the high 
speed communication path for transmission to the power line 
termination module 16. The power line termination module 
16 then processes the data and routes it either to another user 
within one of the other local area networks or to the commu 
nication network 58. 

0059 FIG. 2 illustrates a schematic block diagram of 
another power line base communication system 100. In this 
example of a power line base communication system, the 
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system 100 includes four local area networks 26, 28, 38 and 
40, a pair of substation transformers 12 and 14, a plurality of 
local distribution transformers 18, 20, 30 and 32 and a pair of 
power line nodes 24 and 36. Each of the local area networks 
26, 28, 38 and 40 include a plurality of homes 76-78, 84-86, 
60-62, and 68-70, respectively. Associated with each home in 
each local area network is a powerline gateway. For instance, 
power line gateway 64 is associated with home 60; power line 
gateway 66 is associated with home 62, etcetera. 
0060. Local distribution transformer 30 is shown to 
include a high Voltage capacitor 102 coupled in parallel with 
its primary and secondary windings. In addition, local distri 
bution transformer 32 also includes a high Voltage capacitor 
104 coupled in parallel with its primary and secondary wind 
ings. As coupled, the high Voltage capacitors 102 and 104 
provide a low impedance path for the modulated data pro 
duced by the power line gateways 64, 66, 72 and 74 to the 
power line node 36. As such, in this configuration, power line 
node 36 may act as the conduit with the power line termina 
tion module 16 for both LAN 39 and LAN 40. As one of 
average skill in the art will appreciate, the high Voltage 
capacitors 102 and 104 may be a single high Voltage capacitor 
having a capacitance of 100 pF to 10 LF and have a voltage 
rating in excess of 240 VAC. As one of average skill in the art 
will also appreciate, the high voltage capacitors 102 and 104 
may include multiple capacitors coupled in series and/or in 
parallel to achieve a desired capacitance and Voltage rating. 
As one of average skill in the art will further appreciate, 
multiple capacitors may be used to coupled multiple taps, or 
nodes, of the primary winding to multiple taps, or nodes, of 
the secondary winding, and are coupled to the same phases of 
the primary and secondary winding for multiple phase trans 
formers. 

0061 Local distribution transformers 18 and 20 have their 
secondary windings operably coupled together via high Volt 
age capacitor 106. As coupled, the modulated data produced 
by the power line gateways within local area networks 26 and 
28 are readily coupled to the power line node 24. As such, 
power line node 24 supports both local area networks 26 and 
28. In this embodiment, power line node 24 acts as the conduit 
to the power line termination module 16, and hence the com 
munication network, for all users within local area network 
26 and 28. 

0062. In some installations, the local transformers 32 and 
30 will have sufficiently low series impedance in a frequency 
of interest so that the modulated data will pass through the 
transformers 30 and 32 substantially or fully unattenuated. In 
this case, coupling capacitors 102 and 104 are not required. 
0063 Modulated data propagating along the power lines 
over a distance will attenuate and the signal to noise ratio of 
the modulated data will decrease. Further, Electromagnetic 
Interference (EMI) will also reduce the signal to noise ratio as 
the modulated data propagates. Thus, repeaters 75 may be 
required to boost the signal strength of the modulated data. 
Whether repeaters 75 will he required, placement of the 
repeaters 75, and the gain required for the repeaters 75 will 
typically be unique to each installation. A repeater 75 was 
shown in FIG. 1 and other repeaters 75 are shown in the 
Subsequent Figures. 
0064. As in the embodiment of FIG. 1, the system 100 of 
FIG. 2 provides the last 100 feet, or so, of a communication 
network (i.e., the individual coupling to each home within 
each LAN, or neighborhood) is provided via the power line 
nodes 24 and 36, the power line gateways 64, 66, 72, 74,80, 
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82.88 and 90 and the existing power lines associated with the 
local distribution transformers. 
0065 For the systems shown in FIGS. 1 and 2, the power 
line nodes 22, 24, 34 and 36 may be mounted near the local 
distribution transformers (i.e., on the same pole), incorpo 
rated into the local distribution transformer box, mounted at 
one of the homes within the local area network, or any con 
venient location between the transformer and the homes of 
the LAN. As previously mentioned, a local area network may 
generally be viewed as the homes within a neighborhood 
wherein each home within the neighborhood is powered by 
the same local distribution transformer. As such, each LAN 
network may include 1-500 homes, small businesses, or other 
Structures. 

0066. To provide filtering with the local distribution trans 
formers 18, 20, 30, and 32 and/or to prevent unwanted feed 
back to the substation transformers, each of the local distri 
bution transformers may include a modified fuse to have a 
desired frequency response. For example, the modified fuse 
may have a predetermined inductance that provides high 
frequency isolation to upstream data and filtering for down 
stream data. As a further example, the fuse may include a 
desired resistance and/or a desired capacitance to provide a 
more complex frequency response. 
0067 FIG. 3 illustrates a schematic block diagram of 
another power line base communication system 110. The 
system 110 includes a plurality of substation transformers 
(only one shown), a plurality of local distribution transform 
ers 30 and 32, and a plurality of local area networks 38 and 40. 
In this example system, power line nodes 112 and 114 are 
associated with an individual home 62 and 68, respectively, 
within the LAN they support. In addition, each of the power 
line nodes 112 and 114 include a power line gateway 116 and 
118 to facilitate transceiving data for the individual home 62 
or 68. Each of the power line nodes 112 are operably coupled 
to the power line termination module 116 via a high-speed 
communication path 120 or 122, which may be a fiber optic 
cable, wireless communication path, and/or any communica 
tion medium that allows 2 devices to transmit analog and/or 
digital information there between. 
0068. The power line termination module 16 includes a 
communication network interface 126 and a utility network 
interface 128. The communication network interface 126 
allows the power line termination module 16 to be operably 
coupled to a communication network58. The communication 
network interface 126 includes the multiplexing and de-mul 
tiplexing, Switching, routing and/or other interconnections 
required to interface a plurality of local users with the com 
munication network 58. 
0069. The utility network interface 128 provides a similar 
function but with respect to a utility network 130. Most power 
companies have their own network to allow communication 
with Substations, local distribution transformers, etc. As such, 
the utility network 130 may be utilized as at least a portion of 
the Switching fabric to couple multiple local area networks 
associated with various Substations together. The utility net 
work will run on a given VLAN, which is totally separated 
with other users to ensure the security, privacy and QoS of the 
operation. 
0070 The power line termination module 16 also includes 
a user database 124, which includes a listing of each user 
associated with each of the local area networks serviced by 
the power line termination module 16. Such information 
includes, but is not limited to, user identification code, user 
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access code, type of use, type of service, access information, 
access privileges, etcetera. In general, the power line termi 
nation module 16 provides the platform for system manage 
ment and controls the high-speed data paths. In one embodi 
ment, the power line termination module includes a fully 
redundant architecture that provides fault protection for the 
control of the system and for the connection to the commu 
nication network 58. In addition, the power termination mod 
ule 16 provides platform interfaces for element management 
to support customers, or users on the network. 
(0071. The power line nodes of FIGS. 1, 2 and 3 generally 
provide the platform for a conversion of the high-speed elec 
trical of light signals, which may be carried via wires, radio 
frequencies, and/or fiber optics, from the network into elec 
trical signals that are transmitted over the power line infra 
structure to the users of the LANs. The power line nodes may 
physically reside at a location that provides the best intersec 
tion of the signal to the power network. Such possible loca 
tions include at the customer side of the Substation trans 
former, at the customer side of the local distribution 
transformer, or at a home within the neighborhood serviced 
by the local distribution transformer. In addition, each of the 
power line nodes should be weather proof such that no addi 
tional environment protection is needed. 
0072. As previously mentioned, each of the substation 
transformers produces a 3-phase high Voltage signal. In 
accordance with the present invention, each phase produced 
by the substation transformer may carry separate modulated 
data for a local area network or a plurality of local area 
networks. For example, when the services for a particular 
local area network are relatively low speed, a power line node 
may be located at the Substation transformer on a one per 
phase basis (i.e., line to ground) to provide services such as 
meter reading, turn on-off electrical equipment within the 
home, burglar alarm activation/deactivation, et cetera. In 
addition, low speed signaling may be used to test particular 
power networks to verify bandwidth capabilities. 
0073. In one embodiment, a power line node would typi 
cally serve in the range of 1-15 homes. In an area where more 
than 15 homes are supported by a local distribution trans 
former, a plurality of power line nodes may be utilized. To 
provide isolation on the power lines from power line node to 
power line node, and from local area network to local area 
network, different modulation frequencies may be utilized, 
the power lines may be frequency division multiplex, time 
division multiplex, and/or any other mechanism for isolating 
multiple signals on a single transmission path. 
0074 As one of average skill in the art will appreciate, the 
power line nodes and power line gateways may include a 
battery backup, generator, and/or a fuel cell to power respec 
tive portions of the local area network as well as provide in 
home power when local services have been disrupted. 
0075. As one of average skill in the art will further appre 
ciate, a power line base communication system may be con 
figured in accordance with FIGS. 1, 2 and/or 3. For example, 
one local area network may include a power line node that is 
affiliated with a particular home, one local area network may 
be supported by a power line node that is physically co 
located with the local distribution transformer, while multiple 
local area networks may be supported by a single power line 
node wherein AC coupling provides connectivity between 
local area networks. In addition, the Substation transformer 
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may include the power line node that provides communica 
tion to the entire network affiliated with that particular sub 
station. 

0076 FIG. 4 illustrates a schematic block diagram of a 
representative local area network wherein the power line 
nodes 22, 24, 34 and 36 are shown in greater detail as well as 
the power line gateways 64, 66, 72, 74,80, 82, 88 and 90. As 
shown, the power line node, 22, 24, 34 or 36 includes an AC 
coupling module 152, a power amplifier 154, a splitter 156, a 
power line node inbound section 158 and a power line node 
outbound section 160. The inbound and outbound sections 
158 and 160 are operably coupled to the high-speed commu 
nication path 50 through 56. As coupled, the power line node 
22, 24, 34 or 36 process inbound local area network data 140 
and outbound local area network data 142. 

0077. In general, inbound section 158 of the power line 
node 22, 24, 34 or 36 processes the inbound local area net 
work data 140 based on a desired communication convention. 
As such, the inbound local area network data 140 is received 
via the high-speed communication path 50 through 56 in 
accordance with a particular communication convention. 
0078. Upon receipt, the inbound section 158 deciphers the 
local area network data 140 to identify the individual address 
ees, i.e., the individual users within the local area network it 
Supports. The processed data is then modulated in accordance 
with a modulation protocol of the LAN and provided to 
splitter 156. As will be further described with reference to 
FIGS. 21-25D, the power line gateways 64, 66,72, 74,80,82. 
88 and 90, the power line nodes 22, 24, 34, or 36, and the 
power line termination module 16 (as shown in FIGS. 1-3) 
each include one or more VLAN Switch modules. The VLAN 
operations of the present invention will be described further 
with reference to FIGS. 21-29. 

0079. Each of the power line gateways, 64, 66, 72, 74,80, 
82, 88 and 90 are operably coupled to the power lines at the 
respective homes. Each of the power line gateways includes 
an AC coupling module 162, a power amplifier 164, a splitter 
166, a power line gateway inbound section 168 and a power 
line gateway outbound section 170. The modulated data that 
has been placed on the power lines by the AC coupling mod 
ule 152 of the power line node is received via the AC coupling 
module 162 of the power line gateways. The received modu 
lated signals are provided to power amplifier 164, which also 
may be of a conventional modem construct, amplifies the 
signals and provides the amplified signals to splitter 166. The 
splitter 166, which may be of conventional construct, sepa 
rates the outbound signals, (i.e., the modulated signals 
received from the power line node) from the inbound signals 
(i.e., the received signals from the user that are to be modu 
lated and provided to the power line node). 
0080. As one of average skill in the art will appreciate, for 

full duplex operation, the inbound data will be modulated at a 
different frequency than the outbound data. As such, the 
transmit path (i.e., from the power line node to the power line 
gateways) and receive path (i.e., from the powerline gateways 
to the power line node) within the local area network will 
operate at different frequencies. If half duplex conveyance of 
data is desired, the same frequency may be used for transmit 
and receive paths. As such, at certaintimes, or as indicated by 
the power line node, the communication path will be used for 
data transmission, i.e., from the power line node to the power 
line gateways, or data reception, i.e., from the power line 
gateways to the power line node. 
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I0081. Once the modulated data has been amplified and 
separated by the splitter 164, the power line gateway out 
bound section 170 demodulates the data in accordance with 
the modulation/demodulation protocol of the LAN. The out 
bound section 170 then processes the demodulated data in 
accordance with the LAN communication convention to pro 
duce retrieved data. The outbound section 170 then provides 
the retrieved data to the home as user outbound data146. Each 
power line gateway will perform a similar function with 
respect to modulated inbound data on the power lines. 
I0082. The coupling of the power line gateway to the home 
may be done through a modem, a direction connection, a 
connection into an in-home network, or any other means for 
provided data to a user. Once the data is in the home, it may be 
routed in accordance with whatever in-home networking, or 
direct connect, convention used therein to a desired end-user. 
0083. Each of the users within the homes 60, 62. 68, 70, 
76, 78, 84 or 80 also produce user inbound data 144 or 148. 
The user inbound data 144 or 148 is data generated by a user 
who desires to transmit it to the communication network to 
another user via the power line node. Note that if the user is 
communicating from home to home within the local area 
network, the power line node may facilitate the switching of 
the data Such that the data is not provided on the high-speed 
communication path 50 or 56. Similarly, if the initiating user 
and target user are Supported by the same power line termi 
nation module, the power line termination module may pro 
vide the appropriate Switching, and/or routing, to facilitate 
the communication. 

I0084. Once a user has generated the user inbound data 144 
or 148, it is processed by the power line gateway inbound 
section 168. The power line gateway inbound section 168 
processes the data in accordance with the desired communi 
cation convention of the LAN and then modulates the process 
data in accordance with the modulation protocol of the LAN. 
The modulated data is provided to splitter 166 and then ampli 
fied by power amplifier 164. The amplified signal is placed on 
the power lines via the AC coupling module 162, which 
includes a pair of high Voltage capacitors. 
I0085. The power line node receives the user inbound 
modulated user data via the power lines and the AC coupling 
module 152, which provides the received signals to the power 
amplifier 154. The power amplifier 154 amplifies the received 
inbound modulated user data and provides the amplified data 
signals to the splitter 156. The splitter 156 separates the user 
inbound modulated data 144 or 148 from the inbound local 
area network data 140. The power line node outbound section 
160 receives the modulated user data, demodulates it based on 
the modulation/demodulation protocol of the LAN to pro 
duce demodulated data. The outbound section then processes 
the demodulated data from the plurality of power line gate 
ways based on the communication convention of the high 
speed communication path 50-56. Once the data has been 
processed, the outbound section 160 places the data on the 
high-speed communication path 50-56 such that the power 
line termination module 16 subsequently receives it. Alterna 
tively, the powerline node may be coupled via the high-speed 
communication path to the communication network, Such 
that the processed data is directly routed to the communica 
tion network. 

I0086. As one of average skill in the art will appreciate, the 
communication convention used to transceive data via the 
high-speed communication path 50-56 between the power 
line nodes and the communication network and/or the power 
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line termination module 16, may be a different communica 
tion convention from the one used within each of the local 
area networks. For example, the transmission of user inbound 
data 144 may utilize a CSMA type process while the data on 
the high-speed communication path 50-56 may utilize a 
frame relay communication convention, ATM communica 
tion convention, other data packetized communication con 
vention, or a frame based communication convention. In 
addition, each local area network with the power line based 
communication system may use a different communication 
convention, however, the communication convention 
between the power line nodes and the power line termination 
module will be the same. Further, the modulation/demodula 
tion protocol, which may be amplitude modulation, fre 
quency modulation, frequency shift keying, phase shift key 
ing, quadrature amplitude modulation, discrete multi-tone, 
orthogonal frequency division multiplexing, and code divi 
sion multiple access, used in each LAN may be the same or 
varying from LAN to LAN. 
0087 FIG. 5 illustrates a schematic block diagram of the 
local area network 38 or 40 of FIG. 3. In this illustration, 
power line node 112 includes a power line gateway 116 or 118 
and is associated with home 62 or 68. In addition, the power 
line node 112 includes the AC coupling module 152, the 
power amplifier 154, the splitter 156, a power line node 
inbound section 182 and a power line node outbound section 
180. The power line node inbound section 182 is operably 
coupled to the high-speed communication path 50-56 to 
receive inbound local area network data 140. The power line 
node inbound section 182 interprets the inbound local area 
network data 140 to determine whether any of the data is 
destined for a user within home 62 or 68. If so, the home's data 
is separated from the remainder of the LAN data and provided 
to the power line gateway 116. The power line gateway out 
bound section 186 processes the local area data for the user 
within home 60 or 62 and provides the user outbound data 146 
to the home. The remainder of the inbound local area network 
data 140 is processed by the power line node inbound section 
182 in a similar fashion as the inbound local area network data 
was processed by power line node inbound section 158 of 
FIG. 4. 

0088. The user at home 62 or 68 generates user inbound 
data 144. The power line gateway inbound section 184 of 
power line gateway 116 or 118 receives the user inbound data 
144, processes it in accordance with the communication con 
vention and provides it to the power line node outbound 
section 180. Alternatively, the power line gateway inbound 
section 184 passes the user outbound data 146 directly to the 
power line node outbound section 180. The power line node 
outbound section 180 processes the received user outbound 
data 146 with the other data it receives via the power lines, the 
AC coupling module 152, and the splitter 156. The function 
ality of the powerline node output section 180 is similar to the 
functionality of the power line node output section 160 of 
FIG. 4. 

I0089. The powerline gateway 64 or 74 as shown in FIG.5 
functions in a similar way as the power line gateways dis 
cussed with reference to FIG. 4. As such, in this configuration, 
the power line node 112 or 114 is mounted to an individual 
home wherein the high-speed communication path 120 or 
122 is provided directly to the home. As such, power compa 
nies may provide a single fiber optic line, or other high-speed 
communication link, to one home within a neighborhood 
Supporting a power line node as opposed to running Such 
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high-speed communication links to each home in the neigh 
borhood. The one high-speed communication link, via the 
power line node, Supports the data needs of the entire neigh 
borhood. By having one home directly coupled to a high 
speed communication path as opposed to many, there is Sub 
stantial installation cost savings. The cost savings in each 
neighborhood is achieved by having the power line node 112 
or 114 and a plurality of power line gateways providing the 
final 100 feet, or So, of a communication system. In addition, 
many homes that are physically inaccessible, or physically 
difficult to reach, can now receive broadband communication 
services. 

0090 FIG. 6 illustrates a more detailed schematic block 
diagram of power line nodes 22, 24, 34 or 36. As shown, the 
AC coupling module 152 includes a pair of high Voltage 
capacitors, which have a capacitance value depending on the 
frequency of the modulated data. For example, frequencies in 
the kilohertz range may require a relatively large capacitor, in 
the range of 10 to 100 uF (micro Farads), whereas modulated 
data in the megahertz range would require capacitors in the nF 
(nano Farad) range. Each of the capacitors should have a 
Sufficient Voltage rating to withstand a Voltage differential 
supported by the power lines. For example, if the power lines 
are Supporting 240 Volts, the Voltage rating of the capacitor 
should be in excess of 240 volts. 
0091. As shown, the high voltage capacitors of the AC 
coupling module 152 directly couple the power lines 42, 44. 
46, and 48, to the differential output of a transmit power 
amplifier 154T and to the inputs of a receiving power ampli 
fier 154R. The receiving power amplifier 154R provides a 
differential output to the splitter 156. The splitter 156 also 
provides a differential input to the transmit power amplifier 
154T. The splitter 156 outputs the received differential signal 
as the received output modulated data 208 to the power line 
node outbound section 160. 
0092. The power line node output section 160 includes a 
demodulation module 202, a data processing module 204. 
and a transmitting module 206. The demodulation module 
202 receives the outbound modulated data 208, demodulates 
it to produce demodulated data 210. The demodulation mod 
ule 202 uses a demodulation scheme that is dependent on the 
modulation scheme used to produce the modulated data 208. 
For example, the modulation, and hence the corresponding 
demodulation scheme, may be amplitude modulation, fre 
quency modulation, frequency shift keying, phase shift key 
ing, quadrature amplitude modulation, discrete multi-tone 
encoding, orthogonal frequency division multiplexing, 
spread spectrum modulation, and/or any technique for trans 
mitting and/or receiving data using a carrier frequency or 
plurality of carrier frequencies. 
0093. The data processing module 204 receives the 
demodulated data 210 and processes it in accordance with the 
desired communication convention to produce retrieved local 
area network data 212. The communication convention may 
be time division multiplexing, frequency division multiplex 
ing, CSMA, CSMA with collision avoidance, CSMA with 
collision detection, decryption, buffering, frame processing, 
data packetized information processing, and/or any other 
convention for conveying data through a Switching fabric 
between users. 

0094. The transmitting module 206 receives the retrieved 
local area network data 212 and provides it as outbound local 
area network data 142 on the high-speed communication 
path. The transmit module 206 may include an electrical 



US 2010/01 02987 A1 

interface Such as a connector, may include an electrical to an 
optical interface, may include buffering, and/or any means for 
transmitting optical and/or electrical signals. 
0095. The power line node inbound section 158 includes a 
receiving module 190, a data processing module 192, and a 
modulation module 194. The receiving module 190 is oper 
ably coupled to receive inbound local area network data 140 
via the high-speed communication path 50-56. The receiving 
module 190 may include an electrical interface, an optical to 
an electrical interface, buffering, and/or any means for receiv 
ing optical and/or electrical signals. The data processing 
module 192 receives the inbound local area network data 196 
and processes it in accordance with the communication con 
vention to produce process data 198. As mentioned, the com 
munication convention may be in accordance with frame 
relay processing, time division multiplexing, ATM data pack 
etizing data, other data packetizing conventions, label 
Switched networks, multiple protocol label Switching, 
CSMA, CSMA with collision avoidance, CSMA with colli 
sion detection, encryption, and/or buffering. 
0096. The modulation module 194 receives the processed 
data 198 and produces there from modulated data 200. The 
modulation module 194 modulates the processed data in 
accordance with the modulation protocol used within the 
LAN. Such a modulation protocol includes amplitude modu 
lation, frequency modulation, frequency shift keying, phase 
shift keying, quadrature amplitude modulation, discrete 
multi-tone modulation, orthogonal frequency division multi 
plexing, spread spectrum encoding, and/or any other modu 
lation technique for placing a data signal onto a carrier fre 
quency or a plurality of carrier frequencies. 
0097. The splitter 156 receives the modulated data 200 and 
provides it to the transmit power amplifier 154T. The power 
amplifier 154T produces a differential output that is provided 
to the AC coupling module 152. The amplified modulated 
data 200 is then placed on power lines 42, 44, 46 or 48, which 
may be received by one or more of the power line gateways 
coupled to the respective power lines. 
0098 FIG. 7 illustrates a more detailed schematic block 
diagram of an embodiment of the power line node inbound 
section 158 and powerline node outbound section 160 of FIG. 
6. As shown, the data processing module 192 of the inbound 
section 158 includes a multiplexer 228, a channel response 
determination module 226 and a mapping module 220. The 
multiplexer 228 is controlled by the channel response deter 
mination module 226 to output either received inbound local 
area network data 196 or test pattern data 230. In normal 
operation, the multiplexer 228 will output the received 
inbound local area network data 196. In test mode and/or 
set-up mode, the channel response determination module 226 
produces test patterns 230 (i.e., known signals), which are 
outputted by multiplexer 228. The test patterns are generated 
to enable the channel response determination module 226 to 
determine the frequency characteristics of the power lines 
within the local area network. 
0099. The mapping module 220 receives the inbound 
LAN data 196 or the test pattern 230 and maps the data into 
frequency bins based on the channel response 222 of the 
power lines. The mapped, or processed, data 198 is then 
provided to the modulation module 194. The functionality of 
the data processing module 192 will be described in greater 
detail with reference to FIGS. 8 and 9. 

0100. The modulation module 194 includes a modulator 
232, a digital to analog converter 234, and a filter 236. The 
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modulator 232 modulates the processed data 198 in accor 
dance with the modulation protocol incorporated by the local 
area network. The modulated data is then converted to an 
analog signal via the digital to analog converter 234. The 
analog signal is then filtered via filter 236 and provided as 
modulated data 200. The output of modulator 232 is also 
provided to an echo cancellation module 240 of the demodu 
lation module 210. 
0101. The demodulation module 210 includes a filter 238, 
a Summing module 242, the echo cancellation module 240, an 
equalizer 244, a ranging module 246, a multipath module 
248, an analog to digital converter 250, and a demodulator 
252. The data processing module 204 includes a demapping 
module 254. The demodulation module 210 may further 
include an error correction module that provides CRC verifi 
cation, forward error correction, and/or any other type of 
conventional error correction to compensate for impulse 
noise, line variations, etc. 
0102) The filter 238 is operably coupled to filter the out 
bound modulated data 208. The summing module 242 sub 
tracts the modulated data 200 via the echo cancellation mod 
ule 240 from the filtered outbound modulated data 208. As 
one of average skill in the art will appreciate, the magnitude of 
the modulated data 200 will in many cases be substantially 
greater than the magnitude of the outbound modulated data 
208. Thus, echo cancellation is required to accurately inter 
pret the outbound modulated data 208. 
0103) The equalizer 244 is operably coupled to receive the 
output of Summing module 242 and is programmed by the 
channel response determination module 226 via a channel 
control signal 256 to equalize the magnitude of the signals in 
the frequency bins across the frequency of interest. As one of 
average skill in the art will appreciate, carrier frequencies 
having lower frequencies typically have a greater magnitude 
when transmitted over a distance than carrier frequencies 
having higher frequencies. In addition, environmental condi 
tions cause variations in the performance of the power lines 
Such that Such frequency bins may have varying amplitudes. 
Accordingly, the equalizer 244 is programmed based on the 
channel response determination module to equalize the ener 
gies within the frequencybins across the frequencies of inter 
est. The channel response determination module 226 deter 
mines the channel control signal 256 for the equalizer based 
on the processing of the test patterns 230 when received via 
the demodulation module 210. 
0104. The ranging module 246 is programmed via the 
channel response determination module 226 via the channel 
control signal 256 to account for impedance variations of the 
loading on the power line. 
0105. The multipath module 248 is operably coupled to 
receive the output of the ranging module 246 to provide for 
compensation for multipath errors on the power lines. The 
level of error correction is based on a channel control signal 
256 as determined by the channel response determination 
module 226. As one of average skill in the art will appreciate, 
the demodulation module 210 may include one or more of the 
equalizer, ranging module 246 and multipath module 248. If 
the demodulation module 210 includes each of these ele 
ments, the control channel signal 256 will include separate 
signaling for each of these modules such that each module 
may be separately programmed. The correction for multipath 
error, ranging, and equalization of signals is known, thus no 
further discussion will be presented except to facilitate the 
understanding of the present invention. As one of average 
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skill in the art will further appreciate, the power lines may be 
pre-tested (i.e., prior to the installation of the power line node 
and associated power line gateways), using a device that 
includes the channel response module 226, the equalizer 244. 
the ranging module 246, and/or the multi-path module 248. 
By pre-testing the response of the powerlines, the elements of 
the power line node and power line gateways may be tuned to 
provide more reliable initial operation. 
0106 The analog to digital converter 250 receives the 
output of the multipath module 248 and produces a digital 
representation thereof. The digital representation is provided 
to the channel response determination module 226 and to 
demodulator 252. The demodulator 252 demodulates the 
digital signal based on a demodulation protocol, which cor 
responds to the modulation protocol utilized to produce the 
modulated data 200, to retrieve the data. The demodulated 
data is provided to the demapping module 254, which, based 
on the channel response 222, produces the retrieved local area 
network data 212. 
0107 FIGS. 8 and 9 illustrate a graphical representation of 
the operation of the circuit of FIG. 7. As shown in FIG. 8, a 
test pattern 230 is generated to include a series of bits, which 
may be representative of a pulse tone similar to the training 
sequences used in DSL modem-central office interaction. The 
mapping module 220, based on the channel response 222, 
produces processed data 198. In essence, the mapping mod 
ule 220 maps the data of the test pattern 230 into test symbols 
identified by test symbol 1, test symbol 2, throughtest symbol 
n. The test symbols may be formatted in accordance with 
frame relay transmissions, data packetized transmissions, 
and/or label Switching data packets. 
0108. The processed data 198 is modulated into an analog 
signal via the modulation module 194. The modulated data 
200 is shown in the time domain for a single carrier frequency. 
If the modulation scheme utilizes a plurality of frequency 
bins, each frequency bin would have its own analog signal 
having a unique frequency. This is shown as the time domain 
representation of the modulated data 200. The modulated data 
200 is also shown in the frequency domain. The 1 represen 
tation of the frequency domain illustrates the modulated data 
200 spanning a multitude of frequencies (e.g., 1 MHz to 10 
MHz). The range of frequencies includes a plurality of fre 
quency bins for transporting the processed data 198 once 
modulated. Conversely, if the modulation scheme incorpo 
rates a single carrier frequency, the frequency domain repre 
sentation of the modulated data 200 is shown in the right 
portion of the figure. As one of average skill in the art will 
appreciate, if the mapping module processes the received 
inbound local area network data 196, the processed data 198 
will include symbols representing the inbound local area 
network data 196 as opposed to the test symbols representing 
the test pattern 230. The representation of the modulated data 
in the time and frequency domain will be similar. 
0109. In the test mode, the plurality of power line gate 
ways may echo back the test patterns received from the power 
line node, or may generate their own test patterns to transmit 
to the power line node. In either situation, the demodulation 
module 210 receives the outbound modulated data 208. The 
outbound modulated data 208 is shown in both the time and 
frequency domains. As shown in the time domain, the trian 
gular waveform of the modulated data 200 has been distorted 
into a triangle-like shape signal due to distortion caused by 
the characteristics of the power line. The frequency domain 
representation of the modulated data 208 has the amplitude, 

Apr. 29, 2010 

or available bits per carrier frequency, vary with respect to the 
frequency. If the modulation, and corresponding demodula 
tion technique utilizes a single carrier frequency, the fre 
quency domain representation of the output modulated data 
208 would appear on the right and have some corresponding 
phase shifting. 
0110. The channel response determination module 226 
receives the outbound modulated data 208 via the analog to 
digital converter. Based on the difference between the modu 
lated data 200 and the received outbound modulated data 208 
during the test condition, the channel response determination 
module 206 generates the channel control signal 256 for the 
equalizer 244, the ranging module 246 and/or the multipath 
module 248. In addition, the channel response determination 
module 226, based on the frequency domain of the output 
modulated data, generates the channel response information 
222 that is used by the mapping module 220. For instance, as 
shown in FIG.8 with respect to the frequency domain repre 
sentation of the outbound modulated data 208, the amplitude 
of the signal drops dramatically as the frequency increases 
Such that the bit capacity with bins in that frequency range 
may be unusable. As such, the channel response information 
provided to mapping module 220 would indicate that the bins 
in this frequency range would not carry data or would carry a 
minimal amount of data. 

0111 FIG. 9 illustrates a portion of the demodulation 
module 210 after the equalizer 244, ranging module 246, and 
multipath module 248 have been programmed via the channel 
response determination module 226. As shown at the top of 
FIG. 9, the received outbound modulated data in the fre 
quency domain is represented. Based on this information, the 
channel response determination module 226 determines the 
response 260 of the equalizer 244. This is shown in the fre 
quency domain. By applying the response 260 of equalizer 
244 to the received outbound modulated data 208, the output 
262 of equalizer 244, in the frequency domain, is more linear. 
This is represented as the output 262 of equalizer 244. If the 
modulation and corresponding demodulation scheme utilizes 
a single carrier frequency, the output 262 of equalizer 244 is 
shown in the time domain. In this example, the output of 
equalizer 262 is more representative of a triangular wave 
form, which corresponds to the modulated data 200. Note that 
the ranging module 246 adjusts the reflected impedance of the 
demodulation module 210 based on the impedance of the 
power line. 
0112 The multipath module 248 corrects for multipath 
error, which distorts the signal. As such, the multipath modu 
lator 248 corrects for phase shifting irregularities and distor 
tion due to multipath error. The single carrier time domain 
representation of the output of multipath module 248 is 
shown as output 264. The analog signals, or signals of the 
modulated data 208, after being processed by the equalizer 
244, the ranging module 246 and/or the multipath module 
248, are converted into a digital signal via the analog to digital 
converter 250. The demodulator 252 demodulates the digital 
signals to produce the demodulated data 210. The demodu 
lated data is represented by symbols 1, 2, 3, etcetera. The 
demapping module 254 receives the demodulated data 210 
represented by symbols to produce the retrieved local area 
network data 212. 
0113 FIG. 10 illustrates a graphical representation of the 
power line gateways 64, 66, 72, 74, 80, 82, 88 or 90. The 
gateway includes a power line gateway inbound section 168, 
a power line gateway outbound section 170, a splitter 166, TX 
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and Rx power amplifiers 164T and 164R, and an AC coupling 
module 162. The power line gateway inbound section 168 
includes a receiving module 272, a data processing module 
274, and a modulation module 276. The receiving module 
272, which may be an electrical interface, an optical to elec 
trical interface, and/or a buffer, receives the user inbound data 
144 or 148 via a user communication path 270. The user 
communication path may be an in-home system, phone lines, 
Ethernet connection, direct connect, wireless connection, 
and/or any mechanism within a home to couple data to a 
device outside of the home. 

0114. The data processing module 274 receives the 
inbound user data 278 and processes it in accordance with the 
desired communication convention to produce the processed 
data 280. This module is a VLAN Switch, with a subset 
protocol defined in the IEEE 802.1Q and IEEE 802.1P. 
0115 The modulation module 276 receives the processed 
data 280 and produces there from modulated data 282. The 
modulation module 276 utilizes a modulation protocol to 
produce the modulation data. The modulation protocol is as 
previously discussed which may be, but is not limited to, 
amplitude modulation, frequency modulation, frequency 
shift keying, phase shift keying, quadrature amplitude modu 
lation, discrete multi-tone modulation, orthogonal frequency 
division multiplexing, spread spectrum encoding, and/or any 
other technique for modulating data on a carrier frequency or 
a plurality of carrier frequencies. 
0116. The splitter 166 receives the modulated data 282 and 
provides it to the transmit power amplifying 164T. The power 
amplifier 164T produces a differential output that is provided 
to the AC coupling module 162. The AC coupling module 162 
includes a pair of high Voltage capacitors that provide AC 
coupling of the output of the power amplifier 164T to power 
lines 42, 44, 46 or 48. 
0117. In addition, the AC coupling module 162 provides 
AC coupling of modulated data on power lines 42, 44, 46 and 
48 to the inputs of the receive power amplifier 164R. The 
differential output of received power amplifier 164R is pro 
vided to splitter 166. The splitter 166 provides the received 
outbound modulated data 284 to the power line gateway 
outbound section 170. 

0118. The power line gateway outbound section 170 
includes a demodulation module 286, a data processing mod 
ule 290, and a transmitting module 292. The demodulation 
module 286 receives the received outbound modulated data 
284 and demodulates it based on the modulation/demodula 
tion protocol. The data processing module 290 receives the 
demodulated data 294 and processes it in accordance with the 
desired communication convention to produce retrieved user 
data 296. The transmitting module 292 provides the retrieved 
user data 296 as user outbound data 146 or 150 to the user via 
the user communication path 270. 
0119 FIG. 11 illustrates a more detailed schematic block 
diagram of the power line gateway inbound section 168 and 
power line gateway outbound section 170 of FIG. 10. As 
shown, the data processing module 274 includes a multi 
plexer 301 and a formatting module 300. The multiplexer 301 
is operably coupled to receive either received inbound user 
data 278 or test pattern data 279. The selection is based on an 
input received via the channel response module 326. The 
channel response module 326 functions in a similar manner 
as the channel determination module 226 of FIG. 7. In normal 
mode, the multiplexer 301 outputs the received inbound user 
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data 278. In test mode, (i.e., in a mode to determine the 
characteristics of the power lines) the multiplexer 301 outputs 
the test patterns 279. 
0.120. The formatting module 300 is operably coupled to 
receive the output of multiplexer 301 and format the data to 
produce processed data 280. The formatting of the data is in 
accordance with the communication convention used within 
the local area network. For example, the formatting may be 
data packetizing the data, placing the data in a corresponding 
time frame, and/or any other communication convention for 
relaying data via a Switching fabric. 
0.121. The modulation module 276 includes a modulator 
302, a digital to analog converter 304 and a filter 306. The 
modulator 302 is operably coupled to receive the processed 
data 280 and produce there from modulated data. The digital 
to analog converter 304 converts the modulated data into an 
analog signal that is filtered and outputted as the modulated 
data 282. 
0.122 The demodulation module 286 includes a filter 308, 
an echo cancellation module 310, a Summing module 312, an 
equalizer 314, a ranging module 316, a multipath module 
318, an analog to digital converter 320, and a demodulator 
322. The functionality of these elements, as well as the func 
tionality of the channel response module 326, is similar to the 
functionality of corresponding elements of the demodulation 
module 210 as shown in FIG. 7. While the functionalities are 
similar, each powerline gateway will determine its own chan 
nel response characteristics to provide the necessary equal 
ization for equalizer 314 as well as separate multipath error 
correction and ranging functions. 
I0123. The data processing module 290 includes a defor 
matting module 324 that deformats the data to produce the 
retrieved user data 296. The deformatting used by deformat 
ting module 324 is the inverse of the protocol used by format 
ting module 300. 
0.124 FIG. 12 illustrates a schematic block diagram of the 
power line node 112 of FIG. 5. The power line node 112 
includes a power line node inbound section 158, a power line 
gateway 116, a powerline node outbound section 160, splitter 
156, transmit and receive power amplifiers 154T and 154R, 
and an AC coupling module 152. The functionality of splitter 
156, power amplifiers 154 and AC coupling module 152 are 
as previously described. 
0.125. The power line node inbound section 158 includes a 
receiving module 190, data processing module 330, and 
modulation module 194. The receiving module 190 and the 
modulation module 194 functions in a similar manner as the 
same reference numbered modules of FIG. 6. The data pro 
cessing module 330 is included within the power line node 
inbound section 158 as well as within the power line gateway 
116. In operation, the data processing module 330 will iden 
tify the user inbound data 144 contained within the inbound 
local area network data 140. When the data processing mod 
ule 330 recognizes the user inbound data 144, it provides the 
data to the transmitting module 292. As such, the user 
inbound data 144 is not modulated nor is it propagated onto 
the power lines. The remainder of the inbound local area 
network data 140 is processed to produce the processed data 
198 and propagated via the modulation module 194, splitter 
156, power amplifier 154T and AC coupling module 152 onto 
the power lines. 
0.126 The power line node outbound section 160 includes 
a demodulation module 202, a data processing module 332, 
and a transmitting module 206. The transmitting module 206 
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and demodulation module perform in a similar fashion as like 
referenced elements of FIG. 6. The data processing module 
332 is operably coupled to receive demodulated data 210 via 
the demodulation module 202 and user outbound data146 via 
the receiving module 272. The data processing module 332 
processes the user outbound data 146 and the demodulated 
data 210 to produce retrieved local area network data 212. 
The retrieved local area network data 212 is outputted via 
transmitting module 206 as output local area network data 
142. 

0127. The transmitting module 292 and receiving module 
272 communicate via the user communication path 270 with 
the affiliated user of the power line node 112. As one of 
average skill in the art will appreciate, by incorporating the 
power line node 112 as shown in FIG. 12, the power line node 
112 may be mounted at the home of a user. As such, fiber, or 
other high-speed communication path, is routed to one indi 
vidual home within a local area network, or neighborhood, 
where the power line node 112 provides the conduit for high 
speed communications for other homes within the neighbor 
hood via the power lines without the need for installation of 
high-speed communication paths to each of the homes in the 
local area network. Since a substantial portion of the cost of 
installing a communication system is the equipment of the 
last 100 feet, the power line node and power line gateways of 
the present invention Substantially reduce the cost of bringing 
broadband communications to users that already have elec 
tricity. 
0128 FIG. 13 illustrates a schematic block diagram of a 
distributed power line base communication system. The 
power line base communication system includes a commu 
nication network 340, a utility network 342, a central office 
352, a plurality of power line termination modules 16 and 
354, a plurality of power line nodes 34, 22, 24 and 36, a 
plurality of local distribution transformers 18, 20, 30 and 32. 
and a plurality of power line gateways 64, 66, 72, 74, 80, 82, 
88 and 90. In this configuration, the power line nodes 22, 24, 
36, 34 and 36 are coupled via a high-speed communication 
path to the communication network 340 and/or the utility 
network 342. The communication network 340 may be the 
Internet, wide area network, wireless communication system, 
public switch telephone network, Ethernet network, and/or 
any other type of networking system. 
0129. The utility network 342 is a communication net 
work private to a utility company or power company used to 
communicate with Substations, local distribution transform 
ers, and other nodes within a power system throughout a 
geographic region. The central office 352 coordinates the 
communication throughout the communication system of 
FIG. 13. Each of the power line termination modules 16 and 
354 supports a portion of the system of FIG. 13. 
0130. Each of the power line nodes includes a processing 
module 344 and memory 346. The processing module 344 
may be a single processing device or a plurality of processing 
devices. Such a processing device may be a microprocessor, 
micro controller, digital signal processor, state machine, logic 
circuitry, programmable gate array, analog circuitry, and/or 
any device that manipulates signals (analog or digital) based 
on operational instructions. The memory 346 may be a single 
memory device or a plurality of memory devices. Such a 
memory device may be a read only memory, random access 
memory, re-programmable memory, system memory, mag 
netic tape memory, and/or any device that stores digital infor 
mation. Note that when the processing module implements 
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one or more of its functions via a state machine, logic cir 
cuitry, and/or analog circuitry, the memory storing the corre 
sponding instructions is embedded within the circuitry com 
prising the state machine, logic circuitry, and/or analog 
circuitry. The operational instructions stored in memory 346 
and performed by processing module 344 are discussed in 
greater detail with reference to FIGS. 18 through 20. 
I0131 Each of the power line gateways includes a process 
ing module 348 and memory 350. The processing module 348 
may be a single processing device or a plurality of processing 
devices. Such a processing device may be a microprocessor, 
micro controller, digital signal processor, state machine, logic 
circuitry, programmable gate array, analog circuitry, and/or 
any device that manipulates signals (analog or digital) based 
on operational instructions. The memory 350 may be a single 
memory device or a plurality of memory devices. Such a 
memory device may be a read only memory, random access 
memory, re-programmable memory, system memory, mag 
netic tape memory, and/or any device that stores digital infor 
mation. Note that when the processing module implements 
one or more of its functions via a state machine, logic cir 
cuitry, and/or analog circuitry, the memory storing the corre 
sponding instructions is embedded within the circuitry com 
prising the state machine, logic circuitry, and/or analog 
circuitry. The operational instructions stored in memory 350 
and performed by processing module 348 are discussed in 
greater detail with reference to FIGS. 18 through 20. 
0.132. As configured, a power line node may have a high 
speed communication path to the communication network 
340 and/or to the utility network 342. In this manner, the 
power line termination module 16 and/or 354 coordinates the 
communication via local area networks utilizing networks 
340 and/or 342. 
0.133 FIG. 14 illustrates a graphical representation of pro 
cessing of inbound local area network data 140 when the data 
is formatted in accordance with IEEE 802.1Q VLAN. As 
shown, the inbound local area network data 140 includes 
frame sync information and data within a frame. The power 
line node 34 receives the inbound local area network data 140 
via the high-speed communication path 50. The power line 
node 34 identifies the users, and/or addressees, within the 
frame of information based on timeslot allocations within the 
frame. Having identified each user and its corresponding 
data, the power line node 34 uniquely encodes the databased 
on the users individual encoding and/or encryption mecha 
nism. The data is then time and/or frequency division multi 
plexed and transmitted as modulated data 200 via the power 
lines 46 to the power line gateways 66 and 64. The modulated 
data will have a varying bit percarrierratio over the frequency 
range of interest. This is illustrated as the modulated data 200. 
0.134 Each of the gateways 64 and 66 will demodulate the 
modulated data 200 and identify its corresponding timeslot 
for its respective user. Having done this, the data is decoded 
and/or decrypted based on the individual encoding and/or 
encryption of the individual user to retrieve the data contained 
within the user's timeslot or slots. Such data is then presented 
as user outbound data 146 or 150 to the respective user. 
0.135 FIG. 15 illustrates a graphical representation of pro 
cessing outbound local area network data 142 by power line 
node 34. As shown, the outbound local area network data 142 
is organized as frames of data. Each frame is separated by 
frame syncing information Such that the alignment of frames 
can be readily obtained to ensure propertransmission of data. 
The outbound local area network data 142 is transmitted via 
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the high-speed communication path 50. In this example, each 
of the power line gateway 64 and 66 receive user inbound data 
144 or 148. The user inbound data is encoded utilizing a 
unique encoding and/or encryption scheme for the individual 
users. The encrypted data is then placed in a corresponding 
timeslot or slots for the individual user and the data is modu 
lated to produce the modulated data 200. In one embodiment, 
each power line gateway 66 may have a corresponding fre 
quency bin or plurality of frequencybins to provide its modu 
lated data to the power line node 34. Alternatively, each of the 
power line gateways 64 will transmit its data in a particular 
time increment utilizing the entire frequency spectrum allo 
cated for demodulated data 200. 
0136. The power line node 34 identifies the users by the 
carrier frequencies, and/or the time of the data being received. 
The data is then decoded utilizing the unique decoding 
scheme and/or decryption scheme for the individual users. 
The user data is then placed into frames according to timeslot 
allocations and provided as the output local area network data 
142. 
0.137 FIG. 16 illustrates a graphical representation of the 
power line node 34 processing inbound local area network 
data 140 when the data 140 is data packetized data. In this 
example, the power line node 34 receives the data packets of 
data via the high-speed communication path 50 using 
orthogonal frequency division multiplexing (OFDM). The 
power line node 34 separates the data packets to identify the 
individual addressees of the data. Utilizing a unique encoding 
and/or encryption scheme for each user, the separated data is 
encoded. The encoded data packet for each user is then tagged 
and modulated. The modulated data 200 is provided on power 
lines 46 to power line gateways 64 and 66. 
0138 Each of the power line gateways 64 and 66 demodu 
lates the received modulated data 200 to retrieve the data 
packets of data. The data packets of data are then identified to 
determine whether they are addressed for the individual user 
associated with the powerline gateway. If so, the correspond 
ing data packets are decoded and/or decrypted to retrieve the 
user outbound data 146 or 150. 
0139 FIG. 17 illustrates a graphical representation of pro 
ducing outbound local area network data 142 in a data pack 
etized format. In this illustration, each of the power line 
gateways 64 and 66 receive user inbound data 144 or 148 via 
its corresponding user. Each power line gateway 64 encodes 
the corresponding data, packetizes it and then modulates it 
onto power lines 46. The transmission of the modulated data 
onto the power lines 46 may be done in a CSMA manner, 
and/or time allocated manner. 

0140. The power line node 34 receives the outbound 
modulated data 208 and identifies the particular users. Having 
identified the particular users, the data is decoded and/or 
decrypted based on the individual encoding and/or encryp 
tion scheme for the corresponding user. The data for the local 
area network is then data packetized and placed on the high 
speed communication path 50 as the outbound local area 
network data 142. 
0141 FIG. 18 illustrates a logic diagram of a method for 
providing broadband communication over power lines. The 
process begins at Step 360 where data that is associated with 
at least one user of a plurality of users in an area network (e.g., 
wide area network or local area network) is received. The data 
may be received in a variety of manners, which will be sub 
sequently described. The process then proceeds to Step 362 
where the data is processed based on a desired communica 
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tion convention to produce process data. The desired commu 
nication convention is IEEE 802.1Q VLAN. A more detailed 
discussion of the processing of the data inaccordance with the 
desired communication convention will be Subsequently 
described. 
0142. The process then proceeds to Step 364 where the 
processed data is modulated based on a modulation protocol. 
The modulation protocol may be amplitude modulation, fre 
quency modulation, frequency shift keying, phase shift key 
ing, quadrature amplitude modulation, discrete multi-tone 
modulation, orthogonal frequency division multiplexing, 
and/or spread spectrum modulation. The process then pro 
ceeds to Step 366 where the modulated data is AC coupled to 
the power lines servicing the area network. This was graphi 
cally illustrated with reference to FIGS. 1 through 7. 
0143. The receiving of data may be done in a variety of 
ways. For instance, at Step 370, the data may be received in 
data packets via a high-speed communication path that is 
coupled to a communication network. When the data is 
received in this manner, the processing of the data corre 
sponds to Steps 372 through Step 376. At Step 372, the data is 
logically separated based on addresses of the plurality of 
users to produce separated data packets of data. The process 
then proceeds to Step 374 where the separate data packets of 
data are encoded based on a corresponding encoding process 
of the user. Note that each user of the local area network has 
an individual encoding scheme and/or encryption scheme. As 
Such, even though the data is placed on a shared communica 
tion path, only the addressed user may receive it since only the 
addressed user has the corresponding encryption/decryption 
and/or encoding/decoding scheme. The process then pro 
ceeds to Step 376 where the encoded data packets are tagged 
in accordance with CSMA, CSMA with collision avoidance, 
and/or CSMA with collision detection. 
0144. As an alternate mechanism for receiving the data, 
the data may be received as shown at Step 368 where it is 
received via a utility network. The utility network couples a 
plurality of Substations to a control center. In this coupling, 
and reception of data, the data is relatively low speed to 
provide the control central office with remote metering, 
enabling/disabling of electronic devices within a home, and/ 
or other functions to control the transient use of power within 
a given area Supported by a local distribution transformer 
and/or Substation. 

0145 As a further alternate mechanism for receiving the 
data, the data may be received as shown at Step 378 where it 
is received in frames via a high-speed communication path 
coupled to a communication network. If the data is received in 
this manner, the processing is done as shown in Step 380. At 
Step 380, the data is multiplexed within the frames based on 
division multiplexing (e.g., time division multiplexing and/or 
frequency division multiplexing) of the frames among the 
plurality of users. This was graphically illustrated in FIGS. 14 
and 15. 

0146 FIG. 19 illustrates a logic diagram of further pro 
cessing options of the data of Step 362 of FIG. 18. Each of 
these paths provides alternate and/or cumulative processing 
of the data. At Step 390, the data may be buffered. At Step 
392, the data may be encrypted based on an encryption pro 
tocol that is unique to each user within the system. At Step 
394, local data may be identified wherein the local data 
addresses a user affiliated with the power line node. The 
process then proceeds to Step 396 where the local data is 
routed to the local user without further processing. 
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0147 At Step 398, the processing may include determin 
ing the channel response of the power lines over a frequency 
range of interest. For example, if the data is being transmitted 
via a plurality of carrier frequencies in the range of 100 
kilohertz to 5 megahertz, the channel response in this fre 
quency range is of interest. The process then proceeds to one 
or more of Steps 400 through 404. At Step 400, the data is 
mapped into frequencybins based on the channel response of 
the power lines. At Step 402, variations in the line impedance 
of the power lines are compensated for based on the response 
of the power lines. At Step 404, multipath errors are compen 
sated for of the power line in response to determining the 
power line frequency performance response. 
0148 FIG. 20 illustrates a logic diagram of a method for 
providing broadband communications over power lines. The 
process begins at Step 410 where outbound modulated data is 
received via AC coupling to power lines of a local trans 
former. The process then proceeds to Step 412 where the 
received outbound modulated data is demodulated based on a 
demodulation protocol. The particular demodulation proto 
col will be the inverse of the modulation protocol used to 
modulate the data. The process then proceeds to Step 414 
where the demodulated data is processed based on the desired 
communication convention. The processing of the data will 
be further discussed with reference to Steps 424 through 436. 
The process then proceeds to Step 416 where the retrieved 
data is provided to a communication path. The providing of 
the retrieved data will be further discussed with reference to 
Steps 418 through 422. 
014.9 The providing of the retrieved data may include one 
or more of the processing steps shown in Steps 418 through 
422. At Step 418, the retrieved data is provided in frames via 
a high-speed communication path to a communication net 
work. At Step 420, the retrieved data is provided in data 
packets via a high-speed communication path to a communi 
cation network. At Step 422, the retrieved data is provided via 
a communication path to a utility network that couples a 
plurality of substations to a control center. Alternately, the 
retrieved data may be user data and is provided to a user via a 
user communication path. 
0150. The processing of the demodulated data may be 
done utilizing one or more of the steps represented by Steps 
424 through 436. At Step 424, local data of the demodulated 
data is identified based on the address of a local user of the 
plurality of users. Once the local data is identified, the process 
proceeds to Step 426 where the local data is routed to the local 
user via a local communication path. 
0151. At Step 428, the demodulated data may be 
decrypted based on a decryption protocol of the at least one 
user wherein the decryption protocol corresponds to the 
modulation protocol. At Step 430, the demodulated data may 
be buffered for controlling the timing of processing the data. 
At Step 432, the demodulated data may be processed to 
compensate for multipath errors of the power lines. 
0152. At Step 434, the demodulated data may be demul 
tiplexed within the frames based on division demultiplexing 
(time and/or frequency) of the frames amongst the plurality of 
users. At Step 436, the demodulated data may be demapped 
from the frequency bins based on a channel response of the 
power lines. 
0153 FIG. 21A is a block diagram illustrating various 
system configurations of the present invention in which one 
or more transformers reside within signal paths between 
power line nodes and power line gateways. Three separate 
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power line termination modules/power line nodes 2102. 
2152, and 2154 are shown in FIG. 21A, any of which could 
service the high-speed communication requirements of each 
of the power line gateways 2122, 2124, 2126, 2128, 2130, 
2132, 2134, 2136, and 2138. As is shown in FIG. 21A, how 
ever, each of the power line termination modules/power line 
nodes 2102, 2152, and 2154 couple to the utility grid at 
different locations. Thus, when servicing any of the power 
line gateways 2122-2138, each of the power line termination 
modules/power line nodes 2102, 2152, and 2154 will use 
different signal paths through the utility grid. 
0154 The utility grid of FIG. 21A includes a substation 
transformer 2100 that couples on its high side to a high 
voltage 3 phase power line, e.g., 138 KV, and services a 12.5 
KV/3 phase distribution line on its low side. Distribution 
transformers 2104 and 2106 couple to the 12.5 KV/3 phase 
distribution line on their high side and service 480V/3 phase 
lines on their low sides. A plurality of business transformers 
2110, 2112,2114, 2116, 2118, and 2120 couple on their high 
sides to the 480V/3 phase lines and provide service to busi 
nesses at 240V/1 phase voltage levels. Each of the business 
transformers 2110-2120 services at least one, and at most a 
few, businesses. Each of the power line gateways 2122-2138 
is shown as coupling to the 240V/1 phase portion of the utility 
grid. However, in other embodiments, some or all of the 
power line gateways 2122-2138 could couple to other por 
tions of the utility grid. 
0155 The transformers and conductors of the utility grid 
are designed to service the low frequency, e.g., 50 Hz, 60 Hz, 
power signal that is employed to provide electrical utility 
service to the business customers of the utility grid. The 
operating characteristics of the substation transformer 2100. 
distribution transformers 2104 and 2106, business transform 
ers 2110-2120, and power lines of the utility grid are well 
understood within this frequency band. However, the high 
speed communication system of the present invention oper 
ates in a much higher frequency band, e.g., 3-30 MHz. The 
operational characteristics of the utility grid components 
within this frequency band are not well understood. For 
example, each of the transformers introduces signal attenua 
tion for data communication signals passing through the 
transformers, e.g., 20-30 dB. 
0156 Further, the operational characteristics of the utility 
grid itselfare not well understood within this frequency band. 
The utility grid includes a plurality of conductive paths 
required to service the electrical utility needs of the customer. 
However, these conductive paths produce significant reflec 
tions when the utility grid is used to service high-speed data 
communications. Further, the various utility grid components 
that provide benefit for power factor correction, e.g., capaci 
tor banks, may significantly affect the ability to use the utility 
grid to service high-speed data communications. The input 
impedance seen by the power line nodes and the power line 
gateways may be such as to limit the ability of the devices to 
transmit signals within the utility grid. Further, the utility grid 
itself may offer varying impedance to the devices and cause 
frequency selective amplitude and phase distortion. 
0157 FIG. 21B is a block diagram illustrating another 
system configuration of the present invention in which one or 
more transformers reside within signal paths between power 
line nodes and power line gateways. As contrasted to the 
structure of FIG.21A, the structure of FIG.21B includes only 
the 12.5 KV/3 phase and 240V/1 phase lines of the utility 
grid. In this case, distribution transformers 2156 and 2158 
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couple on their high sides to the 12.5 KV/3 phase voltage and 
couple on their low sides to the 24OV71 phase lines. Each of 
the power line gateways 2122-2138 couple to the 240V/1 
phase lines and corresponding homes are serviced at this 
same voltage. As was the case with the structure of FIG.21A, 
power line node 2102 couples to the 12.5 KV/3 phase line 
while power line nodes 2152 and 2154 couple to the 240V/1 
phase lines. 
0158. The structure of FIG.21B is typically more common 
in a residential area while the structure of FIG. 21B is more 
typical in a commercial/industrial area. Of course, the teach 
ings of the present invention apply equally as well to com 
mercial/industrial areas as well as to strictly residential area. 
Further, the system of the present invention may be employed 
to service a mixed commercial/industrial and residential 
neighborhood. 
0159 FIG.22 is a system diagram that illustrates at a high 
level a power line termination module and a plurality of 
power line local area networks (LANs) serviced according to 
the present invention. Power line termination module 2202 
includes a plurality of ports, port 0 through port 7. Each of this 
plurality of ports services a respective power line LAN. In 
such case, port 0 services power line LAN 2206, port 1 
services power line LAN 2208, port 2 services power line 
LAN 2210, port 3 services power line LAN 2212, port 4 
services power line LAN 2214, port 5 services power line 
LAN 2216, port 6 services power line LAN 2218, and port 7 
services power line LAN 2220. The power line termination 
module 2202 also couples to data network 2204, e.g., high 
speed data networks such as the Internet. The power line 
termination module 2202 serves as a Layer 3 edge router that 
connects the power line LANs to the data packet data network 
2104, e.g., IP network and provides Wide Area Network 
(WAN) access for a plurality of serviced powerline gateways. 
The power line termination module 2202 supports network 
security operations, Quality of Service (QoS) operations, and 
Privacy operations, among other operations. 
0160 Each port of the power line termination module 
2202 supports a VLAN domain and has assigned thereto a 
VLAN group ID. Such VLAN domains may operate consis 
tently with IEEE 802.1Q. In IEEE 802.1Q, a VLAN domain 
allows the addressing of 4,096 particular VLAN IDs. Thus, 
each port may service 4,096 individual VLANs according to 
the present invention. The power line termination module 
2202 performs VLAN-based traffic control, data packet data 
translations, and additional functions in servicing a plurality 
of respective power line gateways. In other embodiments, 
each port of the power line termination module 2202 may 
address a differing number of VLAN IDs. In any case, VLAN 
IDs may be reused at each port of the power line termination 
module 2202 because the ports of the power line termination 
module 2202 are physically isolated from one another and 
service differing power line LANs that are communicatively 
isolated from one another. 

(0161. As will be described further with reference to FIGS. 
23 through 29, by assigning a VLAN ID to each serviced 
powerline gateway (or to each device serviced by each power 
line gateway), significant operational advantages are 
achieved. These advantages include the ability to facilitate 
privacy on the serviced LANs, the ability to broadcast and 
multicast communications on the LANs, the ability to man 
age QoS for serviced powerline gatewayS/devices coupled to 
serviced power line gateways, the ability to privately provi 
sion services for the power line gateways, and the ability to 
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update software of the power line gateways. Each VLAN 
domain is on a Subnet since the power line termination mod 
ule 2202 is also an Edge Router that links the VLANs and data 
network 2204 in providing QoS WAN services. 
(0162. A Configuration Management Server (CMS) 2390 
couples to the power line termination module 2202 via the 
data network 2204. In another embodiment, the CMS 2390 
couples directly to the power line termination module. How 
ever, by having the CMS 2390 couple to the power line 
termination module via the data network 2204, the CMS 2390 
is more readily able to service a plurality of power line ter 
mination modules. In its operations, the CMS 2390 services 
service provisioning operations, service updating operations, 
and other administrative functions required to service the 
system. These operations will be described further with ref 
erence to FIGS. 26-29. 
0163 FIG. 23 is a partial system diagram illustrating in 
more detail the system of FIG.22. As is also shown in FIG. 23. 
power line termination module 2202 includes eight ports, port 
0 through port 7, each of which is capable of servicing a 
respective group of powerline gateways coupled to the power 
line termination module 2202 via a power line LAN. Further, 
as is shown, power line nodes 2302 and 2304 couple between 
the ports of the power line termination module 2202 and the 
respective serviced power line LANs. In particular, port 0 of 
power line termination module 2202 couples to power line 
node 2302, which services power line LAN 2206. The struc 
ture of the power line nodes has been previously described 
herein in detail and will be further described with reference to 
FIG. 25C. Power line LAN2206 services a plurality of power 
line gateways that are coupled to a respective utility grid 
segment. These power line gateways include powerline gate 
ways 2306, 2308, 2310, 2312, 2314, 2316, 2318, and 2320. 
0164. As is illustrated, each of these power line gateways 
2306-2320 has at least one VLAN ID therewith associated. 
Power line gateways are also referred to herein and otherwise 
as customer premises equipment (CPE). The power line gate 
ways are referred to as CPEs because the power line gateways 
will be resident at the customer premises and will typically 
serve at least one device. Port 7 of the power line termination 
module 2202 couples to power line node 2304 and services 
power line LAN 2220. Power line LAN 2220 corresponds to 
a respective utility grid segment. Serviced by power line LAN 
2220 are power line gateways 2322-2336. As is shown, each 
power line gateway 2322-2336 includes a unique VLAN ID. 
As will be further described herein, each power line gateway 
may be assigned multiple VLAN IDs, each of which corre 
sponds to a device serviced by the power line gateway. 
(0165. As is indicated within FIG. 23, VLAN IDs may be 
reused for each port Such that power line gateways serviced 
by differing ports may have the same VLAN ID. This opera 
tion is possible because the power line termination module 
2202 performs translation operations between VLAN IDs and 
data packet addresses, e.g., MAC address, IP address, etc. 
Such VLAN ID and data packet address translation is based 
upon the identity of devices coupled to serviced ports of the 
power line gateways. Because the VLAN domains serviced 
by the ports of the powerline terminal module 2202 are physi 
cally isolated, the use of the same VLAN IDs on differing 
ports does not cause address conflicts within the power line 
termination module 2202. 

0166 The manner in which power line LANs are defined 
such that they are associated with the respective utility grid 
segments has been previously described herein. For particular 



US 2010/01 02987 A1 

examples of such descriptions see FIGS. 1-3, 21A and 21B. 
Generally, each power line LAN accesses the power line 
termination module 2202 via a unique servicing port. How 
ever, each power line gateway serviced by the power line 
LAN operates in a multiple access arrangement with each 
other power line gateway serviced by the power line LAN. In 
this case, the power line gateways 2322-2336 of power line 
LAN 2220 operate in a multiple access arrangement with 
collision avoidance mechanisms in place. Because each of 
these power line gateways 2322-2336 share the physical 
media of the power line LAN 2220, each power line gateway 
may receive transmissions from each other of the power line 
gateways. As will be further described with reference to 
FIGS. 28 and 29, the VLAN operations of the present inven 
tion serve to privatize communications on the power line 
LAN2220 thus precluding power line gateways that share the 
power line LAN 2220 from receiving each other's communi 
cations. The VLAN operations of the present invention also 
support QoS operations on the power line LAN 2220 and 
Support a number of other operations that provide significant 
benefits in the operation of the power line LAN 2220 and 
other power line LANs. 
0167 FIG. 24A is a system diagram illustrating a first 
alternate embodiment of the last-leg utility grid high-speed 
data communication network previously illustrated in FIGS. 
22 and 23. As is shown in FIG. 24A, the power line termina 
tion module 2202 couples to data network 2104 and includes 
a plurality of ports, i.e., port 0 through port 7. However, as 
contrasted to the structure of FIGS. 22 and 23, the power line 
LAN 0 has a plurality of unique segments, segments 1-4. 
While the power line termination module 2202 services each 
of these power line LAN 0 segments 2412, 2414, 2416, and 
2418 using a particular port, port 0, the manner in which 
communications are linked to these power line LAN seg 
ments 2412-2418 differs from the manner described with 
reference to FIGS. 22 and 23. 

(0168 With the structure of FIG. 24A, a power line termi 
nation module accumulator 2402 couples to port 0 of power 
line termination module 2202 via a 1 GB optical link. The 
power line termination module accumulator 2402 couples to 
power line nodes 2404, 2406, 2408, and 2410 that service 
power line powerline LAN 0 segments 2412, 2414, 2416, and 
2418, respectively. The coupling between power line termi 
nation module accumulator 2402 and power line nodes 2404 
2410 is serviced via respective 100 MB optical links. Cou 
pling at the lower capacity 100 MB links allows less 
expensive optical ports to be employed to service the same 
subscriber base. Such is the case because the higher rate 1 GB 
link is significantly more expensive than are 100 MB optical 
links. In one particular embodiment of the structure, the 1 GB 
link is serviced according to the 1 Gig-E optical standard, 
while the 100 MB links are serviced according to the 100 FX 
optical standard. With this embodiment, the power line ter 
mination module accumulator 2402 operates as an ISO Layer 
2 aggregation Switch. 
0169. An advantage of the structure of FIG. 24A is that a 
single power line termination module 2202 may service in 
excess of 25,000 power line gateways. These power line 
gateways may be disbursed over a relatively large geographic 
area. With the structure of FIG. 24, the power line termination 
module accumulator 2402 may be located geographically 
closer to serviced power line gateways than is the power line 
termination module 2202. Further, each power line node 
2404-2410 may be located geographically close to its ser 
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viced power line LAN 0 segment 2412-2418, respectively. In 
Such case, significant advantages are obtained not only in 
bandwidth throughput and reduced device costs, but reduced 
deployment costs as well. Because footprint requirements for 
the power line termination module 2202 can be great, it is 
advantageous to locate the power line termination module 
2202 at a geographic location having minimal cost. In Such 
case, the 1 GB link and 100 MB links, or such other links as 
appropriate, may be run between the power line termination 
module 2202, power line termination module accumulator 
2402, and the power line nodes 2404-2410. Not only can the 
power line termination module, power line termination mod 
ule accumulator 2402 and power line nodes 2404-2410 be 
economically placed, but they can be placed such that they are 
optimally located with respect to their serviced power line 
gatewayS. 
0170 As is shown, each power line node 2404, 2406, 
2408, and 2410 services a respective set of power line gate 
ways coupled to corresponding LAN 0 segment 2412, 2414. 
2416, and 2418, respectively. For example, power line node 
2404 services power line gateways 2420-2434. Each of these 
power line gateways 2420-2434 has at least one unique 
VLAN ID associated therewith. Likewise, power line node 
2406 services power line gateways 2436-2450. Further, each 
of the power line gateways 2436-2450 has associated there 
with at least one unique VLAN ID. This is further the case for 
power line node 2408 servicing power line LAN segment 
2416 and power line node 2410 servicing power line LAN 
segment 2418. Not shown in FIG. 24 are a plurality of power 
line gateways serviced by each of these power line LAN 
segments 2416 and 2418. 
0171 As was previously described, each port of the power 
line termination module 2202 services its own VLAN 
domain. Because only a single VLAN domain is serviced by 
port 0, each VLAN ID may be used only a single time within 
the combined segments of power line LAN 0 (including LAN 
0 segments 2412, 2414, 2416, and 2418). With this structure, 
the power line termination module accumulator 2402 may 
simply be a data packet Switch, which performs no operations 
relevant to the VLAN system of the present invention. How 
ever, in another embodiment, the power line termination 
module accumulator 2402 may perform some of the VLAN 
operations of the present invention. 
0172 FIG. 24B is a system diagram illustrating a second 
alternate embodiment of the last-leg utility grid high-speed 
data communication network previously illustrated in FIGS. 
22 and 23. As contrasted to the structure of FIG.24A, with the 
structure of FIG.24A, a single power line node 2450 includes 
a plurality of ports, each of which services a particular power 
line LAN, 241, 2414, 2416, and 2418. A structure of the 
power line node 2450 that supports this architecture is 
described in detail with reference to FIG. 25C. 
0173 FIG. 25A is a block diagram illustrating a powerline 
termination module 2202 constructed according to the 
present invention. The structure illustrated in FIG. 25A is a 
diagrammatic representation of the structure of the powerline 
termination module 2202 with minimal detail. As the reader 
will appreciate, many various other structures may perform 
operations according to the present invention in servicing a 
last-leg utility grid high-speed data communication network. 
The power line termination module 2202 includes a processor 
2502, memory 2504, storage 2506, a high speed interface 
2508, and a port interface 2512, all of which couple via a 
system bus 2514. Also contained within the power line ter 
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mination module 2202 is a data packet switch 2510 that 
couples to high-speed interface 2508, a port interface 2512. 
and the system bus 2514. The high-speed interface 2508 
couples to either a plurality of data networks or couples 
redundantly to a single data network. Such data network is 
referred to as “2204' in FIGS. 22, 23, 24A, and 24B. This data 
network may be an Internet, an Intranet, or another high 
speed data packetized data network. 
0.174. The port interface 2512 supports the eight ports of 
the power line termination module 2202 and couples to a 
respective power line node or power line termination module 
accumulator via an interface, e.g., FX fiber interface. Other 
embodiments of the power line termination module may 
include a greater number, or a lesser number of ports. Each 
port of the port interface 2512 implements a particular VLAN 
domain. VLAN operations and administrative operations are 
enabled by a plurality of software instructions that are 
executed by the powerline termination module 2202. Further, 
various other modifications of the power line termination 
module 2202 may be required to implement VLAN opera 
tions of the present invention. Software instructions that 
cause the VLAN operations upon execution, referred to as 
VLAN operations, are initially stored as VLAN operations 
2516 in storage 2506. The storage 2506 may be an optical 
media, a hard drive, or other Substantially static storage 
device. Memory 2504 may include dynamic random access 
memory, read-only memory, or another type of memory that 
is known in the arts to facilitate the storage of instructions and 
data and that may be accessed by processor 2502. Processor 
2502 may be a single microprocessor, multiple microproces 
sors, a processing module, or another processing device that 
is capable of executing software instructions and controlling 
the operation of other components coupled via system bus 
2514. 

(0175. In executing the VLAN operations 2516, the VLAN 
operations 2516 are copied from storage 2506 to memory 
2504 as VLAN operations 2518 and then read by the proces 
sor 2502 from memory 2504 as VLAN operations 2520. The 
execution of these software instructions by the processor 
2502 causes the processor to program/control the operation of 
the port interface 2512 to perform VLAN operations 2522 
according to the present invention. In combination, the 
VLAN operations 2520 performed by the processor and the 
VLAN operations 2522 performed by the port interface 2512 
enable the power line termination module 2202 to execute the 
VLAN operations of the present invention. 
0176 The data packet switch 2510 is generally known in 
the art to Switch data packet data between coupled devices, 
e.g., between the high-speed interface 2508 and the port inter 
face 2512. In some operations, the processor 2502 controls 
the operation of the data packet switch 2510 to operate upon 
data packet data according to the present invention. In other 
operations, the processor 2502 programs the data packet 
switch 2510 to operate according to the present invention. 
With these operations, for example, when data packet data is 
received via the high-speed interface 2508 and is intended for 
a power line gateway coupled to one of the ports of the port 
interface 2512, the data packet switch 2510 will perform data 
packet identification and may perform data packet modifica 
tion to support the VLAN operations of the preset invention. 
Likewise, when a data packet is received in the port interface 
2512 that is intended for a device coupled via the high-speed 
interface 2508, the data packet switch 2510 may modify the 
received data packet prior to passing the data packet to the 
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high-speed interface 2508. In such case, the VLAN opera 
tions 2520 executed by processor 2502 will cause the proces 
sor 2502 to interface with the data packet switch 2510 across 
system bus 2514 to enable these operations. 
0177 FIG. 25B is a partial system diagram illustrating the 
manner in which a power line gateway services a plurality of 
devices. Power line gateway 2532 couples to power line LAN 
0 segment 12412, which was previously illustrated in FIGS. 
24A and 24B. The power line gateway 2532 services digital 
computer 2534, set top box 2536, which couples to television 
2538, and telephone 2540. In such case, the power line gate 
way 2532 provides data service to computer 2534, provides 
digital television service to set top box 2536, and provides 
voice service to telephone 2540. 
0.178 Because the power line gateway 2532 services three 
separate devices, the power line termination module 2202 
enables at least three VLAN IDs within the power line gate 
way 2532. The VLAN IDs are illustrated to be 1254, 1255, 
and 1256. VLAN ID 1254 is associated with computer 2534 
Such that data communications between the power line ter 
mination module 2202 and computer 2534 are all associated 
with VLAN ID 1254. Communications between set top box 
2536 and power line termination module 2202 are each asso 
ciated with VLAN ID 1255. Finally, all communications 
between telephone 2540 and power line termination module 
2202 are associated with VLAN ID 1256. 

0179. As will further be described with reference to FIGS. 
26-29, VLAN operations may define a QoS for each serviced 
device. In particular, with reference to FIG. 25B, telephone 
2540 services voice communications. Thus, VLAN ID 1256 
associated with telephone 2540 must receive a sufficient QoS 
to service voice communications. Further, set top box 2536 
receives digitized audio/video information from the power 
line termination module 2202. Thus, a quality of service 
associated with VLAN ID 1255 must be sufficient to service 
the audio/visual requirements of the set top box 2536. The 
power line gateway 2532 may service multiple VLAN IDs for 
each of its serviced ports. For example, in one operation, the 
power line gateway 2532 services both a dedicated VLAN ID 
and a multicast/broadcast VLAN ID for the set top box 2506, 
e.g., for pay-per-view events, premium services, etc. 
0180 FIG. 25C is a block diagram illustrating a powerline 
node 2450 constructed according to the present invention. 
The power line node 2450 includes a processor 2552, 
memory 2554, optional storage 2556, and a VLAN data 
packet switch 2562, these components coupled via a host 
interface 2564. The VLAN data packet switch 2562 couples 
to a plurality of power line LAN segments via respective 
power line LAN interfaces 2576, 2578, 2580, and 2582 at 
respective ports. The power line node 2450 also couples to a 
power line termination module (or a power line termination 
module accumulator) via a power line termination module 
interface, e.g., a FX fiber interface, and a respective port. An 
administrative port of the VLAN data packet switch 2562 
couples to the host interface 2562 and allows the processor 
2552 to service administrative functions. Software that 
enables the VLAN operations 2566 is initially stored in stor 
age 2556 (when present) as VLAN operations 2566, loaded 
into memory 2554 as VLAN operations 2568, and executed 
by the processor 2552 as VLAN operations 2570. The execu 
tion of this software by the processor 2552 causes the proces 
sor to program/control the operation of the VLAN data packet 
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switch 2562. As programmed/controlled, the VLAN data 
packet switch 2562 performs VLAN operations 2572 accord 
ing to the present invention. 
0181. According to one of these operations, all data packet 
data communications that are incoming on the Administrative 
VLAN are forwarded for servicing by the processor 2552. 
Operations that access the Administrative VLAN include 
gateway service provisioning, gateway service updating, 
gateway software updating, and other administrative func 
tions. The power line node 2450, the power line termination 
module 2202, and the serviced power line gateway interact on 
the Administrative VLAN during these operations. 
0182 FIG.25D is a block diagram illustrating a powerline 
gateway 2532 constructed according to the present invention. 
As is indicated via common reference numerals, the power 
line gateway 2532 has a structure that is similar to the power 
line node 2450. Thus, the power line gateway includes a 
processor 2552, memory 2554, optional storage 2556, and a 
VLAN data packet switch 2562, these components coupled 
via a host interface 2564. The VLAN data packet switch 2562 
couples to a plurality of serviced devices, e.g., computer, set 
top box, telephone, etc., via respective device interfaces 2586, 
2588, 2590, and 2592 at respective ports. The power line 
gateway 2532 also couples to a servicing power line node via 
a power line LAN interface 2594. An administrative port of 
the VLAN data packet switch 2562 couples to the host inter 
face 2562 and allows the processor 2552 to service adminis 
trative functions. Software that enables the VLAN operations 
2566 is initially stored in storage 2556 (when present) as 
VLAN operations 2566, loaded into memory 2554 as VLAN 
operations 2568, and executed by the processor 2552 as 
VLAN operations 2570. The execution of this software by the 
processor 2552 causes the processor to program/control the 
operation of the VLAN data packet switch 2562 to perform 
VLAN operations 2596 according to the present invention. 
While the VLAN operations 2566, 2568,2570, and 2596 are 
similar to those performed by the power line node 2450, they 
are unique to the function of the power line gateway as has 
been, and will be described further herein. 
0183 FIG. 26 is a logic diagram illustrating operation 
according to the present invention in enabling operation of a 
power line gateway. Operation commences when the power 
line gateway powers up, accesses its coupled power line 
LAN, and queries the power line termination module (step 
2602). In one operation according to the present invention, 
the power line gateway queries the power line termination 
module viaan Administrative LAN. The Administrative LAN 
is accessible only by the processor of the power line gateway, 
by the power line nodes, and by the power line termination 
module. Thus, a Subscriber does not have access to the 
Administrative LAN. 

0184. Once the power line termination module receives 
the query, the power line termination module identifies the 
power line gateway, validates the power line and retrieves a 
subscriber profile for the power line gateway (step 2604). 
Validation of the power line gateway may be performed 
according to operations further described with reference to 
FIG. 27. The subscriber profile will be contained in a database 
coupled either directly to the power line termination module 
or that is remotely contained at a separate location Such as at 
the CMS 2390 that is described with reference to FIG. 22. 

0185. After the power line termination module has vali 
dated the power line gateway, it allocates at least one VLAN 
ID to the power line gateway (step 2606). As was previously 
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described with reference to FIG. 25B, the power line gateway 
may service a plurality of devices. When a plurality of devices 
is serviced by the power line gateway, a plurality of VLAN 
IDS is allocated to the power line gateway, one per serviced 
port. In some allocations, a plurality of VLAN IDs is assigned 
to a single serviced port, as was described with reference to 
FIG. 25B. 

0186. After successful validation of the power line gate 
way and allocation of at least one VLAN for the power line 
gateway, the power line termination module programs the 
power line gateway with the VLAN IDs, security informa 
tion, quality of service settings for each VLAN ID, and addi 
tional information relating to the services that will be pro 
vided to the power line gateway (step 2608). Finally, the 
power line termination module sets up its routing tables, 
quality of service tables, and other internal components that 
will enable it to service the power line gateway (step 2610). 
Also, the power line termination module sets up a servicing 
powerline node, and a servicing powerline termination mod 
ule accumulator when employed, so that it/they will 
adequately service the power line gateway. From step 2610, 
operation ends for setting up the particular power line gate 
way. 
0187 FIG. 27 is a logic diagram illustrating one manner 
for power line gateway authentication according to the 
present invention. The operation of FIG. 27 may occur at 
initial registration of the power line gateway, periodically to 
ensure that the power line gateway is operating correctly, 
when the power line gateway requests a change in service, 
during parameter or Subscription profile updating of the 
power line gateway, or during another operation that requires 
validation as a preface. 
0188 As a first operation, the powerline termination mod 
ule provides a public key to the power line gateway (step 
2702). The power line gateway then computes a secret word 
based upon a locally stored private key and the public key 
provided by the power line termination module. Upon 
completion of computation of the secret word, the power line 
gateway transmits the secret word to the power line termina 
tion module (step 2704). During this time, the power line 
termination module accesses a stored private key of the power 
line gateway from a database such as the CMS 2390 (step 
2706). The power line termination module then computes 
another copy of the secret word based upon the public key and 
the retrieved private key. The power line termination module 
then compares the secret word received from the power line 
gateway with the locally determined secret word (step 2708). 
If the secret words match, as determined at step 2710, the 
power line gateway is validated (step 2714). However, if the 
secret words do not match, as determined at step 2710, the 
power line gateway is deemed to be invalid (step 2712) and no 
service is provided to the power line gateway. 
0189 FIG. 28 is a logic diagram illustrating various opera 
tions of the power line termination module according to the 
present invention. The operations described with reference to 
FIG. 28 are a subset of the complete set of operations that are 
performed by the power line termination module. Additional 
operations are also performed by the power line termination 
module but not described with reference to FIG. 28. At step 
2800 the power line termination module remains idle with 
respect to data packet processing for the powerline gateways. 
0190. At step 2802, the power line termination module 
receives a data packet (or Voice packet) from the coupled data 
network that is intended for a serviced power line gateway. 
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Upon receipt of the data packet, the power line termination 
module determines a VLAN ID based upon an IP address (or 
MAC address) contained in the data packet and reformats the 
data packet to include the VLAN ID (step 2804). Then, based 
upon the IP address (or MAC address) of the data packet, the 
power line termination module determines a servicing port 
(step 2806). Further, the powerline termination module deter 
mines a QoS to be employed for transmission of the data 
packet (step 2808). Then, based upon the QoS, the power line 
termination module transmits the data packet on the servicing 
port (step 2810). Because transmissions intended for a plu 
rality of power line gateways serviced by the port may be 
competing for capacity of the port, the QoS for each data 
packet will determine when the data packet will be transmit 
ted from the port of the power line termination module. From 
step 2810, operation returns to step 2802. 
0191 In another operation from step 2802, the power line 
termination module receives a data packet (or Voice packet) 
on a particular port (step 2812). Upon receipt of this data 
packet, based upon the VLAN ID of the data packet, the 
power line termination module validates whether the trans 
mitting power line gateway (based upon the VLAN ID) has 
access to the services provided by the power line termination 
module (step 2814). Such validation may require the lookup 
within a VLAN ID table. Then, based upon the VLAN ID 
associated with the data packet and the IP address (or MAC 
address) contained in the data packet, the power line termi 
nation module creates an entry in a routing table that associ 
ates the IP address (or MAC address) with the VLAN ID and 
the servicing port (step 2816). Next, the power line termina 
tion module reformats the data packet ifrequired (step 2818). 
For example, reformatting will remove the VLAN ID from 
the data packet and may include other formatting operations. 
Then, the data packet is transmitted on the coupled data 
network (step 2820). From step 2820 operation proceeds 
again to step 2802. 
0.192 According to the present invention, the VLAN func 

tionality is also used for broadcast and multicast operations. 
Broadcast and multicast operations are performed when mul 
tiple power line gateways receive a television program, for 
example, Such as a pay-per-view program or premium chan 
nels. In Such case, the powerline termination module receives 
a broadcast or multicast data packet (step 2822). The power 
line termination module then translates the IP address con 
tained in the broadcast/multicast data packet to VLAN ID(s) 
and port ID(s) for each power line gateway port that will 
receive the broadcast/multicast data packet (step 2824). The 
power line termination module then determines at least one 
servicing port upon which to broadcast/multicast a data 
packet (step 2826). The power line termination module then 
determines a QoS required for the broadcast/multicast data 
packet (step 2828). Then, based upon the QoS, the power line 
termination module transmits the broadcast/multicast data 
packet on at least one servicing port (step 2830). From step 
2830 operation returns to step 2802. 
0193 During another operation according to the present 
invention, the power line termination module updates power 
line gateway Software infor updates a power line gateway 
profile (step 2832). In such operations, the power line termi 
nation module determines the VLAN ID of the effected power 
line gateway (step 2834). The power line termination module 
will then determine the port that services the power line 
gateway (step 2836). Then, based upon the software update or 
profile update, the power line termination module will create 
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data packets that will initiate the update (step 2838). Finally, 
the power line termination module will transmit the data 
packets to the power line gateway on a servicing port (step 
2840). 
0194 FIG. 29 is a logic diagram illustrating power line 
gateway operations according to the present invention. After 
powering up and provisioning, the power line gateway 
remains in a data packet idle state (step 2902). However, 
provisioning operations are initially required and are also 
required when the power line gateway loses its provisioned 
information (step 2904). In these provisioning operations, the 
powerline gateway first sends a query on a coupled powerline 
LAN that is intended for a servicing power line termination 
module (step 2906). In one operation according to the present 
invention, the queries are transmitted on an Administrative 
VLAN. In response to the configuration queries, the power 
line termination module validates the power line gateway 
based upon input from the CMS 2390 (step 2908). One set of 
validation operations was described with reference to FIG. 
27. Then, with validation complete, the power line gateway 
receives service profile information from the power line ter 
mination module (step 2.910). This service profile informa 
tion will include at least one VLAN ID that has been assigned 
to the power line gateway, quality of service information for 
each VLAN ID, and additional information as may be 
required. From step 2910, operation proceeds to step 2902. 
The operations of steps 2904-2910 are similar to the opera 
tions described with reference to FIG. 26. 

0.195 At step 2912, the power line gateway receives a data 
packet from a service device, e.g., computer, telephone, set 
top box, etc. The power line gateway, upon receipt of the data 
packet, determines a VLAN ID based upon the port on which 
the data packet was received (step 2914). Then, the power line 
gateway modifies the data packet to include the VLAN ID 
(step 2916), determines a QoS for the data packet (step 2918), 
and accesses the power line LAN to transmit the data packet 
with the appropriate QoS (step 2920). From step 2920, opera 
tion returns to step 2902. 
0196. In servicing data communications, the power line 
gateway receives data packets from the powerline LAN (Step 
2922). Upon receipt of a data packet from the power line 
LAN, based upon a VLAN ID of the data packet, the power 
line gateway determines a corresponding port (step 2924). 
Then, the power line gateway modifies the data packet to 
remove the VLAN ID (step 2926) and transmits the data 
packet to a serviced device on the corresponding port (step 
2928). From step 2928, operation returns to step 2902. 
0.197 In another operation according to the present inven 
tion, the power line termination module updates the service 
profile and/or updates the software of the power line gateway. 
In Such case, the power line gateway receives an update 
request from the power line termination module (step 2.930). 
Upon receipt of this update request, the power line gateway 
validates the power line termination module (step 2932). 
Validation of the power line termination module by the power 
line gateway is preferable in this situation to preclude the 
invalid tampering with the power line gateway. After the 
power line termination module has been validated by the 
power line gateway, the power line gateway receives data 
packets from the power line termination module that will be 
used to update the power line gateway (step 2934). Then, 
based upon these data packets, the power line gateway 
updates its VLAN IDs, software, subscriber profile. QoS, etc., 
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according to the information contained in the data packets 
(step 2936). From step 2936, operation proceeds to step 2902. 
0198 The invention disclosed herein is susceptible to vari 
ous modifications and alternative forms. Specific embodi 
ments therefore have been shown by way of example in the 
drawings and detailed description. It should be understood, 
however, that the drawings and detailed description thereto 
are not intended to limit the invention to the particular form 
disclosed, but on the contrary, the invention is to cover all 
modifications, equivalents and alternatives falling within the 
spirit and scope of the present invention as defined by the 
claims. 

1-35. (canceled) 
36. A power line communication device for communicat 

ing over a power line, comprising: 
a Virtual Local Area Network (VLAN) data packet switch; 
a power line interface communicatively coupled on a first 

side to said VLAN data packet switch and configured to 
be communicatively coupled on a second side to the 
power line; 

a plurality of ports communicatively coupled to said 
VLAN data packet switch; 

wherein each of said plurality of ports is configured to be 
communicatively coupled to a user device; 

a processor communicatively coupled to said VLAN data 
packet Switch; 

wherein said VLAN data packet switch is configured to: 
receive first data from a first user device via a first port of 

the plurality of ports; 
determine a first VLAN identifier associated with the 

first port; and 
formulate one or more data packets that include the first 

data and the first VLAN identifier; and 
wherein said processor is configured to cause said power 

line interface to transmit the one or more data packets 
over the power line. 

37. The device of claim 36, wherein said processor is 
configured to execute a plurality of instructions that causes 
the power line communication device to establish a VLAN 
via the power line. 

38. The device of claim 36, further comprising a memory 
communicatively coupled to said VLAN data packet switch 
and configured to store a different VLAN identifier in asso 
ciation with each of the plurality of ports. 

39. The device of claim 36, wherein said processor is 
configured to execute a plurality of instructions that causes 
the power line communication device to communicate over 
the power line via an administrative VLAN. 

40. The device of claim 36, wherein said processor is 
configured to execute a plurality of instructions that causes 
the powerline communication device to communicate via the 
power line inaccordance with a QoS level associated with one 
of the plurality of ports. 

41. The device of claim 36, wherein said processor is 
configured to execute a plurality of instructions that causes 
the power line communication device to receive software via 
the power line and to execute the received software. 

42. The device of claim 36, wherein said processor is 
configured to execute a plurality of instructions that causes 
the power line communication device to receive service pro 
file information via the power line. 

43. The device of claim 36, wherein each of said plurality 
of ports is configured to communicate via a non-power line 
communication medium. 
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44. The device of claim 36, wherein the first user device 
comprises a utility meter. 

45. The device of claim 36, wherein said VLAN data packet 
switch is further configured to: 

receive a plurality of data packets containing second data 
from said power line interface that have been received 
via the power line: 

select one of the plurality of a ports based on a VLAN 
identifier in the plurality of data packets; and 

provide the second data to the selected port to be output to 
a second user device. 

46. A power line communication device for communicat 
ing over a power line, comprising: 

a Virtual Local Area Network (VLAN) data packet switch; 
a power line interface communicatively coupled on a first 

side to said VLAN data packet switch and configured to 
be communicatively coupled on a second side to the 
power line; 

a plurality of ports communicatively coupled to said 
VLAN data packet switch; 

wherein each of said plurality of ports is configured to be 
communicatively coupled to a user device; 

wherein said VLAN data packet switch is configured to: 
receive a plurality of data packets containing first data 

from said power line interface that have been received 
via the power line; 

select one of the plurality of a ports based on a VLAN 
identifier in the plurality of data packets; and 

provide the first data to the selected port to be output to 
a first user device. 

47. The device of claim 46, further comprising a processor 
communicatively coupled to said VLAN data packet switch 
and configured to execute a plurality of instructions that 
causes the power line communication device to establish a 
VLAN via the power line. 

48. The device of claim 46, further comprising a memory 
communicatively coupled to the VLAN data packet switch 
and configured to store a different VLAN identifier in asso 
ciation with each of the plurality of ports. 

49. The device of claim 46, further comprising a processor 
communicatively coupled to said VLAN data packet switch 
and configured to execute a plurality of instructions that 
causes the powerline communication device to communicate 
via an administrative VLAN. 

50. The device of claim 46, further comprising a processor 
communicatively coupled to said VLAN data packet switch 
and configured to execute a plurality of instructions that 
causes the powerline communication device to communicate 
via the power line in accordance with a QoS level associated 
with a first port of the plurality of ports. 

51. The device of claim 46, further comprising a processor 
communicatively coupled to said VLAN data packet switch 
and configured to execute a plurality of instructions that 
causes the power line communication device to receive soft 
ware via the power line and to execute the received software. 

52. The device of claim 46, further comprising a processor 
communicatively coupled to said VLAN data packet switch 
and configured to execute a plurality of instructions that 
causes the power line communication device to receive ser 
vice profile information via the power line. 

53. The device of claim 46, wherein the first user device 
comprises a utility meter. 

54. A method of providing communications over a power 
line, comprising: 
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receiving first data from a user device via a non-power line 
communication medium; 

wherein the first data is received at a first port of a plurality 
of ports; 

determining a first VLAN identifier associated with the 
user device connected to the first port; 

formulating one or more data packets with the first data and 
the first VLAN identifier; and 

transmitting the one or more data packets over the power 
line. 

55. The method according to claim 54, further comprising: 
receiving a plurality of data packets containing second data 

via the power line; 
identifying a second VLAN identifier included in the plu 

rality of data packets; 
Selecting one of the plurality of a ports based on the second 
VLAN identifier; and 

outputting the second data out the selected one port. 
56. The method of claim 54, further comprising establish 

ing a VLAN via the power line. 
57. The method of claim 54, further comprising storing in 

a memory a different VLAN identifier in association with 
each of the plurality of ports. 

58. The method of claim 54, further comprising commu 
nicating over the power line via an administrative VLAN. 

59. The method of claim 54, further comprising commu 
nicating via the power line in accordance with a QoS level 
associated with a first port of the plurality of ports. 

60. The method of claim 54, further comprising: 
receiving software via the power line; and 
executing the received software. 
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61. The method of claim 54, further comprising receiving 
service profile information via the power line. 

62. The method of claim 54, wherein the user device com 
prises a utility meter. 

63. A method of providing communications over a power 
line, comprising: 

receiving a plurality of data packets containing first data 
via the power line: 

identifying a first VLAN identifier included in the plurality 
of data packets; 

selecting one of a plurality of a ports based on the first 
VLAN identifier in the plurality of data packets; and 

outputting the first data out the selected one port to a user 
device. 

64. The method of claim 63, further comprising establish 
ing a VLAN via the power line. 

65. The method of claim 63, further comprising storing in 
a memory a different VLAN identifier in association with 
each of the plurality of ports. 

66. The method of claim 63, further comprising commu 
nicating over the power line via an administrative VLAN. 

67. The method of claim 63, further comprising commu 
nicating via the power line in accordance with a QoS level 
associated with a first port of the plurality of ports. 

68. The method of claim 63, further comprising: 
receiving software via the power line; and 
executing the received software. 
69. The method of claim 63, further comprising receiving 

service profile information via the power line. 
70. The device of claim 63, wherein the user device com 

prises a utility meter. 


