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(57) Abrege/Abstract:
The system to facilitate purchase and dispense fuel from a dispensing site using a mobile device employs a site connector
computer that administers a site database and provides a secure connection to the point-of-sale system. The site database stores
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(57) Abrege(suite)/Abstract(continued):

site- specific information about the dispensing site including the site location and pump identifying information from which the
number of pumps at the dispensing site may be ascertained. A mobile app server communicates with the mobile device and issues
gueries to the site database to obtain the pump identifying information. The mobile app server communicates the pump identifying
Information to the mobile device for use In making a pump selection. After pump selection by the user, the mobile app server iIssues
a fuel purchase Instruction that includes the pump selection identifier to a financial processing computer network.
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(57) Abstract: The system to facilitate purchase and dispense fuel from a dispensing site using a mobile device employs a site con-
nector computer that administers a site database and provides a secure connection to the poimnt-of-sale system. The site database
stores site- specific mformation about the dispensing site including the site location and pump identifying mmformation from which
the number of pumps at the dispensing site may be ascertained. A mobile app server communicates with the mobile device and 1s -
sues queries to the site database to obtain the pump identifying information. The mobile app server communicates the pump 1dentify -
ing information to the mobile device for use in making a pump selection. After pump selection by the user, the mobile app server is -
sues a fuel purchase mstruction that includes the pump selection identifier to a financial processing computer network.
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SYSTEM AND METHOD TO PURCHASE AND DISPENSE FUEL AND OTHER
PRODUCTS USING A MOBILE DEVICE WITH IMPROVED USER EXPERIENCE

FIELD OF THE INVENTION

[0001] The present disclosure relates generally to computer system architectures and
methods to facilitate use of a mobile device to purchase and dispense fuel from a
dispensing site having an eclectronic point-of-sale system. More particularly, the

disclosure relates to systems and methods to provide an improved user experience.

BACKGROUND OF THE INVENTION

[0002] Thais section provides background information related to the present disclosure
which 18 not necessarily prior art.

[0003] It has been estimated that there are approximately 16,000 retail locations 1n the
United States that sell fuel to the public. Many of these fuel dispensing stations have
multiple pumps that are cach equipped with a credit card reader that communicates
through the station’s electronic point-of-sale system (POS). The point-of-sale system,
in turn, communicates with a financial processing network that may include connection
to one or more credit card processing networks.

[0004] It 1s also estimated that there are approximately 240,000,000 vehicles 1n the
United States. If each station serves 100 customers per day, this would amount to
16,000,000 pump activations per day. The actual number 1s likely considerably higher.
[0005] While the credit and debait card processing networks, and ACH funds transfer
networks have heretofore proved adequate 1n handling this volume, credit cards are
inconvenient in many climates. When a customer wishes to purchase fuel at a self-
service dispensing site, the customer must exit his or her vehicle, swipe the credit card
through the card reader on the pump, 1n some nstances enter a zip code or other
passcode, and then wait for the card to be authenticated before dispensing can
commence. While this activity may seem insignificant on a balmy day, the same
cannot be said when the temperature 1s 10° below zero or 95° 1n the shade, or when
high winds, driving rain or blizzard conditions are raging.

SUMMARY OF THE INVENTION

[0006] This section provides a general summary of the disclosure, and 18 not a
comprehensive disclosure of 1ts full scope or all of its features.
[0007] With the overarching objective to improve the user experience, the system and

method described here allows the user to user to pull up to the pump and then use his or
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her cellular phone or other mobile device to commence the fuel purchasing transaction,
all without getting out of the car. Only after the pump has been determined to be
operative and the user’s purchasing authorization has been approved is 1t necessary to
oct out of the car. Then, the user sitmply lifts the pump handle, inserts the nozzle 1nto
the filler neck and squeezes the nozzle handle to commence fueling. To further improve
the user experience the customer can provide personal preferences, such as preferences
for receiving receipts, preferences for obtaining car wash prompts, and the like, by
entering those 1into his or her mobile device. This 1s a major time saver.

[0008] To provide this improved user experience, the computer-implemented fuel
dispensing system employs an architecture that advantageously minimizes the latency
among the various system components involved 1n the dispensing site and dispensing
pump, ascertaining the pump’s availability, negotiating with the financial processing
network to assess the user’s purchasing authorization and interacting with the electronic
point of service equipment at the dispensing site to send the appropriate authorization
signal to the pump. In this regard, 1t will be appreciated that the physical locations of
the respective computer system components are likely to be physically dispersed, often
over long distances. The computer architecture described here advantageously
accommodates these distances through an arrangement that significantly minimizes
latency so as to optimize the user experience.

[0009] In addition to optimizing the user experience by managing latency, the
computer architecture described here also provides enhanced security through
mechanisms that will be described that accept the reality that communication over the
public internet 1s potentially vulnerable to security breach and thus places aspects of the
system requiring higher security in portions of the architecture where secure
communication 1s viable.

[0010] Accordingly, the computer-implemented fuel dispensing system facilitates use
of a mobile device to purchase and dispense fuel from a dispensing site having an
clectronic point-of-sale system that mediates operation of at least one fuel dispensing
pump using funds administered by a financial processing computer network. The
system includes a site connector computer programmed to administer a site database
and to provide a site connector interface adapted to be coupled securely to the point-of-
sale system of at least one site. The site connector computer 18 programmed to define 1n

the site database a data structure that stores site-specific information about the
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dispensing site including the site location and pump 1dentifying information from
which the number of pumps at the dispensing site may be ascertained, as well as other
site specific information (e.g. car wash package names and prices). The site connector
computer 1s further programmed to communicate with the electronic point-of-sale
system and populate a record 1n said site database according to said data structure using
information obtained from said at least one site.

[0011] The computer-implemented fuel dispensing system further includes a mobile
app server computer programmed to support Internet communication with the mobile
device and also to communicate securely with the financial processing computer
network. The mobile app server computer 1s programmed to communicate queries to
and receive imformation from the site database. The mobile app server computer 1s
further programmed to ascertain a site location from the mobile device upon user
interaction via the mobile device and to use said site location to 1ssue a query to the site
database to acquire the pump 1dentifying information from the site database. The
mobile app server computer communicates the pump 1dentifying information to the
mobile device for use 1n making a pump selection based on the pump 1dentifying
information. The mobile app server computer receives from the mobile device a pump
selection 1dentifier and 1ssues a fuel purchase instruction that includes the pump
selection 1dentifier to the financial processing computer network.

[0012] Further areas of applicability will become apparent from the description
provided herein. The description and specific examples 1n this summary are intended
for purposes of 1llustration only and are not intended to limit the scope of the present
disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] The drawings described herein are for illustrative purposes only of selected
embodiments and not all possible implementations, and are not intended to limit the
scope of the present disclosure.

[0014] Figure 1 1s a system block diagram of a computer-implemented fuel dispensing
system 1n accordance with the present disclosure;

[0015] Figure 2 1s a database schema diagram and associated flowchart illustrating the
steps performed by the site connector computer in populating records in the database;

[0016] Figure 3 1s a detailed view 1llustrating how the QR code 1s parsed;
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[0017] Figure 4 18 a sequence diagram 1llustrating how messages are passed among
components of the fuel dispensing system:;

[0018] Figure 5 1s an architectural diagram depicting how different aspects of the fuel
dispensing system are hierarchically arranged;

[0019] Figure 6 1llustrates exemplary mobile device user interface displays
corresponding to the pre-signup information screens and the main start screen;
[0020] Figure 7 depicts exemplary mobile device user interface displays that are
presented to the user when a fuel dispensing purchase 1s 1nitiated;

[0021] Figure 8 depicts exemplary mobile device user interface screens and the
corresponding operation of components within the fuel dispensing system involved
with authorizing the fuel dispensing pump to initiate fueling;

[0022] Figure 9 1llustrates exemplary mobile device user interface screens and the
associated operation of components of the fuel dispensing system 1in completing the
fuel dispensing and 1ssuing the transaction details and receipt to the user;

[0023] Figure 10 depicts exemplary mobile device user interface screens involved 1n
the “fuel finder” function whereby the user 18 given directions to a particular fuel
dispensing site;

[0024] Figure 11 depicts exemplary mobile device user interface screens involved 1n
the function of obtaining user feedback;

[0025] Figure 12 depicts exemplary mobile device user interface screens for an
exemplary game, offered as an option to the user while fueling 1s taking place;
[0026] Figure 13 depicts exemplary mobile device user interface screens whereby
various device settings, user account and credit card information, user profiles and
receipt preferences are communicated to the mobile app server;

[0027] Figure 14 depicts exemplary mobile device user interface screens involved 1n
the 1itial signup process, and/or subsequent modification of previously entered
parameters

[0028] Figure 15 1s a database schema diagram depicting a schema useful 1n
implementing the site database;

[0029] Figure 16 1s a block diagram view depicting how the mobile app server 1s

constructed;

[0030] Figure 17 1s a block diagram 1llustrating how the site connector computer 1s

constructed;
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[0031] Figure 18 1s a block diagram 1llustrating how the above site transaction
integrator 1s constructed;

[0032] Figure 19 18 an interface diagram showing the functions and interfaces by which
the mobile app, mobile app server and financial processing network communicate;
[0033] Figure 20 1s an interface diagram showing the credit card on-boarding process;
and

[0034] Figure 21 1s an interface diagram showing the mobile payment functionality.
[0035] Corresponding reference numerals indicate corresponding parts throughout the

several views of the drawings.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0036] Example embodiments will now be described more fully with reference to the
accompanying drawings.

[0037] Reterring to Figure 1, a computer-implemented fuel dispensing system 1s
1llustrated. The system facilitates use of a mobile device 30, such as a smart phone, to
purchase and dispense fuel from a dispensing site (exemplary dispensing sites 100, 200
and 300 having been 1llustrated). Each dispensing site has an electronic point-of-sale
system (POS) 32 that mediates operation of at least one fuel dispensing pump 34, and
also other product or service vending equipment such as an automated car wash 36.
The system 1s designed to facilitate dispensing fuel or making other purchases using
funds administered by a financial processing computer network 40.

[0038] The system includes a site connector computer 42 which may be implemented
by a single computer or by a system of networked computers. The term site connector
computer 42 as used here 18 intended to cover both single computer and multiple
networked computer embodiments.

[0039] Site connector computer 42 1s programmed to administer a site database 44 and
to provide a site connector interface that couples via a secure connection 46 to the
point-of-sale system 32 of each site. The site connection computer 18 programmed to
communicate with the electronic point-of-sale system in order to populate a record 1n
the site database 44, according to a predefined data structure that will be discussed
more fully below, and thereby capture and store information obtained from the site.
The site database 1s configured to store one record for each site that 1s connected to the

site connector computer 42.
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[0040] The computer-implemented fuel dispensing system further includes a mobile
app server computer 50, which may be implemented using a single computer or a
plurality of computers networked together. As used here, the term mobile app server
computer 18 intended to cover both embodiments. The mobile app server computer
administers a mobile app database 52 that stores information obtained from the user of
the mobile device 30 and also obtained from the site database 44. The mformation
stored 1n mobile app database 52 1s communicated by the mobile app server computer
to and from a mobile app 31 running on the mobile device 30. The mobile app
provides the user interface by which the user gains access to the computer-implemented
fuel dispensing system.

[0041] The mobile app server computer 50 communicates with the mobile device 30
over the iternet 54, as illustrated. While there are several ways to accomplish this
internet connection, Figure 1 illustrates two popular options. The mobile device 30
may communicated with the mobile app server using a cellular data service 56. In this
embodiment, the mobile device 30 subscribes to a cellular data service 56 and the data
service provides connectivity to the internet 54. As an alternative, mobile device 30
can also gain access to the internet via a wi-f1 access point 58. The wi-f1 access point
may be implemented as a wi-f1 hotspot that 1s physically located at the fuel dispensing
site with sufficient transceivers and antennae to provide good coverage when users
enter the site.

[0042] Preterably, the mobile device 30 1s equipped with geolocation circuitry,
allowing the device to receive GPS data from the GPS satellite network 60. The
mobile device 30 can also obtain geolocation information by triangulation among
cellular data service towers, 1f the mobile device 1s subscribed to a cellular data service
56. As will be explained, the geolocation information 18 communicated from the
mobile device 30 to the mobile app server 50, allowing the mobile app server 50 to
ascertain the 1dentity of the particular dispensing site at which the mobile device 30 1s
located. The mobile app server 50 uses this site location information to 1ssue a query to
the site database 44 to acquire individual pump 1dentifying information from the site
database. In this regard, some of the information stored in the site database 44
comprises site location 1dentifiers and pump 1dentifying information from which the
number of pumps at the particular dispensing site may be ascertained. The mobile app

server computer 50 obtains pump 1dentifying information from the site database 44,
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which 1s kept up to date through operation of the site connector computer 42, and
communicates pump identifying information to the mobile device 30.

[0043] The mobile device 30 1s thus provided with sufficient pump 1dentifying
information to allow 1t to display for user selection individual pump designators (e.g.,
pump numbers) for each of the dispensing pumps at that particular site. By virtue of
the computer architecture, the system 1s able to supply pump 1dentifying information to
the mobile device quite rapidly (1.e., low latency) to ensure that the user has an optimal
experience. By way of non-limiting example, the architecture depicted in Figure 1 will
supply pump 1dentifying information to the user within 10 seconds after the mobile app
31 has been launched on the user’s mobile device 30, assuming geolocation services are
functioning normally. Low latency 1s ensured because the site connector computer 44
interrogates the point-of-sale systems 32 of all connected sites independently of the
mobile app server computer operation. Thus, the site connector computer 44 18
responsible for maintaining the site database with up to date information about the
number of fuel dispensing pumps 34 and other vending systems such as automated car
wash 36, optionally including an indication as to whether each dispensing device 1s
currently operational. Up to date site information stored in site database 44 serves as a
dedicated data repository that the mobile app server computer can interrogate without
the need to send pump 1dentifying queries all the way to the point-of-sale system of the
respective site. This computer architecture thus not only shortens latency by
climinating the need to route queries fully between the mobile app server computer and
the point-of-sale system 32, but 1t also introduces data path uniformity. In this regard,
dispensing sites 100, 200 and 300 may be located 1in widely diverse regions of the
country, with different communication path lengths and thus different latencies. These
different path lengths are effectively neutralized by the site connector computer 42,
which stockpiles up to date information about cach dispensing site in the site database
44,

[0044] The computer-implemented fuel dispensing system employs a data security
architecture that recognizes the reality that communication over the internet may not be
secure. Thus, the system 1s designed so that only the mobile app server computer 50
communicates over the internet with the mobile device 30, with such communication
being limited to message transmissions that contain no financial data. The remainder of

the computer-implemented fuel dispensing system uses dedicated secure connections,
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such as 1llustrated at 64, 65, 66 and 67. Specifically, a computer circuit designated as
the above site transaction integrator 62 routes information among the mobile app
server, site connection computer and the financial processing network. Note that the
financial processing network 40 may ultimately communicate with the site connector
computer 42 either with the above site transaction integrator 62, via secure connections
65 and 66, or directly via secure connection 67.

[0045] Figure 2 shows the site database 44 and the presently preferred site database
data structure 70 1n greater detail. The site database 44 1s configured as a relational
database comprising a site table 72 and an associated pump table 74. There exists a
one-to-many relation between the site table and the pump table. The tables are related
through the site ID field as illustrated. Although additional information can also be
stored 1n these tables, the 1llustrated configuration uses a numeric or alphanumeric site
ID, assigned so that a given site ID number or value 1s unique for each site
administered by the computer-implemented fuel dispensing system. These site IDs
may be sequentially assigned for example. The site table may also store the store IP
address corresponding to the IP address of the point of sale system 32. The site table
may also include site location information, such as latitude-longitude information. The
site table may also include pump 1dentifying information, such as the number of pay
points at the particular site. In this regard, pay points are individual pumps and/or other
automated dispensing or vending terminals, such as the automated car wash 36. The
site table may also include a Boolean datum indicating whether the given site
participates in a customer loyalty program. If desired, the site table can be further
expanded to include additional data regarding such loyalty program. Similarly, the site
table may include one or more fields to contain information about other products being
offered, such as car wash products. Finally, the site table includes a Boolean datum
indicating whether the site’s point-of-sale system 32 1s live. In this regard, each point-
of-sale system 32 includes a watchdog timer circuit that counts down a predefined time
interval and then 1ssues a site live message to the site connector computer 42. The site
connector computer stores a record of having recerved the periodic watchdog message
from the point-of-sale system, associating a time stamp with the recetved message.
Thus, each time the watchdog signal 1s sent, the time stamp for that point-of-sale
system 1s updated 1n the site connector computer. Then periodically the site connector

computer mterrogates all of 1ts stored watchdog time stamp data and sets the site POS
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live Boolean datum for each site according to whether that site has reported 1n (via the
watchdog message) since the last check in cycle. Any sites that did not check 1n during
the immediately preceding check 1n time interval are marked as “down™, serving as an
indication that the automated systems for that site are not operating and hence cannot
be interactive by the interactive fuel dispensing system.

[0046] The pump table 74 1s referenced by site ID to the site table 72, as illustrated.
The pump table stores a record for each pump (and each other pay point device, such as
car wash 36). A unique pump number 1s associated with each device and stored 1n
table 74. Also stored 1n table 74 1s the pump IP address and optionally a Boolean
datum giving the individual pump status. If, for example, a certain pump 1s out of
order, the station attendant can indicate this fact in the point-of-sale system and thus the
pump status for that pump can be communicated from the point-of-sale system to the
site connector computer for storing in the pump table within the site database.

[0047] Figure 2 also shows how the site connector computer 18 programmed to
administer the site database. The site table record 1s set up and/or updated beginning at
step 80. If the record being written to table 72 corresponds to a new site being added,
then a new record 1s created at step 82. Otherwise, 1f an existing record 18 being
updated, the site connector computer first does a query to retrieve the corresponding
site record, placing a lock on the record so that changes can be made without
interference by other processes. If the record being created 1s a new site, a site ID 1s
assigned for that site at step 84. The site ID can be assigned automatically using a
sequential numbering scheme. So that the site records can be distinguished from one
another, the site ID for each record must be unique. If the record being updated
corresponds to an existing site, the site ID will already have been entered. Thus, one
way to retrieve or look up the information for that site 1s to perform a query using that
site 1D.

[0048] At step 86 the IP address for the site 18 entered (or edited). The site IP address
corresponds to the unique 1dentifier used by the computer-implemented fuel dispensing
system for the purpose of routing messages within the system. Thus, the site IP address
for each site corresponds to a particular piece of electronic equipment, namely the
point-of-sale system within each site. In contrast, the site ID 1s stmply a database

designator used to uniquely 1dentify each record in the database.
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[0049] At step 88, location data for the site 1s entered into the site table. This location
data may comprise latitude-longitude data, although other designations including street
address information may also be included. If desired, the point-of-sale system 32 may
be augmented to include geolocation circuitry capable of receiving geolocation
information from the GPS satellite network 60. In such case, the point-of-sale system
32 can automatically acquire 1ts geolocation and communicate that information to the
site connector computer for storing in the site database. Alternatively, the geolocation
information can be added manually by a user operating a terminal connected to the site
connector computer. Ultimately, the location data for each site will be communicated
to the mobile app server for storing 1n the mobile app database. As will be discussed, 1t
1s the mobile app server 50 that performs the lookup within mobile app database 52 to
determine what site ID 1s associated with the corresponding geolocation. Operation in
this fashion gives faster results because the record lookup within the site database 44 1s
faster when the query 1s based on a site ID. It 1s, of course, possible to perform a query
on site database 44 using the latitude-longitude information of the site; however, such
query typically takes longer.

[0050] At step 90, the number of pay points (e.g., dispensing pumps, automated car
wash, etc.) 1s entered. This number can be ascertained by 1ssuing a query to the point-
of-sale system 32, or alternatively by manual entry of a human operator of a terminal
connected to the site connector computer. Entry of the number of pay points allows the
site connector computer to substantiate records for each pay point, as depicted 1n steps
96-104, discussed below. In a minimal configuration, the site database 44 will include
pump 1dentifying information (such as the number of pay points) as the means by
which the system displays on the mobile device pumps available for user selection. In
a more feature-rich embodiment, the site table 72 also includes optional car wash
information, entered at step 92 and optional loyalty participation information entered at
step 94. The car wash information entered at step 92 might include, for example, a
description of standard prices or special offers, which information will be
communicated to the user via the mobile device 30. Whether the particular site
participates 1n the customer loyalty program 1s set by a Boolean value or flag.

[0051] Populating the pump table 74 1s similar to the process for populating the site
table 72. The site connector computer iteratively performs steps 98-104 for each of the

respective pay points (e.g., dispensing pumps, automated car wash, etc.). If a new site
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1s being configured, a new pump record 1s instantiated at step 98 for each pump or pay
point. Then the pump number is assigned and entered at step 102 and finally the pump
[P address 1s entered or determined by query of the point-of-sale system at step 104.
The pump IP address corresponds to the network address at which the particular pump
communicates. This IP address 1s needed to directly activate the pump. Such direct
activation 1s typically handled through the point-of-sale system. It 1s possible that some
point-of-sale systems do not communicate with their connected pumps using the IP
address protocol. Some systems may simply have a direct, circuit-switched connection
over which control commands are 1ssued from the point-of-sale system to the
individual pump. In such case, the pump IP address information 1s simply not recorded
at step 104.

[0052] As noted above, the mobile device 30 executes a mobile app 31 to interact with
the computer-implemented fuel dispensing system. During normal use, this mobile app
will already have been 1nstalled on the user’s mobile device and thus the user simply
activates or loads the mobile app 31 and begins using 1t. In the event the user has not
previously loaded the mobile app onto his or her mobile device, the computer-
implemented fuel dispensing system provides a convenient way of acquiring this
mobile app. As shown in Figure 3, each pump 34 may be equipped with a QR code
106 that embeds at least 3 different types of information. Embedded 1n QR code 106 1s
a universal resource locator or URL 1dentifier that can be used to acquire a mobile app
version that suits the user’s particular mobile device and its operating system. The QR
code also embeds the site ID 110, corresponding to the dispensing site where the pump
1s located, and the pump number 112, corresponding to the particular pump under
which the QR code 106 1s affixed. The site ID 110 would thus correspond to the site
ID 72 within the site database, and the pump number 112 would correspond to the
pump number within the pump table 74 of the site database.

[0053] If the user has not yet installed the mobile app 31, then the site ID 110 and
pump number 112 embedded in the QR code 106 will have no relevance to the mobile
device. Instead, the user simply loads or runs a previously 1nstalled, generic QR code
reader and then using the mobile device camera, the user takes a picture or otherwise
obtains an 1image of the QR code 106. The generic QR code reader parses the QR code
using the URL 108 to access a website. The website then determines which operating

system the user’s devices 1s using and then directs the mobile device automatically to
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the appropriate site where the mobile app 31 can be obtained for use on that particular
device. Thus, as illustrated at Figure 3, the website 114 will route the request according
to what operating system 18 used to access the site. Such information 1s typically
provided each time the mobile device accesses a website. Thus, 1f the mobile device
uses the Apple 10S operating system, the user 1s directed to the Apple App Store.
Alternatively, 1f the mobile device 1s using an Android operating system, the user 18
directed to the Google Play site. If other operating systems are detected, they will
likewise be directed to other websites. In each case, the user 1s directed to the
appropriate source, with sufficient information to 1dentify the mobile app 31 for
uploading to the user’s mobile device.

[0054] Having 1nstalled the mobile app onto the mobile device, the user can now
operate the mobile app by selecting 1t in the manner that other apps are selected for that
mobile device. The mobile app 31, itself, includes the ability to read QR codes. The
QR code reading functionality 1s provided so that the mobile device can parse the QR
code affixed to the pump 1f needed. Ordinarily, such scanning of the QR code at the
pump 18 not needed. Indeed, when geolocation services are operating normally, the
user can interact with the computer-implemented fuel dispensing system entirely from
within his or her car. However, when the geolocation services are not functioning, the
user can scan the QR code affixed to the pump and thereby provide the mobile app with
the site ID 110 and pump number 112 embedded in the QR code. This QR code
scanning functionality 1s thus provided as a fallback in the event geolocation services
arc not available.

[0055] Betore proceeding with a detailed explanation of each of the components within
the computer-implemented fuel dispensing system, an overview of the basic
information among systems may be helpful. Refer therefore to Figure 4. Figure 4 1s a
sequence diagram 1n which various communicating components have been 1dentified
using the referenced numerals found 1n Figure 1. Independent of the mobile device 30,
the point-of-sale system (POS) 32 reads the status of each pump 34 to which 1t 1s
connected [message 120] and provides that information, along with 1ts own status
information to the site connector computer 42 which stores this information 1n site
database 44 [message 122]. This updating of the site database occurs periodically and

without involvement of the mobile app server 50 or the financial processing network

40).



CA 02918399 2016-01-14

WO 2015/017308 PCT/US2014/048363

13

[0056] When the user approaches a dispensing site, wishing to purchase fuel, the GPS
satellite network 60 provides latitude and longitude information to the mobile device 30
[message 124 ] and that information 1s then communicated to the mobile app server
[message 126]. If latitude and longitude information 1s not available from GPS satellite
network 60, the user can alternatively read the QR code from the pump into the mobile
device [message 128] and the location information read from the QR code 1s then sent
to the mobile app server [message 130].

[0057] When relying on GPS information, the mobile app server uses the latitude-
longitude information to 1ssue a query to the site database via the site connector 42
[message 132]. The retrieved pump 1dentifying information from site database 44 1s
then communicated to the mobile app server [message 134] and used to provide the
mobile app 31 with pump number information [message 136]. The user then uses the
mobile app 31 to select a pump [138] and this selection 1s then incorporated into the
initiate purchase command [message 140] 1ssued from the mobile device to the mobile
app server. When relying on the QR code, the user does not need to select the pump
since that information 1s embedded 1n the QR code.

[0058] Once the nitiate purchase message 1s received by the mobile app server, the
mobile app server requests financial verification based on the user 1dentifying
information [message 142]. If the user can be authenticated by the financial processing
network 40 as having the appropriate account to consummate the transaction, the
financial processing network sends an authorization message [message 144] to the site
connector 42, which 1n turn 1ssues an authorization message [message 146] to the
point-of-sale system 32 [message 148]. The point-of-sale system then activates the
pump [message 150] so that 1t can then be used to dispense fuel when the user removes
the nozzle from 1ts stored position and squeezes the nozzle handle to commence filling.
[0059] The computer-implemented fuel dispensing system utilizes a tiered or layered
architecture, which will now be further described in connection with Figure 5. The
lowermost layer 1in Figure 5 1s the mobile app layer 150. The mobile app layer 1s
implemented on the mobile device 30 when the mobile app 31 (Fig. 1) 1s installed and
run by the processor within the mobile device. The mobile app layer 150 1s treated by
the remainder of the computer-implemented fuel dispensing system as an insecure
layer. The mobile app layer 150 communicates with the next-above layer, the mobile

app server layer 152. The mobile app server layer 152 represents the line of
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demarcation between the assumed-to-be-1insecure mobile app layer 150 and the
remaining layers that are all secure. The mobile app layer 150 minimally
communicates 3 types of information with the layers above: user ID information,
latitude-longitude information and pump selection (pump number) information. Except
during the enrollment process, user credit card information 1s not conveyed between the
mobile app layer 150 and the mobile app server layer 152.

[0060] The mobile app server layer 152 occupies a first stage of information storage,
namely the mobile app database 52 which 1s administered by the mobile app server
computer 50 (Fig. 1). Minimally, the information stored at the mobile server layer
comprises latitude-longitude to site ID lookup information. In addition, user
preferences, 1f implemented, are stored at the mobile app server layer. The mobile app
server layer 152 thus serves as the proxy of the mobile app on the secure side of the
insecure-secure line of demarcation. The mobile app server layer 1s configured to
handle communications with potentially hundreds of thousands of user interactions per
day. The mobile app server layer communicates securely with the site connector
interface layer 154 above 1t.

[0061] The site connector interface layer 154, 1in turn, communicates with the point-of-
sale systems 32 distributed across the country. The site connector interface layer 154
thus effectively serves as the proxy of the many individual dispensing sites throughout
the country. The site connector interface layer 154 communicates securely with the
point-of-sale systems 32 and also with the above site transaction integrator layer 156
above 1t. Notably, the site connector interface layer functions as the second data
repository within the computer-implemented fuel dispensing system. The site database
44, administered by the site connector computer 42 (Fig. 1) serves as this second
system information store. Minimally, the site connector intertace connector stores the
lookup 1nformation allowing the system to ascertain pump information for a given site
ID. The site connector interface layer populates the site database 44 through
communication with the point-of-sale systems 32, either by periodically polling each
site to pull information from the point-of-sale systems, or by responding to information
update messages pushed to the site connector interface layer from the point-of-sale
systems. Notably, the site connector interface layer updates and maintains its data store

independently from the mobile app server layer 152. In other words, the information
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store 1n mobile app server layer 152 and the information store 1n site connector
interface 154 are asynchronously maintained.

[0062] The remaining layers above the site connector interface layer are generally
considered to be above the level of the individual sites. Thus, to provide a line of
demarcation between the site and the financial processing layers above i1t, an above site
transaction integrator layer 156 1s provided. This layer communicates securely with the
site connector interface layer below and the financial processing layer 158 above. The
above site transaction integrator layer 156 serves generally a message routing function,
sending communications between the financial processing layer and the site connector
interface layer, and also the mobile app server layer. In some implementations, the
above site transaction integrator layer may be collapsed into the financial processing
layer 158, however, 1t 1s shown exposed as a separate layer here to facilitate the
discussion.

[0063] The financial processing layer 158 18 generally responsible for validating the
user ID information insofar as 1t serves as a token representing the user’s available
debit or credit card funds. If desired, the financial processing layer 158 may, in turn,
communicate with a credit card processing layer 160. In some implementations, the
credit card processing layer 160 would be collapsed into the financial processing layer
158. It 1s shown separately here merely for clarity.

[0064] Ultimately, the computer-implemented fuel dispensing system must
authenticate the user ID to determine 1f the user has adequate funds to make the
purchase, and then send a suitable authorization signal (AUTH) to activate the chosen
pump at the designated site. Thus, in Figure 5 the authorization message (AUTH) 1s
shown being conveyed from the financial processing layer 158 to the above site
integrator layer 156 and then to the site connector interface layer 154. From there, the
message 1S communicated to the appropriate point-of-sale system 32 and then to the
pump 34. Although shown here as a single message, 1n practice a series of messages of
different protocols may be used, with the financial processing layer authentication
message triggering the dissemination of a site connector interface layer authorization
message, and so forth.

[0065] As sent from the financial processing layer 158, an authorization message
represents the customer’s agreement and ability to pay for the purchase. Whether a

particular site will ultimately consummate that transaction depends on additional
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factors beyond the customer’s agreement and ability to pay. For example, 1f the
particular grade of fuel requested by the customer 1s not available, the computer
implemented fuel dispensing system may refuse the transaction. Similarly, if a
particular dispensing pump 1s inoperative, the system will likewise refuse the
transaction. Depending on the implementation, these refusals to consummate the
transaction may be handled either at the above site transaction integrator layer 156, at
the site connector interface layer 154, or even at an individual point-of-sale system 32.
[0066] From Figure 5, 1t will be seen that the authorization messages are all
communicated on the secure side of the computer-implemented fuel dispensing system.
This protects the dispensing pumps from being accessed by devices connected to the
public internet. Although the multi-layer computer-implemented fuel dispending
system 18 quite complex, serving hundreds of thousands of customers and supporting
thousands of sites, the user experience 18 quite responsive. Typically, the user 1s able to
open the mobile app on his or her mobile device and make a pump selection within 10
seconds or less. This 1s made possible by the low latency architecture where pump
1identifying information and other site-specific mformation 1s collected ahead of time
and stored 1n the site connector interface layer 154, where the mobile app server layer
152 can readily access 1t. Latency 1s kept low because the mobile app server layer 152
and the site connector interface layer 154 enjoy a dedicated secure connection between
them. Thus, 1t 1s not necessary for the user’s mobile device to 1ssue a query to the
point-of-sale system 1n order to learn the number of pumps available at that site.
[0067] In addition to providing low latency, the layered architecture can
advantageously store additional information 1n the respective mobile app server layer
and site connector interface layer. Specifically, the computer-implemented fuel
dispensing system presents a user-customized behavior made possible by a set of stored
user preferences for each user ID. These user preferences are imnput through the mobile
app on the mobile device 30 and are then stored 1in the mobile app server layer, within
the mobile app database 52. These user preferences offer a wide range of performance
modification capabilities. For example, 1f a user prefers to receive receipts by email
versus printed paper ticket, those preferences can be indicated and stored 1n the mobile
app database 52. Thus, when the user makes a purchase, the mobile app server layer
automatically implements the user’s preferred receipt-generating behavior. Similarly,

1f the user has a preference to purchase a car wash under certain conditions, those can
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be entered as user preferences and the car wash can be automatically added to the
transaction. Because the mobile app server layer 1s 1n communication with the site
connector interface layer, 1t 1s also possible to associate user preferences with specific
sites. At the mobile app server layer, the site ID can be added to a user preference,
thereby establishing a user preference for a particular site. For instance, a user may
prefer to be offered car washes at certain sites but not others. Thus the mobile app
server layer, and the mobile app database 52 serves as a mechanism to offer enhanced
features to the customer directly on the mobile device, such as offering car washes and
other products, offering special pricing and discounts, and administering customer
loyalty programs.

[0068] Just as user preferences are stored at the mobile app server layer to customize
the behavior of the system, site specific data may also be stored at the site connector
interface layer 154, to customize how the computer implemented fuel dispensing
system presents itself when customers visit particular sites. For example, 1f a particular
site 1s offering a special discount on beverages, that information can be stored 1n the
site database 44 at the site connector interface layer. When the mobile app server layer
152 1ssues a query to the site connector interface layer, these special offers can be
selectively returned 1n response to that query, thereby making the special offers
available at the mobile app server layer where they can be communicated to the mobile
app layer 150. In this way, the behavior of the computer-implemented fuel dispensing
system can be selectively modified to support special features and special needs of
individual dispensing sites.

[0069] The site database 44 and the mobile app server database 52 advantageously
support the system’s ability to rapidly re-prices or apply discounts to products based on
information held “above site.” These re-pricings and discounts may be configured to
apply to a given transaction, or to a group of transactions, with the results being
immediately displayed on the mobile device as well as on the subsequently generated
receipt. In this regard, while configurations may vary, customer-specific discounts may
be pushed to the mobile app server for storage on the customer’s behalf in the mobile
app database 52. Site-specific discounts, or global discounts may be pushed to the site
database 44, where they may be applied to purchases by all customers, at the sites

designated as participating in the discount or re-pricing program. In either case, such
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discounts and re-pricings may be applied either to particular purchased units, or to the
total invoice amount.

[0070] To further explain the user experience atforded by the computer-implemented
fuel dispensing system, refer next to Figures 6-14 which show exemplary user interface
screens generated by the mobile app 31. In this regard, Figure 6 shows exemplary
information screens that are presented sequentially as part of the pre-signup
information 170. These pre-signup information screens provide information to the user
on how to register the downloaded mobile app with the mobile app server computer 50.
Once this signup process 1s complete, the main startup screen 172 1s instead displayed
when the mobile app 1s launched.

[0071] Figure 7 illustrates the user of the main startup screen 1n greater detail.
Specifically, when the user selects “pay at pump” by touching the corresponding i1con,
the mobile app initiates the “pay at pump” operation 174. The mobile app tests
whether the geolocation equipment on board the mobile device was able to ascertain
the location of the dispensing site using the GPS satellite network 60 (Fig. 1). If the
GPS location was obtained, the mobile app communicates the GPS location to the
mobile app server computer, causing the mobile app server computer to 1ssue a query to
the site database to obtain the pump 1dentifying information from which the number of
pumps can be ascertained. The mobile app server computer then sends the number of
pumps mnformation to the mobile app and the mobile app generates a graphical display
from which the user selects the desired pump as at 178.

[0072] Alternatively, 1f the GPS location 1s not obtained for some reason, the mobile
app prompts the user to scan the QR code affixed to the pump as illustrated at 180. In
this mode, the mobile app functions as a special purpose QR code reader that parses the
information received from the QR code (see Fig. 3) to ascertain the site ID 110 and the
pump number 112 (Fig. 3).

[0073] Thus, either by GPS location and user pump number entry, or by QR code
scanning, the mobile app has acquired sufficient information to communicate the site
location and pump number to the mobile app server computer. As part of this process,
the mobile app also transmits the user ID to the mobile app server. Thus, the mobile
app server now has enough information to begin the pump authorization process. The
mobile app server accesses the mobile app database to obtain the user preferences

stored there and sends a message to the mobile app allowing the mobile app to display
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a confirmation screen as at 182. In the graphical display of this confirmation screen the
user sees not only verification of the prompt he or she has selected but also the user
preferences that have been applied based on the mobile app database lookup 1n the
mobile app server computer. In Figure 7, these displayed preferences indicate which
credit card will be used for the transaction (a user preference) and how the receipt will
be printed. If the user set a preference for purchasing a car wash, the car wash selection
may also be displayed on the confirmation screen 182. The displayed confirmation
screen also includes a user actuable button, where by the user can request to “authorize
pump”’. At the confirmation screen 182, each of the indicated preferences may be
changed, prior to pressing “authorize pump”, by pressing the preference (e.g., credit
card, receipt, car wash, etc.), which then provides a drop-down menu of other possible
selections.

[0074] Figure 8 shows the “authorize pump” operation 1n greater detail. The procedure
by which the pump 1s authorized represents a collaboration among the mobile app
(communicated through the mobile app server), the point-of-sale system 32 and the
financial processing network 40. Thus, the point-of-sale system 32 and financial
processing network 40 have been 1llustrated as “swim lanes™ 1n Figure 8.

[0075] The process for authorizing the pump begins when the user selects “authorize
pump’ on the user interface of the mobile device as depicted at step 184. At this point,
the mobile app server has already ascertained the 1dentity of the dispensing site and the
user has already selected the pump by number (or by scanning the QR code). In
addition, the mobile app server has the user ID that 1t receives from the mobile app
when the user selects “pay at pump” 1n the main startup screen (Fig. 7). Thus, the
mobile app server communicates the user ID to the financial processing network 40,
which checks the user ID against the account records maintained by the financial
processing network to determine 1f the user account 1s authorized for this purchase. If
not, the transaction 1s refused and the financial processing network 40 sends a message
to the mobile app server, which 1s relayed to the mobile app, indicating that the user’s
account (e.g., credit card or debit card) has been declined as at step 188.

[0076] If the user account 1s approved at step 186, the point-of-sale system 32 1s
interrogated to determine 1f the selected pump 1s operational, as at step 190. In the
1llustrated embodiment, the pump availability 1s checked by communicating with the

point-of-sale system as 1t has the most up to date information regarding the pump



CA 02918399 2016-01-14

WO 2015/017308 PCT/US2014/048363

20

requested. Alternatively, the site database administered by the site connector computer
may be interrogated to obtain this information. If the pump is not available, the user 1s
notified at step 192. On the other hand, 1f the pump is available, the point-of-sale
system proceeds to step 194 where 1t mitiates a countdown timer. This countdown
timer effectively enables the pump for use, provided such use 1s initiated within a
predetermined amount of time. Upon initiating the countdown timer, the point-of-sale
system 1ssues a message to the mobile app server, which relays the message to the
mobile app, causing the mobile app to concurrently begin a countdown timer at step
196. Although both the point-of-sale system 32 and the mobile app 31 are performing
a countdown, the respective countdown clocks are not necessarily 1n lockstep
synchronism. Rather, the countdown timer on the mobile app 1s configured to expire
after a time slightly less than the countdown timer of the point-of-sale system will
expire. The countdown timer on the mobile app displays a numeric countdown,
preferably in seconds, and serves merely to give the user a close approximation of how
much time he or she has to begin fueling. If the countdown time on the point-of-sale
system expires, the authorized pump operation 1s aborted and will need to be resumed,
beginning at step 174, if desired.

[0077] The actual fucling begins when the user lifts the pump handle and selects the
fuel grade as 1llustrated at step 198. This operation 18 performed at the dispensing
pump itself and 18 communicated to the point-of-sale system 32. Once fueling has
begun, the point-of-sale system 1ssues a message to the mobile app server which then
relays the message to the mobile app notifying the user that fueling has started at step
199.

[0078] As shown 1n Figure 9, once fueling 1s complete, the user lowers the pump
handle at step 202 or otherwise operates the dispensing pump to indicate fueling 1s
terminated. The point-of-sale system generates a receipt as at step 201 and further
sends a message to the financial processing network that the transaction 1s completed.
The financial processing network, at step 204, closes out the transaction record, debits
the user’s account, and either the point of sale system 32, acting through the site
connector computer 42 or the financial processing network 40 sends a message to the
mobile app server, which 1s relayed to the mobile app, notifying the user of the

transaction details at step 206. As illustrated in Figure 9, these details may be
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represented graphically on the mobile device display to resemble the same information
typically seen on the dispensing pump.

[0079] After completing the purchase, 1f desired, the user can select through the main
startup screen 174 to provide customer feedback, wherecupon the mobile app presents a
screen prompting the user for feedback, as at step 208. The feedback opportunity 18
conveniently provided at this point because the rest of the system may be momentarily
busy generating a printed receipt. In the example depicted in Figure 9, the user
preference that the user prefers an electronic receipt. This 1s signaled by the mobile app
server, based on user preferences stored in the mobile app database. Thus, the financial
processing network generates a receipt at 210, forwards that receipt to the mobile app
server at 212 for forwarding on to the mobile app for display on the user’s mobile
device. In this example, the user had previously stated a preference for electronic
receipts. The user can change this preference by accessing the settings choice from the
main startup screen 174. When this 1s done the mobile app presents the user, as
depicted at step 214, a renewed opportunity to set preferences. If the user selects the
active area entitled “how would you like to receive your receipt?”’, a dropdown list 18
provided allowing the user to make a selection of his or her choice and that selection 1s
then saved 1n the user preferences within the mobile app server. The screen displayed
at step 214 also displays a history of previous receipts. Each entry in the history log
can be selected by touching the entry, and this takes the user to another screen where
details of that transaction can be reviewed.

[0080] If desired, the mobile app 31 can also perform useful functions. Some of these
will now be described 1n connection with Figures 10, 11 and 12. Referring first to
Figure 10, the user can select “fuel finder” from the main start screen 172, as indicated
at step 216. This takes the user to a sequence of screens 218, 220, and 222 where the
user can enter specific products or services he or she 1s looking for (step 218), or enter a
specific dispensing site location or name (step 220) and then be shown an information
screen with pertinent information about that site, with the option to either place a
telephone call to that site or receive directions (step 222).

[0081] The main start screen 172 can also be used to provide customer feedback, as
depicted m Figure 11. This 1s done by selecting “customer feedback” from the main

start screen at step 224. Doing so takes the user to a feedback screen depicted at 226.
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Feedback entered through this mechanism is then conveyed back to the mobile app
server for storage referenced to the user ID.

[0082] To ofter the user an enjoyable pastime while fueling 1s underway, the mobile
app also supports games that may be played on the mobile device. An example of such
a game has been 1llustrated in Figure 12. The user selects “games” from the main start
screen 172 at step 228. The mobile app then displays a list of games as at 230. In this
instance, a single game 18 1llustrated; however, 1t will be understood that multiple
games may be offered at this point. By selecting the game at 230, the user then
proceeds to interact with the game as depicted at steps 232-240. If desired, the state of
the game can be saved as part of the user preterences 1n the mobile app server, thercby
allowing the user to resume a game previously initiated. If desired, loyalty points may
be awarded as a reward for playing the game. Such loyalty points may be redeemed to
provide discounts on subsequent purchases or other features.

[0083] As 1llustrated 1in Figure 13, the main start screen 172 also provides a convenient
point for the user to adjust program settings. By selecting the “settings™ 1con at step
242, the user 1s presented with a setting screen as at 244. The user then simply selects
one of the offered choices 1n the settings screen and may then enter information or
make changes as depicted at 246-252.

[0084] With reference to Figure 3, 1t will be recalled that the principal communication
between the mobile app layer and the mobile app server layer comprises very minimal
information, mainly user ID, latitude-longitude and pump number. Thus, during
normal use, very little information 1s communicated on the non-secure side of the
computer implemented fuel dispensing system. One exception, however, 1s 1nitial
signup.

[0085] Depicted 1in Figure 14, the mitial signup procedure does involve providing
details of the user 1dentify and the user’s credit card number. Although the mobile
device 30 and mobile app 31 are on the potentially non-secure side of the system,
communication between the mobile app and the mobile app server 1s performed using
an encrypted https protocol. Thus, the information conveyed 1n steps 254-270 of
Figure 14 are all sent using this https communication standard.

[0086] At step 254, the user provides an email address and password. If the user 1s
unable to remember his or her password, the “forgot password” 1s chosen, taking the

user to the screen depicted at 256 where the option to reset and create a new password
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1s offered. If the user successfully enters his or her email address and password, the
mobile app then presents a “create account” screen as at 258. At this screen the user
provides basic personal information as well as assigned a password for the account to
be created. Once the terms and conditions have been accepted, the user 1s then
presented with the profile screen as at 260. In this screen, the user can supply
additional optional information.

[0087] Next, at 264, the user 1s requested to enter credit card information. If the user
wishes to have additional credit cards tied to the account, he or she can add them at step
266.

[0088] Next, at step 268, the user 1s requested to set a preference for how receipts shall
be delivered. Exemplary options include: email, print at pump, email and print at
pump, and none.

[0089] Finally, once the account has been created, the user 1s given a confirmation
screen as at 270.

[0090] Ordinarily, the signup process need only be performed once. Thereafter, when
the user wishes to use the mobile device to purchase and dispense fuel, all that 1s
required 1s to sign in with email address and password (as at step 254). After sign-in,
the user 1s presented with the main start screen 172. At the user’s option, the mobile
app can be configured so that initial sign-in (step 254) 1s bypassed once the account has
been created. If bypassed, the user 1s presented with the main start screen 172 (Fig. 6)
immediately upon launching the mobile app. Users who independently lock their
mobile device with a passcode may prefer to bypass the sign-in option, as access to the
mobile app 18 blocked by the device passcode.

[0091] Having thus given an overview of the computer-implemented fuel dispensing
system and the manner by which a user interacts with that system, a more detailed
discussion of key components will now be provided. Figure 15 depicts the database
schema of the mobile app database at 282. As illustrated, the schema involves several
tables including a site table 282, a pumps table 284, a site features table 286, and
recelpts table 288 and a user table 290. The site table 282 has a site ID field that serves
as the index field whereby the pumps table 284, the site features table 286 and the
receipts table 288 are referenced. There 18 many-to-one relation between the pumps
table and the sites table, accounting for the fact that a simple site may have many

pumps. There 1s one-to-many relation between the site table and the site features table,
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allowing the database structure to be readily expanded to add other features as they
become available. In this regard, the site features table would include a feature ID,
which would 1n turn point to another table (not shown) where the specific details of
cach feature are stored. In this regard, 1t will be appreciated that such features as car
wash, food, repair and towing might each have different attributes, thus being reflected
by different customized tables within the schema.

[0092] There 1s also a one-to-many relation between the site table and the receipts
table. The receipts table includes the additional user ID field that serves as a key to
reference the user table 290. As illustrated, there 1s a many-to-one relationship between
receipts table 288 and user table 290.

[0093] As previously discussed, a principal use of the mobile app database 1s to decode
latitude-longitude information so that the mobile app server can make queries to the site
database via the site connector computer 42. This use 18 reflected 1n table 282, where a
latitude-longitude (LAT-LON) 1s recorded for each site ID. The site ID, 1n turn, uses
the same format as the site ID 72 of Figure 2 (1.¢., the site database). Thus, the mobile
app server can readily convert latitude-longitude location coordinates into a site ID that
can then be directly used to query the site database. If desired, the mobile app server
can store pump 1dentifying information, such as the number of pay points, as well as
whether the particular site POS 1s live 1n the site table 282. Storage of this information
in the mobile app server 1s optional, as the “truth” regarding number of pay points and
the present live state of the point-of-sale system are stored 1n the site database 44
administered by the site connector computer 42. Nevertheless, this information can be
buffered 1n the mobile app server, allowing 1t to be accessed multiple times by the
mobile device without the need to re-initiate a query to the site database. Use of these
buffered values may be mediated by a time-out function so that fresh values are
obtained from the site connector computer each time the user visits the dispensing site.
Buffered values would be used, for example, where the user receives a “pump has not
been authorized” message (illustrated in Figure 8 at step 192) and thus needs to make
another pump selection.

[0094] Figure 16 depicts one embodiment of a mobile app server. In this 1llustrated
embodiment the mobile app server has been implemented using a single processor 302
that 1s programmed to implement all of the 1llustrated components of the server,

including the components supporting an https intertace to communicate with the mobile
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app 31 and also the components to implement the mobile app database 52. Of course
these components can also be implemented using separate processors (separate
computers) 1f desired.

[0095] The processor 302 has associated memory that stores an operating system, such
as a UNIX operating system 304. Of course other operating system platforms may be
used instead. The operating system includes functionality to create a private network
306. The specific choice of protocol for the private network 1s made based on the
system security requirements and based on what existing protocols may be 1n use to
support the conventional credit card/debit card payment system. Thus for 1llustration
purposes two alternative private network protocols have been 1llustrated: ATM and
TLS. Other protocols are also envisioned.

[0096] Also stored 1n memory associated with processor 302 1s the program code to
implement the server stack, shown at 308. There are many choices for implementing
the server stack. For illustration purposes here the server stack has been implemented
using Apache web server software, a PHP interpreter used to implement the transaction
management logic 310 of the mobile app server 50, and a MySQL software database
management system software used to implement the operative functionality of the
mobile app database 312. Apache, PHP and MySQL are available as open source
components obtainable via the Internet. Of course, the choice of an Apache, PHP and
MySQL server stack 1s intended merely as one example. There are other possible
choices for these components. In addition, while interpreted code (PHP) has been
1llustrated to implement the transaction management logic, compiled code (e.g., C++)
may alternatively be used.

[0097] As 1llustrated the mobile app server 1s configured to communicate over the
public Internet using the https protocol, which 1s a secure protocol. Thus
communication with the mobile app 31 on the mobile device uses this https protocol.
Other protocols may alternatively be used. Communication with the other components
of the computer-implemented fuel dispensing system 1s preferably effected using a
dedicated protocol used specially for the secure-side components of the system. The
ATM protocol may be used, for example, where existing infrastructure exists to support
dedicated private networked communication. In such an embodiment the physical

communication among secure-side components would be carried by landlines or by
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satellite. If pubic network links are employed, an alternate secure protocol such as the
TLS protocol, or other comparable secure protocols, may be used.

[0098] Figure 17 depicts one embodiment of the site connector computer 42. As with
the mobile app server, the illustrated embodiment has been implemented using a single
processor 314 that 1s programmed to implement all of the 1llustrated components of the
site connector computer, including the components supporting secure communication
with the above site transaction integrator 62 and with the point-of-sale systems 32, and
also including the components to implement the site database 44. Of course these
components can also be implemented using separate processors (separate computers) if
desired.

[0099] The processor 314 has associated memory that stores an operating system, such
as a UNIX operating system 316. Of course other operating system platforms may be
used instead. The operating system includes functionality to create a private network
318. The specific choice of protocol for the private network 1s made based on the
system security requirements and based on what existing protocols may be 1n use to
support the conventional credit card/debit card payment system. Thus for 1llustration
purposes two alternative private network protocols have been 1llustrated: ATM and
TLS. Other protocols are also envisioned.

[00100] Also stored in memory associated with processor 314 1s the program code to
implement the server stack, shown at 320. There are many choices for implementing
the server stack. For illustration purposes here the server stack has been implemented
using a PHP iterpreter used to implement the transaction management logic 322 of the
site connector computer 42, and a MySQL software database management system
software used to implement the operative functionality of the site database 324. Of
course, the choice of a PHP and MySQL server stack 1s intended merely as one
example. There are other possible choices for these components. In addition, while
interpreted code (PHP) has been 1llustrated to implement the transaction management
logic, compiled code (e.g., C++) may alternatively be used.

[00101] Figure 18 depicts one embodiment of the above site transaction integrator.
As with the mobile app server and site connector computer the illustrated embodiment
has been implemented using a single processor 326 that 1s programmed to implement
all of the 1llustrated components of the above site transaction mtegrator, including the

components supporting secure communication with the mobile app server 50, the site
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connector computer 42 and the financial processing network 40. Of course these
components can also be implemented using separate processors (separate computers) 1f
desired.

[00102] The processor 326 has associated memory that stores an operating system,
such as a UNIX operating system 328. Of course other operating system platforms may
be used instead. The operating system includes functionality to create a private network
330. The specitic choice of protocol for the private network 1s made based on the
system security requirements and based on what existing protocols may be 1n use to
support the conventional credit card/debit card payment system. Thus for 1llustration
purposes two alternative private network protocols have been 1illustrated: ATM and
TLS. Other protocols are also envisioned.

[00103] Also stored in memory associated with processor 326 1s the program code to
implement the server stack, shown at 332. There are many choices for implementing
the server stack, such as those described in connection with the mobile app server 50
and the site connector computer 42.

[00104] While Figures 16, 17 and 18 have for explanation purposes depicted specific,
discrete computer-processor embodiments of the mobile app server 50, the site
connector computer 42 and the above site transaction integrator 62, these devices may
be implemented using cloud-based server components, such as are available as part of
the Amazon Cloud Services, available from Amazon.com.

[00105] Referring now to Figures 19, 20 and 21, additional discussion of how the
mobile app 41, mobile app server 50 and financial processing network 40 interact.
Specifically, Figure 19 illustrates how various functions within these three components
share responsibility for effecting: mobile payment, maintaining settings, performing the
fuel finder operation, harvesting customer feedback, supporting game interaction and
providing customer rewards. As seen, the mobile app server interacts with the financial
processing network through a “gateway” which may be implemented as a computer,
server or router within the financial processing network 40 or within the above site
transaction integrator 62 (Fig. 1).

[00106] Figure 20 shows the process by which a customer first configures the system
to accept a particular credit card. The process, called “on-boarding” involves
establishing a secure connection between the mobile device 30 and the gateway of the

financial processing network 40. To effect this secure connection the mobile app server
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cttectively “introduces” the mobile app to the gateway of the financial processing
network and then allows the mobile app and financial processing network to join
together 1n a secure exchange to which the mobile app server 1s not a party. This secure
connection thus allows credit card information to be sent directly from the mobile
device to the financial processing network. A system within the financial processing
network 1ssues a “token” to represent the customer’s credit card and that token 18
passed back to the mobile device. Once this 1nitial “on-boarding” process 1s complete,
the mobile device does not need to send credit card information, but instead sends the
token. In this way the customer’s credit card information does not need to be sent every
time a purchase 1s made. A suitable technology for implementing this token
functionality may be obtained from First Data Corporation under the designation
TransArmor (R).

[00107] Figure 21 shows the process by which a mobile payment 1s made through the
shared responsibilities of the mobile app, the mobile app server and the financial
processing network. In Figure 21, the site location information database corresponds to
the functionality provided by the mobile app database 52 (Fig. 1) and has thus been
orven a like reference numeral designation. The site payment information database
corresponds to the functionality provided by the site database 44 (Fig. 1) and has thus
been given a like reference numeral.

[00108] To simplify illustration of the message tflow, database 44 has been shown as
being within the “mobile payment” function provided by the financial processing
network. Likewise the site connector computer 42 has been shown as within the
domain of the financial processing network. While 1t 18 possible to deploy and operate
the site connector computer 42 and 1ts associated site database 44 as components of the
financial processing network 40, as suggested by the placement of computer 42 and
database 44 1 Figure 21, a separate configuration, as shown in Figure 1 1s also
possible.

[00109] The foregoing description of the embodiments has been provided for
purposes of illustration and description. It 1s not intended to be exhaustive or to limit
the disclosure. Individual elements or features of a particular embodiment are
generally not limited to that particular embodiment, but, where applicable, are
interchangeable and can be used 1n a selected embodiment, even if not specifically

shown or described. The same may also be varied in many ways. Such variations are



CA 02918399 2016-01-14

WO 2015/017308 PCT/US2014/048363

29

not to be regarded as a departure from the disclosure, and all such modifications are

intended to be included within the scope of the disclosure.
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CLAIMS:

1. A computer-implemented fuel dispensing system to facilitate use of a mobile
device to purchase and dispense fuel from a dispensing site having an electronic point-
of-sale system that mediates operation of at least one fuel dispensing pump using funds
administered by a financial processing computer network, comprising:

a site connector computer programmed to administer a site database and to
provide a site connector interface adapted to be coupled securely to the point-of-sale
system of at least one site;

the site connector computer being programmed to define 1n said site database a
data structure that stores site-specific information about the dispensing site including
the site location and pump 1dentifying information from which the number of pumps at
the dispensing site may be ascertained;

the site connector computer being programmed to communicate with the
clectronic point-of-sale system and populate a record 1n said site database according to
said data structure using information obtained from said at least one site;

a mobile app server computer programmed to support Internet communication
with the mobile device and also to communicate securely with the financial processing
computer network;

the mobile app server computer being further programmed to communicate
queries to and receive information from the site database;

the mobile app server computer being further programmed to ascertain a site
location from the mobile device upon user interaction via the mobile device and to use
said site location to 1ssue a query to the site database to acquire the pump 1dentifying
information from the site database;

the mobile app server computer being further programmed to communicate the
pump 1dentifying information to the mobile device for use in making a pump selection
based on the pump 1dentitying information;

the mobile app server computer being further programmed to receive from the
mobile device a pump selection 1dentifier and to 1ssue a fuel purchase instruction that
includes the pump selection 1dentifier to the financial processing computer network.

2. The system of claim 1 wherein the site connector computer communicates with
the point-of-sale system of at least one site independent of the mobile app server and

the mobile app server receiving information from the site database.
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3. The system of claim 1 wherein the site connector computer 18 programmed to
pull said site-specific information from the electronic point-of-sale system.

4 The system of claim 1 further comprising an electronic point-of-sale system that
pushes said site-specific information to the site connector computer.

3. The system of claim 1 wherein the site connector computer 18 programmed to
define 1n said site database a data structure that stores site-specific information about
the dispensing site selected from the group consisting of site IP address, operational
status of the point-of-sale system, operational status of pumps, identity of products and
services other than fuel being offered at the site, and indication of the site’s

participation in promotional programs.

0. The system of claim 1 wherein user preferences are stored 1n a mobile app
database.
7. The system of claim 1 further comprising an electronic point-of-sale system that

supports at least one of: financial tenders, credit card transactions, debit card
transactions and ACH funds transfers and wherein the site connector 18 coupled to the
clectronic point-of-sale system and programmed to forward credit card transaction
information to the financial processing network.

3. The system of claim 1 further comprising a financial processing network
computer that 18 programmed to 1ssue first pump authorization information to the site
connector computer and the site connector computer 1s further programmed to 1ssue
second pump authorization information to the electronic point-of-sale system in
response to receipt of said first pump authorization information.

9. The system of claim 1 further comprising a mobile device programmed with a
mobile payment app that generates a display of plural individual pump designators
based on the pump 1dentifying information.

10.  The system of claim 1 wherein the site connector computer 1s programmed to
pull said site-specific information from the electronic point-of-sale system before
performing a financial transaction.

11. A method of vending and dispensing fuel using a mobile device, comprising:
a. receiving data indicative of a geographic location of a mobile device;

b. performing automated database lookup to obtain a site ID corresponding to the

geographic location of the mobile device;
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c. using the site ID to access a data store of local site data and thereby ascertain a pump
ID;

d. using the local site data and a user ID received from the mobile device to
preauthorize payment for a fuel purchase and in response to successful
preauthorization:

using the site ID and pump ID to activate a pump and initiate fuel dispensing;

recetving a signal from the pump indicating that fuel dispensing 1s completed;
finalizing a payment transaction associated with the site ID and the user ID after fuel
dispensing 1s completed;

wherein the data store of local site data 1s populated by automated communication from
a fuel dispensing site independent of the performance of steps a-d.

12.  The method of claim 11 wherein the step of recerving data indicative of
ogeographic location 1s performed by receiving latitude-longitude data from the mobile
device.

13.  The method of claim 11 wherein the local site data includes data selected from
the group consisting of fuel price data, taxation data, identity of products offered for
sale other than fuel, price data for products offered for sale other than fuel, and carwash
data.

14.  The method of claim 11 wherein the user ID includes a token that represents
without disclosing a user’s financial account authorization data.

15.  The method of claim 11 further comprising providing the mobile device with a
token representing financial account authorization data and using said token to
preauthorize payment.

16. The method of claim 11 further comprising receiving within the mobile device a
token representing financial account authorization data and using said token to
preauthorize payment.

17.  The method of claim 11 further comprising refreshing the data store of local site
data by pushing data from at least one point of sale system associated with a fuel
dispensing site.

18.  The method of claim 11 wherein the data store of local site data stores data

associated with a plurality of fuel dispensing sites.
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