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(57) Abstract: According to an example aspect of the present invention,
there is provided a method,comprising: receiving a document over an
interface from a data processing system,associating the document with
an authorized uset's account of a blockchain-based document manage-
ment system, and causing provision of the document accessible via the
blockchain-based document management system.
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ELECTRONIC DOCUMENTS MANAGEMENT
FIELD

[0001] The present invention relates to electronic documents management and in

particular to integration of documents from legacy systems.
BACKGROUND

[0002] Digitalizing and integrating legacy records is a recurrent problem in
electronic document records management (EDRM). Many businesses accumulate past
records in formats that are not compatible with the methods that are commonly adopted
nowadays. Such legacy records can range from storing paper hard copies, to digital records
that became incompatible with a subsequent IT system, and were just put on hold and

never migrated.

[0003] A further motivation for digitalizing legacy records is the increase in
computational power and big data analytic capabilities. The Public Health sector in
particular could greatly benefit from integrating legacy records with the more recent data
that is already accessible in its present digital form. The availability of data sets ranging
even hundreds of years could unveil statistical patterns that would help understanding

correlations between different health conditions together with demographic information.

[0004] Apart from the benefits of applying modern Machine Learning algorithms to
historical data, digitalizing legacy records will become important to meet the current
demand of data ownership and accessibility. Consumers are more and more concerned
about their personal data, which is scattered around different systems, not easily under
their control, and even not always accessible to them. Besides, guaranteeing that the data
comes from a trustable source (provenance) is an important aspect in current and future
information technologies. There is need for improvements for enabling accessibility of

legacy documents without compromising data privacy.
SUMMARY

[0001] The invention is defined by the features of the independent claims. Some

specific embodiments are defined in the dependent claims.
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[0002] According to a first aspect of the present invention, there is provided
apparatus comprising at least one processing core, at least one memory including computer
program code, the at least one memory and the computer program code being configured
to, with the at least one processing core, cause the apparatus at least to: receive a document
over an interface from a data processing system, associate the document with an authorized
user’s account of a blockchain-based document management system, and cause provision

of the document accessible via the blockchain-based document management system:

[0003] According to a second aspect of the present invention, there is provided a
method, comprising: receiving a document over an interface from a data processing
system, associating the document with an authorized user’s account of a blockchain-based
document management system, and causing provision of the document accessible via the

blockchain-based document management system.

[0004] According to an embodiment, the apparatus is caused to operate as a

blockchain node and update state of the blockchain at least with the association.

[0005] According to an embodiment, the interface is a printer interface and the

apparatus is configured to function as a printer towards a legacy data storage system.

[0006] According to an embodiment, the document is associated with a public
encryption key of a public-secret encryption key pair that is comprised by the account in
the blockchain-based document management system. A key value mapping associating
user’s public encryption key with a key of the document may be generated, wherein the

key of the document is a hash of at lcast a portion of the document.
BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIGURE 1 illustrates an example system capable of supporting at lcast some

embodiments of the present invention;

[0008] FIGURE 2 illustrates a method in accordance with at lcast some

embodiments of the present invention;

[0009] FIGURE 3 illustrates a method in accordance with at lcast some

embodiments of the present invention;
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[0010] FIGURE 4 illustrates a blockchain-based health record management system

in accordance with at least some embodiments of the present invention;

[0011] FIGURE 5 illustrates a method in accordance with at least some

embodiments of the present invention;

[0012] FIGURE 6 illustrates a method in accordance with at least some

embodiments of the present invention, and

[0013] FIGURE 7 illustrates an apparatus in accordance with at least some

embodiments of the present invention.

EMBODIMENTS

[0014] Innovative decentralized data storage solutions, such as blockchains enable
provenance and avoid the need to rely on centralized third parties to regulate information
and data systems. In addition, blockchain platforms can host “smart contracts” which could
replace established methods based on human witnesses with logical software-implemented

protocols.

[0015] A blockchain is a distributed computing architecture where every network
node executes and records the same transactions, which are grouped into blocks. Only one
block can be added at a time, and every block contains a mathematical proof that verifies
that it follows in sequence from the previous block. In this way, the blockchain’s
distributed database is kept in consensus across the whole network, and this is achieved
without the need of a central authority. Nodes that maintain and verify the network are
incentivized by mathematically enforced economic incentives coded into the protocol. The
blockchains can work in different ways, as well as in different scales. Apart from keeping
an immutable, comprehensive record of events, to be conveniently acted upon, blockchains
offer security in a complex network by accommodating consensus algorithms that are

mathematically hard to corrupt.

[0016] There is now provided a method and apparatus enabling direct interface for
integrating documents from legacy systems by applying blockchain technology.
Documents from a legacy document management system or database are made accessible

in a blockhain-based document management system. The interfaced systems may be
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public, private, or hybrid. For example, a database storing a huge amount of old data may
run in a legacy operating system that is incompatible with modern blockchain software. A
gateway device and a method are provided to interface blockchains directly with such
legacy systems, and also with modern ones. Instead of manual transfer, documents in
legacy systems can be easily made available in modern and highly secure blockchain based
document management system. Provenance and auditability can be provided to any
document brought to the BCBS. This provides substantial advantages in various fields,

such as storage of patient records.

[0017] FIGURE 1 illustrates an example system in accordance with at least some
embodiments of the present invention. A legacy data processing system 20 may comprise a
computer with legacy operating system 21 and a legacy database 22 storing legacy
documents. The term legacy data processing system is to be understood broadly and may
cover various currently deployed and already phased-out data processing systems, such as
patient record management systems, that are not part of the blockchain-based document
management system. The legacy system 20 is connectable over an interface 23 to an
interfacing apparatus, referred herein as a gateway device 10. The gateway device 10
connects the legacy system to a blockchain-based document management system or data
storage system (BCBS) which may comprise a blockchain 30. The BCBS and the
blockchain-based document management system may refer generally to a document

storage solution utilizing a blockchain network 30.

[0018] Figure 1 illustrates that the gateway device 10 may belong to the blockchain
30 comprising blockchain nodes 31 and store local blockchain (BC) database 12. The
gateway device may host a full blockchain node, making the device a part of the
blockchain network that enables the BCBS. The BCBS may also comprise or be provided
in a distributed file system (DFS) 40 which may also be decentralized and comprised of a
series of nodes 41. In another embodiment, instead of the DFS 40 a centralized file system

18 used.

[0019] The nodes 12, 31 may comprise corporate, authority, and/or user devices,
such as a server, a desktop/tablet/laptop computer, smartphone, set-top box or other
suitable clectronic device. The system may comprise an administrator or management
node, a hub, relay or other kind of intermediate device for connecting a node to further

networks or services, such as another distributed or centralized computing system or a
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cloud service. The nodes are mutually addressable in a suitable way, for example, they
may be connected to an internet protocol, IP, network. Messages released into the IP
network with a recipient address are routed by the network to the recipient node identified
by the recipient address. IP is not the only suitable networking technology used, for

example, other peer-to-peer networking models are also suitable.

[0020] The blockchain state information shared by the nodes 12, 31 may store all
the transactions and history carried out in the network, also regarding the documents
imported from the legacy system 20. The blockchain state information is stored in or as a
blockchain ledger. Each node comprises the ledger whose content is in sync with other
ledgers. The nodes may validate and commit transactions in order to reach consensus. Each
node may have their own copy of the ledger which is in some embodiments permission-
controlled, so participants sce only appropriate transactions. Changes in resource
ownership take the form of transactions secured by strong cryptography. A transaction may
comprise an identifier of a new owner, that is the recipient, of the resource, together with a
cryptographic signature of the previous owner, that is the sender, such that malicious
attackers cannot re-assign resources they do not own. Application of blockchain
technology and the ledger enable a way to track the unique history of transactions by the
individual nodes in the network. Blockchains could also enable smart devices to become

independent agents, autonomously conducting a variety of transactions.

[0021] FIGURE 2 illustrates a method according to some embodiments. The method
may be implemented in the gateway device 10, for example. A document is received 200
over an interface from a source data processing system, such as the legacy system 20. The
document is associated 202 with an authorized user’s account of the blockchain-based
document management system. The authorized user refers to owner or controller of the
data, such as a patient for his medical record. The user account generally refers to
information associated with user, user-group or an authority, for example, typically
including identification and encryption information. The document is provided 204 to be
accessible via the BCBS. The gateway device 10 may, as a blockchain node update state of

the blockchain at least with the association.

[0022] There are many available options how the document from the source system
may be made accessible via blockchain-based storage, some of which are illustrated

herewith. The document may be stored in connection with step 204 in encrypted form, in
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the blockchain 30 and/or a further document storage system 40 accessible via the
associated information stored in the blockchain. The gateway device 10 may be arranged to
provide a file generated on the basis of the document to a DFS storage node 41 for storing
at least a part of the file. In another embodiment, the gateway device 10 may function as a
DEFS storage node and store 11 at least a file generated on the basis of the document. Such
file may comprise the document or at least part of it. Additionally, a blockchain transaction

regarding the imported document may be generated and the blockchain state updated.

[0023] With reference to FIGURE 3, some further embodiments are illustrated
below. Some or all of the features illustrated in connection with Figure 3 may be
performed in an apparatus responsible for causing 204 addition of the document to the
BCBS, such as the gateway device 10. The interface 23 may be a printer interface and the
gateway device 10 may configured to function as a printer towards the legacy data storage
system 20. The gateway device appearing as a printer may thus be accessible by standard
printer drivers from the legacy operating systems by the computer 21 that has access to the
old documents in the legacy DB 22. The user of such device may access a document in the
legacy database 22 and simply choose to print 302 the document to the printer 10. Since
the gateway device 10 can cause the document to be accessible via the blockchain, the
device may thus operate and be referred to as a blockchain printer or a blockchain
document printer. This enables simple interface for users to transfer documents to the
BCBS with highly advanced properties i.e. regarding auditability. For example, a user may
have an electronic file of a contract they want to store. By simply selecting printing to the
blockchain printer the user can get the documents to the BCBS and can prove that the

document existed at this moment in time.

[0024] The gateway device 10 may further perform an additional printing to paper
function, or be a standalone device without physical printer functionality. This enables, for
instance, automatic addition of documents printed from a legacy system to a blockchain,
which are associated with the authorized user e.g. by a public encryption key of the user. In
another example embodiment, there is a further printer device enabling printing of
documents from the legacy system for providing access to the blockchain based storage.
Such printer device may be connected to the gateway device 10 providing the document
available in the BCBS. In another embodiment, the hardware contained in the printer
device may include storage and the printer device may also be a node of the distributed

BCBS system and provide the document accessible via the BCBS. The user may in 302
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choose to actually print the document to paper or not. This may be simply a direct
consequence of selecting the blockchain printer/gateway device 10 on the legacy computer

21 as the printer for the document.

[0025] In connection with step 302, or as a separate step, document format
conversion may be carried out for at least part of the document, from a first format of the
source system into a second format applied in the BCBS. This may be carried out by the
gateway device 10, for example. The translation may involve change from Page
Description Language (PDL), or any protocol used by the legacy system 20 to
communicate with the gateway device 10, into the required format of the BCBS. PDL is a
general class that includes for example PostScript (PS). In one example, the PDL may just
be copied to the BCBS record. This would always work regardless of how old the legacy
system is. If the records are recent enough so that text can be understood, such text can be
incorporated into the BCBS record. This provides the advantage being able to search
within the document. In a still further example an optical character recognition (OCR)
system is applied to read from PDL into text for the BCBS record. However, these are just

some examples of ways how the document may be modified prior to storing in the BCBS.

[0026] In some embodiments, public key encryption is applied for the document in
the BCBS. When the authorized user chooses to add the document to the BCBS system,
the user may provide a public key (pk) to associate the document to the user in the BCBS.
The public key may be provided in connection with printing the 302 the document or it
may be beforchand provided and associated with the user, for example. The public key can
be provided in several ways: from being issued with the print command from the computer
21; to using an authorization command provided, for instance via Near Field
Communication (NFC) by a wearable device enabling digital signatures or a smartphone

that stores in an electronic wallet the public key or a public-secret key pair.

[0027] The document may be associated 202, 304 with the public encryption key pk
of a public-secret encryption key pair that is comprised by the account of the authorized
user in the blockchain-based document management system. In an embodiment, a key
value L mapping the associating user’s public encryption key pk with a key of the
document (file_key) may be generated. The key of the document (file_key) may be a hash of
at least a portion of the document. The key value L may be included in the state of the

blockchain, synchronized across the blockchain nodes.
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[0028] It is expected that the documents are typically stored in an encrypted form in
the BCBS, and the document may be encrypted 306 with an encryption key of or
associated with the authorized user for instance, by means of a patient’s physical or virtual
healthcare card. The gateway device 10 may encrypt the document as part of the process of
importing the document printed from the legacy system to the BCBS. There are various
options for arranging encryption of the documents, such as asymmetric encryption, where
the gateway device 10 may in step 306 perform public key encryption of the document by
the public key of the authorized user. Another example option is encryption with a random
key. In this embodiment, the gateway device 10 may compute the Diffie-Helmann shared
secret between the authorized user’s public key and the gateway device’s key. A random
number is then generated. The random number is used to encrypt 306 the document and the
random number itself is encrypted using the Diffie-Helmann shared secret which is then
sent to the user over the network or via NFC. A still further option is to apply symmetric
encryption. The authorized user’s wallet may simply communicate its private key to the
gateway device 10 which uses the private key to encrypt 306 the document. This method
requires that gateway device 10 is a trusted device and further security measures may be

needed, such as tamper resistant casing, to maintain trust in devices.

[0029] In some embodiments, the contents of the document may be partitioned 308,
divided or shred to a plurality of document parts. The document parts may thus be
provided to different nodes of the BCBS. This is an optional feature and may be carried out
by the gateway device 10. At least one new transaction to the blockchain due to the import
of the document is generated 310 and added 312 to the blockchain. In addition, the
document (parts) is (are) distributed 312. In an embodiment, the blockchain state stored in

the blockchain nodes 31 is updated with the key value L.

[0030] A DFS 40, which may be separate from the blockchain 30, may serve as an
external storage and map the key of document (file key) to the actual data file comprising
the document (file), typically as encrypted. The BCBS system will likely work using a
blockchain 30 with some amount of internal storage, keeping track of the subsequent
states, and an external DFS storage 40. The blockchain and the DFS storage are comprised
of a series of nodes. In some embodiments, a system participating in the BCBS will host
both a blockchain and a storage node, and this would be the case of the BCBS printer

devices (as depicted for the gateway device 10 in Figure 1).
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[0031] However, it is to be appreciated that the above is just one example of how the
document may be associated 202 to the authorized user’s account. Basically, the document
may be associated with any feasible user-specific information, which the user can use to
recover the document. For example, the authorized user may use a hash of his/her home
address, a random number or some other piece of information that the user thinks is
memorable. A key management function or device may be used to take care of these

associations, for example by public private key cryptography.

[0032] Once a new block including information on the imported document is
established, the blockchain becomes longer. A transaction is considered the more reliable,
the larger the number of blocks established since the block where the transaction is
comprised. This is since transactions are hashed into the chain of blocks, and discrepancies
in the blockchain are resolved as the blockchain gets longer. In detail, maliciously
modifying a transaction in a block far down the chain would involve re-doing the work of
finding proofs for all subsequent blocks, since the input to the hash function for the block
comprising the transaction would be changed, causing the resulting hash value, with the
proof in that block, to no longer be disposed in the desired area in the output space of the

hash function.

[0033] An access rights management system is part of the BCBS system and allows
to control who can write and read data, also regarding the documents imported from the
legacy system 20. Some further embodiments regarding access to the documents via
blockchain are illustrated below. In response to receiving a blockchain-based access
transaction request for the document, authorization of a party associated with the request
may be checked on the basis of verifying a signature on the access request transaction.
When public key cryptography is applied, the user’s secret key is required in order to
decrypt the encrypted document via the blockchain 30 and/or the DFS 40.

[0034] In some embodiments, the document imported to the BCBS is a medical or
health record or part hereof associated to patient’s public encryption key or other identifier,
and the blockchain 30 is used for access control to the medical records. FIGURES 4 to 6
illustrate some example embodiments for applying presently disclosed features for such

documents including sensitive medical information.

[0035] The gateway device 10 may import a legacy medical record and cause

creation of a BCBS record 402. This may be done by applying at least some of the above
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illustrated features. The record in this example embodiment is partitioned into parts 404a,
404D, and different parts of the medical record are stored in or for access via different
BCBS nodes 31a, 31b, 41. When a practitioner, such as a doctor, needs access to a patient
record, in response to such input to a user interface of a computer 410 directly or indirectly
connected to the blockchain 30 and/or the DFS 40, a corresponding data access transaction
request 18 sent to and received 502 by a blockchain node. Any node belonging to the BCBS
and storing at least part of the document may detect the request and carry out the features

illustrated in connection with Figure S.

[0036] Authorization of a healthcare practitioner is checked 504 in response to an
access request transaction to at least part of the patient’s medical record. For example, the
node may verify that the request was made by a certified doctor. This may be done by
verifying that the signature on the transaction matches a public key of a certified doctor

maintained in the blockchain database 30.

[0037] In an embodiment, the node is also required to verify 506 (an optional step)
that the patient has given his or her consent, for example by checking that the public
encryption key associated to the record matches the patient signature received with the
request 502. If step 508 concludes that the criteria 504 and/or 506 for accessing the
document (part) is fulfilled, the requested patient record or record part is sent 510 to the
requesting node. The record parts can be accessed via the blockchain and further shown
412 for the practitioner. If the access criteria is not fulfilled, the request is rejected 512.
Hence, secret patient data can be stored as encrypted and distributed, and blockchains are

used for access control.

[0038] FIGURE 6 further illustrates an embodiment for accessing a document, such
a patient record 402, stored in the BCBS. The method may be applied in a device
connected to a blockchain, such as the device 410, or a device functioning as a node of the
blockchain, such as the gateway device 10. There may be specific access control
verification upon receiving 602 a request for such document, such as a check of the
practitioner’s credentials, typically his public encryption key, at the computer 410 being
used. However, this may be optional, since there may be access permission control
performed by the blockchain node(s) storing the document (or part thercof) and/or later
before providing the record to the requesting party. The request may be signed 604 by

practitioner’s digital signature. The request may optionally also be signed by patient’s
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digital signature in case patient’s explicit consent is a pre-requisite for accessing the record
in the BCBS. The signature may be generated with a smartcard, a wearable, a token, a
private key on a computer, mobile terminal or any other device capable of making a digital

signature.

[0039] The signed request for the document is sent 606 to the blockchain. The
document data is received 608 from at least one blockchain node. Block 610 illustrates that
the request (and/or subsequent access to the document) may be optionally stored on the
blockchain upon receiving the request. Thus, the state of the blockchain is updated with
information on the access request to the medical record, enabling to track cach access

request to the patient record.

[0040] In some embodiments, the document in encrypted form is decrypted 612 on
the basis of a secret encryption key in a memory module of the patient, such as a token, a
healthcare card, a wearable, a subscriber identification module, or a mobile
communications device. The document may be initially encrypted with the patient's
healthcare card and can only be decrypted 612 with it. The healthcare card may interact
with the doctor's computer using a normal smart card reader, NFC or other suitable
communication method. The requested patient document (or part thereof) to be shown may

be compiled and provided 614 for the requesting party.

[0041] Figure 4 illustrates an example where the document may be shown 412 to the
practitioner on his computer 410 connected to the gateway device 10, which may function
as the blockchain printer. The gateway device 10 may thus carry out the features illustrated
in Figure 6 and also provide access to the documents imported to the BCBS from the
legacy system 20. However, it is to be understood that this is just one example of how the
access may be arranged. For example, the practitioner’s computer 410 may also be
arranged to function as a blockchain node and be directly connected to the BCBS and/or

comprise the gateway device 10.

[0042] FIGURE 7 illustrates an example apparatus capable of supporting at lecast
some embodiments of the present invention. Illustrated is a device 700, which may
comprise a communications device arranged to operate as a node in a blockchain-based
storage. The device may be arranged to carry out at least some of the embodiments related
to interfacing with a legacy data processing system and/or providing documents accessible

via a blockchain-based storage illustrated above. The device may include one or more
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controllers configured to carry out operations in accordance with at least some of the
embodiments illustrated above, such as some or more of the method steps illustrated in

connection with Figures 1 to 6. For example, the device may operate as the gateway device
10.

[0043] Comprised in the device 700 is a processor 702, which may comprise, for
example, a single- or multi-core processor wherein a single-core processor comprises one
processing core and a multi-core processor comprises more than one processing core. The
processor 702 may comprise more than one processor. The processor may comprise at least
one application-specific integrated circuit, ASIC. The processor may comprise at least one
field-programmable gate array, FPGA. The processor may be means for performing
method steps in the device. The processor may be configured, at least in part by computer

instructions, to perform actions.

[0044] The device 700 may comprise memory 704. The memory may comprise
random-access memory and/or permanent memory. The memory may comprise at least
one RAM chip. The memory may comprise solid-state, magnetic, optical and/or
holographic memory, for example. The memory may be at least in part accessible to the
processor 702. The memory may be at least in part comprised in the processor 702. The
memory 704 may be means for storing information. The memory may comprise computer
instructions that the processor is configured to execute. When computer instructions
configured to cause the processor to perform certain actions are stored in the memory, and
the device in overall is configured to run under the direction of the processor using
computer instructions from the memory, the processor and/or its at least one processing
core may be considered to be configured to perform said certain actions. The memory may
be at least in part comprised in the processor. The memory may be at least in part external
to the device 700 but accessible to the device. Network state information, as well as control
parameters affecting operations in the BCBS may be stored in one or more portions of the
memory and used to control operation of the apparatus in the BCBS and/or to import

documents from the legacy data processing system.

[0045] The device 700 may comprise a transmitter 706. The device may comprise a
receiver 708. The transmitter and the receiver may be configured to transmit and receive,
respectively, information in accordance with at least one wired or wireless, cellular or non-

cellular standard. The transmitter may comprise more than one transmitter. The receiver
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may comprise more than one receiver. The transmitter and/or receiver may be configured
to operate in accordance with global system for mobile communication, GSM, wideband
code division multiple access, WCDMA, long term evolution, LTE, IS-95, wireless local
area network, WLAN, Ethernet and/or worldwide interoperability for microwave access,
WiMAX, standards, for example. The device 700 may comprise a near-field
communication, NFC, transceiver 710. The NFC transceiver may support at least one NFC

technology, such as NFC, Bluetooth, Wibree or similar technologies.

[0046] The device 700 may comprise user interface, Ul, 712. The Ul may comprise
at least one of a display, a keyboard, a touchscreen, a vibrator arranged to signal to a user
by causing the device to vibrate, a speaker and a microphone. A user may be able to
operate the device via the Ul for example to accept incoming telephone calls, to originate
telephone calls or video calls, to browse the Internet, to manage digital files stored in the
memory 704 or on a cloud accessible via the transmitter 706 and the receiver 708, or via

the NFC transceiver 710, and/or to play games.

[0047] The device 700 may comprise or be arranged to accept a user identity module
or other type of memory module 714. The user identity module may comprise, for
example, a subscriber identity module, SIM, and/or a healthcare IC card installable in the
device 700. The user identity module 714 may comprise information identifying a
subscription of a user of device 700. The user identity module 714 may comprise
cryptographic information usable to verify the identity of a user of device 700 and/or to
facilitate encryption and decryption of documents and communication effected via the

device 700, such as the private and/or public keys as illustrated above.

[0048] The processor 702 may be furnished with a transmitter arranged to output
information from the processor, via electrical leads internal to the device 700, to other
devices comprised in the device. Such a transmitter may comprise a serial bus transmitter
arranged to, for example, output information via at least one electrical lead to memory 704
for storage therein. Alternatively to a serial bus, the transmitter may comprise a parallel
bus transmitter. Likewise the processor may comprise a receiver arranged to receive
information in the processor, via electrical leads internal to the device 700, from other
devices comprised in the device 700. Such a receiver may comprise a serial bus receiver

arranged to, for example, receive information via at least one electrical lead from the
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receiver 708 for processing in the processor. Alternatively to a serial bus, the receiver may

comprise a parallel bus receiver.

[0049] The device 700 may comprise further devices not illustrated in Figure 7. For
example, the device may comprise at least one digital camera. Some devices may comprise
a back-facing camera and a front-facing camera. The device may comprise a fingerprint
sensor arranged to authenticate, at least in part, a user of the device. In some embodiments,
the device lacks at least one device described above. For example, some devices may lack

the NFC transceiver 710 and/or the user identity module 714.

[0050] The processor 702, the memory 704, the transmitter 706, the receiver 708, the
NFC transceiver 710, the Ul 712 and/or the user identity module 714 may be
interconnected by electrical leads internal to the device 700 in a multitude of different
ways. For example, cach of the aforementioned devices may be separately connected to a
master bus internal to the device, to allow for the devices to exchange information.
However, as the skilled person will appreciate, this is only one example and depending on
the embodiment various ways of interconnecting at least two of the aforementioned

devices may be selected without departing from the scope of the present invention.

[0051] It is to be understood that the embodiments of the invention disclosed are not
limited to the particular structures, process steps, or materials disclosed herein, but are
extended to equivalents thereof as would be recognized by those ordinarily skilled in the
relevant arts. It should also be understood that terminology employed herein is used for

the purpose of describing particular embodiments only and is not intended to be limiting.

[0052] References throughout this specification to one embodiment or an
embodiment means that a particular feature, structure, or characteristic described in
connection with the embodiment is included in at least one embodiment of the present
invention. Thus, appearances of the phrases “in one embodiment” or “in an embodiment”
in various places throughout this specification are not necessarily all referring to the same
embodiment. The skilled person will appreciate that above-illustrated embodiments may be
combined in various ways. Embodiments illustrated in connection with Figures 3 to 6 may
be taken in isolation or further combined together. For example, with reference to Figure 3,
use of public key encryption may be applied separately from the embodiment of printing

the document in Figure 3. As another example, some or all of the features illustrated in
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connection with Figures 4 to 6 may be applied for other types of documents than patient

records.

[0053] Various embodiments and examples of the present invention may be referred
to herein along with alternatives for the various components thereof. It is understood that
such embodiments, examples, and alternatives are not to be construed as de facto
equivalents of one another, but are to be considered as separate and autonomous

representations of the present invention.

[0054] Furthermore, the described features, structures, or characteristics may be
combined in any suitable manner in one or more embodiments. In the preceding
description, numerous specific details are provided, such as examples of lengths, widths,
shapes, etc., to provide a thorough understanding of embodiments of the invention. One
skilled in the relevant art will recognize, however, that the invention can be practiced
without one or more of the specific details, or with other methods, components, materials,
etc. In other instances, well-known structures, materials, or operations are not shown or

described in detail to avoid obscuring aspects of the invention.

[0055] While the forgoing examples are illustrative of the principles of the present
invention in one or more particular applications, it will be apparent to those of ordinary
skill in the art that numerous modifications in form, usage and details of implementation
can be made without the exercise of inventive faculty, and without departing from the
principles and concepts of the invention. Accordingly, it is not intended that the invention

be limited, except as by the claims set forth below.

[0056] The verbs “to comprise” and “to include” are used in this document as open
limitations that neither exclude nor require the existence of also un-recited features. The
features recited in depending claims are mutually freely combinable unless otherwise
explicitly stated. Furthermore, it is to be understood that the use of "a" or "an", that is, a

singular form, throughout this document does not exclude a plurality.

INDUSTRIAL APPLICABILITY

At least some embodiments of the present invention find industrial application in

communications.
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ACRONYMS LIST
Application-specific integrated circuit
Blockchain-based storage
Direct current
Electronic document records management
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PostScript
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Wireless local area network
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CLAIMS:

1. An apparatus comprising at least one processing core, at least one memory including
computer program code, the at least one memory and the computer program code being
configured to, with the at least one processing core, cause the apparatus at least to:
— receive a document over an interface from a data processing system,
— associate the document with an authorized user’s account of a blockchain-based
document management system, and
— cause provision of the document accessible via the blockchain-based document

management system.

2. The apparatus of claim 1 wherein the apparatus is caused to operate as a blockchain

node and update state of the blockchain at least with the association.

3. The apparatus of claim 1 or 2, wherein the interface is a printer interface and the

apparatus is configured to function as a printer towards a legacy data storage system.

4. The apparatus of any preceding claim, wherein the apparatus is further configured to
receive the document in a first format, and convert at least part of the document into a

second format of the blockchain-based document management system.

5. The apparatus of any preceding claim, wherein the document is associated with a public
encryption key of a public-secret encryption key pair that is comprised by the account in

the blockchain-based document management system.

6. The apparatus of claim 5, wherein the apparatus is configured to generate a key value
mapping associating user’s public encryption key with a key of the document, wherein the

key of the document is a hash of at least a portion of the document.

7. The apparatus of claim 6, wherein the key value is included in the state of the

blockchain, synchronized across the blockchain nodes.
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8. The apparatus of any preceding claim, wherein the apparatus is configured to function as
a distributed file system storage node storing at least a file generated on the basis of the
document, or

the apparatus is configured to provide a file generated on the basis of the document to a

distributed file system storage node for storing at least a part of the file.

9. The apparatus of any preceding claim, wherein the apparatus is configured to partition
the contents of the document to a plurality of document parts, and the document parts are

provided to different nodes of the blockchain-based document management system.

10. The apparatus of any preceding claim, wherein the apparatus is configured to carry at
least one of: encrypt the document by an encryption key of the user provided to the
apparatus before provision to the blockchain-based document management system and
decrypt the document received from the blockchain-based document management system

by a decryption key of the user provided to the apparatus.

11. The apparatus of any preceding claim, wherein the apparatus is configured to, in
response to receiving a blockchain-based access transaction request for the document,
check authorization of a party associated with the request on the basis of verifying a

signature on the access request transaction.

12. The apparatus of any preceding claim, wherein the document is a medical record
associated to a patient and the apparatus is configured to use the blockchain for access

control to the medical records.

13. The apparatus of claim 10, 11, and 12, wherein the apparatus is configured to perform
at least one of:

check authorization of a healthcare practitioner and consent of the patient in response to an
access transaction request to at least part of the patient’s medical record,

decrypt the document in encrypted form on the basis of a secret encryption key in a
memory module of the patient, and

update the state of the blockchain with information on the access request to the medical

record.
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14. A method, comprising:
— receiving a document over an interface from a data processing system,
— associating the document with an authorized user’s account of a blockchain-based
document management system, and
— causing provision of the document accessible via the blockchain-based document

management system.

15. The method of claim 14, wherein the receiving, the associating, and the causing are
carried out by an apparatus is caused to operate as a blockchain node and update state of

the blockchain at least with the association.

16. The method of claim 14 or 15, wherein the interface is a printer interface and the

document is received by a printing operation from a legacy data storage system.

17. The method of any preceding claim 14 to 16, wherein the document is received in a
first format, and at least part of the document is converted into a second format of the

blockchain-based document management system.

18. The method of any preceding claim 14 to 17, wherein the document is associated with
a public encryption key of a public-secret encryption key pair that is comprised by the

account in the blockchain-based document management system.

19. The method of any preceding claim 14 to 18, further comprising generating a key value
mapping associating user’s public encryption key with a key of the document, wherein the

key of the document is a hash of at least a portion of the document.

20. The method of claim 19, wherein the key value is included in the state of the

blockchain, synchronized across the blockchain nodes.

21. The method of any preceding claim 14 to 20, wherein the document is provided for
access to a distributed file system storage node storing at least a file generated on the basis

of the document.
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22. The method of any preceding claim 14 to 21, wherein the contents of the document is
partitioned to a plurality of document parts, and the document parts are provided to

different nodes of the blockchain-based document management system.

23. The method of any preceding claim 14 to 22, further comprising at least one of:
encrypting the document by an encryption key of the user before provision to the
blockchain-based document management system and decrypting the document received

from the blockchain-based document management system by a decryption key of the user.

24. The method of any preceding claim 14 to 23, further comprising, in response to
receiving a blockchain-based access transaction request for the document, checking
authorization of a party associated with the request on the basis of verifying a signature on

the access request transaction.

25. The method of any preceding claim 14 to 24, wherein the document is a medical record

associated to a patient and the blockchain is used for access control to the medical records.

26. The method of claim 23, 24, and 25, further comprising at least one of:

checking authorization of a healthcare practitioner and consent of the patient in response to
an access transaction request to at least part of the patient’s medical record,

decrypting the document in encrypted form on the basis of a secret encryption key in a
memory module of the patient, and

updating the state of the blockchain with information on the access request to the medical

record

27. An apparatus, comprising means for carrying out the method of any one of claims 14 to

26.

28. A non-transitory computer readable medium having stored thereon a set of computer
readable instructions that, when executed by at least one processor, cause an apparatus to

perform the method of any one of claims 14 to 26.

29. A computer program configured to cause a method in accordance with at least one of

claims 14 to 26 to be performed.
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