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FIG. 1a

(57) Abstract: Among other things, techniques and systems are disclosed for providing trickle syncing. In one aspect, a system in
cludes a data repository ( 112) to store one or more data records and a server ( 110) in communication with the data repository
( 112). The server ( 110) is designed to access the data repository ( 112) in response to a user request to perform at least one of the
following: access the one or more data records, add a data record, and modify the one or more data records. The system also in
cludes a client application (125) in communication with the server ( 110). The client application (125) is designed to receive the
user request through a client process (120); encapsulate a protocol (146) that provides communications between the client process
(120) and the server; and forward the received user request to the server ( 110) using the encapsulated protocol (146).
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TRICKLE SYNC PROTOCOL

TECHNICAL FIELD

[0001] This application relates to syncing data between a server and one or more

client processes.

BACKGROUND

[0002] Processing a request from a user to sync data with a central data

repository can be performed using different sync protocols. Different sync protocols

may be desirable for different types of network connections, such as an over the air

connection or a wired connection. Also, the scalability of the different sync protocols

can be affected by the complexity of the behind-the-scene details of the sync

protocols that regulate how and when to sync the requested data. Further, different

client processes may be required to perform various integrity checks before

communications can be allowed with the sync server.

SUMMARY

[0003] Among other things, techniques and systems are disclosed for providing a

sync server that performs various sync server processes.

[0004] In one aspect, a system includes a data repository to store one or more

data records and a server in communication with the data repository. The server is

designed to access the data repository in response to a user request to perform at

least one of the following: access the one or more data records, add a data record,

and modify the one or more data records. The system also includes a client

application that includes a protocol library in communication with the server. The

client application is designed to receive the user request through a client process;



encapsulate a protocol that provides communications between the client process

and the server; and forward the received user request to the server using the

encapsulated protocol.

[0005] Implementations can optionally include one or more of the following

features. The client application can include a Java application. The client

application can be embedded within the client process. Alternatively, the client

application can be designed to operate as a server-side process. The client

application can receive the user request through the client process that includes a

web browser. The client application can encapsulate the protocol so that the client

process can communicate with the server without knowledge of details of the

protocol. The client application can encapsulate the protocol so that the server

identifies the client process as a trusted client, wherein the server assumes

correctness of data provided by the trusted client. The server can, in response to the

forwarded request, access the data repository; obtain data identified in the forwarded

request from the one or more data records; and forward the obtained data identified

in the forwarded request in a reply message to the client application. The client

application can include a cache to temporarily store the data received in the reply

message from the server. The client application can receive another request

through the client process; detect whether the temporarily stored data is valid; and

access the temporarily stored data instead of forwarding the received other request

to the server when detecting that the temporarily stored data is valid.



[0006] In another aspect, a method includes at a data processing apparatus, a

request can be received to access the one or more data records stored at a data

repository. Also, a request can be received, at the data processing apparatus, to

add a data record to the data repository. Also, a request can be received, at the

data processing apparatus, to modify the one or more data records stored at the

data repository. At the data processing apparatus, a protocol that provides

communications between the client process and a server can be encapsulated. At

the data processing apparatus, the requests described above can be communicated

to the server using the encapsulated protocol to instruct the server to access the

data repository to perform the requested operation.

[0007] Implementations can optionally include one or more of the following

features. Receiving the request can include receiving the request at the data

processing apparatus using a client application that comprises a Java application.

The client application can be embedded within a client process. The data

processing apparatus can include another server. The client application can be

embedded in a web browser. The client application can include a protocol library to

encapsulate the protocol along with functionalities of the protocol. Encapsulating the

protocol can include encapsulating the protocol to guarantee correctness of data

provided to the server. At the data processing apparatus, in response to

communicating the received request to the server, data identified in the received

request associated with the one or more data records stored in the data repository

can be obtained. Also, the obtained data can be temporarily stored. At the data

processing apparatus, another request can be received. Also, at the data

processing apparatus, whether the temporarily stored data is valid can be detected.

At the data processing apparatus, the temporarily stored data can be accessed



instead of forwarding the received other request to the server when detecting that

the temporarily stored data is valid.

[0008] In another aspect, a computer program product, embodied on a computer

readable medium, is operable to cause a data processing apparatus to perform

operations. For example, the computer program product, embodied on a computer

readable medium can be operable to cause a data processing apparatus to receive a

request to perform an operation that includes at least one of the following: ( 1 ) access

one or more data records stored in a data repository; (2) add a data record to the

data repository; or (3) modify the one or more data records stored in the data

repository. The computer program product, embodied on a computer readable

medium can be operable to cause a data processing apparatus to encapsulate a

protocol for communicating the received request to a server. The computer program

product, embodied on a computer readable medium can be operable to cause a data

processing apparatus to communicate the received request to the server using the

encapsulated protocol to instruct the server to access the data repository to perform

the requested operation.

[0009] Implementations can optionally include one or more of the following

features. The computer program product, embodied on a computer readable

medium can be operable to cause a data processing apparatus to receive the

request using a client application comprising application. The computer program

product, embodied on a computer readable medium can be operable to cause a data

processing apparatus to receive the request using the client application that is

embedded within a client process. The computer program product, embodied on a

computer readable medium can be operable to cause a data processing apparatus

comprising another server to receive the request. The computer program product,



embodied on a computer readable medium can be operable to cause a data

processing apparatus to receive the request using the client application embedded in

a web browser. The computer program product, embodied on a computer readable

medium can be operable to cause a data processing apparatus to use the client

application comprising a protocol library to encapsulate the protocol along with

functionalities of the protocol. The computer program product, embodied on a

computer readable medium can be operable to cause a data processing apparatus

to encapsulate the protocol to guarantee correctness of data provided to the server.

The computer program product, embodied on a computer readable medium can be

operable to cause a data processing apparatus to perform operations, in response to

communicating the request to the server, comprising obtaining data identified in the

received request associated with the one or more data records in the accessed data

repository. The computer program product, embodied on a computer readable

medium can be operable to cause a data processing apparatus to temporarily store

the obtained data. The computer program product, embodied on a computer

readable medium can be operable to cause a data processing apparatus to verify

validity of the obtained data. Verifying the validity of the obtain data can include

receiving another request; detecting whether the temporarily stored data is valid; and

accessing the temporarily stored data instead of forwarding the received other

request to the server when detecting that the temporarily stored data is valid.

[0010] Techniques and systems according to the present specification can be

implemented to potentially provide various advantages. The client application, such

as the Java SDK encapsulates the sync protocol so that the client process can

communicate with the sync server without any knowledge of the details of the sync

protocol. For example, the client process does not need to determine whether the



data has been changed by another client process and needs to update the stored

cache, etc. Thus, the client process using the Java SDK, for example, can deal with

the abstraction as if the data is locally available. In addition, any client process that

uses the Java SDK is identified as a trusted client. The trusted client is assumed to

provide correct or valid data. When interfacing with a trusted client, the sync server

can skip certain integrity checks that may be necessary for untrusted clients because

the correctness of the data provided by the trusted client is assumed.

BRIEF DESCRIPTION OF THE DRAWINGS

[001 1] FIG. 1a is a block diagram showing an example system for synchronizing

data between a server and multiple client processes.

[0012] FIG. 1b shows another example implementation of a system for

synchronizing data between a server and multiple client processes.

[0013] FIG. 2 is a block diagram showing an example of application architecture

for syncing with a sync server.

[0014] FIG. 3 shows examples of data types.

[0015] FIG. 4 shows an example sync message for adding two new records,

modifying a record and deleting another record.

[0016] FIGS. 5a-5b show an example request message from a client process and

a reply message from a sync server respectively.

[0017] FIG. 6 is a process flow diagram showing an example sync process.

[0018] Like reference symbols and designations in the various drawings indicate

like elements.

Detailed Description

[0019] Techniques and systems are disclosed for providing a scalable protocol



that manages synchronizations between a server and multiple client processes.

[0020] Synchronization is a process of maintaining consistency between two

distinct data stores by periodically comparing the changes which have occurred to

each since the last time the data stores were known to be consistent. The data

stores can include a client process, such as client devices on one side and a sync

server on the other side. To synchronize data between the two sides, the data

stores are configured with various capabilities. For example, each data store is

configured to supply all data when requested. In addition, each data store is

configured to identify and supply changes since the time of the last synchronization.

Each data store is configured to agree on the schema to be kept in sync. Each data

store is configured to agree on the data representation. Each data store is

configured to agree on the semantics of synchronization primitives (i.e. add, update,

delete). Further, each data store is configured to rollback to a previous state should

a problem occur during a sync to avoid corrupting the data stores.

[0021] The synchronized data follows a relational model and is divided into

dataclasses that group definitions of structured data types or entities. Each

dataclass is represented by a schema, which is a network of related entities and

properties. Entities within a given dataclass may refer to one another using

relationships. Relationships between entities in discrete dataclasses are forbidden,

and thus each dataclass is wholly independent of other dataclasses. From a user's

perspective, dataclasses may appear to be managed from separate dedicated

applications. For example, the contacts dataclass can be managed primarily by an

address book application, while the calendars dataclass can be managed by a

calendar application.

[0022] The sync server supports various synchronization modes including slow,



reset and fast. The first time a client process syncs with a server, all data for a

dataclass are exchanged to match existing data items that are considered identical.

To optimize syncing and network bandwidth usage for subsequent sync operations,

the client process and the sync server can exchange only the data that has changed

since the last time the pair synchronized. Thus, each entity is capable of

determining what local changes should be sent to the other entity. In addition, each

entity is able to detect whether a situation has occurred which require exchanging

more data before fast syncing can be resumed.

[0023] The slow sync mode may be used when the client process and sync

server sync for the first time to establish a common baseline for subsequent

difference-only data exchange. During a slow sync, the client process sends all data

for a dataclass to the sync server. The sync server attempts to match these data

items with those that are already known to the sync server. Failure to perform

proper identity matching can result in duplicated data. The sync server then

responds with data items missing at the client process.

[0024] The reset sync mode is used to reset all data for the dataclass on the

client process with the sync server's data. This can occur when the data structure

has been pushed to the client process, or when the sync server or client process

determines that the local data is corrupt. The client process sends no data, and the

sync server responds with the complete data structure for the dataclass.

[0025] The fast sync mode is the most efficient mode. The client process sends

only those data that have changed since the last sync with the sync server. The

sync server responds with only those data that have changed external to the client

process.

[0026] FIG. 1a is a block diagram showing an example system 100 for



synchronizing data between a server and multiple client processes. A sync server

110 is communicatively connected to a server process 140 over a network 142. The

server process 140 is communicatively connected to one or more client processes

120 over a network 144. The networks 142 and 144 can be the same network or

different networks. The sync server 110 includes a data repository or store 112 that

stores data 114 that conforms to a relational model and/or schema. The stored data

can be synced with the client process 120 using a client application that includes a

protocol library 125 running on the server process 140.

[0027] The sync server 110 is a scalable solution for providing multiple client

processes 120, such as web clients with read/write access to the data store 112 .

The sync server 110 manages sync transactions for the multiple client processes to

update one or more data records stored in the sync data repository 112 . The sync

server 110 processes the sync sessions, and the updated the sync data repository

112 as needed.

[0028] A sync protocol 146 is provided to enable the client process 120 to access

the stored data 114 and perform synchronization. The sync protocol 146 enables

any client process 120 that can use and understand HTTP and XML to sync with the

sync server 110 . For example, the sync protocol 146 enables client processes, such

as a Web browser 122, a mobile device 130, a computer 124, etc. to sync with the

sync server 110 . The mobile device 130 can include a mobile phone 132, a personal

digital assistant 134, and other portable computing devices 136.

[0029] A client application that includes a protocol library 125 is provided to

encapsulate the sync protocol 146 along with the functionalities of the sync protocol

146. The client application 125 can be implemented using various development

tools, such as Java software development kit (SDK). The client application 125 can



hide from the client process 120, the 'behind-the-scene' details of the sync protocol

125, such as determining whether the data 114 has been changed by another client

process and needs to update the stored cache, etc. Thus, the client process 120

using the Java SDK, for example, can deal with the abstraction as if the data is

locally available. Further, the details of syncing are not needed to develop a client

process, such as a web application.

[0030] In FIG. 1a, the client application 125 is implemented, in Java SDK for

example, to execute on another server process 140 that is in communication with the

sync server 110 . The client process 120 communicates with the server process 140,

and the client application 125 encapsulate the sync protocol 146 to enable the server

process 140 to access the data 114 on the sync server 110. Thus, through the

server process 140, the client process 130 is able to access the data 114 stored on

the sync server 110 .

[0031] FIG. 1b shows another example implementation of a system for

synchronizing data between a server and multiple client processes. In the example

shown in FIG. 1b, the client application 125 is included in the client process 120.

The client process 120 can use the client application 125 embedded within the client

process 120 to communicate with the sync server 110 directly. For example, a

JavaScript implementation of SDK (i.e., the client application 125) can be embedded

inside a web browser 122 (i.e., the client process) to encapsulate the sync protocol

146. By using the JavaScript implementation or other mechanisms to encapsulate

the sync protocol within the client process, an application layer, such as the server

process 140 can be removed. Thus, the client process need not go through another

application layer before communicating with the sync server 110 . This enhances the

scalability of the system 100.



[0032] As described above, the client process 120 is not limited to a web

application. In some implementations, the sync protocol 146 is integrated into an

operating system (OS) of a data processing device to enable a data processing

device, such as the computer 124 or a mobile device 130 to sync with the sync

server 110 .

[0033] FIG. 2 is a block diagram showing an example of an application

architecture for syncing with a sync server. The sync server 110 includes various

components that perform the various functions described in this specification. For

example, the sync server 110 can include a Java NSArchivers component 202, a

Notification mechanism 204, a Management Interface 206, Client Protocols

mechanism 208, a Differencing Engine (Mingler, Conflicts) 2 10, a Common

component 2 12, a SyncDAV Changelog component 214, a Schema (definition,

validation) component 2 16 and a Truth (persistence) component 2 18 . The server

110 is connected over a wire protocol 240 (e.g., the sync protocol 146) to a client

application 125.

[0034] The client application 125 includes a Java library that provides access to

the sync server 110 through sync server data access protocol (SDAP), without

requiring specific protocol knowledge. As described above, this is accomplished by

having the client application 125 encapsulate the communication protocol 146, for

example. SDAP is a protocol for accessing the sync data repository 112 and

performing synchronization. SDAP includes the XML schema for sync data

repository data and changes. SDAP also includes the HTTP protocol semantics that

define a URL scheme for dataclasses, records and properties. SDAP also includes

the semantics for communication calls (e.g., HEAD, GET, PUT and DELETE).

Further, SDAP includes custom X-headers for exchanging sync-specific data, such



as client ids and sync anchors. An example process for trickle syncing is further

described with respect to FIG. 5 below. The communication protocol 146 allows for

trickle syncing, where small portions of data are sync each time instead of syncing all

of the changes at once.

[0035] SDAP enables a client process 120 to interface with a sync server 110 .

The communication between the client process 120 and the sync server 110 is not

encrypted when the client process 120 and the sync server 110 are both deployed

internally on the server side as described with respect to FIG. 1a above. In addition,

the sync server 110 or a separate gateway server can include authentication and

session handling to support syncing with other client processes that support different

protocols, such as an Over-the-Air (OTA) protocol. While the OTA protocol is

designed for a cellular network with small bandwidth, the sync protocol 146 as

described in this specification is designed to operate over a reliable, robust network.

In addition, SDAP provides facilities for registering clients and enabling/disabling

syncing for individual dataclasses.

[0036] SDAP enables the web clients 120 to synchronize with the sync server

110 and access the sync data repository 112 without requiring a complex client sync

state machine. SDAP allows stateless access to synchronized data in the sync data

repository 112 and other data repositories with response time goals in the sub-500

milliseconds range. SDAP can replace any existing protocol (e.g., Sync API)

between various servers, such as the MobileMe servers (Replicant, SFDEs and the

WOAs). In addition, SDAP enables syncing of various dataclasses including

Contacts, Calendars and Bookmarks. The example dataclasses with Apple®

extensions include "com.apple.Contacts," "com.apple.Calendars" and

"com.apple.Bookmarks." Further, SDAP enables the client process 120 to trickle-



sync with the sync server 110 . A client application, a web client 120 for example,

that wants to use SDAP must support field-level changes and preserve properties in

their entirety as delivered by the API.

[0037] As described above, the client application 125 can be implemented as a

Java library (e.g., Java SDK) that provides access to the sync server 110 through

SDAP without requiring specific protocol knowledge. Such client application 125 can

provide an object-model for the main dataclasses (Bookmarks, Contacts and

Calendars) and enables clients to sync data with the sync server without necessarily

having their own datastores. As described above, to improve server scalability, the

client application 125 offloads the task of ensuring relational integrity enforcement

from the sync server 110 to the client application (making a client process that uses

the client application a trusted client) and eliminates the need for a Local Unique

Identifier (LUID) - Universal Unique Identifier (UUID) mapping on the sync server

110 . The client application 125 can be used by the MobileMe Contacts and

Calendar Web-Oriented Architectures (WOAs) to sync with the sync server 110, for

example.

[0038] SDAP defines its own XML schema to describe the sync data repository

112 and sync operations such as "record" and "property" changes. The XML

schema for SDAP follows the data model of the sync server 110 . For example, the

XML schema can represent the entity records; properties; record changes such as

add, modify and delete; property changes such as set and clear; and id-mapping.

[0039] The client application 125 includes various Java library components that

can be used during a sync session with the sync server 110 . The client application

125 can include the supported schemas or dataclasses defined by the sync server

110 . These dataclasses can include Contacts 222, Calendars 224, and Bookmarks



226. Each of these dataclasses includes data items organized by relationships. The

client application 125 can also include a SDAP Client component 228, a Common

(XML, Record, Change) component 230 and an EntityStore 232.

[0040] The sync protocol 146 is a protocol for accessing the data 114 stored in

the sync server and performing synchronization. The sync protocol 146 includes

XML schema for the data 114 and changes to the data 114. The sync protocol 146

also includes HTTP protocol semantics that define a URL scheme for dataclasses,

records and properties; the semantics for communication calls, such as HEAD, GET,

PUT and DELETE; and custom X-headers for exchanging sync-specific data, such

as client ids and sync anchors.

[0041] The sync protocol 146 defines its XML schema to describe the data 114

and sync operations (record and property changes). The XML schema follows a

data model that represents entity records, properties, record changes (e.g., add,

modify, delete), property changes (e.g., set, clear) and id-mappings.

[0042] A record element represents one record in the data 114 of an entity type.

The attributes of the record element include ( 1 ) GUID: the record's GUID; (2) type:

the record's type; (3) created: a timestamp when the record was created in the data

114; and (4) modified: a timestamp when the record was last modified.

[0043] The record element includes one or more property and relationship child

elements. A property element is a name-value pair. A single property is represented

by the 'prop' element or the YeI' element (for a relationship property). The value of a

relationship property is the list of GUIDs of the related records. The attributes of a

property element includes its name. The value of the element is a string

representation of a property's value. The data types schema can be encoded using

( 1) string: a representation of a string itself; (2) enum: a string with an assoicated



value from a fixed list of valid values; (3) number (including boolean): a string

representation of a value (a Boolean type is either "0" or " 1 "); (4) date: a string

representation in the format yyyymmddThhmmssZ; (5) url: a string representation of

the URL; (6) color: a space-separated list of the color components red, green, blue

and alpha; (7) data: base-64 encoded binary data, but sometimes an URL; and (8)

array, set: a list of child elements representing the items. FIG. 3 shows examples of

data types.

[0044] The XML schema includes three types of data changes: adds, modifies

and deletes. Adds and modifies include a list of property changes. FIG. 4 shows an

example sync message for adding two new records (a contact and an email

address), modifying a record (a group, by adding the new contact) and deleting

another record.

[0045] The XML schema also includes two types of property changes: set and

clear. The property change element, clear does not include any node content. The

content of the 'set property change' element is the new property value.

[0046] When a request to add a record is received, the sync server determines

whether the submitted record is identical to an existing record yet unknown to the

client, or a record coming from another client participating in the same sync. When a

match is found, the record is not added to the data. Instead the sync server returns

an id-mapping that identifies to the client process, the identity of the already present

record that matched the submitted record.

[0047] The sync protocol 146 is a HTTP-based protocol that follows a

representational state transfer (REST) based design. Every object, such as

dataclass, record and property, in the sync protocol 146 is assigned a URL, and the

sync protocol accesses the sync server to obtain data using HTTP methods



including HEAD, GET, PUT and delete.

[0048] To initiate and end communication, the HEAD and DELETE methods are

used. The sync process operates in statefulness mode when the client process is

known by its GUID. The client process sends a HEAD call and supplies the client's

GUID to allow the sync server to register the client process in its database and send

identification to an associated application. By registering the client process GUID,

the client process is known to the sync server, and when the client process is done

syncing, the client process send a HTTP DELETE request to delete that GUID from

the database and acknowledge that the client process is done syncing.

[0049] To exchange data, the PUT and GET methods are used. The client

process uses a GET request to access data from the sync server and a PUT request

to update data to the sync server. The GET request that specifies the name and

dataclass only retrieves the entire record. Also, the GUID can be appended using

additional request parameters to allow filtering by entity types and predefined data

views. Further, an option in PRIVATE can be specified to indicate the referred

relationship and the record and all its reference relationships are returned in

response.

[0050] In the GET request, the URL is specified to identify the record to be

accessed from the sync server. When the client process sends a PUT call, a sync

anchor is encoded in the HTTP header to persist the current sync state of the client

process. In addition to the sync anchor, the sync mode is also encoded in the HTTP

header. From the received sync anchor, the sync server can identify the changes

not yet known to the client process.

[0051] To update data, using trickle-synching for example, a PUT request can be

used to implement any number of field-level record changes. In response to the



PUT request, the sync server returns field-level changes that the client process

requesting the PUT has not seen yet. In the PUT request, the desired record

changes are specified in the body of a message. The URL specified in the PUT call

represents the dataclass to be updated. A single PUT call can be used to send

multiple changes to the sync server and obtain updates from the sync server in the

PUT response. By using GET and PUT, synchronizations can be stateless.

[0052] For GET and PUT, the payload transferred between the client process and

the sync server is in XML. For GET, the payload is RECORD and PROPERTIES.

For PUT, RECORD changes and PROPERTY changes are provided.

[0053] In addition, the sync protocol 146 uses custom X-headers for exchanging

sync-specific data, such as client ids and sync anchors. For example, an X-header

called X-ClientlD can represent a client identifier that is unique among the syncing

client processes for a user. The client identifier can be a device identifier or an

application id. An X-header called X-SyncAnchor can represent a sync anchor in a

string format.

[0054] Data generation is bumped by the sync server when the data is published

by another client process. Thus, when a client process supplies old version of the

data, the sync server notifies the client process that the data pushed by the client

process is invalid and the client process needs to pull the data to update its version.

The X-SyncMode header can be sent by a client process with a value 'fast' (default)

to indicate a fast sync, for example. Using a different value, the X-SynMode can be

sent in a PUT call when the supplied data is supposed to replace the current data.

[0055] Indication of fast vs. slow sync is used to identify the relationship between

the sync server and the client process, such as whether the client synced before, or

whether the client process needs everything or whether the client is sending only the



changes to the data. For example, when the client process needs everything, slow

sync can be indicated. When the client process is just sending changes, fast sync

can be indicated. The sync mode can be specified in the HTTP header. When a

slow sync is desired, all of the data can be included in the PUT call and the slow

sync can be specified in the same PUT call. Each PUT call includes an indication of

a sync anchor and a sync mode.

[0056] As described above, the client application, such as Java SDK handles the

enforcement of data relational integrity. This means, for example, if an e-mail

address is deleted from contacts, the Java SDK creates all necessary record

changes. By using the Java SDK, the sync server knows that all of the changes

received from the Java SDK client are already correct. Thus, the work of enforcing

relational integrity is offloaded to the client application.

[0057] The Java SDK enforces the relational integrity of data by static typing. A

concrete class is provided for every entity, which is present in the sync service

schema. Examples of these entity classes include a contacts class, an e-mail class,

a phone number class, etc. Static methods are enforced in the Java SDK to ensure

that a trusted client cannot do anything wrong with respect to relational integrity of

data. For example, a Java SDK client can only set a phone number in a contact and

thus cannot set a phone number in an event class. This is because the Java SDK

knows the data relationship. For example, a calendar and an event in that calendar

may be present. If that event in the calendar is removed, from the SDK perspective,

only need to call 'events.delete' instead of 'events.calendar.delete.' The

'event.delete' call creates a record change of that delete operation for that event in

that calendar. In addition, a modify operation is created for that calendar, which

removes the event from the calendar-event relationship. Thus, the sync service



schema in code is known to the Java SDK.

[0058] In addition to maintaining the relational integrity of data, the Java SDK

maintains a cache of data which is currently used by the client process. By

maintaining the cache, the data can be pushed further out to the client process and

offloaded away from the sync server. Not every request from the client process

needs to be sent to the sync server because the data is already cached in the middle

layer (e.g., Java SDK) in a data context. For the address book example described

above, in the beginning, the main contact record is accessed and loaded to populate

the initial view in the client process, such as a browser. When a user clicks on the

contact, all of the details for that contact (e.g., e-mail address, street address, phone

number, etc.) are then loaded to be viewed by the user. This is one additional call to

the sync server for that specific GUID and may require resolving all the relationships

like e-mail address, street address, phone number, etc. But after that, all of the data

for the contact is cached in the data context of the Java SDK. So, the next time the

user clicks on that contact, there is no need to call on the sync server again. If a

change to the same contact comes in from other client processes to the sync server,

the client process is notified of that change and next time the client process calls

sync, that change is returned from the sync server. This can be done by using a flag

in the data context that indicates (when set) that the sync server has changes for the

client process. As long as the flag is not set and the client process doesn't provide

any changes itself, the sync call does not actually go to the sync server. Whenever

another client process supplies another change, then the sync server notifies client

process that there are changes on the sync server side. So, the next time client

process comes in with no changes, the data context is marked as dirty or invalid and

that sync request is forwarded to the sync server. This reduces the number of calls



to the sync server.

[0059] The client process that supports the sync protocol 146 can be either a

trusted client or an untrusted client. All Java SDK clients are trusted client by the

virtue of the Java SDK enforcing the relational integrity. The indication of trusted vs.

untrusted client process is used by the sync server to identify whether the data sent

by the client process conforms to the sync server's data model, the correctness of

the data. For an untrusted client, when a change to a record comes in (e.g., deleting

the event in the calendar as described above), the sync server would have to

generate the modify of the calendar. However, for the trusted client (e.g., Java SDK

client), that modify of the calendar-event relationship is already completed by the

Java SDK.

[0060] When a user, through a client process, modifies a record or multiple

records, those changes have to be synced with the sync server. The timing and

frequency of syncing can vary. For example, the client process can determine how

long to wait in between each sync. The frequency of syncing can be as often as the

number of modifications implemented by the user. Also, the client process can wait

until a number of changes have accumulated. When the client process decides to

sync, the client process sends a PUT call that contains the changes to the sync

server. The reply message from the sync server may contain any server-side

changes that the client process hasn't seen yet or are a result of the sync server

applying relational integrity rules, such as generating cascading deletes (if the client

process is not trusted). The client process can decide what to do with the received

changes. For example, the client process can put any newly added contact records

in a local cache and update a local view to show the newly added contact records in

a list of contacts. Similarly, deletions can result in the application removing those



entries from the view and the cache. Modifications can be ignored unless the

modifications are for records that are already cached, in which case the changes can

be applied to the cached record.

[0061] FIGS. 5a-5b show an example request message from a client process and

a response message from a sync server respectively. A user has made the following

modifications: ( 1 ) changed the company name for the "Homer Simpson" contact; and

(2) removed a phone number from the same record. Those changes will result in the

following record changes: ( 1) one record deletion (the phone number); and (2) one

record modify (the "Homer Simpson" contact).

[0062] FIG. 6 shows an example process 600 for a client process to sync with a

sync server. For illustrative purposes, the process 600 is described with respect to a

Java SDK as the client application. A user initiates a session using a client process

(e.g. client process 120), such as a web application to communicate with a sync

server (e.g., sync server 110) (61 0). On the user's behalf, the web application

establishes as a part of the Java SDK, a data store, such as data context (620). The

data context includes store objects for every dataclass, such as a store for address

book, for example, associated with contacts dataclass. As the store object is

created, Java SDK sends a HEAD call to the sync server to register this client

process and get latest sync anchor (630). The HEAD call contains client

identifications and other HTTP headers. As described above, the client identification

is a random GUID generated by the web application.

[0063] When the sync server receives the HEAD request, the sync server

determines the latest sync anchor for that client and sends it back to the web

application (640). Thus far, no data (for adding, deleting, updating) is sent back and

forth between the client process and the sync server. Only a communication link has



been established between the client process and the sync server. The client

process determines how much data to put on (or pull out) to/from the sync server.

The client process can identify the entity type to access in a GET call (650). For

example, in an address book application, at start up, only the first name and last

name are downloaded. Thus, only the main contact record is downloaded and not

the sub components like e-mail addresses and street addresses and so on. This is

because that's all the client process needs to display the initial view of the contacts.

This is one GET request, and in the URL and the optional parameters of the single

GET request, entity types to access are identified. In response to the GET request,

the sync server sends back those identified records in a response message (660).

The client process gets the record back in a format compatible with the client

process. For example, the data can be in JavaScript Object Notation (JSON) when

sent to a web browser.

[0064] The Java SDK maintains the data contexts in an internal cache, and the

records identified in the GET request is cached in the data contexts of the Java SDK.

This enables the Java SDK to acts as a middle layer cache between the client

process and the sync server.

[0065] When the user modifies the record, for example modifies the last name of

an entry, that change is sent back from the client process to the Java SDK. The

Java SDK has the modified record in the cache and calls one of the SDK methods

(e.g., PUT) to update the last name (670). The Java SDK looks up the contact by its

GUID, which was also sent by the client process, and then calls the

'contacts. lastname' record element with the current value. Inside the Java SDK, this

generates the right record change, and when the client process calls the sync on the

stored object, a PUT call is initiated with the sync server. When the client is done,



the Java SDK sends a DELETE call to the sync server to unregister the client

process and stop the notification (680). The sync session terminates at this point.

[0066] Embodiments of the subject matter and the functional operations

described in this specification can be implemented in digital electronic circuitry, or in

computer software, firmware, or hardware, including the structures disclosed in this

specification and their structural equivalents, or in combinations of one or more of

them. Embodiments of the subject matter described in this specification can be

implemented as one or more computer program products, i.e., one or more modules

of computer program instructions encoded on a tangible program carrier for

execution by, or to control the operation of, data processing apparatus. The tangible

program carrier can be a propagated signal or a computer readable medium. The

propagated signal is an artificially generated signal, e.g., a machine-generated

electrical, optical, or electromagnetic signal, generated to encode information for

transmission to suitable receiver apparatus for execution by a computer. The

computer readable medium can be a machine-readable storage device, a machine-

readable storage substrate, a memory device, a composition of matter effecting a

machine-readable propagated signal, or a combination of one or more of them.

[0067] The term "data processing apparatus" encompasses all apparatus,

devices, and machines for processing data, including by way of example a

programmable processor, a computer, or multiple processors or computers. The

apparatus can include, in addition to hardware, code that creates an execution

environment for the computer program in question, e.g., code that constitutes

processor firmware, a protocol stack, a database management system, an operating

system, or a combination of one or more of them.

[0068] A computer program (also known as a program, software, software



application, script, or code) can be written in any form of programming language,

including compiled or interpreted languages, or declarative or procedural languages,

and it can be deployed in any form, including as a stand alone program or as a

module, component, subroutine, or other unit suitable for use in a computing

environment. A computer program does not necessarily correspond to a file in a file

system. A program can be stored in a portion of a file that holds other programs or

data (e.g., one or more scripts stored in a markup language document), in a single

file dedicated to the program in question, or in multiple coordinated files (e.g., files

that store one or more modules, sub programs, or portions of code). A computer

program can be deployed to be executed on one computer or on multiple computers

that are located at one site or distributed across multiple sites and interconnected by

a communication network.

[0069] The processes and logic flows described in this specification can be

performed by one or more programmable processors executing one or more

computer programs to perform functions by operating on input data and generating

output. The processes and logic flows can also be performed by, and apparatus can

also be implemented as, special purpose logic circuitry, e.g., an FPGA (field

programmable gate array) or an ASIC (application specific integrated circuit).

[0070] Processors suitable for the execution of a computer program include, by

way of example, both general and special purpose microprocessors, and any one or

more processors of any kind of digital computer. Generally, a processor will receive

instructions and data from a read only memory or a random access memory or both.

The essential elements of a computer are a processor for performing instructions

and one or more memory devices for storing instructions and data. Generally, a

computer will also include, or be operatively coupled to receive data from or transfer



data to, or both, one or more mass storage devices for storing data, e.g., magnetic,

magneto optical disks, or optical disks. However, a computer need not have such

devices. Moreover, a computer can be embedded in another device.

[0071] Computer readable media suitable for storing computer program

instructions and data include all forms of non volatile memory, media and memory

devices, including by way of example semiconductor memory devices, e.g., EPROM,

EEPROM, and flash memory devices; magnetic disks, e.g., internal hard disks or

removable disks; magneto optical disks; and CD ROM and DVD-ROM disks. The

processor and the memory can be supplemented by, or incorporated in, special

purpose logic circuitry.

[0072] To provide for interaction with a user, embodiments of the subject matter

described in this specification can be implemented on a computer having a display

device, e.g., a CRT (cathode ray tube) or LCD (liquid crystal display) monitor, for

displaying information to the user and a keyboard and a pointing device, e.g., a

mouse or a trackball, by which the user can provide input to the computer. Other

kinds of devices can be used to provide for interaction with a user as well; for

example, input from the user can be received in any form, including acoustic,

speech, or tactile input.

[0073] Embodiments of the subject matter described in this specification can be

implemented in a computing system that includes a back end component, e.g., as a

data server, or that includes a middleware component, e.g., an application server, or

that includes a front end component, e.g., a client computer having a graphical user

interface or a Web browser through which a user can interact with an implementation

of the subject matter described is this specification, or any combination of one or

more such back end, middleware, or front end components. The components of the



system can be interconnected by any form or medium of digital data communication,

e.g., a communication network. Examples of communication networks include a

local area network ("LAN") and a wide area network ("WAN"), e.g., the Internet.

[0074] The computing system can include clients and servers. A client and

server are generally remote from each other and typically interact through a

communication network. The relationship of client and server arises by virtue of

computer programs running on the respective computers and having a client-server

relationship to each other.

[0075] While this specification contains many specifics, these should not be

construed as limitations on the scope of any invention or of what may be claimed,

but rather as descriptions of features that may be specific to particular embodiments

of particular inventions. Certain features that are described in this specification in

the context of separate embodiments can also be implemented in combination in a

single embodiment. Conversely, various features that are described in the context of

a single embodiment can also be implemented in multiple embodiments separately

or in any suitable subcombination. Moreover, although features may be described

above as acting in certain combinations and even initially claimed as such, one or

more features from a claimed combination can in some cases be excised from the

combination, and the claimed combination may be directed to a subcombination or

variation of a subcombination.

[0076] Similarly, while operations are depicted in the drawings in a particular

order, this should not be understood as requiring that such operations be performed

in the particular order shown or in sequential order, or that all illustrated operations

be performed, to achieve desirable results. In certain circumstances, multitasking

and parallel processing may be advantageous. Moreover, the separation of various



system components in the embodiments described above should not be understood

as requiring such separation in all embodiments, and it should be understood that

the described program components and systems can generally be integrated

together in a single software product or packaged into multiple software products.

[0077] Only a few implementations and examples are described and other

implementations, enhancements and variations can be made based on what is

described and illustrated in this application.



CLAIMS

What is claimed is:

1. A system comprising:

a data repository configured to store one or more data records;

a server in communication with the data repository, wherein the server is

configured to access the data repository in response to a user request to perform at

least one of the following:

access the one or more data records,

add a data record, and

modify the one or more data records; and

a client application comprising a protocol library in communication with the

server, the client application configured to:

receive the user request through a client process,

encapsulate a protocol that provides communications between the

client process and the server, and

forward the received user request to the server using the encapsulated

protocol.

2 . The system of claim 1, wherein the client application comprises a Java

application.

3 . The system of claim 1, wherein the client application is embedded within the

client process.

4 . The system of claim 1, wherein the client application is configured to operate

as a server-side process.

5 . The system of claim 1, wherein the client application is configured to receive

the user request through the client process that comprises a web browser.

6 . The system of claim 1, wherein the client application is configured to

encapsulate the protocol so that the client process can communicate with the server

without knowledge of details of the protocol.



7 . The system of claim 1, wherein the client application is configured to

encapsulate the protocol so that the server identifies the client process as a trusted

client, wherein the server assumes correctness of data provided by the trusted client.

8 . The system of claim 1, wherein the server is configured to, in response to the

forwarded request,

access the data repository;

obtain data identified in the forwarded request from the one or more data

records; and

forward the obtained data identified in the forwarded request in a reply

message to the client application.

9 . The system of claim 8, wherein the client application comprises a cache to

temporarily store the data received in the reply message from the server.

10 . The system of claim 9, wherein the client application is configured to:

receive another request through the client process;

detect whether the temporarily stored data is valid; and

access the temporarily stored data instead of forwarding the received other

request to the server when detecting that the temporarily stored data is valid.



11. A method comprising:

at a data processing apparatus, performing the following:

receiving a request to perform an operation comprising at least one of

the following:

access one or more data records stored at a data repository,

add a data record to the data repository, and

modify the one or more data records stored at the data

repository;

encapsulating a protocol for communicating the received request to a

server; and

communicating the received request to the server using the

encapsulated protocol to instruct the server to access the data repository to perform

the requested operation.

12 . The method of claim 11, wherein receiving the request comprises receiving

the request at the data processing apparatus using a client application that

comprises a Java application.

13 . The method of claim 12, wherein the client application is embedded within a

client process.

14. The method of claim 11, wherein the data processing apparatus comprises

another server.

15 . The method of claim 12, wherein the client application is embedded in a web

browser.

16 . The method of claim 12, wherein the client application comprises a protocol

library to encapsulate the protocol along with functionalities of the protocol.

17 . The method of claim 11, wherein encapsulating the protocol comprises

encapsulating the protocol to guarantee correctness of data provided to the server.

18 . The method of claim 11, further comprising:



at the data processing apparatus, in response to communicating the received

request to the server, obtaining data identified in the received request associated

with the one or more data records stored in the data repository.

19 . The method of claim 18, further comprising:

temporarily storing the obtained data.

20. The method of claim 19, further comprising:

at the data processing apparatus:

receiving another request;

detecting whether the temporarily stored data is valid; and

accessing the temporarily stored data instead of forwarding the

received other request to the server when detecting that the temporarily stored data

is valid.

2 1 . A computer program product, embodied on a computer readable medium,

operable to cause a data processing apparatus to perform operations comprising:

receiving a request to perform an operation comprising at least one of the

following:

access one or more data records stored in a data repository,

add a data record to the data repository, and

modify the one or more data records stored in the data repository;

encapsulating a protocol for communicating the received request to a server;

and

communicating the received request to the server using the encapsulated

protocol to instruct the server to access the data repository to perform the requested

operation.

22. The computer program product of claim 2 1 , further operable to cause a data

processing apparatus to receive the request using a client application comprising

application.

23. The computer program product of claim 22, further operable to cause a data

processing apparatus to receive the request using the client application that is



embedded within a client process.

24. The computer program product of claim 2 1 , further operable to cause a data

processing apparatus comprising another server to receive the request.

25. The computer program product of claim 22, further operable to cause a data

processing apparatus to receive the request using the client application embedded in

a web browser.

26. The computer program product of claim 22, further operable to cause a data

processing apparatus to use the client application comprising a protocol library to

encapsulate the protocol along with functionalities of the protocol.

27. The computer program product of claim 2 1 , further operable to cause a data

processing apparatus to encapsulate the protocol to guarantee correctness of data

provided to the server.

28. The computer program product of claim 2 1 , further operable to cause a data

processing apparatus to perform operations, in response to communicating the

request to the server, comprising obtaining data identified in the received request

associated with the one or more data records in the accessed data repository.

29. The computer program product of claim 28, further operable to cause a data

processing apparatus to temporarily store the obtained data.

30. The computer program product of claim 29, further operable to cause a data

processing apparatus to verify validity of the obtained data comprising:

receiving another request;

detecting whether the temporarily stored data is valid; and

accessing the temporarily stored data instead of forwarding the received other

request to the server when detecting that the temporarily stored data is valid.
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