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DETECTING PHYSICAL GESTURES FOR MOBILE DEVICE SECURITY

TECHNICAL FIELD
[0001] The present disclosure relates generally to software applications, security and mobile

computing devices.

BACKGROUND
[0002] Mobile devices, such as smartphones, watches and tablets, are incorporating more and
more sensors and communication interfaces, which provide for much functionality that is
not available to desktop computers. For example, many smartphones incorporate a Near
Field Communication (NFC) chip, which allows short, paired transactions with other
NFC-enabled devices in close proximity. The use of NFC-equipped devices as payment

tokens is considered to be a next generation payment system.

[0003] Due to their popularity, mobile devices are becoming a target for malicious activities.
There has been a rapid increase in malware targeting various mobile device platforms.
After infecting a device, malware can gain access to sensitive resources or services for
various purposes, such as stealing user data, making premium phone calls, sending
messages, damaging the device, tracking user activities or location, or simply annoying
the user. Newer functionalities, such as NFC, can make mobile devices a popular

malware target for credential and credit card theft.

[0004] Due to resource constraints of mobile devices, such as limited battery power, existing
malware defenses for desktop computers cannot typically be applied directly on the
mobile device platform. Although some mobile devices employ permission models to
prevent malware from being installed, this approach relies on user diligence and

awareness, which users may lack in practice. Existing malware defenses, without
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considering the special characteristics of mobile devices, may not be sufficient to detect

sophisticated malware.

BRIEF SUMMARY
[0005] According some embodiments of the disclosure, it is determined that a security check
corresponds to a request for a resource on a computing device. A security message is
provided for display on the computing device based on the security check. A proximity
sensor signal generated in response to an action of an object proximate to a proximity
sensor of the computing device is detected. The proximity sensor signal corresponds to
the security message. Use of the resource is authorized based on the proximity sensor

signal.

[0006] According to further embodiments, a hand wave may be detected over the proximity

sensor. A finger action on the device may also be detected near the proximity sensor.

[0007] According to some embodiments, the resource may correspond to a telephone call.
The resource may correspond to a financial transaction. The resource may correspond to

a text or email communication. Other resources may be considered.

[0008] According some embodiments, it is determined that a security check corresponds to a
request for a resource on a computing device. A security message is provided for display
on the computing device based on the security check. A non-contact sensor signal
generated in response to an action of an object proximate to a non-contact sensor of the
computing device is detected. The non-contact sensor signal corresponds to the security
message. Use of the resource is authorized based on the non-contact sensor signal. The
non-contact sensor may be a light sensor. The non-contact sensor may be a proximity

sensor.
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[0009] Some other embodiments are directed to related methods, systems and computer

program products.

[0010] It is noted that aspects described with respect to one embodiment may be incorporated
in different embodiments although not specifically described relative thereto. That is, all
embodiments and/or features of any embodiments can be combined in any way and/or
combination. Moreover, other systems, methods, and/or computer program products
according to embodiments will be or become apparent to one with skill in the art upon
review of the following drawings and detailed description. It is intended that all such
additional systems, methods, and/or computer program products be included within this
description, be within the scope of the present invention, and be protected by the

accompanying claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] Embodiments of the present disclosure are illustrated by way of example and are not

limited by the accompanying figures with like references indicating like elements.

[0012] FIG. 1 is a diagram of an action detected by a sensor of a computing device,

according to various embodiments described herein;

[0013] FIG. 2 is a diagram of another action detected by a sensor of a computing device,

according to various embodiments described herein;

[0014] FIG. 3 is a diagram of another action detected by a sensor of a computing device,

according to various embodiments described herein;

[0015] FIG. 4 is a flow chart illustrating a process for performing a physical security check,

according to various embodiments described herein;
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[0016] FIG. 5 is a diagram of a system for performing a physical security check, according to

various embodiments described herein; and

[0017] FIG. 6 is a block diagram of a computing device in which embodiments can be

implemented.

DETAILED DESCRIPTION
[0018] Embodiments of the present disclosure will be described more fully hereinafter with
reference to the accompanying drawings. Other embodiments may take many different
forms and should not be construed as limited to the embodiments set forth herein. Like

numbers refer to like elements throughout.

[0019] The terminology used herein is for the purpose of describing particular embodiments
only and is not intended to be limiting to other embodiments. As used herein, the singular
forms "a", "an" and "the" are intended to include the plural forms as well, unless the
context clearly indicates otherwise. It will be further understood that the terms
"comprises," "comprising," "includes" and/or "including" when used herein, specify the
presence of stated features, integers, steps, operations, elements, and/or components, but
do not preclude the presence or addition of one or more other features, integers, steps,

operations, elements, components, and/or groups thereof.

[0020] Unless otherwise defined, all terms (including technical and scientific terms) used
herein have the same meaning as commonly understood by one of ordinary skill in the art
to which this invention belongs. It will be further understood that terms used herein
should be interpreted as having a meaning that is consistent with their meaning in the
context of this specification and the relevant art and will not be interpreted in an idealized

or overly formal sense unless expressly so defined herein.
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[0021] As will be appreciated by one skilled in the art, aspects of the present disclosure may
be illustrated and described herein in any of a number of patentable classes or context
including any new and useful process, machine, manufacture, or composition of matter,
or any new and useful improvement thereof. Accordingly, aspects of the present
disclosure may be implemented as entirely hardware, entirely software (including
firmware, resident software, micro-code, etc.) or combined software and hardware
implementation that may all generally be referred to herein as a "circuit,” "module,"
"component,” or "system." Furthermore, aspects of the present disclosure may take the
form of a computer program product embodied in one or more computer readable media

having computer readable program code embodied thereon.

[0022] Existing malware defenses for mobile devices may not be sufficient to detect
sophisticated malware, without considering the special characteristics of mobile device
malware. Mobile devices, such as smartphones, are personal devices. That is, the end
user is a human being. Therefore, legitimate access to sensitive services such as premium
calls, SMS or Near Field Communication (NFC) usually involves different types of
human activity such as dialing a phone number, typing a message, or some type of
physical gesture by the human user. Malware found on mobile devices attempts to access
sensitive services without the user’s awareness or involvement. Therefore, one way to
detect such unauthorized, and potentially malicious, behavior is to validate whether an

action is initiated by pure software or by a human user.

[0023] Certain services may be initiated by a user touching a keypad or touchscreen, which
generates hardware interruptions for each touch event. A purely software generated
activity (or malware generated activity), on the other hand, will not explicitly generate a
hardware interrupt. Although a simple touch may be believed to be effective for malware
detection, it may not be helpful to detect more sophisticated malware, such as pickpocket

5
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malware. This is because the pickpocket malware is typically activated by a user playing
a free game, such as tic-tac-toe, which already involves touch screen activity that can
generate hardware interrupts. Some security applications may attempt to check whether
there is just any user activity. However, some embodiments described herein may check
whether there is a predefined user-aware activity. This may provide more fine-grained

access control to detect even sophisticated malware.

[0024] According to various embodiments, lightweight malware detection mechanisms for
mobile devices based on human gesture recognition are described. Some mechanisms
may use sensors already available on current mobile devices with little or no additional
user involvement. Certain explicit actions by a user may be detected using the proximity

sensor of a mobile device.

[0025] One goal of a proximity sensor is to detect the presence or movement of a nearby
object that is not necessarily in physical contact with the sensor or device. This sensor
may work by sending an electromagnetic signal and analyzing the reflection or change in
the electromagnetic field. The range of a proximity sensor may be small, such as a few
centimeters. Different forms of proximity sensors may be used. Human gestures that use
the proximity sensor do not interfere with other gestures made while interacting with the

touch screen display, and significantly reduce the False Positive Rate (FPR).

[0026] According to some embodiments, a human gesture may trigger the proximity sensor
in a way not likely to be exhibited in regular use of the device. For example, a gesture
may fluctuate the readings of the proximity sensor quickly for a short duration of time.
This could be easily detected by a user bringing in, and moving out, her hand or finger in
close proximity to the sensor. Such gestures or actions may include, but are not limited
to, a tap on the device near the proximity sensor. Figure 1 illustrates a tap gesture 100

near proximity sensor 104 of computing device 102, according to various embodiments.

6
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The tap of a user finger may be on a touch screen 106 of computing device 102. Tap
gesture 100 may be distinguished from a regular tap on touch screen 106 in the fact that it
is near proximity sensor 104 while other taps may not be near proximity sensor 104. A
tap, or any other action or gesture, is near or proximate to proximity sensor 104 if the
action generates a proximity sensor signal useful for determining whether the gesture is
likely a purposeful action. Proximity sensor 104 may be at a top center of a device, an
upper corner of a device, offset from a center of the device, on a side of a device, on an
edge of a device, on a lower center or corner of the device, or any other surface or

location of a mobile device.

[0027] This gesture, or action, may correspond to an explicit request for the user to perform
this gesture. The request may be made in a security message displayed on computing
device 102. In some cases, identification of the proximity sensor may be necessary in
educating the user. This can be done by a description or a simple arrow pointing to the

proximity sensor.

[0028] According to some embodiments, another gesture may be a hand wave above the
proximity sensor. A hand wave may be considered to include a wave of one or more
fingers or other human extremities. Figure 2 illustrates had wave gesture 200 over and/or

proximate to proximity sensor 104, according to various embodiments.

[0029] According to some embodiments, another gesture may be a rub or slide of a finger on
the device near the proximity sensor. Figure 3 shows a rub or slide of a finger on
computing device 102 near proximity sensor 104, according to various embodiments.
Again, this rub is not simply any rub or slide on the computing device. This rub is
proximate to proximity sensor 104 such that proximity sensor 104 generates a signal

useful for detection of a gesture, or explicitly requested gesture.
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[0030] These proximity sensor gestures may be referred to as tap, wave or rub (TWR)
proximity gestures for easier reference throughout this description. In some
embodiments, any combination of these TWR proximity gestures may be requested and

performed as part of a security check.

[0031] Algorithms used to detect quick fluctuations in proximity sensor readings may be
simple and straightforward, which makes such embodiments lightweight. For example,
when there is a proximity sensor reading change, the time duration of a gesture is
recorded and the difference in time duration with a previous reading (perhaps 6 readings
ago) is compared. If the difference is less than a predetermined time limit (e.g., with an
upper bound of 1.5 seconds), the requested resource will be granted. Otherwise, the

resource will remain unavailable, or the application will be halted or remain locked.

[0032] In some embodiments, a wave time limit may be set, such as 1500ms. An unlock
time frame parameter may be set, such as 1000ms. Whenever the proximity sensor
detects a change, it is recorded. Sensor readings may be indexed in an array. The array
may be set to be only a certain number of readings. The array may operate to add a
newest reading and drop an oldest reading. Time differences between a current reading
any indexed previous reading may be determined. If a time difference is less than a wave
time limit, the device may be unlocked for the duration of the unlock time frame

parameter. The current reading index would then be increased by 1.

[0033] In further embodiments, proximity sensors may be programmed, trained or developed
to detect variations in electromagnetic or other proximity detecting signals to differentiate

between different user gestures over or near the proximity sensor.

[0034] These TWR proximity gestures are easy to use and have broad appeal. Whenever a

sensitive service or resource is requested, a particular gesture needs to be detected (to
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make sure it is a human generated activity) before the request can be granted. As gesture
detection may be enforced every time a sensitive request is received, the described
embodiment provides continuous monitoring of sensitive resources and services for

protection from unauthorized access attempts by malware.

[0035] In some embodiments, TWR proximity gestures are detected based on proximity
sensor data. In other embodiments, gestures such as TWR gestures may be detected using
ambient light sensor readings. An advantage of a light sensor is that the hand would not
need to be very close to the phone. This approach may utilize other signals, such as
proximity and/or accelerometer data to reduce false positives, as simple phone movement

may also trigger light values.

[0036] Figure 4 illustrates flowchart 400 with operations corresponding to a process for
performing a security check, according to various embodiments of the disclosure. In
block 402, it is determined that a security check corresponds to a request for a resource on
a computing device. For example, an NFC financial transaction is to be made. The NFC
applications or service coordinating with the NFC application may determine that a

request for necessary resources requires a security check.

[0037] At block 404, a security message is provided for display on the computing device
based on the security check. The message is a security message because the message is
based on the security check. The security message may indicate that a specific user
action must be performed to pass the security check. This action will be a gesture, not
just another point of entry requiring a password, which can be spoofed. However, in
some cases, some explicit, user-dependent physical gestures may act as physical

passwords.



WO 2014/169036 PCT/US2014/033495

[0038] At block 406, a proximity sensor signal generated in response to an action of an object
proximate to a proximity sensor of the computing device is detected. The proximity
sensor signal corresponds to the security message. That is, the proximity sensor signal
correlates with a signature of a gesture proximate to the proximity sensor requested by the
security message. In some cases, this may be a simple robust gesture, such as a hand
wave over the proximity sensor. In other cases, it may be a combination of gestures or a
distinct gesture detectable by the proximity sensor. In some cases, a hand wave with all

fingers may be distinguished from a hand wave of only one, two or three fingers.

[0039] At block 408, use of the resource is authorized based on the proximity sensor signal.
The requested resource is made available. Continuing with the example of an NFC
financial transaction, the transfer of money is completed. In some cases, this may mean

resumption of a halted application, or allowance of the next step of a process.

[0040] According to some embodiments, the requesting and detecting of TWR proximity
actions may be controlled from within the kernel-level middle layer between sensitive
services and applications trying to access the services. In some embodiments, TWR
proximity enhanced security may be enforced by a service on the mobile device. In other
embodiments, such actions may be controlled from within an operating system and/or
integrated specifically with the existing device permission model. A permission model,
enhanced with TWR proximity security actions, provides continuous enforcement of
access control to sensitive resources and services even after an application is installed on

the platform.

[0041] Figure 5 shows a diagram 500 of a system 500 for performing a security check,
according to some embodiments. Diagram 500 includes user 502, applications 504, TWR
permission checker 510, sensor framework 520, middleware permission checker 530 and

resources 540.

10
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[0042] TWR permission checker 510 may add another layer of permission check before an
existing platform middleware permission checker 530. If the malware is unable to
maliciously alter the kernel control flow, a trusted path is formed with the operating
system (OS). Intercepted permission requests may be handled by TWR permission

checker 510.

[0043] TWR permission checker 510 stands in front of the original middleware permission
check 520. When application 504 initiates a request to access a sensitive service, the
request is intercepted by TWR permission checker 510. TWR permission checker 510
checks whether the requested service is protected by a certain gesture. If not, the request
is forwarded to middleware permission checker 530 as usual. Otherwise, TWR
permission checker 510 interacts with sensor framework 520 to request a security check.
This may include collecting gesture data (e.g., tapping, rubbing, or waving proximity

data). The captured data is then sent to TWR permission checker 510 for further process.

[0044] In some embodiments, gestures may be user-dependent or user-independent. A
gesture is user-dependent if there is significant variation among gesture data from
multiple participants for the same predefined gesture. A gesture is user-independent if
either there is no apparent difference or the recognition process does not differentiate
among user data from multiple participants. TWR proximity gestures may be user-
independent as they infer user activity by checking whether an action occurs proximate to
a proximity sensor. TWR proximity gestures may also be user-dependent based on

additional instructions or training.

[0045] If a required gesture is detected, the request is forwarded to middleware permission

checker 530. Otherwise, the request for service access is rejected.

11
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[0046] Various embodiments may not require application level changes nor require resource

monitors to be added for each resource.

[0047] Implicit permission may be granted by user intent acquired by a gesture. However,
security applications may be more effective with explicit requests for user action. In
some cases, detection may involve a training phase. A user may perform the target
action, such as tapping or waving multiple times. Proximity and/or accelerometer data of
the action may be recorded and processed to generate an action template. The template
may serve as a reference for real-time user action comparisons. A match indicates a valid

user gesture to grant access to a resource.

[0048] Successful recognition rates (or FNR) can be affected due to different phone
orientations. This is because in a certain orientation, it might be possible for hand
movements to accidentally trigger the proximity sensor. In some embodiments, the OS
can disable certain orientations to prevent accidental unlocking from taking place. Due to
the location of the proximity sensor (which may be near the ear piece), only one of the
orientations may need to be disabled, while others can safely be permitted, without

lowering the overall usability.

[0049] Another possibility to avoid such an accidental unlocking in our scheme is to infer the
orientation of the device based on accelerometer data. If a “dangerous orientation” is
detected, the access can be disabled by default. To further extend this approach, it is

natural to consider other explicit gestures, or other ways to infer the gestures.

[0050] Embodiments described herein may be battery-friendly. The TWR proximity gestures
described above are short (may last only a few seconds at most) and may only need to
turn on the underlying sensors momentarily. For example, it may be that only when the

user requests access to a particular resource is the sensor is turned on and the (explicit)

12
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gesture detection algorithm is executed. Once the kernel captures the required gesture,
the permission will be granted to the active application and the sensor will be turned off.
If the kernel fails to capture the gesture within certain duration, the sensor will be turned
off and the application will be denied to use the resource. In the case Qf NFC services or
implicit gestures, a tapping detection algorithm may be executed only when the NFC

reader detects a nearby tag.

[0051] TWR proximity gestures or other proximity gestures may be used to prevent malware
from making phone (premium) calls, performing NFC transactions, sending short
message service (SMS) messages, sending emails, turning on a microphone, turning on a
location tracker, or any other application that would benefit from a security check by an
actual human user. The TWR proximity gestures, such as the hand wave over the
proximity sensor, are gestures for security that are robust and lightweight in
implementation. In some embodiments, TWR proximity gestures and related devices
may include additional features as discussed in Appendix A, which is incorporated herein

in its entirety.

[0052] As will be appreciated by one skilled in the art, aspects of the disclosure may be
embodied as a method, data processing system, and/or computer program product.
Furthermore, embodiments may take the form of a computer program product on a
tangible computer readable storage medium having computer program code embodied in

the medium that can be executed by a computing device.

[0053] FIG. 6 is an example computer device 600 in which embodiments of the present
disclosure, or portions thereof, may be implemented as computer-readable code. For
example, the components of TWR permission checker 510 or any other components of
diagrams 100-300 and 500 or method 400 may be implemented in one or more computer

devices 600 using hardware, software implemented with hardware, firmware, tangible
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computer-readable storage media having instructions stored thereon, or a combination
thereof and may be implemented in one or more computer systems or other processing
systems. Components and methods in FIGS. 1-5 may be embodied in any combination of

hardware and software.

[0054] Computing device 600 may include one or more processors 602, one or more non-
volatile storage mediums 604, one or more memory devices 606, a communication
infrastructure 608, a display screen 610, a communication interface 612 and one or more
sensors 616. Computing device 600 may also have networking or communication
controllers, input devices (keyboard, a mouse, touch screen, etc.) and output devices

(printer or display).

[0055] Processor(s) 602 are configured to execute computer program code from memory
devices 604 or 606 to perform at least some of the operations and methods described
herein, and may be any conventional or special purpose processor, including, but not
limited to, digital signal processor (DSP), field programmable gate array (FPGA),

application specific integrated circuit (ASIC), and multi-core processors.

[0056] GPU 614 is a specialized processor that executes instructions and programs, selected

for complex graphics and mathematical operations, in parallel.

[0057] Non-volatile memory storage 604 may include one or more of a hard disk drive, flash
memory, and like devices that may store computer program instructions and data on
computer-readable media. One or more of non-volatile storage memory 604 may be a

removable storage device.

[0058] Volatile memory storage 606 may include one or more volatile memory devices such

as but not limited to, random access memory. Communication infrastructure 608 may

14
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include one or more device interconnection buses such as Ethernet, Peripheral

Component Interconnect (PCI), and the like.

[0059] Typically, computer instructions are executed using one or more processors 602 and

can be stored in non-volatile memory storage 604 or volatile memory storage 606.

[0060] Display screen 610 allows results of the computer operations to be displayed to a user

or an application developer.

[0061] Communication interface 612 allows software and data to be transferred between
computer system 600 and external devices. Communication interface 612 may include a
modem, a network interface (such as an Ethernet card), a communications port, a
PCMCIA slot and card, or the like. Software and data transferred via communication
interface 612 may be in the form of signals, which may be electronic, electromagnetic,
optical, or other signals capable of being received by communication interface 612.
These signals may be provided to communication interface 612 via a communications
path. The communications path carries signals and may be implemented using wire or
cable, fiber optics, a phone line, a cellular phone link, an RF link or other
communications channels. According to an embodiment, a host operating system
functionally interconnects any computing device or hardware platform with users and is
responsible for the management and coordination of activities and the sharing of the

computer resources.

[0062] Sensors 616 may include one or more sensors, including but not limited to, an
accelerometer, proximity sensor, ambient light sensor, magnetometer, temperature sensor,
pressure sensor, or any other sensors that may detect physical movement in relation to or

contact with computing device 600.
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[0063] Any combination of one or more computer readable media may be utilized. The
computer readable media may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage medium may be, for example, but
not limited to, an electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, or device, or any suitable combination of the foregoing.
More specific examples (a non-exhaustive list) of the computer readable storage medium
would include the following: a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), a portable compact disc read-only memory (CD-
ROM), an optical storage device, a magnetic storage device, or any suitable combination
of the foregoing. In the context of this document, a computer readable storage medium
may be any tangible medium that can contain, or store a program for use by or in

connection with an instruction execution system, apparatus, or device.

[0064] A computer readable signal medium may include a propagated data signal with
computer readable program code embodied therein, for example, in baseband or as part of
a carrier wave. Such a propagated signal may take any of a variety of forms, including,
but not limited to, electro-magnetic, optical, or any suitable combination thereof. A
computer readable signal medium may be any computer readable medium that is not a
computer readable storage medium and that can communicate, propagate, or transport a
program for use by or in connection with an instruction execution system, apparatus, or
device. Program code embodied on a computer readable signal medium may be
transmitted using any appropriate medium, including but not limited to wireless, wireline,

optical fiber cable, RF, etc., or any suitable combination of the foregoing.

[0065] Computer program code for carrying out operations for aspects of the present
disclosure may be written in any combination of one or more programming languages,

16
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including an object oriented programming language such as Java, JavaScript, Scala,
Smalltalk, Eiffel, JADE, Emerald, C++, C#, VB.NET, Python or the like, conventional
procedural programming languages, such as the "C" programming language, Visual
Basic, Fortran 2003, Perl, COBOL 2002, PHP, ABAP, dynamic programming languages
such as Python, Ruby and Groovy, or other programming languages. The program code
may execute entirely on the user's computer, partly on the user's computer, as a stand-
alone software package, partly on the user's computer and partly on a remote computer or
entirely on the remote computer or server. In the latter scenario, the remote computer
may be connected to the user's computer through any type of network, including a local
area network (LAN) or a wide area network (WAN), or the connection may be made to
an external computer (for example, through the Internet using an Internet Service
Provider) or in a cloud computer environment or offered as a service such as a Software

as a Service (SaaS).

[0066] Aspects of the present disclosure are described herein with reference to flowchart
illustrations and/or block diagrams of methods, systems and computer program products
according to embodiments. It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of blocks in the flowchart
illustrations and/or block diagrams, can be implemented by computer program
instructions. These computer program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other programmable data
processing apparatus to produce a machine, such that the instructions, which execute via
the processor of the computer or other programmable data processing apparatus, create a
mechanism for implementing the functions/acts specified in the flowchart and/or block

diagram block or blocks.
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[0067] These computer program instructions may also be stored in a computer readable
medium that when executed can direct a computer, other programmable data processing
apparatus, or other devices to function in a particular manner, such that the instructions
when stored in the computer readable medium produce an article of manufacture
including instructions which when executed, cause a computer to implement the
function/act specified in the flowchart and/or block diagram block or blocks. The
computer program instructions may also be loaded onto a computer, other programmable
instruction execution apparatus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable apparatuses or other devices to
produce a computer implemented process such that the instructions which execute on the
computer or other programmable apparatus provide processes for implementing the

functions/acts specified in the flowchart and/or block diagram block or blocks.

[0068] It is to be understood that the functions/acts noted in the blocks may occur out of the
order noted in the operational illustrations. For example, two blocks shown in succession
may in fact be executed substantially concurrently or the blocks may sometimes be
executed in the reverse order, depending upon the functionality/acts involved. Although
some of the diagrams include arrows on communication paths to show a primary
direction of communication, it is to be understood that communication may occur in the

opposite direction to the depicted arrows.

[0069] Many different embodiments have been disclosed herein, in connection with the
above description and the drawings. It will be understood that it would be unduly
repetitious and obfuscating to literally describe and illustrate every combination and
subcombination of these embodiments. Accordingly, all embodiments can be combined
in any way and/or combination, and the present specification, including the drawings,
shall support claims to any such combination or subcombination.
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[0070] The foregoing description of the specific embodiments will so fully reveal the general
nature of the invention that others can, by applying knowledge within the skill of the art,
readily modify and/or adapt for various applications such specific embodiments, without
undue experimentation, without departing from the general concept of the present
invention. Therefore, such adaptations and modifications are intended to be within the
meaning and range of equivalents of the disclosed embodiments, based on the teaching

and guidance presented herein.

[0071] The breadth and scope of the present invention should not be limited by any of the
above-described embodiments or any actual software code with the specialized control of
hardware to implement such embodiments, but should be defined only in accordance with

the following claims and their equivalents.
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WHAT IS CLAIMED IS:

1. A computer-implemented method, comprising:

determining, by a computing device, that a security check corresponds to a
request for a resource on the computing device;

providing a security message for display on the computing device based on the
security check;

detecting a proximity sensor signal generated in response to an action of an
object proximate to a proximity sensor of the computing device, wherein the
proximity sensor signal corresponds to the security message; and

authorizing use of the resource based on the proximity sensor signal.

2. The method of claim 1, wherein the action of the object comprises a hand

wave over the proximity sensor.

3. The method of claim 1, wherein the action of the object comprises a finger

action near the proximity sensor.

4. The method of claim 1, wherein the resource corresponds to a telephone call.
5. The method of claim 1, wherein the resource corresponds to a financial
transaction.

6. The method of claim 1, wherein the resource corresponds to a text or email
communication.

7. The method of claim 1, further comprising:

detecting a second sensor signal generated in response to a second action,
wherein the second sensor signal corresponds to the security message, and wherein
the second sensor signal is different than the proximity sensor signal; and

authorizing use of the resource based on the proximity sensor signal and

second sensor signal.
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8. The method of claim 1, wherein the security message requests the action.

9. The method of claim 1, further comprising:
detecting a fluctuation in the proximity sensor signal within a predetermined

time duration,

10.  The method of claim 1, wherein the action of the object further comprises a
tap on the computing device proximate the proximity sensor, a wave of an object over
the proximity sensor and a rub on the computing device proximate the proximity

SCNSor.

11. A computer-implemented method, comprising:

determining, by a computing device, that a security check corresponds to a
request for a resource on the computing device;

providing a security message for display on the computing device based on the
security check;

detecting a non-contact sensor signal generating by a non-contact sensor of the
computing device in response to an action of an object proximate to a non-contact

sensor, wherein the non-contact sensor signal corresponds to the security message;

and
authorizing use of the resource based on the non-contact sensor signal.
12.  The method of claim 11, wherein the non-contact sensor is a light sensor.
13.  The method of claim 11, wherein the non-contact sensor is a proximity sensor.

14.  The method of claim 11, wherein the detecting comprises detecting a hand

wave over the light sensor.

15.  The method of claim 11, wherein the detecting comprises detecting a finger

action near the proximity sensor.
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16.

The method of claim 11, wherein the resource corresponds to a telephone call

or financial transaction.

17.

The method of claim 1, wherein detecting further comprises detecting a tap on

the computing device proximate the light sensor, a wave of an object over the light

sensor and a rub on the computing device proximate the light sensor.

18.

19.

20.

A system, comprising:
a processor; and
a memory coupled to the processor and comprising computer readable
program code embodied in the memory that when executed by the processor
causes the processor to perform operations comprising:

determining, by a computing device, that a security check corresponds
to a request for a resource on the computing device;

providing a security message for display on the computing device
based on the security check;

detecting a proximity sensor signal generated in response to an action
of an object proximate to a proximity sensor of the computing device, wherein
the proximity sensor signal corresponds to the security message; and

authorizing use of the resource based on the proximity sensor signal.

The system of claim 18, the operations further comprising;:

detecting a hand wave over the proximity sensor.

The system of claim 18, the operations further comprising:

detecting a finger action near the proximity sensor.
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