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INTRUSION MANAGEMENT SYSTEM AND METHOD FOR PROVIDING
DYNAMICALLY SCALED CONFIDENCE LEVEL OF ATTACK
DETECTION

Reference to Related Application

[0001] The present application claims the benefit of U.S. Provisional Patent
Application No. 60/586,875, filed July 12, 2004, whose disclosure is hereby
incorporated by reference in its entirety into the present disclosure.

Field of the Invention

[0002] The present invention is directed to an intrusion management system for
detecting attacks against a computer system or network and more particularly to such
a system in which detection confidence is dynamically scaled to reduce false
positives.

Description of Related Art

[0003] The job of an Intrusion Management System is to detect attacks against
computer systems or computer networks. Once an attack is detected, the Intrusion
Management System is responsible for presenting forensic information about the
attack to a human examiner. Furthermore, the Intrusion Management System
(abbreviated to “IMS” from here forward) can also be responsible for preventing
attacks from succeeding.

[0004] Traditionally, as shown in Fig. 1, communication between the Internet 102 and
an internal network 106 passes through an IMS 104. From the standpoint of computer
security, the diagram appears as shown in Fig. 2, in which an attacker 202 mounts an
attack against the internal network 106 through the Internet 102 and the IMS 104.
[0005] The most common complaint against systems that detect computer attacks is

that they all too often identify perfectly legitimate behavior as an attack. To the
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practitioners of the art, these incorrect detections are known as “false positives.”
After detecting an attack (incorrect or otherwise), a human examiner has to expend
time and resources to identify what damage was done by the attack and then to
reverse the damage. The effect of false positives on the human examiner is that he
cannot distinguish between a false positive and a true attack until he has wasted time
and resources hunting for the effects of what never happened. Indeed, in some early
generation attack detection systems, the number of false positives outweighed true
attacks, sometimes significantly. Many early adopters of the technology abandoned it
altogether after the “Cry Wolf” syndrome--investigating a large number of reported
attacks that all turned out to be false positives.

[0006] The latest generations of attack detection systems not only‘ detect, but also
prevent attacks. The method behind the prevention is that the system operates
similarly to a firewall in that it can check each packet on the network for attacks and
then discard those packets which contain attacks. Here false positives have an affect
noticeable not only to the bedraggled human examiner, but also to the people using
the computer systems or the network. Imagine a situation where the web page at
www.ESPN.com or www.FORTUNE.com was consistently and falsely detected as
bearing an attack against web browsers. People on their lunch break not able to check
the latest sports scores or an executive not able to read her financial articles have a
tendency to get rather irate, after which the attack prevention systems will typically
get ripped out in a hurry.

[0007] There is no panacea to the problem of false positives when detecting computer
attacks. But there exists a solution to mitigate the problem by representing each

detected attack with a confidence value. The confidence is an indication by the IMS
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of how accurately it believes it detected a particular attack, or how unlikely is it to be
a false positive.

[0008] The first and most intuitive use of a confidence value attached to each attack is
for the human examiner. When researching the validity and the affects of each attack
detected by the IMS, the researcher can prioritize his time by looking at the attacks of
the highest confidence first, since they are less likely to be a time wasting false
positive. The human examiner can also apply an arbitrary threshold. For example, if
he finds thaf most of the false positives he has investigated have had a confidence
below 66%, he can just ignore anything below that threshold when his time is at a
premium,

[0009] The second and more powerful use of a confidence value is for the Intrusion
Management System to make automated decisions based upon it. The first such
action would be the already listed application of a threshold to the reporting of
attacks. If the examiner decides it is not worth his time and resources to research
attacks below a certain confidence, thén the IMS can automatically hide the reports of
those low confidence attacks.

[0010] As previously stated, the IMS is also capable of blocking attacks before they
can reach their intended victim, but false positives risk blocking legitimate traffic. In
this situation, the examiner can again apply a threshold. For example, he can choose
to investigate the reports of any attacks of 66% confidence or higher, and he can
configure the IMS to block automatically any attacks of which it is more than 90%
confident. The immediate benefit here is that most attacks will be thwarted before
they can reach their intended victim, and the risk of wrongly blocking legitimate

traffic is mitigated.
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[0011] The IMS will also record a wealth of forensic information correlated to
detected attacks. This information can be extremely useful to the human examiner
analyzing the specifics of an attack. Unfortunately this wealth of recorded
information can easily overwhelm the database storing all of the forensics. This is
especially true when many IMS systems are all recording their forensics to a single
database. In such a situation, the human examiner can reduce the load on an
overloaded database by configuring the IMS to record only the auxiliary forensic
information for those attacks with a high enough confidence that the examiner will
research.

[0012] However, the IMS has no way of dynamically scaling the confidence level
from the circumstances of the attack. Thus, the usefulness of the confidence

assignment is severely limited.
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Summary of the Invention

[0013] It is thus an object of the present invention to provide a technique for
dynamically scaling the confidence in an attack based on the circumstances of the
attack.

[0014] To achieve the above and other objects, the present invention is based on the
realization, reached after a study of many gigabytes of traffic, that several common
factors contribute tlo the incidence of false positives. Those common factors are
perfect scalars for a dynamic confidence in the accuracy of a detected attack. Those
scalars are packet loss, whether the IMS has seen the communication from its
inception, and the number of times the IMS did not understand part of the
communication and was forced to resynchronize.

[0015] Therefore, the present invention is directed to a system and method for
observing at least one of those scalars and for dynamically adjusting the confidence
level in accordance with the observed scalar. Preferably, all three scalars are

observed, and the confidence is scaled in accordance with the results of all three.
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Brief Description of the Drawings

[0016] A preferred embodiment of the present invention will be set forth in detail
with reference to the drawings, in which:

[0017] Figure 1 is a block diagram showing a configuration of an intrusion
management system between the Internet and an internal network according to the
prior art;

[0018] Figure 2 is a block diagram showing the same configuration as shown in
Figure 1, except from the standpoint of defending the internal network from an
external attacker;

[0019] Figure 3 is a block diagram showing a configuration of an intrusion
management system according to the preferred embodiment; and

[0020] Figure 4 is a flow chart showing the operation of the intrusion management

system of Figure 3.
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Detailed Description of the Preferred Embodiment

[0021] A preferred embodiment of the present invention will be set forth in detail
with reference to the drawings, in which like reference numerals refer to like elements
or operational steps throughout.

[0022] The first scalar is the presence of packet loss. In a passive configuration,
shown in Figure 3, the IMS 104 hangs off of a network and watches packets as they
go by (packets do not go directly through this IMS).

[0023] Since the packets do not go directly through the IMS, the IMS might miss a
paéket while it is doing something else. After missing a packet, the IMS will have a
gap in the communication it is monitoring. When such a gap occurs, one option is to
ignore the lossy communications. However, ignoring such communications is not
acceptable in the security marketplace.

[0024] Such gaps in the IMS's view of the communication lead to false positives.
One prevalent example is in the detection of an attack against the Microsoft IIS
(Internet Information Server) web server. Each HTTP 1.1 request to the web server
must contain a “Host” modifier which tells the web server which web site is being
browsed. Some versions of the Microsoft IIS web server can be attacked by sending a
ho'stile payload in multiple “Host” modifiers. A normal HTTP 1.1 web request might
look like:

[0025] GET /mlb/scoreboard HTTP/1.1

[0026] Host: sports.espn.go.com

[0027] In cases, there will be other modifiers between the GET and the Hosty such that
they will be put in different packets.

[0028]

| GET /mlb/scoreboard HTTP/1.1
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| ... other modifiers ...

| ... more modifiers ...
| Host: sports.espn.go.com

[0029] Now suppose that a web browser makes two requests of the web server that

are split across four packets

[0030]

| GET /mlb/scoreboard HTTP/1.1
| ... other modifiers ...

| ... more modifiers ...
| Host: sports.espn.go.com

| GET /mlb/clubhouse?team=bal HTTP/1.1
| ... other modifiers ...

| ... more modifiers ...
| Host: sports.espn.go.com

[0031] Now further suppose that the third packet is lost; the first part of the request
for the Orioles-specific scores. The passive IMS will see the first request with its
Host modifier, but then associate the fourth packet's host modifier with the first
request. Ergo, the one lost packet leads the IMS to think the server is being attacked
via multiple Host modifiers.

[0032] In the preferred embodiment, the mechanism for coping with this is to scale
the confidence negatively in the attack when a lost packet leaves a gap in the IMS'
view of the communication.

[0033] The second scalar is a sibling of the first scalar and checks whether the IMS

has seen the communication from its inception. A common phenomenon is for
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communication to begin before the IMS can begin monitoring the traffic; the resulting
problem is called the cold-start problem. For example, if one were to email a
colleague about the latest email worm attacking the internet as a whole, and the IMS
started monitoring the email in the middle of its being sent, the IMS could confuse the
discussion for the actual attack. To deal with this cold-start issue, the IMS will
negatively scale the confidence in any detected attacks if it did not observe the
origination of the connection.

[0034] In the case of TCP (Transmission Control Protocol), communication must
begin with a three way handshake between the two participants before any
information can be exchanged on the connection.

[0035] Client --> (Synchronize packet) --> Server

[0036] Client<-- (Acknowledge Synchronize packet) <-- Server

[0037] Client --> (Acknowledge packet)\ --> Server

[0038] Thus, the IMS will always know if it has observed the origination of
communication carried on the TCP protocol. Fortunately, a majority of the computer
network traffic is carried over TCP.

[0039] The third confidence scalar is the number of times the IMS did not understand
part of the communication and was forced to resynchronize. One of the underlying
tenets of the Internet is to be strict about what you send and permissive about what
you accept. As a result, network services (like web servers or email servers) will
tolerate very large variations in the format of communication. An analogy would be
talking to a clerk at the supermarket in English and slipping a few words of Latin into
the conversation. In the Internet context, the clerk would just ignore the Latin he

didn't understand instead of geiting confused. The IMS has a much harder time
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dealing with things it does not understand, since it does not know a priori if the
listener really speaks Latin or how he will react to it.

[0040] To deal with snippets of communication it does not understand, the IMS will
attempt to resynchronize immediately afterwards. The resynchronization involves
looking at how the hosts respond to the unknown éommunication and what they say
next. Unfortunately, the resynchronization is not always accurate, so we must
negatively scale the confidence of any attacks detected after we resynchronized.
[0041] The last mechanism used by the IMS to scale the attack confidence is a
manual method driven by the examiner. If the IMS reports an attack to the examiner,
and he feels that his particular environment dictates a change to the confidence, he
can manually cause it to be scaled. His scaling factor will automatically apply to any
future attacks like the one he manually scaled. For instance, the examiner could
increase the confidence of any WWW attacks if his network policy were draconian
and did not allow any employeeé to browse the web during work hours.

[0042] The technique described above will now be summarized with reference to the
flow chart of Fig. 4. In step 402, an attack, real or putative, is detected and assigned
an initial confidence. In step 404, it is determined whether there has been any packet
loss. If so, the confidence is scaled in step 406. If not, or once the confidence has
been scaled, it is determined in step 408 whether the IMS saw the initiation of the
connection. If not, the confidence is scaled again in step 410. Then, or if the IMS
saw the initiation of the connection, it is determined in step 412 whether there have
been any packets containing information which the IMS did not understand. If so, the
confidence is scaled for each such packet in step 414. Then, or if all information was

understood, the examiner may apply a manual scaling of the confidence in step 416.

10
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The process ends in step 418 with a confidence scaled in accordance with the above-
noted three scalars and any manual scaling applied by the examiner.

[0043] Each attack known by the IMS is assigned a base confidence value which
corresponds to an attack detected under optimal conditions. From there, the
confidence is dynamically and automatically adjusted based on the above scaling

factors.

[0044] In the below examples, we refer back to the multiple Host modifier attack
against Microsoft IIS web server version 4.0.

[0045]

| GET /mlb/scoreboard HTTP/1.1
| Host: sports.espn.go.com
| Host: <attack payload>

[0046] The IMS will prepare an alert about the attack with a base confidence of 90%.
Since the attack was detected under optimal conditions, the confidence will be
reported as 90%

[0047]

-

| GET /mlb/scoreboard HTTP/1.1
| ... more modifiers ...

———

| ... more modifiers ...
| Host: sports.espn.go.com

-

##% Jost packets ***

| ... more modifiers ...
| Host: sports.espn.go.com

[0048] Now in the above example, the IMS will incorrectly detect an attack. Since
there was packet loss, the confidence will be scaled down from 90% to 67% before

being reported to the examiner.

11
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[0049]
*#% did not see the start of the communication ***

| GET /mlb/scoreboard HTTP/1.1
| ... more modifiers ...

| ... more modifiers ...
| Host: sports.espn.go.com

#¥¥ Jost packets ***

| ... more modifiers ...
| Host: sports.espn.go.com

[0050] Now in the above example, the IMS will again incorrectly detect an attack.
Since there was packet loss and the IMS did not see the origination of the
communication, the confidence will be scaled twice down from 90% to 50% before
being reported to the examiner. Likewise, it could have been scaled a third time down
to 37% if the web request contained junk the IMS did not understand and it was
forced to resync.

[0051] Specific examples of code and numerical scaling will now be set forth.

[0052] The first scalar (presence of packet loss on a connection, Fig. 4, step 404) can
be checked with a single variable in the following manner:

[0053] if (tcp.connForwLost > 0) {

[0054] $confidence = $confidence * 75%

[0055] }

[0056] The IMS engine provides the “tcp.connForwLost” variable to facilitate easy
access to the number of bytes it lost from the client destined to the server over the
course of the connection. Likewise, the “tcp.connBackLost” variable is the number of

bytes from the server to the client. Since the preferred embodiment is concerned

12
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primarily with attacks from clients against servers, the preferred embodiment does not
check for lost packets in the other direction.

[0057] The second scalar (whether the IMS has seen communication the since
inception, Fig. 4, step 408) can also be checked with a single variable in the following

manner:

[0058] if (Itcp.connSyn) {

[0059] $resync_count = $resync_count - 1;
[0060] $confidence = $confidence * 75%
[0061] }

[0062] As is known in the art, TCP (Transmission Control protocol) must begin with
a three-way handshake. The above “tcp.connSyn” variable indicates whether the IMS
saw the synchronize packet. If the IMS did not see the initiation of the connection,
the second scalar will affect the third scalar (how many times the IMS did not
understand the connection and tried to resynchronize). It is not desirable to scale a
confidence twice for a single event. If the IMS misses the initiation of a connection,
there is a very high probability that it also immediately had to resynchronize to the
connection.

[0063] The third scalar (the number of times the IMS did not understand the
connection and tried to resynchronize, Fig. 4, step 412) is an iterative scalar. It will
scale the confidence once for every resynchronization, in the following manner:

[0064] while ($resynccount > 0) {

[0065] $resync_count = $resynccount - 1
[0066] $confidence = $confidence * 75%
[0067] }

13
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[0068] The confidence is scaled once for each and every time the IMS did not
understand the connection. The IMS is unable to differentiate between two
misunderstandings contiguous to each other and thus treats them as a single gap in the
communication stream for purposes of confidence scaling. For example, if the IMS
did not understand two parts of the communcation, the confidence is scaled twice.
[0069] Not all attack detection algorithms keep a count of how often they did not
understand a connection. When the algorithm does not have such a count, steps 412
and 414 can be skipped. When the algorithm does have that count, the first scalar can
be ignored, and the third scalar can be considered to be a superset of the first; that is,
steps 404 and 406 can be skipped.

[0070] In the preferred embodiment, the confidence is adjusted by 25% for each
scaling factor which occurs on a connection. The 25% number is chosen fairly
arbitrarily; those skilled in the art who have reviewed the present disclosure will be
able to choose other scaling factors. Because of the ambiguous nature of detecting
attacks, most detections are only 90% confident even under ideal circumstances A
single scaling factor decreases the confidence enough that a human would intuitively
Question those scaled attacks. A confidence level of 90% scaled by 25% (90 * .75) is
67%, which has the right “feeling” about it. If the original confidence is 90%, the
scaled confidences ére as given in Table I below:

[0071] Table I: Scaled confidences

Number of scalars Resulting confidence
0 1 90%
1 67%
2 50%
3 37%

14
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4 28%
5 21%
6 16%
7 12%
8 9%
9 6%
10 5%

[0072] The preferred embodiment does not continuously scale the confidence as
factors occur. Instead, it calculates the scaled confidence only after it has detected a
probable attack. That is for two reasons. Since attacks are very infrequent in
comparison:to the mass volume of network traffic, it is more performance-efficient to
do the calciilation only when needed. Secondly, it makes’ for more centralized code to
have the confidence scaling in one place that is common to all attack alerting than
spread over all of the attack detection code.

[0073] While a preferred embodiment has been set forth in detail above, those skilled
in the art will readily appreciate that other embodiments can be realized within the
scope of the invention. For example, numerical values are illustrative rather than
limiting, as is the order in which steps are carried out. Moreover, one or two of the
above-noted scalars can be used; similarly, any or all of the above-noted scalars can
be used in combination with other scalars. Therefore, the present invention should be

construed as limited only by the appended claims.
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What is claimed is:

1. A method for dynamically scaling a confidence level of a detected attack on
a computer system, the detected attack being detected by an intrusion management
system in a communication with the computer system, the method comprising:

(a) assigning an initial confidence level to the detected attack;

(b) detecting, in the communication, at least one scalar selected from the group
consisting of (i) a first scalar indicating packet loss in the communication, (i) a
second scalar indicating whether the intrusion management system has observed the
communication from a beginning of the communication, and (iii) a third scalar
indicating whether the communication includes any information not understood by the
instrusion management system; and

(c) scaling the initial confidence level in accordance with the at least one
scalar detected in step (b) to provide a scaled confidence level.

2. The method of claim 1, wherein step (c) comprises scaling the initial
confidence level further in accordance with a manual input. |

3. The method of claim 1, wherein:

step (b) comprises detecting at least two of said scalars selected from said
group; and

step (c) comprises scaling the initial confidence level in accordance with said
at least two scalars.

4. The method of claim 3, wherein:

step (b) comprises detecting all three of said scalars selected from said group;
and

step (c) comprises scaling the initial confidence level in accordance with said

all three scalars.

16
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5. The method of claim 3, wherein said at least two scalars comprise said third
scalar.

6. The method of claim 5, wherein:

said third scalar comprises a number of times the intrusion management
system does not understand the information in the communication; and

step (c¢) comprises scaling the initial confidence level in accordance with said
number of times.

7. The method of claim 1, wherein said detected attack is received from the

_ Internet.

8. The method of claim 1, wherein the intrusion management system is
connected in a passive configuration to the computer system, such that the
communication does not pass through the intrusion management system.

9. An intrusion management system for dynamically scaling a confidence
level of a detected attack on a computer system, the detected attack being detected by
the intrusion management system in a communication with the computer system, the
intrusion management system comprising:

a connection to the computer system to monitor the communication; and

a processor for:

(a) assigning an initial confidence level to the detected attack;

(b) detecting, in the communication, at least one scalar selected from the group
consisting of (i) a first scalar indicating packet loss in the communication, (ii) a
second scalar indicating whether the intrusion management system has observed the
communication from a beginning of the communication, and (iii) a third scalar
indicating whether the communication includes any information not understood by the

instrusion management system; and

17
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(c) scaling the initial confidence level in accordance with the at least one
scalar detected in step (b) to provide a scaled confidence level. |

10. The intrusion management system of claim 9, wherein the processor
performs step (c) by scaling the initial confidence level further in accordance with a
manual input.

11. The intrusion management system of claim 9, wherein:

the processor performs step (b) by detecting at least two of said scalars
selected from said group; and

the processor performs step (¢) by scaling the initial confidence level in
accordance with said at least two scalars.

12. The intrusion management system of claim 11, wherein:

the processor performs step (b) by detecting all three of said scalars selected
from said group; and

the processor performs step (c) by scaling the init\ial confidence level in
accordance with said all three scalars.

13. The intrusion management system of claim 3, wherein said at least two
scalars comprise said third scalar,

14. The intrusion management system of claim 13, wherein:

said third scalar comprises a number of times the intrusion management
system does not understand the information in the communication; and

the processor performs step (c) by scaling the initial confidence level in

accordance with said number of times.
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Figure 1 Prior Art
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Figure 4
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