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FLEXIBLE MAPPING OF CIRCUITS INTO PACKETS

This application claims priority from co-pending US Provisional Patent
Application No. 60/308,738 (Docket 0396-008) for Fiexible Mapping of Circuits into
Packets.

FIELD OF THE INVENTION

This invention relates to communications systems and methods, in particular, to

packet communication systems and methods.

BACKGROUND OF THE INVENTION

Circuit emulation (CEM) systems, such as ATM CES, map native circuit frames
received from a circuit into packets or cells. Sometimes this mapping is designed to
minimize delay, as with ATM CES. Minimization of delay is accomplished by creating
small packets, which minimizes the “capture delay”. Capture delay is the time that it
takes to acquire enough incoming circuit frames to create a pécket. The drawback to
minimizing capture delay is that the ratio of overhead (non-data control information) to
data can be high, which leads to inefficient use of bandwidth. Other mappings are
designed to increase efficiency and minimize overhead by increasing the number of
transported frames, while holding constant the amount of overhead data. Reducing the
percentage of overhead in this fashion has the disadvantage of increasing the capture
delay.

Capture delay is one component in the round trip delay (RTD) for a packet to
travel from one unit across the network to a second unit and then for a packet to return
back from the second unit across the network to the first unit. The prior art has included
means for measuring round trip delay, but these means have required the use of special
test packets that were sent periodically. The use of periodic test packets adds to the
overhead because these packets do not carry a CEM payload. The use of periodic test
packets adds another tradeoff between having recent representative data on RTD and
sending a large number of test packets without CEM payloads. The term payload is being
use here and in the claims that follow to designate “real data” in contrast with packet
headers, various types of overhead for sending control data, and dummy data that is
called “filler” or “stuff”. Delivering real data (“payloads™) is the purpose for having a
system, and everything else just facilitates that process.

Thus, prior art solutions have forced a fixed choice on the number of payload

frames per CEM packet and thus a fixed choice between inefficient use of bandwidth or

1
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increasing the capture delay. A further shortcoming is that the prior art has not provided
a method of collecting RTD while continuing to carry CEM payloads.

It is therefore an object of the invention to define a flexible mapping of circuits into

packets. This method will allow flexibility in these dimensions:

e The amount of data from a given circuit can be varied manually or automatically
based on the measured end-to-end delay or round trip delay (RTD). The amount
of data mapped to each packet is inversely proportional to the measured round trip
delay.

e If two or more circuits are destined for the same emulation endpoint, their data
may be manually or automatically mapped into the same packet.

It is furthermore the object of this invention to provide a simple means of measuring

RTD based on timestamps carried in a CEM packet that also conveys CEM payloads.
SUMMARY

This disclosure provides a method for dynamically adjusting the number of data
frames placed in a data unit or packet based on one or more recent measurements of
round trip delay from the source device to a target device and back. Also disclosed is a
method for measuring round trip delay by capturing certain relevant time values and
transmitting these values within the packets carrying data frames so that new
measurements of round trip delay can be made without the use of control packets that do
not carry data frames.

Data structures for use with the disclosed methods are provided for a variety of

protocols.

BRIEF DESCRIPTIONS OF THE DRAWINGS
Figure 1 shows the layout of the CEM Protocol Data Unit (PDU) in accordance with one

version of the present invention.

. Figure 2 shows the placement of multiple CEM PDUs in the same packet in accordance

with another version of the present invention.

Figure 3 shows a standard TCP/IP UDP packet to carry the CEM data in accordance with
another version of the present invention.

Figure 4 shows the format of a CEM/IP packet carried over Ethernet without a VLAN tag
in accordance with another version of the present invention.

Figure 5 shows the format of an IP packet carried over Ethernet with an explicit VLAN

tag in accordance with another version of the present invention.
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Figure 6 shows a CEM PDU mapped to Multiprotocol Label Switching (MPLS) in
accordance with another version of the present invention.
Figure 7 shows a CEM/MPLS packet mapped to Ethernet, with no VLAN tag in
accordance with another version of the present invention.

5  Figure 8 shows a CEM/MPLS packet mapped to an Ethernet frame with an explicit
VLAN tag in accordance with another version of the present invention.
Figure 9 shows the state machine for managing the TxTimeDelay timer and the time
fields in the PDU in accordance with one version of the present invention.
Figure 10 shows the state machine to control the number of payload frames in a CEM

10 PDU based on the RTD in accordance with one version of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

CEM Format
The layout of the CEM Protocol Data Unit (PDU) is shown in Figure 1

The CEM header is 12 bytes in length, and it is used by the CEM épplication to multiplex
15 and demultiplex circuits, detect packet loss, maintain packet order, and compute packet
network transit delay.
(TDM) data may be carried. Table 1 describes the fields of the CEM Header.

A variable number of bytes of Time Division Multiplexing

Table 1: CEM Header Fields

20

Field Description Values Size
CVER Circuit Emulation Version 4 bits
CTYPE Circuit Type (T1, E1, T3, E3, OC3, OC12) 0=T1, 1=E1, 2=T3, 4 bits
3=E3, 4=0C3, 5=0C12
COPT Bit mask of options 0xAAS55 4 bits
TxTime TxTime is valid 1=valid, O=invalid 1 bit
EchoTxTime EchoTxTime is valid 1=valid, O=invalid 1 bit
TxTimeDelay TxTimeDelay is valid 1=valid, O=invalid 1 bit
More More CEM frames after this one 1=more, O=this is the last 1 bit
CFRAMES Number of Native Circuit Frames contained in | 1 to 15, 0=16 frames 4 bits
the packet
CEM LABEL Circuit Emulation Label 16 bits
CEM SEQUENCE# | Sequence Number for packet loss detection 0 to 65535 16 bits
and reordering -
TxTimeDelay Clock ticks between receipt of Transmit # of 125us ticks 16 Bits
Timestamp and transmission of this packet.
This is used to account for holding delay.
TxTime Transmit Timestamp In units of 125ps ticks 16 Bits
EchoTxTime The last captured TxTime from the Far Side In units of 125ys ticks 16 Bits

Multiple CEM PDUs can be placed in the same packet, as shown in Figure 2. For the
PDUs shown in Figure 2, the “More” bit in the COPT field would be set to “1” for CEM
PDUs #1 and #2 and to “0” for PDU #3. .
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CEM Mappings
CEM over IP Fdrmat

The mapping of CEM to IP uses a standard TCP/IP UDP packet to carry the CEM
data. The layout of this packet is shown in Figure 3.
Figure 4 shows the format of:a CEM/IP packet carried over Ethernet with no VLAN tag.
Figure 5 shows the format of an IP packet carried over Ethernet with an explicit VLAN
tag.

CEM Over MPLS
A Multiprotocol Label Switching (MPLS) label is 2 bytes in length. Figure 6

shows a CEM PDU mapped to MPLS.

Figure 7 shows a CEM/MPLS packet mapped to Ethernet, with no VLAN tag.
Those of skill in the art understand the use of the VLAN tag for use in an architecture for
Virtual Bridged LANSs, such as found in IEEE Standard 802.1Q-1998 IEEE Standards for
Local and Metropolitan Area Networks: Virtual Bridged Local Area Networks approved
December 8, 1998 by the IEEE-SA Standards Board.

Figure 8 shows a CEM/MPLS packet mapped to an Ethernet frame with an
explicit VLAN tag.

CEM Opver Other Protocols
It will be apparent to someone skilled in the art that the CEM PDU shown in Figure 1

may be mapped to other protocols. For example, the mapping shown in Figure 3 may be
combined with standard mappings of IP to ATM or Frame Relay to provide the transport
of CEM over those protocols.

Measurement of RTD

The current invention measures RTD through the use of timestamps embedded in the

CEM Packet.

General Processing Flow
A process to measure roundtrip delay from Unit A to Unit B and back to Unit A

comprises:

Step 104 — Unit A generates a circuit emulation packet (CEM PDU) and places the value
of local time into the TxTime field (transmit time) into a field within the CEM PDU.

Step 108 — Unit A transmits the packet to Unit B through a packet network.
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Step 112 — Unit B receives the transmitted packet and records the TxTime field from the
received packet and Unit B starts a timer to measure TxTimeDelay.

Step 116 — Unit B generates a CEM PDU and fills the TxTime field with local time,
places the TxTimeDelay timer value in the TxTimeDelay field and copies the stored
TxTime into EchoTx Time to send back the time received in the packet from Unit A. The
TxTimeDelay contains the holding delay that occurred between the receipt of the packet
at Unit B and the preparation of the packet for transmission to Unit A.

Step 120 — Unit B transmits the packet to Unit A through the packet network.

Step 124 — Unit A receives the transmitted packet and records the TxTime field from the
received packet and Unit A starts a timer to measure TxTimeDelay.

Step 128 — Unit A marks the local time then subtracts from local time the EchoTxTime
and the TxTimeDelay obtained from the packet received from Unit B. This provides a
Round Trip Delay. The one-way delay can be approximated as one half of the RTD time.
The actions at Unit A and Unit B are symmetric. As the process continues, the next
packet back to Unit B will have enough information for Unit B to calculate a Round Trip
Delay. Note that there is not any requirement that the local time clock in Unit A be

synchronized to the local time clock in Unit B.

State Machine Diagram
Figure 9 shows an implementation of a state machine for managing the TxTimeDelay

timer and the time fields in the PDU.

State Machine Table
Table 2 describes the state machine depicted in Figure 9.

Table 2: RTD State Machine

State
Event : Idle Timing
Received 1. Record TxTime in EchoTxTime | 1. Ignore TxTime
CEM PDU 2. Set TxTimeDelay = 0
3. —Timing
Time to Send | 1. Set EchoTxTime and 1. Record EchoTxTime and
CEM PDU TxTimeDelay invalid in packet TxTimeDelay in packet and set
valid
2. —Idle
Notes:

1. The TxTime value in the packet will always be valid.
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2. In the timing state the state machine is maintaining a timer until the next CEM

RTD Measurement Example

PDU is to be sent. The TxTime of any packets received in this state is ignored.

Thus, only one TxTimeDelay timer is needed per circuit.

Table 3 shows an example of RTP measurement.
Table 3: RTD Example

The following time indices are of interest.

Unit A Unit B Unit A
Time | Local Local Curr New Recv'd TxTime Recv.
Index | Time Event | Time State Event State TxTime Delay Event Time RTD
0 22 342 Idle Receive#6  Timing 20 0
1 23 343  Timing Tirﬁing 20 1 Receive #330 23 23-16-3=4
2 24 Send#7| 344 Timing Timing 20 2
3 25 345 Timing  Send #331 Idle 20 3
4 26 346 Idle Receive #7  Timing 24 0
5 27 347  Timing Timing 24 1 Receive #331 27 27-20-3=4
6 28 Send#8| 348 Timing Timing 24 2
7 29 349 . Timing  Send #332 Idie 24 3
8 30 350 Idle Idle 24 -
9 31 351 Idle Idle 24 - Receive #332 31  31-24-3=4
10 32 Send#9| 352 Idle Idle 24
11 33 353 Idle Send #333 Idle 24 -
12 34 354 idle Receive #8  Timing 28 0
13 35 355 Timing Receive#9  Timing 28 1 Receive #333 35 No calculation
14 36 Send#10} 356 Timing Timing 28 2
15 37 357 Timing  Send #334 Idle 28 3
16 38 358 Idle Receive #10  Timing 36 0
17 39 359 Timing Timing 36 1 Receive #334 39 39-28-3=8
18 40 Send#11] 360 Timing Timing 36 2
19 41 361 Timing  Send #335 Idle 36 3
20 42 362 Idle Receive#11  Timing 40 0
21 43 363  Timing Timing 40 1 Receive #335 43 43-36-3=4

Time indices 0, 4, 16 and 20 show normal reception of a packet at Unit “B”. The

TxTime field is recorded, the TxTimeDelay timer is started and the state machine

moves to the “Timing” state.

Time indices 3,7, 15 and 19 show normal transmission of a packet from Unit “B”.

The previously received value of the TxTime field is placed in the EchoTxTime

field of the outgoing packet, the TxTimeDelay timer is stopped and the state

machine transitions to the “Idle” state.

Time index 11 shows Unit “B” sending a packet without a valid time
measurement. The TxTimeDelay and EchoTxTime bits in the COPT field are set
to 0 to reflect that this packet may not be used at Unit “A” to calculate RTD at

time index 13.
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o Time index 13 shows packet #9 arriving at Unit B. Since Unit “B” is already in
the “Timing” state, the packet is ignored as far as the RTD state variables are
concerned.

e Time indices 1, 5, 9, 17 and 21 show a normal calculation of RTD at Unit “A”.
The calculated value of RTD is 4 for each of these except for time index 8. Time
index 8 properly shows a value of 8, reflecting the delayed arrival of packet #8 at
Unit “B” at time index 12. Note the taking half of the RTD as an estimate of one
way delay is only an approximation since the delays in this case were not
symmetric.

Automatic Control of Flexible Mapping

Control of Mapping Multiple Circuits
When multiple circuits are destined for the same far end point, they will have the same IP

destination address or MPLS Label. All such circuits can be mapped into the same
packet using multiple CEM PDUs, with the COPT More flag set appropriately. Thus as
illustrated in Figure 2, a single transmission packet to be transmitted from device A to

device B can contain a set of CEM PDUs that are all destined for Device B.

Control of Frames Per PDU (FPP)
As mentioned above, there is a trade-off in sending many partially loaded CEM

PDU packets and thereby making inefficient use of the network, or waiting until the CEM
PDU can be loaded with many payloads before sending. While the latter mode would
send fewer packets, it would increase the average RTD because payloads would have to
wait for a CEM PDU to become “full” and depart.

The present invention dynamically changes the balance between efficiency and
responsiveness by altering the number of payload frames in a CEM PDU based on the
RTD for recent transmissions. One-way delay may also be used, but it is not usually
available directly.

Figure 10 shows the state machine. In a preferred embodiment of the present
invention, there are three states, each with its own FPP value (Frames per Packet). This
invention can be extended to any system that dynamically changes from one FPP value to
another based on current conditions. Thus, the number of states can be any number two
or larger. Two states would probably be too coarse. It is currently felt that the optimal
number of states would be from 3 to 5 states to avoid having an unduly complex system.

This disclosure will explain the concept through the use of a three state example.

7
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e Low — This is the steady state when the current RTD is low as defined by the

threshold L.

e Medium — This is the steady state when the current RTD is medium as defined by
the thresholds L and M.
e High — This is the steady state when the current RTD is high as defined by the

threshold M.

Note that there are no timers in this state machine. Since the number of frames per

CEM PDU is contained within the PDU, the FPP could change on every single PDU

without impairing the operation of the system. Hysteresis (or control deadbands), holdoff

timers and/or smoothing of the RTD samples could 'be introduced to prevent minor

changes in RTD from triggering changes in state and FPP.

Table 4 shows the state transitions for each range of RTD.

Table 4: State Machine for Control of FPP

State
RTD Status Low Medium High
RTD<L No change 1. Set FPP =C, 1. Set FPP=CL
2. —Low 2. —Low

L<=RTD<M 1. Set FPP =Cy No change 1. Set FPP =Cy

2. —Medium 2. —»Medium
RTD>=M 1. Set FPP = Cy 1. Set FPP = Cy No change

2. —High 2. —High

Typical values for the values are:

e L=10ms
e M=50ms
o CpL=20

e Cu=10
) CH;l

For the convenience of the reader, applicant has added a number of topic headings to

make the internal organization of this specification apparent and to facilitate location of

certain discussions. These topic headings are merely convenient aids and not limitations

on the text found within that particular topic.

Those skilled in the art will recognize that the methods and apparatus of the

present invention has many applications and that the present invention is not limited to
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the specific examples given to promote understanding of the present invention.
Moreover, the scope of the present invention covers the range of variations,
modifications, and substitutes for the system components described herein, as would be
known to those of skill in the art.

In order to promote clarity in the description, common terminology for
components is used. The use of a specific term for a component suitable for carrying out
some purpose within the disclosed invention should be construed as including all
technical equivalents which operate to achieve the same purpose, whether or not the
internal operation of the named component and the alternative component use the same
principles. The use of such specificity to provide clarity should not be misconstrued as
limiting the scope of the disclosure to the named component unless the limitation is made

explicit in the description or the claims that follow.

Acronyms

CEM Circuit Emulation

CES Circuit Emulation Service

FPP Frames Per PDU

MPLS Multiprotocol Label Switching — described in IETF RFC3031.
PDU Protocol Data Unit

RTD Round Trip Delay

TCP/IP Transmission Control Protocol/Internet Protocol-a network control

protocol for host-to-host transmissions over a packet switching

communication network.
UDP User Datagram Protocol — described in RFC 768.
VLAN Virtual Local Area Network



10

15

20

25

30

WO 03/012601 PCT/US02/24837

1. A method for measuring round trip delay in a packet transmission network for the
roundtrip delay for the transmission of a particular packet transmitted from a Device A to

a Device B .and for the transmission of a return packet back to the Device A, the method

comprising:

A. transmitting from the Device A to the Device B the particular packet comprising:
a TxTime field representative of the time of packet transmission from
Device A; and
at least one payload;

B. receiving the transmitted particular packet at the Device B;

C. transmitting from the Device B to the Device A, a return packet comprising:
the TxTime received from the particular packet from the Device A,
an indication of the interval between the receipt of the particular packet at
the Device B and the transmission of the return packet; and
at least one payload;.
D. receiving the return packet at the Device A; and
E. calculating round trip delay for the transmissions of the particular packet and the
transmission of the return packet.
2. The method of claim 1 wherein the step of receiving the particular packet at
Device B includes the sub-step of starting a timer to measure the delay between receipt of |
the particular packet and the transmission of the return packet and wherein the indication
of the interval between the receipt of the particular packet at the Device B and the
transmission of the return packet is based upon the timed value obtained from the timer.
3. The method of claim 1 wherein calculating the round trip delay for the
transmission of the particular packet and the return packet is achieved through a
calculation mathematically equal to:
subtracting the TxTime of the particular packet conveyed by the return packet
from the time of receipt of the return packet; and then
subtracting the indicated interval between the receipt of the particular packet at
the Device B and the transmission of the return packet.
4. The method of claim 1 further comprising the measurement of round trip delay in
the packet transmission network for the roundtrip delay of the return packet transmitted
from the Device B to the Device A and a transmission of a subsequent packet from the

Device A to the Device B, wherein:

10
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the return packet transmitted from the Device B to the Device A further comprises
a TxTimeB field with a TxTimeB value representative of the time of packet
transmission from the Device B;
after the return packet is received at the Device A:
transmitting the subsequent packet from the Device A to the Device B, the
subsequent packet comprising:
the TxTimeB value received from the return packet from the
Device B;
an indication of the interval between the receipt of the return
packet and the transmission of the subsequent packet; and
at least one payload;
receiving the subsequent packet at Device B;
calculating round trip delay for the transmission of the return packet and
the transmission of the subsequent packet.
5. " The method of claim 4 wherein the particular packet, the return packet and the
subsequent packet share a common format comprising:
a particular field for a transmit time that carries the TxTime for the particular packet

and the TxTimeB for the return packet;

a field for the echoed transmit time that carries the TxTime for the particular packet in
the return packet and carries the TxTimeB for the return packet in the subsequent
packet; and / ‘
a field for a delay indication containing the indication of the interval between the
receipt of the particular packet and the transmission of the return packet in the return
packet and containing the indication of the interval between the receipt of the return
packet and the transmission of the subsequent packet in the subsequent packet.
6. The method of claim 1 wherein the transmitted packet transmitted from Device A
to Device B comprises a set of at least two data units with each data unit comprising:

A. a TxTimeDU field representative of the time of packet transmission from
Device A such that the TxTime field reference in claim 1 appears in at
least two TxTimeDU fields;

B. an EchoTxTimeDU representative of an earlier transmission time of a

particular data unit from Device B to Device A;

11
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C. a TxTimeDU delay representative of the interval between the receipt of
the particular data unit from Device B and the transmission of this data
unit from Device A to Device B; and

D. a data unit payload.

7. The method of claim 6 wherein éach data unit further comprises a contro] field

indicating whether another data unit follows this data unit in the transmitted packet.

8. A method of dynamically altering the number of frames in.a first circuit emulation

packet in a network transmitting circuit emulation packets from a Device A to a Device

B, the method comprising:

A. measuring RTD-AB which is a round trip delay for a circuit emulation

packet transmitted from the Device A to the Device B and for a circuit
emulation packet transmitted from the Device B to the Device A;

B. selecting a number of frames per circuit emulation packet for the next
circuit emulation packet to be transmitted from the Device A to the Device
B based on the measured round trip delay; and

C. transmitting a next circuit emulation packet from Device A to Device B
containing the selected number of frames.

9. The method of claim 8 wherein the selection of frames per circuit emulation
packet for the next circuit emulation packet to be transmitted from the Device A to the
Device B is based on a smoothed value of recent measurements of RTD-AB.

10.  The method of claim 8§ wherein:

The first circuit emulation packet and a second circuit emulation packet destined
for transmission from Device A to Device B are placed in a single transmission packet
and a control flag is set in the first circuit emulation packet to indicate that another circuit
emulation packet follows within the transmission packet.

11. A method of dynamically altering the number of frames per packet in a network
transmitting packets from a Device A to a Device B, the method comprising:

A. measuring RTD-AB that is a round trip delay for a packet transmitted from

the Device A to the Device B and for a packet transmitted from the
Device B to the Device A;
B. determining the number of frames to place in a new packet to be

transmitted to from the Device A to the Device B using the measured

12
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RTD-AB value as an input until a new measurement is obtained for RTD-
AB; and
C. transmitting the new packet from Device A to Device B containing the
selected number of frames.
12.  The method of claim 11 wherein the step of determining the number of frames
sets the number of frames to a first value if RTD-AB is less than a first RTD parameter,
sets the number of frames to a second value, higher than the first value, if RTD-AB
exceeds the first RTD parameter but is less than a second RTD parameter, and sets the
number of frames to a value higher than the second value if RTD-AB exceeds the second
RTD parameter.
13.  The method of claim 11 wherein the step of determining the number of frames to
place in a new packet is biased against reversing a recent switch to a particular number of
frames per packet.
14.  The method of claim 11 wherein the transmitted new packet transmitted from

Device A to Device B comprises a set of at least two data units with each data unit

comprising:

A. a TxTimeDU field representative of the time of packet transmission from
Device A such that the TxTime field reference in claim D-1 appears in at
least two TxTimeDU fields;

B. an EchoTxTimeDU representative of an earlier transmission time of a

particular data unit from Device B to Device A;

C. a TxTimeDU delay representative of the interval between the receipt of
the particular data unit from Device B and the transmission of this data
unit from Device A to Device B; and

D. a data unit payload.

15.  The method of claim 14 wherein each data unit further comprises a control field
indicating whether another data unit follows this data unit in the transmitted new packet.
16.  The invention as described and illustrated in the specification and referenced

figures.
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Figure 4: Format for CEM/IP over Untagged Ethernet

0 1 2 3
012345678901234567890123456789°01

et TE T R A L LR L e Al e e R
| DA_MAC |
B L T +
] DA_MAC | SA_MAC |
B R L P LR P L LR LR +
| SA_MAC |
B e R EE L L LRt +
| Protocol Type (0x0800) | VERS | HLEN | TOS/DS Byte |
B T R LR EE LR +
| IP Total Length ] TIdentification |
L T L L L LT +
|Flgs| ‘Fragment Offset | TTL | PROT |
TR e EE P L L L PP LR L EEEEEE +
| IP Header Checksum | Source IP Address |
T e e LR T L P +
| Source IP Address (cont) | Destination IP Address |
TR LR EE EE LT +

L T T e e +
| uop ‘ | uop |
m e m e e e e e e e e e e e e e mmm—m oo +
| u©pP | CVER | CTYPE | COPT |CFRAMES |
T T L L T LD bbb +
| CEM LABEL | CEM Sequence # |
F T it et +
| TxTimeDelay | TxTime |
e e e e e e e e m e mmo——e s e +
|  EchoTxTime | TDM DATA |
et e el +

byte

00

04

08

oc

10

14

18

ic

20

24

28

2C

30

34

38

offset
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Figure 5: Format for CEM/IP Over VLAN Tagged Ethernet

0 1 2 3

byte

01234567890123456789012345¢678901 offset

Bt ok et R P R R R S el e e et ok Tt b EE el bbbk L Lt Lh el bl el
| DA_MAC |
R Tt e e L L e L L e L +
| DA MAC | SA MAC |
B et it e b e +
| SA_MAC |
T et +
| VLAN Protocol (0x8100) | PRI |oO| VLAN ID |
B il bbbk +
| Protocol Type (0x0800) | VERS | HLEN | TOS/DS Byte |
m e e e em oo +
| IP Total Length | Identification ]
R T et +
|Flgs| Fragment Offset | TTL | PROT |
e e L e +
| IP Header Checksum | Source IP Aadress |
i e e e e m o m e +
| Source IP Address (cont) | Destination IP Address |
et i +
| Destination IP Address (cont) | UDP |
oo o e e e e e e e e e e m o +
i UDP | UDP |
B e it +
| UDP | CVER | CTYPE | COPT |CFRAMES]|
B Tt el Bt +
|  CEM LABEL | CEM Sequence # |
T e St +
| TxTimeDelay | TxTime |
e e e e e oo me oo m +
|  EchoTxTime | TDM DATA |
i e e e e e +

00

04

08

ocC

10

14
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1C
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3C



PCT/US02/24837

WO 03/012601

6/10

0T

20

80

i4Y]

00
398330
234&q

................................................... +

* + *  gowexd JTNOITD SATIBN |
L e e e +
| DUTIXIOYDH | SWTIXI |
T N e . +
| KeTo@aWTIXL | # oousnbeg |
G e e e e e e e e +
| TEEYT WED |sEwvEdap| 140D | ZEAILD | ¥IAD |
e e e e +
| ILL |s] ax= | ToqeT STIdW |

B sk I o S R e A R s ik Tk s ik St T S S A S A A P P §
TO0O68LY9S SP E€TTO068LI9SPECTO68LO9SPVYECTDO
€ 4 T 0

STdIA 18A0 NTD J0) 1ewlo :9 ainbi4



PCT/US02/24837
7/10

WO 03/012601

............................................... +
+ + ¢  gawexd 3TNOITD SATIRN |

8¢ B T e e L T P T L PRl +
| YIVA WAL | surIxIoyo® |

$E o e e e e M e e e e e e e m e em—mm e ————o +
| SWTIXL | KeTo@ouUTIXL _

0€ L T e e L E b E ke +
_ # oouenbes WED | TEEVT WED |

oY 4 D e ekt +
| sEmvedan| Idop | EAxID | ¥IAD | TLL |s| axa | TegeT|

$Z e L R D +
| ToqeT STAR | (Lp88x0) odi1 Toopojozd |

D0 T e e L e +
| OYH ¥S _

80 T e L LT PP +
_ DVKH V¢S _ DVKH ¥da |

¥0 B T T i i +
| DY va _

00 R L S e PR PR PR P T TR R LS L LT T T R o R ik b bt ok ol e e e e e 2
7398330 T 06 8 L 9 S P €2 T 068 LY SPETTOG68LY9SPETTO
914&q € 4 T 0

19ul8Y)g pabbeiun 19A0 STdIN/INTD 104 Jewo /2 ainbid



PCT/US02/24837

WO 03/012601

8/10

o}

8¢

14

0€

44

0T

20

80

¥0

00

398330

aj3&q

............................................. +

s ot sauwexd J3TNODITD SATIEN _
T ity +
| YIVd WAL | SWILXIOYDH |
. T e ittt +
| SWTIXL | AeTo@aUTLIXL |
L T e R +
_ # eouenbes WD | TEEVT WID |
L T Rk +
|sEWvadD| 1doo | HEAID | ¥EAD | TIL |s| axz | TteqeT|
L L e e e L D +
| ToqeT STAW | (Ly8sx0) odAL Topozoxa |
g e +
_ aIr NYTA lo| zT9a | (00T8X0) TOPO030Id NWIA |
S e +
| OVH ¥S _
T e e T +
_ OVH VS | OV ¥a |
e +
| OV ¥a _

T LT T T e e e R R R EE L EL L B LE L

T06 8L9SPVPECTTO068LI9SYPECTTO68LI9ISYECTTO
€ 4 T 0

youssyig pabbe| NV A 18A0 STdW/WID 10} yewlod g ainbi



PCT/US02/24837

WO 03/012601

9/10

PI[eA sanjeA PI[BAUT AB[D(TX],

19s pue Ae[o(IXL pue swiyoyoy

pue SWILI X ] 0Ydy PS/XL
PIO9Y/X ],

QWXL

O.HOQWH\ XA Mﬁﬂaﬁ 1L < aIpPI

AI|I
IowWL], A[PUOWLLX], [eTuT
Je)S pue

QUILT X ], PI02Y/xX Y

aulyoe 91e)S Jawl] 6 @inbiy



PCT/US02/24837

WO 03/012601

10/10

H=dda

Noy—ddd
wWnIpajg

W>dLd=>"1

W=<dLY

ddd J0 |0:3U0D 10} BUIYIEI BJE}S (0 2nbi-



	Abstract
	Bibliographic
	Description
	Claims
	Drawings

