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METHOD AND APPARATUS FOR ENSURING
TRANSMISSION OF CRITICAL DATA
THROUGH A WIRELESS ADAPTER

CROSS REFERENCE TO RELATED
APPLICATION

[0001] This application is a divisional of, and claims prior-
ity to, U.S. patent application Ser. No. 12/959,567, filed Dec.
3,2010, and commonly assigned to Motorola Solutions, Inc.

FIELD OF THE INVENTION

[0002] The invention relates generally to wireless adapters,
and more particularly to the transmission of critical data from
a host device to a destination device.

BACKGROUND OF THE INVENTION

[0003] Wireless interfaces are increasing being used
between devices as a means of transmitting data from one
device to another. Many such wireless interfaces use radio
transmission techniques. For example, the Institute of Elec-
trical and Electronic Engineers (IEEE) has set forth several
standards defining local and personal area wireless protocols
and specifications. Some examples of these standards are
known commonly by names such as WiFi, and by trade names
such as Bluetooth.

[0004] Personal area networking, such as that substantially
conforming to the IEEE 802.15.1 standard, is being increas-
ingly used between devices meant to be used by the same
person cooperatively. Examples of which include interfaces
between cellular phones and earpieces, speakerphone
devices, and automobile audio systems, interfaces between
personal computers and wireless keyboards and other input
devices, and so on. In some of these applications there can be
a critical need to transmit data from one device to another,
where latency must be minimized.

[0005] One example of such a critical application is in the
link between a two way radio and an associated remote micro-
phone device, as is common in public safety applications.
Two way radios provide “push to talk” (PTT) operation,
where the user can press a button on the device and commence
speaking almost instantly, where the two-way radio com-
mences transmitting the voice data as the user commences
speaking. This kind of operation differs from other commu-
nication systems such as, for example, cellular telephony,
where a call circuit must be set up, and the called party must
answer a call at their end before the caller can commence
speaking. In PTT systems, when the user presses the talk
button, the radio begins transmitting, and radios receiving the
transmission audibly reproduce the user’s voice without
requiring interaction from a user at the receiving radio.
[0006] Since the near-instant communication aspect of
PTT operation is crucial, it is desirable to avoid any latency.
However, conventional personal area networking protocols
can introduce latency in several ways. For example, data sent
to the personal area network protocol stack must be processed
through the protocol stack. There are several layers of pro-
cessing before the data is passed to the wireless adapter for
transmission, and these layers of processing, while of
adequate speed for most applications, can introduce an unde-
sirable amount of latency in PTT applications. Furthermore,
since PTT data may not be the only data being exchanged
between a remote accessory and the two-way radio device,
the protocol stack can subject PTT data to flow control pro-
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cedures which introduce undesirable latency into the commu-
nication. Accordingly, there is a need for a means by which
personal area networking techniques can be implemented in
applications with critical latency considerations.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] There are shown in the drawings, embodiments
which are presently preferred, it being understood, however,
that the invention is not limited to the precise arrangements
and instrumentalities shown.

[0008] FIG. 1 shows a block schematic diagram of a host
device including a personal area network module, in accor-
dance with an embodiment;

[0009] FIG. 2 shows an abstraction diagram of the various
operating layers of a host and wireless adapter, in accordance
with an embodiment;

[0010] FIG. 3 shows a block schematic diagram of a wire-
less adapter, in accordance with an embodiment;

[0011] FIG. 4 shows an abstraction diagram of a process for
reserving transmission capacity, in accordance with an
embodiment;

[0012] FIG. 5 shows an abstraction diagram comparing
transmission of non-critical and critical data, in accordance
with an embodiment; and

[0013] FIG. 6 shows an abstraction diagram for receiving
critical data, in accordance with an embodiment.

DETAILED DESCRIPTION OF THE INVENTION

[0014] While the specification concludes with claims
defining features of the invention that are regarded as novel, it
is believed that the invention will be better understood from a
consideration of the description in conjunction with the draw-
ings. As required, detailed embodiments of the present inven-
tion are disclosed herein; however, it is to be understood that
the disclosed embodiments are merely exemplary of the
invention, which can be embodied in various forms. There-
fore, specific structural and functional details disclosed
herein are not to be interpreted as limiting, but merely as a
basis for the claims and as a representative basis for teaching
one skilled in the art to variously employ the present invention
in virtually any appropriately detailed structure. Further, the
terms and phrases used herein are not intended to be limiting
but rather to provide an understandable description of the
invention.

[0015] Referring to FIG. 1, there is shown a block sche-
matic diagram of a host device 100 including a personal area
network module, in accordance with an embodiment. The
device represented by the present figure is only meant to be an
example, and those skilled in the art will recognize that
numerous embodiments exist to which the teachings dis-
cussed herein can be applied. in the present embodiment, the
host device includes a controller 102, which can be a micro-
controller or microprocessor capable of processing data,
receive input, and provide output, responsive to instruction
code executed by the controller. The present embodiment
further includes an audio processor 104 which converts digi-
tal audio signals to analog signals to be played over a speaker
106, and which receives analog signals from a microphone
108 and converts them to digital audio signals that can be
processed by the controller. The audio processor can be
responsive to a “push to talk” (PTT) button 110, which, upon
being pushed or otherwise actuated, indicates a user of the
device will be speaking. Accordingly, an analog audio signal



US 2015/0350948 Al

will be received at the microphone 108 from the user as the
user speaks, and the audio data is to be transmitted from the
host device by a personal area network (PAN) module 112.
The PAN module represents a type of wireless adapter, and
those skilled in the art will appreciate that other types of
wireless adapters exist which can be used substantially inter-
changeably in accordance with the present teachings. The
PAN module can be, for example, a wireless adapter operat-
ing in accordance with the IEEE 802.15.1 standard. An
example of which is known in the industry by the trade name
Bluetooth. The PAN module include a wireless transceiver
for transmitting and receiving radio signals. An antenna 115
can be used to facilitate radio operation. The host device can
contain other user interface elements 114, such as, for
example, a graphic display, keypad, camera, and so on.
[0016] The controller operates according to instruction
code which can be stored in memory 116. Memory 116 as
shown represents an aggregate memory and can include read
only memory (ROM), random access memory (RAM), re-
programmable memory, and so on. The memory is a tangible,
non-transitory, machine readable storage medium, and can
store instruction code that, when executed by the controller,
performs functions in accordance with the teachings herein.
The host device 100 can be, for example, a remote audio
accessory that wirelessly interface, via the PAN module 112,
with a two-way radio. Both the remote audio accessory and
two-way radio can both be worn on a user’s body, and wire-
lessly interact with each other. For example, the user can press
the PTT button 110, and the host device 100 can commence
sending audio data to the two-way radio for transmission to
other radios operating in a radio network, or directly to other
radios. The host device instruction code includes instruction
code for instantiation a protocol stack for interfacing with the
PAN module.

[0017] FIG. 2 shows an abstraction diagram of the various
operating layers 200 of a host and wireless adapter, in accor-
dance with an embodiment. The various layers illustrated
here and in subsequent abstraction diagrams represent opera-
tional layers which are implemented by instruction code
executed by one or more processors and additional hardware
elements, as necessary, or as instruction code embodied in a
computer program product comprised of one or more tangible
non-transitory machine or computer readable storage medi-
ums, which when executed by one or more processors will
instantiate interfaces and layers corresponding to the abstrac-
tions taught herein. Host layers 202 represent functionality of
a host device, which can be implemented, for example, by a
host controller such as controller 102 of F1G. 1, while adapter
layers 204 represent functionality of a wireless adapter, such
as PAN module 112 of FIG. 1. The operational layers shown
here are not meant to be exhaustive, and those skilled in the art
will appreciate that a host controller can perform many other
functions not represented in the present diagram, or other
abstraction diagrams discussed herein. Likewise, the differ-
ent layers illustrated here can be further defined at a finer
abstraction granularity, however, the present abstraction level
is intended to focus on inventive embodiments, rather than
duplicate well known details.

[0018] The host layers include, at the highest level of the
present abstraction, an application layer 206. The application
layer is a layer at which applications operate, and is supported
by lower layers. Among the applications is a critical applica-
tion 208. The critical application 208, when invoked, can have
critical data to be transmitted by the wireless adapter layers
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204. When non-critical applications 206 need to have data
transmitted by the wireless adapter they pass the non-critical
data to a protocol stack 210 via an operating system to hard-
ware interface 209, which can be, for example, a device driver
for a personal area network module which can include one or
more dynamic link libraries (DLLs). The protocol stack 210
process the non-critical data and prepares it for transmission
down through other layers and finally passes the non-critical
data to a host controller interface (HCI) 212. The HCI 212
provides a command interface to a baseband controller and
link manager for the wireless adapter, and access to hardware
status and control registers of the wireless adapter. The HCI
212 passes data to the HCI transport interface, or simply
transport interface 214, which interfaces with the physical
hardware communication 216 to the wireless adapter 204. For
example the communication 216 can be a conventional three
wire universal asynchronous receiver/transmitter (UART) for
aRS8232 link to the wireless adapter 204. The communication
hardware 216 of the host 202 communicates with communi-
cation hardware 218 of the wireless adapter 204. The wireless
adapter communication 218 passes data to the wireless
adapter hardware, which operates according to instruction
code stored therein, and can include firmware for a host
controller interface layer corresponding to the HCI layer 212
that can respond to messaging from the HCI 212. The wireless
adapter hardware contains a transceiver for transmitting and
receiving radio signal, and transmits the data to a destination
using either a synchronous link or an asynchronous link.

[0019] FIG. 3 shows a block schematic diagram of a wire-
less adapter 300, in accordance with an embodiment. The
wireless adapter 300 can be an implementation of PAN mod-
ule 112 and can be embodied as a stand-alone integrated
circuit. The wireless adapter 300 includes a controller 302
which can be a microprocessor or microcontroller. The con-
troller 302 executes instruction code which can be provided
as firmware in a firmware memory (not shown) of the wireless
module 300. The wireless adapter 300 can communicate with
ahostprocessor viaa UART 304, operated in accordance with
adapter communication layer 218 of FIG. 2. The wireless
adapter 300 further comprises a radio transceiver (I XCVR)
306 for transmitting and receiving data to and from, respec-
tively, a destination device. Data is held in buffers 310 in a
buffer memory. The wireless adapter can handle a maximum
data capacity based on the number of buffers 310 that are
provided in the buffer memory. The number of buffers is
determined by the host and is used by the protocol stack 210
to arbitrate data flow from applications 206. In order to ensure
transmission of critical data in a timely manner, some data
flow capacity can be reserved to ensure there is capacity
available upon receipt of critical data.

[0020] FIG. 4 shows an abstraction diagram of a process for
reserving transmission capacity 400, in accordance with an
embodiment. Some wireless adapters can be configured to
reserve flow capacity for transmission of critical data. How-
ever, most readily available PAN modules do not support such
function. The process includes determining a maximum
capacity value of the transmission capacity of the wireless
adapter, and informing the layers above the transport layer
214 of a reduced or decremented capacity value, which lower
than the maximum capacity value. The effect is that the upper
layers of the host operate using a reduced or decremented
flow capacity value for the wireless adapter. The difference
between the maximum capacity value and the decremented
capacity value is the reserved capacity value useable by criti-
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cal applications. The maximum capacity value can be based
on the number of buffers 310 available in the wireless adapter.
[0021] In one embodiment a determination of the maxi-
mum capacity value can be performed by a capacity query
402, which can come from the protocol stack 210 upon ini-
tialization of the host 202. In embodiments using Bluetooth
protocols, the capacity query can be a HCI_READ_
BUFFER_SIZE command. The capacity query 402 requests
the wireless adapter 204 to indicate its capacity for transmit-
ting data. A response to the capacity query 404 indicating the
maximum capacity value is intercepted 406 by the transport
interface 214. The transport interface 214 reduces or decre-
ments the maximum capacity value to produce a reduced or
decremented capacity value 408 which is returned to the
protocol stack or other entity which issued the capacity query.
For example, if the wireless adapter 204 contains ten buffers,
the response the capacity query will indicate that there are ten
buffers. The transport interface 214 will decrement this by at
least one, and return a result to the higher layers indicating
that there is not more than nine buffers available, thus, the
tenth buffer will never be used for non-critical data because
the higher layers will not know of the tenth buffer’s existence.
[0022] The amount that the maximum capacity value is
reduced by can be set by the critical application 208, by user
preference, or other means. Furthermore, while the process
occurs upon initialization, it is contemplated that the host can
re-initialize the stack to change the reserved capacity value,
and provide the transport interface 214 with a new or different
value by which to reduce or decrement the maximum capacity
value upon re-initialization. The new value by which the
maximum capacity value is decremented can be selected by
the critical application or upon instantiation of an additional
critical application. Once the desired capacity has been
reserved critical applications can use the reserved capacity for
transmitting critical data with minimal latency.

[0023] FIG. 5 shows an abstraction diagram 500 comparing
transmission of non-critical and critical data, in accordance
with an embodiment. In transmitting non-critical data, a non-
critical application sends data 502 to the protocol stack 210
using a non-critical call or command 505. The non-critical
datais processed by the protocol stack 210, which can include
formatting the non-critical data. The non-critical data can
then be passed 504 to the HCI layer 212, and then it is passed
506 to the transport interface 214, where it is then passed 508
across the communication link 216, 218 to the wireless
adapter. On the way down the stack the non-critical data can
be subjectto queuing, formatting, and other operations which
introduce latency into the process.

[0024] Conversely, when the critical application 208 needs
to transmit critical data, the critical application can invoke a
command 512 to pass 510 the critical data directly to the
transport interface 214. Since the critical application is
bypassing the protocol stack and other layers, the critical data
can be said to be injected in the transport interface by the
critical application. The command 512 allows the critical
application direct access to the transport interface 214. The
transport interface 214 can then format the critical data for
format the critical data for transport to a destination device.
The critical data can be handled by a Logical Link Control
and Adaptation Protocol (L2CAP) function of the host which
packetizes data for applications and provides connection-
oriented and connectionless data services to upper layer pro-
tocols with protocol multiplexing capability, segmentation
and reassembly operation, and group abstractions. In Blue-

Dec. 3, 2015

tooth specific embodiments, the L2CAP permits higher level
protocols and applications to transmit and receive L2CAP
data packets up 64 Kilobytes in length.

[0025] Typical packetizing includes providing certain data
fields in packet headers. When critical data is included in a
packet, one or more fields can indicate such. For example, one
or more header fields can include a value that has been pre-
selected to identify critical data packets. In other embodi-
ments the value of a given field can be set to an illegal or
undefined value to indicate the inclusion of critical data. For
example, a channel identifier field can be set to an illegal or
undefined value, such as 0x0000 514. Once formatted the
transport interface passes 516 the critical data, appropriately
packetized, to the wireless adapter 204, which buffers the
packet for transmission. Since the protocol stack operates as
if there is at least one less buffer than is actually available,
there will be at least one buffer in the wireless adapter 204
available for the critical data. The critical data can then be
transmitted in a timely manner to the destination device
using, for example, an asynchronous link between the host
202 and the destination device.

[0026] FIG. 6 shows an abstraction diagram for receiving
critical data at a destination device 600, in accordance with an
embodiment. A packet 601 including critical data is received
by a wireless adapter 602 of the destination device 600. The
packet 601 is in turn passed 608 to the destination host 603 at
the transport interface 606 of destination host 603. The trans-
port interface 606 will pass non-critical data up the layers,
through the HCI and protocol stack where it is processed and
then passed to the application layer. In the present example,
however, since the data 601 is critical data, and indicated by a
field in the data packet, such as a channel identifier field, the
transport interface 606 passes 612 the critical data directly to
a corresponding critical application 610. The transport inter-
face 606 can pass the critical data to the critical application
610 such as by a call to an application programming interface
614 of the critical application 610. In one embodiment the
critical application 610 can be a push to talk application, and
the destination device can be a two-way radio, wherein the
critical data is voice data for a push to talk communication
initiated at a sending device such as a remote audio accessory
which is sending the critical data to the two way radio for
transmission into a radio network.

[0027] Accordingly, those skilled it the art will realize that
embodiments of the present teachings include a method for
ensuring transmission of critical data from a host device
which commences by determining a maximum capacity
value of a data transmission capacity of a wireless adapter
associated with the host device, which is performed at a
transport interface of the host device, and wherein the trans-
port interface interfaces with the wireless adapter. The
method further commences by decrementing the maximum
capacity value, producing a decremented capacity value, at
the transport interface, wherein a reserved capacity value is
the difference between the maximum capacity value and the
decremented capacity value. The method further commences
allowing non-critical data to be transmitted according to the
decremented capacity value through a non-critical interface
to the transport interface, and transmitting critical data using
a reserved capacity of the wireless adapter corresponding to
the reserved capacity value, wherein the critical data is
injected into the transport interface at a critical interface of the
transport interface.
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[0028] Other embodiments can include a computer pro-
gram product, for a host device, embodied in a machine
readable storage medium, the host device having a processor,
the computer program product having stored therein instruc-
tion code which when executed by the processor determines
a maximum capacity value of a data transmission capacity of
a wireless adapter associated with the device, performed at a
transport interface of the host device, wherein the transport
interface interfaces with the wireless adapter. The computer
program product further including instruction code which
when executed by the processor decrements the maximum
capacity value, producing a decremented capacity value, at
the transport interface, wherein a reserved capacity value is
the difference between the full capacity value and the decre-
mented capacity value. The computer program product fur-
ther including instruction code which when executed by the
processor allows non-critical data to be transmitted according
to the decremented capacity value through a non-critical
interface to the transport interface. The computer program
product further including instruction code which when
executed by the processor transmits critical data using a
reserved capacity ofthe wireless adapter corresponding to the
reserved capacity value, wherein the critical data is injected
into the transport interface at a critical interface of the trans-
port interface.

[0029] Additional embodiments can include a method for
handling critical data at a destination device, commenced by
receiving a data packet from a remote device at a wireless
adapter of the destination device. The method further com-
mencing by passing the data packet to a transport interface of
the destination device. The method further commencing by
determining at the destination device that a header field of the
data packet indicates the packet contains critical data. The
method further commencing by passing the critical data
directly to a corresponding critical application instantiation
of the host device, wherein the critical data does not pass
through a protocol stack associated with the wireless adapter.
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[0030] This invention can be embodied in other forms with-
out departing from the spirit or essential attributes thereof.
Accordingly, reference should be made to the following
claims, rather than to the foregoing specification, as indicat-
ing the scope of the invention.

What is claimed is:

1. A method for handling critical data at a destination
device, comprising:

receiving a data packet from a remote device at a wireless

adapter of the destination device;

passing the data packet to a transport interface of the des-

tination device;

determining at the destination device that a header field of

the data packet indicates the packet contains critical
data; and

passing the critical data directly to a corresponding critical

application instantiation of the destination device,
wherein the critical data does not pass through a protocol
stack associated with the wireless adapter.

2. The method of claim 1, wherein determining that the
header field indicates that the packet contains critical data
comprises determining that the header field contains a pre-
selected value to indicate critical data.

3. The method of claim 2, wherein the header field is a
channel identifier field, and the pre-selected value is an illegal
channel.

4. The method of claim 1, wherein the critical data com-
prises voice data associated with a push to talk operation,
passing the critical data directly to the corresponding critical
application comprises passing the critical data to a push to
talk application of the destination device.

5. The method of claim 1, wherein passing the critical data
directly to the corresponding critical application comprises
calling an application programming interface of the corre-
sponding critical application from the transport interface.
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