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(57) Abstract: Method for authenticating a user, comprising
the steps of a)providing a central server (101), in communic-
ation with at least one authentication service provider
(110,120,130), arranged to authenticate users via a respect-
ive authentication web interface, and at least one user ser-
vice provider (150), arranged to provide user services to
users via a respective user service web interface; b) provid-
ing, for a particular user and using a web browser in an elec-
tronic device (170,180), access to the authentication web in-
terface, and upon an authentication of the user, the central
server placing a cookie on the electronic device identitying
the authentication service provider; c¢) providing, for the
user and using the same web browser executed from the
same electronic device, access to the user service web inter-
face, and as a result providing the said cookie to the central
server; d) identifying, based upon the said cookie, the au-
thentication service provider; e) redirectingthe web browser
to the authentication service provider; f) authenticatingthe
user; and g) providinguser authentication information to the
user service provider. The invention also relates to a system.
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Method and system for authenticating a user

The present invention relates to a method and a system for authenticating a user. In
particular, the invention relates to remote authentication of a user, via an electronic

device operated by the user.

In many circumstances a user needs to be remotely authenticated, in order for a remotely
arranged party to verify the identity of a user contacting the remotely arranged party. In
particular, this is the case in digital communication applications, especially online. For
instance, within the fields of e-commerce, online transactions and banking, digital service
provision and user account registration, a user contacting a central server over the inter-

net needs to be authenticated by providing some type of proof of his or her identity.

There are many conventional technologies for providing such authentication, ranging from
less secure alternatives such as simply entering a user name and a password, via more
elaborate techniques such as Public Key Infrastructure-based systems, to multi-factor
authentication solutions involving SMS (Short Message Service) messages sent to a mobile

phone controlled by the user, or even biometric measurement data, and so on.

There is a problem in that it is costly for a user service provider to provide such authenti-
cation procedures. In general, in order to provide adequate security and user conven-
ience, complex or different authentication methods should also in many cases be provid-
ed. Especially for small user service providers, this can represent a significant implementa-

tion cost.

Another problem is that it is difficult for individual users to keep track of various authenti-

cation tools, login credentials, etc., for use with different user service providers.

One known solution to these problems is to allow a third party, such as a large, well-
known company, to authenticate a user on behalf of the user service provider. Examples

include the so called OpenlID initiative, in turn using the open authentication standard
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Oauth, using which an authenticating party can provide an access token, using which the
proprietor of said access token can obtain access to a defined subset of services provided

by the authenticating party. Another example is Facebook (registered trademark) Connect.

However, such conventional methods often impose specific requirements on the user,
such as first signing up for an account with a particular authentication service provider.
For service providers, there is a desire for increased flexibility and possibility to tailor the
authentication type to each particular authentication need, such as depending on the type
of service provided or the type of electronic device used by the user. Also, there is a desire

for an authentication service which can be acquired at a lower cost.

A related problem is that it is desired for users not to have to enter personal information,
such as billing address, repeatedly when ordering transactions with various service pro-
viders. Also, many user service providers, such as online vendors, have a desire to obtain
more detailed user information as early as possible during the ordering procedure of a

transaction, such as a purchase.

Another problem is to provide a simple and efficient way of allowing authentication
service providers to authenticate users across borders, in which case access to agreements
and the operation under different legislations may impose significant cost to small-scale

user service providers.

The present invention solves the above described problem.

Hence, the invention relates to a method for authenticating a user, which methos charac-
terised in that the method comprises the steps of a) providing a central server, in commu-
nication with at least one authentication service provider, arranged to authenticate users
via a respective authentication web interface, and at least one user service provider (150),
arranged to provide user services to users via a respective user service web interface; b)
providing, for a particular user and using a web browser executed from or by a particular

electronic device, access to the authentication web interface, and upon an authentication
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of the user, causing the authentication web interface to allow the central server to place a
cookie on the electronic device identifying the authentication service provider; c) provid-
ing, for the user and using the same web browser executed from the same electronic
device, access to the user service web interface, and as a result providing the said cookie
to the central server; d) causing the central server to identify, based upon the said cookie,
the authentication service provider; e) causing he web browser to be redirected to the
authentication service provider; f) causing the authentication service provider to authenti-
cate the user; and g) causing user authentication information to be provided to the user

service provider.

Furthermore, the invention relates to a system for authenticating a user, wherein the
system comprises a central server, in communication with at least one authentication
service provider, arranged to authenticate users via a respective authentication web
interface, and at least one user service provider, arranged to provide user services to users
via a respective user service web interface, which system is characterised in that the
central server is arranged, for a particular user using a web browser executed from or by a
particular electronic device, which user accesses the authentication web interface, and
upon an authentication of the user by the authentication service provider, to place a
cookie on the electronic device identifying the authentication service provider, in that the
central server is further arranged to, upon access by the user and using the same web
browser executed from the same electronic device, to the user service web interface,
receive the said cookie, and in that the central server is arranged to, after the reception of
the said cookie, identify, based upon the said cookie, the authentication service provider,
and to cause the web browser to be redirected to the authentication service provider for

authentication of the user.

In the following, the invention will be described in closer detail, partly with reference to

the enclosed drawings, in which:

Figure 1 is an overview diagram of a system according to the present invention and

arranged to perform a method according to the invention;
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Figure 2 is a flow chart depicting the various method steps of a method according to a first
aspect of the present invention;

Figure 3 is a flow chart depicting the various method steps of a method according to a
second aspect of the present invention; and

Figures 4a-4g show various interfaces provided by a web browser on the display of a user
electronic device.

All figures share reference numerals for the same parts.

Figure 1 shows a system 100 according to the present invention for authenticating a user
via an electronic device 170, 180. The system 100 is furthermore arranged to perform the

methods described herein according to various aspects of the present invention.

In one aspect of the invention, the system 100 comprises a central server 101, comprising
or in communication with a database 102; at least one, preferably at least two, preferably
a plurality of user service providers 150 (only one shown in figure 1); and at least one,
preferably at least two, preferably a plurality of authentication service providers 110, 120,
130. In another aspect of the invention, the system 100 only comprises the central server
101, the database 102 and any software provided by the central server 101 to connected
authentication service providers 110, 120, 130 and user service providers 150, which are

as such thus not part of the system 100.

The database 102 comprises information regarding registered authentication service
providers 110, 120, 130, user service providers 150 and users, such as required minimum

allowed authentication levels for various conditions.

The user service provider 150 may be any type of party capable of providing services to
users remotely, such as online vendors; public service actors such as libraries, government
institutions or the like; financial institutions, such as online banks; payment providers;
online communities; communication services; or any other actor providing a service to
users remotely in a way so that the identity of the user is needed in order to provide at

least one of the services provided. It is preferred that users communicate with the service
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provider 150 directly over a digital communications network such as the internet. In the
following, when the term “internet” is used, it is understood that any type of digital
communications network may be used, as applicable, such as wired or wireless local area

or wide area networks.

The authentication service providers 110, 120, 130 may, furthermore, be any type of party
capable of providing authentication services to users remotely, and in particular arranged
to perform authentication of users, such as online vendors; public service actors such as
libraries, government institutions or the like; financial institutions, such as online banks;
payment providers; online communities; communication services; or any other actor the
relationship of which to each user requires that the identity of the user in question is
safely established by a user authentication function provided by the authentication
provider 110, 120, 130. It is preferred that the authentication providers 110, 120, 130
communicate directly with each respective user, over a digital communications network

such as the Internet.

As used herein, the term “authentication service” means a remotely provided service for
authenticating a user, comprising establishing with a certain minimum level of security a
correct identity of the user. Such a minimum level of security, such as a minimum level of

III

assurance (LOA), is herein denoted “authentication level”. Examples of such authentica-
tion levels are those definitions of which are provided by NIST (National Institution of
Standards and Technology, USA), according to which there are at least four basic levels of
assurance levels, ranging from low security procedures where it is only tested whether it is
the same user accessing a service at different occasions (“Level 1”) up to high security
procedures where authentication is dependent upon the user’s possession of a strongly
in, it is preferred that each authentication service provider 110, 120, 130 is unambiguously
associated with one or several certain available well-defined authentication levels, the
requirements of which the authentication service in question fulfills, and that each au-

thentication service provider is associated with a certain respective minimum supported

authentication level. It is possible that a particular authentication service provider is
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associated with different minimum authentication levels in relation to different users. It is
preferred that this information is stored in the database 102 and accessible from the
central server 101. The information may, for instance, be supplied in an initial registration
step of each authentication service provider 110, 120, 130, and may subsequently be
updated, for instance in reaction to new information in relation to specific users. It is also
possible that available authentication levels in relation to a specific user are provided, by
request from the central server 10 to one or several authentication service providers that

have been identified as being available for authenticating the user in question (see below).

It is realized that each one of entities 101, 110, 120, 130, 150 may be implemented as a
standalone, internet connected server; a distributed or virtual set of servers; or in any
other configuration, as long as the entity in question provides a well-defined interface for

communications to and from the entity.

Each user communicating with the system 100 uses an electronic device, which is prefera-
bly arranged to communicate with the system 100 over a digital communications network
such as the internet. In figure 1, such devices are exemplified by a mobile phone 170 of so-
called smartphone type and a portable computer 180. However, the electronic device can
be any device capable of communicating with the system 100, such as a desktop computer
or a machine-to-machine interface. It is preferred that the device 170, 180 is of general-
purpose type, and it is also preferred that the device comprises a respective display 171,

181 capable of providing an interactive graphical user interface to the user.

The user is preferably a human being, but in some aspects the user may be a machine-
implemented communication part in a machine-to-machine implemented system. In the
latter case, the electronic device 170, 180 may be comprised in or constitute the machine

in question.

Figure 2 shows a method according to a first aspect of the present invention for authenti-

cating a user. In a step 201, the method starts.
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In a step 202, the central server 101 is provided, and is arranged to be in communication
with at least two authentication service providers 110, 120, 130 and at least one user
service provider 150, that are also provided. It is realized that this step 202 can be per-

formed in advance and only one time for several runs of the method.

In a step 203, each authentication service provider 110, 120, 130 is associated with at
least one respective available level of authentication. Each particular provider 110, 120,
130 may be associated with several available such levels, in which case one of the availa-
ble levels for a certain provider 110, 120, 130 is considered to be the lowest, or least safe,
level. For instance, adding another identification factor, such as a physical token owned by

the user, or adding encryption, would make the authentication level safer.

According to a preferred embodiment, in a step 204, which can be performed in advance
of the existence of a need for the user service provider 150 to authenticate the user, the
user is authenticated by a certain authentication service provider. This may, for instance,
mean that the user successfully logs into a web page provided by the authentication
service provider in question, or that the user in any other suitable manner provides proof,
at a certain authentication level, of the identity of the user in question. It is preferred that
such authentication in step 204 comprises the user providing some type of user credential

data to the authentication service provider.

Herein, “credential data” is to be understood as all types of user-specific information that
can be provided from a user via an electronic device and that can be used by an authenti-
cating party to identify or prove the identity of the user in question, such as user name -
password combinations; PIN codes; cryptographic keys; hash values; biometric data, such

as fingerprint data; and so on.

In other words, after step 204, the authentication service provider in question holds
information regarding the user, in particular user credential data allowing the authentica-
tion service provider to authenticate the user at a particular authentication level. This

authentication may be performed in connection to the authentication service provider in
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guestion providing some type of service to the user. After the authentication in step 204,
or an authentication in step 221 (see below), it is preferred that the authentication service
provider has an active authentication session with respect to the authenticated user. This
may mean that the user does not have to provide credential data when being authenticat-
ed again within a predetermined time period during which the said session is active. The

time period may be defined by the authentication service provider.

Preferably, in a step 205, the authentication service provider in question, more preferably
several, or all, of the authentication service providers 110, 120, 130, are caused to be
remotely configurable by individual users so that they can provide information regarding
their respective capability to authenticate the users in question to the central server 101.
Hence, the user in question may remotely instruct the authentication service provider in
guestion, preferably over the internet and preferably in connection to the authentication
step 204, such as via a user control provided as an integrated part of a web page displayed
as a result of a successful login with the authentication service provider in question, to,
upon request from the central server 101 or automatically upon authentication of the user
in question, provide information indicating that the authentication service provider in
guestion is capable of authenticating the user at least at the said authentication level, and
preferably also to provide, in a subsequent step 224, user information to the graphical

user service interface (see below).

In particular, in a step 206, the, several or all authentication service providers 110, 120,
130 is or are arranged to notify the central server 101 when a user has been authenticated

by the authentication service provider in question.

In a preferred step 207, which is preferably performed as an initial step in connection to
setting up an association between the central server 101 and a certain authentication
service provider 110, 120, 130, but which may be performed at any time before step 218,
a respective template for a second interactive graphical user interface is provided to the

or those authentication service providers that will use such templates, see below.
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According to the said first aspect of the present invention, in a step 211, the central server
101 receives a request, from one 150 of said one or several user service providers, to
authenticate a particular user accessing the user service provider 150 in question via an

electronic device 170 or 180. This request can be provided in different ways.

As an example, the central server 101 may be directly provided, for instance from the
user, with information indicating that the user wishes to be authenticated using a particu-
lar specified authentication service provider 110, 120 or 130, in turn providing an ade-
guate authentication level for the present purposes. In another example, the user may be
presented with a list of available authentication service providers with which the central
server 101 is in communication and that can deliver an adequate authentication level,
from which list the user can select a certain authentication service provider to use for a

later authentication step 220.

However, figure 2 illustrates an alternative, preferred way, according to which the user
first initiates contact with the user service provider 150, and it is the user service provider
that in turn requests, possibly via an interface provided by the user service provider to the
user, the central server 101 to authenticate the user. In general, and as will be explained
in the following, the central server 101 may make the decision automatically as to what

specific authentication service provider that will be used to authenticate the user.

Hence, in a preferred step 208, a first interactive graphical user interface is provided by
the user service provider 150. For instance, the user service provider 150 comprises a web
server providing a web page which is the first interface. In a step 209, the user is provided
with remote access to the user service provider 150 via this first interface, displayed to the
user on the display 171, 181 of the device 170, 180 used by the user, by the user service
provider 150. For instance, the device 170, 180 may comprise a web browser arranged to

read and display the first interface provided by the user service provider 150 web server.

In a preferred step 210, which may be performed at any time prior to step 225 but prefer-

ably is performed before step 211, a particular user service transaction is identified, which
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transaction is to be performed by the user service provider 150 for, to or on behalf of the

user, and which requires the user to be authenticated before being performed.

Then, in step 211, the user service provider 150 requests the central server 101 to authen-
ticate the user, in other words to provide an authentication service of the user. Preferably,
the request comprises or implies a specific allowable authentication level, as dictated by
the type of transaction and/or the particular user service provider 150 and/or the particu-
lar user or user category. The allowable authentication level is the minimal authentication
level that is allowed for authentication of the user under the current conditions. The
database 102 may comprise information regarding what types of transactions, particular
user service providers and particular users and/or user categories that require what

minimum authentication levels.

According to a preferred embodiment, the minimum allowable level of authentication
used for each authentication service provider 110, 120, 130 is caused to depend on at
least one of the collection of parameters consisting of type of the electronic device; type
and/or provider of a graphical user interface via which the user accesses the user service
provider; the access of the authentication service provider in question to information
identifying the particular user; geographical location of the electronic device; and/or the
existence of an active authentication session with the authentication service provider in

question.

It is realized, as is illustrated in figure 3 (below), that the request in step 211 may also be
performed in an indirect way by the service provider 150, via the first graphical interface.
The, the service provider 150 is not directly involved at the moment of the request, which
is rather performed by for instance the device 170, 180 on behalf of the user service

provider 150.

In a step 212 according to the said first aspect of the invention, it is determined, prefera-

bly by the central server 101 and preferably based upon the said available authentication-
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related information, an allowable authentication level to use for the said request, which

level is required to authenticate the user under the current conditions.

In a step 214, the central server is arranged to identify a selected one of said authentica-
tion service providers 110, 120, 130 which is associated with at least one level of authenti-
cation which is at least as high as the allowable authentication level, and which authenti-
cation service provider is capable of authenticating the said particular user at the allowa-

ble authentication level.

According to a preferred step 213, preceding step 214, the central server 101 is however
arranged to first identify, for several authentication service providers 110, 120, 130, a
respective offered sell price for performing user authentication at the allowable level of
authentication. For instance, the central server 101 may be arranged to request a respec-
tive sell price at which each respective authentication service provider is willing to per-
form the user authentication in question, preferably with knowledge of the particular user
to be authenticated. Alternatively, the central server 101 has beforehand received price
lists from several authentication service providers regarding various types of authentica-

tions.

Once the authentication service providers have responded to this request or the price list
information has been analyzed, the central server 101 is arranged to identify at least one,
preferably exactly one, authentication service provider offering a lowest sell price at the
respective allowable level, and to use this authentication service provider as the said

selected authentication service provider in the following.

According to one preferred embodiment, an auction over one or several bid rounds is
performed among authentication service providers 110, 120, 130 being capable of provid-
ing at least the allowable authentication level, the final winner of which auction is the

selected authentication service provider to use for the authentication in question.
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It is also possible for the central server 101, via the user service provider 150 such as via
the first graphical user interface, to allow the user to select what authentication service

provider to use among a set of lowest-bidding authentication service providers.

In a preferred step 215, the central server 101 evaluates if at least one authentication
service provider could be identified as the selected authentication service provider. For
instance, none of the connected authentication service providers 110, 120, 130 may have
been able to provide at least the allowable authentication level, or none may have been
able to authenticate the particular user. If an authentication provider was identified in
step 214, the method skips to step 217. Otherwise, it is preferred that the steps 217-225
are not performed, but the user service provider 150 is instead caused to authenticate, in
a step 216, the particular user for the particular transaction in question without involving
any of said authentication service providers 110, 120, 130. Preferably, this means that the
user service provider 150 performs its own, conventional, default procedure for authenti-

cating the user.

In a preferred step 217, the user is then presented, via a graphical user interface, prefera-
bly the above mentioned first graphical user interface on the display 171, 181, with an
option whether or not to authenticate using one of the authenticating service providers
110, 120, 130. Preferably, it is not specified at this point to the user which of the authenti-
cation service providers that was identified in step 214. If the user does not choose to
allow such authentication, the method again skips to step 216 rather than performing

steps 218-225.

It is furthermore preferred that the option being presented in step 217 is comprised in the
first interaction, relating to user authentication with regards to the transaction in question
to be performed, between the user and the interactive graphical user interface provided
to the user by the user service provider 150. Hence, it is preferred that the communica-
tions between the user service provider 150, the authentication service providers 110,
120, 130, and the central server 101 described above in relation to the previous steps are

fully automatic, and do not require any user interaction. In other words, when for instance
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loading the checkout page from an online vendor being the user service provider 150 in
guestion, a user control may be automatically included in the page which, when activated
by the user, acknowledges that the user wishes to allow any one of the authentication
service providers 110, 120, 130, or at least any one of said providers that the user has
previously agreed to use, such as in a preferences setting supplied previously to the
central server or by checking corresponding controls on the respective web page of each

donor, to perform the user authentication for the purchase.

According to the said first aspect of the invention, thereafter either user credential data
associated with the user in question is provided, in a step 219, directly to the selected
authentication service provider, without the user credential data being supplied to the
central server 101, or it is determined, in a step 220, that the selected authentication

service provider already has an active authentication session for the user in question.

Hence, in step 219 or 220, the central server 101 acts as a pure intermediary, binding
together the user service provider 150 with one of several available authentication service
providers 110, 120, 130, without ever gaining actual knowledge of the specific credential
information necessary for performing said authentication. Since the credential data is not

provided to the central server 101, it is neither stored therein, nor in the database 102.

According to a preferred embodiment, the provision in step 219 is made possible by a step
218, in which the above mentioned first graphical user interface is arranged to in turn
activate a second user interface. This second user interface is then arranged to allow the
user in question to communicate directly with the selected authentication service provid-
er, thereby to supply said user credential data to the selected authentication service

provider without it passing via the central server 101.

According to one preferred embodiment, the second user interface is an interactive
graphical user interface provided to the user on the display 171, 181 of the electronic

device 170, 180, and via which the user can enter the credential data.
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For instance, in this case the second graphical interface may be in the form of a locally
installed or remotely accessed application which is activated by the first graphical inter-
face, and to which the active view of the display 171, 181 is transferred upon such activa-
tion. However, according to a preferred embodiment the second graphical user interface
is provided as an integrated graphical sub interface of the first graphical user interface,
such as within a specific subpart, such as an iframe, provided within a web page com-
prised in the first graphical user interface. For instance, the second graphical interface
may be embodied as a particular graphical field in the first interface, or a popup dialog
launched by and from the first interface. In these and similar examples, the second inter-
face will typically comprise user controls activatable for recording or entering, and provid-
ing, credential data specifically selected for authenticating the user in relation to the

transaction to be performed.

In a particularly preferred embodiment, the second interface is populated with contents
by the selected authentication service provider itself, after initiation by the user service
provider 150. In case a relevant template was provided by the central server 101 to the
selected authentication service provider in step 207, this template is preferably used as a
basis for the population of the second interface with such user controls. For instance, a
template for entering a user name and a password may comprise labels, user input fields
for user name and password, as well as a field in which the authentication service provider
can insert its logotype. Also, a link to a standardized set of terms and conditions can be
provided as a part of the template, and so on. In general, it is preferred that the same
template is provided to several authentication service providers, so that the user experi-
ence for the end user becomes as similar as possible when using different authentication
service providers. Hence, in this case the selected authentication service provider provides
the actual second graphical user interface to the user service provider 150, or preferably
directly to the device 170, 180, for provision to the user in question as a part of the first

graphical user interface, based upon said template.

According to another preferred embodiment, the second interface may be provided by

specific software or hardware which is not part of the first graphical interface, but as
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initiated by the first graphical interface, such as activation of a fingerprint sensor on the
device for reading the user’s fingerprint and providing related data to the central server
101; activating a mobile telephony operator of the mobile phone of the user for sending
an SMS (Short Message Sevice) to the mobile phone’s telephone number (MSISDN),
comprising an alphanumerical challenge to be manually provided to the user service
provider by the user, or providing a request to the said mobile telephone to re-enter the
SIM (Subscriber Identity Module) PIN code; activating a cryptographically based authenti-

cation procedure which is locally activatable on the electronic device; or the like.

As mentioned above, in the alternative step 220, it is determined that there is already an
active authentication session involving the selected authentication service provider and
the user in question, in which case the second interface is not presented but the method
instead skips to step 221. For instance, the central server 101 may collect information
regarding such an active authentication session, or the first interface may receive such
information upon a request to the selected authentication service provider to provide the

second interface.

Then, in a step 221 according to the present invention, the selected authentication service
provider authenticates the particular user. In case credential data was supplied in step
219, the authentication comprises the selected authentication service provider verifying
the credential data. In case an active session was determined to exist in step 220, the
authentication comprises the selected authentication service provider verifying the said

active authentication session, in which case steps 220 and 221 may be one and the same.

In a subsequent step 222, an authentication response is provided to the user service
provider 150. This authentication response may be that no authentication was possible,
for instance since the user did not supply correct credential data to the authentication
service provider, or that the authentication was validly performed based upon the sup-
plied user credential data or the fact that an active authentication session existed. It is
preferred that the authentication response is provided from the selected authentication

service provider to the user service provider 150 via the central server 101.
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According to a preferred embodiment, the user service provider 150 is then provided with
access, preferably from the selected authentication service provider and via the central
server 101, to user information previously stored by the selected authentication service
provider and therein associated with the particular user in question. According to an
alternative embodiment, the said user information is provided directly from the authenti-
cation service providers (or several authentication service providers, see below) to the
user service provider, by the central server providing a direct communication channel

between the user service provider and the authentication service provider.

Herein, the term “user information” means any user metadata information, such as name,
delivery and invoicing addresses, telephone numbers, credit card information, clothing
sizes, contact lists, preferred configuration options, previous user behavior, etc., that is
specific to the user in question. Such user metadata has preferably been provided by the
user in question as a part of the interaction between the user and the selected authentica-
tion service provider in step 204, under the security provided by an active authentication
session, for instance during the course of the ordering of a service the delivery of which

requires user information to be provided by the user.

It is preferred that the said user information is used by the user service provider 150 to
automatically populate corresponding user input fields in a graphical user interface, such
as the first graphical interface, provided to the user by the user service provider 150 and
via the electronic device 170, 180. Hence, all or only a subset of the user information
which is required by the user service provider 150 may be available from the authentica-
tion service provider for such auto population. According to one preferred embodiment,
all available user information is supplied as a part of the above said authentication re-
sponse. Alternatively, a separate interface is provided to the user service provider 150 by

the central server 101 for querying available user information.

It is furthermore preferred that access to user information is only provided to the user

service provider 150 after an explicit approval from the user in question. Such approval
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may be delivered for more or less general purposes in an initial step in which the user
registers with the user service provider 150, the central server 101 or the authentication
service provider, or at a later point. According to the preferred embodiment illustrated in
figure 2, the user is presented, in step 223, with an option, for instance in the form of an
activatable user control, in the said first graphical interface, to automatically populate
input fields using available user data, or to populate only certain specified such input

fields.

In case the user opts in to automatically populate input fields in the interface, the popula-
tion is performed in a preferred step 224. Non-automatically populated input fields are

filled in by the user manually.

Thereafter, in a step 225, the transaction identified in step 210 is performed by the user
service provider 150 in relation to the user in question. This may mean the ordering or
purchasing of a good or a service, involving a transfer of funds; the publication or trans-
mittal of information; the activation of a subscription; the modification of user infor-

mation; or any other conventional user service.

In step 226, the method ends.

According to a preferred embodiment, both the selected authentication service provider
and the user service provider 150 are accessed by the particular user in question via a web
browser provided on the electronic device 170, 180. This is also the case in a method
according to a second aspect of the invention, which is illustrated in figure 3 and which
will be described in the following. The following description of the method according to
this second aspect of the invention will furthermore provide a more detailed description
of certain preferred aspects of the above described method according to the first aspect

of the invention.

Hence, in a step 301 the method starts.
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In a step 302, which is similar to step 202, the central server 101, at least one, preferably
several, preferably a plurality of, authentication service provider(s) 110, 120, 130 and at
least one, preferably several, preferably a plurality of user service provider(s) 150 are
provided. The central server 101 is in communication with both the authentication service

provider(s) 110, 120, 130 and the user service provider(s) 150.

According to this second aspect of the present invention, the authentication service
providers are arranged to authenticate users via a respective authentication web interface
each. Such a web interface, of course, is an example of an interactive graphical user
interface. Moreover, the user service providers are arranged to provide user services to
particular users via a respective user service web interface each. Furthermore, the said
web interfaces are provided to the user via one and the same web browser executed from
(such as via a remotely provided web browsing service), or by, the electronic device 170,
180 belonging to the user in question. The user service web interface corresponds to the

first user interface as discussed above in relation to figure 2.

In a preferred step 303, the said authentication web interface is provided by at least one
of said authentication service providers 110, 120, 130, for instance by making available a

corresponding web page by a web server comprised in said provider 110, 120, 130.

According to the second aspect of the present invention, access is provided, for a particu-
lar user and using the said web browser, to the authentication web interface of a particu-
lar one of said authentication service providers 110, 120, 130, and the user is authenticat-
ed by the particular authentication service provider in a manner which may be similar to

the one described above in connection to step 204.

Upon such an authentication of the user, the authentication web interface of the particu-
lar authentication service provider is then caused to allow the central server 101 to place a
cookie in the above described web browser, such as on the electronic device 170, 180
used by the particular user, which cookie identifies the particular authentication service

provider to the central server 101.
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In the exemplifying embodiment illustrated in figure 3, this involves steps 304-310.

In a step 304, the web browser of device 170, 180 requests a web page from the particular
authentication service provider, a web server functionality of which in turn, in a step 305,
replies with an authentication web interface page in HTML (HyperText Markup Language)
code or the corresponding. This web page preferably comprises input fields for the user to
fill in user credential data for transmittal to the particular authentication service provider
and subsequent use for authentication of the user as described above. Hence, in a step
306, the user provides said credential data, using the web page, to the particular authenti-

cation service provider.

According to a preferred embodiment, the user is furthermore provided with an option, in
a step 307 which may be similar to step 205 and which may be performed in addition to
steps 304-306, to allow the particular authentication service provider to provide, to the
central server 101, information regarding the authentication status of the user, and
preferably also to be able to, in a subsequent step 331, provide user information to the
user service provider 150 (see below). The option is preferably arranged as an integrated
part of the authentication service provider web page provided in step 305, such as an

activatable user control.

An example of such an authentication service provider web page 410 is illustrated in figure
4a, as provided by authentication service provider 110 and shown on the display 181 of
the device 180 and hence viewable to the user. A number of user controls 411 allow the
user to enter user-specific credential data for transmittal to the authentication service

provider 110 upon pressing the “Login” button 412.

Figure 4b illustrates an exemplifying state 420 of the web interface after the button 412
has been pressed, wherein user controls 421 (step 307) for allowing the authentication
service provider 410 to be used in subsequent authentication of the user via the central

server 101.
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In fact, the user controls 421 represents one example of a preferred embodiment, in
which central server 101 authentication content is provided, in a step 308, as a part of and
comprised in a web page 410 of the authentication web interface, which content is

fetched from the central server 101.

Herein, “central server authentication content” means web page content the display or
activation of which requires a call, such as a redirect performed by requesting the corre-
sponding central server 101 URL (Uniform Resource Locator), from the web browser of the
device 180 to the central server 101. In the case shown in figure 4b, the activation of the
“Yes” button in controls 421 will result in a corresponding call to the central server 101. In
another preferred example, as illustrated in step 308-309 of figure 3, the display of central
server content, which may be, for instance, invisible content such as an empty iframe, a
passively displayed image or the like, or an activatable user control, etc., and which points
to a web server or the like provided by the central server 101, therefore requires a redi-
rect to be performed, in step 309, to the central server 101. In the latter case, no explicit

user interaction is thus necessary for achieving the said call to the central server 101.

The central server 101 is then in turn arranged to place the cookie, in the above described
web browser, such as on the electronic device 180, as a part of a response to this call or
redirect from the authentication web interface requesting said central server 101 authen-
tication content. The placing of the cookie can be performed in a way which is conven-
tional as such. Preferably, the cookie is placed with a specified expiry time. Herein, the

term “call”, in this context, is intended to also encompass a redirect.

In the case illustrated in figure 4b, wherein the said central server 101 authentication
content comprises a user control 421 activatable for allowing the authentication service
provider 110 in question to provide authentication of the user in relation to user service
provider(s) 150 in communication with the central server 101, the cookie is either caused

to comprise information regarding whether or not such authentication has been allowed
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by the user and for the particular authentication service provider in question, alternatively

that the cookie is not placed if the user control 421 is not activated.

In general, it is preferred that the central server 101 authentication content is comprised
in a web page displayed to the user in the authentication web interface 181 in a state in
which the user is authenticated, in other words wherein an active user authentication
session exists. Preferably, the content is displayed as a part of a web page confirming the

successful authentication of the user.

It is realized that steps 303-310 correspond to steps 204-206. In other words, the placing
of the cookie by the central server 101 after being called from the authentication web
interface constitutes an example of notifying the central server 101 of the performed

authentication.

In a preferred step 311, similar to step 207, a template may be provided to the authentica-

tion service provider 110 from the central server 101.

Then, in a step 312 according to the second aspect of the present invention, access is
provided by a particular user service provider 150, for the user and using the same web
browser executed from or by the same electronic device 180 as in steps 304-310, to the
above mentioned user service web interface. The web page is requested in a step 314 by
the user, for instance by the user surfing to an online vendor site for the purchase of one

or several products.

As a result of this provision, the cookie placed in step 310 is provided, in a step 318, to the

central server 101, in a way which will be described in the following.

In particular, it is preferred that the provision of the cookie to the central server 101 takes
place by the user service web interface comprising central server 101 user service content
which is fetched from the central server 101, and by the central server 101 receiving the

cookie as a part of a call from the user service web interface requesting said content.
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Herein, the term “central server user service content” is intended to have a meaning
similar to that of “central server authentication content”, but provided as a part of the

user service web interface rather than the authentication service web interface.

This is illustrated in figure 4c, showing a products checkout page 430 in the user service
web interface, as displayed on the display 181 of the device 180 after being fetched from
the user service provider 150. The web interface comprises user controls 432 for entering
and transmitting, to the user service provider 150, user information. The button “Express
checkout” 431 constitutes central server 101 user service content, in the sense that the
activation of the button 431 results in a call or redirect to the central server 101, and/or in
the sense that the display of the button 431 itself results in a call or redirect to the central
server 101. In the latter case, such content 431 may, depending on the result of the
identification described below in relation to step 319, be arranged to be automatically
updated by the central server 101 to display the option presented in step 315, for instance
by displaying the button 431 only when an available authentication service has been

identified in step 319.

In a step 313, which is similar to step 210 and which can be performed at any time prior to
step 334 but preferably prior to step 315, the transaction to be performed by the user

service provider 150 is identified.

In a preferred step 315, which is similar to step 217, the user is hence presented with an
option to use the central server 101 for authentication. This option is exemplified by the
button 431. Again, if the user does not wish to be authenticated via the central server 101,
he or she may opt out, in which case the method, in a step 316, causes the user service
provider 150 to perform the authentication in its default way, which may be conventional
as such and similar to step 216. In figure 4c, this may take place by the user filling in the

user data in fields 432 and then pressing button 461 instead of button 431.

If, on the other hand, the user wishes to proceed with authentication via the central

server 101, the button 431 is pressed, whereupon the method continues to a preferred
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step 317, in which the existence of central server 101 user service content in the user

service web page 430 causes a redirect or call to the central server 101.

From the above, it is understood that the steps 313, 314, 315 and 317 can be performed in
different order, depending on the detailed purposes of the method. For instance, the call
in step 317 may be performed prior to step 315, by the presentation of the web content
432 requiring a call to the central server 101. Step 317 may also be performed several

times for the same transaction.

As a consequence of the call to the central server 101 in step 317, the central server 101
gains access to the cookie placed in step 310 as described above, preferably as a part of
the call in step 317, and the central server 101 can hence identify the authentication
service provider 110 as one that is capable of authenticating the same user as is now

accessing the user service web interface 430.

According to a preferred embodiment, several cookies are placed by the central sever 101
in steps similar to step 310 but in relation to authentication with different respective
authentication service providers at different respective points in time. Then, in step 318,
several or, preferably, all of these previously placed cookies are provided to the central
server 101. This provision of available cookies previously placed by the central server 101,
as a consequence of a call to the central server 101, may be conventional as such. This
way, the central server gains awareness of several authentication service providers that

can authenticate the user in question.

Then, in a step 319, which is similar to step 214, the authentication service provider 110
previously authenticating the user, or a preferred authentication service provider, for
instance selected among several available authentication service providers as described

above in connection to step 214, is identified based on the cookie(s) read in step 318.
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It is preferred that the central server 101 selects one authentication service provider 110
from the several authentication service providers 110, 120, 130 as identified using the said

cookies.

In case there are at least several authentication service providers 110, 120, 130 for which
cookies have been placed in various runs of step 310, it is preferred that each such placed
cookie comprises information making it possible for the central server 101 to identify what
authentication level is available with the authentication service provider in question and
for the user in question. It is furthermore preferred that each such placed cookie compris-
es information making it possible for the central server 101 to identify what types of user
information are available with the authentication service provider in question and for the
user in question. Alternatively, the database 102 may comprise information regarding the
available authentication levels and/or user information of different authentication service

providers and for various users, user categories, transaction types, etc.

Then, in a step 320 according to the second aspect of the method, the central server 101
is arranged to redirect the web browser of the device 180 to the authentication service
provider 110 identified or selected in step 319. Hence, the redirect of the web browser to
the identified authentication service provider 110 takes place in two steps: First, a redirect
is performed to the central server 101, then further to the identified authentication

service provider 110.

According to a preferred embodiment, the central server 101 user service content exem-
plified in figure 4c by button 431 is populated, by the central server 101, with a user
control arranged to allow the user to be authenticated by any authentication service
provider 110, 120, 130 or the identified authentication service provider 110, and in a way

so that the activation of said user control 431 results in the redirection in step 320.

Figure 4d illustrates the state 440 of the user service web interface according to a pre-
ferred embodiment after the pressing of button 431. Hence, the activation of the user

control 431 activates a popup dialog 444, the contents of which are fetched from the
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central server 101. As a response to the request to the central server 101 for the contents
of the popup dialog 444, the central server 101 in turn performs the redirect of step 320
to an authentication interface provided by the identified authentication service provider

110.

In a preferred step 321, which is similar to step 220, the identified authentication service
provider 110 is further arranged to determine whether there is an active authentication
session with respect to the user in question. This may, for instance, take place by the
identified authentication service provider reading, in a way which is conventional as such,
a cookie provided as a part of the redirect or call from the central server 101 to the
authentication service provider in question in step 320, which cookie carries information
regarding a possible such authentication session. For instance, a cookie may have been
placed by the authentication service provider in question in the web browser of the device

180 as a result of the authentication performed in steps 304-308.

Hence, in case no active authentication session is detected for the user in question, the
evaluation in step 322 results in the negative, and the identified authentication service
provider 110 replies, in a step 323, to the central server 101 with the popup dialog 444
user controls 442, 443, in turn constituting an authentication web interface corresponding
to the above discussed second interface. Using these controls 442, the user can provide
credential information from the device 180, directly to the identified authentication
service provider 110, by pressing the “Submit” button 443, without the central server 101

or the user service provider 150 gaining access to this information.

On the other hand, in case an active authentication session was detected for the user in
guestion with the identified authentication service provider 110, which session has
adequate properties such as fulfilling the above discussed requirements for a selected
minimum allowable authentication level, an empty popup dialog 444 may be returned by
the provider 110, with the result that the popup dialog 444 is never displayed to the user.

Instead, the activation of the user control 431 then results in a confirmation from the
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identified authentication service provider 110 that such an adequate active authentication

session indeed exists for the user in question.

According to yet another preferred embodiment, the central system 101 is arranged to
cause the identified authentication service provider 110 to check whether the user already
has an active authentication session with the identification authentication service provider
110 before displaying the popup dialog 444, in step 322 and as described above. Then, if
such an active session is found to exist, the method skips directly to step 325, without
displaying even an empty popup dialog. If no active authentication session is found, the
user is instead presented with the second graphical user interface, in the form of popup
444, allowing, in a step 324, the user to enter user credential data to the identified au-

thentication service provider 110 for authentication in step 325.

Hence, in a step 325 which is similar to step 221, the identified authentication service
provider 110 authenticates the user, either based upon the detected existing authentica-
tion session or upon the provided credential data. In the latter case, it is preferred that a
new active authentication session is opened for the user in question by the provider 110,
preferably by placing a new cookie in the web browser of the device 180, with information

regarding the active session in question.

Thereafter, user authentication information is provided to the user service provider 150
from the identified authentication service provider 110, preferably via the central server
101. This step is similar to step 222, but may involve several sub steps 326-331, as de-

scribed in the following.

Thus, in a step 326 after the said authentication, a first access token is provided from the
identified authentication service provider 110. Such an access token is arranged to allow
the holder of the token to access, using the token, a certain subset of otherwise secret
information from the identified authentication service provider, in particular user infor-
mation (as defined above) for the user in question. Hence, using the first access token, the

holder may query the identified authentication service provider 110 for at least some user
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information associated with the user in question and known to the provider 110. Such
guerying takes place via a specified interface provided by the authentication service

provider 110. Suitable examples of such access tokens comprise OAuth2 access tokens.

The user service provider 150 may be provided directly with the first access token. How-
ever, it is preferred that it is the central server 101 that is provided with the first access

token.

In the latter case, the central server 101 is then preferably, in turn, in a step 327 arranged
to issue a second access token, preferably of similar functionality and type as the first
access token, and send it to the user service provider 150, possibly indirectly by sending it
to the user service web interface as operating on or from the device 180. Using the second
access token, the user service provider 150, again possibly indirectly via the user service
web interface, can obtain access, by querying to the central server 101 using a specified

interface, to at least some user information.

According to a preferred embodiment, the user, in a step 328, is presented with an option
whereas to allow such user information to be queried from the identified authentication
service provider 110, via the central server 101. This is illustrated in figure 4e, showing the
state 450 of the user service web interface after the user has been authenticated. Instead
of filling in the user information fields 432 and then pressing the button 461, the user may
instead press the button “Fetch data” 451. In case the button 451 is pressed, in a step 330
the second access token is presented by the user service provider 150 to the central server
101, and used to request specified user data. Thereafter, the central server is arranged to,
in a step 331, if allowed by the second access token, request user information correspond-
ing to the information requested in step 330 from the identified authentication service

provider 110.

In a step 332, the requested information, if known to the identified authentication service
provider 110 and allowed by the first access token, is returned to the central server 101,

which in turn is arranged to provide the information to the user service provider 150.
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The issuing, provision and use of the first and second access tokens are conventional as
such, and possible implementations are for instance described in the OAuth2 documenta-

tion available from hitp://oauth.net/2/.

Then, in a step 333, the input fields 432 for the corresponding user information are
automatically populated by the user service web interface, using the user information
obtained from the central server 101 in step 332. Figure 4f shows the state 460 of the user
service web interface after this auto population step 333. As is clear from figure 4f, the
only relevant user information available from the identified authentication service provid-
er 110 was the name of the user (“John Doe”). However, the address and credit card
information could very well have been available as well, depending on the type of authen-

tication service provider used as the identified one.

According to a preferred embodiment, several authentication service providers 110, 120,
130 are contacted in parallel in steps 319-332, so that user information from several
different sources can be provided to the user service provider 150 for automatic popula-
tion of the input fields 432. The corresponding can of course also be true for step 224,
above. It is in this case preferred that the option presented in step 328 covers all used

authentication service providers 110, 120, 130 in only one user approval.

Then, by pressing the “Checkout” button 461, a step 334, similar to step 225, is per-
formed, in which the transaction in question is performed by the user service provider 150
using the automatically populated user information, if any; manually entered user infor-
mation, if any; and the authentication provided by the at least one identified authentica-

tion service provider 110.

Thereafter, in a step 335, the method ends.

According to a preferred variant of the above described, the step 315 is performed already

before the transaction has been defined, such as before proceeding to checkout in an



10

15

20

25

30

WO 2016/022058 PCT/SE2015/050841
29

online vendor web site. This way, user information can be provided to the user service
provider 150, via the mechanism in steps 325-332, and used for instance to provide
enhanced purchasing support information to the user. This can be achieved by, for in-
stance, a button representing the option in step 315 being displayed at the welcoming

page of the user service web interface.

According to another preferred embodiment, the database 102 comprises a respective
record for each user registered for use with the system 100, comprising a flag setting that
the user always, or at least for a certain set of user service providers 150, wishes to accept
the option presented in step 217 or 315, respectively. If the flag is set, the steps 218 or
220, or 317, respectively, are always performed, instead of 216 or 316, respectively,
whenever and as soon as at least one authentication service provider 110, 120, 130 is

available for valid user authentication as described above.

Figure 4g illustrates an example of these two latter variations, in the form of the welcome
page 470 of a user service web interface provided on the display 181 of the device 180 of
the user John Doe, displaying user controls 472 for navigating the page. In this case, the
user has agreed to always allow user service providers to gain access to the user name via
the above described access tokens, as provided by the user’s online community service
provider. By pressing the button 471, the user agrees that the user service provider is
entitled to request also other available user information from the central server 101 and,
when proceeding to checkout, available user information will be used to auto populate

any input fields as described above.

In fact, the button 471 will generate a redirect to the central server 101, which then
receives any cookies previously stored in the web browser of the device 180 by central
server authentication content by the action of authentication service providers, and then,
after proper verification of the settings in the database 102 and the contents of the said
cookies, redirects to the said online community service provider, which, in turn, issues and

returns the above described first access token. To the user, this process is completely
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unnoticeable and virtually instantaneous, since the user in this exemplifying case already

has an active authentication session with the said online community provider.

A method and a system according to the present invention provides a cost-efficient way
for a user service provider 150 to be able to offer secure authentication of its users. By
registering with the central server 101 and specifying at least one minimum allowable
authentication level, such a user service provider 150 gains access to a network of third
party authentication service providers 110, 120, 130 that can provide required user
authentication on behalf of the user service provider. Since each user authentication
service provider can offer to sell such an authentication for a particular price, using good
economies of scale, the central server 101 can provide complex and advanced user au-
thentication at a very cost-efficient total cost per authentication than, for instance, a
small-scale user service provider 101 is capable of reaching. It is even possible for such a
small-scale user service provider to offer a wide and highly specialized set of authentica-

tion service functionality without its total costs for authentication increasing significantly.

On the other side, users of the system 100 can authenticate themselves to a wide range of
user service providers 150 in a very efficient manner, and also have the system 100 keep
track of relevant user information such as credit card numbers, without jeopardizing
personal information integrity, by simply agreeing to letting one or several trusted authen-
tication service providers, such as the user’s personal online banking facility, authenticate
the user on behalf of other parties and to contribute with user information known to

them.

Importantly, these advantages can be achieved without removing much flexibility for any
of the stakeholders. The users can choose to use any registered authentication service
provider, and the user service providers do not have to follow authentication standards or

protocols offered by the individual authentication service providers.

Furthermore, users will experience better efficacy when dealing with user service provid-

ers, since much user information can be made available automatically, without the user
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having to type it in repeatedly at various sites. At the same time, user service providers
can offer a more tailor made user experience with extra knowledge of the visiting user at
an early point in the transaction process. These advantages are even more powerful in
case several authentication service providers are used in parallel to together provide a

more complete set of available user information.

According to a further preferred embodiment, the selected or identified authentication
service provider described above is a mobile telephony operator to which the particular
user is a subscriber. In this case, the user authentication provided by such authentication
service provider comprises a mobile authentication step in which the user communicates
with the selected authentication service provider using a mobile device comprising a SIM
card associated with the particular user’s subscription with the said authentication service
provider. For instance, the credential data provided by the user to the authentication
service provider may then comprise an alphanumeric code sent to the telephone number
(MSISDN) of the mobile phone as an SMS, read by the user and input into an input box
comprised in the graphical interface. The above described first graphical interface may be
provided on the display of the said mobile telephone, such as by a web browser running
on the mobile telephone. Such method provides a second authentication factor (some-

thing the user has, namely the mobile telephone).

It is particularly preferred that the mobile authentication step specifically comprises the
verification of a certificate which has previously been provided on the said SIM card. This

provides very good security.

In case the first graphical interface is provided by a mobile telephone, it is preferred that
the selection or identification, by the central server, of which authentication service
provider to use for user authentication comprises to first investigate whether the user’s
mobile operator is registered with the central server 101 for user authentication, and
available for authenticating the particular user in question at the current moment. This
investigation is preferably performed by consulting data stored in the database 102. If this

is not the case, the availability of other authentication service providers are investigated.
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In another preferred embodiment, the said user credential data comprises information
identifying a wireless or wired local internet access network, such as a WiFi or LAN net-
work, to which the electronic device is locally connected, preferably such a network which
is associated with a certain limited geographical coverage area so that a device being
registered on the network in question is also located in the said coverage area unless the
network registration is fraudulently achieved. This can be achieved in different ways. In a
first example, the said network itself is identified using said user credential data, read off
automatically by the connected device and sent to the central server 101. In a second
example, a particular SIM card used for providing wireless internet connectivity to the
electronic device, such as a SIM card in the device itself or a SIM card in a mobile phone
used to create a WiFi netwotk to which the device is locally connected, is identified using
the credential information and provided to the central server 101. Then, the central server
101 is arranged to compare the provided network- or SIM card identifying information to
a predetermined, assumed network or SIM card to which the user should be connected if

authentic.

Above, a number of preferred embodiments have been described. However, it is apparent
to the skilled person that many modifications can be made to the described embodiments

without departing from the basic idea of the invention.

For instance, the above described first and second aspects of the present invention
represent two different ways of achieving similar goals. These two aspects have consider-
able overlap, many of which have been pointed out in the above description. However, it
is realized that all features from one of these can be freely applied to the other, and vice

versa, when so is practically applicable.

Moreover, one or several of the authentication service providers may be comprised by
respective external central servers similar to the central server 101. Such external central
servers will then, typically, be connected to a respective plurality of other authentication

service providers. Then, such external central servers are treated as ordinary authentica-
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tion service providers. So, for instance in the above described auction procedure, an
external central server may provide a sell price for authentication of a user in a certain
current situation and under certain conditions, using its own network of available authen-
tication service providers. Such a setup may for instance be advantageous to facilitate

geographic coverage of the system 100 in several countries or regions.

Hence, the invention is not to be considered limited to the described embodiments, but

may be varied within the scope of the enclosed claims.
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CLAI MS

1. Method for authenticating a user, ch aracterised in that the

method comprises the steps of

a) providing a central server (101), in communication with at least one authentication
service provider (110,120,130), arranged to authenticate users via a respective au-
thentication web interface, and at least one user service provider (150), arranged to
provide user services to users via a respective user service web interface;

b)  providing, for a particular user and using a web browser executed from or by a
particular electronic device (170,180), access to the authentication web interface,
and upon an authentication of the user, causing the authentication web interface to
allow the central server to place a cookie on the electronic device identifying the au-
thentication service provider;

c) providing, for the user and using the same web browser executed from the same
electronic device, access to the user service web interface, and as a result providing
the said cookie to the central server;

d) causing the central server to identify, based upon the said cookie, the authentication
service provider;

e)  causing the web browser to be redirected to the authentication service provider;

f) causing the authentication service provider to authenticate the user; and

g)  causing user authentication information to be provided to the user service provider.

2. Method accordingtoclaimlor2,c haracterised in thatitisthe

central server that causes the redirect in step e).

3. Method according to claim 1 or 2, characterised in that the
placement of the cookie in step b) takes place by the authentication web interface com-
prising central server (101) authentication content which is fetched from the central
server, and by the central server placing the cookie as a part of a response to a call from

the authentication web interface requesting said content.
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4. Method according to claim 3, characterised in that the said
central server (101) authentication content comprises a user control activatable for
allowing the authentication service provider (110,120,130) to provide authentication of
the user in relation to user service providers (150) in communication with the central
server, and in that the cookie either is caused to comprise information regarding whether
or not such authentication has been allowed, alternatively that the cookie is not placed if

the user control is not activated.

5. Method according to claim 3 or 4, characterised in that the
central server (101) authentication content is comprised in a web page displayed to the

user in the authentication web interface in a state in which the user is authenticated.

6. Method according to any one of the precedingclaims,c haracterised

i n that, in step c), several cookies that have been placed by several respective authenti-
cation service providers (110,120,130) are provided to the central server (110) in step c),
and in that, in step d), the central server selects one authentication service provider from

the several authentication service providers as identified using the said cookies.

7. Method according to claim 6, c haracterised in thatthat atsaid
cookies comprise information making it possible for the central server (101) to identify
what authentication level and/or user information is available with the authentication

service provider in question and for the particular user.

8. Method according to any one of the precedingclaims,c haracterised

i n that the provision of the cookie in step c) takes place by the user service web inter-
face comprising central server (101) user service content which is fetched from the central
server, and by the central server receiving the cookie as a part of a call from the user

service web interface requesting said content.

9. Method according to claim 8, ch aracterised in thatthe central
server (101) populates the central server user service content with a user control arranged

to allow the user to be authenticated by the authentication service provider (110) identi-
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fied in step d), and in that the activation of said user control results in the redirection in

step e).

10. Method accordingtoclaim9,c haracterised in thattheactivation
of the user control activates a popup dialog the contents of which are fetched from the
central server (101), and in a next step redirected by the central server to an authentica-

tion interface provided by the authentication service provider (110,120,130).

11. Method accordingtoclaim8, ch aracterised in that, incasethere
is a currently active authentication session of the user with the authentication service
provider (110,120,130), the activation of the user control results in a confirmation from
the authentication service provider that such an active authentication session indeed

exists for the user.

12. Method according to any one of the preceding claims,c haracterised
i n that step g) comprises the authentication service provider (110,120,130) providing a
first access token, using which information regarding the user can be accessed from the

authentication service provider.

13. Method according to claim 12, characterised in that the fist
access token is provided to the central server (101), and that step g) further comprises the
central server providing, to the user service provider (150), a second access token using
which the user service provider can request the central server to provide information
regarding the user, and in that, upon such request using the second access token, the
central server queries the authentication service provider (110,120,130) for said user

information and provides the user information to the user service provider.

14. Method according to any one of the precedingclaims,c haracterised
i n that, in step f), the authentication service provider (110,120,130) first checks whether
the user already has an active authentication session with the authentication service

provider, in that, if such an active session exists, the method skips directly to step g), and
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in that, otherwise, the user is presented with a graphical user interface allowing the user

to enter user credential data to the authentication service provider for authentication.

15. System (100) for authenticating a user, wherein the system comprises a central
server (101), in communication with at least one authentication service provider
(110,120,130), arranged to authenticate users via a respective authentication web inter-
face, and at least one user service provider (150), arranged to provide user services to
users via a respective user service web interface,c haracterised in that
the central server is arranged, for a particular user using a web browser executed from or
by a particular electronic device (170,180), which user accesses the authentication web
interface, and upon an authentication of the user by the authentication service provider,
to place a cookie on the electronic device identifying the authentication service provider,
in that the central server is further arranged to, upon access by the user and using the
same web browser executed from the same electronic device, to the user service web
interface, receive the said cookie, and in that the central server is arranged to, after the
reception of the said cookie, identify, based upon the said cookie, the authentication
service provider, and to cause the web browser to be redirected to the authentication

service provider for authentication of the user.
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