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Description

FIELD OF THE INVENTION

[0001] The invention relates to the field of data verifica-
tion in wireless networks, such as - but not limited to -
Internet of Things (IoT) networks, wireless networks
(e.g., Wi-Fi™™) or cellular (e.g., 3GPP) networks.

BACKGROUND OF THE INVENTION

[0002] Wearable devices with wireless sensors have
profoundly improved patients experience of interacting
with remote healthcare providers. They facilitate remote
healthcare monitoring given their capability in automatic
measurement ofmedical signsandperiodic transmission
of data over the Internet.
[0003] Anydiscrepancy in data, betweenwhat is trans-
mitted by a wireless sensor (e.g., wearable Internet of
Things (IoT) sensor) and what is received by the health-
care system or other data destination, warrants further
investigation to checkwhether data is forged or has been
tampered with. Therefore, obtaining a local version of
data (i.e., transmitted by wireless sensors) is important
for verification. Neighboring nodes (those sharing awire-
less broadcast domain with the target IoT sensor) can
potentially act as "witnesses" that provide such a local
version of transmitted data. The witnesses are wireless
devices that overhear data packets transmitted by the
wireless sensor and/or observe the same underlying
event, and hence can record the local version of the data
whenever needed (on-demand witnessing).
[0004] Thus,wireless sensors in anenvironment (with-
in close proximity) can be used to statically overhear and
record a fingerprint of other sensors’ data, allowing a
forensicexpert toverifydata transmitted from thesensors
retrospectively.
[0005] In conventional verificationsystems,witnessing
functions are quite basic (e.g., radio frequency (RF)
eavesdropping) and the witness device selection pro-
cess is also straightforward (e.g., simply based on co-
location to a primary device). Furthermore, little consid-
eration is given to privacy issues caused by allowing
requests for witness data.
[0006] However, verification of data generated by
wearable sensors is increasingly becoming of concern,
particularly to health service providers and insurance
companies. There is a need for a verification framework
by which various authorities can request a verification
service for the local network data of a target IoT device.

SUMMARY OF THE INVENTION

[0007] It is an object of the present invention to provide
an improved verification approach for wireless data gen-
erating devices.
[0008] This object is achieved by an apparatus as
claimed in claim 1, by a hub as claimed in claim 11, by

a system as claimed in claim 12, by amethod as claimed
in claim 13, and by a computer program product as
claimed in claim 15.
[0009] According to a first aspect related e.g. to a
controller of a hub, an apparatus is provided for enabling
a witness device used for verifying input data derived
fromaprimarydatageneratingdeviceor fromananalysis
by a model, the apparatus being adapted to select the
witness devices from potential data generating devices
based on a degree of correlation between witness data
generated by the potential data generating devices and
the input data during a predetermined look-back time
period.
[0010] According to asecondaspect, ahubcomprising
an apparatus of the first aspect is provided.
[0011] According to a third aspect, a system for testing
devices and/or models based on requesting witness
devices from the hub of the second aspect is provided.
[0012] According to a fourth aspect, a method is pro-
vided for selectingwitnessdevices for verifying inputdata
derived froma primary data generating device, themeth-
od comprising selecting the witness devices from poten-
tial data generating devices based on a degree of corre-
lation between witness data generated by the potential
data generating devices and the input data during a
predetermined look-back time period.
[0013] Finally, according to a fifth aspect, a computer
program product is provided, which comprises code
means for producing the steps of themethod of the fourth
aspect when run on a computer device.
[0014] Accordingly,witnessdevices canbediscovered
and selected among a network of devices to witness an
event, even where witnessing that event would require
one of more of coordinated data from several witness
devices, witness devices that operate in a non-standard
mode, unclear data to witness the event (especially
where that event has been processed by a machine
learning model). This may equally apply to testing or
calibrating third party devices as well as witnessing dis-
crete events.
[0015] Furthermore, data from multiple witness de-
vices can be combined to, e.g., increase reliability of
the system.
[0016] Additionally, potential witness devices can be
recruited under additional consideration of their ability to
accurately sense data relating to the event to be wit-
nessed. As a result, witness devices can be discovered
in a network of heterogeneous sensors, where each
sensor may only have a ’partial’ view of the event, or
sense differing modalities, events of complex type (such
as those used within machine learning models) can be
witnessed, where it will not be obviouswhich single, fixed
witness device is indeed relevant and/or robust privacy
provisions can be included, such as ensuring that the
requester of witness data also themselves witnessed the
event in question (to avoid eavesdropping).
[0017] According to a first option which may be com-
bined with any of the above first to fifth aspects, the
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apparatus may comprise a model analysis module
adapted to derive the input data from an analysis of a
computed or modelled output, in particular an output
produced by a machine learning model.
[0018] According to a second option which may be
combined with the first option or any of the above first
to fifth aspects, the model analysis module may be con-
figured to analyzemodels to produce an estimated event
that hascausedagivendecisionand toobtainor simulate
sensing data which would have constituted the event.
[0019] According to a third option which can be com-
bined with the first or second option or any of the above
first to fifth aspects, the model analysis module may be
adapted to produce an estimate of a raw sensor data
input or a combination of raw sensor data inputs, that
produced the computed or modelled output.
[0020] According to a fourth option which can be com-
bined with any of the first to third options or any of the
above first to fifth aspects, the witness devices may be
selected (e.g., by the apparatus) such that their past
witness data during the predetermined look-back time
period has amaximumexpected correlation to an event’s
data stream as recorded by the primary data generating
device , or oneormoresub-setsof anoverall datastream,
which are important for the model.
[0021] According to a fifth option which can be com-
bined with any of the first to fourth options or any of the
above first to fifth aspects, witness data generated by the
selected witness devices may be analyzed (e.g., by the
apparatus) over an upcoming time period to check a
correct functioning of the primary data generating device
or a target model.
[0022] According to a sixth option which can be com-
bined with any of the first to fifth options or any of the
abovefirst to fifth aspects, virtual sensorsmaybe created
(e.g., by the apparatus) by grouping sensing data from
several physical sensors, which sense aspects of a
shared event, and using data fusion techniques.
[0023] According to a seventh option which can be
combined with any of the first to sixth options or any of
the above first to fifth aspects, a user may be requested
(e.g., by the apparatus) to configure for a new data
generating device one or more of a type of device, a type
of sensor or sensors that is/are available in the new data
generating device, a type of data outputs that are avail-
able in thenewdatageneratingdevice, andanapplicable
context for sharing or receiving data outputs.
[0024] According to an eighth option which can be
combined with any of the first to seventh options or
any of the above first to fifth aspects, metadata may be
received or extracted or estimated (e.g., by the appara-
tus), wherein the metadata include one or more of a
location of the primary data generating device and its
estimated sensing range, sensing parameters, and an
estimated type or nature of an event to be witnessed
and/or its time-position in a data stream of the input data.
[0025] According to a ninth option which can be com-
bined with any of the first to eighth options or any of the

above first to fifth aspects, the potential data generating
devices may be identified (e.g., by the apparatus) by one
or more of their approximate location and sensing range,
their sensing type, their configuration data, their permis-
sion to act as witness devices, and their availability to act
as witness devices during the look-back period.
[0026] According to a tenth option which can be com-
bined with any of the first to ninth options or any of the
above first to fifth aspects, correlations between the
witness data of the potential data generating devices
and the input data may be calculated on a level of an
individual device or a level of a group of devices; potential
datageneratingdevicesor combinationsofpotential data
generating devices may be selected as the witness de-
vices; the selected witness devices may be instructed to
maintain their settings for an upcoming witnessing time
period; and data obtained from the selected witness
devices during the predetermined look-back time period
and the witnessing time period may be outputted via a
user interface or a database.
[0027] It is noted that the above apparatus may be
implemented based on discrete hardware circuitries with
discrete hardware components, integrated chips, or ar-
rangements of chip modules, or based on signal proces-
sing devices or chips controlled by software routines or
programs stored in memories, written on a computer
readable media, or downloaded from a network, such
as the Internet.
[0028] It shall be understood that the apparatus of
claim 1, the hub of claim 11, the system of claim 12,
the method of claim 13, and the computer program
product of claim 15 may have similar and/or identical
preferred embodiments, in particular, as defined in the
dependent claims.
[0029] It shall further be understood that a preferred
embodiment of the invention can also be any combina-
tion of the dependent claims or above embodiments with
the respective independent claim.
[0030] These and other aspects of the invention will be
apparent from and elucidated with reference to the em-
bodiments described hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0031] In the following drawings:

Fig. 1 schematically shows a summarizing architec-
ture of a witness device discovery system according
to various embodiments;
Fig. 2 schematically showsaprocessflowdiagramof
witness device discovery using the architecture of
Fig. 1;
Fig. 3 schematically shows a flow diagram of a
procedure for configuring a sensor in a sensor net-
work according to various embodiments; and
Fig. 4 schematically shows a flow diagram of proce-
dure forwitnessing a defined primary sensor accord-
ing to first and second embodiments; and
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Fig. 5 schematically showsanexemplaryusecaseof
a witness device discovery process according to an
embodiment.

DETAILED DESCRIPTION OF EMBODIMENTS

[0032] Embodiments of the present invention are de-
scribed below based on an IoT network or a 5G cellular
network environment.
[0033] Throughout the present disclosure, a "hub" is to
be understood as a connection point or network device
that serves as place of convergence for data from one or
more devices and then forwards the data in one or more
other directions. It may have a built-in switch, which
maintains the information necessary to determine how
and where data is to be forwarded. In a smart home
environment, an associated smart home app may act
as a "universal remote" for all smart home devices,
allowing the owner to monitor elements of the smart
homenetworkandautomate, scheduleandcontrol tasks.
Smart home hubs may be able to control many smart
home and/or IoT-enabled devices and systems, includ-
ing smart sensors on thermostats, lightbulbs, outlets and
switches, door locks and sensors, doorbells, garagedoor
openers, energy monitors, and window treatments/cov-
erings and sensors. They can also control motion sen-
sors, flood and leak sensors, smart radios and speakers,
security systems and cameras, smoke and carbon mon-
oxide detectors, irrigation controllers, and fans, water
heaters and other household appliances. It should be
understood that the ‘home’ situation may be generalised
to any situation where a hub may be used, including, but
not limited to, medical facilities, commercial, industrial
and other public spaces.
[0034] Moreover, an "event" is to be understood as a
physical occurrencewhich is sensed by a primary device
and/or derived from analysis of a model which operates
on data from one or more primary devices. Such a
"model" may be any model external to the concerned
system, which operates on data from sensors within the
concerned system (network) to produce a computed
result. In the sense that it operates on data from the
sensors, it may be considered ’downstream’. Examples
are machine learning models which may analyze data
streams from one or more sensors to produce a decision
(such as a digital biomarker model described in connec-
tion with the use case of Fig. 4).
[0035] Further, "witness devices" are to be understood
as devices that can sense one or more parameters
relevant to an event, those parameters having also been
sensed by at least one primary device, to produce "wit-
ness data". The sensing (and therefore the witness data)
need not be based on the same sensing modality or type
asusedby theprimarydevice.Agroupof several sensors
may act together to constitute a single (virtual) witness
device with their witness data subject to data fusion.
[0036] Further, a "witnessing period" is to be under-
stoodasa timeperiodafter discovery of awitnessdevice,

over which witness data of the witness device is com-
pared to data obtained from the primary device. This
period may contain several events. The length of the
witnessing period may be subject to a system policy or
may be requested by the primary device (especially,
where it requires a testing function).
[0037] Further, a "look-back period" is to be under-
stood as a time period prior to an event (or for an ongoing
sensing, prior to receipt of a sensing request), overwhich
data fromwitnessdeviceswouldbeexpected to correlate
with data from a primary device if they have sensed the
same event. This period will depend on temporal dy-
namics of the event and may be set dynamically or
subject to a system policy.
[0038] Witness devices are a useful feature of device
or sensor networks, in which an external or third-party
device canbe recruited to sensesomedata relevant toan
event which is sensed by a primary device. In the follow-
ing embodiments, the basic concept ofwitness devices is
applied to wearables sensing data, wherein the witness
device may check whether a primary wearable device
has initiated an RF transmission at a plausible time and
may select one or more witness devices under restricted
conditions (e.g., where simple, deterministic algorithms
operate on the primary device’s data). Other applications
may include wireless networks such as WiFi or cellular
networks. Inparticular, in acellular networkabasestation
such as a 5G gNB may act as the "hub" and user equip-
ment (UE) devices may act as "witness devices".
[0039] Fig. 1 schematically shows a summarizing ar-
chitecture of a witness device discovery system accord-
ing to various embodiments.
[0040] It should be noted that throughout the present
disclosureonly thoseblocks, componentsand/ordevices
that are relevant for understanding the proposed data
distribution function are shown in the accompanying
drawings. Other blocks have been omitted for reasons
of brevity. Furthermore, blocks designated by same re-
ference numbers are intended to have the same or at
least a similar function, so that their function is not de-
scribed again later.
[0041] A sensor network (SN) 10 comprises a plurality
of sensors 12, 14 configured to collect data froman event
(e.g., scene) and provide network connections to a hub
(H) 20 and optionally to each other and/or "external"
sensors from other sensor networks (e.g., adjacent sen-
sor networks). The sensing function of these sensors 12,
14 may be their primary function (e.g., a microphone
which senses sounds) or may be a secondary function
derived by operating their hardware in a specific sensing
mode (e.g., sensing the presence of a person using
RF/Wi-Fi™ signals from a communications device).
[0042] The plurality of sensors 12, 14 can be divided
into several sub-sets including primary devices (PD) 12
(e.g., one or more sensors that collect data requiring a
witness device), potential sensors (PS) 14 (e.g., sensors
that have been identified as possible witness devices by
the hub 20 after its initial filter operation (e.g., as de-
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scribed in connection with the procedure of Fig. 4), and
selected sensors (SS) 140 (e.g., sensors that have been
selected from the potential sensors 14 by a sensor selec-
tion algorithm (SSA) 24 provided e.g. by the hub 20 (e.g.,
as described in connection with the procedure of Fig. 4).
The selected sensors 140 may be temporarily operated
in a non-standard mode (e.g., a high energy-consump-
tion sensing mode).
[0043] In an example, a device may comprise multiple
sensors generatingmultiple data outputs. For instance, a
device may include both a camera and a microphone. A
device may also comprise a single sensor (e.g., a cam-
era) that may also generate multiple data outputs (e.g.,
video in standarddefinitionandvideo inhighdefinition).A
device may also comprise a wireless interface used for
wireless communication and/or sensing. Thus, through-
out the present disclosure, the term "sensor" or "device"
may also refer to one or more data generating devices
with one or more respective data outputs.
[0044] In an example, the sensor network 10may also
be implemented as a combination of multiple "indepen-
dent" networks whose devices can cooperate with each
other, despite of being in different "independent" net-
works (e.g., belonging to different users, having a differ-
ent personal area network identifier (PAN ID), having a
different Wi-Fi™ service set identifier (SSID), etc.). For
instance, a first user may have a first sensor (e.g., a Wi-
Fi™ camera in a first Wi-Fi™ network) and a second
nearby user may have a second sensor (e.g., a Wi-Fi™
camera in a second Wi-Fi™ network) and output data of
the second sensor may be used as witness information
for the first sensor. For instance, it may refer to two
(adjacent) wireless access devices such as two 5G base
stations providing (wireless communication/sensing)
services to multiple UEs.
[0045] Furthermore, the hub 20may be comprise or be
configured as a central controller within a network that
has communications and control links with a plurality of
other devices on the network, as well as the necessary
computing hardware to process and store input data. An
example would be a physical hub device within an IoT
network, or a cloud service implementing the same func-
tionality.
[0046] In an example, the hub 20may be implemented
as or may comprise an optional user interface (UI) 28 for
allowing user interaction.
[0047] The hub 20 may be implemented as a single
device ormay be a distributed systemconsisting ofmulti-
ple devices. The hub 20may be a smart device such as a
smart phone or tablet or it may be integrated with such a
smart device, e.g., by interacting with software running
on the smart device where the software may run either in
the operating system (e.g., iOS, Android, etc.) or in an
application.
[0048] In embodiments, the hub 20 may contain or
access one or more of a model analysis module
(MAM) 22, the above-mentioned sensor selection algo-
rithm 24, awitness device algorithm (WDA) 26, a witness

device database (WD-DB) 260 for (persistently) storing
discovered witness devices for future witnessing pur-
poses of similar events, and a privacy and/or user con-
sentmodule (e.g., provided in or by the user interface 28)
for configuring privacy and/or user consent settings as-
sociated to a device and/or a device data output so that
the device and/or the device data output may be used in
the system.
[0049] The model analysis module 22 may be config-
ured as a software module (as described in the below
second embodiment) which is configured to use models
to produce an estimated event that has caused a given
decision and to obtain or simulate sensing data which
would have constituted the event. In an example, the
model analysis technique described in R. Chen et al.:
"Explaining Neural Networks Semantically and Quanti-
tatively", 18 December 2018 (arXiv: 1812.07169v1
[cs.CV]) or other similar techniques may be used here.
[0050] Furthermore, the sensor selection algorithm 24
may be configured to select and/or construct witness
devices from the set of potential sensors 14 based on
their data streams. In an example, data comparison and
data fusion techniques may be used here, such as a
correlation discovery technique described in Y. Liang et
al.: "Energy-efficientCollaborativeSensing: Learning the
Latent Correlations of Heterogeneous Sensors", June
2021, ACM Transactions on Sensor Networks, Vol. 17,
Issue 3, Art. No.: 33, pp 1‑28.
[0051] Additionally, the witness device algorithm 26
may be configured to compare data from one or more
of the selected sensors 140 to data requiring a witness
from the primary device or model analysis module 22,
and to output direct witness data (e.g., where it is above a
correlation threshold) or a processed decision (e.g.,
"event witnessed", or "event not witnessed"). In an ex-
ample, the witness device algorithm 26 may also imple-
ment a correlation discovery technique as described in Y.
Liang et al.: "Energy-efficient Collaborative Sensing:
Learning the Latent Correlations of Heterogeneous Sen-
sors", June 2021, ACM Transactions on Sensor Net-
works, Vol. 17, Issue 3, Art. No.: 33, pp 1‑28, but operat-
ing on data from the one or more selected sensors 140
rather than the potential sensors 14.
[0052] In another example, the witness device algo-
rithm 26 may also implement data comparison techni-
ques to quantify a degree of correlation between witness
device data and the primary device data.
[0053] In a further example, the witness device algo-
rithm may also implement data fusion techniques (e.g.,
for constructing of virtual devices from selected sensor
data) as described e.g. in P. Mani et al.: "Ant Colony
Inspired Machine Learning Algorithm for Identifying and
Emulating Virtual Sensors", 2 November 2020, (ar-
Xiv:2011.00836v2 [cs.LG],).
[0054] Thus, the architecture of Fig. 1 allows, accord-
ing to various embodiments, witnessing of events re-
corded by a primary sensor by any available device,
without causing undue resource consumption, by a sys-
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tem which recruits (and where needed, configures) wit-
ness devices such that their recent past sensing data has
maximum expected correlation to the event’s data
stream as recorded by the primary sensor (e.g., in the
below first embodiment), or sub-sets of an overall data
streamwhich are important for models (e.g., in the below
second embodiment). The selected sensor(s) 140 may
provide (a) witness device(s) by having sensed the same
event as the primary device and may then further be
checked over an upcoming time period to act as an
external proof of e.g. correct functioning of the primary
sensor or modelled data. Thus, the system may be
considered to ’enable’ the witness device(s) in that the
recruiting may involve selecting, configuring or even
performing discovery of such witness device(s).
[0055] Thus, by recruiting or creating witness devices
based on their expected correlation to the sensed para-
meter of importance, the systembecomesmore robust to
situations where a model relies on some unknown com-
bination of data from different sensors, and/or where
there is a risk of eavesdropping by falsely requesting
witness data, and/or where no direct witness device is
available, requiring a combination of inputs from several
devices.
[0056] However, in an example, a selected sensor 140
that shows a high correlation (e.g., beyond a predefined
threshold) may be marked as having a data feature in
common with the primary sensor, which may reduce its
probative value and may make the selected sensor 140
less reliable. For example, primary and witness sensors
that are connected to the same mains network (power
grid) may be highly correlated by receiving same spikes
at the same time through their power supply circuits,
regardless of the observed event. Such a marking may
be considered during the witness device selection pro-
cess.
[0057] According to various embodiments, a system
for witness device discovery and selection is provided, in
which potential witness devices (e.g., the selected sen-
sors 140) are selected based on their ability to produce
data with a high degree of correlation to a second input
data stream (target date stream to bewitnessed), where-
in the selected witness devices may include a combina-
tion of devices.
[0058] In an embodiment, an input data streammay be
derived from an analysis of a computed or modelled
output (which may have been produced by a machine
learning model), rather than raw data, wherein the ana-
lysis may be adapted to produce an estimate of a likely
raw sensor data input which produced the modelled
output, and/or wherein the analysis may be adapted to
produce an estimated input which is not related to any
single raw sensor data stream, but rather a combination.
[0059] In examples, embodiments may be used in a
system for testing devices and/or models based one or
more witness devices requested from a device discovery
system according to embodiments.
[0060] At least some of the embodiments presented

herein may be directed to using more than one witness
device to record data about a given event (e.g., combin-
ing data from multiple witness devices) to e.g. increase
the reliability of the system, and/or to recruit potential
witness devices not only based on their location, avail-
ability, or according to some fixed policy, but also based
on their ability to accurately sense data relating to the
event to bewitnessed. Virtual sensorsmay be created by
grouping sensing data from several physical sensors,
which sense aspects of the same shared event, and
using data fusion techniques. Such data fusion techni-
ques may involve a process of integrating multiple data
sources to produce more consistent, accurate, and use-
ful information than that provided by any individual data
source.
[0061] Moreover, at least some of the embodiments
presented herein may be configured to allow discovering
witness devices in a network of heterogeneous sensors,
where each sensor may only have a ’partial’ view of the
event and/or where sensors sense differing modalities.
Furthermore, events of complex type (such as those
used withinmachine learningmodels) can be witnessed,
where it will not be obvious which single, fixed witness
device is indeed relevant. Moreover, robust privacy pro-
visions can be included, such as ensuring that the re-
quester of witness data also themselves witnessed the
event in question (to avoid eavesdropping). This can be
done by having the device in question present a small
data sample, which, if correlates, gives an indication of
having witnessed the same event, and in this case, data
can be shared.
[0062] In at least someembodiments, a dynamic learn-
ingprocessmaybeprovided todiscoverwhich sensors in
a group can produce data that correlates to another
sensor’s data, even when those sensors are of quite
different types. Thesystemmay learn ’latent’ correlations
between the data streams from the various sensors.
[0063] In some embodiments, witness devicesmay be
used to witness a signal that is being measured by a
device. This can allow the hub to use thewitness devices
to measure a highly correlated signal with the one mea-
sured by the device, and this signal may then be used,
e.g., to control the device. Such a technique may be
applicable to cellular networks where usually a base
station (hub) sets / selects communication parameters
based solely on the measurements and indications of a
given UE. Such measurement may be things like the
channel state information measured by the UE and re-
ported to the base station. Using witness devices may
allow the base station to use an additional source of
information to verify the reported measurements or work
in absence of them and when they are of bad or low
quality. For instance, a resource constrained device such
as a passive IoT tag may be too resource constrained to
make (accurate) measurements or report them. How-
ever, a close-by UE may be recruited as witness device
and used to report measurements correlated with those
of the passive IoT tag. This can allow the hub (base
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station) to better communicate with the passive IoT tag
even if the passice IoT tag cannot actively communicate
or its measurements are of low quality.
[0064] Whilemany techniques are known for exploring
neural networks, a quantitative system may be used
(e.g., as described in the below second embodiment of
Fig. 4), so that a (numerical) threshold may be assigned
to the ’importance’ of a given data stream. In an example,
a secondary, explainable model may output a quantita-
tive explanation for a target primary model.
[0065] Fig. 2 schematically shows a process flow dia-
gram of witness device discovery using the architecture
of Fig. 1.
[0066] In initial steps S201a (related to the first embo-
diment ofFig. 4below) resp.S201b (related to thesecond
embodiment of Fig. 4 below), raw sensing data of a
primary device (PD) 12 (first embodiment) or derived
input data (e.g., derived from analysis of a model) of
the module analysis module (MAM) 22 (second embodi-
ment), respectively, to be witnessed and representing an
event requiring awitness device, is sent to the hub (H) 20
(e.g., a cloud network controller or other central node). In
response, the hub 20 may be set into a discovery mode
(DM).
[0067] Then, the hub 20 requests in stepS202 sensing
data from the potential sensors (PS) 14, e.g., by sending
a sensing data request that may include a look-back
period and optional metadata relating to an observed
event and/or other relevant parameters (e.g., user per-
missions, operational parameters, etc.).
[0068] In response, the hub 20 receives in step S203
sensing data obtained during the look-back period and
optional metadata.
[0069] Furthermore, in step S204, the hub 20 forward-
s/inputs the data to be witnessed to the witness device
algorithm (WDA) 26.
[0070] In step S205, the hub forwards/inputs the sen-
sing data (candidate sensors’ look-back data) received
from the potential sensors 14 to the sensor selection
algorithm (SSA) 24 which calculates correlations be-
tween the candidate sensors’ look-back data and the
data requiring a witness (which may happen on an in-
dividual sensor level, or by grouping together several
potential sensors as candidate witness sensors).
[0071] Furthermore, the sensor selection algorithm of
the hub 20 selects the best potential sensor(s) or sensor
combination to become witness device(s) and outputs
the result (e.g., the selected sensors 140 and correla-
tions) to the hub 20 in stepS206, wherein the hub 20may
now be set into an active mode (AM).
[0072] In some cases, the hub 20 may also instruct
devices (e.g., a vacuum cleaner in a smart home or an
unmanned aerial vehicle carrying a cellular base station
with wireless communication/sensing capabilities) to get
closer to the primary device so that the sensedmeasure-
ments are correlated.
[0073] Then, in step S207, the hub 20 may send sen-
sing data request(s) with control parameters to the se-

lected sensors 140 to instruct the selected sensors140 to
maintain samesettings for anupcoming ’witnessing’ time
period.
[0074] In response, the hub 20 may receive from the
selected sensors 140 in stepS208 sensing data obtained
during the witness period.
[0075] Thereafter, in step S210, the hub 20 forward-
s/inputs the received sensing data of the witness period
to the witness device algorithm 26.
[0076] Finally, in step S211, the witness device algo-
rithm 26 outputs a witness result to a user (e.g., reques-
ter) via a suitable user interface UI (e.g., the user inter-
face 28 of Fig. 1) or database (DB) (e.g., the witness
device database 260 of Fig. 1). In an example, the sen-
sing data received in step S203 from the selected sen-
sors 140 of the potential sensors 14 during the look-back
period and the sensing data received in step S208 from
the selected sensors 140 during the witnessing time
period may be returned to the user or may be output in
a processed format (e.g., ‘event witnessed’ or ‘event not
witnessed’).
[0077] The following embodiments relate to proce-
dures forwitnessdevicediscovery, selectionand/orman-
agement.
[0078] Fig. 3 schematically shows a flow diagram of a
procedure for configuring a sensor as primary device or
witness device in a sensor network according to various
embodiments.
[0079] Oneormoreof the followingstepsS301 toS303
may be executed one or more times with the purpose of
configuring a sensor as a witness device in a sensor
network (e.g., the sensor network 10 of Fig. 1).
[0080] In step S301 (INST/COMM), a user may install
and commission a new device in the sensor network.
[0081] Then, in step S302 (PRIV/CONS), the new
device is added to the sensor network (e.g., the sensor
network 10 of Fig. 1) and a hub (e.g., the hub 20 of Fig. 1)
may request the user to include privacy and/or user
consent settings for the new device.
[0082] The requested privacy and/or user consent set-
tings for the new devicemay refer to the availability of the
new device to acts as a witness device, wherein the user
may need to configure in step S303 (CONFIG) one or
more of a type of device (e.g., primary device (e.g., the
primary device 12 in Fig. 1) and/or witness device (e.g.,
the potential sensor 14 of Fig. 1), a type of sensor(s) that
is/are available in the device, a type of data outputs that
are available in the device, an applicable context (e.g.,
time, location, network where the device is connected to,
content of the data output, emergency, etc.) for sharing (if
configured as witness device) or receiving (if configures
as primary device) data outputs, and/or primary devices
that are allowed to receive a given data output of a
witness device (which may refer to a specific device, a
type of device, or devices in a given independent net-
work). In some cases, the user consent privacy settings
maybe available as part of a subscriber profile (e.g., as in
cellular networks). In some cases, the user consent /
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privacy settings may be configured agreed when instal-
ling and setting up an account in the hub of a smart home
where the hub is in charge of the smart home devices
where the account may be with an operator of a smart
home environment.
[0083] Theapplicable contextmay comprise e.g. a rule
that the data output may only be shared in a given
context, e.g, a time period (between 8am and 8pm),
and/or a location. For example, a rule might be that the
data output of a vacuum cleaner may only be shared
when the vacuum cleaner is on the ground floor (e.g.,
living room and kitchen) but not when it is in the first floor
(e.g., bathroom and bedrooms). Another example might
concern a connectivity mode - e.g., the data output may
only be shared with devices in the sameWi-Fi™ network
or in a 5G network but not in a 2G/3G/4G network). The
rule may also be that the data may only be shared with
given persons/roles (e.g., a rule that the data output may
only be shared when no person is detected in the video
output). It may also be that a rule relating to an overall
context applies - e.g., a rule that previous rules may not
apply in case of emergency (e.g., a scream/gunshot is
detected, emergency button is pressed, etc.). It should
understood that the rule may be a complex combination
of various things like the examples above.
[0084] Other configuration parameters (e.g., location
of devices) may also be estimated/configured.
[0085] In examples or specific cases, the above user
configuration of step S303 may be automated, e.g., a
device may have and/or store and/or access a (default)
configuration with standard settings applicable to the
device and may automatically apply this (default) config-
uration, or the hub may apply standard settings to the
devicewhere the standard settingsmayhave been (pre‑)
configured by the user.
[0086] In other examples, the privacy and/or user con-
sent settingsmaybeconfigured in stepS303bymeansof
a user interface (e.g., the user interface of an app and/or
an operating system of a smart device and/or the hub
(e.g., the user interface 28 of Fig. 1).
[0087] In further examples, the privacy and/or user
consent settings may be configured in step S303 in
different granularities, e.g., per device, per device type,
per network, per user, or the like.
[0088] In still further examples, the privacy and/or user
consent settings may be stored in the hub.
[0089] In still further examples, the privacy and/or user
consent settings may be stored in the device (e.g., the
primary device and/or the witness device) so that the
settings can be taken into account during operation, e.g.,
in the embodiments described in connection with Fig. 4
below.
[0090] Fig. 4 schematically shows a flow diagram of
procedure for witnessing a defined primary sensor ac-
cording to first and second embodiments.
[0091] The procedure of Fig. 4 may be designed to
enable witness data to be generated using multiple de-
vices in a network, and even for complex inputs. The

procedure may further be designed such that the hub
(e.g., the hub 20 of Fig. 1) can choose a set of selected
sensors (e.g., the selected sensors 140 of Fig. 1) from
which to obtain witness device data after having exam-
ined a broader pool of potential candidates (e.g., the
potential sensors 14 of Fig. 1), to strike a balance be-
tween a broad search for witness devices and placing
undueburdenonmanysensors (e.g., asdescribedbelow
in connection with steps 402 and 404).
[0092] According to a first embodiment, a sensor is
configured as a primary device to be witnessed.
[0093] Oneormoreof the followingstepsS401 toS408
maybeexecuted (e.g., by the hub20 andat least someof
its related modules/algorithm 22, 24, 26, 28 and the
database 260 of Fig. 1) one or more times with the
purpose of witnessing a defined primary sensor.
[0094] In step S401 (DI - WDA), data representing the
event requiring a witness device is sent from a primary
device (e.g., the primary device 12 of Fig. 1) to the hub
(e.g., a network controller or other central device such as
the hub 20 of Fig. 1). The data may be raw sensing data
obtained from a target sensor or data derived from an
analysis of a model, e.g., via the model analysis module
22 of Fig. 1. A request for a witness device may be
generated and the data to be witnessed may be input
to the sensor selection and witness device algorithms
(e.g., the sensor selection algorithm 24 and the witness
device algorithm 26 of Fig. 1) to serve as a basis for later
comparison.
[0095] In an example, the request for a witness device
may be generated by the primary device itself, e.g.,
according to a policy (such as requiring a witness for
every n events)whichmay be configured by the hub or by
a user, or as a result of sensing a type of data which is
knownor expected to be, e.g., sensitive in nature or faulty
or incomplete, and would therefore benefit from an ex-
ternal check, or in response to a user request, or as a
periodic test or calibration function.
[0096] The above last option may be especially rele-
vant in cases where a primary device implements some
local processing on its raw data, wherein such local
processing may comprise local machine learning algo-
rithms which are allowed for training purposes on the
primary device. In such a case, the primary device may
determine that it has been running unsupervised (i.e.,
gathering local training data) for too long and therefore
requires an external check to make sure that its local
model structure has not diverged too far from an allow-
able limit.
[0097] In another example, the request for a witness
devicemay begenerated by the hubproactively in a case
where the hub implements a monitoring function and
discovers discrepancies between sensors which were
previously correlated, or reactively in thecaseswhere the
data of the primary device indicates an event which is
estimated as ‘important’ or sensitive in nature, or in
response to a user request via the user interface.
[0098] Furthermore, the data to be witnessed may be
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sent to the hub in the form of raw data with a maximum
sampling rate, precision etc. available to the primary
device, and with no or minimal local processing carried
out by the primary device. Thereby, chances of finding a
correlated sensor in later steps can be maximized.
[0099] It is noted that using raw data of the event to be
witnessed may enhance the overall security of the sys-
temby ensuring that any primary device can only request
and receive witness data relating to events which it
witnessed itself.
[0100] In examples, data may also be shared accord-
ing to the privacy and/or user consent configurations
described above in connection with Fig. 3.
[0101] In other examples, the hub may also receive or
extract or estimate metadata including one or more of a
location of the primary device and its estimated sensing
range, sensing parameters used (e.g., energy, sensitiv-
ity, sensing type), and an estimated type or nature of the
event and/or its time-position in the data stream (where
the event has been sensed by the primary device). This
metadata may also be received and/or extracted and/or
estimated and/or configured in an initial configuration
phase (e.g., as described above in connection with
Fig. 4).
[0102] In examples, a close-by devicemay also trigger
the request for a witness device, e.g., a device may offer
itself to become awitness device of a primary device. For
instance, a user equipment may send a request to be-
come a witness device of an ambient IoT device so that
communication with the ambient IoT device is facilitated
by the measurements of the user equipment.
[0103] In step S402 (SEL PS), the hubmay perform an
initial filter operation on the whole sensor network to
identify a subset of sensors that are expected to be good
candidates for witness devices (e.g., the potential sen-
sors 14 of Fig. 1).
[0104] Thehubmayalso calculate asuitable look-back
period, and optionally a suitable witnessing period, e.g.,
based on temporal dynamics of the data to bewitnessed.
[0105] In examples, the potential sensorsmaybe iden-
tified by one or more of their approximate location and
sensing range that match those reported in the above
metadata of step S401, their sensing type that matches
that reported in the above metadata of step S401, the
configuration data (e.g., as described in connection with
Fig. 3 above), their non-rejection by the hub since their
owner or user has given permission to act as witness
devices, their availability to act aswitness devices during
the look-back period (and probably also during the wit-
nessing period), i.e., they were not switched off or idle
during the look-back period and they are not expected to
be busy or heavily loaded during the witnessing period.
[0106] In some cases (e.g., where only one or a few
potential sensors are identified), the set of potential sen-
sors may directly be determined as selected sensors,
and step S404 below may be skipped.
[0107] In examples, the look-back period may be cal-
culated by examining temporal dynamics of the data

(where no defined event is contained in the data to be
witnessed, e.g., data which is collected at a high sample
rate, and/or which changes rapidly, may need a shorter
look-back period compared with data which changes
more slowly, which determination can be made based
on the chance of finding a random correlation (or a
specific correlation) to the data in stepS404below,which
may require a certain level of ’uniqueness’ in the data), or
by examining the period over which the event occurred
plus suitable buffers (where a defined event is contained
in the data to be witnessed). In both cases, the hub may
be configured to set the look-back period as short as
possible while achieving the above aims.
[0108] In examples, thehubmayalso take into account
typical buffer lengthsand/ormemorycapacityof itself and
any potential or selected sensors to ensure that the data
collected during the look-back period fits within the avail-
able memory space.
[0109] In other examples, a default look-back period
may be configured or the look-back period may be cal-
culated as described above during the configuration
stage, e.g., as described in connection with Fig. 3 above.
[0110] Furthermore, in examples, the witnessing per-
iod may be calculated based on an expected repetition
frequencyof theevents tomaximize thechances that one
occurs (where a future event is to be witnessed), and/or
temporally dynamics of the data (where no definedEvent
is witnessed).
[0111] In other examples, a default witnessing period
may be configured or the witnessing period may be
calculated as described above during the configuration
stage, e.g., as described in connection with Fig. 3 above.
[0112] In step S403 (REQ SD), the hub may request
data from the potential sensors over the look-back per-
iod. Furthermore, the hub may optionally supply operat-
ing modes, provide coordination, and/or temporarily dis-
able on-deviceprocessing of sensor data on thepotential
sensors, where required. At this stage, the coordination
by the hub may aim at avoiding potential interference
between the potential sensors and (optionally) ensuring
similarity between the sensing mode employed by the
potential sensors and that used by the primary device.
[0113] In stepS404 (SD→SSA), the hubmay input the
sensing data from the potential sensors as collected
during the look-back period to the sensor selection algo-
rithm (e.g., the sensor selection algorithm 24 of Fig. 1)
which may perform a second filter operation on the
potential sensors to identify which sensors best correlate
to the data to be witnessed. The selected sensor(s), any
groupings, and their degree of correlationwith the data to
be witnessed is returned as an output to the hub. Where
no good correlation is found, step S403may be repeated
using a wider pool of potential sensors and/or different
operating modes or settings.
[0114] In examples, the sensor selection algorithm
may compare the data from the primary sensor to data
from all the potential sensors to discover correlations,
e.g., by using the techniques described in Y. Liang et al.:
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"Energy-efficient Collaborative Sensing: Learning the
Latent Correlations of Heterogeneous Sensors", June
2021, ACM Transactions on Sensor Networks, Vol. 17,
Issue 3, Art. No.: 33, pp 1-.
[0115] In examples, the potential sensors may also be
grouped and the comparison re-run against the groups,
similar to virtual sensors as discussed in P. Mani et al.:
"Ant Colony Inspired Machine Learning Algorithm for
Identifying and Emulating Virtual Sensors", 2 November
2020, (arXiv:2011.00836v2 [cs.LG]).
[0116] In other examples, the sensor selection algo-
rithmmay be configured to calculate an expected degree
of correlation between the potential sensors and the data
from the primary device. It may then rank the potential
sensors based on the degree of correlation and may
select a minimum rank (number) as a threshold to be-
comeselectedsensor such that there isahighcorrelation
either from one selected sensor or as a group of selected
sensors. In an example, the level of correlation that is
considered ’high’ may be set by a system policy. For
example, if no sensor or group of sensors correlates
above 50% with the data obtained from the primary
device, the sensor selection algorithm may return a flag
to the hub indicating that awider pool of potential sensors
is required.
[0117] At this stage, theaimofselectingasub-setof the
potential sensors may be that it allows a smaller pool of
sensors to be controlledmore closely by the hub, without
placing undue burden on many potential sensors. For
example, the hub may instruct a selected sensor to
employ an advanced, computing‑ or energy-intensive
processing technique to better witness an event, but it
may well be impractical to ask many potential sensors to
doso, or to commission suchasensor permanently to the
sensor network.Where any such advancedmodes are to
be used, the above comparison, grouping and/or corre-
lation stepsmay be re-runwith thosemodes activated, to
estimate a new degree of correlation with the primary
device’s data after the processing.
[0118] The hub may also configure a witness device
with a schedule to perform and report sensed measure-
ments. For instance, the schedule may relate to the
timing in which the measurements need to be performed
so that they match the measurements of the primary
device and/or reported. The hub may also configure a
witness device with configuration parameters and/or a
specific model, e.g., an AI model that allow performing a
better sensing for the specific type of primary device
under consideration. For instance, if a specific type of
ambient IoT device is to be witnessed, and it is desired to
estimate how well the received signal by the ambient IoT
device is, a close by user equipement may be configured
with communication parameters (e.g., IoT device type)
and/or AI model that allow the witness device to estimate
the actual measurements of the primary device.
[0119] In an example, above comparison, grouping
and/or correlation steps may (also) be carried out and/or
configured during the initial configuration (e.g., as de-

scribed in connection with Fig. 3 above) and/or a config-
uration obtained at a given point of time may also be
stored so that it can be reused at a later point of time.
[0120] In step S405 (DLB - WDA), where no future
witness period is required (e.g., to witness a discrete
event in the past), the data obtained during the look-back
period may be input directly to the witness device algo-
rithm (e.g., the witness device algorithm of Fig. 1) which
may then output a decision on whether the event has
been witnessed. If necessary, the witness device algo-
rithmmay indicate to the hub that a different combination
of sensors is needed, and steps S403 and S404 may be
re-iterated.
[0121] In step S406 (COLL SD(WP)), where a future
witnessing period is required (for example, to check
correct functioning of a primary sensor or model), the
hub may control the selected sensors to collect sensing
data over the witnessing period, e.g., including providing
orchestration, usage settings and control parameters.
The sensing data obtained during the witnessing period
is then returned by the selected sensors to the hub, e.g.,
as raw (unprocessed) data.
[0122] In step S407 (WDA→WR), the hub may input
the data obtained in step S406 to the witness device
algorithm, which compares it against the data from the
primary sensor to bewitnessed and outputs a witnessing
result.
[0123] In examples, the witnessing result may include
one or more of an indication that an event has been
witnessed, a determined probability of a correct wit-
nessed event, and data associated to the witnessed
event from both the primary device and the witness
device.
[0124] In examples, the witness device algorithm (wit-
nessing algorithm) may use the correlation discovery
technique described in Y. Liang et al.: "Energy-efficient
Collaborative Sensing: Learning the Latent Correlations
of Heterogeneous Sensors", June 2021, ACM Transac-
tions on Sensor Networks, Vol. 17, Issue 3, Art. No.: 33,
pp 1‑28 for its comparison, or any suitable direct data
comparison technique between the two data streams or
data sets or outputs.
[0125] In other examples, thewitnessing result may be
generated based on a shared observation by the witness
device and the primary device of one or more events
during the look-back and/or witnessing periods. In this
case, the event may be considered as ’witnessed’ or ‘not
witnessed’, or the witness device algorithmmay output a
confidence score relating to the degree of correlation
between the witness data and the primary device data
during the event.
[0126] In further examples, the witnessing result may
be generated based on a high degree of correlation
between the witness data and the primary device’s data
during the look-back period which then continues during
the witnessing period (implying that the primary device’s
observations during the look-back periodwere unlikely to
be erroneous). This may be relevant to situations where
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the primary device is being tested, rather thanwitnessing
of discrete events. In determining the degree of correla-
tion required to constitute a successful test, the witness
device algorithm may take into account the degree of
correlation observed between the selected sensors and
the primary device in step S404.
[0127] Where only a weak correlation is found, the
witness device algorithm may indicate to the hub that
additional witnessing data may be required from a po-
tentially different set of potential and/or selected sensors,
inwhichcasestepsS404,S405andS406mayneed tobe
re-iterated.
[0128] In some cases, the witness device may match
whether itsmeasurementsare correlatedwith theonesof
the primary device, and adapt its settings accordingly. In
some cases, the primary device may report its measure-
ments with low frequency (e.g., to reduce energy con-
sumption) and rely on themeasurements reported by the
witness device for its operation.
[0129] Finally, in step S408 (WR → U), the witness
resultmaybepassed to theuser via auser interface (e.g.,
the user interface 28 of Fig. 1) or may be stored in a
witness device database (e.g., the witness device data-
base 260 or sent to an application (e.g., an application
performingoperations, e.g., resource scheduling ormes-
sage transmission, based on the witness result. Option-
ally, the set of potential sensor(s) and/or selected sen-
sor(s) usedby thewitnessdevicealgorithm in stepsS405
and S407 may be stored (persistently) in the witness
device database to witness future events of similar type.
[0130] In a variant of this embodiment, the collected
data may be used to train AI/ML models that may be
configured in witness devices to improve the witness
capabilities of different types of primary devices.
[0131] In a variant of the first embodiment, the primary
device may contact potential witness devices in step
S402, and if authorized, selected witness devices may
share their data.
[0132] The following second embodiment (model ana-
lysis) allows a witness device to be identified for events
which do not come from one specific primary sensor but
instead relate to the output of a model. This may be, for
example, a machine learning model which receives its
input data from one ormore primary sensors and outputs
a decision or other processing of that data (although, this
is not limited to machine learning models specifically).
For instance, itmaybeamachine learningmodel running
on a device and taking a video stream as input and
capable of detecting events such as the presence or
scream of a person.
[0133] The procedure of the second embodiment is
similar to the above procedure of the first embodiment,
except for step S401where, instead of inputting raw data
from a primary sensor, the model analysis module ana-
lyses an output of a relevant model (which may be a
machine learning model or otherwise - i.e., the "target
model") to identify a calculated, effective data stream(the
"effective raw data") which requires a witness device.

[0134] In an example, the effective rawdatamay relate
to an estimated or calculated input of raw data from a
primary sensor to the target model (which may also be a
"model"). E.g., where the target model is amore straight-
forward data analysis model (such as averaging, data
fusion, etc.), themodel analysis module may examine its
output and use its knowledge of the target model’s struc-
ture and function to reverse that output (assuming that a
reversible transformation is applied by the target model)
to one or more expected inputs. These expected inputs
are labelledas theeffective rawdataandused in themain
method in place of the raw data from the primary sensor.
[0135] In another example, the effective raw data may
relate to data which does not necessarily match to any
primary sensor, but instead has been identified by the
model analysis module as being likely to have high im-
portance in triggering the target model to produce the
observed output. This might be especially relevant, for
example, where the target model implementsmore com-
plex analysis techniques including machine learning. In
this case, the model analysis module attempts to identify
data streams which, if they had been observed, are likely
to have caused the output or decisionwhichwas given by
the target model.
[0136] For example, in the case of identifying a data
stream relevant to a target model which is a neural net-
work, the model analysis module may implement a tech-
nique, such as that described in R. Chen et al.: "Explain-
ing Neural Networks Semantically and Quantitatively",
18 December 2018 (arXiv: 1812.07169v1 [cs.CV]), to
analyze which inputs have a high importance to the
specific decision of the target model. For those inputs,
themodel analysis module may directly receive (e.g., via
querying the target model) or simulate a data stream
whichwould causeahighactivation on that input, leading
to the observed decision.
[0137] In examples, to simulate the data stream, the
model analysis module may create synthetic data and
query (a copy of) the target model with it, until a form of
synthetic data is found which has similar importance and
causes similar activations within and decisions of the
target model. Such synthetic data can then be used as
aproxy for theeffective rawdata (even though it is not raw
data itself).
[0138] It is noted that it is not necessary that the model
analysismodule can ’unwind’ the targetmodel to the level
of individual sensors. Rather, only such specific data
streams may need to be identified, which enable a cor-
relation to be found among other, external sensors or
sensor groups.
[0139] Furthermore, the received or calculated data
may be marked as the effective raw data and passed
to thehubas input to themainprocedure,whichproceeds
as described above in connection with steps S402 to
S408 the first embodiment of Fig. 4, attempting to identify
correlations from sensors within the sensor network to
this effective raw data.
[0140] Or alternatively, the effective rawdatamay refer
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to output data generated by the machine learning model
when taking as input the raw data of one or more primary
devices. In this case, it may be desired to verify (e.g., by
means of a witness device) whether the effective raw
data is accurate.
[0141] Ause case example of the above embodiments
relates to digital biomarkers that use sensor data, pro-
cessed through a model, to output health-related para-
meters. In such digital biomarkers, the usedmodels may
becomplexand thenatureof themeasurements takenby
the sensing devices are becoming increasingly uncorre-
lated from those used in traditional biomarkers. Under
such conditions, a single faulty sensor reading may lead
to a disproportionate impact on the accuracy of a digital
biomarker and itwill bedifficult to knowwhat parameter to
sense if an external check (i.e., witness device) is re-
quired.
[0142] For example, a digital biomarker may be based
on a combination of temperature, accelerometer, andRF
sensors, and a witness device may need to be identified
or constructed fromother sensors that have good degree
of correlation with the multimodal data. Furthermore, the
importance of any one of these parameters to a model
may not be obvious. Witnessing such events therefore
represents a valuable use case of the proposed inven-
tion, in particular the above second embodiment.
[0143] Fig. 5 schematically shows an exemplary use
case of the witness device discovery process, according
to an embodiment.
[0144] It is assumed that a room is equipped with
multiple passive infrared (PIR) sensors and a machine
learning model (MLM A), e.g., a neural network, may be
used for people counting based on raw data obtained
from the PIR sensors.
[0145] The effective raw data may be the number of
people as a function of time, as indicated in Fig. 5 by the
three waveforms in the lefthand portion.
[0146] The MLM A may be configured to detect input
data (e.g., waveform amplitudes) that exceed a prede-
termined threshold relevant for decisions. The dark cir-
cles in the network layers of the neural network of MLMA
indicateapathof activatedneuronal nodes that lead toan
output of a decision DNN (e.g., a detected person in the
room).
[0147] The procedure of the above first and second
embodimentsmaynowbeused to derive critical rawdata
DCRIT (e.g., PIR sensor data portion) at the input of MLM
Aand to correlate the critical raw dataDCRIT with sensing
data of one or more witness devices selected from po-
tential sensors or sensor groups (e.g., first and second
cameras 1 and 2, a movement detector, and a micro-
phone located in the room, as shown in Fig. 5). The
potential sensors or sensor groups are capable of gen-
eratingwell-correlated data that can be used to check the
measurement (e.g., over the next few seconds).
[0148] A witness device that may have been selected
by the procedure of Fig. 4 may be one of the first and
second cameras, that (running anothermachine learning

model (MLMB)) also outputs the number of people in the
room.
[0149] By correlating the derived critical data DCRIT to
related sensing data obtained from the witness device, it
is possible to verify by means of the camera device (and
MLM B) that the number of people counted by means of
MLM A and the PIR sensors is accurate.
[0150] Tosummarize, a systemandmethodhavebeen
described for recruiting or creating one or more witness
devices such that their recent past sensing data has
maximum expected correlation to a sensed parameter
of importance (e.g., an event’s data stream) as recorded
by a primary sensor and/or to sub-sets of an overall data
stream which are important for models. Thereby, robust-
ness can be increased in situations where a model relies
on some unknown combination of data from different
sensors, or where there is a risk of eavesdropping by
falsely requesting witness data, or where no direct wit-
ness device is available and a combination of inputs from
several devices is required.
[0151] While the invention has been illustrated and
described in detail in the drawings and foregoing descrip-
tion, such illustration and description are to be consid-
ered illustrative or exemplary and not restrictive. The
invention is not limited to the disclosed embodiments.
It can be applied to various types of mobile devices, such
as mobile phone, vital signs monitoring/telemetry de-
vices, smartwatches, detectors, vehicles (for vehicle-
to-vehicle (V2V) communication or more general vehi-
cle-to-everything (V2X) communication), V2X devices,
Internet of Things (IoT) hubs, IoT devices, including low-
power medical sensors for health monitoring, medical
(emergency) diagnosis and treatment devices, for hos-
pital use or first-responder use, virtual reality (VR) head-
sets, etc.
[0152] Other variations to the disclosed embodiments
can be understood and effected by those skilled in the art
in practicing the claimed invention, from a study of the
drawings, the disclosure and the appended claims. In the
claims, the word "comprising" does not exclude other
elements or steps, and the indefinite article "a" or "an"
does not exclude a plurality. A single processor or other
unit may fulfil the functions of several items recited in the
claims. Themere fact that certainmeasuresare recited in
mutually different dependent claims does not indicate
that a combination of these measures cannot be used
to advantage. The foregoing description details certain
embodiments of the invention. It will be appreciated,
however, that no matter how detailed the foregoing ap-
pears in the text, the invention may be practiced in many
ways, and is therefore not limited to the embodiments
disclosed. It should be noted that the use of particular
terminology when describing certain features or aspects
of the invention should not be taken to imply that the
terminology is being re-defined herein to be restricted to
include any specific characteristics of the features or
aspects of the invention with which that terminology is
associated.
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[0153] Furthermore, in those instances where a con-
vention analogous to "at least one of A, B, and C, etc." is
used, in general such a construction is intended in the
sense one having skill in the art would understand the
convention, e.g., "a system having at least one of A, B,
and C" would include but not be limited to systems that
haveAalone,Balone,Calone, AandB together, AandC
together, B and C together, and/or A, B, and C together,
etc. In those instances where a convention analogous to
"at least one of A, B, or C, etc." is used, in general such a
construction is intended in the sense one having skill in
the art would understand the convention, e.g., "a system
having at least one of A, B, or C" would include but not be
limited to systems that have A alone, B alone, C alone, A
and B together, A and C together, B and C together,
and/or A, B, and C together, etc. It will be further under-
stood by those within the art that virtually any disjunctive
word and/or phrase presenting two or more alternative
terms, whether in the description, claims, or drawings,
should be understood to contemplate the possibilities of
including one of the terms, either of the terms, or both
terms. For example, the phrase "A or B" will be under-
stood to include the possibilities of "A" or "B" or "A and B.
[0154] At least some steps of the described operations
like those indicated in Figs. 3 and 4 can be implemented
as program code means of at least one computer pro-
gram and/or as dedicated hardware of the related net-
work device or function, respectively. The computer pro-
gram may be stored and/or distributed on a suitable
medium, such as an optical storage medium or a solid-
state medium, supplied together with or as part of other
hardware, but may also be distributed in other forms,
such as via the Internet or other wired or wireless tele-
communication systems.

Claims

1. An apparatus for enabling a witness device (140)
used for performing at least one of verifying, repla-
cing and complementing input data derived from a
primary data generating device (12) or from an ana-
lysis by use of amodel, the apparatus being adapted
to select the witness devices (140) from potential
data generating devices (14) based on a degree of
correlation between witness data generated by the
potential data generating devices (14) and the input
data.

2. The apparatus of claim 1 wherein the correlation is
evaluated over a predetermined look-back time per-
iod.

3. The apparatus of claim 1, wherein the apparatus
comprises a model analysis module (22) adapted
to derive the input data from an analysis of a com-
puted or modelled output, in particular an output
produced by a machine learning model.

4. The apparatus of claim 1 or 2, wherein the model
analysis module (22) is configured to use a model to
produce an estimated event that has caused a given
decision and to obtain or simulate sensing data
which would have constituted the event.

5. The apparatus of any one of the preceding claims,
wherein the model analysis module (22) is adapted
toproduceanestimateof a rawsensordata inputor a
combination of raw sensor data inputs, that pro-
duced the computed or modelled output.

6. The apparatus of any one of the preceding claims,
wherein the apparatus is adapted to enable the wit-
ness device (140) such that their witness data has a
correlation above a threshold to an event’s data
stream as recorded by the primary data generating
device (12), or one or more sub-sets of an overall
data stream.

7. The apparatus of any one of the preceding claims,
wherein the apparatus is adapted to analyzewitness
data generated by the selected witness devices
(140) over an upcoming time period to check a
correct functioning of the primary data generating
device (12) or a target model or the witness device.

8. The apparatus of any one of the preceding claims,
wherein the apparatus is adapted to create virtual
sensors by grouping sensing data from one or more
physical sensors (14), which sense aspects of a
shared event, and using data fusion techniques.

9. The apparatus of any one of the preceding claims,
wherein the apparatus is adapted to configure or
request a user or a network function to configure
for a new data generating device (14),

- one or more of a type of device,
- a type of sensor or sensors that is/are available
in the new data generating device (14),
- a type of data outputs that are available in the
new data generating device (14), and
- an applicable context for sharing or receiving
data outputs.

10. The apparatus of any one of the preceding claims,
wherein the apparatus is adapted to perform at least
one of receiving, transmitting, extracting and esti-
mating metadata including one or more of:

- a locationof theprimarydatageneratingdevice
(12)
- an estimated sensing range of the primary data
generating device (12),
- a sensing parameters of the primary data gen-
erating device (12),
- an estimated type or nature of an event to be
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witnessed and/or,
- a time-position in a data stream of the input
data of the primary data generating device (12),
- configuration parameters for a witness device,
- an AI/ML model for the witness device, and
- sensing range, parameters, and schedule for
the witness device.

11. The apparatus of any one of the preceding claims,
wherein the apparatus is adapted to identify or select
or configure the potential data generating devices
(14) by one or more of:

- their approximate location and sensing range,
- their sensing type,
- their configuration data,
- their permission to act as witness devices, and
- their availability to act as witness devices dur-
ing the look-back period.

12. A hub (20) comprising an apparatus of any one of
claims 1 to 10.

13. A system for

- testing devices and/or models and/or
- supporting devices in their sensing/communi-
cation tasks based on requesting witness de-
vices (140) from the hub (20) of claim 11.

14. A method of selecting witness devices for verifying,
replacing or complementing input data derived from
a primary data generating device (12), the method
comprising selecting the witness devices from po-
tential data generating devices (14) based on a
degree of correlation between witness data gener-
ated by the potential data generating devices (14)
and the input data.

15. The method of claim 14, further comprising:

calculating correlations between the witness
data of the potential data generating devices
(14) and the input data on a level of an individual
device or a level of a group of devices;
selecting potential data generating devices (14)
or combinations of potential data generating
devices (14) as the witness devices (140);
instructing the selectedwitness devices (140) to
maintain their settings for an upcoming witnes-
sing time period; and
outputting data obtained from the selected wit-
ness devices (140) during the predetermined
look-back time period and the witnessing time
period via a user interface (28) or a database
(260).

16. A computer program product comprising code

means for producing the step of claim 14 or 15 when
run on a computer device.
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