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When it is detected that a user inputs a phetographing determination
instruction, acquire biological features of the user

Determine a generated photograph corresponding to the

photographing confirmation instruction

Construct a target transaction on the basis of the photograph and the
biclogical features of the user, broadcast the target transaction to a
copyright authentication blockchain network to perform consensus
processing by means of nodes in the copyright authentication blockchain
network on the basis of a consensus mechanism, and issue the target
transaction to a copyright authentication blockchain after the consensus
is achieved
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(57) Abstract: A blockchain-based photograph copyright authen-
tication method, apparatus and device. When a user uses the de-
vice to take a photograph, biological features of the user are ac-
quired by means of the user device, and at the same time, the user
device also determines the photograph taken at that moment, con-
structs a target transaction on the basis of the photograph and the
biological features of the user, broadcasts the target transaction to
ablockchain network to perform consensus processing by means
of nodes in the blockchain network on the basis of a consensus
mechanism, and issues the target transaction to a blockchain after
the consensus is achieved, so as to achieve multi-party deposit of
the original author of the photograph.

G FME: MR TR EEE AU A, 3
BB, AR ERIR RREAT R , BRI
BRI P AL, [, P A e I
RS 2 A s R Tz g B A A
PR IE R AR 5, R B RAC S ) X
BRpE R g, ph X BB R 2% i Y T 3R B
BATIORAR B, 7GR A R H AR AT B A B X R
B, SIS TR A DR GRS K 2 T 77

[ L& 5]



WO 2020/108049 AT |7 1000000 0000 0

RO, RS, SE, SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI,
CM, GA, GN, GQ, GW, KM, ML, MR, NE, SN, TD, TG).

KERR
—  BIEE R R (FAF21506)) .



10

15

20

25

WO 2020/108049 PCT/CN2019/107670
1

—HETFREENGFYE I ART &, REARSE
PR,

[01] AHLEA B 36400 77 BAZ GH AR, LEF A —FP & T R GIFEHE K AT k.
B F BARE.

FREREAR
[02] LA A2 R R, | R 2 IR o B ARAT 2, AT D A HE,
PR R i W) R BRRAZ IR ARAT E . Bsb, &2 8% A ST REMES 49 5IA.

(03] #l4e, 3L E K HATHAEAT, (22, BAELH A BEK, A BIRAETH R
ABEF. b, BATHAEITLH ¥ IFALRSH AR EGREMEL, Bldo, FIHANM
RIAAR L BT —KANTF G 4RF B R HAT T AVEIL,

[04] £ F b, & B—F1EH B kG ROEH FARA AT k.

RAARE

[05] % 7 A AILA 49488 B A ARy XA RAIAEH RS RA1 09 FAL, ADLY B R bIR
AR TR IEH R R AT R, B REE, BiR&is:

[06] —FP I T R34k 0938 B | AR5 %, s

[07] Y B ) P 3y ANAE R A IAFE 40T, FRIRFTIA A P 89 A M43 A,

[08] %4 B PT AR IBF A IAIG 8T L A AR H Bk ;

(09| X TR BEH B R FPrid A P oA EME AR S, TRIMEABRRS S #BE
AR R4k W 45, VAE PR AR X 3R 4% IR 45 P 69 B S K T 312U st P ik B AR 5 i
Frabinab 38, FAEFA SRR B RR S A E AR sk,

(1013 5 84, ADLEA P FHBILRBE—ATE T R GBYE R AR E, a6
[ RIBALR, KR E)H P AR AIAIE S0, FRIRATE A P o) i A
[12) Bh AR, 2 S PT R B RS A IAFE 3t B A R G 3RH A ;

(131X 4k, RTFHABHE R APTER P gL RN Z AR, FHd
HARL S ) 16 Z AR SRAE M 2, DAZPT B S X Sk I 28 049 & B KT L2 pusxd



10

15

20

25

WO 2020/108049 PCT/CN2019/107670
2

Frik B AR AT in b 38, SFAEE RS ERTE BARR DA H EAMR ik,
[14])%F B2 &, ABLBR B R BRE—FiH FARE, OFBGHE. LEBAGMESR
PR F T AR TR R LA AT AR S, b, PR A3 BHATHTRAL S I 2L b
IR B R AR %,

(15134 4G, ABLBA 4 SEAEBIERBGT HAT R AN, L LA It BT, &
2L B BPATH, P AT T 7 ik

[16] XM E| ] P M NSRRI 40T, FRIRPTE R P 6y R dp 4 e

[17] %4 5 P B 487 A AF8 3T B A& O 4RF B kA

(18] 5 F ATiA4RF B K AP ik ) P &G A M B AR G, FRPTEBRL ST B E

AR R4k W 45, VAE PR AR X 3R 4% IR 45 P 69 B S K T 312U st P ik B AR 5 i
Frabinab 38, FAEFA SRR B RR S A E AR sk,

[19]RHLH 5 b TR H AR 5 K, AR FALRRERATERYN, BFARA P
KIAFE R P g2 i, RO, A PR &E 02 kit 1038 200 H B A, SR AT
GRGE A FR P ENFEME AR S, FERRY ) B ERRMENL, b KRk
M 4 0 5T SR T PR AT 3R 2, AR BB AR S A A E R ki,
Yok, BMEIT M TFRYGE R G RAEE S 7 A, BIELARY B EAEH, EPERS
8 RANE & TR e AT IRAIEIEL, AR 32 S A B A BT, R B S A0 R
B, 35T PA R R 69 A AR AEVE H 4R, TR 2R AR S 0) RAVEH 69 5 1.
HFH, BEE K F R R R IFAEA B AR R S bk W B AFE, MR, B R
7.

(2015 % AR 2, DAk 6 —HRGIE A Y 4 AL P Fa iR 0, R
P AL 4 el

[21]3k5h, ABLE B L3145 F 094E— 600 F R E 2R ) LR 6g F K.

¥ B BLEA

(2214 T Lk 2 0 DU AV B A B RIA EAF GHEAR T E, T @t 25646 K
HBARIGE Y T B W EAE R 230028, ik, T aMHE P M B
AVLER 5 F ] F i o) — 2 5], T ARG EHARAA T RS, LT AR X 2
P ) SR AT A e T



10

15

20

25

WO 2020/108049 PCT/CN2019/107670
3

(23] B 1 & ARV P Ee s RAL G — AP KT R34 69383 B R AT R0 T EH;
[24] B 2 ARV B EAEF RAL S —AF I T KR 9B E A A AR 2 AT E R
[25]1 B 3 & ARG 5 K AEFIRAE G — AP IR Son M E B R H e kT &EE;

[26] 7 4 & AV FaGR AL —FP R T R EBEZ A R AREENEH TR,

(2715 5 &8 Tl B AR B LG H F b — TR &0 EmT~E A,
PR FET X

[28) A T AR AATRIANA N AT HILRADLH B FH T HEARFT R, TaEFss A
BB e f) a9 B, P RTLEA B LS P 9B AT AT R mxdbiA, BR, FrdiE
89 FAEBUTAL A AL B oG —30 5 360], AL 2HGG K-, KT AILR B o x
A, AABREBEAN T ARIFOPIA FAC T, AL S B TR 695EE .

2914 FLAWH, Fmilfl AR P& FAFARBYBEARATE. wB 1T, B1A
AL B R RE G —ABRHE R AT RO ARTER, BAREARGE LT SR

[30]S101, M3 A P #r AJE B A NI A0, FRIPTiE A P oY & W dFfE,

[31] P A P BF b AR 3 5256450 B 5 B3RS S by B AE R . @ B P 6 A 4 fE=T
PARLIBIE, @AGHAE, RRF S, LR AR AR, TR T RTZA
P oy, AP ey A AT LS AR A X b AR 09T X AT R A A 4.

3212 437, AP EFEHH, TR FETHREKGETESE (Fle, FAH. AKX
I R AR S FF) TR, T AR RREGCK B RET R T2
0%, i@ FiR&RBEHREG—RA LA L WFIER &2 48 F0843 2 i 694
[33]1 %)=, AA P @ FHATIARES, T oAdddn/E FAL 648 R AR, Rzt
ATHRB AR A, Adn, TABEHUREZ R AR L ERIEXREAG, HFUH P AL
FARFHAAIAIEANT, WA BT 69 R R B sk VR A T FALL 69 R P 89 F 48 69 34X,
[34] X fldm, AR P B RFEMEK QB REATEN, AXMHEHFAT, @F
T2 PR IRE S8, AT, AT AR, BORFRME. Rk, T
GBS EE T TRRE SR @R Gk, S, B ER A8k, &4
P BT HITA R B, BP 3L 69 3K BT B L AT 6 A4 A2 R A SR 45 A,

[35]18ksh, EXAFF XN T, AP ER@ddmte TRATERG AN i, AP R TE A



10

15

20

25

WO 2020/108049 PCT/CN2019/107670
4

HVERP AR E R P K2 T B AIAIE A, Rk T ] L E RIS R ENE, B4 A
P T8, BRI AT d5be 1709 48 3k 49 48 4L

[36] A F ik &RIBAFE T R P A MF e )5, ik S TREMFD T RAMEE Y
W12 B, T AR kAR A TR B R 0948 K AAAGEE .

[371S103, #4F Prif &% A A8 53 B A B H B KR .

[38]S105, A TATREHE R FpTid A F A MFEMERD RS, AR EAWERS
T E AR P R4, DAE BT IR ARAR R S bk W 44 649 B B R T iR U s BT IR B AR
R GHATH AL, FAELVEBEHTE AR LA AR R tE,

[3O11E ) P& & A AL IR SRAR G — /N0 BT, MR P 3R T DAJERIRR P 84 AL My i fiE e
RWE R e, B A AR A BATHR X B AR ).

[40]55 A P iX& R A AR $edh ag— AN &, WL A RKIRIF 2] A P 64 £ 4 A Fa il
B R KRS AP RN S, AP EMEARZS. B2 R, B2 A ALY
RO AT RSBV B R ARG EZATER. B2 s 2R AT
B R IR B A, F B R BB 69T RN Bk G, AR it — AN
shat, BF, P ETURIRSHEE, RATLGELET ETARTERIR, AP ks
T AN RIRAT B A P oG R A ARt R B R BB R A A bR BR R 64— R R R
AR E (PR EARSE) . dE (RS MBS LA, Km R
SRR PR ARMBERL Y, EAFZRATAR PR, 40P EZHATHARE AN,
< VA I A AR X ek T ARG A8 K 3 1 BEAT 1),

[411 £ LR @R Grom i B AR G 097 NoF, TOAER PR LA L FAR R &P
s, M PER Pt E RBIRF AN A RNGIBHE R Fe A Wi, R EER
G, TOAMRIERBAFE 0B B R A AR A R 5, B P shfelR 4582 0 9] 24K
AR T e B8F BEAR I AL P (Hyper Text Transfer Protocol over Secure Socket
Layer, HTTPS) #97% X#ATHH, AmfRiE A iR P LR e L AE LRE,

[42] ABLH B FAEBI PTRB G EAR T K, ER P ARRREHATIRY N, BPARAR P &E
RIAFE| A P oy AW fE, B, A PR &0 s 2 b 4R 2l e | b, ek T
GARGE R AR PR YRR A AR S, FEARR S HERREN S, i Kkt
W 4 09 & EA T m L p AT iR 2, Al B R A AR S A £ Rk,
Yok, BEEILT T FHRYE R G RAEE 09 5 7 A, LAY B LA, B



10

15

20

25

30

WO 2020/108049 PCT/CN2019/107670
5

8 JBANVE A e AT AL, LIS E M B A BIR, PSR T A0 F
B, 57T VAR BB AE 69 & M AE AR A a8, ) TR i3 HE Ry R AE £ 69 5 .
HE, BHE K Fok o A WAL F) A R Sk bk P 48 5AE, MEVAR R, B AR
7.

[43] ADLEA B P PrdbiL 49 3 &) (transfer) , 245/ i@ id AR K3R48 69 K P si )38,
TR AL EARALR St 0 oA RSB & 0 — 4R .

[441 3%, RR$EF WG, FERLYGRGABRT XWX HZ 4. XN RIER
P &) RStk X A e — NGRS, Blde, EERAAF T RRERNLE Y, ZHTUEA
PRk T RALN—EHIK, T L HEIEA P &) KRR A0 —E LR LiE
B ag b S5-545; Blde, BEFTUARTRFGLSGERBEE N, RETHRAH
HE L HMEHB X GL T XV G EL LS (tde, AELS. FHRFELS. K
28 iEk . EARS. ERXRSGF), MmAXRKBKE Y, XHTUAM P ARG
P RAT ) —EBA A 5B E 4L SH G R A L SiF R

[45] Pk ] P ik & AR R T B h Fa ) P oG A hisie2 5, sk &2 T A T#AIAZA
P AZARBE R RAMER IR, sbif, A P RET AR TR EEBE R 0 P 4y
WGFAE, M AR, BERRS T S E2HR XN, SPTE Kbt WM& F 49
B BT RG], AT B AR H A A AR kAL, & T A P 8L D aFAEFadR
B R AR AR SR X9 AT T R A AE, AL, M T oAV A2 R P B A 4Rk 5
by A A 6 iR

[46] EARVLE B Z3e bl ¥, B P iRE&ERH RS mM R TR E R APTER P o 244
AEMIE B AR G 67 AT VA&, M QIEPTIEARF B R Fe ik i P 4G R aFfn g B AR
Gy, JZAHILT, TR B A FapTiE R P O RS RGN EE, Xt Rk
HEM L T B AR B SRR,

[47]3t—F 3, IR IET AL P &g £ DA AR SATRP BT 69 IR e, VAFFER P e 1
28, AWBEETUARE eI HiES. BRERFCHIKRSTEFF. e, AP TRKA
Ty R AT fEFa F 045 CEN T IR S35, EPAT R 35 L0 PTI—EAG 5 R0, A PR
BN R P R AR R R R RS, BIRSAT A AR ATIR A, AR R P
W1E 8. RE, AP REGRIBITER P oA DI TR PS03 &, ME O
AR B R BT R P WSS S B AR . R, JEIRSH I A A K S 4 —
ANFEET, A ABAERGHIAT S 03 L4908, M QSRR E R FpTiE A



10

15

20

25

WO 2020/108049 PCT/CN2019/107670

FPH g miE S B AR,

(48] R, RSt A A B A7 F 09 HE, AT AR I L35 A P 64 5 1915 A dhd4E,
MEOIEFFEIBEHEA R . AR PGS IE A YIFIE B 2.

[49]3bot, JRG-3% A AR K kbk 6 —AF S0, BT ART AP GEDAERRE S 6
ATFHEAPAFWEL, Hlde, AP GFNTH, BEFF, XM THGT T, K
Sin M AR ST ET A LA LA R THBEANFE 8, w37, B34
ABLE P RGP R GG — RSt MR B AR S ey kT &R,

[SO]E—AFEHF NP, AP RERF RS m T REZE R FPTid A P o £ W44
B ARG, T4 IR B R FaPT iR P O A 454, KA e ik, #HE
PR B3 B R A BTk A P 6 e dh A AR o/ R 13 & AT 3 L84 B Aevb A, B 8 PTiE
HARSA 69 B AR ). BAReA R LR —BRFA S, AT &G AR, FATiEE
FRbA BN R, Rk R % 09 SR A B R R G, FH, b TFARIEY
B R APk A P 84 A 4 A58 T ARG BT vAB AT PR B ARea A A sk, Bk, Pk
B AT AR bk, S TRINT B E R RS RATT % 5 HiE.

[51]35h, A PR & R R drm EME B AR ST, BT @R P& R P A4
B 694 B AT 045 &, Hlde, P EMAFASEEN, Told i FH0 L 6g AL AR R I
LR R PR EGL R, i@ AT MRS RIS AT 69 R BT B b, EERRER AIATE
A E BT, BPET AR P skl BT Ak 0945 E e B AT IS AR A 3R B R g A A ) R e AR R
12 BAZ 8, FAEMB ARSI, s Bk A R WA/ A B BAE &, #— PR E| 4
Bh AV

[52] F AR X 3k bk IR 44 v 44 B3 BB T 7L 3t B ik B A7 R S dt AT im0 28, AR
BREHETREFEHEAR EHABR R Z 5, LT AR E — AN FE SR P, A
P AGE 3 A AR A AR AT A AR IR S bk AT B4, AEAT R A F g AR AL,

[53]%F B 6%, AG00H P Rl E R —FP L T R 091EH B R AREE, w8 4 Frr,
B 4% KB B L p) R4 — A L TR GIBEBBR R AR E T EMFTER, 3%

[54] 3RBAR SR 401, WM B R P ARG A0, RIRFTIA A P 84 £ 45 4x,;
[55] %4 B AL 403, A EPTRIR T AIATE AT A RGEH B A ;

[S6]MFE X ARk 405, AT PIARBHE R APTAM P oy 2 WA MR B RS,
Frik B AR5 7 45 2 AR R W 2, DAL T A A X S i W 24 o 09 &7 S T 320



10

15

20

25

WO 2020/108049 PCT/CN2019/107670
7

BIxF AR B AR R S ARAT R, AL IRBLERITA IR S AH EHR kb,
[57]#—F R, P KA 401, FKIRFTA P I8 SUFAE. SR AFAE R & @345 AT
L ES S

(5813t — 3, PRk Gk 405, MR QIEPTEBHE R FPTE R P o) £ W45 AT
WEARI S Sk, RIBFTR A P 6 R AE AL TR P IS &, M e AT
EH A K AR P e S0 S8 B AR

(5O — 3, PRI BHIE 405, AHAfFTAMBYE B AFTEM P o A MIEE, &
b fiik, HR AR A AT P A AR AE ST 80 B AR A Ak L4 BT
® B ARAE G E AR S,

(6012t — 3, FTidMyIE X A8 405, #EPTARIEH B R 64 R I B A/ R AR E
(A ETAEARYE B PR R P o A AE AT 2 A AT I e B A A2
REFRS.

ou

X

(6113t —F b, PTEAMIE R G 405, ERM, RTHABEYE R RITERF LY
FAMBE AR S, R, BArREPE R TR R P AWML L L E K it W44
T, URPTRT EMEE IR,

[62] RAFLEA 4 LML IRE—F i+ HAGRE, L2V QEAME. LB ERGMHEFH
R EFTAEAEE LB AT REAAS, BF, REEPATHERF I FIE 1 T
ot B R AR ik

[63]1 B 5 7 T RBL $5 566 PTaR Ak 09 —AF 4 LR ag it Bk &AM+ &R, &
AT A RIS ATEE 1010, A5 1020, A/ didE T 1030, @153 1040 =%
£ 1050, H P4 1010, A4 1020, /4 B30 1030 F@ 380 1040 @3 %
£, 1050 5 IR LI fL 38 & 1 B0 091813 i 4,

[64] 4 22 25 1010 =T vA R A 18 A 69 CPU ( Central Processing Unit, F 3432 ) | fma
%, BAE R LR B (Application Specific Integrated Circuit, ASIC) . R#H —41 K%
NEREIEF T NEI, A THATA AR, v FIRBLY B A TR EAT £,
[65] A4k 2% 1020 =T vA & A ROM( Read Only Memory, R 3 444 25 ). RAM( Random Access
Memory, FMANAIREGME) . #EAMRE, DESGHREFHAEIN, FHHE 1020
T AFAERA R G Fe A ARG, R IL AR R B ok R ILARGUR B 56 P AR
WA, AR R R RAEAME 1020 ¥, FdAIEE 1010 KFMHUT.



10

15

20

25

WO 2020/108049 PCT/CN2019/107670
8

[66]3r N/ 381 1030 A T3 A/ B AR, WA RIAE LM AR R, A/
BT o b At B3 a Y (Bh AT, LT oSMEF A ARALE o dE.
S MARET A GIEE. RAR BER. AR, SEGARE, HlEETUE
ELAB. HER. RAB. HFITF

[67])i8124E 1 1040 A TEEBEAER (AP ATE ), ARAREREE Tx&ehidz
RE, AP@fzARTAEEH RS X (Flde USB. MEF ) £IE[F, LT84
K F X (Plefsh %, WIFL. B F5) 2812,

[68] 5.4k 1050 @45 —if %k, IR &0GA/EM (Flhaib 22 % 1010, A2 1020, %/
HrdhdE o 1030 =843 0 1040) XA E#1E 8.

[69]1 % Z3teA 692, B LR R EATE TAER 1010, FHE 1020, MA/rddEn
1030, @340 1040 A RS 1050, {22 BRFZALIE Y, ZREL T aE LN
SEFEATHT LT G A8, SbI, KA ARAR TAEMZ, LiRZ &P T
DA 4 S JLATLRR 4 256400 5 B oL F 94, @ R sb @A) b BT R 6 AR,

[70] ABLH B 5K A6 BIBARBE—AT 1+ AT i G, L EGMA T VAT, A7
AL BPATH FILA 1 PT w938 % B R AR T k.

(713 AT AR LR A FedE R AN . T 45 3 Ao dE 5T 4% SR T oA B 247 7 i 3%
AR EIAZ CAR AT ET A AT FAAT 454 AR M) A2 5 69453 R ISR
TR B AR AT @, ERRTFAEALE (PRAM) . HE5EAEREME
(SRAM ) . ZHSMMAFRAHZE (DRAM) « XA RMNAFIRAHE (RAM)
Rig A4 (ROM) . ©THRT A2 R 44425 (EEPROM) . I8k R4k
NARAK. RiEkEREA4#%E (CD-ROM) .« #F 3 k& (DVD) Ak b
k. REE XA, B RERL A B AR A AT E e AR AR, TR T
BT DA B S5 P 6913 &, BRI T RE, T ENT RN R EH A i
AR (transitory media) , Jwif %] 49 BIBAZ 5 A K.

[72]:8 0L b6y 5567 X G368 T4, RAABEIEARAR TAF EX T B2 AL P 5
AT BB Ao o B AR ARF 6 67 XoREI. K TR, KL HE%
Bl 8 AR 77 LA LR EF BLATIUA PR T AR AT 2R 7T VAL SR = o 8975 XARIL
R I FASM T ST B G ENR T, 4o ROM/RAM. AR, &%, 455
F IR IAMEF— G T FAURE CTUARMNAT I, BHFE, RHF NLEREF) #AT



10

15

WO 2020/108049 PCT/CN2019/107670
9

ATLH 5 A SN T R A K6 0 S Hy FT L g 7 k.

[73] LR SEAEB) B g 2 %6, Tk, ALRAREL, BART oL dit FAUS b REEREIL,
A BA LA ae ey Tk F I, A A 6 R I E AT FA, S F AL BT X
TARAAGTEN. B LB EA, $FaiE, dE, Faedid. MPARKTFEE.
BRI B . FARS . BT OHICAR S BRI S PRGT R T F RS R
F X ek AT E PR A0

[TA] AL B F 69 BN 00 2 RA Bt b 77 XAk, A~ KA Z 17 48 B A8 4069 2R 55
EASILEPTT, BAZHHIE EHP AR S I TG TR 2L, L, Tk
FHH 0T, wFLEAAT kR, PTARRIFILEE L, MEZR AT &
F A VLRI T, oA L PTREIR 49 55 ik AR R B, S AR h 4 B
AL AR ST AR KA AL T A TR R IL LT8G, A RS ABLI B 564 5 BT
PATR S AR SR 0 A B AL B — AR B A SR/ AR A R I AT AARAE 5 PR Bk L
R KA AR R FILR A TR B, AAREBEARAA T AT 0
W B OLT, BT DA AR A

[75] A L P A R ARGLEA 4 e fl o9 Bk 2767 X, H B4, *FFABAARRTE
HARAR KA, ERBLE AL B RAEG)RIZG IR T, T AM0H B F Bt F 045,
s Bt A A AR B AL A ABL B e e R



10

15

20

25

30

WO 2020/108049 PCT/CN2019/107670
10

BAERH

1. —H R T RREEMGETE R #T ik, Qi

W B R P AR AIAIE AT, RIRATIA ] P 4 & 45 AL,

BT BB AN AT LA AR A R

KT BHE A FPrid A P oy DA EM I AR S, SRR RS B2
FAR R A W 2, DAL BT B A AL X SRk W 28 809 & BT R 28T Pk B AR R St
AR, FAELPUEEEHRATE BRI A A EHRR bk,

2. deRFIER 1 AT Tk, RIRFTER P oA MeFIE, 45

RIRPTE R P 38 S AE . SLJRAFAE R A @3 AFAE T 69 £ —AF,

3. deB A ER 1 ARk, KTAREHE R AL P D EmE 8 7
Ry, @

M QIR R Fa Pk R P &G £ AR B AR 5 KA,

ARIE T P o e AF AR T P 6 5 13 &, HAE QAT RARFH B h AT id
AP e H 01z L EARR S .

4, B AER 1 Prikegs ik, K TAEETE R FPTER P o R s e 22 B AR
Ry, @

3t PR AR B R A BT R P oG s AR, RS Bk, AAEPTRIEF A R FaPT
R POy A AF AP AT L 64 B AR A

AR LA PR B AR 6 B ARG

5. deB A ER 1 iRy, KTAHREHE AR FPTER P D EmE 8 7
Ry, @

AT AR AR B R 69 A R 1 B e/ R R R B AS

EFIrRIEHE R AR P8 A AT A R PTE A R AT 18 R A/ A R s B 15 &M
HEARRS.

6. WwARFIERK 1 PTiddgik, KTATRAEHE R AR R P 6y A4 a8 47
Ry, @

BERF 3R, AT BEYE R TR R P A DM, 34,

VP iR AR B R A BT iR ] PO A M AFAE L R B R RAE M A6 &, DMEPTIE T &AM

7. —AE T RGBTV E R AREE, O
RIS, B R P8 AR AALE AT, RIRFTA R P &g 2 M4F e,



10

15

20

WO 2020/108049 PCT/CN2019/107670
11

B EARIE, TR AAINIR AT B A AR E f

MR DA, R TAABEYE R PR P EmE AR, H§PTiE
HARR &) & Z AR R ek M 2%, AP i AR IR S W) 24 04 2 B A T3k 2L 2
P B AR Bt AT 3R 22, ARG B AT B AR ) AR AR X S bk,

8. HeMAIERK 7 PTiReg R E, PTE RISk, RIRPTIEM P 4G54 4E. Srlas
AER A @ AL 09 £ —FF,

9. deRFIZR T TR EE, ATEMEI R, MR CETEERIE A FPTiE
P e ARG B AR G R, ARIEFTIE R P 6 L aF AR sk PP iR ] P 8 B 13 s
M OIEFTRBHE R FPTER P S 01E LGB IFRS.

10, Sob Rl 2R 7 TR0 KE, PTEME I IR, 43t Prid 4R B A FapTid i P
G EMAEAE, R SA Sk, HEPTRIRFE R APT AR P oG AF AR T3 049 B ARops
Ay MEOAPTE B ARAA 6 B AR .

11, 4o =R T PTERKE, TR SR, HEITEERZE R 69 E R R
BARAEBAL BAZ & T ATRABRHE R PR R P oG R UF ARV BT i A AR B 1] A
IRAEBRALEAZ S AR S .

12, o AR T TR E, FrAMBELHER, AR, RTHEBZRERF
Frik 7 49 A A AR B AR S, RE, HATRAEYE A ApTid R P oy A R AR %
F R sh4E M %00 &, MEATRY AR EAFRS.

13, —Hrit Faik s, QIEAHE. A BB AMAEGME LT AL S FiE4T
Wit AL, S, AT IR BHUTATRAR A I R AR A) R R 1 £ 6 E—FATLH
7 ik,



WO 2020/108049 PCT/CN2019/107670

1/4

KEME R P AR AN, RIRFTE R P o £ i Ae

l

AR EIRR AN 23T B A RA R BB A

|

ETHABHBA R AAER P LR ENEB RS, HHA

REBFFRR G HEAMRREE L VAE TR AR X S b W 44

%%w£%%i¢MMﬂ%kaﬁAWkﬁi%kﬁ F R
BTG HPTE B AT R H A A AR e dt

K1

S101

S103

S105



PCT/CN2019/107670

WO 2020/108049

2/4

A

7'y
& x4y
R

-

Fr
A
T
B W
R AEE

(]

Fr ¥ ¥ ¥
4 4
G XLy %%
B 4w SITYS 1

Fr ¥ Fr ¥
A 4
A @ ¥y
ENC-4 B4y

VEWY AR EY L E



WO 2020/108049

3/4

PCT/CN2019/107670

B2

BYE AR
& AR
A iEs
iagi¥sd
FhiEH 5,

HFEL

401 403 405
- - /-
FRI 5% MER S
Ak Ak Ak

K 4



WO 2020/108049 PCT/CN2019/107670
4/4
/—1010 /-1020
A PR BAESR
/- 1050
/1030 /—1040
By NJEr L
5 AfziE 0
#En

A5



INTERNATIONAL SEARCH REPORT International application No.
PCT/CN2019/107670

A. CLASSIFICATION OF SUBJECT MATTER
GOG6F 21/10(2013.01)i; GO6F 21/32(2013.01)i; HO4L 29/06(2006.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GOG6F; HO4L

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

CNPAT, WPL EPODOC, CNKI, IEEE: [XIEE, 550, 0%, Bl R, EWIRHIE, $a5r, MRS, TR, 505, 3, LR, Bt bR
1, JEBY, 77k, block, chain, photo, shoot, picture, biological, fingerprint, iris, face, deal, transaction, broadcast, consensus,
authentis, copyright, original, certificate

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
PX CN 109918865 A (ALIBABA GROUP HOLDING LIMITED) 21 June 2019 (2019-06-21) 1-13
claims 1-13
A CN 107622385 A (NANJING UNIVERSITY OF POSTS AND TELECOMMUNICATIONS) 1-13

23 January 2018 (2018-01-23)
description, paragraphs [0010]-[0017]

A CN 108876380 A (ALIBABA GROUP HOLDING LIMITED) 23 November 2018 1-13
(2018-11-23)
entire document

A CN 108595709 A (ALIBABA GROUP HOLDING LIMITED) 28 September 2018 1-13
(2018-09-28)
entire document

A CN 108876560 A (ALIBABA GROUP HOLDING LIMITED) 23 November 2018 1-13
(2018-11-23)
entire document

A US 2012317639 Al (HUANG, J.) 13 December 2012 (2012-12-13) 1-13
entire document

D Further documents are listed in the continuation of Box C. See patent family annex.

*  Special categories of cited documents: “T” later document published after the international filing date or priority
«A” document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand the
to be of particular relevance principle or theory underlying the invention
«g” earlier application or patent but published on or after the international «X» document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive step
«1» document which may throw doubts on priority claim(s) or which is when the document is taken alone
cited to establish the publication date of another citation or other «y» document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
“0” document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art

«p>» document published prior to the international filing date but later than . &

e ] document member of the same patent famil;
the priority date claimed P Y

Date of the actual completion of the international search Date of mailing of the international search report

02 December 2019 25 December 2019

Name and mailing address of the ISA/CN Authorized officer

China National Intellectual Property Administration (ISA/
CN)

No. 6, Xitucheng Road, Jimengiao Haidian District, Beijing
100088

China

Facsimile No. (86-10)62019451 Telephone No.

Form PCT/ISA/210 (second sheet) (January 2015)



INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No.

PCT/CN2019/107670

Patent document

Publication date

Patent family member(s)

Publication date

cited in search report (day/month/year) (day/month/year)
CN 109918865 A 21 June 2019 None
CN 107622385 A 23 January 2018 None
CN 108876380 A 23 November 2018 None
CN 108595709 A 28 September 2018 None
CN 108876560 A 23 November 2018 None
uUsS 2012317639 Al 13 December 2012 None

Form PCT/ISA/210 (patent family annex) (January 2015)




EFRERIRE [ P F I 5

PCT/CN2019/107670

A ESIRbaES

GOBF 21/10(2013.01)1i; GO6F 21/32(2013.01)1i; HO4L 29/06(2006. 01) i

FZIR PR R 23 3% (TPC) B ] 4% 8 ] 28 7 SRR TPC P ok 702K

B. AENTbE
o3 AR B S0k (bR 2R R AR 285
GO6F; HO4L

AR AL TR AU 10 o o I PR B SR L AR AR R 2R STk

e P R I & 10 H 1 R e (B R A4 A, AR A CanfiE DD )

CNPAT, WPI, EPODOC, CNKI, IEEE:. XIhik, #i%, %, EH, LWEFE, 1Rg0 I8, W, &5, T, X
iH, B, RREL, JREI, fFUF, block, chain, photo, shoot, picture, biological, fingerprint, iris, face,
deal, transaction, broadcast, consensus, authentis, copyright, original, certificate

C. AR

% AU SR, DER, FRIEMHKEE PRI

PX CN 109918865 A (i EAERFEEERAE) 20194 6H 21H (2019 - 06 - 21) 1-13
BRI R1-13

A CN 107622385 A (FFRCHFHLA2) 20184 1H 23H (2018 - 01 - 23) 1-13
1B 55 0010]-[0017] B

A CN 108876380 A (Fi . EAERFBEERAE) 20184 117 23H (2018 - 11 - 23) 1-13
E'a

A CN 108595709 A (Fi . EAERFEEERAE) 20184 9H 28H (2018 - 09 - 28) 1-13
E'a

A CN 108876560 A (Fi B EAERFBEERAE) 20184 117 23H (2018 - 11 - 23) 1-13
E'a

A US 2012317639 Al (HUANG, Johnson) 20124F 128 13H (2012 -12-13) 1-13
E'a

[Nacssepprecms: b .

TR R

* 5 ASCHF R R AR,
“A” PAARRAIFISRIZER TIE R — BRI A RO
“g” EBEEF'%EIE‘J%iﬁ‘zﬁé\\%ﬁﬂ‘lﬁﬁaﬁﬁ%ﬁ%ﬂ

“L” ATREXTULSCAN S IR BE R SO, BOM T o — R S
E’J/W‘EElﬁﬁ%I%E’Jﬁ%‘lﬁﬁ%lﬁﬁmﬁﬁ%l)ﬂﬂﬁiﬁ (G IERES

i B )
WREOSKAT. FH. BRI A T8

AT B SE T bR #iE HEIR T BT R OLSE A H RSO

“g”
“p»

“77 EHFHBIER O 2 e A4, 5 RiEARIRA, (B0 THERE
R 2 B B B A i S

“x” FRRlAERII AR, BME LSO, NEEREFIRAAR

?ﬁ%ﬁ' R AR RSN

E[

“y” fF ARSI, B2 7 il 2 2R A e f

LG g 0 AR AR 508 i 2 LT, KRR K
Eﬂ/Tﬁﬁ@J e
“u” [FRBRERMEISTH

IRl B iz 2R S o e A ) H 341
20194 12 2H

V] oz B4 5 M 2 1 341
20194 128 25H

TSA/CNF 4 R FITHE 25 sth bk

o [ [ 28 iR ARy (TSA/CN)
o b T U DX TS L6 5 100088

fEH S (86-10)62019451

ZRE R
Z= g

M iE 500 86-(10)-53961358

PCT/1SA/210 3 (58271) (20154E1 1)




Bl s 18 5

XTREERNESR PCT/CN2019/107670

W B 3 PR S SO el 7 e el
CN 109918865 A 20194F 68 21H T
CN 107622385 A 20184 18 23H T
CN 108876380 A 20184 118 23H T
CN 108595709 A 20184 9H 28H T
CN 108876560 A 20184 118 23H T
us 2012317639 Al 20124F 128 13H T

PCT/1SA/210 R (FMIREFMM) (201551 )




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - claims
	Page 13 - claims
	Page 14 - drawings
	Page 15 - drawings
	Page 16 - drawings
	Page 17 - drawings
	Page 18 - wo-search-report
	Page 19 - wo-search-report
	Page 20 - wo-search-report
	Page 21 - wo-search-report

