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Description

SYSTEM AND METHOD FOR AUDIO/VIDEO DATA

COPY PROTECTION
Technical Field

The present invention relates, in general, to data copy protection, and more par-
ticularly, to a system and a method for protecting Audio/Video (hereinafter referred to
as 'AV') contents from illegal copying thereof, by use of copy control information
(hereinafter referred to as 'CCI') contained in an AV streaming data (hereinafter
referred to as 'AV data’).

Background Art

With the development of digital signal processing technologies, various kinds of
digital recording apparatuses and media have been widely popularized. However,
digital data contained in these apparatuses and media are available for repeated playing
and copying. In this regard if recording media containing illegally copied data are
distributed in the market, interests to copyrighters or authorized venders, etc. of
various contents of music, movies, etc. are liable to be damaged. Recently, a variety of
methods to prevent illegal copying of the digital data have been introduced. Among
them is a method of using copy control information.

Usually, AV data contains therein copy control information indicating a state of
copy control of content in the AV stream. The copy control information indicates
whether or not AV data processing systems, for example, a recorder implemented by
hardware or software, has an authorization to copy the content contained in AV data
received from a transmitting medium, and the recorder determines decryption of the
content depending on a value of the copy control information.

The copy control information may be indicated with bits as predetermined within
the AV data, usually with a 2-bit code. It is possible to establish 4 types of modes as li
sted in Table 1. As in Table 1, the modes capable of constituting the copy control in-

formation are as follows.
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[Table 1]

Operation modes of an AV apparatus according to CCI information

CCI code and status of AV stream | Description

00 |‘copy free’ Contents are not encrypted, so copying
thereof is indefinite

01 | “copy free but encrypted’ Contents are encrypted but copying thereof is
indefinite

Contents are encrypted, and only one copying
thereof is allowed.  After copying, CCI
information is changed to ‘no more copy’

10 | ‘copy one generation’

‘no more ¢o or ¢o
11 py PY | Contents  are encrypted, and no copying

never’ thereof is allowed

FIG. 1 illustrates a schematic structure of AV data. The AV data 100 comprises a
content field containing therein contents and an information field containing therein in-
formation on the contents.

The information field has a section 110 for copy control information to be used to
control the copying operation of the AV apparatus, and comprises information on a
variety of contents contained in the AV stream. The content field is sectioned into n
sub-unit sections, that is, 'Content_unit 1,' 'Content_unit 2," ... 'Content_unit n.'

The section 110 for copy control information contained in the information field
(hereinafter referred to as 'first copy control information') is divided into sections as
many as the number of the sub-units described above. In each of the divided sections,
values of copy control information such as '11' and '10,’ etc. relative to the sub-units
and location information to indicate locations of the sub-units are included. The
location information may comprise physical or logical addresses relative to the sub-
units, or time information when the contents in the sub-units are played. FIG. 1 refers
to the location information as 'unit_1_ptr," 'unit_2_ptr,' ... 'unit_n_ptr.'

A sub-unit can be divided into one or more sections. By way of example, the sub-
unit included in the content field may be divided into three small sections of 'Sub_2_1,'
'Sub_2 2'and 'Sub_2_3," and each of the small sections may include the copy control
information 130 proper thereto.

The copy control information included in each sub-unit of the content field
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(hereinafter referred to as 'second copy control information') is mainly used so as to
generate a decryption key to decrypt the contents, and thus, if it is illegally modified,
the contents cannot be decrypted. However, the first copy control information 110 is
used so as to control an operation as to whether to copy the contents, and thus, illegal
copying of the contents becomes possible since a third party is allowed to change the
first copy control information 110.

FIG. 2 illustrates a conventional system for AV stream data copy protection to
protect contents from being illegally copied.

The AV stream data copy protection system 200 to decrypt encrypted AV data
comprises an AV data receive unit 210, a control unit 220, a decryption key generation
unit 230, and a content interpret unit 240. The AV data receive unit 210 receives AV
data. The control unit 220 receives a control signal to control an operation of an
apparatus for processing AV data, inputted externally: the control signal may comprise
a command signal to play an AV content, a command signal to copy the AV content,
etc. At this time, the control signal may include a content playing command, a content
copying command etc. The control unit 220 receives the first copy control information
110 as depicted in FIG. 1, transmitted from the AV data receive unit 210, and transmits
a control signal corresponding to a value of the first copy control information to the
decryption key generation unit 230 and the content interpret unit 240.

If the description key generation unit 230 receives a command to generate the
decryption key from the control unit 220, it generates a decryption key with the use of
second copy control information and other information for key generation inputted
from the AV data receive unit 210 and transmits the decryption key to the content
interpret unit 240. The content interpret unit 240 decrypts the content field in the AV
data received by the AV data receiver part with the use of the decryption key received
from the decryption key generation unit 230 and transmits the decrypted content to an
output device 250.

An operation of the conventional AV data processing system to decrypt the AV
data is described hereinbelow.

The AV data receive unit 210 receives AV data, and transmits to the control unit
220 the first copy control information 110 included in AV data as depicted in FIG. 1.

The control unit 220 receives a control signal inputted externally to control an
operation of an AV apparatus. Where the control signal is a command signal to copy
the content, the control unit 220 checks an encryption status of the AV content in the

AV data received by the AV data receive unit 210 by use of the first copy control in-
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formation 110.

Where a value of the first copy control information 110 is 'copy free,' there is no
need to generate a decryption key, and thus, the control unit 220 allows the content
interpret unit 240 to transmit the AV data to an output device 250 as they have been
received by the AV data receiver part .

If a value of the first copy control information 110 is any one of 'no more copy or
copy never,' 'copy free but encrypted' and 'copy one generation,' data is required to be
decrypted. For this purpose, the decryption key generation unit 230 receives the first
copy control information 110 transmitted from the control unit 220, generates a
decryption key by use of the second copy control information and other information
required for generating the description key as inputted from the AV data receive unit
210, and transmits the decryption key to the content interpret unit 240. The content
interpret unit 240 decrypts the content field in the AV data received by the AV data
receive unit 210, by use of the decryption key as transmitted, and transmits the
decrypted AV contents to an output device 250, such as a storage medium or a
displaying apparatus.

The conventional AV data copy protection system 200 uses the first copy control
information so as to check whether an AV apparatus has an authorization to copy the
contents. However, this is problematic because the first copy control information can
be easily modified for illegal copy of data. If 'no more copy or copy never (11)' or
'copy one generation (10)' is modified to 'copy free but encrypted (01)' or 'no more
copy or copy never (11)' is modified to 'copy one generation (10)' as illustrated in
Table 1 and AV data are received by the AV data receive unit 210, the control unit 220
may falsely confirm that copying of the AV data has been allowed and therefore,
illegal copying of the concerned contents can be made in an easy manner.

Disclosure of Invention

The present invention is conceived to solve the aforementioned problems. An
object of the present invention is to provide a method for effectively preventing
decryption of contents due to illegal modification and illegal copying of the copy
control information by utilizing a first copy control information where a key for
encryption or decryption of data is generated.

To achieve the above and/or other objects of the present invention, there is provid
ed a system for preventing copying of AV data comprising a copy control information
inspection unit receiving a first copy control information from AV data including an

AV content information section having the first copy control information and an AV
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content section having second copy control information, and transmitting the first copy
control information and a control command corresponding to the first copy control in-
formation, a key generation unit generating a decryption key with the use of the first
copy control information and predetermined information for the decryption key
generation according to the control command, and a decryption unit decrypting the AV
data with the use of the decryption key.

According to another aspect of the present invention, there is provided a system for
preventing copying of AV data, comprising a copy control information inspection unit
receiving a first copy control information from AV data including a AV content in-
formation section having the first copy control information and an AV content section
having a second copy control information, and transmitting the first copy control in-
formation and a control command corresponding to the first copy control information,
a key generation unit generating an encryption key with the use of the first copy
control information and predetermined information for the encryption key generation
according to the control command and an encryption unit encrypting the AV data with
the use of the encryption key.

According to still another aspect of the present invention, there is provided a
method for preventing copying of AV data, comprising the steps of receiving first copy
control information from AV data including an AV content information section having
the first copy control information and an AV content section including second copy
control information, determining a control state of the first copy control information
and transmitting the first copy control information and a control command cor-
responding to the copy control state, generating a decryption key with the use of the
first copy control information and predetermined information for the decryption key
generation according to the control command, and decrypting the AV data with the use
of the decryption key.

According to still further another aspect of the present invention, there is provided
a method for preventing copying of AV data, comprising the steps of receiving first
copy control information from AV data including an AV content information section
having the first copy control information and an AV content section including second
copy control information, determining a control state of the first copy control in-
formation and transmitting the first copy control information and a control command
corresponding to the copy control state, generating an encryption key with the use of
the first copy control information and predetermined information for the encryption

key generation according to the control command, and encrypting the AV data with the
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use of the encryption key.

Preferably, the copy control information may indicate multiple modes of copy
control states by predetermined bit information, comprising a first mode in which no
copy is allowed, a second mode in which contents are encrypted and one copy thereof
is allowed (said second mode, is modified into the first mode after one copy), a third
mode in which contents are encrypted but copying thereof is indefinitely allowed and
a fourth mode in which contents are not encrypted and copying thereof is indefinitely
allowed. Also preferably, the information for encryption key generation may include
the second copy control information.

Brief Description of Drawings

The above and other objects and features of the present invention will become
apparent from the following description of exemplary embodiments given in
conjunction with the accompanying drawings, in which:

FIG. 1 is a schematic diagram illustrating a configuration of an AV stream;

FIG. 2 is a diagram illustrating a configuration of a conventional AV data
processing system to prevent illegal copy of contents;

FIG. 3 is a block diagram illustrating an AV data protection system to encrypt the
contents according to an exemplary embodiment of the present invention;

FIG. 4 is a diagram illustrating an AV data protection system to decrypt the
contents according to an exemplary embodiment of the present invention;

FIG. 5 through 7 are diagrams illustrating media for providing AV data according
to an exemplary embodiment of the present invention; and

FIG. 8 is a flow chart depicting a process for preventing illegal copying of AV data
according to an embodiment of the present invention.

Best Mode for Carrying out the Invention

Hereinafter, a system and a method for AV stream data copy protection according t
o exemplary embodiments of the present invention will be described in detail with
reference to the accompanying drawings.

A content protection system according to an embodiment of the present invention
may extract contents from an AV data storage medium to play them, or decrypt
encrypted contents to store them in another type of storage medium such as a hard disk
and so on. Further, the content protection system may encrypt the contents so as to
store them in an AV data storage medium. Accordingly, the content protection system
will be described in view of two cases: to encrypt and record the contents, and to

decrypt and copy the decrypted contents.
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FIG. 3 is a block diagram illustrating an AV data protection system to encrypt the
contents according to an embodiment of the present invention. As illustrated therein,
the content protection system comprises a copy control information inspection unit 310
for inspecting a status of a first copy control information and generating a control
signal in response to the inspection result, and a content processing unit 320 for
generating an encryption key according to the control signal and encrypting the
contents. The content protection system 300 operates linked with a CPU memory 330
receiving the AV data and a CPU 340 processing the AV data stored in the CPU
memory.

Hereinbelow, a process of encrypting the contents and recording them on the AV
data storage medium will be described.

If the AV data is loaded on the CPU memory 330, the CPU 340 extracts key
generation information and contents comprising first copy control information 110 and
second copy control information 130 as illustrated in FIG. 1 and transmits them to the
content protection system 300.

The copy control information inspection unit 310 receives a control signal relative
to an operation mode of the content protection system 300 from a user 360. At this
time, the operation mode comprises a mode of encrypting and recording the received
AV data on the AV data storage medium 350 (‘a first mode'), a mode of decrypting the
received AV data (‘a second mode'). The embodiment illustrated in FIG. 3 is operated
under the first mode.

The copy control information inspection unit 310 receives the first copy control in-
formation from the CPU memory 330 and inspects a status of the copy control. The
copy control status has been represented in Table 1 (shown above).

Where a copy control status of the first copy control information is '11,' no copy of
contents is allowed. In this regard, the copy control information inspection unit 310
controls a key generation unit 322 of a content processing unit 320 not to be operated,
thereby allowing the received AV contents not to be recorded on the AV data storage
medium 350.

Where a copy control status of the first copy control information is '00,' the
contents are not encrypted and copying thereof is free, and thus, there is no need to
generate a key to encrypt the AV data. Therefore, the copy control information
inspection unit 310 allows the content processing unit 320 to record the received
contents on the AV data storage medium 350 without encrypting them. At this time,

the first copy control information and the key generation information are together
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recorded.

Where a copy control status of the first copy control information is '01' or '10,' a
key to encrypt the received contents is to be generated. The key generation unit 322
generates the key for encryption of the contents by use of the key generation in-
formation received from the CPU memory 330 and the first copy control information
received from the copy control information inspection unit 310. At this time, the key
generation information includes second copy control information. In addition to the
second copy control information, the key generation information includes information
on a device comprising the content protection system 300, a value of a common key or
a secret key existing in the device, a common key or a secret key according to the AV
data storage medium 350, and a seed value generated randomly for key generation.

If the key to encrypt the contents is generated by the key generation unit 322,
encryption/decryption unit 324 encrypts the contents received from the CPU memory
330, by use of the key. Then, the encrypted contents are recorded on the AV data
storage medium 350.

FIG. 4 is a diagram illustrating an AV data protection system to decrypt the
contents according to an embodiment of the present invention.

Referring to this figure, the content protection system 400 comprises a copy
control information inspection unit 410 inspecting a status of the first copy control in-
formation and generating a control signal according to the inspection result, and a
content processing unit 420 generating a decryption key according to a control signal
and decrypting the contents. The content protection system 400 operates linked with a
CPU memory 430 receiving AV data from the AV data storage medium, and a CPU
440 processing the AV data stored in the CPU memory 430.

Hereinbelow, a process of decrypting the contents by use of the content protection
system will be described.

If AV data is loaded on the CPU memory 430 from the AV data storage medium
450, the CPU extracts the first copy control information 110 shown in FIG. 1 and key
generation information including second copy control information 130 from the AV
data and transmits them to the content protection system 400.

The copy control information inspection unit 410 receives a control signal relative
to an operation mode of the content protection system 400, from a user 460. FIG. 4
shows that it is operated under the second mode (discussed above).

The copy control information inspection unit 410 receives the first copy control in-

formation from the CPU memory 430 and inspects a status of the copy control. The
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copy control status is indicated on Table 1.

Where the copy control status of the first copy control information is '11,' no copy
of the contents is allowed. Since the copy control information inspection unit 410
allows the key generation unit 422 of the content processing unit 420 not to be
operated, the received AV data is not decrypted.

Where the copy control status of the first copy control information is '00," the
contents are not decrypted and copy of the contents is free, and thus, there is no need
to generate a key for decryption of the AV data. Therefore, the copy control in-
formation inspector part 410 outputs the AV contents received by the content
processing unit 420.

Where a copy control status of the first copy control information is '01' or '10," a
key to decrypt the received contents is to be generated. The key generation unit 422
generates the key for decryption of the contents by use of the key generation in-
formation received from the CPU memory 430 and the first copy control information
received from the copy control information inspection unit 410. At this time, the key
generation information includes second copy control information. In addition to the
second copy control information, the key generation information includes information
on a device comprising the content protection system 400, a value of a common key or
a secret key existing in the device, a common key or a secret key according to the AV
data storage medium 450, and a seed value generated randomly for key generation.

If the key for decryption of the contents is generated by the key generation unit
422, encryption/decryption unit 424 decrypts and outputs the contents received from
the CPU memory 430, by use of the key.

During the above-described operational processes, if the first copy control in-
formation is illegally modified and integrated into the copy control information while
the AV data is loaded on the CPU memory 330 or the first copy control information is
transmitted to the copy control information inspection unit 310 from the CPU memory,
a different key from the key used to encrypt the data stored in the AV data storage
medium 450 may be generated. Thus, the received AV data is not decrypted.

FIGS. 5 through 7 are diagrams illustrating media for providing AV data according
to an embodiment of the present invention, wherein the CPU memory 430 can receive
the AV data through an interface unit 510 corresponding to data transmission mediums
520, 530 and 540.

FIG. 5 represents a wireless medium for a WLAN (Wireless-LAN) based on
802.11a or 802.11b, Bluetooth, a wireless asynchronous transfer mode (ATM), Digital
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Terrestrial Communication or Digital Satellite Communication.

FIG. 6 represents a wired medium for Ethernet, fiberoptic digital data interface
(FDDI) or high-speed serial communication such as IEEE1394.

FIG. 7 represents a storage media such as an optical storage medium, a magnetic
storage medium or a mobile storage medium.

FIG. 8 is a flow chart depicting a process for preventing illegal copying of AV data
according to an embodiment of the present invention.

If AV data is received S805, a first copy control information is extracted from the
AV data so as to inspect a status of the copy control information S810.

If the status of the first copy control information is '11' as indicated in Table 1,
copying of the contents is prevented and thus, a copying process is terminated S840.

If the status of the first copy control information is '00' as indicated in Table 1,
there is no need to decrypt the contents, and thus, the AV data is output as received,
without passing through a decryption process S§15.

Where the status of the first copy control information is '01' or '10' as indicated in
Table 1, at least one copy will be performed. Thus, a decryption key is generated by a
command to play, with the use of the first copy control information S825. At this time,
the decryption key includes the second copy control information in addition to the first
copy control information. The decryption key may further include a value of a
common key or a secret key existing within the device, a common key or a secret key
according to the medium storing therein AV data or providing the AV data, or a seed
value generated randomly for the key generation.

After the decryption key is generated the AV data received with the use of the
decryption key is decrypted and then output S830 and S835 .

Industrial Applicability

As described above, the present invention provides a means for preventing illegal
copying of AV contents due to modification of copy control information and an easy
application thereof to digital electronic apparatuses for household purpose and other
purposes, all of which are used in storing or copying the AV data containing copy
control information, thereby contributing to content protection.

It is understood that those skilled in the art can make various substitutions, changes
and modifications to the embodiments of the present invention described above
without departing from the technical spirit and scope of the invention, and thus, the

present invention is not limited to the embodiments illustrated in the drawings.
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Claims
A system for preventing copying of audio/video (AV) data, comprising:
a copy control information inspection unit receiving first copy control in-
formation from the AV data including an AV content information section having
the first copy control information and an AV content section having second copy
control information, and transmitting the first copy control information and a
control command corresponding to the first copy control information;
a key generation unit generating a decryption key using the first copy control in-
formation and predetermined information for decryption key generation
according to the control command; and
a decryption unit decrypting the AV data using the decryption key.
The system as claimed in claim 1, wherein the copy control information indicates
multiple modes of copy control statuses based on predetermined bit information,
said multiple modes comprising a first mode in which no copy of AV contents is
allowed, a second mode in which said AV contents are encrypted and one copy
thereof is allowed (said second mode is modified into the first mode after one
copy), a third mode in which said AV contents are encrypted but copy thereof is
indefinitely allowed, and a fourth mode in which said AV contents are not
encrypted and copying thereof is indefinitely allowed.
The system as claimed in claim 1, wherein the predetermined information for the
decryption key generation includes the second copy control information.
A system for preventing copying of audio/video (AV) data, comprising
a copy control information inspection unit receiving first copy control in-
formation from the AV data including an AV content information section having
the first copy control information and an AV content section having second copy
control information, and transmitting the first copy control information and a
control command corresponding to the first copy control information;
a key generation unit generating an encryption key using the first copy control
information and predetermined information for encryption key generation
according to the control command; and
an encryption unit encrypting the AV data using the encryption key.
The system as claimed in claim 4, wherein the copy control information indicates
multiple modes of copy control states based on predetermined bit information,

said multiple modes comprising a first mode in which no copy of AV contents is
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allowed a second mode in which said AV contents are encrypted and one copy
thereof is allowed said second mode is modified into the first mode after one
copy, a third mode in which said AV contents are encrypted but copying thereof
is indefinitely allowed and a fourth mode in which contents are not encrypted
and copying thereof is indefinitely allowed.

The system as claimed in claim 4, wherein the predetermined information for the
encryption key generation includes the second copy control information.

A method for preventing copying of audio/video (AV) data, comprising:
receiving first copy control information from said AV data including an AV
content information section having the first copy control information and an AV
content section including second copy control information;

determining a control state of the first copy control information and transmitting
the first copy control information and a control command corresponding to the
determined copy control state;

generating a decryption key using the first copy control information and pre-
determined information for the decryption key generation, according to the
control command; and

decrypting the AV data using the decryption key.

The method as claimed in claim 7, wherein the copy control information
indicates multiple modes of copy control states by predetermined bit in-
formation, said multiple modes comprising a first mode in which no copy of AV
contents is allowed, a second mode in which said AV contents are encrypted and
one copy thereof is allowed, said second mode is modified into the first mode
after one copy, a third mode in which said AV contents are encrypted but
copying thereof is indefinitely allowed, and a fourth mode in which said AV
contents are not encrypted and copying thereof is indefinitely allowed.

The method as claimed in claim 7, wherein the predetermined information for
the decryption key generation includes the second copy control information.

A method for preventing copying of audio/video (AV) data, comprising:
receiving first copy control information from said AV data including an AV
content information section having the first copy control information and an AV
content section including second copy control information;

determining a control state of the first copy control information and transmitting
the first copy control information and a control command corresponding to the

determined copy control state;
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generating an encryption key using the first copy control information and pre-
determined information for the encryption key generation, according to the
control command; and

encrypting the AV data using encryption key.

The method as claimed in claim 10, wherein the copy control information
indicates multiple modes of copy control states by predetermined bit in-
formation, said multiple modes comprising a first mode in which no copy of AV
contents is allowed a second mode in which said AV contents are encrypted and
one copy thereof is allowed said second mode is modified into the first mode
after one copy, a third mode in which said AV contents are encrypted but
copying thereof is indefinitely allowed, and a fourth mode in which said AV
contents are not encrypted and copying thereof is indefinitely allowed.

The method as claimed in claim 10, wherein the predetermined information for

encryption key generation includes the second copy control information.
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[Fig. 6]
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