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Description

[0001] The following description relates to communi-
cation networks.

BACKGROUND

[0002] Modem information networks are often combi-
nations of data networks, including heterogeneous com-
binations. Often, a client device connected to a first net-
work communicate with a second network (e.g., connect
to services of the second network) via the first network.
The two networks can use different protocols (e.g., ad-
dressing, framing, packetizing, etc.) to address devices
or transmit data. Devices, such as network bridges or
gateways, can be used to allow client devices to com-
municate from the first network (e.g., the network to which
the clientdeviceis initially connected) by translating client
device communications between the different protocols
of the two networks.

[0003] Inmodem cellular networks, such as a networks
adhering to the 3GPP Long Term Evolution Advanced
(LTE-A) (e.g., 3GPP Long Term Evolution release 10,
3GPP standard 36.21X vb.x.x, release 11 and beyond)
family of standards, user equipment (UE) (e.g., clientde-
vices such as cellular telephones, tablet computers, or
other computing or communications devices) can initially
connect to a cellular provider’s core network for voice or
data services. Through this core network, capable UEs
can connect to packet data networks (PDNs), such as
the Internet, for additional services. In LTE-A networks,
the UE generally first interfaces with a serving gateway
(S-GW) of the core network, and, based on this UE point
of attachment, a PDN gateway (P-GW) is selected and
associated with the UE. The UE’s traffic is routed from
the S-GW through the core network to the selected PDN
gateway (P-GW) that then interfaces with the PDN. This
process is known as selected internet protocol (IP) traffic
offload (SIPTO).

[0004] WO 2011/034173 relates to an arrangement in
which, when user equipment (UE) connectsfrom anarea,
in which the user equipment currently exists, to an exter-
nal network, the user equipment can reselectan optimum
gateway. According to a communication method in
LIPA/SIPTO architecture, the user equipment selects a
gateway apparatus, which is physically or topologically
near to a point to which the user equipment is attached,
in accordance with a movement of the user equipment.

SUMMARY

[0005] Aspects and embodiments are set out in the
appended claims. According to some aspects and em-
bodiments, network efficiency and/or session continuity
may be improved relative to at least some prior arrange-
ments.

10

15

20

25

30

35

40

45

50

55

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] In the drawings, which are not necessarily
drawn to scale, like numerals may describe similar com-
ponents in different views. Like numerals having different
letter suffixes may representdifferent instances of similar
components. The drawings illustrate generally, by way
of example, but not by way of limitation, various embod-
iments discussed in the present document.

Fig. 1 illustrates an example system including an ex-
ample network infrastructure component to perform
intelligent P-GW relocation for SIPTO service conti-
nuity, according to one embodiment.

Figs. 2A-B illustrate two views of P-GW relocation
for a UE physically moving in a core network at dif-
ferent points in time, according to one embodiment.
Fig. 3 illustrates example components of a UE to
report network session state to a network infrastruc-
ture component, according to one embodiment.
Fig. 4 illustrates an example application catalog that
can be used to facilitate intelligent P-GW relocation
for SIPTO service continuity, according to one em-
bodiment.

Fig. 5 illustrates a flowchart for an example method
of intelligent P- GW relocation for SIPTO service con-
tinuity, according to one embodiment.

Fig. 6 illustrates a flowchart for an example method
of determining a time period to meetan impact metric
of network session continuity using an application
catalog, according to one embodiment.

Fig. 7 illustrates a flowchart for an example method
of determining a time period to meetan impact metric
of network session continuity using information col-
lected by the UE, according to one embodiment.
Fig. 8 illustrates a flowchart for an example method
of monitoring UE network session state via network
quality of service indicators.

Fig. 9 illustrates a block diagram illustrating an ex-
ample machine upon which one or more embodi-
ments can be implemented.

DETAILED DESCRIPTION

[0007] For illustrative purposes the core network, UE,
or system examples discussed below generally adhere
tothe LTE-A family of standards. However, the disclosed
systems, apparatuses, or methods are not so limited and
are applicable to other network configurations.

[0008] In networks that use the previously described
S-GW and P-GW arrangement, the P-GW can assign
one or more PDN characteristics to the UE. For example,
to communicate with the internet, the UE can be assigned
an IP address by the P-GW. In an example, changing
the PDN characteristics can impact the network session
continuity of an active PDN session. For example, chang-
ing the UE’s IP address while a video is streaming to the
UE canresultin an interruption of the video. Maintaining
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session continuity is a provider goal in order to meet cus-
tomer expectations.

[0009] Maintaining an efficient core network is another
goal for service providers. As a UE moves through space
(e.g., as a mobile phone travels about a city with its op-
erator) the UE can interface with different access points
(e.g., a base station, eNb, wireless transmission points,
etc.) during its travels. These access points can be as-
sociated with different S-GWs. If, for example, a PDN
session were initiated at a first S-GW, a corresponding
P-GW would be associated to the UE. As the UE moved
and changed S-GWSs, the provider may desire changing
the P-GW to address its network efficiency concern be-
cause the original P-GW may be too distantfrom a current
S-GW (e.qg., in the number of network devices commu-
nications must pass through, physical distance, etc.) to
be efficient. However, because PDN characteristics are
assigned to the UE by the original P-GW, changing the
P-GW during an active PDN session can lead to PDN
session interruptions and negatively affect the provider's
goal of maintaining session continuity. This issue can be
exacerbated by the proliferation of UE always-on con-
nectivity. Placing P-GWs deeper into the provider’s core
network (e.g., were a P-GW can serve more S-GWs with
nearly equivalent efficiency) can abate some session
continuity issues at the expense of efficiently offloading
the PDN traffic from the core network.

[0010] Intelligent P-GW relocation (e.g., changing P-
GWs) for SIPTO service continuity can address provid-
ers’ dual goals of maintaining session continuity and
maintaining an efficient core network. By monitoring, for
example at a network infrastructure component of the
core network, network session state for a UE and deter-
mining a transition window based on both that network
session state and a session continuity impact metric, the
UE can be associated with a new P-GW during the tran-
sition window in response to a determination that the cur-
rent UE P-GW is less optimal, in at least one performance
metric, than the new P-GW.

[0011] For example, given a UE application that can
have active PDN sessions-such as when; transferring
files using file transfer protocol (FTP); web browsing;
downloading hypertext markup language (HTML);
streaming video; using voice over IP (VOIP); video call-
ing; and instant messaging among others-the UE appli-
cation can have inactivity periods (e.g., time periods of
no activity or of activity that can be quickly resumed by
the application) where the PDN session can be interrupt-
ed (e.g., changing the UE’s IP address) without any, or
with minimal, interruption to the service continuity as per-
ceived by the UE’s user. Thus, a window can existduring
these inactivity periods whereby transitioning from one
P-GW to another, along with an IP address change for
the UE, does notinterrupt the service continuity. Accurate
determination of these transition windows can lead to
greater (e.g., more frequent) opportunities for the provid-
er to change the P-GW associated with the UE. This can,
in turn, allow the provider to locate the P-GWs closer to
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the S-GWs to efficiently offload PDN traffic from the core
network without unduly impacting the service continuity
goal of the provider.

[0012] Fig. 1illustrates an example system 100 includ-
ing an example network infrastructure component 105 to
perform intelligent P-GW relocation for SIPTO service
continuity, according to one embodiment. In an example,
network infrastructure component 105 can be a mobility
management entity (MME) as defined inthe LTE-A family
of standards.

[0013] In an example, the system 100 can include UE
120 and core network 140. In an example, the system
100 caninclude a PDN 160 (e.g., the Internet) or multiple
PDNs. In an example, the core network 140 can include
one or more S-GWs 145 and one or more P-GWs 150.
In an example, the S-GW 145 can be configured to in-
terface the application network traffic 125 of the UE 120
to the core network 140. In an example, the P-GW 150
can be configured to interface the application network
traffic 125 to the PDN 160. In an example, the PDN 160
can include an application service provider 165 config-
ured to provide data or other services to the application.
In an example, the application network traffic 125 can
include different layers (e.g., levels) of or protocols. Inan
example, the application network traffic 125 can include
a network layer 130 (e.g., any one or more of layers one
through six of the open systems interconnection model
(OSI model)). In an example, the OSI model layers one
through six can respectively include the physical layer,
the data link layer, the network layer, the transport layer,
the session layer, and the presentation layer. In an ex-
ample, the application network traffic 125 can include an
application layer 135. Inan example, the application layer
135 can include the OSI layer seven.

[0014] The wireless infrastructure component 105 can
include a UE application monitoring module 110 and a
routing module 115 that are communicatively coupled to
each other. In an example, the wireless infrastructure
component 105 can also include an application catalog
155 communicatively coupled to the UE application mon-
itoring module 110. In an example, the UE application
monitoring module 110 can be communicatively coupled
toany one or more of the UE 120, the application network
traffic 125, the S-GW 145, the P-GW 150, or the appli-
cation service provider 165.

[0015] The UE application monitoring module 110 can
be configured to monitor a network session state for the
UE 120. In an example, the network session state can
include the session state of an application running on the
UE.

[0016] In an example, the UE application monitoring
module 110 can be configured to inspect the application
network traffic 125 using deep packet inspection (DPI)
to monitor the network session state for the UE 120. DPI
(e.g., complete packet inspection or information extrac-
tion) can include analyzing the data or headers of the
application network traffic 125 to determine the current
state of the application. In an example, DPI is analysis
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of the application layer 135. Using DPI, the UE application
monitoring module 110 can determine what the applica-
tion is orwhether a PDN session can be interrupted with-
out unduly impacting the service continuity of the appli-
cation.

[0017] In an example, the UE application monitoring
module 110 can be configured to identify the application
service provider 165. For example, if the application is a
social networking application, the application service pro-
vider 165 would be the service (e.g., available via a web
site, web service, or other PDN service endpoint tech-
nologies) supporting the social network. In an example,
to monitor the network session for the UE, the UE appli-
cation monitoring module 110 can be configured to re-
trieve, receive, or both retrieve and receive an impact of
the session state of the application for changing a PDN
characteristic of the application network traffic 125 or UE
120 from the application service provider 165. In an ex-
ample, the PDN characteristic can be an IP address of
the UE 120 (e.g., a change in the PDN characteristic is
an IP address change for the UE 120). In an example,
the PDN characteristic can be other parameters provided
to the UE 120 to operate on the PDN 160. These param-
eters could include such things as packet size, encryption
keys, data control procedures, or any other parameter
assigned to the UE 120 or the application network traffic
125 to allow the application network traffic 125 to operate
from the core network 140 tothe PDN 160. Inan example,
changing the PDN characteristic affects network session
continuity of the application when there is an active PDN
session for the application. In an example, one or more
PDN characteristics (e.g., of the UE 120) are changed
when the UE 120 is transitioned from a current P-GW
150 to a new P-GW.

[0018] The impact of the session state of the applica-
tion, for example retrieved from the application service
provider 165, can provide information to the UE applica-
tion monitoring module 110 on the current state of the
PDN session. For example, the impact of the session
state of the application could be a numerical report indi-
cating the level of severity of changing the PDN charac-
teristic. In an example, the report could report the impact
via the state, such as by providing an ’idle’ indication
when the PDN can be interrupted without a network ses-
sion continuity impact; a 'minimal’ indication when the
impact would be minor (e.g., an instant chat application
reconnecting to the application service provider 165 be-
tween transmissions); or severe when the impact would
lead to more serious interruptions (e.g., a video stream-
ing application that, when interrupted, would require the
user to start the video over after reconnection to the ap-
plication service provider 165).

[0019] In an example, the UE application monitoring
module 110 and the application service provider 165 can
be configured to use Interworking between Mobile Op-
erators using the Evolved Packet System, and Data Ap-
plication Providers (MOSAP) as provided in the LTE-A
family of standards. These configurations can include ar-
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chitectural adaptions (e.g., application interfaces, au-
thentication or communications protocols, etc.). In an ex-
ample, the core network 140 can provide authentication
for applications. In an example, the core network 140 can
provide and enforce policy interactions for the core net-
work’s 140 services or for the application service provider
165.

[0020] In an example, the UE application monitoring
module 110, in order to monitor the network session state
for the UE, can be configured to receive, retrieve, or both
receive and retrieve the impact of the session state of
the application for changing the PDN characteristic (e.g.,
as discussed above) from the UE 120. For example, sim-
ilar to the UE application monitoring module’s 110 inter-
action(s) with the application service provider 165 dis-
cussed above, this information can be gathered from the
UE 120. Further examples are discussed below with re-
spect to Fig. 3.

[0021] Inanexample, UE application monitoring mod-
ule 110, in order to monitor the network session state for
the UE, can be configured to determine a network quality
of service (QOS) indicator for the application network traf-
fic 125 and associate the network QOS indicator to an
impact of the network session continuity for changing the
PDN characteristic. For example, the UE application
monitoring module 110 can observe network layer 130
traffic, interface with routers or switches, or otherwise
obtain a QOS level for application network traffic 125.
QOS levels can be numerical or symbolic and correspond
to various network based procedures for handling traffic
at a specific QOS level. For example, agiven QOS levels
of high and low priority, high priority traffic may be deliv-
ered before low priority traffic. Other types of QOS levels
could specific, for example, a guaranteed delivery, or
specify that an undelivered piece of data should not be
re-transmitted. These QOS levels can be associated with
various impacts of the network session continuity. For
example, high priority traffic can be associated with a
severe impact of the network session continuity whereas
low priority traffic can be associated with a minor (e.g.,
easily recoverable) impact of the network session conti-
nuity. In an example, the QOS levels can include active
TCP sessions (e.g., an active TCP session is associated
to one QOS level and an inactive TCP session is asso-
ciated to a different QOS level). In an example, QOS
levels can include UE 120 connectivity information (e.g.,
active or inactive data sessions, UE 120 idle state, etc.)
obtained via radio resource control (RRC) signaling of a
LTE-A network, for example from a base station.

[0022] Monitoring the network session state for the UE
120, by the UE application monitoring module 110, can
include direct monitoring of the application network traffic
125 (e.g., via DPI or network QOS levels as described
above), retrieving or receiving information from applica-
tion service provider 165 of the application (e.g., as de-
scribed above), receiving information from the UE 120
(e.g., as described above), or any combination thereof.
For direct monitoring of the application network traffic
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125, the application network traffic 125 can be observed
at a core network 140 component (e.g., a router, bridge,
gateway, etc.), the application network traffic 125 can be
routed through the network infrastructure component
105, or some or all of the application network traffic 125
can be copied and directed to the network infrastructure
component 105,

[0023] In addition to being configured to monitor the
network session state for the UE 120, the UE application
monitoring module 110 can be configured to determine
a transition window based on both the network session
state and a session continuity impact metric. In an ex-
ample, the session continuity impact metric can be a de-
gree of service interruption for the application perceived
by a user of the UE 120. For example, given degree’s
zero, one, and two, degree zero could be an interruption
that the user cannot perceive (e.g., changing an IP ad-
dress between HTTP requests), degree one could be a
minor interruption perceived by the user (e.g., playing
music stutters), and degree two could be a major inter-
ruption (e.g., the service is interrupted and the user must
log back onto the service). The degree of service inter-
ruption can be expressed numerically, symbolically, or
via more complex data structures.

[0024] In an example, by comparing the current net-
work session state to the session continuity impact met-
ric, the UE application monitoring module 110 can identify
PDN session periods whereby changing the PDN char-
acteristic won’t disrupt the PDN session more that the
session continuity impact metric. Thus, the provider can
establish periods in which a new P-GW can be assigned
to the UE 120 while still maintaining the desired user
experienced continuity.

[0025] In anexample, in order to determine the transi-
tion window, the UE application monitoring module 110
can be configured to determine a time period in which
changing the PDN characteristic would not affect network
session continuity of the application to a degree greater
that the session continuity impact metric. For example,
given athree degree level of the session continuity impact
metric starting at zero, if the session continuity impact
metric is one, changing the PDN characteristic during the
determined time period would result in a network session
continuity impact of degree zero or one. Thus, the core
network 140 provider can set the level session continuity
via the session continuity impact metric.

[0026] In an example, given the retrieval or receipt of
an impact of the session state of the application (e.g., via
DPI, the application service provider 165, the UE 120, or
associating network QOS indicators as described
above), the UE application monitoring module 110 can
be configured to identify a beginning of the time period
in response to matching the impact metric of the network
session continuity to the retrieved or received impact of
the session state of the application. In an example, the
UE application monitoring module 110 can be configured
to identify a beginning of the time period by matching a
network traffic marker
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[0027] (described below with respect to Fig. 4) to the
session continuity impact metric. Thus, in a stream, of
data, when the UE application monitoring module 110
first observes that the impact of changing the PDN char-
acteristic on the PDN session is less than or equal to the
session continuity impact metric, the time of that first ob-
servation marks the beginning of the time period. In an
example, the end of the time period can correspond to a
fixed time offset from the beginning of the time period
(e.g., 10ms). In an example, the time period can continue
until the UE application monitoring module 110 observes
the impact of the session state of the application becom-
ing greater than the session continuity impact metric.
[0028] The routing module 115 can be configured to
associate a new P-GW tothe UE 120 during the transition
window (e.g., as determined by the UE application mon-
itoring module 110) in response to a determination that
the current P-GW 150 of the UE 120 is less optimal, in
at least one performance metric, than the new P-GW. In
an example, associating a new P-GW to the UE 120
changes at least one PDN characteristic (e.g., IP ad-
dress) for the UE 120. In an example, the routing module
115 can be configured to make the determination that
the current P-GW 150 of the UE 120 is less optimal than
the new P-GW. In an example, the routing module 115
can be configured to receive the determination that the
current P-GW 150 of the UE 120 is less optimal than the
new P-GW.

[0029] In an example, the performance metric corre-
sponds to a measurable aspect of a P-GW’s 150 efficien-
cyinthe core network 140. For example, the performance
metric can measure physical distance (e.g., between S-
GW 145 and P-GW 150), logical distance (e.g., the
number of network devices application network traffic
125 passes through between S-GW 145 and P-GW 150),
load (e.g., number of UEs served by the P-GW 150), etc.
[0030] Figs.2A-B illustrate two views of P-GW reloca-
tion for a UE 120 physically moving in a core network
140 at different points in time, according to one embod-
iment. Fig. 2A illustrates an initial P-GW A 150A associ-
ated with UE 120 via S-GW A 145A. In this example, P-
GW A 150Awas chosen because ithad was more optimal
than P-GW B 150B with respect to S-GW A 145A when
a PDN session was initiated. As the UE 120 moves (e.g.,
in a car traveling between cities)

the UE 120 can also be associated with other S-GWs,
such as S-GW B 145B as illustrated in Fig. 2B. Fig. 2B
also illustrates that, although UE 120 is still associated
with P-GW A 150A, P-GW B 150B is more optimal with
respect to the new S-GW B 145B. Thus, transitioning UE
120 from P-GW A 150A to P-GW B 150B is desirable for
the core network 140 provider to maintain core network
140 efficiency by offloading the SIPTO traffic sooner. By
performing this transition during the transition window
determined by the UE application monitoring module
110, the core network 140 provider can also maintain its
desired level of session continuity for the UE 120.
[0031] Fig. 3 illustrates example components of a UE
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120 to report network session state to a network infra-
structure component 105, according to one embodiment.
UE 120 can include a UE platform 305. The UE platform
305 can include software or hardware to support voice
or data operations of the UE 120. For example, the UE
platform 305 can include an UE operating system 310,
a UE service module 320, or an application 315. In an
example, the application 315 is the application discussed
above with respect to Fig. 1. In an example, the applica-
tion 315 and the UE service module 320 can run on, or
within, the UE operating system 310. In an example, one
or more of the UE operating system 310, the application
315, and the UE service module 320 can be communi-
catively coupled to the network infrastructure component
105. In an example, the UE operating system 310, the
application 315, and the UE service module 320 can be
communicatively coupled to each other in any combina-
tion of the three.

[0032] The UE service module 320 can be configured
to query the application 315 to determine the impact of
the session state of the application and transmit the im-
pact of the session state of the application to the UE
application monitoring module 110. In an example, the
UE service module 320 can observe application network
traffic 125 originating from the application 315 to deter-
mine the impact of the session state of the application.
In an example, the UE service module 320 can register
with the application 315 and receive the impact of the
session state of the application from the application 315
(e.g., periodically or when the impact of the session state
of the application changes). In an example, the UE serv-
ice module 320 is a component of the network infrastruc-
ture component 105 (e.g., a software program trans-
ferred and executed on the UE 120). In an example, the
UE service module 320 is configured to transmit the im-
pact of the session state of the application in response
to a request from the UE application monitoring module
110.Inan example, the application 315 can be configured
to determine the impact of the session state of the appli-
cation and transmit it to the UE application monitoring
module 110. In an example, the UE operating system
310 can be configured to determine the impact of the
session state of the application and transmit it to the UE
application monitoring module 110.

[0033] Fig. 4 illustrates an example application catalog
155 that can be used to facilitate intelligent P-GW relo-
cation for SIPTO service continuity, according to one em-
bodiment. The application catalog 155 can include one
or more entries 405 (e.g., entry A 405A and entry B 405B)
corresponding to one or more applications. In an exam-
ple, an entry 405 (e.g., entry A 405A) can include an
index 410 and a network traffic marker 420. In an exam-
ple, the index 410 can identify the application corre-
sponding to the entry 405. In an example, a single index
410 can be associated with multiple network traffic mark-
ers 420. In an example, the index 410 is absent from the
entry A 405A.

[0034] In an example, the network traffic marker 420
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can beobservable (e.g., by the UE application monitoring
module 110) via DPI. In an example, the network traffic
marker 420 can correspond to a point in a network ses-
sion for the application. In an example, the network traffic
marker 420 can include the impact of the network session
for changing the PDN characteristic at the point. For ex-
ample, the network traffic marker 420 could be a bit
stream pattern corresponding to a transaction ending op-
eration in the application. The application could quickly
recover from a PDN characteristic change immediately
following the operation, but the user may perceive the
interruption (e.g., a minor interruption as described
above). Thus, the network traffic marker 420 would in-
clude the minor character of interrupting the network ses-
sion after the marker (e.g., the bit stream pattern) is ob-
served.

[0035] Inanexample, whenthe application catalog 155
described here is employed, the UE application monitor-
ing module 110 can be configured to retrieve, for example
the entry A 405A, based on matching the impact on the
network session continuity, from the network traffic mark-
er 420, to the session continuity impact metric. Thus, the
entries 405 can be filtered by those that would permit a
P-GW relocation given a session continuity impact met-
ric.

[0036] The example methods described below can use
any combination of components described above in Figs.
1-4 or other components to perform the described oper-
ations. Thus, although specific components may be used
below for illustrative purposes, the described methods
are not limited to running on those components.

[0037] Fig. 5 illustrates a flowchart for an example
method 500 of intelligent P-GW relocation for SIPTO
service continuity, according to one embodiment.
[0038] At operation 505 a determination that a current
P-GW 150 of the UE 120 is less optimal, in at least one
performance metric, than the new P-GW can be made
(e.g., by the UE application monitoring module 110). This
determination can be made as described above with re-
spect to Figs. 1 and 2. In an example, operation 505 can
occur before or after any of operations 510-520. That is,
operation 505 is not dependent upon (e.g., is independ-
ent of) any other operation describe in Fig. 5.

[0039] At operation 510 the network session state for
a UE 120 can be monitored (e.g., at UE application mon-
itoring module 110). In an example, the network session
state can include the session state of an application 315
running on the UE 120. In an example, monitoring the
network session state for the UE can include inspecting
the network traffic of the application using deep packet
inspection. In an example, the monitoring can include
identifying an application service provider 165 (e.g., a
service vendor) for the application 315 and retrieve, from
the application service provider 165, an impact of the
session state of the application 315 for changing the PDN
characteristic.

[0040] At operation 515 a transition window based on
both the network session state and a session continuity
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impact metric can be determined. In an example, deter-
mining the transition window includes determining a time
period in which changing the PDN characteristic would
not affect network session continuity of the application
315 to a degree greater than the session continuity im-
pact metric. In an example, changing the PDN charac-
teristic can include changing an IP address for the UE
120. In an example, the session continuity impact metric
is a degree of service interruption for the application 315
perceived by a user of the UE 120. In an example, the
degree of service interruption is zero (e.g., the user per-
ceives no interruption). In an example, when monitoring
of operation 505 includes retrieving an impact of the ses-
sion state from the application service provider 165, de-
termining the time period can include identifying a begin-
ning of the time period in response to matching the ses-
sion continuity impact metric to the retrieved impact of
the session state of the application.

[0041] Atoperation 520 a new P-GW can be associat-
ed to the UE 120 during the transition window. In an ex-
ample, associating the new P-GW to the UE 120 can
include changing the PDN characteristic of the UE120.
In an example, changing the PDN characteristic can af-
fect network session continuity of the application.
[0042] Fig. 6 illustrates a flowchart for an example
method 600 of determining a time period to meet an im-
pact metric of network session continuity using an appli-
cation catalog (e.g., as described in operation 515 of Fig.
5), according to one embodiment. Method 600 can be
performed with the application catalog 155 (e.g., as de-
scribed above with respect to Figs. 1 and 4) including
entries 405, each entry 420 including a network traffic
marker 420. The network traffic marker 420 can be ob-
servable (e.g., by the UE application monitoring module
110) via DPI, can correspond to a point in a network ses-
sion for the application 315, and can include the impact
on the network session for changing the PDN character-
istic at the point in the network session for the application
315.

[0043] At operation 605 an entry corresponding to the
application 315 can be retrieved (e.g., by the UE appli-
cation monitoring module 110) based on matching the
impact on the network session continuity, from the net-
work traffic marker 420 of the entry (e.g., entry A 405A),
to the session continuity impact metric.

[0044] At operation 610 the beginning of the time pe-
riod can be identified based on matching the network
traffic marker 420 to the session state of the application
determined by DPI (e.g., by the UE application monitoring
module 110).

[0045] Fig. 7 illustrates a flowchart for an example
method 700 of determining a time period to meet an im-
pact metric of network session continuity using informa-
tion collected by the UE 120, according to one embodi-
ment. Method 700 can be performed when monitoring
the network session state for the UE 120 (e.g., as de-
scribed in operation 510 of Fig. 5) includes receiving the
impact of the session state of the application 315 for
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changing the PDN characteristic from the UE 120. Fur-
ther, when determining the time period (e.g., as de-
scribed in operation 515 of Fig. 5) includes identifying
the beginning of the time period in response to matching
the session continuity impact metric to the received im-
pact of the session state of the application 315. In an
example, one or both of operations 705 and 710 can be
performed on, or by, the UE 120 or components of the
UE 120.

[0046] At operation 705 the application 315 can be
queried (e.g., by the UE service module 320) to determine
the impact of the session state of the application 315
(e.g., as described above with respect to Figs. 1 and 3).
[0047] Atoperation 710 the impact of the session state
of the application 315 (e.g., as determined at operation
705) can be transmitted to the core network 140 (e.g., to
the UE application monitoring module 110). In an exam-
ple, the impact of the session state of the application 315
can be transmitted in response to a request from the core
network 140 (e.g., UE application monitoring module
110).

[0048] Fig. 8 illustrates a flowchart for an example
method 800 of monitoring UE network session state (as
described in operation 510 of Fig. 5) via network QOS
indicators.

[0049] At operation 805 the network QOS indicator of
the application network traffic 125 can be determined
(e.g., by the UE application monitoring module 110). In
an example, the determination can be performed as de-
scribed above with respect to Fig. 1.

[0050] At operation 810 the network QOS indicator
(e.g., as determined at operation 805) can be associated
to an impact on the network session for changing the
PDN characteristic. In an example, the association can
be performed as described above with respect to Fig. 1.
[0051] After the association of operation 810 is made,
operation 510, specifically determining the time period,
can be modified to include identifying the beginning of
the time period in response to matching the session con-
tinuity impact metric to the impact of the session state of
the application 315.

[0052] Fig. Qillustrates a block diagram of an example
machine 900 upon which any one or more of the tech-
niques (e.g., methodologies) discussed herein can per-
form. In alternative embodiments, the machine 900 can
operate as a standalone device or can be connected
(e.g., networked) to other machines. In a networked de-
ployment, the machine 900 can operate in the capacity
of a server machine, a client machine, or both in server-
client network environments. In an example, the machine
900 can act as a peer machine in peer-to-peer (P2P) (or
other distributed) network environment. The machine
900 can be a personal computer (PC), atablet PC, a set-
top box (STB), a Personal Digital Assistant (PDA), a mo-
bile telephone, a web appliance, a network router, switch
or bridge, or any machine capable of executing instruc-
tions (sequential or otherwise) that specify actions to be
taken by that machine. Further, while only a single ma-
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chineis illustrated, the term "machine" shall also be taken
to include any collection of machines that individually or
jointly execute a set (or multiple sets) of instructions to
perform any one or more of the methodologies discussed
herein, such as cloud computing, software as a service
(Saa8), other computer cluster configurations.

[0053] Examples, as described herein, can include, or
can operate on, logic or a number of components, mod-
ules, or mechanisms. Modules are tangible entities ca-
pable of performing specified operations and can be con-
figured or arranged in a certain manner. In an example,
circuits can be arranged (e.g., internally or with respect
to external entities such as other circuits) in a specified
manner as a module. In an example, the whole or part
of one or more computer systems (e.g., a standalone,
client or server computer system) or one or more hard-
ware processors can be configured by firmware or soft-
ware (e.g., instructions, an application portion, or an ap-
plication) as a module that operates to perform specified
operations. In an example, the software can reside (1)
on a non-transitory machine-readable medium or (2) in
a transmission signal. In an example, the software, when
executed by the underlying hardware of the module,
causes the hardware to perform the specified operations.
[0054] Accordingly, the term "module" is understood
to encompass a tangible entity, be that an entity that is
physically constructed, specifically configured (e.g.,
hardwired), or temporarily (e.g., transitorily) configured
(e.g., programmed) to operate in a specified manner or
to perform part or all of any operation described herein.
Considering examples in which modules are temporarily
configured, each of the modules need not be instantiated
atany one moment in time. For example, where the mod-
ules comprise a general-purpose hardware processor
configured using software, the general-purpose hard-
ware processor can be configured as respective different
modules atdifferenttimes. Software can accordingly con-
figure a hardware processor, for example, to constitute
a particular module at one instance of time and to con-
stitute a different module at a different instance of time.
[0055] Machine (e.g., computer system) 900 can in-
clude a hardware processor 902 (e.g., a central process-
ing unit (CPU), a graphics processing unit (GPU), a hard-
ware processor core, or any combination thereof), a main
memory 904 and a static memory 906, some or all of
which can communicate with each other via a bus 908.
The machine 900 can further include a display unit 910,
an alphanumericinput device 912 (e.g., a keyboard), and
a user interface (Ul) navigation device 911 (e.g., a
mouse). In an example, the display unit 910, input device
917 and Ul navigation device 914 can be a touch screen
display. The machine 200 can additionally include a stor-
age device (e.g., drive unit) 916, a signal generation de-
vice 918 (e.g., a speaker), a network interface device
920, and one or more sensors 921, such as a global
positioning system (GPS) sensor, compass, accelerom-
eter, or other sensor. The machine 900 can include an
output controller 928, such as a serial (e.g., universal

10

15

20

25

30

35

40

45

50

55

serial bus (USB), parallel, or other wired or wireless (e.g.,
infrared(IR)) connection to communicate or control one
or more peripheral devices (e.g., a printer, card reader,
etc.).

[0056] The storage device 916 can include a machine-
readable medium 922 on which is stored one or more
sets of data structures or instructions 924 (e.g., software)
embodying or utilized by any one or more of the tech-
niques or functions described herein. The instructions
924 canalsoreside, completely or at least partially, within
the main memory 904, within static memory 906, or within
the hardware processor 902 during execution thereof by
the machine 900. In an example, one or any combination
of the hardware processor 902, the main memory 904,
the static memory 906, or the storage device 916 can
constitute machine readable media.

[0057] While the machine-readable medium 922 is il-
lustrated as a single medium, the term "machinereadable
medium" can include a single medium or multiple media
(e.g., a centralized or distributed database, and/or asso-
ciated caches and servers) that configured to store the
one or more instructions 924.

[0058] The term "machine-readable medium" can in-
clude any tangible medium that is capable of storing, en-
coding, or carrying instructions for execution by the ma-
chine 900 and that cause the machine 900 to perform
any one or more of the techniques of the present disclo-
sure, or that is capable of storing, encoding or carrying
data structures used by or associated with such instruc-
tions. Non-limiting machine-readable medium examples
can include solid-state memories, and optical and mag-
netic media. Specific examples of machine-readable me-
dia can include: non-volatile memory, such as semicon-
ductor memory devices (e.g., Electrically Programmable
Read-Only Memory (EPROM), Electrically Erasable Pro-
grammable Read-Only Memory (EEPROM)) and flash
memory devices; magnetic disks, such as internal hard
disks and removable disks; magneto-optical disks; and
CD-ROM and DVD-ROM disks.

[0059] The instructions 924 can further be transmitted
or received over a communications network 926 using a
transmission medium via the network interface device
920 utilizing any one of a number of transfer protocols
(e.g., frame relay, internet protocol (IP), transmission
control protocol (TCP), user datagram protocol (UDP),
hypertext transfer protocol (HTTP), etc.). Example com-
munication networks can include a local area network
(LAN), a wide area network (WAN), a packet data net-
work (e.g., the Internet), mobile telephone networks (e.g.,
cellular networks), Plain Old Telephone (POTS) net-
works, and wireless data networks (e.g., Institute of Elec-
trical and Electronics Engineers (IEEE) 802.11 family of
standards known as Wi-Fi®, IEEE 802.16 family of stand-
ards known as WiMax®), peer-to-peer (P2P) networks,
among others. In an example, the network interface de-
vice 920 can include one or more physical jacks (e.g.,
Ethernet, coaxial, or phone jacks) or one or more anten-
nas to connect to the communications network 926. In
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an example, the network interface device 920 can include
a plurality of antennas to wirelessly communicate using
at least one of single-input multiple-output (SIMO), mul-
tiple-input multiple- output (MEVIO), or multiple-input sin-
gle-output (MISO) techniques. The term "transmission
medium" shall be taken to include any intangible medium
that is capable of storing, encoding or carrying instruc-
tions for execution by the machine 900, and includes dig-
ital or analog communications signals or other intangible
medium to facilitate communication of such software.
[0060] The above description is intended to be illustra-
tive, and not restrictive. For example, the above-de-
scribed examples (or one or more aspects thereof) may
be used in combination with each other. Other embodi-
ments can be used, such as by one of ordinary skill in
the art upon reviewing the above description. The Ab-
stract is submitted with the understanding that it will not
be used to interpret or limit the scope or meaning of the
claims. Also, in the above Detailed Description, various
features may be grouped together to streamline the dis-
closure. This should not be interpreted as intending that
an unclaimed disclosed feature is essential to any claim.
Rather, inventive subject matter may lie in less than all
features of a particular disclosed embodiment. Thus, the
following claims each stands on its own as a separate
embodiment. The scope of the invention should be de-
termined with reference to the appended claims, along
with the full scope to which such claims are entitled.

Claims

1. A network infrastructure component (105) config-
ured to:

receive information, the information at least one
of:

information provided by an application serv-
ice provider (165) via Mobile Operators us-
ing the Evolved Packet System, and Data
Application Providers, MOSAP,
information from deep packet inspection,
DPI, or

quality of service, QOS, information;

determine, based on the received information,
a degree of service interruption perceived by a
user of a user equipment, UE, (120) if packet
data network gateway, P-GW, (150) relocation
is performed; and

associate a new packet data network gateway,
P-GW, (150B) to the UE (120) based on the de-
termination.

2. Thenetwork infrastructure component (105) of claim
1, wherein the received information includes a ses-
sion state of an application (315) running on the UE
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(120).

The network infrastructure component (105) of claim
1 or claim 2, wherein the change in the PDN char-
acteristic is an internet protocol, IP, address change
for the UE (120).

The network infrastructure component (105) of any
one of claims 1 to 3, wherein the network infrastruc-
ture component (105) is configured to inspect the
network traffic of an application (315) using deep
packet inspection in order to receive the information
from deep packet inspection.

The network infrastructure component (105) of any
one of claims 1 to 4, wherein the network infrastruc-
ture component (105) is configured to determine a
network quality of service, QOS, indicator of the net-
work trafficof an application (315) toreceive the QOS
information.

The network infrastructure component (105) of any
one of claims 1 to 5, wherein the network infrastruc-
ture component (105) is included in a mobility man-
agement entity, MME, of a network according to a
3GPP LTE-A family of standards.

A method performed by a network infrastructure
component (105) for packet data network, PDN,
gateway, P-GW, (150) relocation, the method com-
prising:

receiving information, the information at least
one of:

information provided by an application serv-
ice provider (165) via Mobile Operators us-
ing the Evolved Packet System, and Data
Application Providers, MOSAP,
information from deep packet inspection,
DPI, or

quality of service, QOS, information;

determining, based on the received information,
a degree of service interruption perceived by a
user of a user equipment, UE, (120) if P-GW
(150) relocation is performed; and

associating a new P-GW (150B) to the UE (120)
based on the determination.

The method of claim 7, wherein the received infor-
mation includes a session state of an application
(315) running on the UE (120).

The method of claim 7 or claim 8, wherein the net-
work infrastructure component (105) is included in a
mobility management entity, MME, of a network ac-
cording to a 3GPP LTE-A family of standards.
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10. A machine readable medium including instructions

that, when executed by a machine, cause the ma-
chine to perform any one or more of the methods of
claims 7 to 9.

Patentanspriiche

Netzinfrastrukturkomponente (105), die konfiguriert
ist, um:

Informationen zu empfangen, wobei die Infor-
mationen:

Informationen, die durch einen Anwen-
dungsdienstanbieter (165) Uber Mobilfunk-
betreiber unter Nutzung des Evolved Pa-
cket System und Datenanwendungsanbie-
ter, MOSAP, bereitgestellt werden,
und/oder

Informationen aus der Deep Packet Inspec-
tion, DPI, und/oder

Informationen zur Dienstgiite, QOS;

einen Grad einer von einem Benutzer eines Be-
nutzerendgerats, UE, (120) wahrgenommenen
Dienstunterbrechung, falls eine Verlagerung ei-
nes Gateways eines Paketdatennetzes, P-GW,
(150) durchgefiihrt wird, basierend aufden emp-
fangenen Informationen zu bestimmen; und
basierend auf der Bestimmung ein neues Gate-
way eines Paketdatennetzes, P-GW, (150B) mit
dem UE (120) zu assoziieren.

Netzinfrastrukturkomponente (105) nach Anspruch
1, wobei die empfangenen Informationen einen Sit-
zungsstatus einer auf dem UE (120) laufenden An-
wendung (315) enthalten.

Netzinfrastrukturkomponente (105) nach Anspruch
1 oder Anspruch 2, wobei die PDN-Eigenschaftsan-
derung eine Anderung der Internetproto-
koll(IP)-Adresse flr das UE (120) ist.

Netzinfrastrukturkomponente (105) nach einem der
Anspriiche 1 bis 3, wobei die Netzinfrastrukturkom-
ponente (105) konfiguriert ist, um den Netzverkehr
einer Anwendung (315) unter Nutzung der Deep Pa-
cket Inspection zu Uberwachen, um die Informatio-
nen aus der Deep Packet Inspection zu empfangen.

Netzinfrastrukturkomponente (105) nach einem der
Anspriiche 1 bis 4, wobei die Netzinfrastrukturkom-
ponente (105) konfiguriertist, um einen Indikator der
Netzdienstgite, QOS, des Netzverkehrs einer An-
wendung (315) zum Empfangen der QOS-Informa-
tionen zu bestimmen.
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10.

Netzinfrastrukturkomponente (105) nach einem der
Anspriiche 1 bis 5, wobei die Netzinfrastrukturkom-
ponente (105) in einer Mobility Management Entity,
MME, eines Netzes gemal} einer 3GPP-LTE-A-Nor-
menfamilie enthalten ist.

Verfahren, das von einer Netzinfrastrukturkompo-
nente (105) zur Verlagerung eines Gateways eines
Paketdatennetzes, PDN, P-GW, (150) durchgefihrt
wird, wobei das Verfahren Folgendes umfasst:

Empfangen von Informationen, wobei die Infor-
mationen:

Informationen, die durch einen Anwen-
dungsdienstanbieter (165) lber Mobilfunk-
betreiber unter Nutzung des Evolved Pa-
cket System und Datenanwendungsanbie-
ter, MOSAP, bereitgestellt werden,
und/oder

Informationen aus der Deep Packet Inspec-
tion, DPI, und/oder

Informationen zur Dienstglite, QOS;

Bestimmen eines Grads einer von einem Benut-
zer eines Benutzerendgerats, UE, (120) wahr-
genommenen Dienstunterbrechung, falls eine
Verlagerung eines P-GW (150) durchgefiihrt
wird, basierend auf den empfangenen Informa-
tionen; und

Assoziieren eines neuen P-GW (150B) mit dem
UE (120) basierend auf der Bestimmung.

Verfahren nach Anspruch 7, wobeidie empfangenen
Informationen einen Sitzungsstatus einer auf dem
UE (120) laufenden Anwendung (315) enthalten.

Verfahren nach Anspruch 7 oder Anspruch 8, wobei
die Netzinfrastrukturkomponente (105) in einer Mo-
bility Management Entity, MME, eines Netzes ge-
maR einer 3GPP-LTE-A-Normenfamilie enthalten
ist.

Maschinenlesbares Medium, das Befehle enthalt,
die, wenn sie von einer Maschine ausgefihrt wer-
den, bewirken, dass die Maschine eines oder meh-
rere der Verfahren nach den Anspriichen 7 bis 9
durchfiihrt.

Revendications

1.

Composant d’infrastructure de réseau (105) confi-
guré pour :

recevoir des informations, les informations au
moins l'une :
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d’informations fournies par un fournisseur
de services d’application (165) par l'inter-
médiaire d’opérateurs mobiles utilisant le
systéme par paquets évolué, et des fournis-
seurs d’applications de données, MOSAP,
d’informations provenant d’une inspection
approfondie de paquets, DPI, ou

d’informations de qualité de service, QOS ;

déterminer, en fonction des informations re-
gues, un degré d’interruption de service percu
par un utilisateur d’'un équipement utilisateur,
UE, (120) si un repositionnement de passerelle
de réseau de données par paquets, P-GW,
(150) est effectué ; et

associer une nouvelle passerelle de réseau de
données par paquets, P-GW, (150B) a I'équipe-
ment UE (120) en fonction de la détermination.

Composant d’infrastructure de réseau (105) selon la
revendication 1, dans lequel les informations regues
comportent un état de session d’une application
(315) exécutée sur I'équipement UE (120) .

Composant d’infrastructure de réseau (105) selon la
revendication 1 ou larevendication 2, dans lequel le
changement de la caractéristique de réseau PDN
est un changement d’adresse de protocole internet,
IP, de F'UE (120).

Composant d’infrastructure de réseau (105) selon
'une quelconque des revendications 1 a 3, le com-
posant d’infrastructure de réseau (105) étant confi-
guré pour inspecter le trafic de réseau d’'une appli-
cation (315) en utilisant une inspection approfondie
des paquets afin de recevoir les informations de I'ins-
pection approfondie des paquets.

Composant d’infrastructure de réseau (105) selon
'une quelconque des revendications 1 a 4, le com-
posant d’infrastructure de réseau (105) étant confi-
guré pour déterminer un indicateur de qualité de ser-
vice, QOS, de réseau du trafic de réseau d’une ap-
plication (315) pour recevoir les informations QOS.

Composant d’infrastructure de réseau (105) selon
'une quelconque des revendications 1 a 5, le com-
posant d’infrastructure de réseau (105) étant inclus
dans une entité de gestion de mobilité, MME, d’un
réseau conformément a une famille de normes LTE-
A 3GPP.

Procédé exécuté par un composant d’infrastructure
de réseau (105) pour un repositionnement de pas-
serelle de réseau de données par paquets PDN, P-
GW, (150), le procédé comprenant :

la réception d’informations, les informations au
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10.

20
moins l'une :

d’informations fournies par un fournisseur
de services d’application (165) par linter-
médiaire d’opérateurs mobiles utilisant le
systéme par paquets évolué, etdes fournis-
seurs d’applications de données, MOSAP,
d’informations provenant d’une inspection
approfondie de paquets, DPI, ou

d’informations de qualité de service, QOS ;

la détermination, en fonction des informations
recgues, d’un degré d’interruption de service per-
¢u par un utilisateur d’'un équipement utilisateur,
UE, (120) si un repositionnement de passerelle
P-GW (150) est effectué ; et

'association d’'une nouvelle passerelle P-GW
(150B) a I'équipement UE (120) en fonction de
la détermination.

Procédé selon la revendication 7, dans lequel les
informations regues comportent un état de session
d’une application (315) exécutée sur 'équipement
UE (120).

Procédé selon larevendication 7 ou la revendication
8, dans lequel le composant d’infrastructure de ré-
seau (105) est inclus dans une entité de gestion de
mobilité, MME, d’un réseau conformément a une fa-
mille de normes LTE-A 3GPP.

Support lisible par machine comportant des instruc-
tions qui, a leur exécution dans une machine, ameéne
la machine a exécuter n'importe lequel ou lesquels
des procédés selon les revendications 7 2 9.
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