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k1
(N2
N

Process 1D

Process Handle

Memory Pointer

Base Pointer of EXE Load

Process Name

Program Counter (PC)

Export Table Position

Import Table Position

Resource Table Position

Virtual Base Address of Module

Maximum Stack Size

Number of Memory Objects

Priority, State, ...

|

1
g
O

510

allocated size

Input data e—| size

AN

EH6

SafetvService ()
{
/1) Fault detection action
if ( fault exist ) {
/' 2) Active defense action

¥
//'3) Original service

EQ7a

520

int * iptr =NULL;
MemoryFree( iptr );

_12_
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EH97D

int * iptr;
MemoryFree( iptr );

=87

void MemoryFree(void * pir)
{
if (prr) {
free ( ptr);

b

EH7d

void SafetyService(void * ptr)
{

ptr=NULL;
¥

bool isValid = Check if pir value is valid
if(isValid ) MemoryFree( ptr);

=58
2 zko] true | AR}
a9} 4

true

ZIHSd 10-2014-0087768
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false

true
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false

4 Success

true

Repeat
false )

Terminate
true .

Cont inue
false

Ignore

Warning



292

=SIEL

char *buf= (char *)malloc(10);
strepy( buf, “12345™);

printf( “%s”, buf);

free( buf):

void * SafetyService ( int size )

void *ptr = NULL;

int  repeat=0;

do{ /repeataction
ptr = malloc( size ):

} while ( ptr==NULL && repeat++ < REPEAT MAX);

return ptr;

Expected Result: print out“12345”
Actual Result: Segmentation fault
Cause: Memory shortage

Actual Result: print out “12345”

—_
s

29

char *buf = (char *)malloc(10);
strepy(buf, “123456789017);
printf( “%s”, buf);

free( buf);

char * SafetyService ( char* dest. const char * src)

{

Nt

intsrc_size = Read info Tag field of sic:
int dest_size = Read infoTag field of dest;

if ( src_size > dest_size ) src_size = dest_size; /' correction

strnepy( dest, sre, sre_size );
return dest;

// continue action

Expected Result: print out “123456789™
Actual Result: Aborted (core dumped)
Cause: Buffer overflow

Actual Result: print out “123456789”

EH9c

char *buf'= (char *)malloc(10);
strepy(bufl “123457):;

free( buf);

free( buf);

printf (“%s”, buf);

void SafetyService ( void* pir)

{

int  size =Read infoTag field of prr;
if(size)  free( ptr):

else ;. Aignore action
ptr=NULL;

—

Expected Result: print out NONE
Actual Result: Aborted (core dumped)
Cause: Duplicated free

Actual Result: print out NONE
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