as United States
a2 Reissued Patent

(10) Patent Number:

USOORES0074E

US RES0,074 E

Kim et al. 45) Date of Reissued Patent: Aug. 6, 2024
(54) METHOD FOR MANAGING AND (58) Field of Classification Search
CONTROLLING EXTERNAL IOT DEVICE CPC ... HO4W 4/14; HO4W 76/10; HO4W 4/80;
AND ELECTRONIC DEVICE SUPPORTING HOAW 12/06- HIO4AW 4/70: LI04W 12/77-
THE SAME .’ ’ ’
(Continued)
(71)  Applicant: SAMSUNG ELECTRONICS CO., .
LTD., Suwon-si (KR) (56) References Cited

(72) Inventors: Nam Jin Kim, Gyeonggi-do (KR); Tae
Jun Kim, Gyeonggi-do (KR); Hae Na
Kim, Gyeonggi-do (KR); Yoe Chan
Song, Gyeonggi-do (KR); Jung Hwan
Song, Gyeonggi-do (KR); Sung Yeon
Woo, Gyeonggi-do (KR); Joon Hwan
Lee, Seoul (KR); Pyo Je Cho,
Gyeonggi-do (KR); Han Jib Kim,
Gyeonggi-do (KR); Gyu Cheol Choi,
Gyeonggi-do (KR); Bo Kun Choi,
Seoul (KR)

(73) Assignee: Samsung Electronics Co., Ltd.,
Suwon-si (KR)

(21) Appl. No.: 17/587,085

(22) Filed: Jan. 28, 2022
Related U.S. Patent Documents

Reissue of:
(64) Patent No.: 10,547,731

Issued: Jan. 28, 2020

Appl. No.: 15/935,472

Filed: Mar. 26, 2018
(30) Foreign Application Priority Data

Mar. 29, 2017  (KR) cccocervevececneee 10-2017-0039912

(51) Int. CL

HO4W 4/14 (2009.01)

HO4L 9/40 (2022.01)

(Continued)

(52) US. CL

CPC ..ccevven. HO04W 4/14 (2013.01); HO4L 41/22

(2013.01); HO4L 63/0853 (2013.01);
(Continued)

10wt
510 P

U.S. PATENT DOCUMENTS

7,739,414 B2*  6/2010 Yi coooevvnviniiennn HO4L 69/329

709/224

9,380,055 B2* 6/2016 Hiramoto .............. HOAL 63/083
(Continued)

FOREIGN PATENT DOCUMENTS

CN 102948112 A 2/2013
CN 106355409 A 1/2017
(Continued)

OTHER PUBLICATIONS

Korean Notice of Allowance dated Nov. 24, 2022 for KR Applica-
tion No. 10-2021-0176983.

(Continued)

Primary Examiner — C. Michelle Tarae
(74) Attorney, Agent, or Firm — Nixon & Vanderhye P.C.

(57) ABSTRACT

A method and electronic device are disclosed herein. The
electronic device includes a display, a communication unit,
a processor and a memory storing instructions. The process
executes the instructions to implement the method, includ-
ing establishing wireless communication with one or more
IoT devices, displaying a user interface for managing loT
devices, receiving a user input selecting a group of loT
devices, transmitting first information including user
account data to an external server, transmitting second
information to another device, the first information also
indicating a selected group of IoT devices, and the second
information causing the other device to communicatively
connect with the first external server.

20 Claims, 20 Drawing Sheets

120
I3

£op-dte




US RES50,074 E
Page 2

(51) Int. CL
HO4L 41/22 (2022.01)
HO4L 67/12 (2022.01)
HO4L 67/55 (2022.01)
HO4M 1/72415 (2021.01)
HO4W 4/70 (2018.01)
HO4W 4/80 (2018.01)
HO4W 12/06 (2021.01)
HO4W 12/77 (2021.01)
HO4W 76/10 (2018.01)
(52) US.CL
CPC oo HO4L 67/12 (2013.01); HO4L 67/55

(2022.05); H04M 1/72415 (2021.01); HO4W
4/70 (2018.02); HO4W 4/80 (2018.02); HO4W
12/06 (2013.01); HO4W 76/10 (2018.02);
HO4w 12/77 (2021.01)
(58) Field of Classification Search

CPC ..... HO4L 67/12; HO4L 63/0853; HO4L 41/22;
HO4L 67/55; HO4M 1/72415

See application file for complete search history.

(56) References Cited
U.S. PATENT DOCUMENTS

9,473,504 B2  10/2016 Sundaresan et al.
9,661,105 B2 5/2017 Sharma et al.
9,716,675 B2 7/2017 Choi et al.
9,774,497 B2 9/2017 Britt et al.
9,858,425 B2 1/2018 Guedalia et al.
10,075,420 B2 9/2018 Zhu et al.
10,230,717 B2*  3/2019 Main ....cccooovernn. HO4W 12/37
10,248,399 B2 4/2019 Yoon
10,291,712 B2 5/2019 Koo

10/2019 Baek et al.
11/2019 Kim et al.
5/2020 Guedalia et al.
6/2020 Peixoto Guimaries Ubirajara

10,448,486 B2
10,484,347 B2
10,659,246 B2
10,693,959 B2 *

e Silva ... HO4L 12/2832
10,802,708 B2  10/2020 Lee et al.
2004/0146057 ALl*  7/2004 Yi .o HO4L 67/56
370/465
2010/0131897 Al 5/2010 Yamao

2014/0006517 Al*  1/2014 Hsiao ... G06Q 50/01
709/205

2014/0244834 Al 8/2014 Guedalia et al.
2015/0237071 Al*  8/2015 Maher .....cccooenne HO4L 63/20
726/1

2016/0004871 Al
2016/0036764 Al*

1/2016 Guedalia et al.
2/2016 Dong ........c.c..... HO4L 61/3025
370/254

2016/0072839 Al 3/2016 Mortimore, Jr.

2016/0105292 Al* 4/2016 Choi .....cccceenen. HO4L 12/1818
709/206

2016/0105415 Al* 4/2016 Hiramoto ........... HO4L 63/0876
726/7

2016/0112429 Al
2016/0112433 Al
2016/0112434 Al

4/2016 Sundaresan et al.
4/2016 Chung et al.
4/2016 Chung et al.

2016/0173578 Al
2016/0177937 Al
2016/0197772 Al
2016/0212178 Al*
2016/0253083 Al
2016/0337322 Al

6/2016 Sharma et al.

6/2016 Liu et al.

7/2016 Britt et al.

7/2016 Zhang ................. HO4L 65/1066
9/2016 Lee et al.

11/2016 Kang et al.

2017/0012950 Al 1/2017 Kim et al.

2017/0126525 Al* 5/2017 Coates ................ HO4L 43/0817
2017/0366966 Al* 12/2017 Carter ... GO6F 21/6245
2018/0019929 Al* 1/2018 Chen .. .. HO4L 41/145
2018/0098366 Al* 4/2018 Cohn .....ccccoevrnnne. HO04W 76/14

FOREIGN PATENT DOCUMENTS

CN 106537849 A 3/2017
EP 2950510 A1 12/2015
JP 2007108973 4/2007
KR 10-2005-0035456 A 4/2005
KR 10-2011-0008964 A 1/2011
KR 10-2014-0081295 A 7/2014
KR 10-2015-0136981 A 12/2015
KR 20150144282 12/2015
KR 20160045505 4/2016
KR 20160046888 4/2016
WO WO 2009096183 Al 8/2009
WO WO 2016111916 Al 7/2016
WO WO 2016-192537 Al 12/2016

OTHER PUBLICATIONS

Korean Notice of Allowance dated Jan. 27, 2023 for KR Application
10-2021-0137661.

Korean Office Action for Application No. 10-2021-0137661 issued
Jan. 13, 2022 (w/English Translation).

Korean Office Action dated Apr. 27, 2022 for KR Application No.
10-2021-0176983.

CN Office Action dated Mar. 17, 2023 for CN Application No.
201810269312.0.

European Office Action dated Mar. 23, 2023 for EP Application No.
22165654.9.

Chinese Office Action dated Aug. 9, 2023 for CN Application No.
201810269312.0.

Korean Office Action dated Aug. 16, 2023 for KR Application No.
10-2021-0173030.

Chinese Notice of Allowance dated Dec. 8, 2023 for CN Application
No. 201810269312.0.

Korean Notice of Final Rejection dated Feb. 27, 2024 for KR
Application No. 10-2021-0173030.

Extended European Search Report dated May 16, 2024 for EP
Application No. 24159316.9.

Tschofenig et al.; “Authentication and Authorization for Con-
strained Environments Using OAuth and UMA”; Internet Engineer-
ing Task Force; Mar. 9, 2015; p. 1-22; XP015105482.

Cirani et al.; “Effective Authorization for the Web of Things”; 2015
IEEE 2nd World Forum on Internet of Things; Dec. 14, 2015; p.
316-320; XP032854079.

European Search Report dated Aug. 3, 2018.

* cited by examiner



U.S. Patent Aug. 6,2024 Sheet 1 of 20 US RE50,074 E

100
150
10T SERVER
1)0 ,//////( \\\\\\\\ 150
HOST DEVICE INVITEE DEVICE

FIG. 1A



U.S. Patent Aug. 6,2024 Sheet 2 of 20 US RE50,074 E

100

150
130 ==

/ . B 150

10T SERVER
APP MARKET
)//////’ ‘\\\\\\\ SERVER
HOST DEVICE INVITEE DEVICE

140
/oy
MESSAGE
TRANSFER
U SERVER

FIG.1B



U.S. Patent

Aug. 6,2024 Sheet 3 of 20

( START )

Y

ESTABLISH WIRELESS COMMUNICATION
WITH 10T DEVICES

——211

Y

OUTPUT UI' INCLUDING 10T DEVICES
ON DISPLAY

——212

Y

RECEIVE USER INPUT FOR SELECTING
ONE GROUP

—213

Y

TRANSMIT FIRST [NFORMATION
T0 10T SERVER

——214

Y

TRANSMIT SECOND INFORMATION TO
ANOTHER ELECTRONIC DEVICE

——215

END

FIG.2

US RES0,074 E



U.S. Patent Aug. 6,2024 Sheet 4 of 20 US RE50,074 E

110 130 120

HOST DEVICE |0T SERVER INVITEE DEVICE

CREATE INVITATION

MESSAGE ——331
TRANSMIT INVITATION
MESSAGE( 332)
SEARCH FOR SECOND
USER ACCOUNT ——333
|
CREATE DB TABLE  }—334

-

TRANSMIT PUSH MESSAGE(335)

IDENTIEY INVITATION
MESSAGE ——336

LOG N AND REQUEST
[OT ENVIRONMENT
INFORMAT 1 ON( 337)

SEARCH DB —338

PROVIDE 10T ENVIRONMENT
INFORMAT ION( 339)

FIG.3A



US RES0,074 E

Sheet 5 of 20

Aug. 6,2024

U.S. Patent

ge 914

(19€)1NS3Y NOTLYOTINIHLINY

LINSNvdL

(£9€ JNO 1 IYWHOIN|

INIANOYIANT] 101 3d1AOEd

{09¢)
¥ISN aNOD3S
3LV INFHLNY

{(192)1INS3d NOILNOIINIGHLAY L INSNvYL

(6S€INOTLYOTINTHLNY 1S3N03Y

(LS€)dd¥ TIVLSNI

(17958 )dd¥ ONITIVLISNI
H04 VLVQ LIWSNYHL

Y3AH3S
NOILVDLINIHIAY

FHOLS ddv

(85 )INNCQOOY H3SN

ANOD3S LIWSNYHL ANV NI 5071

(29€)80 HOYv3S

[

091

oGl

(9s8)
ddv 40 NOTLYTIVISNI 1S3n03d
(552 )39VSSIW
NOTLYLIANT Ad1IN3aT |, -
(L ¥5e) {¥se)
JOVSSIA LINSNYYL 39YSSIN L IWSNYHL
(£5¢)31avl
90 3Ly340
(256 )39vSSaW
NOILYLIANI LIWSNyHL | (LGE)30VSSIN
NOTLVLIAN|
EINE )
HIAY3S
301A30 F3LIANI MISNYEL 3DYVSSIN HINYIS 101 391A30 LSOH
02l orl 01 oLl



US RES0,074 E

Sheet 6 of 20

Aug. 6, 2024

U.S. Patent

AR E!

ovy ovvy
{ {
i snjeis qor H

snielg qor A NOTLOV alleu 921A98(Q uoo|

NOTLOV alWeu a91A8(Q oo
snlelg qor snieilg qgor

NO11Jv aweu 9a1nrag [V Ymom# NO1 LOv aweu asinaq [ Y

0cvy
snlels qor

snieig qor

NOI LIV auweUy mw_>oo uoo| |/ NOTLOV auweU 801A8( uoa|

Buiuloly OBuiuloy Bululoy BulUION ] sn1e1g qor

pooy ooy pooy pooy NOT 19V oweu 80 1A9Q uoo| )

1% : -
OO O O
so|ny
1oqHet PPy mﬂo oL S80I AD N o
aoe|d ppy H $821A8D B818]8( IABD |1V
spow ppy SIDIAIA > s8Ny SIOIAIA >
Hipd s0e|d ppy
snieisg sniels
B0V L0V



US RES0,074 E

Sheet 7 of 20

Aug. 6,2024

U.S. Patent

058G —

S'914

e 2

NOA U3 (H[E0H & uor]
aJBUS O} JUBM UYOP {108ULGO Dunswes]

{

wos” | 1 ewBpegez |

uBl{en iepuexsiy @a

£EEC-228d-010
Us9.in BXS 1Y @ﬂ
4

953995955010
U0 g seusp m@g
|8 .
Fsuiaog yiegeLt {3 Qmwvmmw
£EEe-2e-010 -
U85 1Y BXalY aWM@mmm
SALIHNOAY S »*

1211-888-010
(op o oer @

ERE SR

ypieeg o W

olessow maN >

Eoe

(=yueaig exapy
A

10:51 Moo

SATE]

(

! £06

HIAHES
H34SNVHL
FOVSSIN

¢S

ovl

301A30 331L1ANI

[

Oct

sbessop

el
G4 01 UOLIBLIAUL B4} pUSS lunoooe
Dunswes $, 18ques mouy 1 uop nok

0

oo | 1ewBges | uook

f

H3IAH3S 101

\/\w\«\\\{i\\
081

LG~

LOG—

1UN00DY BUNSEES § 28] [AU]

govid N0k ulol 0} JUNOOOB Bunswesg
SARU DINOUS JOQUO INOL SBCIASD pue
sopid nok sieus o) sequaw inok ppy

squsw B ppy

10:61 Myoo P

~02S

G

e



U.S. Patent Aug. 6, 2024

START

Y

RECEIVE INVITATION MESSAGE
IN SMS FORM

620

IS 10T MANAGEMENT

Sheet 8 of 20

——610

No

APP INSTALLED?

Y

US RES0,074 E

Voo DOWNLOAD AND INSTALL | o
0T HANAGENENT APP
. |
- |
/'y
L0G-1N? No
Yes
RECEIVE PUSH MESSAGE 640
APPROVAL INPUT? No
RECEIVE 10T ENVIRONVENT |
NFORWAT N

FIG.6



US RES0,074 E

Sheet 9 of 20

Aug. 6,2024

U.S. Patent

C|» »

29,

AIE
G 0 m_ & 0 =
[ ERILEil] |
” gy _ 8po2 Jajul

i

LOINNOD ONNSIHYS

—)
U011 1AU]

LOINNOD ONNSHYS

904

I

gy AN~ 1~ 191

[@p0o uoiiEar 1180 J5anbay |

LO11ED! | 148 SHS

P 10MSSe

ai]

1N002R BUNsiieg

G0L

-

J|0

LJ3NNOD ONNSWYS

A4

0.

X5 /0110

0¢L

pe@ILHoq |
\'{\\ﬁ

[

s{1B18(

€0L

¢0.

————— 1@

L.
—O0kL

v

ujor >

L0



US RES0,074 E

Sheet 10 of 20

Aug. 6, 2024

U.S. Patent

8914

paulol noj

ANT104d 190NV

Pa10duUuU0d

QWBeU 801A8(Q Loa|

NO 1 LJY

snielg qor

g eweu soinaq |1

NO 11OV

sniel1g qop
Y auweu 901A3(Q E

ORON J
801440

S301A30 >

snieig

c08

€08
SY JBSM WO] UCIIRIIAUL UL |D8Q
I
AN11930 1 0v8
£ 14300V 1 0¢8
901440 0}

NnoA paliaul vy Jas) —

——0c8

018

dl oloyd ]
[GRON
901140
SAIAAD >
sN1eIg
108



US RES0,074 E

Sheet 11 of 20

Aug. 6,2024

U.S. Patent

6°914d
0 SL:GL 90-10-210¢ | ¢P:LL 90-10-L10C g TINN TINN 9¢e Geq 9/v
81e]s 8l alepdn 81} 81e81n 5104dnoJB | PIT1USI O Ylneo TN PITJ81IAUL | P1188N6 P
066 086 0.6 096 0G6 or6 0g6 0c6 016
c06
0 S Ll 90-10-£10C | ¥ Ll 90-10-L10¢C < TINN rxxxGEZ0 L0 9¢e TI0N 9%
21e1s a1 91epdn oW1} 8]1ea1o 91047dN0JIA | PIT1UBI|D YlNeo uayo] PITJB1IAUL | P1 198N6 P
066 0386 0.6 096 0G6 ov6 0¢6 0c6 016
106



US RES0,074 E

Sheet 12 of 20

Aug. 6,2024

U.S. Patent

] JOVSSTN
G20} NOILYLIANT LIWS

NIOr Si

¢d3A04ddY  1S3N03Y

] NO | LYWHOAN|
0901 43159034 AL

—y

0L 914
VYL
ON
(0801 )39YSSIN (5801 )13y -
NOTLO3r3Y L IWSNVYL NOI103r3d L INSNvYL
GP0 L — -
8d 43LS19H (9v01)LINSTY
TYAQUAdY L IHSNYHL
N3 % INNODOV
SSA INFH3441q

(0GOL }INYHLSI93d 0L

1S3N034 NIOr IHVA
0oL

301A30 LSOH

NI _d3431S 193

F01A30 S|

.

(0201

/

oLl

43Ad3S 101

301A3Q 40 NOILIQaY LSNO3d

01O

(

0ocl

301A3Q 101 aay

FO1A3Q F3LIAN]

[

0cl




US RES0,074 E

Sheet 13 of 20

Aug. 6,2024

U.S. Patent

L1914

(S611)IIVSSAN NOTLVLIANI LINSNYHL

(0611 NOI LYW 1 4NOD Wd0dd3d

09k

35 01 NI 901

(OLLL)NOILYWHOINT NId LNdN|

(08LLINOILYLIANT WH14NOD
OL 301A3d LSOH 1S3n03d

A

(0S11)3000 NId JHYHS

(Ot11)3000 NId LINSNYHL

0C ) 1L—

FO1A30 F3LIAN]

/

0ct

3000 N1d 31v3dd

(0Z1 1 )HFHYHS HO4 J00D Nid 1SIND3H

OLLL—

43gNan aav

d3Ad3S 10|

F01A40 LSOH

[

0ct

(

Okt




US RES0,074 E

Sheet 14 of 20

Aug. 6,2024

U.S. Patent

¢l 9l

801A8(Q 991 1AU|

AL

=

uo11Bd0T Y Jes)

0 Jeoguseq

201A8(Q 1SOH

h 4

198UUC) BUNSWeg

8vs9ze
319 18P0

(sllv/[s]le]le]le]
(dde 108Uu0) Bunsueg

g1 100U S IBUKO U) A - AA $,8@] AUl YORUD 8SEB|d)
59009 & 4evHd hmb‘ "Nok punoJe ucsiad e

BUITIAUL BJB NOA ‘HON

108UU0N BUNSWES

UOITIAUL J8A1808Y UOT1BYIAU] 3P0% Uld

uld
sobesson

1UN0ooY Bunsweg

Joqusu ppy

x A

€lct

108ULOY BuNswRg 108UU0y BunNsweg 108UL0N Bunsweg

108UL0Y Bunsweg

{ ( b/
clct Y3gWaw 40 Ligl rAtA)
NOI11ady 1S3nd3d

3000 NId A411IN3AI

7
{  y3any3s Lo /a
3000 Nid 3LY3H0

oct

/

L0z 1




US RES0,074 E

Sheet 15 of 20

Aug. 6, 2024

U.S. Patent

€L 94

30 TIONYD

68.95VE

|

putieys aoe|d )senbey

A

14330V aN1103a

uoissiulad wi

apis
991 1AU|

apos Bu . I

L

0ze1—H

68.99Y¢

juog

eoel

[—01C}

apis

1911AU]

c0gL

LOEL




U.S. Patent Aug. 6,2024 Sheet 16 of 20 US RE50,074 E

1 4}01 1402
(
< Invite member (Home) <Create QR code

Invite using Samsung account

Enter Samsung account ID

INVITE

Invite nearby person using or code

Create new QR code

Create(OR code
o

FIG.14



U.S. Patent Aug. 6,2024 Sheet 17 of 20 US RE50,074 E

1501

< Accept Invitation(QR code)

1510

FIG.15



U.S. Patent Aug. 6,2024 Sheet 18 of 20 US RE50,074 E

1602
()
1691 Status
[ <DEVICES
Office
CYoXe!

Request permission

1610—F () o

REJECT  ACCEPT

Device name
[ cor ACTION
con Job Status CTio
Device name
[ cor ACTION
o Job Status
Device name
| cor ACTION
con Job Status

FIG.16



US RES0,074 E

Sheet 19 of 20

Aug. 6, 2024

U.S. Patent

L1914
07T 301A30 DINO¥LOTT3
9641 96/1 1611 161 88/l 98/1 veLL  28l) 8Ll 62L1
worzt—H  wosnas an ) { { { { o { { S N |
R Ad3LLvE INOHAOHD I || INOHAvA| JuaA 1 3034 | [43vadS “E VeIl Jm
HOVLLF| NOI LYNI WO - , [ | L AGONIN WNEELXT |
0SS f soLon ([ sorvorani || 000 0821 p— nS
rovii—H  ALIGIAOH S AHOWEIN TYNHILN
EROL
/N LYHIANAL
ANJMIIYNYA 3NCON 01Ny AOKIN
Ll [ IS e
Pttty ! | H ot
HovZL—~H  HOSNS Aoy 9271
oovs1—H{ m_o%_ﬁw ] — JINCAOW LSH
H0SS3004d =TT
J0vLL—F HOSNIS dIHD | j=f 1 3naow o4
HOSNIS
JovLL—H ) ; —
NO | Lvd3 1390V 811 911 86/1 95/1 an m_%_ﬁ wwzw
SR | BIRTISTER | { { | praas
LI ane-g | | FvaeaN 9977 01030 11 || 5 €2LT FT0n
HOSNAS W01 LdO H0LOAr0Md AINOSYELTN JINAON 19
oovZl—H  38nSSId — —
asn wad [0 Vlaomag wewnonon |1 HE FORES ] BN LT _
or2L—H dosiEs 0w x x F31A30 WYHDOT0H zW& xowg FINUON 1418
2971
oo —L HOSNIS TZIT  3INCoN
VovLL 1S3 vILL 2LlL TNV vGLL ¢Sl 4yINTI30
3INAON HOSNIS JOVAYIINI JINAON AY1dS1a 301A30 LNdN | JINAOW NO1LYOINNIWKOD
) )] )] ) )]
{ ( ( ( {
ovLl 021 091 0S/1 0221




US RES0,074 E

U.S. Patent Aug. 6,2024 Sheet 20 of 20
1810
APPLICATION 1870
HOME DIALER || swsims || BROWSER || CAMERA || ALARM
1871 1872 1873 || 1874 1875 1876 || 1877
CONTACT { | VOICE DIAL EMAIL CALENDAR MEDIA PLAYER ALBUM CLOCK
1878 1879 1880 1881 1882 1883 1884
API 1860
MIDDLEWARE 1830
APPLICATION WINDOW MULTIMEDIA RESOURCE
MANAGER MANAGER MANAGER MANAGER
1841 1842 1843 1844
POWER DATABASE PACKAGE CONNECTIVITY RUNT IME
MANAGER MANAGER MANAGER MANAGER L IBRARY
1845 1846 1847 1848 1835
NOTIFICATION LOCATION GRAPHIC SECURITY
MANAGER MANAGER MANAGER VANAGER
1849 1850 1851 1852
KERNEL 1820
SYSTEM RESOURCE MANAGER 1821 DEVICE DRIVER 1823

FIG.18




US RE50,074 E

1
METHOD FOR MANAGING AND
CONTROLLING EXTERNAL IOT DEVICE
AND ELECTRONIC DEVICE SUPPORTING
THE SAME

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application is based on and claims priority under 35
US.C. § 119 to Korean Patent Application No. 10-2017-
0039912, filed on Mar. 29, 2017, in the Korean Intellectual
Property Office, the disclosure of which is incorporated by
reference herein its entirety.

TECHNICAL FIELD

Various embodiments of the present disclosure relate to a
method for managing and controlling an external Internet-
of-Things (IoT) device and an electronic device supporting
the same.

BACKGROUND

Internet of Things (hereinafter, referred to as IoT) tech-
nology has been developed. Various types of things may
include a wireless communication module and may transmit
and receive data with another device in real time through the
communication module. For example, various IoT devices
may be present in a house. TV, an air conditioner, an air
cleaner, a vacuum cleaner, a light, or the like to which IoT
technology is applied may be present in a living room, and
a refrigerator, an oven, a light, or the like to which IoT
technology is applied may be present in a kitchen.

The IoT devices may transmit and receive data by using
wireless communication technologies, such as ZigBee®,
Z-Wave®, BT/BLE®, Wi-Fi®, a cellular network (e.g., 3G
or LTE), or the like. Each of the wireless communication
technologies may have various characteristics in configuring
a usable frequency, a data rate, a transmission distance,
power consumption, and network topology.

An electronic device (e.g., a smartphone) that integrally
manages the [oT devices may establish communication with
IoT devices within a specified range and may store infor-
mation beneficial for control. For example, the electronic
device may execute an application for managing IloT
devices. The application may output a Ul capable of regis-
tering or removing a new loT device.

The above information is presented as background infor-
mation only to assist with an understanding of the present
disclosure. No determination has been made, and no asser-
tion is made, as to whether any of the above might be
applicable as prior art with regard to the present disclosure.

SUMMARY

In the related art, IoT devices existing in various spaces
(e.g., a living room or a room in a house, an office, or the
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like) may be operated through operating devices (e.g.,
remote controllers) in conjunction with the respective
spaces.

Alternatively, the IoT devices may be operated by an
electronic device (e.g., a smartphone) in which applications
operating in conjunction with the IoT devices are installed.
In this case, another electronic device in which an applica-
tion capable of managing and controlling an IoT device is
not installed has to repeatedly install applications, search for
a plurality of IoT devices, and establish connections to
manage and control the plurality of loT devices.

Aspects of the present disclosure are to address at least the
above-mentioned problems and/or disadvantages and to
provide at least the advantages described below. Accord-
ingly, an aspect of the present disclosure is to provide a
method in which an electronic device managing a plurality
of IoT devices shares setting information for managing the
plurality of IoT devices with an external device, and an
electronic device that supports the same.

In accordance with an aspect of the present disclosure, an
electronic device includes a display, a wireless communi-
cation circuit, a processor, and a memory. The memory
includes instructions executable by the processor to establish
wireless communication with one or more IoT devices by
using the wireless communication circuit, display a user
interface for managing a plurality of including the one or
more [oT devices through the display, receive a user input
selecting a group of loT devices from among the one or more
IoT devices, transmit first information including user
account data of the electronic device to a first external server
using the wireless communication circuit, transmit second
information to another electronic device using the wireless
communication circuit, wherein the first information
includes information indicating the selected group and the
user account data of the electronic device, and wherein the
second information causes the other electronic device to
communicatively connect with the first external server and
control one or more IoT devices included in the selected
group.

In an aspect of the present disclosure, an electronic device
is disclosed including a display, a wireless communication
circuit, a processor and a memory, the memory stores
instructions executable by the processor to: receive at least
one of a push message through a first application for
managing one or more Internet-of-Things (IoT) devices
from a first external server and an SMS message related to
the first application from a second external server, and when
the first application is executed, receive, from the first
external server, setting information for controlling the one or
more loT devices by another electronic device.

In an aspect of the present disclosure, an electronic device
is disclosed including a display, a communication circuit, a
memory and a processor. The processor establishes wireless
communication with one or more Internet-of-Things (IoT)
devices using the communication circuit, transmits setting
information associated with the one or more IoT devices to
an external server using the communication circuit, and
transmits a request signal including first user account infor-
mation and second user account information to the external
server, wherein at least a portion of the transmitted setting
information is included in the transmitted request signal and
is further transmitted to another electronic device, wherein
the first user account information indicates at least a first
user registered to the electronic device, and wherein the
second user account information indicates at least a second
user registered to the other electronic device.
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A device management method and an electronic device
supporting the same, according to various embodiments of
the present disclosure, may share setting information related
to an IoT device with an external electronic device.

A device management method and an electronic device
supporting the same, according to various embodiments of
the present disclosure, may transmit an invitation message to
an external electronic device by using a user account or a
telephone number of an application that manages an IoT
device.

A device management method and an electronic device
supporting the same, according to various embodiments of
the present disclosure, may safely share information and
authority relating to control of an IoT device with an
external electronic device through an authentication process.

Other aspects, advantages, and salient features of the
disclosure will become apparent to those skilled in the art
from the following detailed description, which, taken in
conjunction with the annexed drawings, discloses various
embodiments of the present disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other aspects, features, and advantages of
certain embodiments of the present disclosure will be more
apparent from the following description taken in conjunction
with the accompanying drawings, in which:

FIG. 1A and FIG. 1B illustrate an IoT device management
system according to various embodiments;

FIG. 2 is a flowchart illustrating a device management
method according to various embodiments;

FIG. 3A is a signal flow diagram illustrating a process of
sharing IoT environment information using an account of a
second user, according to various embodiments;

FIG. 3B is a signal flow diagram illustrating a process of
sharing IoT environment information using identification
information of an invitee device, according to various
embodiments;

FIG. 4 illustrates a UI of an loT management app accord-
ing to various embodiments;

FIG. 5 illustrates a Ul through which a host device
transmits an invitation message, according to various
embodiments;

FIG. 6 is a flowchart in the case where an invitee device
receives an invitation message in an SMS form, according to
various embodiments;

FIG. 7 illustrates a user interface of an invitee device that
receives an SMS message as an invitation message, accord-
ing to various embodiments;

FIG. 8 illustrates a user interface for identifying an
invitation message, according to various embodiments;

FIG. 9 illustrates a DB table stored in an IoT server,
according to various embodiments;

FIG. 10 is a signal flow diagram illustrating a process in
which an invitee device makes a request to add a device,
according to various embodiments;

FIG. 11 illustrates a sharing process using short-range
communication, according to various embodiments;

FIG. 12 illustrates a PIN code input Ul using an loT
server, according to various embodiments;

FIG. 13 illustrates a Ul showing a process in which a host
device and an invitee device share a PIN code, according to
various embodiments;

FIG. 14 illustrates an invitation Ul using a QR code,
according to various embodiments;

FIG. 15 illustrates a join Ul using a QR code, according
to various embodiments;
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FIG. 16 illustrates a UI for setting authority, according to
various embodiments;

FIG. 17 is a block diagram of an electronic device
according to various embodiments; and

FIG. 18 is a block diagram of a program module accord-
ing to various embodiments.

Throughout the drawings, it should be noted that like
reference numbers are used to depict the same or similar
elements, features, and structures.

DETAILED DESCRIPTION

Hereinafter, various embodiments of the present disclo-
sure will be described with reference to the accompanying
drawings. Accordingly, those of ordinary skill in the art will
recognize that modification, equivalent, and/or alternative
on the various embodiments described herein can be vari-
ously made without departing from the present disclosure.
With regard to description of drawings, similar components
may be marked by similar reference numerals.

In the disclosure disclosed herein, the expressions “have”,
“may have”, “include” and “comprise”, or “may include”
and “may comprise” used herein indicate existence of cor-
responding features (for example, elements such as numeric
values, functions, operations, or components) but do not
exclude presence of additional features.

In the disclosure disclosed herein, the expressions “A or
B”, “at least one of A or/and B”, or “one or more of A or/and
B”, and the like used herein may include any and all
combinations of one or more of the associated listed items.
For example, the term “A or B”, “at least one of A and B”,
or “at least one of A or B” may refer to all of the case (1)
where at least one A is included, the case (2) where at least
one B is included, or the case (3) where both of at least one
A and at least one B are included.

The terms, such as “first”, “second”, and the like used
herein may refer to various elements of various embodi-
ments of the present disclosure, but do not limit the ele-
ments. For example, such terms are used only to distinguish
an element from another element and do not limit the order
and/or priority of the elements. For example, a first user
device and a second user device may represent different user
devices irrespective of sequence or importance. For
example, without departing the scope of the present disclo-
sure, a first element may be referred to as a second element,
and similarly, a second element may be referred to as a first
element.

It will be understood that when an element (for example,
a first element) is referred to as being “(operatively or
communicatively) coupled with/to” or “connected to”
another element (for example, a second element), it can be
directly coupled with/to or connected to the other element or
an intervening element (for example, a third element) may
be present. In contrast, when an element (for example, a first
element) is referred to as being “directly coupled with/to” or
“directly connected to” another element (for example, a
second element), it should be understood that there are no
intervening element (for example, a third element).

According to the situation, the expression “configured to”
used herein may be used as, for example, the expression
“suitable for”, “having the capacity to”, “designed to”,
“adapted to”, “made to”, or “capable of”. The term “con-
figured to (or set to)” must not mean only “specifically
designed to” in hardware. Instead, the expression “a device
configured to” may mean that the device is “capable of”
operating together with another device or other components.
CPU, for example, a “processor configured to (or set to)
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perform A, B, and C” may mean a dedicated processor (for
example, an embedded processor) for performing a corre-
sponding operation or a generic-purpose processor (for
example, a central processing unit (CPU) or an application
processor) which may perform corresponding operations by
executing one or more software programs which are stored
in a memory device.

Terms used in this specification are used to describe
specified embodiments of the present disclosure and are not
intended to limit the scope of the present disclosure. The
terms of a singular form may include plural forms unless
otherwise specified. Unless otherwise defined herein, all the
terms used herein, which include technical or scientific
terms, may have the same meaning that is generally under-
stood by a person skilled in the art. It will be further
understood that terms, which are defined in a dictionary and
commonly used, should also be interpreted as is customary
in the relevant related art and not in an idealized or overly
formal detect unless expressly so defined herein in various
embodiments of the present disclosure. In some cases, even
if terms are terms which are defined in the specification, they
may not be interpreted to exclude embodiments of the
present disclosure.

An electronic device according to various embodiments
of the present disclosure may include at least one of smart-
phones, tablet personal computers (PCs), mobile phones,
video telephones, electronic book readers, desktop PCs,
laptop PCs, netbook computers, workstations, servers, per-
sonal digital assistants (PDAs), portable multimedia players
(PMPs), MP3 players, mobile medical devices, cameras, and
wearable devices. According to various embodiments of the
present disclosure, the wearable devices may include acces-
sories (for example, watches, rings, bracelets, ankle brace-
lets, glasses, contact lenses, or head-mounted devices
(HMDs)), cloth-integrated types (for example, electronic
clothes), body-attached types (for example, skin pads or
tattoos), or implantable types (for example, implantable
circuits).

In some embodiments of the present disclosure, the elec-
tronic device may be one of home appliances. The home
appliances may include, for example, at least one of a digital
video disk (DVD) player, an audio, a refrigerator, an air
conditioner, a cleaner, an oven, a microwave oven, a wash-
ing machine, an air cleaner, a set-top box, a home automa-
tion control panel, a security control panel, a TV box (for
example, Samsung HomeSync™, Apple TV™, or Google
TV™), a game console (for example, Xbox™ or Play
Station™), an electronic dictionary, an electronic key, a
camcorder, or an electronic panel.

In another embodiment of the present disclosure, the
electronic device may include at least one of various medical
devices (for example, various portable medical measure-
ment devices (a blood glucose meter, a heart rate measuring
device, a blood pressure measuring device, and a body
temperature measuring device), a magnetic resonance
angiography (MRA), a magnetic resonance imaging (MRI)
device, a computed tomography (CT) device, a photograph-
ing device, and an ultrasonic device), a navigation system,
a global navigation satellite system (GNSS), an event data
recorder (EDR), a flight data recorder (FDR), a vehicular
infotainment device, electronic devices for vessels (for
example, a navigation device for vessels and a gyro com-
pass), avionics, a security device, a vehicular head unit, an
industrial or home robot, an automatic teller’s machine
(ATM) of a financial company, a point of sales (POS) of a
store, or an internet of things (for example, a bulb, various
sensors, an electricity or gas meter, a spring cooler device,
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a fire alarm device, a thermostat, an electric pole, a toaster,
a sporting apparatus, a hot water tank, a heater, and a boiler).

According to some embodiments of the present disclo-
sure, the electronic device may include at least one of a
furniture or a part of a building/structure, an electronic
board, an electronic signature receiving device, a projector,
or various measurement devices (for example, a water
service, electricity, gas, or electric wave measuring device).
In various embodiments of the present disclosure, the elec-
tronic device may be one or a combination of the aforemen-
tioned devices. The electronic device according to some
embodiments of the present disclosure may be a flexible
electronic device. Further, the electronic device according to
an embodiment of the present disclosure is not limited to the
aforementioned devices, but may include new electronic
devices produced due to the development of technologies.

Hereinafter, electronic devices according to an embodi-
ment of the present disclosure will be described with refer-
ence to the accompanying drawings. The term “user” used
herein may refer to a person who uses an electronic device
or may refer to a device (for example, an artificial electronic
device) that uses an electronic device.

FIGS. 1A and 1B illustrate an IoT device management
system according to various embodiments.

Referring to FIGS. 1A and 1B, an IoT device management
system 100 may include a first electronic device or host
device 110, a second electronic device 120, and an IoT
server 130. According to various embodiments, the loT
device management system 100 may further include a
message transfer server (e.g., an SMS server) 140, an
application market server 150, and an authentication server
160.

The first electronic device or host device 110 (hereinafter,
referred to as the ‘host device’) (e.g., a smartphone or a
tablet PC) may manage various IoT devices 111. For
example, the host device 110 may discover the IoT devices
111 around the host device 110 and may establish commu-
nication with each of the IoT devices 111. The host device
110 may display, on a display thereof, the IoT devices 111
that are controllable.

The host device 110 may execute an application (herein-
after, referred to as the IoT management app) that manages
IoT devices. The IoT management app may check a com-
munication status of each IoT device 111 and may output a
user interface for control of the IoT device 111. In an
embodiment, the IoT management app may be downloaded
through the application market server 150 (e.g., Google Play
Store or Apple App Store) and may be installed in the host
device 110 or the second electronic device or the invitee
device 120 (hereinafter, referred to as the ‘invitee device’)
(e.g., a smartphone or a table PC).

According to various embodiments, the host device 110
may manage the various IoT devices 111 located in a
plurality of places, by using the IoT management app. For
example, the host device 110 may collectively manage a first
group of IoT devices (e.g., TV 1, refrigerator 1, or air-
conditioner 1) located in a first area (e.g., a user’s home) and
a second group of loT devices (e.g., TV 2, air-conditioner 2,
or air-cleaner 1) located in a second area (e.g., the user’s
office).

The IoT management app may manage the first group of
IoT devices and the second group of IoT devices as separate
things. For example, in the case where the user selects (e.g.,
through a touch input or a voice input) a place (e.g., a tab for
managing the place) that corresponds to a first location (e.g.,
the user’s home), the host device 110 may display a list,
status information, or controllable functions of the first
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group of loT devices (e.g., TV 1, refrigerator 1, and air-
conditioner 1). In the case where the user selects a place
corresponding to a second location (e.g., the user’s office),
the host device 110 may display a list, status information, or
controllable functions of the second group of IoT devices
(e.g., TV 2, air-conditioner 2, and air-cleaner 1). Alterna-
tively, in the case where the user selects a tab corresponding
to a full list, the host device 110 may display a list, status
information, or functions of all the IoT devices included in
the first and second groups.

The host device 110 may store setting information or
control information (hereinafter, referred to as IoT environ-
ment information) about the plurality of IoT devices 111. For
example, the IoT environment information may include
identification information, device types, executable-function
information, authority information, or control methods of
the IoT devices 111.

According to various embodiments, the host device 110
(used with an account of a first user) may share the stored
IoT environment information with the invitee device 120
(used with an account of a second user). For example, the
host device 110 (e.g., a smartphone) of the first user (e.g.,
father) may provide IoT environment information about TV
1, refrigerator 1, and air-conditioner 1 located in the home
to the invitee device 120 (e.g., a smartphone) of the second
user (e.g., spouse or child). In the case where the IoT
environment information is shared according to a specified
procedure, the invitee device 120 may have control authority
over TV 1, refrigerator 1, and air-conditioner 1.

According to various embodiments, the shared IoT envi-
ronment information may be all or part of the IoT environ-
ment information stored in the host device 110. For example,
information about all places (e.g., Home, Office, and
Nearby), some places (Home), or some devices (e.g., TV or
an air-conditioner registered in home) registered in the loT
environment information of the host device 110 may be
shared with the invitee device 120.

According to various embodiments, the host device 110
may start a process of sharing the IoT environment infor-
mation, by transmitting an invitation message (or a message
for sharing) to the invitee device 120. The invitation mes-
sage may include information about the host device 110,
information about controllable IoT devices, information
about the IoT management app, or information about places
(or locations) where the IoT devices are located.

According to various embodiments, the host device 110
(registered by the first user’s account) may transmit the
invitation message, based on the account information or the
telephone number of the second user of the invitee device
120 (registered by the second user’s account). For example,
in the case where an IoT management app is installed in the
invitee device 120 and the invitee device 120 is logged in
using the second user’s account, the host device 110 may
transmit the invitation message through the IoT server 130
by a push message method. In another example, in the case
where an IoT management app is not installed in the invitee
device 120, the host device 110 may transmit an SMS
message including a URL for installation of an IoT man-
agement app as the invitation message.

According to various embodiments, the host device 110
may create an invitation message, based on IoT device
information, the first user’s account registered in the host
device 110, and information about the invitee device 120.
For example, the host device 110 or the [oT server 130 may
create a hash code of the invitation message. In another
example, the host device 110 may create an invitation
message, based on information (name and spatial informa-
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tion) of the host device 110 and a URL for downloading an
IoT management app. Additional information about a
method of transmitting the invitation message by the host
device 110 may be provided through FIGS. 2, 3A, and 3B.

The invitee device 120 may receive an invitation message
from the host device 110 or the IoT server 130. In an
embodiment, the invitation message may be a message that
is transmitted through a push message or a text message
(e.g., SMS or MMS) of an IoT management app or short-
range communication (e.g., NFC or BLE).

The invitee device 120 may receive the IoT environment
information stored in the host device 110, by using the
invitation message. In this case, the invitee device 120 may
obtain control authority over at least one IoT device man-
aged by the host device 110. The invitee device 120 may
operate as a separate host device that is distinguished from
the host device 110. Additional information about a process
of receiving the IoT environment information by the invitee
device 120 may be provided through FIG. 6.

The IoT server 130 may include a memory, a communi-
cation circuit, or a processor therein and may serve as an
intermediary between the host device 110 and the invitee
device 120 in a process of sharing the IoT environment
information. The IoT server 130 may receive, from the host
device 110, information (hereinafter, referred to as sharing
setting information) useful for sharing the IoT environment
information. The sharing setting information may include
first user account information, place information (or group
information of IoT devices), loT device information, or
information about the invitee device 120 (account informa-
tion or a phone number of the second user).

The IoT server 130 may create a push message to be
transmitted to the invitee device 120. The IoT server 130
may create a push message list, based on the sharing setting
information.

In an embodiment, the IoT server 130 may transmit the
push message in the case where an loT management app is
installed in the invitee device 120 and the invitee device 120
is logged in using the second user’s account. In another
embodiment, in the case where the invitee device 120 is not
logged in to an IoT management app by using the second
user’s account, the IoT server 130 may transmit accumulated
push messages to the invitee device 120 when the invitee
device 120 logs in to the IoT management app by using the
second user’s account. In another embodiment, in the case
where an IoT management app is not installed in the invitee
device 120, the IoT server 130 may transmit, to the invitee
device 120, a list of accumulated push messages based on
the identification information (e.g., the telephone number) of
the invitee device 120 when the invitee device 120 installs
an loT management app, creates an account of the second
user, and performs SMS authentication related to the
account of the second user.

According to various embodiments, the IoT server 130
may remove the information (e.g., the telephone number) of
the invitee device 120 when settings for sharing the IoT
environment information are completed.

The message transfer server 140 may play an intermedi-
ary role in the transfer of a message between the host device
110 and the invitee device 120. For example, the message
transfer server 140 may serve as an intermediary to allow the
host device 110 and the invitee device 120 to transmit and
receive a message in an SMS or MMS form.

The application market server 150 may be a server
capable of downloading various applications. The applica-
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tion market server 150 may provide an installation file for
installing an IoT management app, in response to a request
of the invitee device 120.

The authentication server 160 may perform authentication
on a telephone number in response to a request of the invitee
device 120. In various embodiments, in the case where the
host device 110 transmits an invitation message through the
telephone number of the invitee device 120, authentication
of a subject requesting the invitation message from the loT
server 130 may be utilized to enhance security. In this case,
the invitee device 120 may request the authentication server
160 to perform an authentication procedure on the telephone
number of the invitee device 120. The authentication server
160 may transmit the authentication result to the IoT server
130 and the invitee device 120.

FIG. 2 is a flowchart illustrating a device management
method according to various embodiments.

Referring to FIG. 2, in operation 211, the host device 110
may establish wireless communication with one or more [oT
devices using a communication circuit. For example, the
host device 110 may establish communication channels with
IoT devices around the host device 110 using short-range
communication, Wi-Fi communication (e.g., communica-
tion belonging to the same AP), and/or cellular communi-
cation. The host device 110 may receive information useful
for controlling the IoT devices (e.g., identification informa-
tion or device types of the loT devices, or information about
controllable functions) from the IoT devices, or the loT
server 130 through the communication channels. According
to various embodiments, the host device 110 may establish
the communication channels with the one or more IoT
devices through separate authentication processes (e.g., such
as input of a password, an identification number, or input of
some biometric information).

In operation 212, the host device 110 may output, through
a display, a user interface including a list of the one or more
IoT devices. The host device 110 may execute an loT
management app to display a list of IoT devices that are
capable of communication and/or otherwise controllable.
According to various embodiments, the host device 110 may
manage the one or more IoT devices by dividing the IoT
devices into groups. For example, the host device 110 may
group the plurality of IoT devices according to location (e.g.,
such as home, office, living room, room 1, room 2, etc.)
indicating where the plurality of IoT devices are physically
located within a locale, access points (APs) to which the
plurality of IoT devices are connected, and/or any other
criteria created or configured by a user.

In operation 213, the host device 110 may receive, from
a first user, a user input for selecting a group of IoT devices
from among the one or more IoT devices. For example, as
described above, the group may be classified according to
the location where the IoT devices are located. The user
input may therefore include an input selecting a tab corre-
sponding to the particular group and adding another user in
the IoT management app. For example, in the case where the
user selects a “living-room” tab from among tabs including
“living-room,” “room 1,” and “room 2 and further selects
an “add member” button, processes executable to share loT
environment information may be initiated.

In operation 214, the host device 110 may transmit first
information including user account data of the first user to
the IoT server 130 (the first external server) using the
communication circuit. The first information may also
include information about the selected group, and the
account of the first user associated with the host device 110.
For example, the first information may include at least one
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or more of first user account information, place information
(or group information of IoT devices), IoT device informa-
tion, and information about the invitee device 120 (i.e.,
referring to for example second user account information or
a phone number associated with the invitee).

In operation 215, the host device 110 may transmit the
second information to another electronic device (e.g., refer-
ring to the invitee device 120) using the communication
circuit. The second information may be information which
facilitates the other electronic device to communicatively
respond to the IoT server 130 to connect to and thus control
the selected group. For example, the second information
may include URL information for installing an IoT man-
agement app.

According to an embodiment, the second information
may be delivered to the other electronic device through the
IoT server 130, or may be transmitted to the other electronic
device through the separate message transfer server 160.
According to another embodiment, the host device 110 may
transmit the second information to the other electronic
device (e.g., the invitee device 120) through short-range
communication (e.g., Bluetooth).

FIG. 3A is a signal flow diagram illustrating a process of
sharing IoT environment information using an account of a
second user, according to various embodiments.

Referring to FIG. 3A, in operation 331, the host device
110 may create an invitation message (or a request signal) by
receiving loT environment information to be shared (e.g., a
list of IoT devices or the location of the IoT devices) and the
account of the second user of the invitee device 120 from a
user through an IoT management app. For example, the
second user’s account information may be directly input by
the user, or may be input through information of a contact
stored in the host device 110.

In operation 332, the host device 110 may transmit the
created invitation message to the IoT server 130. For
example, the invitation message may include first user
account information, place information (or group informa-
tion of IoT devices), loT device information, or second user
account information.

In operation 333, the IoT server 130 may search a
database for the second user’s account that was indicated or
otherwise included in the invitation message. For example,
in the case where an IoT management app is installed in the
invitee device 120 a log-in history of the second user exists,
the second user’s account may be discoverable in the
database of the IoT server 130. According to an embodi-
ment, in the case where the second user’s account is not
discovered in the database of the IoT server 130, the IoT
server 130 may determine that the second user’s account
included in the invitation message is invalid, and may
transmit an error message to the host device 110. The host
device 110, when receiving the error message from the loT
server 130, may display a notification (e.g., a pop-up mes-
sage) to the user, or may provide a user interface of guide
screen to prompt the user to reenter the second user’s
account.

In the case where the second user’s account is discovered
in the database of the IoT server 130, the IoT server 130
may, in operation 334, create a database table based on the
received invitation message. For example, the IoT server
130 may create a database table that includes first user
account information, second user account information,
authority information, creation time information, or update
time information.
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In operation 335, the IoT server 130 may inform the
invitee device 120 corresponding to the second user that the
invitation message has arrived, by using a push message.

According to an embodiment, the IoT server 130 may
transmit the push message in real time when the invitee
device 120 is logged in to the IoT management app by using
the discovered account of the second user, or when the
invitee device 120 allows the receipt of a push message.
According to another embodiment, in the case where the
invitee device 120 is not logged in to the IoT management
app by using the discovered account of the second user or
does not allow the receipt of a push message, the IoT server
130 may transmit the push message after the invitee device
120 logs in to the IoT management app by using the second
user’s account. According to another embodiment, in the
case where an IoT management app is not installed in the
invitee device 120, the IoT server 130 may transmit the push
message after an loT management app is installed in the
invitee device 120 and the invitee device 120 logs in to the
IoT management app by using the second user’s account.

In operation 336, the invitee device 120 may identify the
invitation message. In the case where the invitee device 120
is logged in to the IoT management app using the second
user account, the invitee device 120 may inform the second
user of the reception or arrival of the invitation message in
real time. In the case where the invitee device 120 is not
logged in to the IoT management app by using the second
user account, the invitee device 120 may inform the second
user of the arrival of the invitation message after logging in
to the loT management app.

According to various embodiments. the invitee device
120 may automatically execute the IoT management app
when the second user identifies the invitation message.

In operation 337, the invitee device 120 may log in to the
IoT management app using the second user account, and
may request the IoT environment information from the IoT
server 130.

According to various embodiments, the invitee device
120 may automatically log in using the second user account
according to settings of the installed IoT management app
and may request the IoT server 130 to provide the loT
environment information.

In operation 338, the IoT server 130 may identify the
second user’s account and the invitation message in the
database table.

In operation 339, the IoT server 130 may transmit the loT
environment information to the invitee device 120. When
the invitee device 120 receives the IoT environment infor-
mation, the invitee device 120 may control at least some of
the loT devices managed by the host device 110.

FIG. 3B is a signal flow diagram illustrating a process of
sharing IoT environment information using identification
information of an invitee device, according to various
embodiments.

Referring to FIG. 3B, in operation 351, the host device
110 may create an invitation message by entering loT
environment information to be shared (e.g., an loT device
list or locations of IoT devices) and identification informa-
tion (e.g., a telephone number) of the invitee device 120 into
an IoT management app.

In operation 352, the host device 110 may transmit the
created invitation message to the IoT server 130.

In operation 353, the IoT server 130 may create a database
table based on the received invitation message.

In operations 354 and 354_1, the host device 110 may
transmit the created invitation message to a message transfer
server (e.g., the message transfer server 140 of FIG. 1B).
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The message transfer server 140 may transmit an SMS
message corresponding to the invitation message to the
invitee device 120. The invitation message may include
identification information (e.g., a telephone number or a first
user account) of the host device 110. The invitation message
may include a URL for installing an IoT management app.

In operation 355, the invitee device 120 may identify the
invitation message transmitted through the message transfer
server 140. The invitee device 120 may determine whether
an IoT management app is installed in the invitee device
120. For example, when the invitee device 120 receives,
from a user, an input selecting the URL included in the
invitation message, the invitee device 120 may determine
whether an IoT management app is installed in the invitee
device 120.

In the case where an IoT management app is not installed
in the invitee device 120, the invitee device 120 may, in
operations 356 and 356_1, connect to the application market
server 150 and request data for installing an IoT manage-
ment app.

In operation 357, the invitee device 120 may receive,
from the application market server 150, data for installing
the IoT management app and may install the IoT manage-
ment app using the received data.

In operation 358, the invitee device 120 may log in to the
IoT management app by using an account of a second user.
According to an embodiment, the loT management app may
output a Ul for creating an account.

According to various embodiments, in operation 359, the
invitee device 120 may request an authentication server
(e.g., the authentication server 160 of FIG. 1B) to authen-
ticate the identification information (e.g., the telephone
number) of the invitee device 120. For example, in the case
where the invitee device 120 logs in to the IoT management
app by using the second user’s account in operation 358, the
invitee device 120 may perform an authentication operation
through the identification information (e.g., the telephone
number).

In operation 360, the authentication server 160 may
perform authentication on the telephone number of the
invitee device 120.

In operation 361, the authentication server 160 may
transmit the authentication result to the IoT server 130 and
the invitee device 120.

In the case where the authentication result is valid, the IoT
server 130 may, in operation 362, search for the identifica-
tion information (e.g., the telephone number) of the invitee
device 120 and update the DB table. The IoT server 130 may
update the account information of the second user. Accord-
ing to an embodiment, the IoT server 130 may update the
DB table created in operation 353, based on the second
user’s log-in information. The second user account infor-
mation may have been newly recorded in the updated DB
table, and accordingly, an update time may be modified.
Also, the IoT server 130 may also enhance security by
removing the identification information (e.g., the telephone
number) of the invitee device 120 that is stored in the DB
table.

In operation 363, the IoT server 130 may transmit the [oT
environment information to the invitee device 120. The
invitee device 120 may share control authority over at least
some of the IoT devices managed by the host device 110,
based on the received IoT environment information.

FIG. 4 illustrates a Ul of an IoT management app accord-
ing to various embodiments. FIG. 4 is merely illustrative,
and the present disclosure is not limited thereto.
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Referring to FIG. 4, an IoT management app may output
a user interface 401 for managing a plurality of IoT devices.
The user interface 401 may include a list of the plurality of
IoT devices 420. The user interface 401 may display iden-
tification information or device type of each IoT device, or
status information thereof (e.g., whether the IoT device is
driven or not, a scheduled routine, or settings).

According to various embodiments, the user interface 401
may display the list of the loT devices 420 by dividing the
IoT devices into groups. FIG. 4 illustrates an example in
which the IoT devices are grouped based on places where
the IoT devices are located. It is understood of course that
the present disclosure is not limited to this kind of grouping.

According to various embodiments, the user interface 401
may further include place tabs 410, an IoT device list 420,
and/or a plus button 440.

The place tabs 410 may display place information (i.e.,
location information) set by the host device 110 and may
allow a user to select each place. IoT devices located in the
same location may be simultaneously or separately con-
trolled.

When the user selects one of the place tabs 410, IoT
devices included in the selected group may be displayed. For
example, in the case where a “home” tab is selected, a user
interface 401a related to IoT devices located in the home
may be displayed. The user interface 401a may include a
sub-device list 420a and a menu 415 for collectively con-
trolling the group. The sub-device list 420a may correspond
to at least some of the IoT devices included in the IoT device
list 420.

The plus button 440 may be used to add an IoT device, a
location, a user having new control authority, or a control
mode. Additional information about adding a user having
new control authority are illustrated in more detail below, in
FIG. 5.

According to various embodiments, setting menus may be
output differently, depending on a type of a selected place
tab from among the tabs 410. For example, in the case where
an “All devices” tab is selected from the place tabs 410, a list
of “Add place,” “Add function execution rule,” and “Delete
device” may be included in a setting menu. In the case where
the “home” tab is selected from the place tabs 410, a list of
“Add editing mode,” “Add place,” “Add member,” and
“Add function execution rule” may be included in a setting
menu.

According to an embodiment, a tab created based on IoT
environment information received from another device may
not include a device addition item. Alternatively, at least
some functions may be limited in the created tab. For
example, a tab (e.g., Home of the host device 110) created
based on IoT environment information received from the
host device 110 by an IoT management app of the invitee
device 120 may not have or be denied authority to perform
more secure functions, such as editing a routine or register
a routine.

According to various embodiments, the user interface 401
may further include a routine dash board (not illustrated).
The routine dash board may be updated in the case where the
host device 110 registers a routine. For example, the host
device 110 may configure an air-conditioner to be turned on
in the morning, and may configure a specific device to
perform an operation, by identifying whether an event
occurs.

According to various embodiments, the user interface 401
may further include a device dash board (not illustrated).
The device dash board may display the name of a registered
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IoT device, information about the owner of the device, and
an operation performed in the device.

FIG. 5 illustrates a Ul through which a host device
transmits an invitation message, according to various
embodiments. FIG. 5 is merely illustrative, and the present
disclosure is not limited thereto.

Referring to FIG. 5, the host device 110 may display an
invitation message creation screen 501 when an input is
detected requesting addition of a new user occurs (e.g., when
a user selects “Add member” by selecting the plus button
440 of FIG. 4).

The invitation message creation screen 501 may include
a Ul for selecting a method of transmitting an invitation
message. For example, the invitation message creation
screen 501 may include a first field 510 into which a second
user’s account is entered, and a button 520 for selectable to
request usage of an SMS message.

In the case where a first user desires to permit issuance of
control authority to the second user using the second user’s
account, the first user may enter the second user’s account
into the first field 510 and select a confirmation icon or
element 511. The second user’s account may be responsively
transmitted to an [oT server (e.g., the IoT server 130 of FIG.
1A).

The IoT server 130 may check validity of the second
user’s account input. In the case where data matching the
second user’s account is included in a database table, the IoT
server 130 may transmit a push message to the invitee device
120 by using the matched data.

In the case where there is no data matching the second
user’s account in the database table, the IoT server 130 may
notify, through a displayed pop-up window, the first user of
the fact that the requested user (having no log-in history) is
not registered in an loT management app.

In an embodiment, in the case where the first user’s
account is entered into the first field 510 or the account of the
second user having control authority is entered into the first
field 510, the host device 110 may display an error message.

In an embodiment, a plurality of pieces of second user
account information may be entered into the first field 510
through separators (e.g., “,” or *;”). For example, in the case
where a plurality of pieces of second user account informa-
tion separated from one another by specified separators are
entered into the first field 510 and the user selects the okay
button 511, the plurality of pieces of second user account
information may be transmitted to the IoT server 130.

The first user may use the message use button 520 in the
case where the first user wants to transmit an invitation
message by using an SMS message. In the case where the
first user selects the message use button 520, the host device
110 may output an address book screen 502. The first user
may select the second user’s telephone number from the
address book, or may directly enter the second user’s
telephone number.

The host device 110 may display a message editor screen
503, based on the second user’s telephone number input. The
message editor screen 503 may include an invitation mes-
sage 550. For example, the invitation message 550 may
include the name of the host device 110, the first user’s
account, information about places where loT devices are
located, and URL information for downloading an IoT
management app or a related guide. According to an
embodiment, the URL information may be created by the
IoT management app or the IoT server and may be encrypted
information.

In the case where the user selects a send button, the
invitation message 550 may be transmitted to the invitee
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device 120 through a message transfer server (e.g., the
message transfer server 140 of FIG. 1B).

According to various embodiments, the host device 110
may transmit sharing setting information (e.g., the first user
account information, place information (or group informa-
tion of IoT devices), loT device information, the telephone
number of the invitee device 120, or the time at which the
invitation message was transmitted) to the IoT server 130 in
the background. The IoT server 130 may create a database
table, based on the received sharing setting information.

FIG. 6 is a flowchart in the case where an invitee device
receives an invitation message in an SMS form, according to
various embodiments.

Referring to FIG. 6, in operation 610, an invitee device
(e.g., the invitee device 120 of FIG. 1B) may receive an
invitation message in an SMS form from a host device (e.g.,
the host device 110 of FIG. 1B). For example, the invitation
message may be transmitted through a message transfer
server (e.g., the message transfer server 140 of FIG. 1B). In
an embodiment, the invitation message may be in a text or
image format. The invitation message may include informa-
tion associated with a first user or the host device 110 that
initiated the invitation (e.g., a telephone number or the first
user’s account ID) or URL information for installing an [oT
management app.

In operation 620, the invitee device 120 may determine
whether the IoT management app specified in the invitation
message is installed in the invitee device 120, based on an
operation identifying the invitation message by a user. For
example, in the case where a second user (e.g., the user of
the invitee device 120) selects the URL information for
installing the IoT management app, the invitee device 120
may determine whether the IoT management app is
installed. In another example, the invitee device 120, when
receiving the invitation message in an SMS form, may
analyze text included in the SMS and may determine
whether the loT management app is installed.

In the case where the specified loT management app is not
installed in the invitee device 120, the invitee device 120
may, in operation 625, connect to the app market server 150
(e.g., Google Play Store or Apple App Store) according to an
input of the second user (e.g., execution of a URL shortcut)
to download and install the specified IoT management app.

In operation 630, the invitee device 120 may determine
whether the invitee device 120 is logged in to the IoT
management app by using the second user’s account.

In the case where the invitee device 120 is not logged in
to the IoT management app, the invitee device 120 may, in
operation 635, output a user interface for log-in (e.g., a
screen including a Ul for entering account information or a
UT for signing up for a membership).

According to an embodiment, in the case where the user
identifies (or selects) the received invitation message in an
SMS form in the state in which the invitee device 120 logs
in to the IoT management app by using the second user’s
account, the invitee device 120 may automatically execute
the loT management app.

In the case where the invitee device 120 is logged in to the
IoT management app, the invitee device 120 may, in opera-
tion 640, receive an invitation message in a push message
form from the IoT server 130.

According to various embodiments, in operation 650, the
invitee device 120 may determine whether the second user
has generated an input approving the invitation. In the case
where the second user rejects the invitation, the invitee
device 120 may not obtain authority to control IoT devices
managed by the host device 110. According to an embodi-
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ment, in the case where the invitee device 120 transmits
rejection information to the IoT server 130, the loT server
130 may remove information related to the invitation mes-
sage from a database.

In the case where the second user generates an input
approving the invitation, the invitee device 120 may, in
operation 655, receive loT environment information from
the IoT server 130. The invitee device 120 may share at least
apart of control authority of the host device 110 over the loT
devices. For example, the invitee device 120 may obtain
control authority over at least one IoT device belonging to
a group shared by the host device 110.

FIG. 7 illustrates a user interface of an invitee device that
receives an SMS message as an invitation message, accord-
ing to various embodiments. FIG. 7 is merely illustrative,
and the present disclosure is not limited thereto.

Referring to FIG. 7, on a screen 701, an invitee device
(e.g., the invitee device 120 of FIG. 1B) may receive an
invitation message 710. The invitation message 710 may
include information (e.g., a telephone number or an account
ID) of a first user or a host device (e.g., the host device 110
of FIG. 1B) that initiated the invitation. Also, the invitation
message 710 may include URL information 711 for down-
loading an IoT management app. In an embodiment, the
invitation message 710 may be implemented using text or an
image.

On a screen 702, the invitee device 120 may display a
page for downloading the IoT management app in the case
where a user selects the information (e.g., the URL infor-
mation 711) of the invitation message 710. The page may
include display of an icon or element 720 selectable to
imitate the download.

On a screen 703, the invitee device 120 may output a user
interface for log-in (e.g., a Ul for signing up for a member-
ship) in the case where the invitee device 120 is not logged
in to the loT management app after the loT management app
has completed installation.

According to various embodiments, in the case where the
IoT management app is installed in the invitee device 120 in
advance, the processes corresponding to the screens 702 and
703 may be omitted.

On a screen 704, the invitee device 120 may output a user
interface for receiving a user log-in. A second user may log
in by entering a second user account and a password into the
respective entry fields.

On a screen 705, the invitee device 120 may create an
account to perform an SMS personal identification number
or “PIN” authentication process in the case where the invitee
device 120 logs in to the IoT management app for the first
time. Based on the SMS PIN authentication result, the IoT
server 130 may match and store, in a DB table, the telephone
number of the invitee device 120 and the second user
account of the IoT management app. According to various
embodiments, the telephone number of the invitee device
120 may be removed from the DB table later. According to
an embodiment, the information (e.g., the telephone num-
ber) of the second user that is used for the SMS PIN
authentication process may be input by the second user or a
system (e.g., an OS). For example, in the case where the
information of the second user is input by the system, the
information of the second user may be automatically input.

According to various embodiments, in the case where the
invitee device 120 has previously logged in using the second
user account, the process corresponding to the screen 705
may be omitted.

On a screen 706, the invitee device 120 may determine
whether the second user approves the invitation. For
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example, the invitee device 120 may output a screen that
includes a rejection button 761 and an approval button 762
each selectable to determine whether to approve sharing of
IoT environment information. According to an embodiment,
in the case where the second user receives a plurality of
invitation messages from the first user or receives invitation
messages from a plurality of users, the invitee device 120
may output the plurality of invitation messages sequentially
(e.g., in the order that the invitation messages are received
or with respect to the first user).

In the case where the second user selects the approval
button 762 on the screen 706, the invitee device 120 may
receive loT environment information from the IoT server
130 and may provide a screen 707 for controlling loT
devices, based on the received information. The invitee
device 120 may share at least a part of control authority of
the host device 110 over the IoT devices.

In the case where the second user selects the rejection
button 761 on the screen 706, the invitee device 120 may
transmit an invitation rejection message (or signal) to the
IoT server 130. The IoT server 130 may remove the invi-
tation message from a database of the IoT server 130, based
on the invitation rejection message.

FIG. 8 illustrates a user interface for identifying an
invitation message, according to various embodiments. FIG.
8 is merely illustrative, and the present disclosure is not
limited thereto.

Referring to FIG. 8, an invitation message 801 may
include first user information 810, an invitation guide 820,
an approval button 830, and a rejection button 840. For
example, the invitation message 801 may be output on the
screen 706 of FIG. 7.

The first user information 810 may include information
about a first user having transmitted the invitation message
(e.g., an account 1D, the name, or a profile picture of the first
user) and information about the host device 110 (e.g., the
telephone number).

The invitation guide 820 may include a simple introduc-
tion to a function, a greeting, or the like. The invitation guide
820 may include descriptions of a place of invitation, a
device range, and the like.

The approval button 830 and the rejection button 840 may
be selectable buttons for indicating whether to approve
sharing of IoT environment information.

In the case where a second user selects the approval
button 830, a user interface 802 for controlling IoT devices
may be output. The second user may control the IoT devices
displayed on the user interface 802.

In the case where the second user selects the rejection
button 840, an additional dialogue 803 for confirming the
rejection may be output. In the case where the rejection is
selected once more, the invitee device 120 may not obtain
authority to control the IoT devices managed by the host
device 110. Information about the second user’s selection of
rejection may be transmitted to the IoT server 130. In an
embodiment, the invitee device 120 may transmit, to the
host device 110, an SMS message about the selection of
rejection.

According to various embodiments, in the case where the
invitee device 120 receives a plurality of invitation mes-
sages, the plurality of invitation messages may be displayed
in a card form on a dashboard. For example, in the case
where the invitee device 120 receives an invitation message
of office and home from John and an invitation message of
home from Paul, Office, Home, and Home tabs may be
created on a dashboard, and the second user may approve or
reject each invitation message.
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The second user may create places in an loT management
app, may add various IoT devices to the created places (e.g.,
place tabs), and may manage the IoT devices. In various
embodiments, the invitee device 120 may differently display
(e.g., color, text, or icon) an loT environment (e.g., a place
tab) shared with the host device 110 and an IoT environment
(e.g., a place tab) created by the invitee device 120.

FIG. 9 illustrates a DB table stored in an IoT server,
according to various embodiments.

Referring to FIG. 9, the IoT server 130 may receive
sharing setting information from the host device 110. The
sharing setting information may include first user account
information, place information (or group information of IoT
devices), IoT device information, or information about the
invitee device 120 (second user account information or a
phone number). The IoT server 130 may create a DB table
901 based on the sharing setting information.

According to various embodiments, the DB table 901 may
include a DB identifier 910, a second user account 920, a
first user account 930, token information 940, authentication
information 950, authority information 960, creation time
970, update time 980, and status information 990.

The DB identifier 910 may be identification information
uniquely created for each invitation message.

The second user account 920 may be information that a
second user of the invitee device 120 receiving the invitation
message uses to log in to an loT management app. Accord-
ing to an embodiment, the second user account 920 may
have null information in the case where the invitation
message is transmitted based on the telephone number of the
invitee device 120.

The first user account 930 may be information that a first
user of the host device 110 transmitting the invitation
message uses to log in to the IoT management app.

The token information 940 may be identification infor-
mation (e.g., a telephone number) used to identify the invitee
device 120. For example, the token information 940 may be
a field used to invite the invitee device 120 to the telephone
number.

The authentication information 950 may be information
related to authentication of the first user or the second user.

The authority information 960 may represent a range in
which the host device 110 or the invitee device 120 is
capable of managing or controlling IoT devices. For
example, when the authority information 960 is set to “17,
this may mean authority to control all registered loT devices.
When the authority information 960 is set to “2”, this may
mean authority to control IoT devices located in a specified
place, among the registered loT devices. According to an
embodiment, the authority information 960 may include
authority to edit (e.g., remove, add, or collectively control)
an IoT device group shared by the host device 110.

The creation time 970 may be time when the DB table 901
was stored in the loT server 130. The update time 980 may
be time when the DB table 901 was updated last.

The status information 990 may be information represent-
ing whether the DB table 901 is available or not.

According to various embodiments, when the invitee
device 120 logs in using the second user account, the lIoT
server 130 may update the DB table 901, based on the log-in
information of the second user. The second user account
930, the token information 940, or the update time 980 may
be modified in an updated DB table 902. According to an
embodiment, in the case where data is stored in the second
user account 930 (in the case where the second user account
930 is not Null), the IoT server 130 may remove the
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telephone number of the invitee device 120 from the token
information 940 later (a Null status).

FIG. 9 is merely illustrative, and the present disclosure is
not limited thereto. For example, in the case where the host
device 110 transmits an invitation message by using a
second user ID, the second user ID received from the host
device 110 may be stored in the second user account 920. In
this case, the token information 940 may have null infor-
mation.

According to various embodiments, the IoT server 130
may store a separate database related to an IoT environment
of the host device 110. For example, the IoT server 130 may
store a database related to information about IoT devices
registered in the host device 110, group information (e.g.,
place information) to which each of the IoT devices belongs,
and the like.

FIG. 10 is a signal flow diagram illustrating a process in
which an invitee device makes a request to add a device,
according to various embodiments.

Referring to FIG. 10, in operation 1010, the invitee device
120 may receive a user input for adding at least one loT
device to control the IoT device. For example, the invitee
device 120 may search for a nearby device through short-
range communication (e.g., Bluetooth or Wi-Fi) and perform
an operation registering the discovered device. According to
an embodiment, the invitee device 120 may already have the
IoT management app installed in the invitee device 120 and
be logged in to the IoT management app using a second user
account. For example, in the case where an edit button (a
button for adding or removing a device) is selected in one
screen (e.g., home) of the IoT management app of the invitee
device 120, the invitee device 120 may initiate an operation
of adding a nearby IoT device.

In operation 1020, the invitee device 120 may transmit a
device addition request to the IoT server 130 to register the
discovered device. The device addition request may include
identification information of the IoT device to be added and
the second user account information.

In operation 1040, the IoT server 130 may search a
database for the identification information of the IoT device.
According to an embodiment, in the case where the IoT
server 130 receives the request for registering the IoT
device, the IoT server 130 may determine whether the IoT
device is registered to a different user account. For example,
the IoT server 130 may allow one user to have top-level
control authority over one loT device. Accordingly, in the
case where another user requests control authority over the
same registered IoT device, the user obtains approval of the
higher priority user registered in advance. In operation 1045,
the IoT server 130 may register the IoT device in the second
user account in the case where the IoT device is not
registered in a different user account. The IoT server 130
may update information (e.g., identification information,
device type, or group information (e.g., place information)
about the newly added IoT device to a database related to
IoT devices registered in the invitee device 120.

In operation 1046, the IoT server 130 may notify the
invitee device 120 of the registration result. The invitee
device 120 may control the corresponding IoT device using
the IoT management app. According to an embodiment, a
function of controlling the corresponding loT device may be
enabled in the IoT management app of the invitee device
120, or the invitee device 120 may download controllable
data from the IoT server 130.

In operation 1050, the IoT server 130 may transmit a join
request to the host device 110 in the case where the IoT
device for which the invitee device 120 has requested
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registration is registered in a different user account (e.g., in
a first user account of the host device 110). The join request
may allow IoT environment information registered in the
host device 110 to be shared with the invitee device 120
associated with the second user account.

In operation 1060, the host device 110 may identify the
join request. For example, the host device 110 may identify,
through a pop-up or a push message, a request for the host
device 110 to share IoT environment information related to
the corresponding IoT device with the invitee device 120 in
which the second user account is registered.

In operation 1070, the host device 110 may determine
whether approval of a first user is detected.

In operation 1075, the host device 110 may create and
transmit an invitation message using the second user account
in the case where there is an approval of the first user. For
example, the host device 110 may create the invitation
message based on the second user account and may transmit
the invitation message to the IoT server 1030. In another
example, the host device 110 may transmit, to the IoT server
130, a response message indicating that the host device 110
has approved the sharing request, and the IoT server 130
may provide authority to the invitee device 120, based on the
response message.

According to various embodiments, the IoT server 130
may update the database related to the IoT devices registered
in the host device 110 or the invitee device 120, based on the
invitation message or the response message of the host
device 110.

In operation 1080, the host device 110 may transmit a
rejection message to the IoT server 130 in the case where no
approval of the first user is detected.

In operation 1085, the IoT server 130 may transmit the
rejection result to the invitee device 120.

FIG. 11 is a signal flow diagram illustrating a process of
sharing IoT environment information using a security code,
according to various embodiments. FIG. 12 illustrates a Ul
showing a process of sharing IoT environment information
using a security code, according to various embodiments.

Referring to FIGS. 11 and 12, the host device 110 may
transmit an invitation message to the invitee device 120
within a close distance by which short-range communication
(e.g., BLE communication, NFC communication, or the
like) is possible, by using short-range communication. The
host device 110, the IoT server 130, and the invitee device
120 may perform an invitation operation based on the same
security code (e.g., PIN code). The host device 110 may
receive a security code (e.g., a PIN code) from the IoT server
130 and may share IoT environment information with the
invitee device 120 by using the received security code.
Although the following description will be focused on a case
where a security code is PIN information, the present
disclosure is not limited thereto.

In operation 1110, the host device 110 may receive a user
input for adding a second user (or the invitee device 120)
(Screen 1201).

In operation 1120, the host device 110 may request a PIN
code from the IoT server 130.

In operation 1130, the IoT server 130 may create a PIN
code. In an embodiment, the IoT server 130 may create a
PIN code having a preset number of digits (e.g., eight digits)
or a PIN code valid for a specified period of time (e.g., three
minutes) to enhance security.

According to various embodiments, the IoT server 130
may create a PIN code based on sharing setting information
received from the host device 110. The sharing setting
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information may include first user account information,
place information (or group information of IoT devices), or
IoT device information.

In operation 1140, the IoT server 130 may transmit the
created PIN code to the host device 110 (Screen 1202).

In operation 1150, the host device 110 may share the
received PIN code with the invitee device 120 (Screen
1211). For example, the host device 110 may transmit the
PIN code to the invitee device 120 through short-range
communication, such as Bluetooth Low Energy or “BLE”.
According to an embodiment, a first user may show the PIN
code to the second user and may allow the second user to
directly input the PIN code.

According to various embodiments, the host device 110
may add a separate dummy code to the received PIN code
and may share the PIN code having the dummy code added
thereto with the invitee device 120 through short-range
communication, such as BLE.

In operation 1160, the invitee device 120 may log in to an
IoT management app.

In operation 1170, the invitee device 120 may request an
invitation message from the IoT server 130 by using the PIN
code (Screen 1212).

In operation 1180, the IoT server 130 may request the host
device 110 to confirm the invitation.

In operation 1190, the host device 110 may transmit the
confirmation result to the IoT server 130.

According to various embodiments, operations 1180 and
1190 may be omitted. For example, in the case where the
PIN code is valid, the IoT server 130 may transmit an
invitation message without a separate confirmation process.

In operation 1195, the IoT server 130 may transmit an
invitation message to the invitee device 120. The invitee
device 120 may share loT environment information with the
host device 110. The invitee device 120 may control various
IoT devices according to the IoT environment information
(Screen 1213).

FIG. 13 illustrates a Ul showing a process in which a host
device and an invitee device share a security code, according
to various embodiments.

Referring to FIG. 13, the host device 110 may receive a
user input for adding a second user (or the invitee device
120) (Screen 1301). In the case where a first user selects a
code creation button 1310, a security code 1320 may be
created depending on a specified algorithm (Screen 1302).
According to an embodiment, the security code 1320 may be
valid for a predetermined period of time (e.g., about one
minute), or may be valid a predetermined number of times
(e.g., once).

The invitee device 120 may receive a user input to press
a button 1330 for performing a join request through a code
input (Screen 1311).

The invitee device 120 may output a user interface
including a code input field 1340 (Screen 1312). The second
user may enter, into the code input field 1340, a security
code provided by the first user.

According to an embodiment, the invitee device 120 may
request the loT server 130 to check validity of the security
code entered into the code input field 1340 by the invitee
device 120. In the case where the input security code is
valid, the IoT server 130 may transmit, to the host device
110, a message to request an approval input of the first user.
The host device 110 may display a screen for the approval
request received from the IoT server 130 (Screen 1303). In
the case where the approval input of the first user occurs in
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the host device 110, the host device 110 may share IoT
environment information with invitee device 120 through
the IoT server 130.

According to an embodiment, the host device 110 may
check validity of the security code entered into the code
input field 1340 of the invitee device 120, by using short-
range communication (Screen 1303). For example, the host
device 110 may receive, through BLE communication, the
security code entered into the code input field 1340 of the
invitee device 120. In the case where the received security
code matches a security code stored in the host device 110
and the approval input of the first user occurs, the host
device 110 may share IoT environment information with
invitee device 120 through the IoT server 130.

The invitee device 120 may control various loT devices,
based on the IoT environment information received through
the IoT server 130 (Screen 1313).

According to various embodiments, in the case where the
host device 110 starts the process of sharing the IoT envi-
ronment information with the invitee device 120 in the state
in which a specified place (e.g., home) is selected, IoT
environment information related to the corresponding place
may be shared, and IoT environment information related to
a different place (e.g., office) may not be shared. For
example, the IoT server 130 may transmit, to the invitee
device 120, information (e.g., a place, group information, or
IoT device information) to be shared, based on information
(e.g., a place, a group, or IoT device information) on the
basis of which the host device 110 creates the security code.

FIG. 14 illustrates an invitation Ul using a quick response
or “QR” code, according to various embodiments.

Referring to FIG. 14, the host device 110 may output a
member addition screen 1401 in the case where the host
device 110 receives a user input related to addition of a
member (e.g., an input for sharing, with a second user (or the
invitee device 120), authority over IoT devices being man-
aged).

The member addition screen 1401 may include various
methods for adding a member. For example, the member
addition screen 1401 may include a method of adding a
member by inputting a second user account or a method of
adding a member by creating a QR code.

According to an embodiment, in the case where a user
selects a QR code creation button 1410, the host device 110
may output a QR code 1420 related to IoT environment
information (Screen 1402). The invitee device 120 may
share the IoT environment information by recognizing the
QR code 1420 output by the host device 110. According to
an embodiment, the QR code 1420 may be created by the
host device 110, based on information of the host device 110
and an IoT device group (or location) to be shared. Accord-
ing to another embodiment, the host device 110 may receive,
from the IoT server 130, a QR code created based on the
information of the host device 110 and the IoT device group
(or location) to be shared, and may output the QR code. The
IoT server 130 may create a QR code based on sharing
setting information received from the host device 110. The
sharing setting information may include first user account
information, place information (or group information of IoT
devices), or IoT device information.

The invitee device 120 may output a UI capable of
recognizing a QR code. For example, the invitee device 120
may recognize the QR code 1420 displayed on a display of
the host device 110, by using a camera.

In the case where the invitee device 120 recognizes the
QR code, information about the QR code may be automati-
cally shared with the IoT server 130, and an invitation
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message related to the corresponding QR code may be
transmitted to the invitee device 120.

FIG. 15 illustrates a join Ul using a QR code, according
to various embodiments.

Referring to FIG. 15, the invitee device 120 may output
a user interface 1501 for recognizing a QR code (e.g., the
QR code 1420 of FIG. 14) that is output on a display of the
host device 110. The invitee device 120 may output a
recognition area 1510 for recognizing a QR code by using a
camera module.

According to various embodiments, the invitee device
120 may automatically output the user interface 1501
according to a specified condition. For example, in the case
where the invitee device 120 and the host device 110 are
located in the same space (e.g., within a distance by which
short-range communication is possible), the invitee device
120 may recognize the host device 110 through short-range
communication and may automatically output the user inter-
face 1501 including the recognition area 1510. A first user
and a second user may simply and conveniently share loT
environment information by using a QR code.

According to various embodiments, the invitee device
120 may output the user interface 1501 for recognizing a QR
code, based on the second user’s selection.

FIG. 16 illustrates a UI for setting authority, according to
various embodiments.

Referring to FIG. 16, the IoT server 130 may allow one
user to have top-level control authority over one IoT device.
Accordingly, in the case where another user wants to have
control authority over a registered loT device, the user may
have to obtain an approval of a user registered in advance.

According to an embodiment, in the case where the IoT
server 130 receives, from the invitee device 120, a registra-
tion request for an IoT device in which a first user (e.g., a
user of the host device 110) is already registered, the IoT
server 130 may send the first user a notification message
(e.g., a push message) for requesting authority. For example,
as shown on a screen 1601, the IoT server 130 may inform,
through a notification message 1610, the host device 110 that
the invitee device 120 requests (e.g.. join request) authority
over the IoT device registered in the host device 110. The
request may be a request for allowing setting information
related to the loT device registered in the host device 110 to
be shared with the invitee device 120 associated with a
second user account.

In the case where a user selects the notification message
1610, the host device 110 may output a user interface for
determining whether to share IoT environment information
with the invitee device 120 as seen in screen 1602.

In the case where the user generates an input for approv-
ing the sharing, the host device 110 may transmit, to the loT
server 130, a response message that the host device 110
approves the sharing request, and the IoT server 130 may
provide authority to the invitee device 120, based on the
response message.

In the case where the user generates an input for rejecting
the sharing, the host device 110 may transmit, to the IoT
server 130, a response message that the host device 110
rejects the sharing request, and the IoT server 130 may
inform the invitee device 120 that authority cannot be
assigned to the invitee device 120, based on the response
message.

FIG. 17 is a block diagram illustrating an electronic
device according to an embodiment of the present disclo-
sure.

Referring to FIG. 17, an electronic device 1701 may
include, for example, a part or the entirety of the host device
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110 illustrated in FIG. 1A. The electronic device 1701 may
include at least one processor (e.g., AP) 1710, a communi-
cation module 1720, a subscriber identification module
(SIM) 1729, a memory 1730, a sensor module 1740, an input
device 1750, a display 1760, an interface 1770, an audio
module 1780, a camera module 1791, a power management
module 1795, a battery 1796, an indicator 1797, and a motor
1798.

The processor 1710 may run an operating system or an
application program so as to control a plurality of hardware
or software elements connected to the processor 1710, and
may process various data and perform operations. The
processor 1710 may be implemented with, for example, a
system on chip (SoC). According to an embodiment of the
present disclosure, the processor 1710 may further include a
graphic processing unit (GPU) and/or an image signal
processor. The processor 1710 may include at least a portion
(e.g., a cellular module 1721) of the elements illustrated in
FIG. 17. The processor 1710 may load, on a volatile
memory, an instruction or data received from at least one of
other elements (e.g., a nonvolatile memory) to process the
instruction or data, and may store various data in a nonvola-
tile memory.

The communication module 1720 may have a configura-
tion that is the same as or similar to that of the communi-
cation interface 170 of FIG. 1. The communication module
1720 may include, for example, a cellular module 1721, a
Wi-Fi module 1722, a Bluetooth (BT) module 1723, a GNSS
module 1724 (e.g., a GPS module, a GLONASS module, a
BeiDou module, or a Galileo module), a NFC module 1725,
MST module 1726 and a radio frequency (RF) module 1727.

The cellular module 1721 may provide, for example, a
voice call service, a video call service, a text message
service, or an Internet service through a communication
network. The cellular module 1721 may identify and authen-
ticate the electronic device 1701 in the communication
network using the subscriber identification module 1729
(e.g., a SIM card). The cellular module 1721 may perform
at least a part of functions that may be provided by the
processor 1710. The cellular module 1721 may include a
communication processor (CP).

Each of the Wi-Fi module 1722, the Bluetooth module
1723, the GNSS module 1724 and the NFC module 1725
may include, for example, a processor for processing data
transmitted/received through the modules. According to
some various embodiments of the present disclosure, at least
a part (e.g., two or more) of the cellular module 1721, the
Wi-Fi module 1722, the Bluetooth module 1723, the GNSS
module 1724, and the NFC module 1725 may be included in
a single integrated chip (IC) or IC package.

The RF module 1727 may transmit/receive, for example,
communication signals (e.g., RF signals). The RF module
1727 may include, for example, a transceiver, a power amp
module (PAM), a frequency filter, a low noise amplifier
(LNA), an antenna, or the like. According to another
embodiment of the present disclosure, at least one of the
cellular module 1721, the Wi-Fi module 1722, the Bluetooth
module 1723, the GNSS module 1724, or the NFC module
1725 may transmit/receive RF signals through a separate RF
module.

The SIM 1729 may include, for example, an embedded
SIM and/or a card containing the subscriber identity module,
and may include unique identification information (e.g., an
integrated circuit card identifier (ICCID)) or subscriber
information (e.g., international mobile subscriber identity
(AMSD).
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The memory 1730 may include, for example, an internal
memory 1732 or an external memory 1734. The internal
memory 1732 may include at least one of a volatile memory
(e.g., a dynamic RAM (DRAM), a static RAM (SRAM), a
synchronous dynamic RAM (SDRAM), or the like), a
nonvolatile memory (e.g., a one-time programmable ROM
(OTPROM), a programmable ROM (PROM), an erasable
and programmable ROM (EPROM), an electrically erasable
and programmable ROM (EEPROM), a mask ROM, a flash
ROM, a flash memory (e.g., a NAND flash memory, a NOR
flash memory, or the like)), a hard drive, or a solid state drive
(SSD).

The external memory 1734 may include a flash drive such
as a compact flash (CF), a secure digital (SD), a Micro-SD,
a Mini-SD, an extreme digital (xD), a MultiMediaCard
(MMC), a memory stick, or the like. The external memory
1734 may be operatively and/or physically connected to the
electronic device 1701 through various interfaces.

The sensor module 1740 may, for example, measure
physical quantity or detect an operation state of the elec-
tronic device 1701 so as to convert measured or detected
information into an electrical signal. The sensor module
1740 may include, for example, at least one of a gesture
sensor 1740A, a gyro sensor 1740B, a barometric pressure
sensor 1740C, a magnetic sensor 1740D, an acceleration
sensor 1740E, a grip sensor 1740F, a proximity sensor
1740G, a color sensor 1740H (e.g., a red/green/blue (RGB)
sensor), a biometric sensor 17401, a temperature/humidity
sensor 1740], an illumination sensor 1740K, or an ultravio-
let (UV) sensor 1740M. Additionally or alternatively, the
sensor module 1740 may include, for example, an olfactory
sensor (E-nose sensor), an electromyography (EMG) sensor,
an electroencephalogram (EEG) sensor, an electrocardio-
gram (ECQG) sensor, an infrared (IR) sensor, an iris recog-
nition sensor, and/or a fingerprint sensor. The sensor module
1740 may further include a control circuit for controlling at
least one sensor included therein. In some various embodi-
ments of the present disclosure, the electronic device 1701
may further include a processor configured to control the
sensor module 1740 as a part of the processor 1710 or
separately, so that the sensor module 1740 is controlled
while the processor 1710 is in a sleep state.

The input device 1750 may include, for example, a touch
panel 1752, a (digital) pen sensor 1754, a key 1756, or an
ultrasonic input device 1758. The touch panel 1752 may
employ at least one of capacitive, resistive, infrared, and
ultraviolet sensing methods. The touch panel 1752 may
further include a control circuit. The touch panel 1752 may
further include a tactile layer so as to provide a haptic
feedback to a user.

The (digital) pen sensor 1754 may include, for example,
a sheet for recognition which is a part of a touch panel or is
separate. The key 1756 may include, for example, a physical
button, an optical button, or a keypad. The ultrasonic input
device 1758 may sense ultrasonic waves generated by an
input tool through a microphone 1788 so as to identify data
corresponding to the ultrasonic waves sensed.

The display 1760 may include a panel 1762, a hologram
device 1764, or a projector 1766. The panel 1762 may be, for
example, flexible, transparent, or wearable. The panel 1762
and the touch panel 1752 may be integrated into a single
module. The hologram device 1764 may display a stereo-
scopic image in a space using a light interference phenom-
enon. The projector 1766 may project light onto a screen so
as to display an image. The screen may be disposed in the
inside or the outside of the electronic device 1701. Accord-
ing to an embodiment of the present disclosure, the display
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1760 may further include a control circuit for controlling the
panel 1762, the hologram device 1764, or the projector
1766.

The interface 1770 may include, for example, an HDMI
1772, a USB 1774, an optical interface 1776, or a D-sub-
miniature (D-sub) 1778. Additionally or alternatively, the
interface 1770 may include, for example, a mobile high-
definition link (MHL) interface, an SD card/multi-media
card (MMC) interface, or an infrared data association (IrDA)
interface.

The audio module 1780 may convert, for example, a
sound into an electrical signal or vice versa. The audio
module 1780 may process sound information input or output
through a speaker 1782, a receiver 1784, an earphone 1786,
or the microphone 1788.

The camera module 1791 is, for example, a device for
shooting a still image or a video. According to an embodi-
ment of the present disclosure, the camera module 1791 may
include at least one image sensor (e.g., a front sensor or a
rear sensor), a lens, an image signal processor (ISP), or a
flash (e.g., an LED or a xenon lamp).

The power management module 1795 may manage power
of the electronic device 1701. According to an embodiment
of the present disclosure, the power management module
1795 may include a power management integrated circuit
(PMIC), a charger integrated circuit (IC), or a battery or
gauge. The PMIC may employ a wired and/or wireless
charging method. The wireless charging method may
include, for example, a magnetic resonance method, a mag-
netic induction method, an electromagnetic method, or the
like. An additional circuit for wireless charging, such as a
coil loop, a resonant circuit, a rectifier, or the like, may be
further included. The battery gauge may measure, for
example, a remaining capacity of the battery 1796 and a
voltage, current or temperature thereof while the battery is
charged. The battery 1796 may include, for example, a
rechargeable battery and/or a solar battery.

The indicator 1797 may display a specific state of the
electronic device 1701 or a part thereof (e.g., the processor
1710), such as a booting state, a message state, a charging
state, or the like. The motor 1798 may convert an electrical
signal into a mechanical vibration, and may generate a
vibration or haptic effect. Although not illustrated, a pro-
cessing device (e.g., a GPU) for supporting a mobile TV
may be included in the electronic device 1701. The process-
ing device for supporting a mobile TV may process media
data according to the standards of digital multimedia broad-
casting (DMB), digital video broadcasting (DVB), Media-
FLO™, or the like.

Each of the elements described herein may be configured
with one or more components, and the names of the ele-
ments may be changed according to the type of an electronic
device. In various embodiments of the present disclosure, an
electronic device may include at least one of the elements
described herein, and some elements may be omitted or
other additional elements may be added. Furthermore, some
of the elements of the electronic device may be combined
with each other so as to form one entity, so that the functions
of the elements may be performed in the same manner as
before the combination.

According to various embodiments, an electronic device
includes a display, a wireless communication circuit, a
processor, and a memory, wherein the memory stores an
application program, and the application program includes a
user interface configured to manage a plurality of Internet-
of-Things (IoT) devices, wherein the memory stores instruc-
tions that cause the processor to establish wireless commu-
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nication with one or more IoT devices by using the wireless
communication circuit, output the user interface including
the one or more 0T devices through the display, receive a
user input for selecting a group from the one or more IoT
devices, transmit first information including user account
data to a first external server by using the wireless commu-
nication circuit, and transmit second information to another
electronic device by using the wireless communication
circuit, wherein the first information includes information
about the group and the user account related to the electronic
device, and wherein the second information is information
that causes the other electronic device to communicate with
the first external server to connect to and control one or more
IoT devices included in the group.

According to various embodiments, the instructions cause
the processor to transmit the second information by using
account information or a telephone number that is associated
with the other electronic device.

According to various embodiments, the first information
further includes account information or a telephone number
that is associated with the other electronic device.

According to various embodiments, the instructions cause
the processor to transmit the second information through a
short message service (SMS).

According to various embodiments, the instructions cause
the processor to manage the plurality of IoT devices by
dividing the plurality of IoT devices into a plurality of
groups. The instructions cause the processor to divide the
plurality of IoT devices into the plurality of groups, based on
places where the plurality of IoT devices are located.

According to various embodiments, an electronic device
includes a display, a wireless communication circuit, a
processor, and a memory, wherein the memory stores
instructions that cause the processor to receive a push
message through a first application for managing one or
more Internet-of-Things (IoT) devices from a first external
server, or receive an SMS message related to the first
application from a second external server, and when the first
application is executed, receive, from the first external
server, setting information for controlling the one or more
IoT devices by another electronic device.

According to various embodiments, the instructions cause
the processor to receive the setting information for control-
ling the one or more IoT devices included in a specified
place.

According to various embodiments, the instructions cause
the processor to determine whether the first application is
installed, and install the first application through a URL
included in the SMS message when it is determined that the
first application is not installed.

According to various embodiments, the instructions cause
the processor to transmit a user account applied to the first
application to the first external server when the SMS mes-
sage is received and the first application is executed.

According to various embodiments, the instructions cause
the processor to control at least some of the one or more [oT
devices, based on the setting information received from the
first external server.

According to various embodiments, the one or more IoT
devices are configured to be controllable by the other
electronic device.

According to various embodiments, the instructions cause
the processor to have management authority equal to or less
than authority of the other electronic device over the one or
more IoT devices.

According to various embodiments, the instructions cause
the processor to request authentication of identification
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information of the other electronic device from a third
external server through the wireless communication circuit,
and receive an authentication result from the third external
server.

According to various embodiments, the identification
information is a telephone number of the other electronic
device.

According to various embodiments, a server device
includes a memory, a communication circuit, and a proces-
sor, wherein the memory stores instructions that cause the
processor to receive, from a first electronic device registered
by first user account information, at least one of second user
account information and identification information of a
second electronic device, the first user account information,
and setting information for controlling a plurality of Inter-
net-of-Things (IoT) devices, create a database based on the
second user account information or the identification infor-
mation, receive, from the second electronic device, the
second user account information or the identification infor-
mation of the second electronic device, and transmit at least
a portion of the setting information to the second electronic
device when the information received from the second
electronic device matches the information stored in the
database.

According to various embodiments, an electronic device
includes a display, a wireless communication circuit, a
processor, and a memory, wherein the memory stores an
application program, and the application program includes a
user interface configured to manage a plurality of Internet-
of-Things (IoT) devices, and wherein the memory stores
instructions that cause the processor to establish wireless
communication with one or more loT devices by using the
wireless communication circuit, output the user interface
including the one or more IoT devices through the display,
receive a user input for selecting a group from the one or
more IoT devices, share a security code created in the
electronic device or a first external server with another
electronic device, and transmit first information including
user account data to the first external server by using the
wireless communication circuit.

According to various embodiments, the security code is a
PIN code or a QR code.

According to various embodiments, the instructions cause
the processor to share the security code with the other
electronic device through short-range communication.

According to various embodiments, the instructions cause
the processor to when the security code is created in the first
external server, add a separate dummy code to the created
security code and share the security code having the dummy
code added thereto with the other electronic device.

According to various embodiments, an electronic device
includes a display, a communication circuit, a memory, and
a processor, wherein the processor establishes wireless com-
munication with one or more Internet-of-Things (IoT)
devices by using the communication circuit, transmits set-
ting information of the one or more IoT devices to an
external server by using the communication circuit, and
transmits a request signal including first user account infor-
mation and second user account information to the external
server, wherein the request signal is a signal for transmitting
at least a portion of the setting information to another device,
wherein the first user account information is information
about a first user registered in the electronic device, and
wherein the second user account information is information
about a second user registered in the other device.

According to various embodiments, an Internet-of-Things
(IoT) device management method performed in an elec-
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tronic device. The method includes establishing wireless
communication with one or more IoT devices by using a
communication circuit, outputting a user interface including
the one or more IoT devices through a display, receiving a
user input for selecting a group from the one or more IoT
devices, transmitting first information including user
account data to a first external server by using the commu-
nication circuit, wherein the first information includes infor-
mation about the group and the user account related to the
electronic device, and transmitting second information to
another electronic device by using the communication cir-
cuit, wherein the second information includes information
that causes the other electronic device to communicate with
the first external server to connect to and control one or more
IoT devices included in the group.

FIG. 18 is a block diagram illustrating a program module
according to an embodiment of the present disclosure.

Referring to FIG. 18, a program module 1810 may
include an operating system (OS) for controlling a resource
related to an electronic device (e.g., the host device 110)
and/or various applications (e.g., the application program
147) running on the OS. The operating system may be, for
example, Android, i0S, Windows, Symbian, Tizen, or the
like.

The program module 1810 may include a kernel 1820, a
middleware 1830, an API 1860, and/or an application 1870.
At least a part of the program module 1810 may be pre-
loaded on an electronic device or may be downloaded from
an external electronic device.

The kernel 1820 may include, for example, a system
resource manager 1821 or a device driver 1823. The system
resource manager 1821 may perform control, allocation, or
retrieval of a system resource. According to an embodiment
of the present disclosure, the system resource manager 1821
may include a process management unit, a memory man-
agement unit, a file system management unit, or the like. The
device driver 1823 may include, for example, a display
driver, a camera driver, a Bluetooth driver, a shared memory
driver, a USB driver, a keypad driver, a Wi-Fi driver, an
audio driver, or an inter-process communication (IPC)
driver.

The middleware 1830, for example, may provide a func-
tion that the applications 1870 utilize in common, or may
provide various functions to the applications 1870 through
the API 1860 so that the applications 1870 may efficiently
use limited system resources in the electronic device.
According to an embodiment of the present disclosure, the
middleware 1830 may include at least one of a runtime
library 1835, an application manager 1841, a window man-
ager 1842, a multimedia manager 1843, a resource manager
1844, a power manager 1845, a database manager 1846, a
package manager 1847, a connectivity manager 1848, a
notification manager 1849, a location manager 1850, a
graphic manager 1851, and a security manager 1852.

The runtime library 1835 may include, for example, a
library module that a complier uses to add a new function
through a programming language while the application 1870
is running. The runtime library 1835 may perform a function
for input/output management, memory management, or an
arithmetic function.

The application manager 1841 may mange, for example,
a life cycle of at least one of the applications 1870. The
window manager 1842 may manage a GUI resource used in
a screen. The multimedia manager 1843 may recognize a
format utilized for playing various media files and may
encode or decode a media file using a codec matched to the
format. The resource manager 1844 may manage a resource
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such as a source code, a memory, or a storage space of at
least one of the applications 1870.

The power manager 1845, for example, may operate
together with a basic input/output system (BIOS) to manage
a battery or power and may provide power information
utilized for operating the electronic device. The database
manager 1846 may generate, search, or utilize a database to
be used in at least one of the applications 1870. The package
manager 1847 may manage installation or update of an
application distributed in a package file format.

The connectivity manger 1848 may manage wireless
connection of Wi-Fi, Bluetooth, or the like. The notification
manager 1849 may display or notify an event such as
message arrival, appointments, and proximity alerts in such
a manner as not to disturb a user. The location manager 1850
may manage location information of the electronic device.
The graphic manager 1851 may manage a graphic effect to
be provided to a user or a user interface related thereto. The
security manager 1852 may provide various security func-
tions utilized for system security or user authentication.
According to an embodiment of the present disclosure, in the
case in which an electronic device (e.g., the host device 110)
includes a phone function, the middleware 1830 may further
include a telephony manager for managing a voice or video
call function of the electronic device.

The middleware 1830 may include a middleware module
for forming a combination of various functions of the
above-mentioned elements. The middleware 1830 may pro-
vide a module specialized for each type of an operating
system to provide differentiated functions. Furthermore, the
middleware 1830 may delete a part of existing elements or
may add new elements dynamically.

The API 1860 which is, for example, a set of API
programming functions may be provided in different con-
figurations according to an operating system. For example,
in the case of Android or iOS, one API set may be provided
for each platform, and, in the case of Tizen, at least two API
sets may be provided for each platform.

The application 1870, for example, may include at least
one application capable of performing functions such as a
home 1871, a dialer 1872, an SMS/MMS 1873, an instant
message (IM) 1874, a browser 1875, a camera 1876, an
alarm 1877, a contact 1878, a voice dial 1879, an e-mail
1880, a calendar 1881, a media player 1882, an album 1883,
a clock 1884, health care (e.g., measure an exercise amount
or blood sugar), or environmental information provision
(e.g., provide air pressure, humidity, or temperature infor-
mation).

According to an embodiment of the present disclosure,
the application 1870 may include an information exchange
application for supporting information exchange between
the electronic device (e.g., the host device 110) and an
external electronic device. The information exchange appli-
cation may include, for example, a notification relay appli-
cation for relaying specific information to the external
electronic device or a device management application for
managing the external electronic device.

For example, the notification relay application may have
a function for relaying, to an external electronic device,
notification information generated in another application
(e.g., an SMS/MMS application, an e-mail application, a
health care application, an environmental information appli-
cation, or the like) of the electronic device. Furthermore, the
notification relay application may receive notification infor-
mation from the external electronic device and may provide
the received notification information to the user.
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The device management application, for example, may
manage (e.g., install, delete, or update) at least one function
(e.g., turn-on/turn off of the external electronic device itself
(or some elements) or the brightness (or resolution) adjust-
ment of a display) of the external electronic device com-
municating with the electronic device, an application run-
ning in the external electronic device, or a service (e.g., a
call service, a message service, or the like) provided from
the external electronic device.

According to an embodiment of the present disclosure,
the application 1870 may include a specified application
(e.g., a healthcare application of a mobile medical device)
according to an attribute of the external electronic device.
The application 1870 may include an application received
from an external electronic device. The application 1870
may include a preloaded application or a third-party appli-
cation downloadable from a server. The names of the
elements of the program module 1810 illustrated may vary
with the type of an operating system.

According to various embodiments of the present disclo-
sure, at least a part of the program module 1810 may be
implemented with software, firmware, hardware, or a com-
bination thereof. At least a part of the program module 1810,
for example, may be implemented (e.g., executed) by a
processor (e.g., the processor 1710). At least a part of the
program module 1810 may include, for example, a module,
a program, a routine, sets of instructions, or a process for
performing at least one function.

A computer-readable recording medium may include a
hard disk, a floppy disk, a magnetic medium (e.g., a mag-
netic tape), an optical medium (e.g., CD-ROM, digital
versatile disc (DVD)), a magneto-optical medium (e.g., a
floptical disk), or a hardware device (e.g., a ROM, a RAM,
a flash memory, or the like). The program instructions may
include machine language codes generated by compilers and
high-level language codes that can be executed by comput-
ers using interpreters. The above-mentioned hardware
device may be configured to be operated as one or more
software modules for performing operations of various
embodiments of the present disclosure and vice versa.

A module or a program module according to various
embodiments of the present disclosure may include at least
one of the above-mentioned elements, or some elements
may be omitted or other additional elements may be added.
Operations performed by the module, the program module
or other elements according to various embodiments of the
present disclosure may be performed in a sequential, paral-
lel, iterative or heuristic way. Furthermore, some operations
may be performed in another order or may be omitted, or
other operations may be added.

While the present disclosure has been shown and
described with reference to various embodiments thereof, it
will be understood by those skilled in the art that various
changes in form and details may be made therein without
departing from the present disclosure as defined by the
appended claims and their equivalents.

What is claimed is:
1. [An] A4 system comprising an electronic device and a
first external server, the electronic device comprising:

a display;

a wireless communication circuit;

[a] at least one processor; and

a memory that stores an application program for manag-
ing a plurality of Internet-of-Things (IoT) devices, the
application program including instructions executable
by the at least one processor to:
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establish wireless communication with one or more IoT
devices by using the wireless communication circuit;

display a user interface for managing the one or more
IoT devices through the display, wherein a first user
interface includes a list for a first user input selecting
IoT devices from among the one or more loT devices
to form a group, and wherein a second user interface
includes a field into which account information asso-
ciated with a user of another electronic device is
entered, and an object for sending a Short Message
Service (SMS) message;

when the account information is entered into the field
and confirmed on the second user interface, transmit
first information including user account data of the
electronic device, group information indicating the
selected IoT devices forming the group and the
account information or a telephone number of the
another electronic device to a first external server
using the wireless communication [circuits] circuit;

wherein the first external server [transmits] is config-
ured to tramsmit a push message to the another
electronic device causing the another electronic
device to be communicatively connected with the
first external server and control the selected IoT
devices; and

when the object for sending the SMS message is
selected in the second user interface, [and] transmit
second information including URL information for
downloading the application program to the another
electronic device using the SMS message by the
wireless communication circuit,

wherein the second information causes the another
electronic device to communicatively connect with
the first external server and control the selected IoT
devices.

2. The [electronic device] system of claim 1, wherein the
second information is transmitted using at least one of
account information associated with the another electronic
device and the telephone number of the another electronic
device.

3. The [electronic device] system of claim 1, wherein the
plurality of IoT devices are divided into a plurality of
groups.

4. The [electronic device] system of claim 3, wherein [the
instructions are executable by the processor to divide] the
plurality of IoT devices are divided into the plurality of
groups, based on locations where the plurality of IoT devices
are located.

5. The [electronic device] system of claim 1, wherein the
instructions are executable by the at least one processor to:

share at least one of a security code generated in the

electronic device and the first external server with
another electronic device.

6. The [electronic device] system of claim 5, wherein the
security code is a personal identification number (PIN) code
or a quick response (QR) code.

7. The [electronic device] system of claim 5, wherein the
instructions are executable by the at least one processor to:

transmit the security code to the another electronic device

using short-range communication.

8. The [electronic device] system of claim 5, wherein [the
instructions are executable by the processor to] the at least
one processor is configured to:

when the security code is generated in the first external

server, control the electronic device to add a dummy
code to the generated security code; and
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transmit the generated security code to which the dummy
code is added to the another electronic device.
9. The [electronic device] system of claim 1, wherein the
instructions are executable by the at least one processor to:
receive a request from the another electronic device to
control the one or more IoT devices; and
responsive to receiving an input confirming the request,
transmitting the first information.
10. The [electronic device] system of claim 1, wherein the
instructions are executable by the at least one processor to:
after sending the SMS message, transmit third informa-
tion including the user account data, the group infor-
mation and the telephone number of the another elec-
tronic device to the first external server using the
wireless communication circuit in the background.
11. An electronic device comprising:
a display;
a wireless communication circuit;
at least one processor; and
a memory that stores an application program for man-
aging a plurality of Internet-of-Things (loT) devices,
the application program including instructions execut-
able by the at least one processor, wherein the at least
one processor is configured to control the electronic
device to:
establish wireless communication with one or more loT
devices by using the wireless communication circuit;
display a user interface for managing the one or more
1oT devices via the display, wherein a first user
interface includes a list for a first user input for
selecting loT devices from among the one or more
1oT devices to form a group, and wherein a second
user interface includes a field into which account
information associated with a user of another elec-
tronic device is to be entered, and an object for
sending a Short Message Service (SMS) message;
when the account information is entered into the field
and confirmed on the second user interface, control
to transmit first information including user account
data of the electronic device, group information
indicating the selected loT devices forming the group
and the account information and/or a telephone
number of the another electronic device to a first
external server via the wireless communication cir-
cuit so that the first external server can transmit a
push message to the another electronic device for
causing the another electronic device to be commu-
nicatively connected with the first external server
and control the selected IoT devices; and
when the object for sending the SMS message is
selected in the second user interface, control to
transmit second information including URL infor-
mation for downloading the application program to
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the another electronic device via SMS message by
the wireless communication circuit and for causing
the another electronic device to communicatively
connect with the first external server and control the
selected IoT devices.

12. The electronic device of claim 11, wherein the at least
one processor is configured so that the second information
is to be transmitted using at least one of account information
associated with the another electronic device and the tele-
phone number of the another electronic device.

13. The electronic device of claim 11, wherein the plu-
rality of IoT devices are divided into a plurality of groups.

14. The electronic device of claim 13, wherein the plu-
rality of loT devices are divided into the plurality of groups,
based on locations where the plurality of loT devices are
located.

15. The electronic device of claim 11, wherein the at least
one processor is configured to control the electronic device
to:

share at least one of a security code generated in the

electronic device and the first external server with
another electronic device.

16. The electronic device of claim 15, wherein the security
code is a personal identification number (PIN) code or a
quick response (QR) code.

17. The electronic device of claim 15, wherein the at least
one processor is configured to control the electronic device
to:

transmit the security code to the another electronic device

via short-range communication.

18. The electronic device of claim 15, wherein the at least
one processor is configured to:

when the security code is generated in the first external

server, control the electronic device to add a dummy
code to the generated security code; and

transmit the generated security code to which the dummy

code is added to the another electronic device.

19. The electronic device of claim 11, wherein the at least
one processor is configured to control the electronic device
to:

receive a request from the another electronic device to

control the one or more IoT devices; and

responsive to receiving an input confirming the request,

control to transmit the first information.

20. The electronic device of claim 11, wherein the at least
one processor is configured to control the electronic device
to:

after sending the SMS message, control to transmit third

information including the user account data, the group
information and the telephone number of the another
electronic device to the first external server using the
wireless communication circuit in the background.
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