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(57) Abstract: The invention relates to a method of secure multiple joining for a joining device to join a wireless system network.
The method comprises the following steps. Acquiring at least one first join key; identifying the connecting device in the wireless
system network; requesting the connecting device for joining the network through the connecting device identified; having an al-
located session for the said joining device; acquiring the second join key from the connecting device; and replenishing the said at
least one first join key with the at least one of the acquired one or more said second join key. The invention also relates to a wire-
less device having a first join key, capable of 'joining a wireless system network. The said wireless device is configured to receive
one or more join keys from a maintenance tool or from the connecting device and replenish the first join key with the at least one
of the received one or more join keys.
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A METHOD OF SECURE MULTIPLE JOINING FOR A DEVICE TO JOIN
WIRELESS SYSTEM NETWORK AND A WIRELESS DEVICE THEREOF

FIELD OF THE INVENTION

The present invention relates to a method of joining a wireless system network used by a
device to obtain access to the network and integrate thereto in the network, and more
particularly to a method of secure multiple joining for a joining device to join a wireless
system network. The invention also relates to a wireless device capable of joining in a

wireless system network.
BACKGROUND OF THE INVENTION

Generally, wireless system network (WSN) such as mesh networks, star networks, etc for
providing higher security, enhanced performance and reduced maintenance is a network
comprising wireless / field devices with sensing / transmitter / actuators and wireless
communication capabilities. The wireless nodes attached to the field devices detect the
event being monitored or tracked and report the information to high end devices for
further control. When a new wireless node appears in the network, it is required to obtain
access to the network and to become integrated into the network. To this effect, it is
necessary for the new wireless node and thereby the new device to join the wireless
system network. To manage wireless system network, there are one or more wireless
management components such as Network manager, Security manager etc for managing
the network and the security thereof.

The process of joining refers to the method or process involved therein for a device to
obtain access to the network and integrate itself in to the said network. It is more apparent
for a new device joining the network or for disconnected device to rejoin the network.
The device which undergoes the process of joining the network hereafter is referred to as
joining device. In order for a joining device to participate and become operational in the
network, it is imperative to authenticate the joining device, and such authentication is

performed during the joining process.

SUBSTITUTE SHEET (RULE 26)
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The joining process for a joining device generally pursue the sequence of obtaining the
network ID, being a unique identifier for a wireless node and a Join key from a
maintenance tool such as handheld device. This is followed by monitoring by the joining
device to synchronize itself to the network clock and to identify the potential device
already in the network, that may be used by the joining device for getting connected in
the network, and the potential device mentioned above is hereafter referred as connecting
device. Periodic advertise packets containing sufficient information such as time
synchronization information and a unique network ID, for the joining device to
synchronize to the network and communicate on the correct link, are being made by the
existing devices in the network to enable the joining device to identify its connecting
device already in the network, through which the joining device presents its credentials to
the network manager for authentication or to demonstrate that the joining device is
trustworthy. In another scenario joining device can also directly present its credentials to
network manager and uses advertise packets from network manager / gate way for
synchronization. The credentials include the network ID pertaining to the identity of the

Joining device and the Join key.

After examining the credentials of the joining device, and having met the security
requirements for the said device, the network manager proceeds to integrate the joining

device into the network.

In the wireless system network, due to problems relating to software, hardware or the
like, the wireless node may go offline, and needs to rejoin the network when it requires to
become online. It is imperative to note that during the period of the wireless node being
offline, the wireless node may possibly be encountered with security threats. This is often
referred to as node compromise. Node compromise usually consists of three stages
namely, physically obtaining and compromising the wireless node, redeploying the
compromised wireless node, and compromised wireless node launching attacks after

rejoining the network.

SUBSTITUTE SHEET (RULE 26)
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Since, the rejoining process is in fact similar to that of the joining process involved in a
joining device in joining the network and getting integrated therein, the join key can be
used over and over in the network. This causes serious threat to the security of the
network. Currently, the rejoining process follows the progression as described herein
above making use of the join key already been assigned thereby affecting the security of
the network. A method for a joining device to join a network multiple times securely is of

prime relevance and consideration.

Therefore, there is a need for a method, for a joining device to securely join a network
multiple times and also to evade instances of security threats in the rejoining process of a

wireless node and thereupon the rejoining device.

OBJECTS OF THE INVENTION
It is an object of the present invention to provide a method which eliminates the security

threat in a joining process.

It is also an object of the invention to provide a method by which the joining process is
more robust and which does not compromise on security aspects of the network due to
such joining process.

Another object of the invention is to provide a wireless device which is capable of secure
multiple joining in a wireless system network, in accordance with the method of the

invention.

SUMMARY OF THE INVENTION

The present invention is aimed at providing an improved joining and secure multiple
joining process for a wireless node and therein the associated device, and a wireless

device thereof.

Accordingly the present invention provides a method of secure multiple joining for a

joining device to join a wireless system network. The wireless network has one or more

SUBSTITUTE SHEET (RULE 26)
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field device and at least one wireless management component. The wireless management

component includes one or more modules such as access points, gateway, network

manager and security manager. The one or more field device is connected to the said at

least one wireless management component by wireless means. The said wireless system

network has at least one connecting device identified from the one or more field device or

from the at least one wireless management component. The method according to the

invention comprises the steps of:

a)

b)

d)

acquiring at least one first join key either alone or along with a network ID by the
said joining device from a mainteneance tool or from the connecting device or
from the said joining device containing the second join key replenishing the at
least one first join key and being utilized as the first join key;

identifying the connecting device in the wireless system network, by the joining
device from the one or more field device in the wireless system network based on
the advertise packets of the one or more field device. The said advertise packet
have sufficient information to enable the said joining device to synchronize to the
network; |
requesting the connecting device for joining the network through the connecting
device identified, by the joining device, wherein the wireless management
component authenticates the credentials of the joining device that includes the
network ID or the join key or a combination thereof;

having an allocated session for the said joining device by the wireless
management component. The session allocation enables the joining device to
integrate and participate in the network. The session allocation is established with
a session key which is same as the join key or that generated by the wireless
management component;

acquiring the second join key from the connecting device; and

replenishing the said at least one first join key stored in the protected memory of
the said joining device with the at least one of the acquired one or more said
second join key. The said first or second join key is utilized not more than once

by the said joining device in any of successful joining process.

SUBSTITUTE SHEET (RULE 26)
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A successful joining process besides integrating the joining device into the wireless
system network also include replenishing the first join key with the second join key in the
joining device. In the event of the joining device getting disconnected from the network
after being integrated into the network but before receiving the second join key, the first
join key may still be used to enable the joining device to undergo the successful joining
process. However, the joining device upon successfully joining the wireless system

network, has the first join key replenished with the second join key.

Accordingly, thé present invention also provides a wireless device having a first join key.
The wireless device is capable of secure multiple joining in a wireless system network.
The said wireless device is configured to receive a second join key from a hand held
device or from the connecting device and replenish the first join key with the atleast one
of the received one or more second join key. The wireless device is attachable to or

integral part of sensing or transmitting equipment in a process plant.

BRIEF DESCRIPTION OF THE DRAWINGS

With reference to the accompanying drawings in which:

Figure 1 depicts the sequence for joining process according to current practice.

Figure 2 depicts the sequence for secure joining process according to an exemplary

embodiment of the invention.

Figure 3 shows the flow chart of the steps involved in secure multiple joining process in

accordance with the exemplary embodiment of the invention depicted in Figure 2.

Figure 4 illustrates a wireless system network.

DETAILED DESCRIPTION

SUBSTITUTE SHEET (RULE 26)
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From Figure 1, it can be seen that in the current practice, the maintenance tool such as
handheld device writes the join key into the joining device wherein the join key is
essential for a joining device to join the network. The joining device acknowledges to the
maintenance tool the receipt of the join key. Thereafter, the maintenance tool writes the
corresponding network ID into the joining device and the same is being acknowledged by
the joining device. The network ID is used in identifying the network to which the joining
device is to join. Then the joining of the device is initiated by the joining device or by
maintenance tool and‘the same is being acknowledged by the joining device to the

maintenance tool.

At this point, the joining device is in a listening mode to synchronize itself to the network
clock and to identify the connecting device already in the network and receive advertise
packets from neighbour devices. In this mode the joining device identifies its neighbours
and after such identification of one or more neighbouring devices, the joining device
selects one of them to join through into the network. The request for joining is placed by
the joining device through the selected neighbouring device and the join request is

forwarded to the network manager through the wireless system network.

The network manger authenticates the credentials of the joining device and on successful
authentication, the network manager allocates a session key and the allocated session key
is written into the joining device. The joining device acknowledges to the network
manager the receipt of such session key which has been allocated by the network
manager. The session key establishes the session allocated for the joining device enabling
it to participate and integrate into the network. This way, the joining process for a device .

is being carried out.

When the device which had already joined the network goes out of the network or when
it gets disconnected, the network manager waits for a predetermined time period and on
elapse of such time period the network manager deletes the session key previously
allocated for the said device. In the circumstances, the device which had gone out of the

network is required to follow the entire joining process as described herein above in order

SUBSTITUTE SHEET (RULE 26)



10

15

20

25

30

WO 2011/121388 PCT/1IB2010/002118

to rejoin and integrate itself into the network. It is hereby understood that the process of
rejoining is similar to that followed for joining process. It is to be noted that one join key
used by a joining device can be reused or reutilized again in the network during
subsequent joining / rejoining process. Hence, there is a high possibility of breach of

security with the wireless node getting compromised by security threats.

The present invention eliminates such security threats and renders the joining / rejoining

process for a device more robust.

Considering the invention as described herein above in the summary, the present
invention is explained further with reference to a non exhaustive exemplary embodiment
of the invention purporting to Figures 2 to 4. However, the method as explained with
reference to an exemplary embodiment includes the steps of: acquiring the first join key;
identifying the connecting device in the mesh wireless system network; requesting the
connecting device for joining the network through the connecting device identified;
having a session allocated for the said joining device; acquiring the second join key from
the connecting device; and replenishing the said first join key with the acquired said

second join key.

The method of joining referred herein in the context of the invention includes the method
of secure multiple joining for a joining device to join the wireless system network for the
first time and / or for subsequent time(s) which may be multiple or for rejoining the
network when the said joining device goes out of the network or when disconnected from
the network. The term secure multiple joining referenced herein in the description

includes first time joining.

Figures 2, 3 and 4 show the sequence for joining process, the flow chart of the steps

involved in joining process and the system, having relevance to the present invention.

In consideration with the wireless system network (400) capable of performing the

method of the invention or that purported by the prior art or both, at step (301), in

SUBSTITUTE SHEET (RULE 26)
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accordance with the method of the invention, the maintenance tool writes the join key
into the joining device. The join key here being the first join key, and the hand held
device being wire connected to the joining device or being a wireless device having a
short range wireless communication which could safely and securely load the said first
join‘ key into the joining device without any intrusion or interference from the other

elements / components in the network.

At step (302) , the joining process is initiated and the joining device is in listening mode
where it is monitoring to synchronize itself to the network clock and identify a
connecting device in the network through which it can place its credentials to the network
manager (401) for authentication and thereupon for integration into the network. The
connecting device mentioned herein can be a field device (403) already integrated in the
network and more likely from one of the neighbouring devices or one from a wireless
management component as referred herein before in the description, which include one or
more modules such as access points (404), gateway (405), network manager (401) and
security manager (402). The wireless management component is accountable for the

functioning of the network.

During the listening mode the joining device receives advertise packets containing
sufficient information for the joining device to synchronize to the network and
communicate on the correct link, from the one or more neighbouring devices to enable
the joining device to identify its connecting device, one from the field devices (403)
already in the network, through which the joining device presents its credentials to the
network manager (401) for authentication or to demonstrate that the joining device is
trustworthy and this has been represented as step (303). It is to be noted that the advertise

packets can also be received from the access points (404).

After successful identification of the connecting device for a joining device to join the
network, the joining device sends a request for joining to the network manager (401)
through the neighbouring devicé identified as its connecting device for joining and

through the network. This is depicted in step (304). The wireless system network referred

SUBSTITUTE SHEET (RULE 26)
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herein includes the field devices (403) which are in engagement with each other, access
points (404) and the gateway (405). On successful authentication of the credentials of the
joining device, the network manager (401) allocates a session key for the joining device
and the same is written into the joining device and can be referred to step (305). The
session key could be the same as the join key or the one generated by the wireless
management component. The session key establishes a session for the said joining device
to enable to integrate into the network and participate in the network and become

operational thereby.

The invention besides utilizing a first join key initially used .by a joining device for
joining the wireless system network, also employs a second join key. The joining device
after successful integration into the network and having joined the network, makes a
request to the network manager (402) through the connecting device for generating a new
join key by the security manager (402) as inferred from step (306). At step (307), the new
join key is generated by a key generation module of the security manager (402) of the
wireless management component. The said module besides generating the join key
manages the generated join key(s) in the manner already known. The new join key is
generated on the basis of one or more of device MAC address, join time, join key
'expiration period, key index, temperature, CPU speed, network ID as seed, or any such
parameters. The generation of a join key highly randomized by means of parametric
based join key generation which would generate dissimilar join keys each time it is
generated. At step (308), the new join key so generated by the wireless management
component and been communicated to, and stored in the joining device, conforms to the
second join key for the said joining device. Here, it is to be noted that one or more new
join keys may be generated by the wireless management component and the same be
acquired and stored in the said joining device. The exemplary embodiment is explained
herein with reference to one second join key. However, it is to be construed that the

second join key may be from the at least one of the received one or more join keys.

Likewise, the exemplary embodiment describes the use of one join key for one joining

process. However, the method of the invention can easily be extended for use of multiple
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join keys for one joining process. In a scenario where the system uses multiple join key
for a joining process, the first join key and the second join key as described in the
invention are to be construed as containing multiple first join keys and multiple second
join keys respectively for corresponding joining process. It is to be noted that multiple
join keys i.e, first join key(s) and secondary join key(s) can be employed in a joining
process as referred herein above and they may be fragmented (distributed in parts) and
distributed in the wireless sensor network system by the wireless management
component synchronized with one of the technique described in the invention such as
secondary key identification number, common time stamp, number of joins. The join key
when distributed in parts, the joining device is capable to receive the distributed part of
the key and assemble them to form the join key to join the network. Any well known

technique maybe used for fragmentation and assembly of keys.

In this context, join key initially used by the joining device at its first instance in any
joining process becomes the first join key and that later acquired from the wireless
management component becomes the second join key. Here, the second join key is
required to be used by the said joining device in the event of rejoining the network, which
follows the same progression of the joining process as mentioned earlier herein above.
The second join key replenishes the first join key stored in the protected memory of the
joining device. The term “replenish” is used herein in the description in the context to
indicate that, when the second join key is used for joining the network subsequently and
the first join key will be abandoned / not used for subsequent joining. As one may note
multiple embodiments may be included illustrating a- particular scheme of
implementation and this includes an embodiment for having a separate storage of the
second join key in the protected memory along with the first join key. Upon utilization of
the second join key as the first join key for the joining / rejoining process, as the previous
join key identified as first join key can no more be used in the joining process, it is
required that the joining device make a further request to the wireless management
component for a new join key. Now, the new join key as generated by the wireless
management component becomes the second join key replacing the previous second join

key which has been used as the first join key for joining / rejoining the network during
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immediate previous instance. In this manner, the second join keys are generated and it
replenishes the previously generated second join keys. If the joining device goes out of
the network after integrating into the network but before receiving the second join or in
the absence of availability of second join key or in case of joining device which does not
support the second join key, the first join key can still be used to have a successful
joining process. Here, the successful joining process is to be construed to include
receiving and replenishing the first join key of the joining device besides integrating into

the network.

The method of the invention as described herein above is available in a device such as
field devices eg. sensors, transmitters or any other sensing and monitoring devices, either
as integral part or as an attachment for wireless activities or simply activities related to

secure joining.

Rejoining process could be also through pre-stored join keys. The pre-stored join keys
may include the one or more join keys already stored in the joining device after
successful joining process. In the event of the joining device leaving the wireless system
network, the said joining device joins the network using the pre-stored join key in
synchronization with the wireless management component. The synchronization between
wireless management component and joining device is accomplished using a common
counter based on number of times joining device had joined or left the wireless system
network. The number of pre-stored join keys that has to be stored in joining device and /
or wireless management component can be configured and will be refreshed or stored
again with new values each time the joining device leave and rejoin the wireless system
netwrok.

The above explained process eliminates the threat of security breach when a wireless
node and its corresponding device goes out of network or gets disconnected, since a join
key is not utilized for the second time in a successful joining process. Therefore, the

wireless node does not get compromised.
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If any device attempts to intrude into the network by placing a wrong join key, such

- attempt for intrusion is detected and suitable alarm may be raised accordingly. Also, any

attempt to use an invalid / wrong join key more than a predetermined number of times
(ideally two times but more rigidly once) renders the MAC address pertaining to that
particular wireless node from which such attempts are made, to be blocked and alarm

may be raised, so as to prevent as well as detect any intrusion.

Further, the wireless management component monitors the expiration of the join key and
its renewal, and the requests made for a new join key. This could become part of the

periodic surveillance over the network or may be done independent of such surveillance.
It is to be noted that any possible variations and modifications other than that been

described in the specification, but inferred there from in the context of the invention, be

construed to be well within the scope of the invention though not explicitly referred.
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I/WE CLAIM:

1. A method of secure multiple joining for a joining device to join a wireless system
network having one or more field device and at least one wireless management
component including one or more modules such as access points, gateway, network
manager and security manager, the said one or more field dévice is connected to the said
at least one wireless management component by wireiess means,. the said wireless system
network has at least one connecting device identified from the one or more field device or
from the at least one wireless management component, the said method comprising the
steps of: | ' |

acquiring at least one first join key;

identifying the connecting device in the wireless system network;

requesting the connecting device for joining the network through the connectihg A
device identified;

having an allocated session for the said joining device;

acquiring one or more second join key from the connecting device; and

repienishing the said at least one first join key with at least one of the acquired one or

more said second join key.

2. The method as claimed in claim 1 comprising the step of acquiring the join.key
either alone or along with a network ID by the said joining device from maintenance tool
or from the connecting device or from the said joining device containing the at least one
of the one or more second jdin key replenishing the said at least one first join key and

utilizing as the first join key.

3. The method as claimed in claim 1 comprising the step of identifying the
connecting device by the joining device from the one or more field device in the wireless
system network based on the advertise packets of the one or more field device, the said
advertise packet have sufficient information to enable the said joining device to

synchronize to the network.
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4, The method as claimed in claim 1 comprising the step of requesting the
connecting device identified, for joining the network by the joining device, wherein the
wireless management component authenticates the credentials of the joining device that

includes the network ID or the join key or a combination thereof.

5. The method as claimed in claim 1 comprising the step of having an allocated
session for the said joining device by the wireless management component, wherein the

session allocation enables the joining device to integrate and participate in the network.

6. The method as claimed in claim 5, wherein the said allocated session is
established with a session key which is same as the join key or that generated by the

wireless management component.

7. The method as claimed in claim 1 comprising the step of replenishing the said at
least one first join key stored in the protected memory of the said joining device with the

at least one of the acquired one or more said second join key.

8. The method as claimed in claim 1, wherein the said first or second join key is
utilized not more than once by the said joining device in any of successful joining

process.

9. A wireless device having a first join key, capable of joining a wireless system
network, the said wireless device is configured to receive one or more join keys from a
maintenance tool or from the connecting device and replenish the first join key with the

at least one of the received one or more join key.

10. The wireless device as claimed in claim 9, wherein the said wireless device is

attachable to or integral part of sensing or transmitting equipment in a process plant.

11. The wireless device as claimed in claim 9, wherein the said wireless device is
capable of receiving at least one join key distributed in parts and of assembling the

received join key in parts to form the join key to join the wireless system network.
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