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CONSENSUS NODE SELECTION METHOD AND APPARATUS, AND SERVER

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims prnonity to Chinese Patent Application No.
201710736740.5, filed on August 24, 2017, which 1s hereby incorporated by reference in 1ts

entirety.

TECHNICAL FIELD
[0002] The present specification belongs to the field of computer data processing
technologies, and 1n particular, to a consensus node selection method and apparatus, and

SCI'VCI.

BACKGROUND

[0003] Blockchain technology 1s generally a decentralized distributed database
technology with characteristics such as decentralization, transparency, tamper-resistance, trust,
etc. It can be used to record data information 1n a public or private peer-to-peer network. To
ensure data consistency of a blockchain, data 1s generated and updated on the blockchain by
using a consensus algorithm. The Practical Byzantine Fault Tolerance (PBFT) algorithm 1s a
distributed consistency consensus algorithm commonly used 1n the industry.

[0004] PBFT 1s a state machine replication algorithm. Usually, some nodes are selected
from a plurality of nodes on the blockchain as consensus nodes for consensus processing.
Usually, there can be 4 to 11 consensus nodes participating in consensus. Currently, in PBFT,
algorithms for consensus node selection mainly include random selection and fixed selection.
In random consensus node selection, 1t 1s difficult to design an algorithm to make all nodes
approve a newly selected consensus node, and node selection 1itself 1s a complicated
consensus-reaching process. Fixed consensus node selection 1s simpler than random selection
1in terms of implementation, for example, only source code needs to be distributed to all nodes.
However, this method becomes difficult when a fault occurs or when a consensus node 1s
updated for some reason.

[0005] Currently, there 1s a need 1n the industry for a PBFT consensus node selection

solution that 1s easy to implement and maintain, highly efficient, and reliable.

SUMMARY
[0006] One or more implementations of the present specification are intended to provide

a consensus node selection method and apparatus, and server, to select a consensus node
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more easily, more efficiently, and more reliably in PBFT.

[0007] The consensus node selection method and apparatus and the server provided in the
one or more 1mplementations of the present specification are implemented by using the
following methods:

[0008] A consensus node selection method includes: obtaining an equity interest voting
result of a shareholder node for at least one selected expected node, where the shareholder
node includes a node that owns at least one of predetermined total equity rights; determining,
based on the equity interest voting result, the number of shares owned by each shareholder
node after equity interest voting; and determining a consensus node selection result based on
the number of shares owned by each shareholder node after equity interest voting.

[0009] A consensus node selection apparatus includes: a voting result acquisition module,
configured to obtain an equity interest voting result of a shareholder node for at least one
selected expected node, where the at least one shareholder node includes a node that owns at
least one of predetermined total shares; a voting result determining module, configured to
determine, based on the equity interest voting result, the number of shares owned by each
shareholder node after equity interest voting; and a consensus node determining module,
configured to determine a consensus node selection result based on the number of shares
owned by each shareholder node after equity interest voting.

[0010] A consensus node selection apparatus includes a processor and a memory
configured to store a processor executable instruction. The processor executes the instruction
to: obtain an equity interest voting result of a shareholder node for at least one expected node,
where the shareholder node includes a node that owns at least one of predetermined total
shares; determine, based on the equity interest voting result, the number of shares owned by
each shareholder node after equity interest voting; and determine a consensus node selection
result based on the number of shares owned by each shareholder node after equuity interest
voting.

[0011] A server includes at least one processor and a memory configured to store a
processor executable instruction. The processor executes the instruction to: obtain an equity
interest voting result of a shareholder node for at least one expected node, where the
shareholder node includes a node that owns at least one of predetermined total shares;
determine, based on the equity interest voting result, the number of shares owned by each
shareholder node after equity interest voting; and determine a consensus node selection result

based on the number of shares owned by each shareholder node after equity interest voting.
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[0012] In the consensus node selection method and apparatus, and the server provided in
one or more implementations of the present specification, a shareholder node can conduct
equity interest voting, and select a node to participate 1n consensus based on the number of
shares owned by shareholder nodes 1n a voting result. The method 1s easy to implement. A
selection result 1s real and valid, and the voting result 1s disclosed in the whole network and
can be approved by other nodes. Based on the implementation solution 1n the present
specification, a consensus node can be quickly selected based on a share ratio after equity
interest voting. As such, consumption 1 a consensus process 1S reduced, consensus
processing steps are simplified, consensus node selection efficiency 1s improved, and a

selection result 1s more reliable.

BRIEF DESCRIPTION OF DRAWINGS
[0013] To describe technical solutions in implementations of the present specification or
in the existing technology more clearly, the following briefly describes the accompanying
drawings for describing the implementations or the existing technology. Apparently, the
accompanying drawings in the following descriptions merely show some implementations of
the present specification, and a person of ordinary skill in the art can still derive other
drawings from these accompanying drawings without creative efforts.
[0014] FIG 1 1s a schematic structural diagram illustrating allocation of predetermined
total shares to nodes and blockchain nodes served by a certificate server, according to an
implementation of the present specification.
[0015] FIG 2 1s a schematic diagram 1llustrating a processing process of a method 1n an
implementation scenario, according to the present specification.
[0016] FIG 3 1s a schematic flowchart illustrating another implementation of the method,
according to the present specification.
[0017] FIG 4 1s a schematic diagram 1illustrating a scenario of selecting a consensus node
in a blockchain network, according to an implementation of the present specification.
[0018] FIG 5 1s a schematic structural diagram illustrating modules 1n a consensus node
selection apparatus, according to an implementation of the present specification.
[0019] FIG 6 1s a schematic structural diagram illustrating modules 1n a consensus node
selection apparatus, according to another implementation of the present specification.
[0020] FIG 7 1s a schematic structural diagram illustrating a server, according to an

implementation of the present specification.
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[0021] FIG 8 1s a flowchart illustrating an example of a computer-implemented method
for selecting consensus nodes 1n a blockchain, according to an implementation of the present

disclosure.

DESCRIPTION OF IMPLEMENTATIONS

[0022] To make a person skilled 1n the art better understand the technical solutions 1n the
present specification, the following clearly and comprehensively describes the technical
solutions 1n the implementations of the present specification with reference to the
accompanying drawings in the implementations of the present specification. Apparently, the
described implementations are merely some rather than all of the implementations of the
present specification. Other implementations obtained by a person of ordinary skill in the art
based on the implementations of the present specification without creative efforts shall fall
within the protection scope of the present specification.

[0023] Although the present specification provides operational steps of the method or a
structure of an apparatus in the following implementations or accompanying drawings, the
method or the apparatus can include, based on conventional or non-creative effort, more
operation steps or module units, or fewer operational steps or module units after combination
of some operational steps or module units. In steps or structures without necessary logical
causality, the execution sequence of the steps or the module structure of the apparatus 1s not
limited to the execution sequence or the module structure shown in the implementations or
the accompanying drawings in the present specification. When the method or the module
structure 1s applied to an actual apparatus, server, or terminal product, the method or the
module structure can be executed 1n a sequence based on the method or module structure
shown 1n the implementations or the accompanying drawings, or can be executed 1n parallel
(for example, 1n an environment of processing in parallel, in a multithreaded processing
environment, and even 1n a distributed processing environment and a server cluster
environment).

[0024] PBFT 1s a state-machine replication algorithm, that 1s, a service used as a state
machine for modeling. The service 1s usually a specific application service provided by a
server. For example, to complete a transfer, the service "transfer" can be modeled as a state
machine. The state machine 1s replicated on different nodes 1n a distributed system. Generally,
each copy of the state machine stores a service status, and implements a service operation.

When the number of nodes on a blockchain exceeds a certain number, the nodes participating
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in consensus can lower the consensus efficiency. Therefore, some nodes need to be selected
from the nodes on the blockchain as consensus nodes by using a method, to participate 1n
consensus. For example, copies are generated through modeling, and other nodes are only
synchronized with a consensus result (for example, are replicated) and do not participate 1n
the consensus process.

[0025] In the PBFT consensus algorithm, usually, there are 4 to 11 nodes participating 1n
consensus. If there are less than four nodes participating in consensus, the PBFT algorithm
becomes 1nvalid. If there are more than 11 nodes participating 1n consensus, consensus
performance decreases with the increase of nodes. To balance Byzantine fault tolerance and
the consensus performance, some nodes need to be selected as consensus nodes from a large
number of nodes to participate in consensus. The consensus usually indicates that distributed
nodes on a blockchain can use the same algorithm and the same data format (or the same
processing protocol) to generate and update data by using different languages. The
implementations of the present specification provide an effective PBFT consensus node
selection method based on equity interest voting. The method 1s easy to implement. Selected
nodes are real and valid, and can be approved by other nodes. In a specific implementation, a
certificate server can be introduced, and a public key of the certificate server can be written
into a creation block on a blockchain (a data storage block on the blockchain). Each node on
the blockchain needs to apply for a root certificate to a root certificate server. The root
certificate can be used to prove validity of a node 1dentity.

[0026] In the present implementation, the total number of shares can be predetermined.
For example, the total number of shares of all nodes on a blockchain can be set to 100. In the
present implementation of the present specification, shares can have equal power (or weight),
and the shares can be transferred from one node to another node on the blockchain. The
shares can be considered as an asset and can be transacted on the blockchain. Validity of the
shares can be proved 1n a transaction confirm process based on information recorded on a
creation block. The total number of shares can be determined based on the actual number of
nodes, an implementation environment, etc. Generally, the determined total number of shares
1s unique and remains unchanged. Certainly, in other implementations of the present
specification, the total number of shares can be increased or decreased based on a service
processing requirement, for example, a newly accessed important node owns 10 shares 1tself.
The total shares can be allocated to corresponding nodes based on a service rule. A specific

allocation rule can be determined based on a node size, a traffic volume, importance, etc. In
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one or more 1implementations of the present specification, a node allocated with a share of the
predetermined total shares can be referred to as a shareholder node, or can be understood as a
node that owns at least one of the predetermined total shares. FIG 1 1s a schematic structural
diagram 1llustrating allocation of predetermined total shares to nodes and blockchain nodes
served by a certificate server, according to the present specification.

[0027] Therefore, when a consensus node needs to be selected in PBFT, a node that owns
a share can choose to vote for an expected node, and a voting result can be broadcasted to the
entire blockchain network. After the voting, each node can receive the same equity interest
voting result, and then determine a consensus node selection result based on the number of
shares owned by each node. A specific implementation 1s shown in FIG 2. The present
specification provides an implementation of a consensus node selection method. The method
can include the following steps:

[0028] S2. Obtain an equity interest voting result of a shareholder node for at least one
expected node, where the shareholder node includes a node that owns at least one of
predetermined total shares.

[0029] A node that the shareholder node votes for can be referred to as the expected node.
The expected node can include a shareholder node that owns a share, or can include a node
that owns no share before the voting. In an 1implementation, a node that owns a share can
independently choose to vote for whichever node. The basis for selecting the expected node
can include, but 1s not limited to, node service performance stability, a node service capacity,
a selection policy determined by an operator, etc. In an implementation of the present
specification, the selected expected node can include: at least one node selected by the
shareholder node based on a predetermined consensus node selection condition to vote a
share for.

[0030] The predetermined consensus node selection condition can include at least one of
the node service performance stability, the node service capacity, the selection policy
determined by an operator, etc. The shareholder node can vote for itself, or can vote for
another node.

[0031] In the present implementation of the present specification, a node that owns a
share (a shareholder node) can vote, and a common node with no shares cannot vote.

[0032] In an implementation, the total number of votes of a shareholder node 1s no more
than the number of voting shares owned by the shareholder node. The voting shares do not

include shares that other shareholder nodes vote for during consensus node selection.
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Therefore, 1n another implementation of the method provided in the present specification, the
number of times that the share 1s validly transferred between nodes on a blockchain through
voting 1s set to 1 1n a single consensus node selection process.

[0033] In the present implementation, a shareholder node can vote for itself, or can vote
for another node. The shareholder node cannot transfer votes obtained from other shareholder
nodes. In a single voting process for consensus node selection, each share can be used by the
shareholder node to vote only once.

[0034] In a specific example, node 1 has 10 shares, and the 10 shares are voting shares.
Node 1 votes six shares for node 2, and node 3 votes three shares for node 1. Although node 1
has seven shares at this time, because three of them are voted by another node for node 1 and
are not voting shares, node 1 has four shares that can be used for equity interest voting. Node
1 can vote for 1tself, or can vote for another expected node.

[0035] In another implementation of the present specification, a digital signature can be
put on a voting result of the equity interest voting of the shareholder node. As such, another
node can be prevented from forging the voting result of the shareholder node. The digital
signature can also be used as verification data of the voting result to prevent the shareholder
node from denying the voting result of 1tself. As such, reliability and security of the equity
interest voting result are greatly improved. In an implementation provided in the present
specification, the equity interest voting result can be generated by a shareholder node using
1ts private key to digitally sign an equity interest voting result of the expected nodes.

[0036] Correspondingly, after the obtaining an equity interest voting result, the method
further includes:

[0037] S20. Verily the equity interest voting result by using a corresponding public key of
the shareholder node.

[0038] FIG 3 1s a schematic flowchart 1llustrating another implementation of the method,
according to the present specification. In the present implementation, a private key in
asymmetric encryption can be used to sign a signature on the voting result, and a
corresponding public key can be broadcasted to other nodes. Correspondingly, the result with
the signature signed by using the private key can be verified by using the public key of the
corresponding node, to confirm whether the equity interest voting result and a sender of the
equity interest voting result are valid (legal). If the equity interest voting result 1s invalid, an
alarm can be sent or another predetermined processing operation can be performed.

[0039] S4. Determine, based on the equity interest voting result, the number of shares
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owned by each shareholder node after equity interest voting.

[0040] After the shareholder node votes, the equity interest voting result of the
shareholder node can be broadcasted to all nodes on the blockchain. As such, each node on
the blockchain can receive the equity interest voting result of the shareholder node, and the
nodes can receive the same equity interest voting result. In the present implementation, after
all shareholder nodes vote, a share allocation structure on the nodes usually changes. For
example, 1f a node that originally owns shares has voted all the shares for another node while
receiving no votes from other nodes, that node now has no share. That 1s, before the equity
interest voting, the node was a shareholder node. But after the equity interest voting, the node
has changed to a common node with no shares. If a common node with no shares before
equity Interest voting owns a share after equity interest voting, 1t becomes a new shareholder
node.

[0041] Therefore, after equity interest voting, a shareholder node or a common node can
determine, based on a received equity interest voting result or an equity interest voting result
of 1tself, the number of shares owned by each shareholder node. In the implementation
scenar1io of the present implementation, after equity interest voting, the sum of shares of all
shareholder nodes remains unchanged before and after equity interest voting.

[0042] In a specific example, before equity interest voting, shareholder node 10 owns 20
shares, shareholder node 11 owns 25 shares, shareholder node 15 owns 30 shares, shareholder
node 8 owns 10 shares, and shareholder node 6 owns 15 shares. After equity interest voting,
all the nodes receive the same equity interest voting result. An equity interest voting result
received by shareholder node 10 can be as follows: shareholder node 10 owns 9 shares,
shareholder node 11 owns 20 shares, shareholder node 15 owns 35 shares, shareholder node 8
owns 3 shares, shareholder node 6 owns 20 shares, and shareholder node 7 owns 13 shares.
After equity interest voting, not only the numbers of shares owned by the original shareholder
nodes has changed, but also a new shareholder node 7 appears and owns 13 shares.

[0043] S6. Determine a consensus node selection result based on the number of shares
owned by each shareholder node after equity interest voting.

[0044] After the equity interest voting result 1s obtained, the consensus node selection
result can be determined based on the number of shares owned by each current shareholder
node. The specific number of selected consensus nodes and a selection method can be set
based on an actual application scenario or a processing requirement. For example, the five

shareholder nodes that own the most shares are selected as the consensus nodes.
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[0045] In another implementation scenario of the method provided in the present
specification, there can be nodes that own the same number of shares after equity interest
voting. For example, node 10 and node 11 each own 20 shares. However, due to limitations
on the number of consensus nodes (for example, five consensus nodes need to be selected,
four consensus nodes have been determined, and each determined consensus node owns more
than 20 shares), one of node 10 and node 11 needs to be selected as a consensus node. In an
implementation provided 1n the present specification, when there are nodes that own the same
number of shares, the consensus nodes can be selected based on a time sequence of
generating node root certificates. In another implementation, the determining a consensus
node selection result based on the number of shares owned by each shareholder node after
equity interest voting can include the following step:

[0046] S601. If the shareholder nodes include nodes that own the same number of shares
after equity interest voting, select a consensus node from the nodes that own the same number
of shares based on a time sequence of generating node root certificates, where the node root
certificate includes data information used to prove a node 1dentity and applied to a specified
certificate server by a node on a blockchain.

[0047] As described above, 1n an implementation method, before being added to the
blockchain, a node on the blockchain needs to apply to the designated certificate server for a
root certificate that 1s used to prove the node 1s valid. The earlier a node 1s added to the
blockchain, the earlier a root certificate of the node 1s generated. Generally, the earlier a node
1s added to the blockchain, the more stable, optimal, and reliable of 1ts running parameters,
server performance, data processing policy, etc. Therefore, in the present implementation,
when there are nodes that own the same number of shares, a node with an earlier generated
root certificate can be preferentially selected as a consensus node. In a specific example,
when the root certificates are numbered by using information including the time of generating
the root certificates, the consensus nodes can be selected 1n ascending order of numbers of the
root certificates.

[0048] FIG 4 1s a schematic diagram illustrating a scenario of selecting a consensus node
in a blockchain network, according to an implementation of the present specification. One or
more 1implementations of the present specification provide a consensus node selection method.
A shareholder node can conduct equity interest voting, and select a node to participate 1n
consensus based on the number of shares owned by shareholder nodes 1n a voting result. The

method 1s easy to implement. A selection result 1s real and valid, and the voting result 1s
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disclosed 1n the whole network and can be approved by other nodes. Based on the
implementation solution i1n the present specification, a consensus node can be quickly
selected based on a share ratio after equity interest voting. As such, consumption in a
consensus process 1S reduced, consensus processing steps are simplified, consensus node
selection efficiency 1s improved, and a selection result 1s more reliable.

[0049] Based on the previous consensus node selection method, the present specification
further provides a consensus node selection apparatus. The apparatus can include an
apparatus using a system (including a distributed system), software (application), a module, a
component, a server, a client, a quantum computer, etc. 1n the method 1n one or more
implementations of the present specification and including necessary 1mplementation
hardware. Based on the same inventive concept, an apparatus provided in the one or more
implementations of the present specification 1s described 1n the following implementations.
An 1mplementation solution of the apparatus for resolving a problem 1s similar to the
implementation solution of the method. Therefore, for one or more specific implementations
of the apparatus 1in the present specification, refer to the implementation of the previous
method. Details are not described here again. In the following, the term "unmit" or "module"
can 1mplement a combination of software and/or hardware of a predetermined function.
Although the apparatus described 1n the following implementations 1s preferably
implemented by using software, the apparatus can also be implemented by using hardware or
a combination of software and hardware.

[0050] FIG 5 1s a schematic structural diagram illustrating modules 1n a consensus node
selection apparatus, according to an implementation of the present specification. As shown in
FIG 5, the apparatus can include: a voting result acquisition module 101, configured to
obtain an equity interest voting result of a shareholder node for at least one expected node,
where the shareholder node includes a node that owns at least one of predetermined total
shares; a voting result determining module 102, configured to determine, based on the equity
interest voting result, the number of shares owned by each shareholder node after equity
interest voting; and a consensus node determining module 103, configured to determine a
consensus node selection result based on the number of shares owned by each shareholder
node after equity interest voting.

[0051] The total number of shares can be determuned based on the actual number of
nodes, an implementation environment, etc. Generally, the determined total number of shares

1s unique and remains unchanged. The total shares can be allocated to corresponding nodes
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based on a service rule. A specific allocation rule can be determined based on a node size,
traffic volume, importance, etc.

[0052] When a consensus node needs to be selected in PBFT, a node that owns a share
can choose to vote for an expected node, and a voting result can be broadcasted to the entire
blockchain network. After the voting, the nodes can receive the same equity interest voting
result, and then determine a consensus node selection result based on the number of shares
owned by each node. Based on the implementation solution of the apparatus in the present
specification, the consensus node can be quickly selected based on a share ratio after equity
interest voting. As such, consumption 1 a consensus process 1S reduced, consensus
processing steps are simplified, consensus node selection efficiency 1s 1mproved, and a
selection result 1s more reliable.

[0053] In another implementation of the apparatus provided in the present specification,
if the shareholder nodes include nodes that own the same number of shares after equity
interest voting, the consensus node determining module 103 selects a consensus node from
the nodes that own the same number of shares based on a time sequence of generating node
root certificates. The node root certificate includes data information used to prove a node
1dentity and applied for by a node on a blockchain to a specified certificate server.

[0054] FIG 6 1s a schematic structural diagram illustrating modules 1n a consensus node
selection apparatus, according to another implementation of the present specification. As
shown 1n FIG 6, 1n an implementation of the apparatus provided by the present specification,
the equity interest voting result can include: an equity interest voting result generated after
the shareholder node signs a signature on a voting result generated after equity interest voting
for the expected node, by using a private key of the shareholder node.

[0055] Correspondingly, the apparatus can further include: a verification module 104,
configured to verify the equity interest voting result by using a corresponding public key of
the shareholder node after the equity interest voting result 1s obtained.

[0056] In an implementation, a node that owns a share can independently choose to vote
for which node. The basis for selecting the expected node can include, but 1s not limited to,
node service performance stability, a node service capacity, a selection policy determined by
an operator, etc. In another implementation of the apparatus provided in the present
specification, the selected expected node can include at least one node selected by the
shareholder node based on a predetermined consensus node selection condition to vote a

share for.
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[0057] In an implementation, the total number of votes of a shareholder node can be set
as no more than the number of voting shares owned by the shareholder node. The voting
shares do not include shares that other shareholder nodes vote for the shareholder node during
consensus node selection. Therefore, in another implementation of the apparatus, the number
of times that the share 1s validly transferred between nodes on a blockchain through voting 1s
set to 1 1n a single consensus node selection process.

[0058] In this implementation, 1n a single voting process for consensus node selection,
each share can be used by the shareholder node to vote only once, and the shareholder node
cannot transfer votes obtained from other shareholder nodes.

[0059] The apparatus in the previous implementation can be implemented on a single
node, and can include a common node or the shareholder node. Because the voting result 1s
broadcast to all nodes 1n the blockchain network, and all the nodes receive the same equity
interest voting result, each node can confirm the consensus node selection result based on the
equity interest voting result.

[0060] It 1s worthwhile to note that the descriptions of the previous apparatus in the
present specification can further include another implementation based on descriptions of
related method implementation. The implementations 1in the present specification are all
described 1n a progressive manner. Mutual reference can be made for the same or similar
parts mm the implementations. Each implementation focuses on a difference from other
implementations. A module apparatus implementation 1s stmilar to a method implementation,
and therefore 1s described briefly. For related parts, refer to partial descriptions in the method
implementation.

[0061] Specific implementations of the present specification are described above. Other
implementations fall within the scope of the appended claims. In some situations, the actions
or the steps recorded 1n the claims can be performed 1n an order different from the order in
the implementations and can still achieve a desired result. In addition, the process described
in the accompanying drawings does not necessarily require the shown order or sequence to
achieve the desired result. In some i1mplementations, multitask processing and parallel
processing are also be feasible or possibly advantageous.

[0062] The present specification provides the consensus node selection apparatus. A
shareholder node can conduct equity interest voting, and select a node to participate 1n
consensus based on the number of shares owned by shareholder nodes 1n a voting result. The

method 1s easy to implement. A selection result 1s real and valid, and the voting result 1s
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disclosed to the whole network and can be approved by other nodes. Based on the
implementation solution i1n the present specification, a consensus node can be quickly
selected based on a share ratio after equity interest voting. As such, consumption in a
consensus process 1S reduced, consensus processing steps are simplified, consensus node
selection efficiency 1s improved, and a selection result 1s more reliable.

[0063] The consensus node selection method provided in the present specification can be
implemented by a processor executing a corresponding program instruction i a computer.
For example, 1t can be implemented at a PC end by using the C++ language 1n a Windows
operating system, or implemented by using a corresponding program design language in
another system such as Linux, Android, 108, or implemented based on processing logic of a
quantum computer. In an implementation of the apparatus for consensus node selection 1n the
present specification, the apparatus can include a processor and a memory configured to store
a processor executable instruction. The processor executes the instruction to: obtain an equity
interest voting result of a shareholder node for at least one expected node, where the
shareholder node includes a node that owns at least one of predetermined total shares;
determine, based on the equity interest voting result, the number of shares owned by each
shareholder node after equity interest voting; and determine a consensus node selection result
based on the number of shares owned by each shareholder node after equity interest voting.
[0064] It 1s worthwhile to note that the descriptions of the previous apparatus in the
present specification can further include another implementation based on descriptions of
related method implementations. The implementations in the present specification are all
described 1n a progressive manner. Mutual reference can be made for the same or sinmular
parts in the implementations. Each implementation focuses on a difference from other
implementations. A hardwaretprogram 1mplementation 1s smular to a method
implementation, and therefore 1s described briefly. For related parts, refer to partial
descriptions in the method implementation.

[0065] The previous apparatus or method can be used for a server of a blockchain service
system to select or confirm a consensus node 1in a blockchain network. A processing server
for consensus node selection can quickly select a consensus node based on a share ratio after
equity 1nterest voting. As such, consumption 1n a consensus process 1S reduced, consensus
processing steps are simplified, consensus node selection efficiency 1s improved, and a
selection result 1s more reliable. The server can include a terminal apparatus using a system

(including a distributed system), software (application), a module, a component, a server, a
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client, a quantum computer, etc. 1n one or more method implementations or apparatus
implementations 1n the present specification and including necessary 1mplementation
hardware.

[0066] FIG 7 1s a schematic structural diagram illustrating a server, according to an
implementation of the present specification. The server can include at least one processor and
a memory configured to store a processor executable instruction. The processor executes the
instruction to: obtain an equity interest voting result of a shareholder node for at least one
expected node, where the shareholder node includes a node that owns at least one of
predetermined total shares; determine, based on the equity interest voting result, the number
of shares owned by each shareholder node after equity interest voting; and determine a
consensus node selection result based on the number of shares owned by each shareholder
node after equity interest voting.

[0067] It 1s worthwhile to note that the hardware+program apparatus or server can further
include another implementation based on the descriptions in the method implementation. For
a specific implementation, reference can be made to the corresponding descriptions 1n the
method 1implementation. Details are not described here again.

[0068] In the consensus node selection method and apparatus and the server provided 1n
one or more implementations of the present specification, a shareholder node can conduct
equity interest voting, and select a node to participate 1n consensus based on the number of
shares owned by shareholder nodes 1n a voting result. The method 1s easy to implement. A
selection result 1s real and valid, and the voting result 1s disclosed 1in the whole network and
can be approved by other nodes. Based on the implementation solution 1n the present
specification, a consensus node can be quickly selected based on a share ratio after equity
interest voting. As such, consumption 1 a consensus process 1S reduced, consensus
processing steps are simplified, consensus node selection efficiency 1s improved, and a
selection result 1s more reliable.

[0069] Although content of the present specification provides descriptions about data
setting, acquisition, interaction, calculation, determining, etc. for the basis for selecting an
expected node by a shareholder node, limitations on the number of times that a share 1s
validly transferred during voting, using a private key to encrypt and a public key to decrypt a
voting result, determining a consensus node based on the number of shares owned by nodes
after voting, etc, the present specification 1s not necessarily limited to cases that conform to

an 1ndustry communications standard, standard blockchain data storage, and computer
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processing and storage rules, or the cases described in one or more implementations of the
present specification. An implementation solution obtained after making slight modification
based on some industry standards, or by using a self-defined method, or based on
implementation described in the implementations can also achieve an implementation effect
that 1s the same as, equivalent to, or stmilar to the previous implementations or that can be
predicted after transformation. An 1mplementation using a data acquisition, storage,
determining, and processing method obtained after such modification or transformation 1s
still within the scope of one or more optional implementation solutions of the present
specification.

[0070] In the 1990s, improvement of a technology can be clearly distinguished between
hardware improvement (for example, improvement of circuit structures such as a diode, a
transistor, and a switch) and software improvement (improvement of a method procedure).
However, with the development of technologies, improvement of many method procedures
can be considered as a direct improvement of a hardware circuit structure. Designers almost
all program an improved method procedure to a hardware circuit, to obtain a corresponding
hardware circuit structure. Therefore, 1t cannot be said that an improvement of a method
procedure cannot be implemented by using a hardware entity module. For example, a
programmable logic device (PLD) (for example, a field programmable gate array (FPGA)) 1s
a type of an integrated circuit. A logical function of the programmable logic device 1s
determined by component programming executed by a user. The designers perform
programming to "Integrate" a digital system into a single PLD without requiring a chip
manufacturer to design and produce a dedicated integrated circuit chip. In addition, instead of
manually producing an integrated circuit chip, the programming 1s mostly implemented by
"logic compiler" software, which 1s similar to a software compiler used during program
development. Original code before compiling 1s also written 1n a specified programming
language, which 1s referred to as hardware description language (HDL). There 1s more than
one type of HDL, such as an Advanced Boolean Expression Language (ABEL), an Altera
Hardware Description Language (AHDL), Confluence, a Cornell University Programming
Language (CUPL), an HDCal, a Java Hardware Description Language (JHDL), a Lava, a
Lola, a MyHDL, a PALASM, and a Ruby Hardware Description Language (RHDL).
Currently, the very-high-speed Integrated Circuit Hardware Description Language (VHDL)
and Verilog are most commonly used. A person skilled in the art should also understand that a

method procedure only needs to be logically programmed, and programmed to the integrated
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circuit by using the previous hardware description languages, so that a hardware circuit that
implements the logical method procedure can be easily obtained.

[0071] The controller can be implemented 1n any suitable manner. For example, the
controller can be a microprocessor, a processor, a computer-readable medium, a logic gate, a
switch, an application-specific integrated circuit (ASIC), a programmable logic controller, or
an embedded microprocessor that stores computer-readable program code (such as software
or firmware) that can be executed by the microprocessor or the processor. Examples of the
controller include but are not limited to the following microcontrollers: ARC 625D, Atmel
AT91SAM, Microchip PIC18F26K20, and Silicone Labs C8051F320. The memory controller
can also be implemented as a part of the control logic of the memory. A person skilled 1n the
art also knows that a controller can be 1mplemented 1n a manner of computer-readable
program code only, and the steps in the method can be logically programmed to enable the
controller to further implement same functions in forms of a logical gate, a switch, an
application-specific ntegrated circuit, a programmable logic controller, an embedded
microcontroller, etc. Therefore, the controller can be considered as a hardware component,
and an apparatus included in the controller and configured to implement various functions
can also be considered as a structure in the hardware component. Alternatively, an apparatus
configured to implement various functions can be considered as both a software module for
implementing the method and a structure in the hardware component.

[0072] The system, the apparatus, the module, or the unmit described in the foregoing
implementations can be implemented by a computer chip or an entity, or implemented by a
product with a specified function. A typical implementation device 1s a computer. The
computer can be, for example, a personal computer, a laptop computer, an in-vehicle
human-machine interaction device, a cellular phone, a camera phone, a smartphone, a
personal digital assistant, a media player, a navigation device, an email device, a game
console, a tablet computer, a wearable device, or a combination of any of these devices.
[0073] Although the present specification provides the operational steps of the method 1n
an 1implementation or a flowchart, more or fewer operational steps can be included based on
the conventional or non-creative means. The sequence of steps enumerated in the
implementations 1s merely one of a plurality of step execution sequences, and does not
represent a unique execution sequence. In practice, when an apparatus or a terminal product
executes steps, the execution can be performed 1n a sequence shown 1n an implementation or

a method shown 1n the accompanying drawing, or performed 1n parallel (for example, 1n an
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environment of processing in parallel, in a multithreaded processing environment, and even
in a distributed data processing environment). The terms "comprise", "include"”, or their any
other variants are intended to cover a non-exclusive inclusion, so that a process, a method, an
article, or a device that includes a list of elements not only includes those elements, but also
includes other elements which are not expressly listed, or further includes elements inherent
to such process, method, article, or device. When there are no more restrictions, 1t 1s also
possible that there 1s another same or equivalent element in the process, the method, a
product, or a device that includes the element.

[0074] For ease of description, the foregoing apparatus 1s described by dividing the
functions 1into various modules. Certainly, when implementing the present specification, a
function of each module can be implemented in one or more pieces of software and/or
hardware, or a module that implements the same function can be implemented as a
combination of a plurality of submodules or subunits. The described apparatus
implementation 1s merely an example. For example, the unit division 1s merely logical
function division and can be other division in actual implementation. For example, a plurality
of units or components can be combined or integrated into another system, or some features
can be 1gnored or not performed. In addition, the displayed or discussed mutual couplings or
direct couplings or communication connections can be implemented by using some interfaces.
The indirect couplings or communication connections between the apparatuses or units can
be implemented 1n electronic, mechanical, or other forms.

[0075] A person skilled 1in the art also knows that a controller can be implemented 1n a
manner of computer-readable program code only, and the steps in the method can be logically
programmed to enable the controller to further implement same functions in forms of a
logical gate, a switch, an application-specific integrated circuit, a programmable logic
controller, an embedded microcontroller, etc. Therefore, the controller can be considered as a
hardware component, and an apparatus included in the controller and configured to
implement various functions can also be considered as a structure in the hardware component.
Alternatively, an apparatus configured to implement various functions can be considered as
both a software module for implementing the method and a structure in the hardware
component.

[0076] The present disclosure 1s described with reference to the flowcharts and/or block

diagrams of the method, the device (system), and the computer program product according to

the implementations of the present disclosure. It should be understood that computer program

17



10

15

20

25

30

CA 03058675 2015-09-30

WO 2019/040886 PCT/US2018/047973

instructions can be used to implement each process and/or each block in the flowcharts and/or
the block diagrams and a combination of a process and/or a block 1n the flowcharts and/or the
block diagrams. These computer program instructions can be provided for a general-purpose
computer, a dedicated computer, an embedded processor, or a processor of any other
programmable data processing device to generate a machine, so that the instructions executed
by a computer or a processor of any other programmable data processing device generate an
apparatus for implementing a specific function in one or more procedures in the flowcharts
and/or 1n one or more blocks 1n the block diagrams.

[0077] These computer program instructions can be stored in a computer-readable
memory that can istruct the computer or any other programmable data processing devices to
work 1n a specific manner, so that the instructions stored in the computer-readable memory
can generate an artifact that includes an instruction apparatus. The instruction apparatus
implements a specific function 1n one or more procedures in the flowcharts and/or in one or
more blocks 1n the block diagrams.

[0078] These computer program instructions can be loaded onto a computer or another
programmable data processing device, so that a series of operations and steps are performed
on the computer or the another programmable device, thereby generating
computer-implemented processing. Therefore, the instructions executed on the computer or
the another programmable device provide steps for implementing a specific function 1in one
or more procedures 1n the flowcharts and/or 1n one or more blocks 1n the block diagrams.
[0079] In a typical configuration, the computing device includes one or more processors
(CPU), an input/output interface, a network interface, and a memory.

[0080] The memory can include a non-persistent memory, a random access memory
(RAM), a non-volatile memory, and/or another form that are in a computer-readable medium,
for example, a read-only memory (ROM) or a flash memory (flash memory). The memory 1s
an example of the computer-readable medium.

[0081] The computer-readable medium includes persistent, non-persistent, movable, and
unmovable media that can implement information storage by using any method or technology.
Information can be a computer-readable instruction, a data structure, a program module, or
other data. An example of a computer storage medium includes, but 1s not limited to a phase
change memory (PRAM), a static random access memory (SRAM), a dynamic random
access memory (DRAM), another type of random access memory (RAM), a read-only
memory (ROM), an electrically erasable programmable read-only memory (EEPROM), a
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flash memory or another memory technology, a compact disc read-only memory (CD-ROM),
a digital versatile disc (DVD) or other optical storage, a cassette magnetic tape, tape and disk
storage or another magnetic storage device or any other non-transmission media that can be
configured to store information that a computing device can access. As defined 1n the present
specification, the computer-readable medium does not include transitory computer-readable
media (transitory media), such as a modulated data signal and a carrier.

[0082] A person skilled in the art should understand that the implementations of the
present specification can be provided as a method, a system, or a computer program product.
Therefore, the present specification can use a form of hardware only 1mplementations,
software only 1mplementations, or implementations with a combination of software and
hardware. In addition, the present specification can use a form of a computer program
product implemented on one or more computer-usable storage media (including but not
limited to a disk memory, a CD-ROM, an optical memory, etc.) including computer-usable
program code.

[0083] The present specification can be described in the general context of computer
executable instructions executed by a computer, such as a program unit. Generally, the
program module includes a routine, a program, an object, a component, a data structure, etc.
for executing a particular task or implementing a particular abstract data type. The present
specification can also be practiced 1in distributed computing environments in which tasks are
executed by remote processing devices connected by using a communications network. In the
distributed computing environments, program modules can be located in both local and
remote computer storage media including storage devices.

[0084] The implementations 1n the present specification are all described 1n a progressive
manner. Mutual reference can be made for the same or similar parts in the implementations.
Each mmplementation focuses on a difference from other implementations. A system
implementation 1s similar to a method implementation, and therefore 1s described briefly; and
for the relevant parts, reference can be made to partial descriptions of the method
implementation. In the descriptions of the present specification, reference terms such as "an

implementation”, "some implementations"”, "example", "specific example", and "some
examples" mean that specific features, structures, materials, or features described with
reference to the implementations or examples are included 1n at least one implementation or
example 1n the present specification. In the present specification, the foregoing terms are

described not necessarily for the same implementation or example. In addition, the described
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specific features, structures, materials, or characteristics can be combined 1n a proper manner
In any one or more implementations or examples. Further, a person skilled in the art can
combine different embodiments or examples descried 1n the present specification and features
of different implementations or examples without mutual contradiction.

[0085] The foregoing descriptions are merely one or more implementations of the present
specification, and are not intended to limit the present specification. For a person skilled 1n
the art, the present specification can have various changes and variations. Any modifications,
equivalent substitutions, and improvements made within the spirit and the principle of the
present specification shall fall within the scope of the claims 1n the present specification.
[0086] FIG 8 1s a flowchart illustrating an example of a computer-implemented method
800 for selecting consensus nodes 1n a blockchain, according to an implementation of the
present disclosure. For clarity of presentation, the description that follows generally describes
method 800 1n the context of the other figures 1n this description. However, 1t will be
understood that method 800 can be performed, for example, by any system, environment,
software, and hardware, or a combination of systems, environments, software, and hardware,
as appropriate. In some implementations, various steps of method 800 can be run 1n parallel,
1n combination, 1n loops, or in any order.

[0087] At 802, a voting process 1s performed by a plurality of shareholder nodes to
generate a voting result for each shareholder node. The voting process incudes the
shareholder nodes voting for a plurality of selected expected nodes. The expected nodes and
the shareholder nodes belong to a group of nodes associated with a blockchain. A shareholder
node 1s a node that owns at least one share. In some 1mplementations, a node allocated with a
share of the predetermined total shares can be referred to as a shareholder node. A node that
the shareholder nodes vote for can be referred to as an expected node. The expected node can
be a shareholder node that owns a share before the voting, or can be a node that owns no
share before the voting. In some implementations, a shareholder node can independently
choose for which expected nodes to vote. In some implementations, the basis for selecting the
expected node can include, but 1s not limited to, node service performance stability, a node
service capacity, or a selection policy determined by an operator.

[0088] In some 1mplementations, only shareholder nodes can vote, and common nodes
that own no shares are unable to vote. The shareholder nodes can vote for themselves, or for
other nodes. However, the shareholder nodes cannot transfer shares they receive from another

node. That 1s, during each voting process, a share can only be used to vote once. For example,

20



10

15

20

25

30

CA 03058675 2015-09-30

WO 2019/040886 PCT/US2018/047973

before the voting process, shareholder node 1 has ten shares, and node 1 votes six of the ten
shares to node 2, whereas another shareholder node 3 votes three shares to node 1. Although
node one now has seven shares (10-6+3=4), 1t can only use four shares to vote because the
other three shares were transferred from another node. From 802, method 800 proceeds to
804.

[0089] At 804, a voting result (for example, an equity interest voting result) for each
shareholder node 1s verified. In some implementations, the voting result for each shareholder
node can be verified by a digital signature, preventing the voting result from being forged,
and preventing the shareholder nodes from denying their voting results. In some
implementations, a shareholder node can digitally sign 1ts voting result for the expected nodes
by using a prnivate key associated with the shareholder node. In some 1mplementations, a
private key using asymmetric encryption can be used to sign a signature on the voting result.
A corresponding public key can be broadcast to nodes 1n the blockchain.

[0090] The voting result with the signature can be verified by another node in the
blockchain using the broadcast public key. The vernification can be used to confirm whether
the voting result and a sender of the voting result are valid (legal). If the equity interest voting
result 1s invalid, an alarm can be sent or another predetermined processing operation can be
performed. From 804, method 800 proceeds to 806.

[0091] At 806, a number of shares owned by each node (that 1s, an equity interest) of the
oroup of nodes after the voting process 1s determuned based on the voting result. In some
implementations, after the shareholder node votes, the voting result of that shareholder node
can be broadcast to all nodes 1n the blockchain. As such, each node in the blockchain can
recerve the voting result of the shareholder node.

[0092] In some 1mplementations, after the voting process, a shareholder node or a
common node can determine, based on the received broadcasted voting result, or based on the
voting result on 1ts own node, the number of shares owned by each shareholder node. After
the voting process, not only the number of shares owned by the original shareholder nodes
has changed, but also a new shareholder node. From 806, method 800 proceeds to 808.

[0093] At 808, a plurality of consensus nodes are selected from shareholder nodes based
on the number of shares owned by each of the shareholder nodes. The shareholder nodes are
nodes own at least one share after the voting process. In some 1mplementations, when the
number of nodes on a blockchain exceeds a certain number, the nodes participating 1n

consensus can lower the consensus efficiency. Therefore, some nodes need to be selected
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from the nodes on the blockchain as consensus nodes by using a method, to participate 1n
consensus. For example, in the PBFT consensus algorithm, usually, to balance Byzantine
fault tolerance and the consensus performance, some nodes need to be selected as consensus
nodes from a large number of nodes to participate in consensus. The consensus usually
indicates that distributed nodes on a blockchain can use the same algorithm and the same data
format (or the same processing protocol) to generate and update data, and this process can be
implemented using different languages.

[0094] In the present implementation, after all shareholder nodes vote, a share allocation
structure on the nodes usually changes. For example, 1f a node that originally owns shares has
voted all the shares for another node while receiving no votes from other nodes, that node
now has no share. That 1s, before the equity interest voting, the node was a shareholder node.
But after the equity interest voting, the node has changed to a common node with no shares.
If a common node with no shares before voting owns a share after equity interest voting, 1t
becomes a new shareholder node.

[0095] After the equity interest voting result 1s obtained, the consensus node selection
result can be determined based on the number of shares owned by each shareholder node. The
specific number of selected consensus nodes and a selection method can be set based on an
actual application scenario or a processing requirement. For example, the five shareholder
nodes that own the most shares are selected as the consensus nodes.

[0096] In some implementations, before being added to the blockchain, a node on the
blockchain (both shareholder and common nodes) needs to apply to a designated certificate
server for a root certificate that 1s used to prove the node 1s valid. The earlier a node 1s added
to the blockchain, the earlier a root certificate of the node 1s generated.

[0097] In some 1mplementations, i1f the shareholder nodes include nodes that own the
same number of share after the voting process and there 1s a limitation on the number of
consensus nodes, the selection of consensus nodes from the shareholder nodes that own the
same number of shares can be based on a time sequence of generating node root certificates.
The earlier a node 1s added to the blockchain, the more stable, optimal, and reliable the
node’s running parameters, server performance, or data processing policy are considered to
be. Therefore, 1n the present implementation, when there are nodes that own the same number
of shares, a node with an earlier generated root certificate can be preferentially selected as a
consensus node. In a specific example, when the root certificates are numbered by using

information including the time of generating the root certificates, the consensus nodes can be
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selected 1n ascending order of numbers of the root certificates. After 808, the method 800
stops.

[0098] Implementations of the present application can solve technical problems in
blockchain consensus node selection. Blockchain technology 1s generally a decentralized
distributed database technology with characteristics such as decentralization, transparency,
tamper-resistance, and trust. It can be used to record data information 1n a public or private
peer-to-peer network. To ensure data consistency of a blockchain, data 1s generated and
updated on the blockchain by using a consensus algorithm. The PBFT algorithm 1s a
distributed consistency consensus algorithm commonly used in the industry. In PBFT,
conventional algorithms for consensus node selection mainly include random selection and
fixed selection. However, under conventional approaches, it 1s difficult to design an algorithm
to make all nodes approve a newly selected consensus node after a complicated consensus
node selecting process. Moreover, although fixed consensus node selection 1s simpler than a
random selection 1n terms of implementation, the method becomes difficult when a fault
occurs or when a consensus node 1s updated for some reason. What 1s needed 1s a technique
to bypass these problems 1n the conventional methods, and providing a PBFT consensus node
selection solution that 1s easy to implement and maintain, highly-efficient, and reliable.

[0099] Implementations of the present application describe methods and apparatus for
improving consensus node selection mn a blockchain. During the consensus node selecting
process, shareholder nodes can vote for expected nodes to generate voting results. The voting
results can be verified by the shareholder nodes by digitally signing the results using a private
key, and the corresponding public key will be broadcast to all the nodes in the blockchain. In
this way, all the nodes can receive the voting results and approve the result simultaneously,
resulting in a simpler and quicker way for nodes within the blockchain to approve a newly
selected consensus node. Moreover, because of a signed digital signature, the voting results
cannot be forged or be denied by shareholder nodes, improving data security. The consensus
nodes can be selected based on the number of shares owned by each node, and when there are
nodes having the same number of shares, the selection can be based on a time sequence.
Generally, the earlier a node 1s added to the blockchain indicates the more stable, optimal,
and reliable a node’s running parameters, server performance, or data processing policy 1s.
Therefore, selecting consensus nodes located at an earlier time sequence within the
blockchain can result 1n more stable and reliable nodes participating 1n blockchain

decision-making processes.
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[00100] The method 1s also easy to implement. The voting result 1s disclosed to the entire
network and can be approved by other nodes. Based on the described solution, a consensus
node can be quickly selected based on a share ratio after voting. As such, consumption 1in a
consensus process 1s reduced, consensus processing steps are simplified, consensus node
selection efficiency 1s improved, and a selection result 1s more reliable.

[00101] Embodiments and the operations described 1n this specification can be
implemented 1n digital electronic circuitry, or in computer software, firmware, or hardware,
including the structures disclosed 1n this specification or in combinations of one or more of
them. The operations can be implemented as operations performed by a data processing
apparatus on data stored on one or more computer-readable storage devices or recerved from
other sources. A data processing apparatus, computer, or computing device may encompass
apparatus, devices, and machines for processing data, including by way of example a
programmable processor, a computer, a system on a chip, or multiple ones, or combinations,
of the foregoing. The apparatus can include special purpose logic circuitry, for example, a
central processing unit (CPU), a field programmable gate array (FPGA) or an
application-specific integrated circuit (ASIC). The apparatus can also include code that
creates an execution environment for the computer program in question, for example, code
that constitutes processor firmware, a protocol stack, a database management system, an
operating system (for example an operating system or a combination of operating systems), a
cross-platform runtime environment, a virtual machine, or a combination of one or more of
them. The apparatus and execution environment can realize various different computing
model infrastructures, such as web services, distributed computing and grid computing
infrastructures.

[00102] A computer program (also known, for example, as a program, software, software
application, software module, software unit, script, or code) can be written 1n any form of
programming language, including compiled or interpreted languages, declarative or
procedural languages, and 1t can be deployed 1n any form, including as a stand-alone program
or as a module, component, subroutine, object, or other unit suitable for use in a computing
environment. A program can be stored 1in a portion of a file that holds other programs or data
(for example, one or more scripts stored in a markup language document), in a single file
dedicated to the program in question, or in multiple coordinated files (for example, files that
store one or more modules, sub-programs, or portions of code). A computer program can be

executed on one computer or on multiple computers that are located at one site or distributed
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across multiple sites and interconnected by a communication network.

[00103] Processors for execution of a computer program include, by way of example, both
general- and special-purpose microprocessors, and any one or more processors of any kind of
digital computer. Generally, a processor will receive instructions and data from a read-only
memory or a random-access memory or both. The essential elements of a computer are a
processor for performing actions 1n accordance with instructions and one or more memory
devices for storing instructions and data. Generally, a computer will also include, or be
operatively coupled to receive data from or transfer data to, or both, one or more mass storage
devices for storing data. A computer can be embedded 1n another device, for example, a
mobile device, a personal digital assistant (PDA), a game console, a Global Positioning
System (GPS) recerver, or a portable storage device. Devices suitable for storing computer
program instructions and data include non-volatile memory, media and memory devices,
including, by way of example, semiconductor memory devices, magnetic disks, and
magneto-optical disks. The processor and the memory can be supplemented by, or
incorporated 1n, special-purpose logic circuitry.

[00104] Mobile devices can include handsets, user equipment (UE), mobile telephones (for
example, smartphones), tablets, wearable devices (for example, smart watches and smart
eyeglasses), implanted devices within the human body (for example, biosensors, cochlear
implants), or other types of mobile devices. The mobile devices can communicate wirelessly
(for example, using radio frequency (RF) signals) to various communication networks
(described below). The mobile devices can include sensors for determining characteristics of
the mobile device’s current environment. The sensors can include cameras, microphones,
proximity sensors, GPS sensors, motion sensors, accelerometers, ambient light sensors,
moisture sensors, gyroscopes, compasses, barometers, fingerprint sensors, facial recognition
systems, RF sensors (for example, Wi-F1 and cellular radios), thermal sensors, or other types
of sensors. For example, the cameras can include a forward- or rear-facing camera with
movable or fixed lenses, a flash, an 1mage sensor, and an 1mage processor. The camera can be
a megapixel camera capable of capturing details for facial and/or 1r1s recognition. The camera
along with a data processor and authentication information stored in memory or accessed
remotely can form a facial recognition system. The facial recognition system or one-or-more
sensors, for example, microphones, motion sensors, accelerometers, GPS sensors, or RF
sensors, can be used for user authentication.

[0010S] To provide for iteraction with a user, embodiments can be implemented on a
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computer having a display device and an mput device, for example, a liqud crystal display
(LCD) or organic light-emitting diode (OLED)/virtual-reality (VR)/augmented-reality (AR)
display for displaying information to the user and a touchscreen, keyboard, and a pointing
device by which the user can provide input to the computer. Other kinds of devices can be
used to provide for interaction with a user as well; for example, feedback provided to the user
can be any form of sensory feedback, for example, visual feedback, auditory feedback, or
tactile feedback; and mput from the user can be received in any form, including acoustic,
speech, or tactile input. In addition, a computer can interact with a user by sending documents
to and recerving documents from a device that 1s used by the user; for example, by sending
web pages to a web browser on a user’s client device 1n response to requests received from
the web browser.

[00106] Embodiments can be implemented using computing devices interconnected by
any form or medium of wireline or wireless digital data communication (or combination
thereof), for example, a communication network. Examples of interconnected devices are a
client and a server generally remote from each other that typically interact through a
communication network. A client, for example, a mobile device, can carry out transactions
itself, with a server, or through a server, for example, performing buy, sell, pay, give, send, or
loan transactions, or authorizing the same. Such transactions may be 1n real time such that an
action and a response are temporally proximate; for example an individual perceives the
action and the response occurring substantially simultaneously, the time difference for a
response following the individual’s action 1s less than 1 mullisecond (ms) or less than 1
second (s), or the response 1s without intentional delay taking into account processing
limitations of the system.

[00107] Examples of communication networks include a local area network (LAN), a
radio access network (RAN), a metropolitan area network (MAN), and a wide area network
(WAN). The communication network can include all or a portion of the Internet, another
communication network, or a combination of communication networks. Information can be
transmitted on the communication network according to various protocols and standards,
including Long Term Evolution (LTE), 5G IEEE 802, Internet Protocol (IP), or other
protocols or combinations of protocols. The communication network can transmit voice,
video, biometric, or authentication data, or other information between the connected
computing devices.

[00108] Features described as separate 1mplementations may be 1mplemented, 1n

26



CA 03058675 2015-09-30

WO 2019/040886 PCT/US2018/047973

combination, 1n a single implementation, while features described as a single implementation
may be 1mplemented 1n multiple 1mplementations, separately, or 1n any suitable
sub-combination. Operations described and claamed 1n a particular order should not be
understood as requiring that the particular order, nor that all illustrated operations must be
performed (some operations can be optional). As appropriate, multitasking or
parallel-processing (or a combination of multitasking and parallel-processing) can be

performed.
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CLAIMS

1. A method for selecting a consensus node from multiple nodes on a blockchain, the method
comprising:

obtaining an equity interest voting result of a shareholder node for at least one expected
node, wherein the shareholder node comprises a node that owns at least one of predetermined total
shares and wherein an expected node comprises a node that the shareholder node votes for (S2);

determining, based on the equity interest voting result, a number of shares owned by each
shareholder node after equity interest voting (S4); and

determining a consensus node selection result based on the number of shares owned by
each shareholder node after equity interest voting (S6), comprising, if the shareholder nodes
comprise multiple nodes that own the same number of shares after equity interest voting:

selecting a consensus node from the multiple nodes that own the same number of
shares based on a time sequence of generated root certificates for the multiple nodes that own the
same number of shares after equity interest voting, wherein a root certificate for a node comprises:
data information used to prove the node is valid, and

information representing the time the root certificate was generated.

2. The method according to claim 1, wherein a root certificate for a node is generated in

response to the node applying for a root certificate to a specified certificate server.

3. The method according to any one of claims 1 to 2, wherein the equity interest voting result

COMPI1SES:

an equity interest voting result generated after the shareholder node puts, by using a private
key of the shareholder node, a signature on a voting result generated after equity interest voting
for the expected node; and

correspondingly, after the obtaining an equity interest voting result, the method further

COMprises:

verifying the equity interest voting result by using a corresponding public key of the
shareholder node (S20).

SUBSTITUTE PAGE
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4, The method according to any one of claims 1 to 3, wherein the selected expected node

COmprises:

at least one node selected by the shareholder node based on a predetermined consensus

node selection condition to vote a share for.

J. The method according to claim 4, wherein the predetermined consensus node selection

condition comprises at least one of a node service performance stability, a node service capacity,

and a selection policy.

6. The method according to any one of claims 1 to 5, wherein:

the number of times that the share is validly transferred between nodes on a blockchain

through voting is set to 1 in a single consensus node selection process.

7. The method according to claim 1, wherein selecting a consensus node from the multiple
nodes that own the same number of shares based on a time sequence of generated root certificates
for the multiple nodes that own the same number of shares after equity interest voting comprises:

selecting a node with an earliest generated root certificate as the consensus node.

8. An apparatus for selection of a consensus node, the apparatus comprising a plurality of

modules configured to perform the method according to any one of claims 1 to 7.
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