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(57) Abréegée/Abstract:
The Invention provides a smartcard, a head-end system and a conditional access system enabling iIncompatible recelvers to be

used In a vendor specific conditional access system. Hereto the smartcard stores an operation mode identifier, which Is read upon
Insertion of the smartcard into the receiver and activation of the smartcard. The operation mode identifier Is used to select a
protocol for communication with the receiver. If the protocol Is iIncompatible with the receiver, the operation mode identifier Is
changed and another protocol is selected upon reinsertion of the smartcard in the receiver. The head-end system uses data packet
encapsulation to enable the receiver to forward EMMs and ECMs to the smartcard.
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(57) Abstract: The invention provides a smartcard, a
head-end system and a conditional access system en-
abling incompatible receivers to be used in a vendor spe-
cific conditional access system. Hereto the smartcard
stores an operation mode 1dentifier, which 1s read upon
msertion of the smartcard into the receiver and activa-
tion of the smartcard. The operation mode identifier is
used to select a protocol for communication with the re-
cetver. If the protocol 1s mcompatible with the receiver,
the operation mode identifier i1s changed and another
protocol 1s selected upon reinsertion of the smartcard in
the receiver. The head-end system uses data packet en-
capsulation to enable the receiver to torward EMMs and
ECMs to the smartcard.
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Multi-vendor conditional access system

FIELD OF THE INVENTION

The present invention relates to a smartcard for use

—

in a receiver of a conditional access system, a head-end

system for use 1n a conditional access system and a

conditional access system. More specifically the 1nvention

relates to enabling a multi-vendor conditional access system.

BACKGROUND

Conditional access systems are well known and widely

used in conjunction with currently available pay television

systems. At present, such systems are based on the

P

transmission o0f services encrypted with control words (also

referred to as service encryption keys) that are recelved by

subscribers having a set-top box (also referred to as a

recelver) and a smartcard for each subscription package.

' Typically these services are transmitted by a head-end system

in a broadcast stream. Implementations are known wherein set-

top box functionality 1s integrated into a device like a
televlision, a personal video recorder, a mobile phone, a smart
phone or a computer appliance. A smartcard 1s typically a

separate card that 1s manually inserted 1nto the set-top box

before operation. The smartcard for a subscription package

from a particular service provider allows the encrypted

services within the package to be decrypted and viewed. The

broadcast stream further contains entitlement management

messages (EMMs), also referred to as key management messages

(KMMs), and entitlement control messages (ECMs), which are

necessary for the smartcard to decrypt the service. ECMs are

used to carry the control word in encrypted form. EMMs are

used to convey the secret keys used to decrypt the ECMs to

extract the control word, to decrypt other data related to the

P

addition or removal of viewing/usage rights, and/or to decrypt

other user-specific data.
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Conditional access systems typically deploy

proprietary technology, whereby the smartcard, set-top box and

head-end system communicate according to a vendor specific

protocol. The 1mplementation of the conditional access system

requires a vendor specific firmware installed in the set-top

box that can search the broadcast stream for cryptograms

addressed to the smartcard. As the addressing methods and

cryptogram message formats are vendor specific, the receliver

infrastructure - i.e. the set-top boxes 1n the conditional

access system - is suitable for only a single vendor’s

conditional access system. Thus a set-top box operating

according to a vendor ‘A’ specific technology cannot

communicate with a smartcard operating according to a vendor

‘B’ specific technology or a head-end system operating

according to a vendor ‘B’ specific technology. This 1is

F
p—

potentially problematic 1n case of for example broadcaster

mergers, condltlonal access vendor mergers, changes of

ownership, large scale security breaches or a broadcaster

decliding to stop using a particular vendor specific

conditional access system. In these cases the existing

receiver infrastructure become useless as 1t 1s only

compatible with the origlnal conditional access system.

PF

Writing o an exlisting receiver 1nfrastructure can be a

significant destruction of capital. Moreover, an end-user can

be reluctant to buy a new set-top box.

It 1s known that new firmware can be uploaded to the

receiver infrastructure to allow operation according to

another vendor specific technology, but lack of commercial

incentives for a receilver manufacturer makes this a non-

preferred solution.

Digital Video Broadcasting (DVB) protocols are known

to allow an existing receiver infrastructure to operate with a

smartcard and head-end system operating according to another

vendor specific technology. The SimulCrypt DVB protocol uses

g

multiple set-top boxes, each using a different conditional

access system, to authorize broadcasted programs for display.

The different ECMs and EMMs required by each conditional

access system are transmitted simultaneously. Each set-top box
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recognizes and uses the appropriate ECM and EMM needed for
authorization. The MultiCrypt DVB protocol allows multiple

conditional access systems to be used with one set-~top box by
using a PC card with an embedded smart card for each

5 conditional access system used. Each card is then plugged into
a slot in the set-top box. Each card recognizes the ECM and

EMM needed for authorization.

SUMMARY OF THE INVENTION

10 It 1s an object of the invention to provide an
improved conditional access system wherein 1t is possible to
change from one'(typically vendor specific) technology to
another (typically vendor specific) technology without
modifying the existing receiver infrastructure.

15 According to an aspect of the invention a smartcard
is proposed for use in a receiver of a conditional access
system. The smartcard comprises one or more contacts for
detachably connecting the smartcard to the receiver. The
smartcard further comprises an electrical circuit comprising

20 an input/output module for communicafion with the receiver.,
The smartcard further comprises a processor and a memory. The
electrical circuit is connected to the one or more contacts
and i1is configured to be activated after connection with the
receliver through the contacts. The processor is configured for

25 detecting activation of the electrical circuit and reading a
first operation mode identifier for identifying a first
protocol from the memory in response to detecting the

activation. The processor is further configured for
transmitting a first signal to the receiver in accordance with

30 the first protocol. The processor is further configured for
detecting a failed attempt to communicate with the receiver

and subsequently changing in the memory the first operation

" mode identifier into a second operation mode identifier for
identifying a second protocol when the smartcard 1s reconnected

35 to the receiver.
According to an aspect of the invention a method 1is

proposed for use in a smartcard. The method comprises the step

of detecting activation of an electrical circuit. The method

further comprises the step of reading a first operation mode
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identifier for identifying a first protocol from a memory in
response to detecting the activation. The method further

comprises the step of transmitting a first signal to a

receiver in accordance with the first protocol. The method

further comprises the step of detecting a failed attempt to
communicate with the receiver and subsequently changing in the
memory the first operation mode identifier into a second

operation mode identifier for identifying a second protocol

- when the smartcard 1s reconnected to the receiver.

| ThUS'the smartcard of the invention advantageously
enables operation with a receiver that uses a particular

protocol for communication with the smartcard, by switching to
the particular protocol after a failed attempt to communicate
with the receiver and reinserting the smartcard into the
receiver. Preferably the smartcard supports multiple protocols
enabling the smartcard to operate with receivers of different
technologles after a number of reinsertions -~ but possibly
after the first insertion - 1nto the receiver.

Some embodiments advantageously
enable the smartcard to receive a response signal from the
receiver within a predefined timeframe before deciding that
communication with the receiver failed.

some embodiments advantageously
enable switching to another protocol only after a predefined
number of reinsertions. This ensures that the smartcard does
not change the operation mode identifier immediately in case
the receiver 1s temporary unable to send the response signal

for whatever reason.

some embodiments advantageously
enable the smartcard to operate with ISO 7816-3 compliant

recelvers.:
some embodiments advantageously

enable translation of vendor specific instructions to allow
the receiver to operate according to its original proprietary
technology.

Some embodiments advantageously
enable receiving EMMs and/or ECMs from a head-end system
trough a receiver of a different proprietary technology.
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According to an aspect of

access system 1s proposed comprisin

recelver and a smartcard having one

mentioned features. This advantageo

5 system and the smartcard to operati

different proprietary technology.

Some embodiments advantag
incompatible receiver to become ope

access system.

—

10 According to an aspect of

program product 1s proposed. The co

16-06-16

the 1nvention a conditional

g a head-end system, a

p—

Or more of the above

usiy enables the head-end

ﬁ

on with a recelver of a

eously enable an

rational 1n the conditional

the 1nvention a computer

mputer program product

comprises software code portions configured for, when run in a

g

ﬁ

memory of a smartcard, executling one or more of the above

mentioned method steps. This advant

ageously enables the

15 smartcard to be manufactured separately from the computer

program product.

According to an aspect of

pr—

the invention, there 1s

provided a computer readable medium storing a computer program

comprising executable software code portions configured for,

gt

20 when run in a memory of a smartcard, executing a method as

described above or detailed below.

Herelinafter, embodiments

pr—

of the 1nvention will be

described in further detail. It should be appreciated, however,

that these embodiments may not be construed as limiting the

25 scope of protection for the present invention.
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BRIEEF DESCRIPTION OF THE DRAWINGS

- the 1nvention will be explalned 1in greater

Aspects o:
‘erence to exemplary embodiments shown 1n the

detail by re:

drawings, 1n which:

of a conditional access

O Fig.1l shows an architecture

network of an exemplary embodiment of the invention;

Fig.2 shows a time-sequence diagram for signals

between a smartcard and a receiver of an exemplary embodiment

of the i1nvention;

l—

10 FFig.3 shows a head-end system of an exemplary

embodiment of the 1nvention;

Fig.4 shows a smartcard of an exemplary embodiment of

the 1nvention;

0

Fig.5 shows a smartcard of an exemplary embodiment of

15 the invention;

1)

C a method of an

Fig.6 shows a schematic view of

exemplary embodiment of the i1nvention;
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F'ig./ shows a schematic view of a part o:

an exemplary embodiment of the invention;

F

F'1g.8 shows a schematic view of a method o:

P

exemplary embodiment of the invention;

F'ig.9 shows a state machine of smartcard of

exemplary embodiment of the 1nvention.

PCT/EP2009/061067

ity

3

{

DETAILED DESCRIPTION OF THE DRAWINGS

A simplified overview of an architecture of

- method of

all

all

a

conditional access system 5 1s shown in Fig.l. The conditional

access system 5 comprises a head-end system 2,

3A, 3B, smartcards 1A,1B for use 1n the recelvers 1A, 1.
broadcast network 4

end system 2 to a receiver 3A, 3

”

—r

for transmission of signals

Typically a conditional access network comprises many

—

receivers and smartcards, e.g. 1n the order o:

thousands or even more.

encrypted television programs,

o

recelvers

83 and a
from the head-
3 and smartcard 14, 1B.

- hundreds or
The head-end system 2 broadcasts

or other encrypted services, to

the receiver 3A,3B. To enable decryption of the encrypted

television programs 1n the receiver 3A, 3

3 the head-end system

2 further broadcasts EMMs and/or ECMs, which are received in

the receiver 3A, 3B and forwarded to the smartcard 1A, 1B

processing. The head-end system 2 uses a vendor specil:

for

:..‘lc,

typically proprietary, technology for communication with the

smartcard 1A,1B. This means that EMMs and ECMs are

according to a vendor speci:

1A, 1B

_—

F

is of the same vendor as the head-end system 2,

F

smartcard 1A, 1B understands the format of the

and 1s able to process the EMMs and ECMs. The smartcard 1A, 1B

FEMMs and

and the receiver 3A,3B use a conditional access system

SpecLl:

"ic command set to exchange information such as

formatted

‘1c protocol. If the smartcard

the

ECMs

descrambling keys, conditional access filter parameters and

entitlement information.

The receilver must be compatible with the wvendor

speci:

"1ic technology to be able to receive the

" -

the smartcard. This means that

EMMs and

smartcard must be able to communicate and secondly the

firstly the receiver and

ECMSs

from the head-end system 2 and forward the EMMs and ECMs to
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EMMs and

PCT/EP2009/06

broadcasted signal. If the receiver, e.g. receiver 3A, 1S

1067

FCMs 1n the

bought specifically for use with the head-end system 2 and the

SIlic

this case the firmware of the receiver 3A 1s specifically

programmed according to the vendor speci:

“1¢c technology.

rtcard 1A, then there should be no compatibility i1ssue. In

If the

receiver, e.g. receiver 3B, 1s not compatible with the head-

end system 2 and the smartcard 1B, then no communication

between the smartcard 1B and the receilver 3B 1s possible and

o

EMMs and ECMs are processed by the smartcard 1B.

Consequently the encrypted television program cannot be

decrypted by the receiver 3B.

communicate with the smartcard 1B, the smartcard 1.

F

OTL

compatible with the receiver 3B.

To enable the initlially incompatible receiver 3

changling its operation mode to a protocol that 1is

F

In Fi1g.4 an exemplary embodiment O:

3 TO

B3 1s capable

B 1S

smartcard 1

shown. The smartcard 1B comprises an electrical circuit 10 and

two contacts 11,12

CO

electrical circuit 10 to a power supply of the receiver 3B.

Contact 12 1s used

1S

supply and

for detachably connecting the smartcard 1B

the receiver 3B. Contact 11 is used to connect the

F

for communication with the receiver 3B.

1t

possible to use more contacts for connecting to the power

for communication with the receiver 3B. The

electrical circuit 10 comprises a central processor 14 which

is connected to a memory 16 and an input/output module 13. The

memory 16 1s a non-volatile that retains stored 1n:
even when not powered. The memory 1is,

store an operation mode identifier and di:

de

—

finitions.

Upon 1inserting the smartcard 1B into the receiver 3B,

amongst others,

ferent protocol

P

the contact 11 1s connected to the power supply of the

receiver 3.

B3 and the electrical circuit 10 1s activated.

"ormation

used to

Through electrical elements not shown 1in Fig.4 the processor

14 detects the activation of the electrical circuit 10,

which

is indicated by dashed arrow 101. This triggers the processor

14

to read an operation mode il1dentifier from the memory 16,

which is indicated by dashed arrow 102. The operation mode
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identifier is used to start the smartcard 1B in a specific

operation mode using a particular protocol for communication

with the receiver 3B. Dashed arrow 103 1ndicates the selection

F F

of the protocol and reading of the protocol definition from

the memory 16 based on the operation mode identifilier, which 1is

subsequently used to start the smartcard 1B in the specific

operation mode. When started in the specific operation mode,

the smartcard 1B communicates with the receiver 3B in
accordance with the protocol. Dashed arrow 104 indicates a

signal that 1is transmitted via the input/output module 13 and

through contact 12 to the receiver 3B. The receiver 3B 1s

expected to return a response signal, 1ndicating a correct

Y i

receipt of the signal. If no response signal 1s received, then

-

it is concluded that the receiver 3B 1s 1ncompatible with the

protocol used. This triggers the processor 14 to change the

operation mode identifier in the memory 16 to a value

indicating another protocol supported by the smartcard 1B.

F

Dashed arrow 107 indicates the change of the operation mode

identifier 1n the memory 16.

As long as the smartcard 1B remalns inserted 1into the

receiver 3B no communication 1s possible between the smartcard

1B and the receiver 3B as the operation mode and accompanylng

protocol of the smartcard 1B 1s incompatible with the receiver

P

3B. A relnsertion of the smartcard 1B into the receiver 3B

will restart the smartcard 1B as described above, only this

iy

ferent wvalue

time the operation mode identifier has a di:

resulting in the smartcard 1B starting 1n another operation

-~

mode and thus using another protocol. If thils protocol 1is

compatible with the receiver 3B, a return signal will be

received. Otherwise, 1f other operation modes are available on

the smartcard, the operation mode identifying is changed again

into another value and the smartcard 1B can be reinserted into

the recelver 3B agailn.

The change of the operation mode 1dentifier can

optionally be postponed until the smartcard 1B has been

reinserted a predefined number of times, e.g. three times.

Referring to Fig.5, hereto the processor uses a counter value

stored in the memory 1l6. Initially the counter value has,
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e.g., a value of “0”. After the first timeout trigger 106 the
counter value 1s increased by 1, which is indicated by dashed

arrow 108. Next the processor 14 reads the counter value from
the memory 15 (dashed arrow 109) and only if the counter value
equals the predefined value of “3” the operation mode
identifier is Changed and the counter value is rest to “07.
The use of the counter value 1s not restricted to the given
ekample. The counter may e.g. be a countdown counter or any

other counter mechanism.

The smartcard of the invention can be used with
IS0 7816-3.compliant receivers. An ISO 78l16-3 compliant
receiver transmits a reset signal to the smartcard after
insertion of the smartcard into the receiver. The reset signal

is a standardised signal and is independent of the vendor

specific technology. In Fig.2 a time-sequence diagram is shown

for communication between a smartcard 1B and an ISO 7816-3

compliant receiver 3B. Upon insertion of the smartcard 1B into
the receiver 3B the electrical circuit 10 of the smartcard 1B
is activated and the processor 14 detects the activation of
the electrical circuit 10. This is indicated by dashed arrow
101. Next the receiver 3B transmits the reset signal 301 to
the smartcard 1B. Only after having received the reset signal
301, the smartcard 1B transmits an answer-to-reset signal 104
to the receiver 3B. Signal 104 is in accordance with the

vendor specific protocol, as described above. If the receiver
3B is compatible with the used protocol, a response signal 302

is transmitted to the smartcard 1B.
A state machine module can be used to keep track

of the current state of the smartcard 1B, e.g. “pending” 1in
case no successful communication has been established with the
receiver 3B or “active” in case communlcation with the
receiver 3B is successful. The state machine module keeps
track of whether after activation of the electrical circuit 10
a valid message according to the current protocol mode 1s
recelved or not. It is possible to use the reset signal as a
trigger for the state machine module instead of the

activation of the electrical circuit 10. In Fig.9 an example

of a state machine is shown that can be implemented in the
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state machine module. Two possible operation modes
identified by “A” and “B” are shown. After having received a
valid message from the receiver 3B, i.e. after a successful
communication with the receiver 3B according to the current
5 protocol, the state machine module is put in an "active"”

state. After a reset signal is received from the receiver 3B,
the state machine module is put in a "pending" state. From
this “pending” state it either returns to the "active"” state
of the current operation mode, i.e. when a valid message 1s

10 received, or to the "pending" state of the next operational
mode if the card has been reset a predefined number of times
while in the "pending” state. The number of consecutive resets
before changing the operation mode identifier to the next
operation mode can be operation mode dependent. It can e.g. be

15 dependent on how many times the receiver 3B typically
transmits a reset signal to the smartcard 1B after it starts
up, i.e. from power-down or when returning from stand-by. In
Fig.9 it takes three consecutive resets without valid messages
received in-between to switch from operation mode A to B, and

20 four to switch back. After the activation of the electrical
circuit 10 or receiving the reset signal, the counter
(indicated by cnt in Fig.9) is tested. When the counter equals
0, the operatidn mode identifier is changed to the next
operation mode, an answer-—-to-reset signal according to the

25 protocol of the neh operation mode is returned, and the
counter 1s set to the (possibly mode specific) initial value
minus 1. When cnt > 0 after a reset, an answer-to~reset signal
of the current mode is returned and cnt 1is decremented by 1.
If in the "pending” state a valid message is received from

30 receiver 3B, then the state becomes "active" and the counter

is set to the initial value. |
The smartcard 1B optionally uses an adaptation module

for translating signals from and to the receiver 3B. In Fig.5
the adaptation module is indicated as element 17. The

35 adaptation module 17 operates in-between the processor 14 and
the input/output module 13 and is e.g. implemented as an
adaptation layer in a protocol stack. When using an adaptation
module 17, the adaptation module 17 is started in an operation
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mode using a particular protocol as identified by the

- L]

operation mode identifier. The adaptation module 17 enables

the smartcard 1B to operate in a default operation mode, while

communication with the receiver 3B 1s translated into the

protocol of the receiver 3B. Hereto the adaptation module 17

translates instruction 104A, also known as commands from a

command set, from the processor 14 into 1nstructions

understood by the receiver 3B and generates the first signal

104B which is transmitted to the receiver 3B.

Optionally a timer is used for timing the receipt the
response signal. Dashed arrow 105 in F1g.5 1lndicates an
instruction to start the timer at the clock module 15. When a
predefined time-out value, e.g. 10 seconds, is reached, the
clock module 15 triggers the processor 14 as indicated by

dashed arrow 106. The timeout triggers the processor 14 to

change the operation mode identifier in the memory 16 to a

value indicating another protocol supported by the smartcard
1B.

To enable the head-end system 2 to communicate with

the initially incompatible receiver 3B, the head-end system 2

—
e

is capable of encapsulating EMMs and/or ECMs of an

-

incompatible protocol with data packets of a compatible

protocol. In Fig.3 a head-end system 2 of an exemplary

o~

embodiment of the invention is shown, wherein a signal

generator 21 generates the encapsulated data packets and the

transmission module 22 transmits the encapsulated data packets

to the receiver 3B. The signal carrying the encapsulated data

packets is indicated by dashed arrow 201. When the receiver 3B

receives the signal 201, it recognizes the encapsulated EMMs

and ECMs and transmits the encapsulated EMMs and ECMs to the

smartcard 1B. In the smartcard 1B the adaptation module 17

removes the encapsulation and the EMMs and ECMs are obtalned.

The payload of the EMMs and ECMs i1s subsequently processed 1in
the smartcard 1B.

The head-end system 2 enables e.g. a new conditional

access system 5 to operate with an existing and incompatible

receiver infrastructure including receiver 3B by including

cryptographic messages such as EMMs and ECMs of the new
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conditional access system 1n a message format understood by

the existing receiver infrastructure. This allows the receiver

3B to parse the cryptographic message stream in signal 201.

The smartcard 1B of the new conditional access system O

contains the adaptation layer 17 that re-uses the command set

from the previously used condlitional access system as

supported by the receiver 3B. This enables the smartcard 1B to

instruct the receiver 3B to search for messages destined for

the smartcard 1B. A

fter finding the relevant messages, the

receiver 3B sends them to the smartcard 1B using the original

command set. The smartcard 1B removes the original message

container to end up with a cryptographic message that 1t can

process. The result of the smartcard 1B processing 1s conveyed

to the receiver 3B again using the command set of the older

conditional access system.

el

In Fig.6 a schematic view of a method of an exemplary

embodiment of the invention 1s shown. The steps show 1n Fig.6

=

can e€.g. be performed in the smartcard 1B of Fig.4. In step

1001 activation of

the electrical circult 1 1s detected. In

step 1002 the first operation mode identifier 1s read from the

memory 16. In step 1003 the first signal is transmitted to the

receiver 3B. In step 1004 it is detected that communication

with the receiver 3

B

fails. In step 1005 the first operation

mode identifier is changed into the second mode identifler 1in

the memory 16.

P

In Fig.8 a schematic view of a method of an exemplary

embodiment of the invention 1s shown. The steps shown i1n Fig.8

P

can e.g. be performed in the smartcard 1B of Fig.5>. In step

1001 activation of

the electrical circuit 1 1s detected. In

step 1002 the first operation mode 1dentifier 1s read from the

memory 16. In step 1010 the smartcard 1B waits for a reset

signal from the receiver 3B. In step 1011 one or more

instructions (104A)

.

from the processor (1l4) are translated

into one or more translated 1nstructions. In step 1003 the

translated instructions are transmitted to the receiver 3B.

Substantially at the same time of transmitting the

instructions to the receiver 3B, a timer 1s started 1n step

1006 for timing a response signal from the receiver 3B. In
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step 1007 the timer runs until a predefined timeout, e.g. 10

seconds, 1s reached. In step 1008 a counter value 1s changed.

In step 1009 the counter value 1s compared with a predefined

threshold value. If the counter value equals the predefined

threshold value, then in step 1005 the first operation mode

identifier 1s changed into the second mode identifier 1in

memory 16.

the

Fig.7 shows two sub-steps of a method of an exemplary

embodiment of the invention. The steps shown 1n Fig.7 can e.qg.

pbe performed 1n the smartcard 1B of Fig.5. In step 1012

encapsulated EMMs and ECMs are recelived from the receiver 3B.

ECMs are obtained to allow 1ts payload to be processed.

A computer program product comprising software

portions can be configured for executing the method steps of

In step 1013 the encapsulation is removed and the EMMs and

code

P

the invention, e.g. as shown in Figs.6-8. After installing the

-

computer program product in the memory 16 of a smartcard

1A,1B, the processor 14 of the smartcard 1A,1B can, when

the

smartcard 1A,1B i1s inserted into a receiver 3A, 3B, execute the

software code portions.

F

In an alternative embodiment of the invention not

shown in the figures, the operation mode identifier 1s changed

-

by a switch that is part of the smartcard. The switch 1s

a dipswitch that is accessible from the outside of the

e.qg.

smartcard (1B). The switch i1s connected to the electrical

ﬁ

circuit (10). A change of the position of the switch results

in changing the operation mode identifier 1in the memory

With the switch in a particular position, the smartcard

1S to be 1nserted into the receiver (3B) to activate the

electrical circuit (10). The processor (14) acqguires the

(1o) .
(1B)

fler

position of the switch and writes a corresponding identi:

p—

to the memory location of the operation mode identifier.

Further the smartcard (1B) 1s configured to operate as

described above, except for changing the operation mode

ldentifier which is controlled by the switch.
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CLAIMS:
1. Smartcard for use in a receiver of a conditional

access system, comprilising:

one or more contacts for detachably connecting the

5 smartcard to the receiver:; and

an electrical circuilt comprising an input/output

module for communication with the receiver, a processor and a

memory, the electrical circuit being connected to the one or

more contacts and being configured to be activated after

10 connection with the receiver through the one or more contacts,

gr—

wherein the processor 1s configured for:

g

detecting activation of the electrical circuit and

reading a first operation mode 1dentifier for identifying a

first protocol from the memory 1n response to detecting the

15 activation;

transmlitting a first signal to the receiver 1in

accordance with the first protocol; and

detecting a falled attempt to communicate with the

recelver and subsequently changing 1n the memory the operation

gr—

20 mode identifier into a second operation mode identifier for

1dentifying a second protocol when the smartcard 1s reconnected

to the receilver.

2 . Smartcard according to claim 1, wherein said

reconnection occurs when the smartcard 1s reinserted i1nto the

25 receiver.
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3. Ssmartcard according to claim 1 or 2, further

comprising a clock module and wherein the processor is further

configured for:

substantially at the same time as transmitting the

5 first signal to the receiver, starting a timer for timing a

response signal from the receiver in response to the first

signal using the clock module; and

detecting that the timer reaches a predefined

timeout,

10 and wherein the processor is configured for changing

the first operation mode identifier into the second operation

mode 1dentifier after detecting the predefined timeout.

4 Smartcard according to any one of the claims 1-3,

L

wherein the processor 1s further configured for:

15 changing a counter value stored in the memory after

detecting the failed attempt to communicate; and

changing the operation mode identifier only 1f the

counter value equals a predefined threshold value.

SN

. Smartcard according to any one of the claims 1-4,

20 wherein the processor is further configured for receiving a

reset signal from the receiver prior to transmitting the first

signal to the receiver and wherein the first signal 1is an

answer-to-reset signal.

R—

o . Smartcard according to any one of the claims 1-5,

25 further comprising an adaptation module configured for

translating one or more 1nstructions from the processor into
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one Oor more translated 1nstructions 1n accordance with the

first protocol and wherein the first signal is transmitted from
the adaptation module and comprises the one or more translated

instructions.

7. Ssmartcard according to claim 6, wherein the

adaptation module 1s further configured for:

recelving a second signal from the receiver, the

second signal comprising a first data packet in accordance with

a third protocol that 1s encapsulated by a second data packet

1n accordance with the first protocol; and

obtaining a payload portion from the first data

packet for proceSsing by the processor.

3 . Conditional access system comprising a head-end

A

system, a receiver and a smartcard according to any one of the

claims 1-7.

9. Condltional access system according to claim 8,
whereln the smartcard 1s initially incompatible with the

receiver.

10. Method for use 1n a smartcard, comprising the steps

of:

ﬁ

detecting activation of an electrical circuit and

reading a first operation mode identifier for identifving a

first protocol from a memory in response to detecting the

activation;

transmitting a first signal to a recelver 1in

accordance with the first protocol; and
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detecting a failed attempt to communicate with the
recelver and subsequently changing in the memory the first

operation mode identifier into a second operation mode

= A
—

1er for 1dentifying a second protocol when the smartcard

l1denti:

1s reconnected to the receiver.

11. Method according to claim 10, wherein said

reconnection occurs when the smartcard 1s reinserted into the

receilver.

12. Method according to claim 10 or 11, further

comprising the steps of:

substantially at the same time as transmitting the

first signal to the receiver, starting a timer for timing a

response signal from the receiver in response to the first

signal using a clock module; and

detecting that the timer reaches a predefined

timeout,

and wherein the first operation mode i1dentifier 1s

changed 1nto the second operation mode i1dentifier after

detecting the predefined timeout.

13. Method according to any one of the claims 10-12,

F
p—

further comprising the steps of:

changing a counter value stored in the memory after

detecting that the timer reaches the predefined timeout; and

changing the operation mode 1dentifilier only 1f the

counter value equals a predefined threshold value.
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14. Method according to any one of the claims 10-13,

p—

the receiver prior to transmitting the

further comprising the steps of receiving a reset signal from

flrst signal to the

recelver and wherein the first signal is an answer-to-reset

signal.

ﬁ

15. Method according to any one of the claims 10-14,

ﬁ

further comprising the steps of translating one or more

instructions from the processor into one or more translated

instructions 1n accordance with the first protocol and wherein

the first signal comprises the one or more translated

instructions.
16. Method according to claim 15,
steps of:

further comprising the

recelving a second signal from the receiver, the

second signal comprising a first data packet in accordance with

a third protocol that 1s encapsulated by a second data packet

1n accordance with the first protocol;

and

obtaining a payload portion from the first data

packet for processing by the processor.

17. A computer readable medium storing a computer program

ﬁ

comprising executable software code portions configured for,

F

when run 1n a memory of a smartcard, executing the method steps

ﬁ

according to any of claims 10 to 16.
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