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(57) ABSTRACT

In accordance with the present invention, a method and an
apparatus are provided wherein a device is disabled if the
device is located more then a predetermined distance away
from the owner. Accordingly, a lost or stolen device is
rendered unusable. The device has coupled thereto a receiver
or transceiver. A transmitter or transceiver is located sepa-
rately from the device. When the receiver and transmitter
can communicate, the device is usable, when the receiver
and transmitter cannot communicate, the receiver disables
the device, rendering the device unusable.
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SECURITY SYSTEM

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of pending patent
application Ser. No. 11/888,578 filed Aug. 1, 2007, which is
a continuation of Ser. No. 10/888,405 (now issued U.S. Pat.
No. 7,267,266), which claims the benefit of provisional
patent application Ser. No. 60/486,012 filed Jul. 10, 2003,
provisional patent application Ser. No. 60/486,043 filed Jul.
10, 2003 and provisional patent application Ser. No. 60/486,
042 filed Jul. 10, 2003, the disclosures of which are incor-
porated herein by reference.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH

[0002] Not Applicable

BACKGROUND OF THE INVENTION

[0003] Credit cards are well known and are commonly
used for purchasing items. A problem associated with credit
cards is that they may be easily lost or stolen. A lost or stolen
credit card may then be used to purchase items that the
rightful owner of the credit card does not intend. This leads
to millions of dollars of unauthorized purchases being
transacted every year, with the cost being paid by the credit
card company and/or the credit card owner.

[0004] Electronic devices such as cellular telephones, Per-
sonal Digital Assistants (PDAs) and laptop computers are
well known and are commonly used for all sorts of activities
by a large number of people. A problem associated with
these electronic devices is that they may be easily lost or
stolen. A lost or stolen cell phone can be used to make calls
and accumulate large phone bills. A lost PDA can result in
the loss of private or crucial personal and business infor-
mation. The loss of a laptop computer can result in confi-
dential data being disclosed.

SUMMARY OF THE INVENTION

[0005] In accordance with one embodiment of the present
invention, an apparatus is provided wherein a credit card is
disabled if the card is located more then a predetermined
distance away from the owner. Accordingly, a lost or stolen
credit card is rendered unusable. The card has coupled
thereto a receiver or transceiver. A transmitter or transceiver
is located separately from the card. When the receiver and
transmitter can communicate, the card is usable, when the
receiver and transmitter cannot communicate; the receiver
disables the card, rendering the card unusable.

[0006] In accordance with another embodiment of the
present invention, an apparatus is provided wherein an
electronic device is disabled if the device is located more
then a predetermined distance away from the owner. Accord-
ingly, a lost or stolen device is rendered unusable. The
device card has integrated therein a receiver or transceiver.
A transmitter or transceiver is located separately from the
device. When the receiver and transmitter can communicate,
the device card is usable, when the receiver and transmitter
cannot communicate; the receiver disables the device, ren-
dering the device unusable.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The foregoing features of this invention, as well as
the invention itself, may be more fully understood from the
following description of the drawings in which:

[0008] FIG. 1 comprises a block diagram showing the
apparatus of the present invention coupled to a card; and

[0009] FIG. 2 comprises a block diagram showing the
apparatus of the present invention coupled to a device.

DETAILED DESCRIPTION OF THE
INVENTION

[0010] A Radio Frequency Communications System
(RFCS) comprises two major components: a Radio Fre-
quency (RF) primary transceiver and a corresponding RF
secondary transceiver. The primary and secondary transceiv-
ers communicate via radio frequencies (RF). The primary
transceiver and secondary transceiver can communicate
without line-of-sight, through non-conducting material, at a
high rate, and over a distance of several feet. Additionally,
the size of a transceiver is very small (smaller than a postage
stamp) and the cost very low (less than 10 cents for a passive
transceiver).

[0011] The secondary transceiver comprises a small
microchip attached to an antenna. The secondary transceiver
may be active or passive. An active transceiver has its own
power source, such as a battery. A passive transceiver
receives power from the primary transceiver signal. A pas-
sive transceiver may have a range of about 30 feet, while an
active transceiver can have a range of up to 3000 feet. The
transceiver can be tuned to provide the desired range for the
application.

[0012] The primary transceiver interrogates one or more
secondary transceivers to determine if the secondary trans-
ceiver is within range of the primary transceiver, referred to
as “pinging” the secondary transceiver(s). If a secondary
transceiver responds to the ping, then the secondary trans-
ceiver is within the range of the primary transceiver. On the
other hand, if the secondary transceiver does not respond to
the ping, then the secondary receiver is out of range of the
primary transceiver. Optionally, a single primary transceiver
may be used with multiple secondary transceivers, which
each secondary transceiver having an individual identifica-
tion number (IN), such that a response to a ping includes the
ID number of the secondary transceiver and the primary
transceiver can detect which of the secondary transceivers
responded to the ping. Further, the primary transceiver may
send pings that include an ID number of a transceiver and
the transceiver will only respond to a ping that includes the
transceivers ID number.

[0013] Secondary transceivers receive power by harvest-
ing energy from the electromagnetic field of the primary
transceiver’s communication signal. Passive transceivers
both receive power and communicate within a narrow band
of radio frequencies specified by regulation agencies such as
the Federal Communications Commission (FCC). The cen-
ter of this band of frequencies is denoted as f. When
referring to RFCS operating at frequency f, it is implied that
this is the center of an operating band of frequencies.

[0014] Passive transceivers typically receive power
through inductive coupling or through far-field energy har-
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vesting. Inductive coupling uses the magnet field generated
by the primary transceiver to induce an electric current
through a coupling element, usually an antenna and a
capacitor. The current from coupling charges a capacitor that
provides voltage and power to the secondary transceiver.
Inductive coupling works in the near-field of the communi-
cation signal, which extends a %4m times a signal’s wave-
length from the source.

[0015] The operating voltage of an inductively coupled
secondary transceiver depends on the flux density at that
range from the primary transceiver. At a distance d, the
magnetic field emitted by a primary transceiver has
decreased to 1/d? its original strength. For a circularly coiled
reader antenna with radius R, the flux is maximized at
distance d when R approximately equals the square root of
2d. Thus, increasing R increases the range of optimal
communication.

[0016] Besides inductive coupling, passive transceivers
may be powered by collecting energy from the far field
which is the range outside /2r the wavelength of a signal. As
with inductive coupling, the power available to a transceiver
decreases proportional to the distance from the reader, in this
case, at a rate of 1/d*.

[0017] Most RFCS operate in the Industrial-Scientific-
Medical (ISM) bands which are available for low power
short range RFCS. In the United States, the most common
ISM bands used by RFCS are 13.56 MHz and 902-928 MHz.
Low frequency licenses are also available in the 9 kHz-135
kHz bands. Devices operating in each band are subject to
different power and bandwidth regulations. For example
RFCS operating in the 13.56 MHz band are limited to a
bandwidth of 14 kHz in the forward channel.

[0018] Referring to FIG. 1 a block diagram of a particular
embodiment of the apparatus of the present invention is
shown. An RFCS 1 is comprised of receiver or primary
transceiver 40 and a transmitter or secondary transceiver 50.
In order to provide security for a credit card 20, the primary
transceiver is either coupled to or integrated with a credit
card 20. While the description uses a credit card, it should
be understood that similar types of financial transaction
cards such as ATM cards, debit cards, gift cards and the like
are also within the scope of the present invention, therefore
the term credit card as used herein is understood to also
include these other types of financial transaction cards.

[0019] The credit card 20 includes a magnetic strip 30 that
contains coded information. The primary transceiver 40 is
coupled to the magnetic strip of credit card 20. In operation
the primary transceiver pings the secondary transceiver. If
the secondary transceiver is with in the range of the primary
transceiver 40, the secondary transceiver responds to the
ping with an answer. The answer is received by the primary
transceiver and the credit card is usable.

[0020] When the primary transceiver pings the secondary
transceiver and the secondary transceiver is out of range
then the primary transceiver does not receive a response and
the primary transceiver disables the magnetic strip, thus
rendering the card 20 unusable.

[0021] The secondary transceiver is located separately
from the primary transceiver such as being installed on a key
ring or in a wallet, purse, or other article that a person would
normally have with them when using their credit card. Thus,
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under normal circumstances, the primary transceiver (dis-
posed on the card or integrated with the card) is located
within the range of the secondary transceiver and the card
functions normally. However, of the card is lost or stolen,
chances are that the card will be located a distance away
from the secondary transceiver which is located on the
owners key ring or wallet or purse and as such, the primary
receiver would not receive an answer to a ping, and the
primary transceiver disables the magnetic strip, rendering
the card unusable.

[0022] The primary transceiver may include a timing
circuit such that the pings are made at regular intervals, such
as once an hour, once every four hours, once a day or any
desired time interval. This helps save battery life of the
primary transceiver.

[0023] In an alternate embodiment the secondary trans-
ceiver is located on or integrated with the card and is
coupled to the magnetic strip of credit card, while the
primary transceiver is located remotely from the card. In
operation the primary transceiver pings the secondary trans-
ceiver. If the secondary transceiver is with in the range of the
primary transceiver 40, the secondary transceiver detects the
ping and the credit card is usable.

[0024] When the primary transceiver pings the secondary
transceiver and the secondary transceiver is out of range
then the secondary transceiver (not having received a ping
for a predetermined amount of time) disables the magnetic
strip, thus rendering the card 20 unusable.

[0025] When the card is rendered unusable, preferably the
card is not permanently unusable, but can be made usable
again once the secondary transceiver is within range of the
primary transceiver. Optionally, the card can be made per-
manently unusable once the secondary transceiver is out of
range of the primary transceiver (e.g. by magnetically alter-
ing the information on the magnetic strip).

[0026] Referring now to FIG. 2, a block diagram of
another embodiment of the apparatus of the present inven-
tion is shown. An RFCS 100 is comprised of receiver or
primary transceiver 140 and a transmitter or secondary
transceiver 150. In order to provide security for a device
120, the primary transceiver is either coupled to or inte-
grated with the device 120.

[0027] The primary transceiver 140 is coupled to the
device such that the transceiver is utilized as part of a
power-up sequence or an activity sequence. In operation,
during power-up or an activity the primary transceiver pings
the secondary transceiver. If the secondary transceiver is
with in the range of the primary transceiver 140, the sec-
ondary transceiver responds to the ping with an answer. The
answer is received by the primary transceiver and the
activity or power-up sequence continues.

[0028] When the primary transceiver pings the secondary
transceiver and the secondary transceiver is out of range
then the primary transceiver does not receive a response and
the primary transceiver prevents execution of the power-up
sequence or activity, thus rendering the device 120 unusable.
In the case where the device is a cellular telephone, the
activity may be sending a call, typically performed by
entering a telephone number and pushing a “SEND” button
on the phone. The pushing of the “SEND” button in this
instance results in the primary transceiver sending a ping to
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the secondary transceiver and if a response is received, the
“SEND operation is allowed to complete and the call is
initiated. However, if there is no response received by the
primary transceiver, then the “SEND” operation terminates
without the call being dialed, rendering the phone unusable
for outgoing calls. A similar situation occurs when the
“SEND” button is used to answer a ringing phone. Before
the call is answered, the primary transceiver sends a ping to
the secondary transceiver and if a response is received, the
“SEND” operation is allowed to complete and the call is
answered. However if there is no response received by the
primary transceiver, then the “SEND” operation terminates
without the call being answered, rendering the phone unus-
able to receive incoming calls.

[0029] The secondary transceiver is located separately
from the primary transceiver such as being installed on a key
ring or in a wallet, purse, or other article that a person would
normally have with them when using their credit card. Thus,
under normal circumstances, the primary transceiver (dis-
posed within the device) is located within the range of the
secondary transceiver and the device functions normally.
However, of the device is lost or stolen, chances are that the
device will be located a distance away from the secondary
transceiver which is located on the owners key ring or wallet
or purse and as such, the primary receiver would not receive
an answer to a ping, and the primary transceiver disables the
execution of a power-up sequence or activity, rendering the
device unusable.

[0030] When the device is rendered unusable, preferably
the device is not permanently unusable, but can be made
usable again once the secondary transceiver is within range
of the primary transceiver. Optionally, the device can be
made permanently unusable once the secondary transceiver
is out of range of the primary transceiver.

[0031] Having described preferred embodiments of the
invention it will now become apparent to those of ordinary
skill in the art that other embodiments incorporating these
concepts may be used. Additionally, the software included as
part of the invention may be embodied in a computer
program product that includes a computer useable medium.
For example, such a computer usable medium can include a
readable memory device, such as a hard drive device, a
CD-ROM, a DVD-ROM, or a computer diskette, having
computer readable program code segments stored thereon.
The computer readable medium can also include a commu-
nications link, either optical, wired, or wireless, having
program code segments carried thereon as digital or analog
signals. Accordingly, it is submitted that that the invention
should not be limited to the described embodiments but
rather should be limited only by the spirit and scope of the
appended claims.

What is claimed is:
1. A security device for an electronic apparatus compris-
ing:

a primary transceiver coupled to the electronic apparatus;
and

a secondary transceiver wherein said primary transceiver
has a transmit range defining an area within which said
primary transceiver can communicate with said sec-
ondary transceiver and wherein said primary trans-
ceiver of said financial transaction card attempts to
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communicate with said secondary transceiver by said
primary transceiver sending a first communication to
said secondary transceiver which is received by said
secondary receiver and wherein said secondary trans-
ceiver responds to said first communication by sending
a first response to said first communication to said
primary transceiver and wherein upon said primary
transceiver receiving said response, said primary trans-
ceiver enables at least one function of the electronic
apparatus and wherein when said primary transceiver
of said financial transaction card cannot communicate
with said secondary transceiver because said secondary
transceiver is outside of said transmit range of said
primary transceiver said electronic apparatus has at
least one function disabled.

2. The security device of claim 1 wherein said electronic
apparatus is selected from the group consisting of a cellular
telephone, a Personal Digital Assistants (PDA) and a laptop
computer.

3. The security device of claim 1 wherein said function is
selected from the group consisting of enabling the electronic
device to power up, enabling the electronic device to place
a call, enabling the electronic device to connect to a network,
and enabling the electronic device to access stored informa-
tion.

4. The security device of claim 1 wherein said primary
transceiver comprises an active transceiver.

5. The security device of claim 1 wherein said primary
transceiver comprises a passive transceiver.

6. The security device of claim 1 wherein said secondary
transceiver comprises an active transceiver.

7. The security device of claim 1 wherein said secondary
transceiver comprises a passive transceiver.

8. The security device of claim 1 wherein said first
communication comprises a ping.

9. The security device of claim 8 wherein said response to
first communication comprises a response to said ping.

10. A security method for an electronic apparatus com-
prising:

providing a primary transceiver coupled to the electronic
apparatus; and

providing a secondary transceiver wherein said primary
transceiver has a transmit range defining an area within
which said primary transceiver can communicate with
said secondary transceiver and wherein said primary
transceiver of said electronic apparatus attempts to
communicate with said secondary transceiver by said
primary transceiver sending a first communication to
said secondary transceiver which is received by said
secondary receiver and wherein said secondary trans-
ceiver responds to said first communication by sending
a first response to said first communication to said
primary transceiver and wherein upon said primary
transceiver receiving said response, said primary trans-
ceiver enables said electronic apparatus to function and
wherein when said primary transceiver of said of said
electronic apparatus cannot communicate with said
secondary transceiver because said secondary trans-
ceiver is outside of said transmit range of said primary
transceiver said electronic apparatus is disabled from
performing a function.
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11. The method of claim 10 wherein said electronic
apparatus is selected from the group consisting of a cellular
telephone, a Personal Digital Assistants (PDA) and a laptop
computer.

12. The method of claim 10 said function is selected from
the group consisting of enabling the electronic device to
power up, enabling the electronic device to place a call,
enabling the electronic device to connect to a network,
enabling the electronic device to access stored information.

13. The method of claim 10 wherein said primary trans-
ceiver comprises an active transceiver.
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14. The method of claim 10 wherein said primary trans-
ceiver comprises a passive transceiver.

15. The method of claim 10 wherein said secondary
transceiver comprises an active transceiver.

16. The method of claim 10 wherein said secondary
transceiver comprises a passive transceiver.

17. The method of claim 10 wherein said first communi-
cation comprises a ping.

18. The method of claim 17 wherein said response to first
communication comprises a response to said ping.
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