Office de la Proprieté Canadian

CA 2256672 C 2006/06/20

Intellectuelle Intellectual Property
du Canada Office (11)(21) 2 256 672
Findustrie Canada Industry Canada 12 BREVET CANADIEN
CANADIAN PATENT
13) C
(86) Date de déepdt PCT/PCT Filing Date: 1997/04/21 (51) ClLInt./Int.Cl. GO6K 9/62 (2006.01),
(87) Date publication PCT/PCT Publication Date: 1997/12/18 GO6K 9/00(2006.01)
- . (72) Inventeur/Inventor:
(45) Date de délivrance/lssue Date: 2006/06/20 BRADY. MARK J. US
(85) Entréee phase nationale/National Entry: 1998/11/24 L
(73) Proprietaire/Owner:
(86) N demande PCT/PCT Application No.: US 1997/006583 MINNESOTA MINING AND MANUFACTURING
(87) N° publication PCT/PCT Publication No.: 1997/048067 COMPANY, US
(30) Priorité/Priority: 1996/06/11 (US08/664,215) (74) Agent: SMART & BIGGAR

(54) Titre : RECONNAISSANCE BIOMETRIQUE PAR RESEAU NEURONAL DE CLASSIFICATION

(54) Title: BIOMETRIC RECOGNITION USING A CLASSIFICATION NEURAL NETWOR

/2

(57) Abréegée/Abstract:

K

70

76

A biometric recognition system Involves two phases: creation of a master pattern set of authorized users biometric indicia and
authentication using a classification neural network. To create the master pattern set, an image of an authorized biometric user's

Indicia Is divided into a plurality of regions of interest or "features”. The system determines wt
identification purposes. Master patterns are then created from these master features, th

ich features are the most useful for
us creating a master set. During

authentication, a sample pattern set of a user to be authenticated is similarly created. A neu

-al network Is used to compare the

sample pattern set with the master pattern set to determine whether the user should be authenticated.

C an adg http:vopic.ge.ca - Ottawa-Hull K1A 0C9 - atp.//cipo.ge.ca

OPIC - CIPO 191

B

.

'

e
ok [ [ f
RO . e s
. M "c'-'-.n:‘-:{\: .«me . m s
.
.

A7 /7]
o~

OPIC




CA

PCT

02256672 1998-11-24

WORLD INTELLECTUAL PROPERTY ORGANIZATION
International Bureau

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

| (51) International Patent Classification 6. ' (11) International Publication Number:
|

GO6K 9/00 Al

L

(21) International Application Number:
I (22) International Filing Date:

(30) Priority Data:

08/664,215 11 June 1996 (11.06.96)

(71) Applicant: MINNESOTA MINING AND MANUFACTUR-
ING COMPANY [US/US]; 3M Center, P.O. Box 33427,

Saint Paul, MN 55133-3427 (US).

(72) Inventor: BRADY, Mark, J.; P.O. Box 33427, Saint Paul, MN

55133-3427 (US).

‘ (74)

PCT/US97/06583

21 April 1997 (21.04.97)

US‘

Agents: BARTINGALE, Kari, H. et al.. Minnesota Mining

and Manufacturing Company, Office of Intellectual Property
Counsel, P.O. Box 33427, Saint Paul, MN 55133-3427 (US).

(43) International Publication Date:

TG).

Published

(54) Title: BIOMETRIC RECOGNITION USING A CLASSIFICATION NEURAL NETWORK

(§7) Abstract

A biometric recognition system involves two phases: cre-
ation of a master pattern set of authorized users biometric indicia
and authentication using a classification neural network. To cre-
ate the master pattern set, an image of an authorized biometric
user’s indicia is divided into a plurality of regions of interest or
"features”. The system determines which features are the most
useful for identification purposes. Master patterns are then cre-
ated from these master features, thus creating a master set. During
authentication, a sample pattern set of a user to be authenticated is
similarly created. A neural network is used to compare the sam-
ple pattem set with the master pattern set to determine whether
the user should be authenticated.
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BIOMETRIC RECOGNITION USING A CLASSIFICATION
NEURAL NETWORK '

' Field of the Invention
The present invention generally relates to the field of image matching. More

particularly, it relates to biometric, personal authentication systems that authenticate

identities of individuals.

Backg. round of the Invention ‘
Although the present invention can be applied generally in the field of image

matching, the invention has pan:icuiar utility in the area of personal identification.
Identification of an individual or verifying whether an individual is the person he

claims to be is a common problem faced by individuals, businesses, and

governments. While sophisticated personal identification is often used for security

in sensitive government and commercial installations, matching for personal
identification has potential application wherever a person’s identity needs to be
identified or verified, such as in the control of access to physical locations, such as
airports, industrial locations and in the home. It also has potential application in the
control of access to computing and data management equipment and in banking or
commercial transactions. '

Methods for identification of an individual often include reliance upon
knowledge of restricted information, such as a password, possession of a restricted
article, such as a passkey, or physical appearance, such as matt:hing a reference
photo. Biometric indicia have also been used for personal identification.

Biometrics is the study of biological phenomena, and in the area of personal
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identification, some chosen characteristic of a person is used to identify or verify
that person’s identity. Biometric 1dentification is particularly useful because certain
personal characteristics are substantially unique to each person and are difficult to
reproduce by an impostor. Further, the recording and analysis of biometric data can
be automated, thereby allowing use of computer controlled electronics and digital
recording techniques.

The use of biometric indicia for identification purposes requires that a
particular biometric factor is substantially unique for each individual, that it is
readily measured and that it 1s invariant over the time period during which the
person may be tested for identification. Further, the biometric indicia should be
difficult to duplicate by an impostor in order to secure against erroneous
identification. The biometric indicia may be biologically determined or it may be
some characteristic that 1s learned or acquired, such as handwriting or voice
patterns.

Some of the biometric characteristics most investigated today for use in a
personal identification system include fingerprints, hand or palm prints, retina scans,
signatures and voice patterns. Hand or palm print techniques typically evaluate the
shape of a person’s hand or other significant features such as creases in the palm,
but these techniques may be fooled by templates or models of the hand of an
authorized person. Retina scanning techniques evaluate the pattern of blood vessels
in a person’s retina. A drawback of this technique is that the blood vessel pattern
may vary over time, such as when alcohol is in the blood stream or during irregular
use of glasses or contact lenses. Also, a user may feel uneasy about having his or
her eye illuminated for retina scanning or the possibility of eye contamination if
there 1s contact between the eye and the scanning apparatus. Signatures may be
easily forged and must usually be evaluated by a human operator, although research
has been done on automated systems that evaluate the dynamics of a person’s
handwriting, such as the speed and the force of hand movement and pauses in
writing. Using voice patterns-as the identifying characteristic encounters difficulties

owing to the wide variations in a person’s voice over time, the presence of
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background noise during an evaluation and the potential for an impostor to fool the
system with a recording of the voice of an authorized person.

Although many biologically determined indicia have been used over the
years, such as the human eye, facial features, bone structure, fingernail pattern and
creases in the palm or fingers of the hand, fingerprints have been the most
commonly used biometric characteristic for personal identification. The technology
of personal identification through fingerprint analysis has long been used in law
enforcement. This long term experience with fingerprint analysis has developed a
large amount of information about fingerprints and has confirmed the uniqueness of
a person's fingerprints. Historically, in law enforcement, fingerprints have been
recorded by inking the fingerprint and making a print on a card for storage.
Particularly for applications outside of law enforcement, less burdensome and
intrusive recording methods needed to be developed.

Various electro-mechanical systems for recording and matching a live
fingerprint with a stored representation of the fingerprint of the authorized person
have been developed. In one type of system, an image of the live fingerprint pattern
1s read and optically compared with a master fingerprint that was stored on film.
Difficulties arise in this system in aligning the live and the master fingerprint
patterns, leading to the use of complicated devices to secure the user’s finger in
exact alignment with the recording device or to rotate and translate the live pattern
with respect to the stored pattern to perform the registration. Further, because this
type of system relies on a precise one-to-one sizing of the live and stored fingerprint
patterns, errors in matching can occur where the live fingerprint pattern is deformed
even slightly, such as when the finger is swollen or is pressed hard against the
reading surface.

In another type ot fingerprint matching system, the live fingerprint is read
and the image 1s compared with a hologram of the fingerprint of the authorized
person. This system requires the storage of a library of holograms at the testing
location for each authorized person in the system and the use of a specialized light

source and a complicated optics system.



CA 02256672 1998-11-24

WO 97/48067 PCT/US97/06583

10

15

20

25

4.

The trend in automatic fingerprint matching 1s toward the increased use of
electronics and computer control of the matching process, while minimizing the
reliance on moving mechanical parts and complicated optics systems. In such a
system, the live fingerprint typically is scanned and digitally recorded as a binary
image of the fingerprint pattern. Characteristic features of the fingerprint pattern,
such as ridge endings, points of ridge bifurcation and the core of a whorl, each
defining a feature of the fingerprint pattern, are found in the binary fingerprint
image. The binary fingerprint image 1s compared with a stored master pattern that
has been derived previously from a fingerprint of the authorized person in order to
determine whether there 1s a match. Many systems that attempt to identify features
in the fingerprint pattern such as forks or ridge endings must make decisions of
matching early in the comparison process. If any errors are made early in the
decision making process, such errors propagate through the remainder of the
decision making process, thereby increasing the chance of error. Also, many
systems have preconceived notions of what features should be recognized in the
fingerprint image. For example, based on human studies of the fingerprint, certain
categories of fingerprints have been identified and features in fingerprints named.
Identifying such predetermined features and phenomena has been integral in most
fingerprint identification systems.

In the simplest of fingerprint matching systems, the teatures of both the live
and the master fingerprints are compared and a correlation function is applied to the
comparison. A significant disadvantage of this type of system i1s that the user’s
finger typically is required to be in exact alignment with the image recording device
so that the coordinate system of the binary image derived from the live fingerprint
pattern 1s in the same orientation and position as the coordinate system on which
the master fingerprint pattern. Further, as human skin is elastic, how the skin of the
finger interacts with the platen of the image recording device also can change the
recorded live fingerprint. For example, elastic deformations or distortions of the

recorded fingerprint due to the elastic nature of skin may be recorded, or o1l on the
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skin may cause the platen to record wider ridges. Such

P

variables often defeat the accuracy of systems that relay on

correlation functions.

Summary of the Invention

A biometric recognition system 1nvolves two

phases: creation of a master pattern set of authorized users

biometric i1ndicia and authentication using a classification

neural network. To create the master pattern set, an 1mage

of an authorized biometric user's i1ndicia 1s divided into a
plurality of regions of interest or "features". The system
determines which features are the most useful for

identification purposes. Master patterns are then created

from these master features, thus creatling a master pattern

ph—

set. During authentication, a sample pattern set of a user

to be authenticated is similarly created. A neural network
1s used to compare the sample pattern set with the master
pattern set to determlne whether the user should be

authenticated.

The 1nvention may be summarized according to one

aspect as a biometric recognition system for authenticating

pbiometric indicia of a user, the system comprising: data

storage means for storing a plurality of master pattern

]

sets, each master pattern set corresponding one of a

plurality of authorized users, each of the master pattern

F

sets being composed of patterns each comprising p of the n

most unique features and their relative orientations in a

biometric pattern i1mage, such that each master pattern set

1s made up of n!/(p!(n-p)!) patterns; vector generation

means for producing a comparison vector representing the

F

level of similarity between a master pattern set and the
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biometric indicia; and a neural network for producing

classification deslignators based on the comparison vector,

wherein the classification designators are indicative of
whether the user's biometric indicia should be
authenticated; wherein the vector generation means
comprises: identification means for identifying sample

P
fp—

features in the biometric indicia that best match each of

the master features; pattern generation means for generating

sample orlentation data based on the sample features that

pbest match each of the master features; and means for
comparing the master orientation data and the sample
orientation data to produce comparison orientation data;
whereln the comparison vector 1s based on the comparison
orientation data and is also based on the similarity of the
master features and their corresponding sample features; and
wherein the n most unique feature are determined using the

following equation:

> (R

- -

U(R)= pyagd 1) — —_ |IeS
S

> (=) [Z(1-7)

¥

where S 1s the set of all m-by-m features 1n an i1mage, with
the exception of R, which is a reference feature; R;; is an
(1, J)th pixel gray level in feature R; I;y is an (i,3)th

pixel gray level in I; and R and I are mean gray levels

within the respective features.

According to another aspect the invention provides

a method for generating a master pattern set of a biometric

indicia of a user, comprising the steps of: (a) acquiring an

image of the biometric indicia to produce a biometric

pattern image, wherein the blometrlic pattern image includes
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a plurality of features; (b) comparing each feature in the
biometric pattern image with all other features in the
biometric pattern image; (c) assigning a uniqueness value to
each feature i1n the biometric pattern image based on the
results of comparing step (b); (d) choosing, based on the
unigueness values, from the features in the biometric

pattern i1mage a plurality of master features; (e) defining

master patterns based on the master features; (f) storing

the master patterns and master features as the master

pattern set, wherein each of the master pattern sets is
composed of patterns each comprising p of the n most unique
regions of i1interest and their relative orientations, such
that each master pattern set is made up of n!/(p! (n-p)!)
patterns; whereiln assigning step (c) uses the following

equation:

Z(Ry 1,~1)
U(R) = max{ | -
) (R JEE(Iy 1)

where S 1s the set of all m-by-m features in an image, with

PEN

the exception of R, which is a reference feature; Rjj is an
(1,J)th pixel gray level in feature R; Ijy is an (i,3)th
pixel gray level in I, and R and I are mean gray levels

within the respective features.

Brief Description of the Drawings

The present invention will be more fully described
with reference to the accompanying drawings wherein like

reference numerals i1dentify corresponding components, and:

Figure 1 is a block diagram of a system for

biometric recognition according to the present invention;
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Figure 2a and 2b are a front perspective view and

a top view, respectively, of an input/output and fingerprint

recordation device;

Figure 3 is a flow diagram of a method for

5 enrolling a user's biometric feature and storing 1t to

memory as a master pattern;

p—
p—

Figure 4 shows a region of interest having a

feature from a fingerprint pattern therein;

Figure 5 is used to explaln rotation of a

10 fingerprint pattern;

Figure 6 is a flow diagram of a method for

selecting the n most unique regions of interest;
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Figure 7 1s used to show two ways a three feature pattern may be defined,;
Figure 8 1s used to show how a four feature pattern may be defined;

Figure 9 1s a flow diagram of a method for authenticating a user’s biometric

feature;

Figure 10 1s an example of a frequency density function used to define a

threshold; and

Figure 11 shows another example of a frequency density function.

Detailed Description of a Preferred Embodiment

In the following detailed description of the preferred embodiment, reference
1s made to the accompanying drawings which form a part hereof, in which 1s shown
by way of illustration a specific embodiment of which the invention may be
practiced. It 1s to be understood that other embodiments may be utilized and
structural changes may be made without departing from the scope of the present
invention.

The biometric recognition system of the present invention can be broken
down into two phases. The first phase is creation of a set of master patterns, called
the master pattern set, of an authorized user’s biometric indicia. In the second
phase, authentication, an 1mage of the biometric indicia of a user to be
authenticated, 1s obtained. Authentication requires a match between the user’s
presented live biometric pattern and a recorded master pattern set. In the following
detailed description of a preferred embodiment, a biometric recognition system for
recognizing fingerprints will be described. However, those skilled in the art will
readily recognize that with insubstantial changes, the embodiment described herein
may be used to recognize other biometric indicia, such as facial features, pore prints
or eye features.

Figure 1 shows a block diagram of an embodiment of a fingerprint
recognition system 10. Fingerprint recordation device acquires an image of the
user’s fingerprint. In conjunction with the acquired fingerprint image, information

associated with the fingerprint image, such as the user’s name and other data may
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be entered using input/output device 14 and stbred to memory 18. A suitable
fingerprint recordation device 12 must accept a user’s thumb or finger, preferably in
a generally prgdetemlined orientation, and image the fingerprint. For example, an
image array of the fingerprint pattern may be a 512x512 pixel three color image
having an int;ger number defining intensity with a definition range for each color of
0-255, a gray scale image having values for pixels between 0-255 or may be a
binary image, each pixel defined with a single bit. If image information is not in
digitized form, a video image preprocessor module, such as an analog-to-digital
converter 15, will digitize the image information. '

Many systems for recording fingerprints are well known in the art. For
example, Figure 2a and 2b show a semi-frontal view and a top plan view of a
counter-mounted embodiment of the fingerprint recordation device 1_2 of the
fingerprint recognition system 10 having an input/output device 14. Fingerprint
recordation portion 12 has a thumb or finger positioning cavity 32, preferably with
an indented platen, for receiving the thumb or finger comfortably and in a generally
predetermined orientation. Finger positioning cavity 32 extends into the interior of
the instrument providing access to detector window 30. The location and
configuration of cavity 32 allows positioning of either the left or right hand of the
individual seeking authentication. The configuration shown in Figure 2a is only one
of many that would allow for positioning of the hands to adequately acquire a
fingerprint pattern. For example, detector window 30 could simply be a flat
window integral in a counter or on a wall with placement guidelines thereon to
ensure generally acceptable orientation.

Fingerprint recordation device 12 images an individual’s fingerprint with a
CCD camera when the individual places a thumb or finger on detector-window 30.
Many cameras suitable for use are commercially available, such as Model FC-11
Fingerprint Capture Station, from Digital Biometrics, of Minnetonka MN. When
the Digital Biometrics camera is used, then frame grabber IP-8 Image Processing

Board commercially available from Matrox Electronic Systems, LTD, of Dorual,

Quebec, Canada is also used. Alternatively, for frame grabbing, information
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processing and display, Model GPB1 from Sharp Electronics, Irvine CA, could be
used in conjuction with Fingerprint Imager DFR-90 from Identicator, of San Bruno,
CA which is a direct fingerprint reader with a CCD camera therein and which

outputs a standard RS-170 video signal.

Creation of Master Pattern Set

To create a master pattern set of an authorized user’s fingerprint, processor
16 processes the digitized fingerprint image information according to the flow
diagram illustrated in Figure 3. So that the acquired fingerprint image can be
analyzed in detail, each fingerprint image acquired at block 51 1s divided into a
plurality of regions of interest.

In a preferred embodiment, the regions of interest are overlapping, although
the regions of interest may also be adjacent to each other. Each region of interest
thus contains the information regarding a certain portion of the total fingerprint
image. For purposes of the present invention, the regions of interest are referred to
as “features”. It shall be understood therefore, that the terms “feature” and
“regions of interest” may be used interchangeably for purposes of the present
mvention. However, for clarity and ease of understanding, the term “feature” shall
be used throughout the detailed description.

The feature size 1s defined at block 52. To determine the feature size, elastic
deformations and distortions of the fingerprint pattern due to the elasticity of skin
which can potentially cause recognition of an unauthorized user or failure to
recognize the authorized user must be considered. With respect to elasticity, the
feature size must be defined such that a ridge in the fingerprint pattern will not
move into a gap in the pattern. Figure 4 shows feature 70 of a fingerprint pattern
having ridges 72 and gaps 74 between ridges 72. In the present invention, the size
of feature 70 is selected such that ndge 72 will not deform due to elasticity into an
area where gap 74 should be present. If feature 70 is too large, a smaller number of
pixels will represent the width of ridges 72 and gaps 74, thereby allowing a

deformation of ridge 72 onto a gap 74. Further, the size of the feature 1s selected
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such that the elasticity of skin will not deform to a point where a ridge can stretch

outside the boundaries of the feature.

To ensure that ridges 72 do not deform into areas were gaps 74 should be
present, the maximum deformation measured in number of pixels must be
significantly less than the number of pixels from the center of a ridge to the center
of an adjacent gap measured across a diagonal of the feature. Referring to Figure 4,
distance D represents the distance between the center of ridge 72 and gap 74 across

diagonal 76. Thus, the feature size 1s chosen such that the maximum deformation

measured in number of pixels will be significantly less than distance D. The size of

a feature i number of pixels will vary, depending on the hardware chosen to
implement the system, particularly with respect to the magnification of the optics.
In a typical hardware implementation, where the resolution of the entire image is
256 x 256 pixels, a preferred feature size will have the dimensions of between 20-25
pixels square. Such a feature will typically contain approximately three to four
ridges therein.

Another factor that can be considered when determining feature size is the
possibility of rotation when the fingerprint is presented. If the user rotates when
presenting the fingerprint, rigdes of the fingerprint pattern may rotate into areas
where gaps should be present, thereby causing problems with subsequent matching.
In Figure 5, angle 0 1s defined by where the edges of ridge 72 intersect the
boundaries of the feature 70. As mentioned above, the hardware, based on
ergonomics, can control how the user presents the fingerprint on the platen. Even
with this control, however, the recorded fingerprint image will inevitably contain

some amount of rotation. The size of feature 70 is preferably chosen such that

angle O 1s significantly more than the angle that a user typically rotates. The smaller

the feature size, the less problem with rotation.

Referring again to Figure 3, after a feature size has been determined at block
52, the n most unmque features within the fingerprint image are identified at block
54. The system of the present invention identifies a predetermined number of

unique features in the fingerprint. The features are preferably local as opposed to
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global structures. These “unique” features are then arranged with respect to each
other in patterns, the pattern defining a global structure. These patterns are what is
stored as the master pattern set.

The features that are selected as being unique enough to characterize the
fingerprint pattern could be selected in a number of different manners. For
example, the processor could compare features that originated from the same
fingerprint pattern using a correlation function to determine the uniqueness of a
feature with respect to other features within the same fingerprint. Alternatively, the
processor could compare features with respect to features from a plurality of
fingerprints, thereby determining the probability of a feature existing in any
fingerprint.

A preferred method of determining the n most unique features within a
single fingerprint is shown in Figure 6. At block 80, a feature 1s selected for
determination of the feature’s uniqueness within the fingerprint from which 1t was
taken. At blocks 82 and 84, the selected feature is compared with all other features
in the image. From this comparison, each feature is assigned a uniqueness value at
block 85. The feature comparison at block 82 preferably requires both uniqueness
with respect to other features in the fingerprint and variance within the candidate
feature. Uniqueness of a feature is the inverse of good correlation using a
correlation function. A more unique feature will have a poor match or fit with other
features in the same fingerprint. Variance within a feature requires that there is
variance among the pixel values within the feature. For example, a feature having
all black pixels or all gray pixels has little or no variance. Variance within a feature
is desirable, as it can eliminate some features that have low correlation values but
are not unique features.

In the preferred embodiment of the present invention, the system uses

Equation 1 to determine the uniqueness, U, of each feature, R, within the image.
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S

In Equation 1, S 1s the set of all m-by-m features in the image, with the

exception of R, which is the reference feature. R;; is the (i, j)th pixel gray level in

feature R. Similarly, I;; is the (i, j)th pixel gray level in I. R and / are the mean
gray levels within the respective features. The metric shown in Equation 1 requires
both uniqueness of the feature within the image as well as variance within the
feature.

After a uniqueness value has been determined for each feature, the system
selects the n most unique features at block 88. The features with the n highest
uniqueness values can be, but are not necessarily chosen when selecting the n most
unique features. For example, in embodiments where the features overlap to a high
degree, such as spaced by one pixel, several overlapping features which contain a
very unique part of the fingerprint will have a high uniqueness value. In such a
case, 1t 1s preferable to choose the feature with the highest uniqueness value in an
area. After a feature has been selected, features occupying some area around the
selected feature could be eliminated as candidates to be chosen as a unique feature.
In another example, when selecting the n most unique features, the image may be
analyzed 1n increments, such as in steps of one-third or one-half a feature, thereby
ensuring that two selected features will overlap by at most one-third or one-half a
feature size, respectively. Yet another embodiment can compare uniqueness values
in an area and choose the feature with the maximum uniqueness value to represent
that area.

The number of features chosen, n, may vary depending on a number of
factors. The number of features chosen, n, must be a large enough number such
that the system 1s not too dependent on a particular individual feature when

matching the live fingerprint pattern with the stored master pattern. If a pattern is
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too dependent on a single feature and not enough other features are used to define
the pattern, then if a user presents a live fingerprint pattern with the feature
translated off the image, then 1t can affect the accuracy of the match. On the other
hand, if too many features are chosen to define a pattern, then many features that
are chosen might not provide significant data, because they are not that unique.
When too many features are chosen, it further requires additional computation time
from processor 16, which 1s undesirable if the additional features do not provide
significant information. In a preferred embodiment, between four and twelve
features are chosen to define a pattern. The number chosen depends on a number
of factors, such as the speed of the processor or the resolution of the camera.
Referring again to Figure 3, after the n most unique features are chosen,
patterns based on these n features are determined at block 56. In the preferred
emboldiment, a “pattern” is defined as a collection of p features along with
orientation data describing the location relationship between those features, as will
later be described. If n features are selected as the number ot unique features that
can define a fingerprint pattern, and p features in each pattern, then there are

73

————— possible patterns.
pi(n-p)

Figures 7 and 8 are used to describe how the system takes the chosen
features to define patterns at block 56. If six unique features are chosen (n=6) and

three features are used to define each pattern (p=3), then twenty patterns, based on

the different potential combination of  the S1X features,
6! \
number of patterns = —————— = 20| will define the master pattern set.
3 !(6 - 3) | y

Figure 7 shows how each pattern may be defined. A pattern 1s defined by a
plurality of features and orientation data describing the location relationship of the
features. A preferred format for defining a pattern is as a collection of p features
along with the line lengths between each pair of features and the slopes of these
lines. Pattern 100 1s defined by three features (p=3) P,, 102, P,, 104, and P;, 106,

each defined by pixel location pairs (1, j). One of the three features 1s designated as
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the reference feature. In Figure 7, feature P, 102 is designated as the reference
feature. To define the pattern, the line length between the reference feature and the
other two features is determined. In Figure 7, length 1, 108 1s the length between P,
102 and P, 104 and length I, 110 1s the length between P, 102 and P; 106. Pattern
100 is also defined by the slopes of lines 108 and 110, which are calculated by the
angle of the lines relative to an arbitrary, predetermined reference. In Figure 7,
slopes o; and o define the orientation of lines 108 and 110, respectively, with
respect to a predetermined reference, such as a horizontal or vertical reference line.
Thus, the reference feature, the line lengths between features and the line lengths’
slopes can define the pattern. As will later be described, authentication will require
that a live fingerprint pattern has both features that match the selected master
features and that the features are oriented in the same pattern as the master pattern.

One desirable property of a pattern is rotational invariance, meaning that if
the Itve fingerprint 1s rotated with respect to the orientation of the master pattern
image, the system can still match two similar patterns. Although the embodiment
shown 1n Figure 7 1s not rotationally invarnant, it 1s rotationally tolerant because
applying a correlation function still results in a high value for matching features as
long as the rotation 1s sigmficantly less than the angle 0, as defined in Figure 5. One
method of compensating for rotated live fingerprint patterns is storing patterns
rotated in small increments, such as one degree or ftve degree increments, such that
the most a user could reahstically present a rotated live fingerprint pattern, based on
the hardware, would be covered by the stored rotated patterns. In another
embodiment, the pattern may be defined by three lengths rather than two lengths
and two angles. For example, in Figure 7, 1n addition to |, and 1,, a third line length
112, the length between P, and P;, could define pattern 100. Defining pattern 100
in such a manner ensures that pattern 100 1s rotationally invariant.

Figure 8 shows how patterns may be defined if four features (p=4) are used
to define each pattern. Pattern 120 has four teatures, P,, P,, P; and P, defined by
regions of interest 122, 124, 126 and 128, respectively. Each feature is defined by

pixel location parrs (1, j), with feature P, designated as the reference feature. With

e 2 I AN 1 A AL Y PR AIRASIALLM v A vl
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four features, three line lengths |;, l,, and 13, representing the lengths between P, and

P,, P, and P; and P, and Ps, respectively, and three angles o;, o, and os,
corresponding with line lengths Iy, |, and I3, define patterns 120. The length/angle
format for storing patterns is preferred over other formats, such as length only, as it
1s easier to generalize with an arbitrarily large number of features in a pattern. It
shall be understood however, that other means of representing orientation could be
used without departing from the scope of the present invention. The format for
storing the pattern preferably is not performed by storing pixel pair locations, as any
translation of the live fingerprint would destroy any possible matching of all four
feature locations. Expected locations of pixel pair locations, however, may be
stored by the system for subsequent searching to expedite the matching process.
Also, 1t 1s preferable to exclude features near the border of the image, as such
features could be lost if the user translated the feature off the image acquiring
device.

Referring again to Figure 3, after the patterns are defined for a master
pattern set, they are stored in memory at block 58. Thus, the system does not store
the actual fingerprint image; rather, the patterns determined at block 56 and the
features therein are stored as the master pattern set. For example, in an
embodiment with six features and three features per pattern, pointers to the six
features and the twenty patterns are stored in memory. After block 58, the user is
registered with the system.

[t shall be noted that the above-described system allows the system itself to
determine which features, or regions, of the fingerprint image are the most unique.
These most unique features contain the most useful identifying information and are
therefore the most useful for creation of the master pattern set. By allowing the
system of the present invention to determine which features are most unique or
useful, the present system i1s more reliable than existing “minutae-based” systems
which are restricted to certain predefined fingerprint features such as forks, dead
ends, whorls, etc. In these types of systems, the features found and used by the

system may not actually be the best identifying features. These 1nitial feature
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decistons are then propagated through the system, resulting in a higher degree of
false 1dentifications or false rejects. By allowing the system of the present invention
to decide for itself which features are the most unique, the system maintains the

advantages of minutae based systems while increasing the reliability of the final

result.

Authentication

The second phase of the present invention provides authentication of a
user's biometric indicia. This requires that the system find a match between a
presented live biometric indicia and one of the recorded master pattern sets of an
authorized user. As mentioned above, the present invention will be described
wherein the biometric indicia is a fingerprint.

Figure 9 shows a flow diagram of a preferred method of authenticating a
presented live fingerprint with a recorded master pattern image stored in the format
described above. When providing authentication of a user’s fingerprint, the system
preferably receives user identification information at block 150. This identification
information can be, for example, a personal identification number (PIN), an id card
or any other type of identification information. When the user id number is
received, processor 16 retrieves the master pattern set corresponding to that user id
information. Requiring the user to enter a PIN number is preferred, as it expedites
the authentication process by providing information such as expected locations of
features. In another embodiment, the system could check each master pattern set
stored in the system until a match is found, in which case the user would be
authenticated, or, if no match is found, the user would not be authenticated.

At block 152, the system acquires an image of the user to be authenticated
biometric indica, herein referred to as the sample image. At blocks 156, 158 and
160, processor 16 1dentifies the feature in the sample image that best matches each
feature in the master pattern set. For example, in an embodiment where six features
are used to define the master pattern set, the best match will be determined for each

of the six features. At block 158, a feature from the master pattern set is compared
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with some or all of the features from the sample image. The features in the sample
image with which the master feature is compared may be overlapping regions,
spaced by only one pixel, or may be spaced in increments of a plurality of pixels. In
an embodiment ‘where an expected location is provided, the master feature can be
compared with features within a subimage surrounding the expected location, such

as a 40-by-40 or 80-by-80 pixel subimage. In another embodiment, the features can

be taken from the entire image.
To determine the similarity of the master feature and the sample feature, any
of a number of well known functions may be employed. In the preferred

embodiment, the following standard correlation expression issued:

(R,, R)1;-1)

2o {50 )

where S is the set of all m-by-m features in the image or subimage. R is a feature

—-—lIeS

from the master pattern image and i1s compared with each candidate feature, I, from

the sample image. R is the (i, j)th pixel gray level in master feature R. Simularly, I;;

is the (i, j)th pixel gray level in sample feature I. R and I are the mean gray levels
within the respective features. Each ‘sample feature, I, is in the search region S
which is centered over the expected location of the feature. The expected location
is the coordinate values of R in embodiments where an expected location is used.

After finding the features in the sample image which best match each feature

in the master pattern set, this set of matched sample features are used to generate a
set of corresponding sample patterns at block 162. The master pattern set and the
sample pattern set are then compared at block 164. The simplest method of pattern
comparison is subtracting the line lengths and angles from the corresponding
patterns from one another and using the correlation values, producing pattern

difference vectors. For example, in an embodiment where each pattern consisted of
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three features, such a comparison would yield a seven dimensional difference

function that defines the pattern difference:

Pattern difference = (3 correlation values, 2 Al values, 2 Aa values).

The Al values are the difference in the corresponding line lengths and the Aa values

are the difference in the corresponding siope values. Alternatively, Al could be

calculated as the ratio of l; and |, rather than the difference, and a similar calculation
could be used for Aa. The correlation values were determined in block 158 when
the system searched for the sample features which best matched the master features. '

In such a pattern difference, better matching fingerprint patterns will have larger

correlation values, indicating that features are similar, and small Al and Aa values,

“indicating that the patterns are similar.

Each pattern difference vector generated at block 165 is then transmitted
from processor 16 to neural network 20 to perform classification at block 166.
Classification neural network 20, shown in Figure 1, is trained on a set of pattern
difference vectors, some which are known to match and some which are known not
to match. Neural network 20 classifies each of the received patterns as matching or
not matching, producing classification designators indicating the classification and
transmits the information back to processor 16. A preferred classification neural

network 1s described in commonly-assigned U.S. Patent No. 6,167,390 to Brady et al.,
entitled "Facet Classification Neural Network".

After processor 16 receives the classification designators from neural

network 20, processor 16 determines whether the sample pattern image matches the

‘master pattern image. At block 168 of Figure 9, processor 16 sums the number of

classification designators indicating that patterns matched. This sum may be
cbmpared with a threshold value, 6, and if the number of matching patterns exceed
the threshold value, processor 16 determines that the fingerprints match.

Rather than using a threshold value, processor 16 could set the threshold

based on frequency density functions. Figure 10 shows an example of frequency



CA 02256672 1998-11-24

WO 97/48067 PCT/US97/06583

10

15

20

25

18-

density functions 180 and 182 that processor 16 could use to set the threshold.
Frequency density function 180 represents invalid corhparisons while frequency
density function 182 represents valid comparisons. On the x-axis 1s the number of
matching patterns and on the y-axis is the number of comparisons. Frequency
density functions 180 and 182 are a pair of histograms based on examples, indicated
in Figure 10 by the discrete values at each number on the x-axis. A continuous

function can be fit to the discrete values, as shown in Figures 10 and 11. Threshold

value 0 1s located where frequency density function 180 and 182 intersect,
preferably where they are both at a minimum. The threshold value indicates the
minimum number of patterns that must match for processor 16 to judge a match.
Zero (0) matching patterns means that there 1s no match. In Figure 10, from one to
seven matching patterns are also deemed that there 1s no match, although there is
some error 1n the examples. When more than 0 patterns match, then processor 16
determines that the fingerprint patterns match and sends a match signal to
input/output device 14 at block 170.

Figure 11 shows another pair of histograms having crossover point 184
which do not intersect on the x-axis. In such a case, false authentications or false
rejections may occur. Depending upon the application, the threshold value may be
moved up or down the x-axis. For example, in a high secunty application where
false authentications are not acceptable, a higher threshold value would be used,
potentially causing some false rejects.

The present invention has now been described with reference to several
embodiments thereof. It will be apparent to those skilled in the art that many
changes or additions can be made in the embodiments described without departing
from the scope of the present invention. Thus, the scope of the present invention
should not be limited to the structures described in this apphication, but only by
structures described by the language of the claims and the equivalents of those

structures.
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CLAIMS:
1. A biometric recognition system for authenticating

biometric indicia of a user, the system comprising:

" d gl—
p—

data storage means for storing a plurality of

5 master pattern sets, each master pattern set correspondlng

one of a plurality of authorized users, each of the master

N

pattern sets being composed of patterns each comprising p of

the n most unigue features and thelr relative orientations

in a biometric pattern image, such that each master pattern

10 set is made up of n!/(p!(n-p)!) patterns;

vector generation means for producing a comparison
vector representing the level of similarity between a master

pattern set and the biometric indicia; and

a neural network for producing classification
15 designators based on the comparison vector, wherein the

classification designators are 1ndilicative of whether the

user's biometric indicia should be authenticated;

wherein the vector generation means comprises:

identification means for identifying sample

"

20 features in the biometric indicia that best match each o:

the master features;

pattern generation means for generating sample

orientation data based on the sample features that best

match each of the master features; and

25 means for comparing the master orientation data
and the sample orientation data to produce comparison

orientation data;

wherein the comparison vector 1s based on the

comparison orientation data and 1s also based on the
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similarity of the master features and their corresponding

sample features; and

wherein the n most unique feature are determined

using the following equation:

U(R) = max? 1 al eSS}
S

(07 [2(01)

g 1

LJ

\

where S is the set of all m-by-m features in an 1mage, with

the exception of R, which is a reference feature; R;; 1s an

(1, J)th pixel gray level in feature R; I;; 1s an (1,]J)th

pixel gray level in I; and R and | are mean gray levels

within the respective features.

2. The biometric recognition system according to

claim 1, wherein the identification means uses a correlation
function to determine the similarity of the master features

and their corresponding sample features; wherein

where S is the set of all m-by-m features 1n the i1mage or

subimage, R 1s a feature from the master pattern i1mage and

is compared with each candidate feature, I, from the sample

image; Rjy 1s the (1, J)th pixel gray level 1n master feature

R and I;y 1is the (1,3J)th pixel gray level in sample feature

and R and | are the mean gray levels within the respective

features.

3. The biometric recognition system according to

claim 1, whereln the master orientation data and the sample
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orientation data include line lengths between the master
features and between the sample features and slope data of

the line lengths.

4 . The biometric recognition system according to
claim 3, wherein the comparison orientation data is produced
by taking the difference between line lengths of the master

features and corresponding line lengths of the sample

features and between corresponding slope data of the

corresponding line lengths.

5. The biometric recognition system according to
claim 4, wherein the comparison orientation data is produced
by taking a ratio between line lengths of the master
features and corresponding line lengths of the sample
features and a difference between corresponding slope data

F

of the corresponding line lengths.

6. The biometric recognition system according to

claim 1, further comprising biometric pattern acquisition

means for acquiring an ilmage of the biometric indicia and

creating therefrom a sample image.

7. The biometric recognition system according to
claim 6, wherein the data storage means further stores data
relating to the biometric indicia, and wherein the data
includes expected locations of the master features in the

sample 1mage.

8. The biometric recognition system according to

claim 7, wherein the identification means searches the

expected locations of the sample image when identifying

sample features that best match each of the master features

using the equation of claim 1.
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9. The biometric recognition system according to

claim 1, wherein the vector generation means produces a

plurality of comparison vectors, the system further

comprising threshold means for receiving classification

5 designators from the neural network, summing the number of

classification designators indicating a match to produce a

sum and comparing the sum with a threshold value to output a

match signal when the sum exceeds the threshold value.

10. The biometric recognition system according to

10 claim 1, further comprising interface means for providing an

interface with the user.

1}

11. A method for generating a master pattern set of a

P

biometric indicia of a user, comprising the steps of:

(a) acqguiring an 1image of the biometric 1indicia to

15 produce a biometric pattern image, wherein the biometric

pattern image includes a plurality of features;

(b) comparing each feature 1n the biometric
pattern image with all other features 1n the biometric

pattern 1mage;

20 (c) assigning a uniqueness value to each feature

P

in the biometric pattern i1mage based on the results of

comparing step (b);

(d) choosing, based on the uniqueness values, from

P
p—

the features in the biometric pattern 1lmage a plurality of

25 master features;

(e) defining master patterns based on the master

features;

(f) storing the master patterns and master

features as the master pattern set, wherein each of the
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master pattern sets is composed of patterns each comprising
p of the n most unique regions of interest and their
relative orientations, such that each master pattern set 1is

made up of n!/(p! (n-p)!) patterns;

5 wherein assigning step (c) uses the following

equation:

U(R)= max{ | ] — JeS}
S

S(r- (50 7)

d +*

1,/

where S is the set of all m-by-m features 1n an 1mage, with
the exception of R, which is a reference feature; R;y 1s an
10 (i,3j)th pixel gray level in feature R; I;y 1s an (1,3)th

pixel gray level in I, and R and | are mean gray levels

within the respective features.

12. The method according to claim 11, wherein the
master patterns are defined based on the master features and

15 on orientation data describing location relationships

between the master features using the equation of claim 11,

and wherein the orientation data includes lline lengths

)

between the plurality of master features and slope data of

the line lengths.

20 13. A method for authenticating a biometric pattern of
a user, in which authorized biometric patterns are stored
and represented by corresponding master pattern sets
comprised of a plurality of master patterns based on a
plurality of master features 1n the corresponding biometric
25 pattern, using the system of any of claims 1-10 and the
method of any of claims 11-12.
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