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(57) ABSTRACT 

By performing initial user registration via an SSL-compliant 
browser in an information home electric appliance 100, user's 
private key, digital certificate, and member information are 
downloaded (b2) into the storage device in the information 
home electric appliance. At card use time, when the user 
selects products on a merchant's SSL-compliant server and 
issues a purchase instruction (c1), the user is identified locally 
in the information home electric appliance based on a per 
Sonal identification number. Subsequently, the information 
home electric appliance accesses an SSL-compliant settle 
ment server 220 (C4) and sends a digital certificate and mem 
ber information stored in the appliance. Then, mutual authen 
tication is performed between the user and the settlement 
server and, based on the member information, an authoriza 
tion gateway 241 authorizes the account settlement (c5). This 
allows even an information home electric appliance with a 
relatively small capacity memory device to conduct relatively 
secure transactions over the Internet using a credit card. 
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INFORMATION HOME ELECTRIC 
APPLIANCE 

0001. The present invention relates to an information ter 
minal device, and more particularly to an information home 
electric appliance, such as a cellular phone Suitable, for settle 
ment (payment) by an electronic credit card account for prod 
ucts, which are purchased with a credit card at virtual stores 
on a communication medium, using the information home 
electric appliance. 

BACKGROUND ART 

0002 Recently, the Internet has rapidly become popular 
even at home with electronic commerce being carried on over 
the Internet. For example, SET (Secure Electronic Transac 
tion) is known as a protocol for making a card account settle 
ment over the Internet. A card member (cardholder) installs a 
SET-dedicated application, called Wallet, into his or her own 
personal computer (PC), while a merchant that opens a virtual 
store installs a SET-dedicated application into the web server. 
The user browses the web pages of the sites of virtual stores 
with a browser, which is provided for browsing the World 
Wide Web (WWW), to select a product the user wants to 
purchase. This purchase instruction starts the Wallet on the 
personal computer to make a card account settlement with the 
settlement gateway (payment gateway). After that, the prod 
uct is sent from the merchant to the user. 
0003 For the details on the SET, see “USING SET for 
Secure Electronic Commerce' written by Grady N. Drew and 
translated by Takeaki Ota, Pearson Education Co. 
0004. On the other hand, while a personal computer has 
been used conventionally as a primary tool for accessing the 
Internet, a non-PC apparatus, such as a cellular phone (in 
cluding a PHS: Personal Handy phone System), television 
set, video game machine, word processor, and car navigator 
are used now for this purpose (Forsake of convenience, those 
information terminals are called information home electric 
appliances in this specification). Therefore, it is desired that 
electronic commerce be carried on easily and securely even 
on those information home electric appliances. 
0005. However, because user's ability to directly access 
data (files) stored in an internal storage device (for example, 
a hard disk device) of a standard personal computer requires 
Some special measures and, because a special security proto 
col is used, a SET-dedicated application must be large in size. 
For this reason, on an information home electric appliance, 
especially a cellular phone on which a large-capacity memory 
device cannot be included, there is a limit on the size of an 
installable application (program) and therefore it is difficult to 
install the application described above. 
0006. In view of the foregoing, it is an object of the present 
invention to allow even an information home electric appli 
ance with only a relatively small capacity storage device to 
conduct relatively secure transactions on the Internet with a 
credit card. 

DISCLOSURE OF THE INVENTION 

0007 Some WWW (World Wide Web) browsers comply 
with an encryption protocol, such as SSL (Secure Socket 
Layer), to securely communicate with a communication part 
ner. The SSL is described, for example, in “Full Description 
of Web Server Technology” written by Nancy J. Yeager, Rob 
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ert E. McGrath and translated by Yoshiko Enomoto, Nikkei B 
P. pp. 367-371. The present inventors have extended an exist 
ing browser, which is compliant with the encryption commu 
nication protocol, to provide a browser which is relatively 
Small but Supports electronic commerce, and an information 
home electric appliance that uses the browser. The browser, 
including a part corresponding to a SET application, may be 
installed even in an information home electric appliance. 
0008 Communication security (a message not being 
decoded even if intercepted or there being neither pretender 
nor message alterations) is vital to electronic commerce on 
the Internet. The present invention is now able to reduce the 
program installation size of the whole browser, including a 
part corresponding to a SET application, to at least /10 of the 
SET application by using an encryption protocol included in 
the browser, such as SSL, as programs for encryption, authen 
tication, etc. 
0009 Conveniently enough, unlike a personal computer, 
an information home electric appliance does not provide the 
user with a function to directly access data or files in the 
internal storage device, making it difficult to illegally obtain 
or alter internal data. Therefore, special measures, which 
would be required in a personal computer, need not be taken. 
0010. An information home electric appliance according 
to the present invention is an information home electric appli 
ance for use in an electronic account settlement of products 
purchased via a credit card at a virtual store on a communi 
cation medium, the information home electric appliancehav 
ing an Internet accessing capability, comprising: 
0011 storing means for storing a browser for browsing 
documents described in a markup language, the browser 
being compliant with an encryption communication protocol; 
and 

0012 input means for causing a user to input characters, 
0013 wherein the browser comprises: 
0014 for use in initial user registration for shopping at a 
virtual store by a card member who is a user of the informa 
tion home electric appliance, 
0015 a first function that allows the information home 
electric appliance to communicate with a card issuer's server, 
which is compliant with the encryption communication pro 
tocol, in response to an instruction from the user to input to the 
server a card number, personal information for identifying the 
card member, and password information for electronic 
account settlement decided by the card member; 
0016 a second function that receives, from the card issu 
er's server, information for authenticating the card member in 
accordance with the encryption communication protocol and 
personal information on the card member and stores the 
received information into a storage device in the information 
home electric appliance; 
0017 and, for use in purchasing products at the virtual 
Store, 
0018 a third function that allows the information home 
electric appliance to communicate with a site of the virtual 
store in response to an instruction from the user; 
0019 a fourth function that requests the user to input the 
password information for electronic account settlement and 
compares the entered password information with password 
information stored in the appliance to confirm that the user is 
the card member who requested the initial user registration 
via the information home electric appliance; 
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0020 a fifth function that sends order information to a 
server of the virtual store in response to an instruction from 
the user; 
0021 a sixth function that accesses a settlement server of 
the card issuer via the Internet in response to an instruction 
from the server of the virtual store that received the order 
information; and 
0022 a seventh function that authenticates the card mem 
ber with the settlement server using the information for 
authenticating the card member and then sends the personal 
information stored in the storage device to the settlement 
SeVe. 

0023 The present invention described above allows a rela 
tively secure transaction to be made via a credit card on a 
communication medium even with an information home elec 
tric appliance with a relatively small capacity storage device. 
0024. During initial user registration for shopping at Vir 
tual stores by a card member who is the user of the informa 
tion home electric appliance, the browser described above 
may have a function to cause the user to input password 
information for the card member assigned by the host com 
puter of the card issuer instead of the function to causing the 
user to input password information for electronic account 
settlement decided by the user. 
0025 Personal information on a card member received by 
the information home electric appliance from the server of the 
card issuer at least includes a card number and a card expira 
tion date. This card number need not be the card number 
entered by the user during initial registration but may be a new 
card number issued by the card issuer. 
0026. The browser may have a function to receive secret 
information from the server of the card issuer during the 
initial user registration and a function to receive the secret 
information and the password information in response to an 
instruction from the server before receiving information for 
authenticating the card member in accordance with the 
encryption communication protocol and personal informa 
tion on the card member from the server of the card issuer. 
0027. The browser may have an eighth function that down 
loads, via a communication medium, a computer program for 
executing the first to seventh functions instead of initially 
having the first to seventh functions. 
0028. In addition, the present invention may be imple 
mented as a computer program that performs the functions 
described above and as its recording medium. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0029 FIG. 1 is a block diagram showing the general con 
figuration of an electronic credit card account settlement sys 
tem according to the present invention and the flow of infor 
mation among the components; 
0030 FIG. 2 is a block diagram showing an example of the 
general configuration of the hardware of a cellular phone in 
the system shown in FIG. 1; 
0031 FIG.3 is a diagram showing the input operation of a 
user when an examination request is made in step a1 in FIG. 
1; 
0032 FIG. 4 is a diagram showing the input operation of a 
user when an examination result is confirmed in step b1 in 
FIG. 1: 
0033 FIG. 5 is a diagram showing the input operation of a 
user when a card is used in FIG. 1; 
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0034 FIG. 6 is a flowchart showing the processing proce 
dure for purchasing products via a cellular phone in the 
embodiment of the present invention; 
0035 FIG. 7 is a diagram showing an example of the 
configuration of a web browser extended for an account 
settlement function in the present invention; and 
0036 FIG. 8 is a diagram showing another example of the 
configuration of a web browser extended for the account 
settlement function in the present invention. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

0037. A preferred embodiment according to the present 
invention will be described in detail below with reference to 
the attached drawings. 
0038 FIG. 1 is a block diagram showing the general con 
figuration of an electronic credit card account settlement sys 
tem according to the present invention and the flow of infor 
mation among the components of the configuration. In this 
example, three stages are shown as the system use stages. 
That is, the first stage is an "(a) Initial user registration' stage 
in which a user, who is already a card member, must perform 
only once in the beginning for making an electronic credit 
card account settlement (hereafter simply referred to as a card 
settlement oran electronic settlement). The second stage is an 
“(b) Examination result confirmation' stage performed by the 
user following the initial registration. The user also performs 
this second stage only once in the beginning. The third stage 
is a "(c) Card use (product purchase) stage” in which the user 
actually purchases products at Virtual stores of merchants. 
This stage can be repeated. As will be described later, the 
second stage (b) may be regarded as a part of the first stage (a) 
Initial user registration. 
0039. In this embodiment, the user is assumed to use a 
cellular phone, which is used as an information home electric 
appliance with a capability to access the Internet, as an elec 
tronic settlement terminal. This cellular phone has the Inter 
net accessing capability, and its web browser Supports SSL 
(for example, 128 bits). However, note that the terminal used 
in the present invention is not limited to a cellular phone but 
that an information home electric appliance. Such as a televi 
sion set (including a so-called set-top box), a video game 
machine, a word processor, and a car navigator, may be used. 
0040. The following describes the contents of each stage 
in detail. In each stage, data communicated over the Internet 
is preferably encrypted using the SSL. 
0041 (a) Initial User Registration 
0042. In this stage, a card issuer examines the user if he or 
she is allowed to make an electronic settlement. In this 
embodiment, this initial user registration is performed for a 
card member who has already acquired a credit card from the 
card issuer. However, immediately before the initial user reg 
istration, a non-card-member user may perform the member 
enrollment procedure. 
0043. In response to an instruction from the user, a cellular 
phone 100 accesses a web server 200 (for example, the URL 
https://www.XXX-card.co.jp) of the card issuer via the Inter 
net. This web server 200 is an SSL-compliant server that 
supports the SSL. The server 200, with a storage unit 201 
containing web information (a form composed of text, image, 
and a combination of them) described in a markup language 
such as HTML, XML or the like sends the web information to 
the user's cellular phone 100 when the web site is accessed. In 
response to this web information, an SSL-compliant browser 
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installed in the user's cellular phone 100 interprets the web 
information and displays it on the screen. During the initial 
user registration for an electronic card settlement, the user 
receives a form, in which the user must fill in the required 
information, from the web server 200. This form has columns 
for specifying various types of user's personal information 
(member information) and a Personal Identification Number 
(PIN) decided by the user. This personal identification num 
ber is stored in the internal nonvolatile storage device (flash 
memory in this example). This personal identification num 
ber identifies the user and, other than such a personal identi 
fication number, any information Such as a fingerprint, iris, or 
Voiceprint, may be used as long as it identifies the user. In the 
present invention, information for identifying the user, 
including a personal identification number, is generally called 
password information. The cellular phone 100 sends the 
filled-in form, as well as an examination request, to the web 
server 200 (a1). The information that is sent is encrypted by a 
known SSL-based method before being sent. An example of 
personal information that is entered when an examination 
request is entered will be described later. In response to this 
information, the web server 200 sends Secret Information 
(SI) back to the cellular phone 100 (a2). 
0044. The web server 200 transfers the examination 
request to a host computer (hereinafter simply called a host) 
240 of the card issuer, for example, via the LAN (a3). In 
response to this request, the host 240 makes a judgment based 
on a predetermined condition (S.11) and sends the judgment 
result back to the web server 200 (S12, a4). The judgment 
result includes not only the information indicating the accep 
tance/rejection of user's electronic settlement but also, for a 
user who is accepted, the member information on the user. 
This member information is stored in a storage unit 202 in the 
web server 200. Although this member information corre 
sponds to the personal information entered by the user in step 
a1 before, the details and the format are not always the same. 
0045. The host computer 240 also requests a predeter 
mined Certification Authority (CA) 230 to issue the digital 
certificate of the user that will be used for user authentication 
(client authentication) and encryption (as). The certification 
authority 230 generates a pair of keys (public key and private 
key) used in the public key cryptosystem, as well as the digital 
certificate of the public key, for the user (S21). The digital 
certificate for the user is generated by the certification author 
ity 230 that digitally signs a message, which contains the user 
name (or identifier) and the public key of the user, to guaran 
tee the authenticity of the key. RSA is known as an example of 
the public key cryptosystem. The certification authority 230 
sends the private key and the digital certificate, which have 
been encrypted (for example, RSA PKCSH 12 format), to the 
web server 200 of the card issuer via a predetermined route 
(S22. a6). The web server 200 decrypts them and stores them 
in a storage unit 203 (that may be the same as the storage unit 
202 described above). This decryption is done assuming that 
the user's information home electric appliance has no decryp 
tion function when the information is sent to the user later. If 
the information home electric appliance has such a function, 
the web server 200 need not perform this decryption. 
0046 (b) Examination Result Confirmation 
0047. In this stage, the user who issued an examination 
request accesses the web server 200 again at a later date via 
the Internet to know the examination result. That is, in 
response to a user's instruction, the cellular phone 100 sends 
an examination result inquiry request (b1). Upon receiving 
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this request, the web server 200 requests the user to input the 
secret information (SI) received from the web server 200 at 
the examination request time and the personal identification 
number (PIN) entered by the user at the examination request 
time. Based on this personal identification number, the web 
server 200 checks if the user who made the examination result 
confirmation request is the person identical to the user who 
made the examination request and identifies the examination 
request based on the secret information. 
0048. The web server 200 that has received the examina 
tion result inquiry sends the examination result back to the 
user (b2). If the examination result is “OK”, the cellular 
phone 100 is allowed to download the member information of 
the user stored in the storage unit 202 and the private key, 
digital certificate, and member information stored in the Stor 
age unit 203 (b2). The downloaded information may be rec 
ognized as an electronic credit card. The cellular phone 100 
stores the downloaded information in its own storage device 
(for example, a flash memory 107 that will be described later) 
in a predetermined format. The user of the cellular phone 100 
is not given means for directly accessing or rewriting the 
stored information. The cellular phone 100 sends a confirma 
tion message to the web server 200 indicating that the infor 
mation has been correctly stored (b3). The cellular phone 100 
may store the downloaded information in the encrypted form, 
in the storage device. In response, the web server 200 deletes 
the member information from the server for security. 
0049 (C) Use of a Card (Product Purchase) 
0050. After stage (b), the user is able to visit the virtual 
store site of any merchant on the Internet, place an order for a 
product or the like, and make the electronic settlement of the 
purchase using the card. For example, when the cellular 
phone 100 (browser) accesses the site of merchant A in 
response to the user's instruction, an SSL-compliant web 
server 210 of merchant A sends the web information (home 
page information) from a storage unit 212, in which web 
information for purchasing products is stored, to the cellular 
phone 100. The browser of the cellular phone 100 displays its 
contents on the screen. The user selects from the screen a 
product to be purchased and issues an order instruction (c1). 
In response to this instruction, the web server 210 of merchant 
A adds an order number to each order and sends data, Such as 
the merchant ID and purchase amount, as well as an order 
acceptance message to the cellular phone 100 as the product 
purchase slip (c2). Instead of, or in addition to, this message, 
the confirmation mail (electronic mail) of the order may be 
sent to the cellular phone 100 of the user. The product pur 
chase slip including the order number is sent to an SSL 
compliant settlement server 220 over the Internet in step ca. 
later. 

0051. A settlement component 211 attached to the web 
server 210 of merchant A performs SSL-based mutual 
authentication with a settlement cartridge 221 attached to the 
settlement server 220 provided by the card issuer over the 
Internet and, after that, the settlement cartridge 221 obtains 
the order information (c3) described above. However, 
because the order information is sent also from the cellular 
phone 100, the order information need not always be sent 
from the web server 210 of merchant A to the settlement 
server 220. The settlement component is a software compo 
nent for making a settlement on the web server 210, while the 
settlement cartridge is a Software component for making a 
settlement on the settlement server 220. There is a difference 
in the names of those software components for reference 
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convenience only; there is no other special meaning. Mutual 
authentication refers to the authentication performed by two 
communication parties to authenticate that the other party is 
genuine. In this case, the web server 210 of merchant A 
authenticates that the settlement server 220 is a genuine 
settlement server and, at the same time, the settlement server 
220 authenticates that the web server 210 is the genuine web 
server of merchant A. Therefore, both merchant A and the 
settlement server 220 must have obtained their own digital 
certificates from the predetermined certification authority in 
advance. 

0052. In addition, the cellular phone 100 accesses the 
settlement server 220 either automatically (for example, 
according to the confirmation mail or to the instruction in the 
settlement server's link (URL) included in the product pur 
chase slip) or in response to an instruction from the user. If 
after SSL mutual authentication, the authentication result is 
good, the cellular phone encrypts the pre-stored member 
information and the product purchase slip information and 
sends them to the settlement server 220 (c4). During the 
mutual authentication between the cellular phone 100 (client) 
and the settlement server 220, the server sends its own digital 
certificate to the client in response to access from the client 
and, at the same time, the client sends its own digital certifi 
cate to the server. They use the known method to confirm each 
other that the other party is a genuine party. Although an 
SSL-compliant browser has conventionally performed server 
authentication in most cases, the browser also performs user 
authentication (client authentication) in the present invention. 
To do so, a pair of the private key and the public key in the 
public key cryptosystem is given also to the user as described 
above, and user authentication is performed using the digital 
certificate, which includes the user's public key, and the pri 
vate key. 
0053. If step c1 and step ca are performed in the same 
session, the confirmation mail described above is not always 
needed. 
0054 The settlement server 220 communicates with an 
authorization gateway 241 of the card issuer (or directly with 
the host computer 240) to decide whether the user is autho 
rized to settle the account (perform authorization) (c5). In this 
case, the member information, which has been sent from the 
cellular phone 100 to the settlement server 220 in advance, is 
used. For example, if the member information indicates that 
the credit card has expired, the settlement is rejected. The 
authorization checking result is reported to the cellular phone 
100 (c6). Although the settlement server 220 and the autho 
rization gateway 241 communicate each other over the Inter 
net, they may communicate via a leased line or a LAN 
because the communication is a one-to-one communication. 
0055. The settlement cartridge 221 of the settlement 
server 220 performs SSL mutual authentication with the 
settlement component 211 of the merchant A over the Internet 
and, then, performs final sales processing (c7). During this 
sales processing, the merchant charges the card issuer for the 
product whose settlement has been authorized. 
0056. In this way, electronic settlement is done in real 
time. When the settlement is completed, the product is deliv 
ered from the merchant A to the user. 
0057 Although it is assumed in this embodiment that the 

first stage and the second stage are performed in separate 
communication sessions with an interval of time between 
them, the first stage and the second stage may be thought of as 
one stage if they can be performed in one communication 
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session. In that case, the secret information acceptance step 
(a2) and the examination result inquiry step (b1) are not 
necessary. 
0.058 FIG. 2 shows an example of the general hardware 
configuration of the cellular phone 100. In the configuration 
shown in FIG. 2, a central processing unit (CPU) 101 controls 
the cellular phone 100 in its entirety. Connected to the CPU 
101 are a ROM 105, a flash memory 107, a RAM 108, a flat 
display 122, keys 131, and a communication controller 133. 
0059. The ROM 105 is a read-only nonvolatile memory in 
which computer programs to be executed by the CPU 101 and 
necessary data are stored. The programs include a browser 
whose function has been extended by the present invention. 
0060. The flash memory 107 is a re-writable nonvolatile 
memory in which downloaded data or programs are stored in 
a non-volatile basis. This memory need not be a flash memory 
as long as it is storage means that attain the intended object. 
0061 The RAM 108 provides temporary storage areas, 
work areas, and areas for storing various types of data 
required by the CPU 101 for program execution. 
0062. The flat display 122 is a device on which various 
types of information on this cellular phone are displayed for 
the user. 

0063. The communication controller 133 is a voice and 
data communication control unit connected to an antenna 135 
via an RF unit 134 and connected also to a microphone 136 
and a speaker 137. 
0064. The means and operation of the cellular phone 
according to the present invention are implemented primarily 
by the execution of the programs, stored in the ROM 105 (or 
flash memory 107), by the CPU 101. 
0065. In FIG.1, more detailed configuration (for example, 
display memory, display controller, or input/output control 
ler, and so on) is omitted. 
0.066 FIG. 7 shows an example of the configuration of a 
web browser 40 whose function has been extended for a 
settlement (payment) function. The browser 40 is pre-stored 
in the ROM 105 shown in FIG. 2. The upgraded part of the 
browser or additional functions are stored in the flash memory 
107. 

0067. The browser 40 comprises a browser body 41 that 
browses documents coded in a markup language, an HTTP 
protocol processor 42 that transferS hypertext, and a transport 
protocol processor 43 that processes a transport protocol Such 
as TCP/IP. 

0068. The browser body 41 has major functions 411, 412, 
and 413, added as the special functions for use in the present 
invention. The function 411 is a processing function for PIN 
storage in step a1 in FIG. 1 and for obtaining, storing (down 
loading), and reading the private key, certificate, and member 
information in step b2. The function 412 is a processing 
function for executing the preprocessing of step c1; that is, the 
function receives the personal identification number (PIN) 
and confirms that the received number matches the correct 
number. The function 413 is a processing function for sending 
the member information to the settlement server 220 in step 
c4. 

0069. The transport protocol processor 43, which has an 
SSL protocol processor 431 including an encryption module, 
performs SSL authentication using the server authentication 
certificate obtained when the card is used, the downloaded 
and stored card member's authentication certificate, and the 
private key. 
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0070. In this way, by adding the functions necessary for 
the present invention to an existing web browser which Sup 
ports the encryption communication protocol (preferably, a 
web browser for use on a portable terminal), the program 
installation size can be minimized. 

0071 FIG. 8 shows another example of the configuration 
of the browser. In this example, instead of directly changing 
the browser body 41, a card settlement Java module 421, 
which performs a card settlement related processing module 
on a Java (trademark) virtual machine (VM) 431, is down 
loaded from a predetermined web site into the flash memory 
107 before the processing of the present invention is per 
formed. The card settlement Java module 421 performs, at a 
later time, the functions equivalent to those of the functions 
411, 412, and 413 shown in FIG. 7. The configuration shown 
in FIG.8 eliminates the need for the additional functions to be 
included into the body of the browser 40 in advance but allows 
the user to add the card settlement function as necessary. 
0072 Next, referring to FIG. 3, the user input operation at 
an examination request time in step a1 in FIG. 1 will be 
described. FIG. 3 (a), (b), and (c) show how the screen 301 of 
the display 122 of the cellular phone 100 changes during this 
operation. FIG.3(a) shows the menu screen displayed when 
the user accesses the home page of the card issuer. The user 
can press a key or select a displayed button to enter what he or 
she wants the cellular phone to do. A displayed button is 
selected by moving the focus to the button with an arrow key 
or the like and then pressing a special key Such as a confir 
mation key. To make an examination request, the user selects, 
for example, “2. e-CARD REGISTRATION” shown in the 
figure. This causes the web server 200 to provide a form, such 
as the one shown in FIG. 3(b), in which user's personal 
information is entered. The up/down double-headed arrow in 
FIG.3(b) indicates that, when all information cannot fit on the 
screen at a time, the image scrolls in the upward or downward 
direction automatically as the user enters information or in 
response to an instruction from the user. Alternatively, the 
screen may be designed such that the user is prompted to enter 
information one or more input items at a time that fit on the 
screen. Because the cellular phone is assumed as an informa 
tion home electric appliance in this example, Kana and alpha 
numeric/symbolic characters are assumed as input charac 
ters. Of course, for a cellular phone that has Kanji input 
function, Kanji characters may be accepted. Personal infor 
mation in this example includes the card number of the user's 
credit card, its expiration date, personal identification number 
(PIN), name, address, ZIP code, bank account number from 
which the payment through the credit card is made, and 
electronic mail address. The personal identification number 
is, for example, a user-specified numeric value with a prede 
termined number of digits. This personal identification num 
ber, which is used in the examination result confirmation 
stage and in the use stage, may be different from the password 
of the credit card. It is also possible that this personal identi 
fication number is decided by the card issuer after the exami 
nation request and that the decided personal identification 
number is sent to the user via mail or communication (for 
example, when step b2 is carried out). 
0073. Upon completion of the input of the personal infor 
mation on the screen in FIG.3(b), the message indicating that 
the registration procedure has completed, as well as the secret 
information (SI), is displayed as shown in FIG.3(c). The user 
writes down or memorizes this number for use in the exami 
nation result confirmation time described above. 
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0074 Next, referring to FIG. 4, the user input operation at 
the examination result confirmation time in step b1 in FIG. 1 
will be described. FIGS. 4(a), (b), and (c) show how the 
screen 301 of the display 122 of the cellular phone 100 
changes. When the user selects “3. CERTIFICATE DOWN 
LOADING” from the menu screen shown in FIG. 4(a), the 
user is prompted to enter the secret information and the per 
sonal identification number (PIN) as shown in (b) of the same 
figure. When both data units are entered and if they are 
authentic, the information Such as the certificate is down 
loaded and, as shown in (c) of the same figure, the message 
indicating that authentication registration has completed is 
displayed. 
(0075) Next, referring to FIG. 5, the input operation of the 
user at a use time (at a product purchase time) in steps c1 and 
c4 in FIG. 1 will be described. The flowchart in FIG. 6 is also 
referenced. FIGS. 5(a)-(d) show how the screen 301 of the 
display 122 of the cellular phone 100 changes during this 
operation. The screen in FIG. 5(a) shows the screen that is 
displayed after the user visits the virtual store site of a mer 
chant (S41 in FIG. 6) and selects desired products on the 
home page (S42, S43). When the user decides to purchase the 
products (S44), the screen changes to the one shown in FIG. 
5(b). On the screen shown in FIG. 5(b), the user is prompted 
to enter the personal identification number (PIN) (S45). The 
cellular phone 100 compares the entered personal identifica 
tion number with the personal identification number already 
stored internally (S46) and, if they match, finds that the user 
is the same user that made an examination request using the 
cellular phone before. If they do not match, the user is 
prompted to enter the personal identification number a pre 
determined number of times (S47) and, if they do not match 
within the predetermined number of times, an error message 
is displayed and the further execution of the purchase proce 
dure is rejected (S53). If they do not match successively a 
predetermined number of times, the electronic credit card 
information (downloaded information) in the flash memory 
may be discarded. 
0076. If a match is found in the personal identification 
number, the message indicating that the purchase procedure 
is completed is displayed as shown on the screen in FIG. 5(c) 
and, at the same time, access is made to the settlement server 
automatically (S48). Instead of automatically accessing the 
settlement server, URL link information may be included in 
the confirmation mail or the product purchase slip to wait for 
an instruction from the user to move to a linked-to address so 
that, upon receiving the instruction from the user, access may 
be made to the settlement server. 
0077. Then, mutual authentication is performed between 
the cellular phone 100 and the settlement server 220 (S49). In 
this case, the user's digital certificate is used as described 
above. If the mutual authentication is passable (S50), the 
cellular phone 100 automatically sends the member informa 
tion on the user to the settlement server (S51) in the SSL 
session with no concern to the user. This member information 
is sent to the authorization gateway 241 for use in authorizing 
the settlement. If the settlement is authorized, the confirma 
tion message Such as the one shown in FIG. 5(d) is displayed 
on the cellular phone (S52). 
0078 
follows: 

(1) The personal identification number (PIN) allows the cel 
lular phone to confirm that the current user is its authentic 
user. This prevents some other person from making an elec 

The features of the embodiment are summarized as 
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tronic settlement even when the cellular phone is stolen or 
lost. In addition, the personal identification number is 
checked locally on the cellular phone. Therefore, there is no 
danger that personal identification number is leaked during 
communication that is made when the user purchases prod 
ucts. Furthermore, as compared with making an inquiry about 
the personal identification number via communication, the 
time required to inquire about the personal identification 
number is reduced. Although the personal identification num 
ber is stored in the cellular phone, the user cannot directly 
access its internal storage device and therefore the possibility 
that the personal identification number is illegally read is 
decreased. 

(2) The use of SSL (for example, 128 bits) makes it possible 
to mutually authenticate the communication parties with the 
use of digital certificates and to encrypt communication mes 
sages. This prevents pretenders and communication message 
alterations and, as a result, makes electronic commerce 
secure. Another advantage with the use of the SSL-compliant 
browser is that the embodiment may be applied easily to an 
information home electric appliance with a small memory 
S17C. 

(3) Because, at the same time the information Such as the 
digital certificate is sent, the member information is sent from 
the card issuer to the cellular phone in a session in which the 
user is guaranteed to be a authentic card member with autho 
rization to make an electronic settlement, the member infor 
mation is secure. At the same time, the member information 
items required by the card issuer may be stored in the cellular 
phone in any required format. Therefore, the member infor 
mation is stored in the way the card issuer intends. For 
example, the card number or the expiration date included in 
the member information sent from the web server of the card 
issuer may be a second card number and/or expiration date for 
electronic settlement that is different from that recorded on 
the actual credit card owned by the user. In addition, the fact 
that the member information is stored in the way the card 
issuer intends is advantageous for data checking during 
authorization processing performed by the authorization 
gateway 241. Because the user cannot directly access the 
storage device in the cellular phone, it is less likely, as with the 
personal identification number described above, that the 
member information is legally read. In addition, the member 
information is sent automatically to the settlement server with 
no need for the user to input member information at use time 
and with no concern to the user. 

0079 Although some preferable embodiments of the 
present invention have been described above, it is to be under 
stood that various modifications and changes may be made 
within the scope of the claims. For example, although SSL is 
used as the encryption communication protocol, other similar 
encryption communication protocols, such as S-HTTP may 
also be used. 

0080) “Products” in the present invention include not only 
visible products but also invisible products such as software. 
A software product may be downloaded from the Internet 
after settlement. In addition, although initial user registration 
and product purchase over the Internet have been described, 
initial user registration and/or product purchase may be made 
via TV data broadcasting over a satellite or ground waves or 
via bi-directional data communication using other communi 
cation media such as a cable TV. For example, Screen data on 
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initial user registration may be delivered via broadcasting. 
URL data on a card issuer site may also be delivered via 
broadcasting. 

INDUSTRIAL APPLICABILITY 

I0081. The present invention may be applied to an infor 
mation home electric appliance Such as a cellular phone, TV 
set, video game machine, word processor, car navigator, etc. 
to the design and manufacturing of related computer pro 
grams, and relatively secure electronic commerce via credit 
cards over the Internet. 

1-7. (canceled) 
8. A recording medium storing therein a computer program 

that is executed in an information home electric appliance for 
use in an electronic account settlement of products purchased 
via a credit card at a virtual store on a communication 
medium, said information home electric appliance having an 
Internet accessing capability, said computer program com 
prising: 

for use in initial user registration for shopping at a virtual 
store by a card member who is a user of the information 
home electric appliance, a function that allows the infor 
mation home electric appliance to communicate with a 
card issuer's server, which is compliant with the encryp 
tion communication protocol, in response to an instruc 
tion from the user to input to the server a card number, 
personal information for identifying the card member, 
and password information for electronic account settle 
ment decided by the card member; 

a function that receives, from the card issuer's server, infor 
mation for authenticating the card member in accor 
dance with the encryption communication protocol and 
personal information on the card member and stores the 
received information into a storage device in said infor 
mation home electric appliance; 

and, for use in purchasing products at the virtual store, a 
function that allows the information home electric appli 
ance to communicate with a site of the virtual store in 
response to an instruction from the user; 

a function that requests the user to input said password 
information for electronic account settlement and com 
pares the entered password information with password 
information stored in said appliance to confirm that the 
user is the card member who requested the initial user 
registration via said information home electric appli 
ance, 

a function that sends order information to a server of the 
virtual store in response to an instruction from the user; 

a function that accesses a settlement server of said card 
issuer via the Internet in response to an instruction from 
the server of the virtual store that received the order 
information; and 

a function that authenticates the card member with the 
settlement server using the information for authenticat 
ing the card member and then sends the personal infor 
mation stored in the storage device to the settlement 
Sever. 

9. The recording medium according to claim 8, wherein the 
information for authenticating the card member includes a 
private key in a public key cryptosystem and a digital certifi 
cate of the card member sent from the card issuer's server and 
wherein said authentication of the card member with the 
settlement server is performed using the private key and the 
digital certificate of the card member. 
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10. The recording medium according to claim 8, further 
comprising a function that causes the user to input password 
information for the card member decided by a host computer 
of the card issuer instead of the function that causes the user 
to input the password information for electronic account 
settlement decided by the card member. 

11. The recording medium according to claim 8, further 
comprising: 

a function that receives secret information from the card 
issuer's server during the initial user registration; and 

a function that causes the user to input said secret informa 
tion and said password information in response to an 
instruction from the server before receiving from the 
card issuer's server the information for authenticating 
the card member in accordance with the encryption 
communication protocol and the personal information 
on the card member. 

12. A computer program that is executed in an information 
home electric appliance for use in an electronic account 
settlement of products purchased via a credit card at a virtual 
store on a communication medium, said information home 
electric appliance having an Internet accessing capability, 
said computer program comprising: 

for use in initial user registration for shopping at a virtual 
store by a card member who is a user of the information 
home electric appliance, a function that allows the infor 
mation home electric appliance to communicate with a 
card issuer's server, which is compliant with an encryp 
tion communication protocol, in response to an instruc 
tion from the user to input to the server a card number, 
personal information for identifying the card member, 
and password information for electronic account settle 
ment decided by the card member; 

a function that receives, from the card issuer's server, infor 
mation for authenticating the card member in accor 
dance with the encryption communication protocol and 
personal information on the card member and stores the 
received information into a storage device in said infor 
mation home electric appliance; 

and, for use in purchasing products at the virtual store, a 
function that allows the information home electric appli 
ance to communicate with a site of the virtual store in 
response to an instruction from the user; 
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a function that requests the user to input said password 
information for electronic account settlement and com 
pares the entered password information with password 
information stored in said appliance to confirm that the 
user is the card member who requested the initial user 
registration via said information home electric appli 
ance, 

a function that sends order information to a server of the 
virtual store in response to an instruction from the user; 

a function that accesses a settlement server of said card 
issuer via the Internet in response to an instruction from 
the server of the virtual store that received the order 
information; and 

a function that authenticates the card member with the 
settlement server using a private key and a digital cer 
tificate of the card member and then sends the personal 
information stored in the storage device to the settlement 
Sever. 

13. The computer program according to claim 12, wherein 
the information for authenticating the card member includes 
the private key in a public key cryptosystem and the digital 
certificate of the card member sent from the card issuer's 
server and wherein said authentication of the card member 
with the settlement server is performed using the private key 
and the digital certificate of the card member. 

14. The computer program according to claim 12, further 
comprising a function that causes the user to input password 
information for the card member decided by a host computer 
of the card issuer instead of the function that causes the user 
to input the password information for electronic account 
settlement decided by the card member. 

15. The computer program according to claim 12, further 
comprising: 

a function, for use in the initial user registration, that inputs 
said secret information and said password information 
in response to an instruction from the server before 
receiving from the card issuer's server the information 
for authenticating the card member in accordance with 
the encryption communication protocol and the per 
Sonal information on the card member. 

c c c c c 


