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Key Idea Beneficial to DNNs Having

Direct Convolutions

Large filter sizes, high input channel counts,
small stride sizes

DNN-Friendly SRAM Mgmt.

High output channel counts

Cryptographic Hardware

Large memory footprint sizes

Intra-Layer Pipelining

Balanced compute & encryption/decryption
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oo
Domain Name # Layers Input Size
AlexNet [35] 11 3x32x32
. . MobileNetV1 [25 29 Ix32x32
Image classification 0 o et %63]] 21 3X32x32
VGG-7[37] i1 3x32x32
Face recognition DeepID [69] 9 3x31x31
Fingerprint recognition FgptAuth [66] 11 1x128x128
Gaze tracking GAZEL [58] 10 1x64x64
Emotion recognition Smart Doll [11] 11 3x50x50
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good
Name Pager +Dérect +SRAM +Crypt +In.tmll_.a?fer
onv Mgmt Hw Pipelining
AlexNet [35] 1.00x 1.28x 2.81x 8.26x 9.92x
DeeplID [69] 1.00x 1.12x 7.93x 13.25x 13.80x
FegptAuth [66] 1.00x 2.98x 7.89x 15.54x 16.76x
GAZEL [58] 1.00x 8.68x 20.59x 26.21x 26.54
MobileNetV1 [25] 1.00x 1.5%9x 3.31x 53.90x 6.54x
Smart Doll [11] 1.00x 8.44x% 22.20x 30.58x 31.45x
Tiny Darknet [63] 1.00x 1.10x 4.11x 8.32x 9.35x
VGG-7 [37] 1.00x 3.59x 19.28x 25.26x 25.94x
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12:

else

end for

: procedure PIPELINEDCONVLAYER
3 F = [f/CrypBikSize] « CrypBlkSize

DccryprDa!a(crpru,Df,-l,t,,,Sf,-,,e,.tail. F)

Sgilter-tail +=F

forocin Doc do

if (Sfileer-tail = Sgilrer-head) == 0 then

F = [f/CrypBlkSize] » CrypBlkSize

30: end procedure

Doc: The first output channel for each intra-layer pipelining stage
CrypBlkSize: Cryptographic hardware invocation granularity

Df,-],“,.s,u,,c,: DRAM addresses for filters and output activations; CHW format
Siact: SRAM address for input activations; CHW format

Sf,-],g,s,‘,u,;,: In-SRAM circular queues for filters and output activations

f,0: # filters / # output activations of a bulk of output channels

F, O: # filters / # output activations to be

hic hard

q!

d to cryp

crypCtx: the cryptographic context for the convolutional layer

leftover = (Sf,vl,e,.tail - Sf,-,,t,,..head—fj

F=[(f +leftover) [CrypBlkSize]  CrypBlkSize
end if
DecryptData(crypCtx, Dfitrerlocl, Sgilter-tail, F)
Sfilter-tail = Sgijer-tail + F
DirectConv(Siact, Sfilter-head, Soact tail)
Sgilter-head = Sgijrer.head + f
Soact-tail = Space.tail + o
O = |(Soact -tail = Space-head) [CrypBlkSize ]  CrypBlkSize
EncryptData(crypCtx, Soact -head, Dpgct [oc], O)
Soact-head = Spqct.head + O

10

20

30

40

50



(24) JP 7621675 B2 2025.1.27

goood gooogd

_——_ _‘;,7),,*) o= 03#3:;32‘0‘7«1145 =) - ucxgldlurlsuo_)(.(mau:q
e ) UHERREREE ) (B) TR o«
L% i} -ug
A 2 I + .
on.z [ Guard1aNN7/ A4 L ] g i"'
FHET 7 =
TV = ay ﬂ;ﬁ;/\—wx @ I — 4 x
AL EEHEER H
i : [ y
oP-TEE OS | i [ % i
= ’ H i U
e [[ CRYPEEFT7/5 ) [DMAZEFS 1 1 LX{")'Vy‘j ]] el
3 L3 e
i 4 e
o (mEr—rw=7 o DT J(E 32 SRAM] g
( 5/t h7DRAM ) ﬁ
fE
b
i
o

§

+

=

g

;

+

§

2

o

3 | “a,

£ n> Y m

ot %, ¢

g PR

L{EA"222=>=>> DA

5 ——1 ", i

g j ‘/,?o {“.K

a; )&ﬁ. v 8

T DI

a 2

? ES —

g |:£ @, &

& re

o Y

g —._.—.—'—;—EE y,

&

Gle nw o v o

& -~ = o o

[s] B&na s
ooooao oooogao
- | 04 ms @16 032 @wE | _ | DAES-EcB mAaEs-cBC |
- @ s
% 1.0 Lo )
* =B =6
5 05 = 30 4
3 s g}
B 0.0 Lo AN
M ~ 128 192 256 = 128 192 256
FoY AR 2 Fo AR

(a) BEN—FKY27 (b) CPUR—ZMLibTomCrypt



(25) JP 7621675 B2 2025.1.27

gboooooooog

0o
(720000 00O

oo d

goob obooooo bobo bob oo

(720000 00O

oo ano

0000 000000 0000 000 00
(720000 OO0 O 0OO
0000 000000 0000 000 00

(720000 00O

o ogo

0000 000000 0000 000 00
(720000 00 00 O
0000 000000 000 0000 000 0000 000
0000 00 OO0

(56)0 000

O0000oo0ooooo0ooooooooo

Oo00oooooooooooooooo

00 ooo"ouoooUoooO0ooUooooooooooooooooooooooooT
000000 O000D0O0O0O000000oo0O000O0O0n0202200102100pp.1-8
Yunjie Deng et al.00 StrangBox: A GPU TEE on Arm EndpointsO CCS'22: Proceedings of the
2022 ACM SIGSAC Conference on Computer and Communications Securityd 20220 1100
70 O pp. 769-783

Meiyu Zhang et al.[0 SoftME: A Software-Based Memory Protection Approach for TEE Syste
m to Resist Physical AttacksO Security and Communication Networks[ Hindawi [0 O O O
01020190 010 O Volume 2019, Issue 1[0 (2024.10.29 0 0)J 0O OO0 0O O O O URL: htt
ps://onlinelibrary.wiley.com/doi/epdf/10.1155/2019/8690853

G8)LuopDoobDantClLoOnO)

oooo oOoood

gooo o0Ogood

oood ooog
oboobooooOooobOoobOoobooboOoboobooooobooooag
oob0o oooboooo

oo0O o000 boboobooob boobooo



	biblio-graphic-data
	claims
	description
	drawings
	overflow

