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METHOD AND APPARATUS FOR IMPROVED FINANCIAL INSTRUMENT
PROCESSING

RELATED APPLICATION

This application claims priority from Provisional Application Serial No.

60/170,031, filed December 10, 1999

FIELD OF THE INVENTION

This invention relates to transaction processing of financial instruments such as
credit cards, and more specifically to methods and apparatus for improving the security,

flexibility and privacy of such transactions.

BACKGROUND OF THE INVENTION

Since the inception of credit cards, limits have been set on their usage. Credit
card issuing institutions place limits on credit cards typically to reduce overuse thereof.
For example, credit cards generally have a credit limit set on them. Purchases made over
the credit limit will not be accepted by the credit card issuing institution. Similarly an
expiry date can be set on a credit card to limit its validity. With the widespread
deployment of networks to perform credit card processing, the use of terminal point-of-
sale devices to perform credit card authorizations has become common. Today, credit
card payments are first authorized and later charged after the goods are shipped.

Credit card issuing institutions offer flexibility to customers in establishing their
credit card parameters, such as the account to be charged and monthly spending limits.
For example, corporate credit cards offer the flexibility of charging payments made on a
secondary credit card to its primary (master) credit card account. Multiple secondary
credit cards can be issued on a primary credit card. Moreover, the owner of the primary
credit card can impose constraints on the usage of the secondary credit cards, such as
setting the monthly credit limit. The use of such cards is widespread in businesses and
families.

Customers can make credit card payments even if the credit card is not physically
presented to the merchant. Orders can be placed by telephone or mail, and payments can
be made using the credit card number, along with authentication information such as

expiration date, cardholder name as it appears on the card, billing address and in some
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cases CVV2 number. With the recent boom in online retailing, more customers use credit
cards in such “card-not-present” transactions.

However, credit card payments over the Internet are susceptible to risk of fraud.
For transactions where the customer physically presents the card at the point-of-sale, the
merchant can authenticate that the card belongs to the customer presenting the card (for
example, by comparing a signature to the signature on the card, by comparing the person
presenting the credit card to a photograph on the card, or by asking for additional
identification). But, for “card-not-present” transactions, the only way of authenticating is
by checking that the authentication information provided by the customer is correct.
Though this authentication mechanism is often acceptable, it’s by no means adequate. If
a malicious agent manages to acquire the card number and the authentication
information, then he can commit fraud very easily. The card number and authentication
information can very easily be obtained by breaking into the merchant databases. There
are known instances of such break-ins. The cardholder will not be able to detect this
fraud until he receives his monthly statement. Then the cardholder has to go through the
hassle of disputing the transaction.

In another malicious scenario, the merchant can overcharge the card. In a “card-
not-present” transaction, the customer has no control over the amount the merchant is
charging. A fraudulent merchant can very easily overcharge the card or even charge the
account twice (double charge).

In another scenario, if the customer gives his card for recurring payments such as
to pay an ISP, to pay for phone service, or to pay for newspaper or magazine
subscriptions, the service provider can charge the card on a periodic basis. If the
customer cancels the service there is a risk that the service provider’s billing systems are
not updated on time and the customer’s card is charged. In this instance the cardholder
has to recognize that it’s an unauthorized charge and dispute the transaction with either
the service provider or the issuing bank.

Many customers are uncomfortable making purchases online because of the
above and other reasons. Online shops may not succeed because of the reluctance of new
customers to buy online.

Credit card institutions have been promoting the use of credit cards by protecting
the customers from fraud. In the USA, for example, the liability in case of fraud is

limited to $50 if the customer reports the case of fraud properly. Although such
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protection improves credit card usage, the institutions need to bear the fraudulent charges
made or pass them on to the merchant. Customers, on the other hand, need to be aware of
the risk of fraudulent charging and must look at their monthly statements with care.

There have been many attempts to overcome the problem of credit card fraud for
“card-not-present” transactions.

One of the notable developments is the Secure Electronic Transaction (SET)
protocol created by well-known technology and credit card institutions. This protocol
was developed to address the security issues of “card-not-present” transactions
conducted over the Internet. It involves the card issuing bank, the customer and the
merchant and provides a detailed protocol for encryption of data and identification and
certification of various parties. It’s well published by the credit card institutions, but due
to the investment required by the merchants, adoption has been limited.

Another method being popularized by a number of credit card institutions are
smart cards. Smart cards are credit cards with an embedded chip which can hold
information about the cardholder. They implement different types of request-response
and encryption schemes to ensure security. U.S. Patent No. 5,317,636 (Vizcaino)
explains how a typical smart card system works. Smart cards require a special reading
device so that the information stored on the chip can be interpreted. This would mean
changes to the existing point-of-sale (POS) terminals, which could be very costly, and
can be of limited value for Internet or other card-not-present transactions.

Another method is to use a system such as DigiCash, U.S. Patent No. 5,712,913
(David Chaum), where the information is split between various parties, so that no one
database can be hacked to gain access to all the information required to commit fraud.

Various approaches have been developed to control the use of the card, thereby
making the card more secure. Japanese Patent No. Hei 6-282556 describes a system in
which a credit card number can be used only once and in which personal information and
use limits are recorded on the card. A special card-reading device reads the information
from the card and checks if the usage conditions permit the card to be used. The card
information will be transferred to the issuing institution only if the use conditions are
valid. This system would again require changes to the existing POS terminals.

Other approaches were developed to use proxy numbers instead of the actual
credit card to do online transactions for example, U.S. Patent No. 6,000,832, U.S. Patent

No. 5,833,816 (Franklin et al.). This system assumes creation of an electronic commerce
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card that is maintained for the customer at the bank. This online commerce card is
assigned a real customer account number at the bank. When the customer wants to
conduct an online transaction, the customer requests a transaction number from the bank.
This transaction number is given to the merchant. When the merchant presents the
number to the bank, the bank identifies that the number is a proxy for an online
commerce card and charges the transaction to the real account number. This number is
valid for only one transaction. This is a good system to control fraud, but a good number
of Internet purchases are shipped separately. In this case, the present system will deny
the second authorization because it relates to a separate transaction.

While security is a major concern in the use of credit cards, particularly on the
Internet, there are also other concerns with the current systems. One major concern is
privacy, credit card transactions by an individual being utilized by merchants and others
to build up a profile on the individual which is used for marketing and other purposes.
Privacy concerns are a factor limiting more extensive use of credit cards in connection
with E-commerce and thus in limiting the expansion of E-commerce.

Further, while existing credit cards offer some flexibility, as indicated above, in
use of credit cards, the flexibility and control afforded to a user in the use of credit card
accounts while maintaining security and privacy, is still fairly limited. Greater flexibility
is for example desirable in being able to control duration and credit/spending limits on a
card, merchants with whom the card can or cannot be used, number of uses, use velocity
and many other factors. Further, while credit card numbers are required for many types
of transactions, including most E-commerce transactions, credit cards are not readily
available in some parts of the world or to some individuals. A capability of being able to
conduct credit card-like transactions, which may be transparent to the merchant, from a
bank checking account, savings account, or other financial instrument is therefore also
highly desirable.

Finally, there is a huge investment in existing POS terminals and in existing
systems for processing credit card transactions. Therefore, any improvements required
to address the above security, privacy, flexibility and other concerns should require
minimum changes in existing terminals/systems both to minimize implementations, costs

and to facilitate rapid implementations.
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Therefore, a need exists for more secure, private and flexible methods of
processing transactions and payments based on existing credit card processing

infrastructure while requiring minimal changes thereto.

SUMMARY OF THE INVENTION

In accordance with the above, this invention provides a system and method for
facilitating access to financial instruments such as credit and debit card accounts,
checking accounts, bank accounts and the like. Secondary programmable account
numbers (SPANSs) are issued in response to verified customer requests, verification of a
customer request being provided for example by a verification module. Each SPAN is
associated with at least one customer financial instrument, and each span has usage
parameters assigned thereto. When a SPAN is presented to a party for payment, an
authorization module receives request for authorization from such party. Such module
may authenticate the SPAN verify that usage parameters for the SPAN have been
complied with, deny authorization if the SPAN is not authenticated or if usage
parameters for the SPAN are not complied with, and, if the SPAN is authenticated and
usage parameters are complied with, update usage parameters based on the authorization
request, update the associated customer primary account/financial instrument and send
an authorization output.

More specification, the invention provides a module for issuing secondary
programmable account numbers (SPANSs) to a customer, which module includes a
verification module which receives SPAN requests and verifies the validity of such
requests; a generating module operative in response to a verified SPAN request for
providing at least one SPAN, each SPAN being associated with at least one customer
primary account/financial instrument; a usage module assigning usage parameters to the
SPANS; and an issuing module which issues each SPAN to a customer specified party,
the issued SPAN being usable only within the assigned usage parameters. The invention
also includes a method for issuing SPANS to a customer which includes the customer
inputting a SPAN request to an issuing system; the system verifying at least one of the
customer and the request; the system providing at least one SPAN in response to a
verified SPAN request, each SPAN being associated with a selected customer primary
account/financial instrument; the system assigning usage parameters to the SPANs; and

the system issuing each SPAN to a customer specified party, the issued SPAN being
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usable by such party only within the assigned usage parameters. Either the module or
method may include a memory storing preferred usage parameters for the customer,
which preferred usage parameters are used as default usage parameters for each SPAN
for the customer. Each SPAN request may also include at least one usage parameter, the
at least one usage parameter of the request being assigned to the corresponding SPAN in
lieu of the corresponding preferred usage parameter. Where no preferred usage
parameters are provided, the usage parameters included with the SPAN request are
utilized as assigned usage parameters. Usage parameters can include, but not are not
limited to, at least two of SPAN duration, SPAN face value, SPAN credit limit,
permitted merchants, excluded merchants, value velocity, use velocity, period of use, and
number of uses for the SPAN. A mechanism may be provided for altering at least one of
the usage parameters after the SPAN has issued in response to a request from the
customer and/or the party to whom the SPAN is issued.

At least selected SPANs may be issued to a third-party designated by the
customer. The customer may also have a plurality of primary accounts or other financial
instruments, a mechanism being provided for selecting the financial instrument with
which each SPAN is associated. For some embodiments, the financial instrument
selected for each generated SPAN is the same as the instrument selected for the
previously generated SPAN unless the customer otherwise indicates, for example in the
SPAN request. The financial instrument selected for a SPAN can also be changed by the
customer after the SPAN has issued.

For some embodiments, a plurality of acceptable SPANSs are generated and
stored. When a SPAN request is received, at least one SPAN is then provided from the
stored acceptable SPANs. A magstripe writing device may also be provided, the writing
device recording a SPAN to be issued on a magstripe of a suitable token. A plurality of
SPANs may also be provided and issued as for example a book to which the usage
parameters are assigned. At least one usage parameter may be assigned to each book,
each SPAN in the book being usable so long as the cumulative use of the SPANSs for the
book do not exceed any usage parameter assigned to the book. However, usage
parameters may be assigned to each SPAN of the book in addition to the usage
parameters assigned to the book.

A SPAN may be usable to access funds from a customer selected financial

instrument, for example a customer checking account. A SPAN assigned to a check and
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may be usable as a check also as a credit card number. Where financial networks having
given protocols utilize the module and method of this invention, a bridge may be
included permitting use of SPANs across such financial networks.

One usage parameter may be SPAN duration, a SPAN normally remaining viable
for its assigned duration. A customer may be provided with the ability after a SPAN is
issued to change its assigned duration. Time durations for SPANs may be set in
relatively small time intervals, for example time intervals not exceeding days. The
system may also detect the issuance of an excessive number of SPANs to a customer
during a given time interval and/or an unusual pattern of SPANs request for a customer,
and the system may at least terminate the issuing of new SPANs for the customer in
response to such detection.

The invention may also include an authorization module which receives request
for authorization from a party to whom a SPAN, issued as indicated above, has been
presented for payment, the module authenticating the SPAN, verifying that usage
parameters for the SPAN have been complied with, denying authorization if it cannot
authenticate the SPAN or if usage parameters for the SPAN are not complied with and, if
the SPAN is authenticated and usage parameters met, updating usage parameters based
on the authorization request, updating the associated customer financial instrument and
sending an authentication output. Similarly, the invention includes a method for
authenticating requests for authorization from a party to whom a SPAN, issued as
described above, is presented for payment, which method includes: authenticating the
SPAN, verifying that usage parameters for the SPAN have been complied with, denying
authorization of the SPAN is not authenticated or if usage parameters for the SPAN are
not complied with, and, if this SPAN is authenticated and usage parameters are complied
with, (1) updating usage parameters based on the authorization request, (ii) updating the
associated customer primary account, and (iii) sending an authorization output.

Either the authorization module or method may involve the person authorized to
use a SPAN having a token which facilitates identification of the person from a remote
site, the authorization module or system receiving information from the token and
utilizing such information to verify that the party is authorized to use the SPAN for the
received request. The token may be a dongle, a card with a magstripe or a device
generating a time varying value which is substantially unique to an individual at each

time interval. For some embodiments, once a SPAN is presented for payment to a given
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party, the authorization module permits such SPAN to be used thereafter only for
payments to such party. A usage parameter may be the number of times a SPAN may be
used, some embodiments treating all items ordered together on a SPAN as a single use,
even if the items are shipped and/or invoiced separately. For some embodiments, the
identity of the party to whom the SPAN is issued is not revealed to the party to whom the
SPAN is presented for payment and is not required either as an input or an output from
an authentication module. One option would be to provide a pseudo identity for the
person using the SPAN to the merchant or other party to whom the SPAN is presented
for payment. The authorization module and/or method preferable includes at least one
fraud detection mechanism. For example, an unusual pattern of authorization requests
from a party requesting such authorizations and/or an unusual pattern of use for SPANs
previously received by such party may serve as an indication of potential fraud. At least
notification to a customer over appropriate media may be provided of at least any
suspicious authorization request for a SPAN issued at the request of such customer.
Where there are fraud detection programs in effect for the primary account/financial
instrument, use of such programs may be facilitated by mapping SPANSs to the
corresponding financial instrument for such programs. A plurality of purses may also be
provided for at least selected SPANS, each purse being for a different category of
payments, each received authorization request for a SPAN being allocated to the
appropriate purse.

The foregoing and other objects features and advantages of the invention will be
apparent from the following more particular description of a preferred embodiment of the
invention as illustrated in the accompanying drawings, the same reference numeral being

utilized for common elements in the various figures.

IN THE DRAWINGS

Figure 1 is a schematic representation of an illustrative embodiment integrated
with financial networks.

Figure 2 is a flow diagram of the authorization process that occurs when a SPAN
is used in credit/debit transaction.

Figure 3 is a flow diagram of the account registration process.
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Figure 4 is a flow diagram showing the relationship between a primary account
and SPANSs.
Figure 5 is a diagram of modifiable and non-modifiable authorization parameters.
Figure 6 is a flow diagram of the authorization process.
Figure 7 is a diagram of the customer module and associated tools.
Figure 8 is a flow diagram of authorization parameters modification process.
Figure 9 is a flow diagram of a SPAN-issuing process.
Figure 10 is a flow diagram of SPAN-generation process.
Figure 11 is a diagram of the service module.
Figure 12 is a diagram of the integration of different payment methods.

Figure 13 is a flow diagram of the single purchase authorization.

DETAILED DESCRIPTION

With reference to the figures, an illustrative embodiment of the current invention
is now described. FIG. 1 isa schematic representation of the illustrative embodiment
30 of the invention integrated with financial networks 320 and communication interfaces
55. The illustrative embodiment 30 includes payment switches 305, programmable
payments module 300 and an online interface 50. As used in this application, a module
may be a software program or a hardware module or a combination of the two.
Programmable payment module 300 may include a network of service providers, such as
financial institutions, internet services providers, money management software providers
and other organizations which provide support for the programmable payment module
and its databases. In the illustrative embodiment, programmable payments module 300
is implemented as a stand-alone software program running on several computers, each
containing at least one processor, a memory cache, at least a primary memory element
and at least one memory disk. Online interface 50 is implemented as a software module
that is integrated with a software web server (not shown) serving web pages to customers

100.
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Payment switches 305 interface to standard or proprietary financial networks 320.
Those networks may include credit/debit card networks, clearing houses and other
private or public networks. Financial networks 320 are accessed when an authorization
process for SPAN (see Fig. 6) requires authorization from an institution that issued a
particular primary financial instrument.

A customer 100 (see Fig. 2) has a single primary account located on a primary
accounts database 352 (see Fig. 6) within the programmable payments module 300.
Customers 100 must register at least one primary financial instrument with their
accounts. A primary financial instrument may be a credit or debit card, a checking
account, a savings account or other financial instruments that allow customers to draw
funds on them. Programmable payments module 300 is operative to issue Secondary
Payment Authentication Numbers (SPANSs) to registered customers upon their request
(see Fig. 9). Each SPAN is associated with a primary financial instrument of customer
chosen from a set of primary financial instruments registered with primary account 101
(see Fig. 4). Customer 100 can associate more than one SPAN with any financial
instrument. Charges made on SPANs are made to the corresponding financial
instrument. Alternatively, a SPAN can have a stored monetary value physically stored
on it or associated with it in for example programmable payments module 300 in order to
be used as a debit instrument on that monetary value.

Online interface 50 can be for example a web site onto which a customer 100 can
login in order to create a primary account, generate new SPANs, modify preference
parameters or perform other tasks. Customers can access online interface 50 through
communication interfaces 55. Communication interfaces 55 may include internet of web
browsers 52 and various wireless devices 54.

In addition to online interface 50, programmable payments module can be
accessed through associated E-Wallets 70 and shopping aggregators 72, such that
customer information and preferences are retrieved from those in E-Wallets 70 or
aggregators 72.

Customers 100 can use SPANSs in a variety of situations. In Fig. 1, some of the
possible commercial situations 60 are shown. One such situation is situation 60a, where
customers 100 use SPANs in online commerce, as they would use normal credit or debit
cards. SPANSs can have a variety of user-modifiable preference conditions (see Fig. 7),

which facilitate their use as a substitution for ordinary credit cards in online transactions.
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In a situation 60b, SPANs are used in association with a corporate credit card, as
secondary credit card numbers given out to employees. In this situation, an employee
(not shown) may receive a SPAN which is only valid of example for one use, or for use
with a limited credit limit or for use for limited purposes. The number of uses, credit
limits and other conditions may be set on a per-SPAN basis (see Fig. 7), and, thus, on a
per-employee basis, and may be modified as required after the SPAN is issued.

Yet another usage situation is 60c -- a so-called “Teen Card” -- where a parent
obtains SPANs and gives them to a minor, so that the minor can use them whenever a
credit or debit card transaction is needed. In this situation, modifiable conditions can be
set such that a parent -- the original account owner -- can modify certain usage
conditions, for example, total face value of a SPAN or its expiration date, and can
monitor those conditions, but is not able to monitor other variables, such as, for example,
velocity of a particular SPAN or merchants where the SPAN has been presented (see Fig.
7).

Another possible usage situation is 60d, where a SPAN is used as a gift certificate
-- it is created by a customer 100 with a specific credit limit and is gifted to a third party,
who may use it wherever standard credit or debit cards are accepted.

SPANs may be used in conjunction with wireless devices 54 in usage situations
60f, where they are presented during wireless payments transactions. In such
transactions, a wireless device 54 sends one or several numbers to a device capable of
accepting such numbers using standard communication protocols. A wireless device 54
in this scenario may be a cell phone, a PDA or other device capable of wireless
communication, such as for example devices communicating using Bluetooth wireless
protocol. In addition to aforementioned usage situations 60, there are many more
situations 60e where a SPAN can be used instead of a standard financial instrument.

FIG 2. is a flow diagram of the authorization process that occurs when a SPAN is
used instead of a standard financial instrument in a commercial transaction. In that
transaction, customer 100 uses SPAN 20 with its associated sets of usage parameters.
These parameters are presented to merchant 200. Merchant 200 may be an online
merchant, such that the parameters are presented during an online transaction, or during a
phone transaction. Alternatively, SPAN 20 can be encoded within a magstripe on a
physical card which is presented to merchant 200 instead of a credit card. In order for

merchant 200 to accept SPAN 20, he should be enabled to accept standard credit card
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payments. To accept crecit card payments, merchant 200 must have an account with a
merchant bank 210 that o:fers credit card processing service. The authorization process
then proceeds as follows:

1. When customer 100 decides to make a payment using a SPAN, merchant 200 requests
from customer 100 authorization parameters, such as a SPAN, and its associated
expiration date and customer’s address and phone numbers. Customer 100 submits the
requested information.

2. Merchant 200 sends transaction information to the merchant bank 210 for
authorization. Authorization is a request to verify available funds and to hold them if
they are available.

3. Merchant bank 210 sends the authorization request through one of appropriate
payment networks 320.

4. Authorization requests are received either by SPAN issuing bank authorization
system 73 or SPAN Issuing Bank Settlement System 71, depending on the payment
network used, from where the authorization request is passed on to programmable
payments module 300 through a payment switch 305.

5. Within programmable payment module 300, an authorization module (see Fig. 6)
proceeds to either acquire the authorization or to reject the authorization request.

6. The authorization or rejection obtained in step 5 are passed back to merchant 200
through the same communications means are in steps 2-4. Upon receipt of authorization,
merchant 200 proceeds with the transaction. Upon receipt of a rejection, merchant 200
notifies customer 100 that his SPAN has been rejected.

In addition to the steps outlined above, a customer may be notified of received
authorization request and its outcome through customer interface module 401. Further,
customer 100 can at any time use online interface 50 to connect to customer service
module 400 and receive information about any past transactions by submitting customer
inquiry 47. Authorized customer proxy 43, such as a parent, purchasing manager or
some other third party, may also access the customer service module to receive the same
or slightly restricted information. If the customer contacts customer service
representative 49, the representative 49 may also access the customer service module in
order to obtain past transaction information.

All transaction information, as well as settings about who may access which

parameters of customer 100’s primary account are stored in databases 35, which include
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SPANSs database 351, primary account database 352, authorization parameters database
353, merchant database 354, customer preferences database 355, usage parameter
database 356, transaction database 357, database of agencies in the financial network
358, and other databases 359 (see Fig. 6).

As stated above, in order for customer 100 to receive SPANs and be able to use
them instead of regular financial instruments, customer 100 must register for a primary
account with programmable payments module 300 and register at least one primary
financial instrument with which new SPANs may be associated. Figure 3 is a flow
diagram of the primary account registration process. In the illustrative embodiment, this
registration proceeds through online interface 50 described above, but it could
alternatively be performed by a customer representative over the phone, by a person’s
transactions in a physical bank or in other ways.

Referring to FIG. 3, the account registration process for customer 100 starts with
a check of whether the customer is already registered with online database (it is possible
that the customer 100 is already registered and does not realize it or that he is already a
member of one of the organizations that are supporting programmable payments module
and has an account through previous relations with them). If the answer to that check is
“yes,” then the process proceeds to request and check the customer’s online login ID and
password. Once the login ID and password are ascertained to be valid, customer
registration information is retrieved from the primary account database 352 and the
account is enabled for obtaining SPANS.

If the customer is not already registered with the programmable payments module
300, the registration proceeds by requesting customer 100 to create a login ID and a
password. If a chosen login is not available, the customer is prompted to enter a
different login ID, until a requested login ID is available. Once the login ID and
password are determined, the customer is asked for additional information which is
needed in order to create or verify a primary account. All the information is checked for
validity. Once the validity of the information is established, the account is activated and
stored in customer database 352 and is enabled for obtaining SPANS.

Referring now to FIG. 4, every primary account 103 may be associated with a set
of SPANSs. The relationship is one to many, so the number of SPANs per account is
limited only by policy considerations or by the total number of available SPANs. In

turn, each SPAN 1000 has associated with it usage parameters 512 and authorization



WO 01/42965 ) PCT/US00/33567

15

20

25

30

-14 -

conditions 511. The relationship between SPAN 1000 and its usage parameters and
authorization conditions is 1:1, which means that for any SPAN, there is only one set of
each of usage parameters and authorization conditions. Appropriate usage parameters
are further described in Fig. 5.

SPANSs are similar to standard credit card accounts in that they have associated
with them certain parameters, such as usage limits and expiration dates. The issuer (in
this case, programmable payment module 300) authorizes the account for a charge only
if the usage is within the specified limits. Unlike ordinary credit cards, however, SPANs
provide much greater flexibility in possible usage parameters and their limits. For
example, a customer can set a monthly limit on a SPAN (for example, a dollar limit and
or a number of transactions limit). Charges on this SPAN will be authorized only within
the specified limit. The customer can thus limit the risk of fraudulent charges on that
SPAN. A SPAN can also be set up such that it is authorized for presentation to a single
merchant or class of merchants 200 and no other, or certain merchants or classes of
merchants may be included. These and other restrictions are achieved through
appropriate settings of usage parameters and authorization conditions.

Referring now to FIG. 5, some of the usage parameters and authorization
conditions are described. The list presented here is not exclusive and may be augmented
by additional parameters allowing for yet more flexibility in setting usage limits on a
per-SPAN (or per group of SPAN5s) basis. Authorization conditions 511 may not be
changed by the customer once the SPAN is issued and are controlled and modified only
by programmable payments module. Usage parameters, on the other hand, are re-
computed after each transaction or may be modified by a customer or even a third party
to whom a particular SPAN is assigned.

Authorization conditions include:

1. Valid SPAN number: Valid SPAN number is generated during SPAN-issuing process
(see Fig. 7).

2. Valid user: is a customer or a third party who is authorized to be using the SPAN.

3. SPAN not expired: is a binary value computed by programmable payments module
300 based on other usage parameters.

4. Primary account has funds: is important in case a SPAN is associated with a stored-

value account. In a stored-value primary account, funds are drawn from the associated
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financial instrument when a SPAN is issued, and thereafter a SPAN acts as a debit

instrument on that stored value.

Usage parameters include:
Face value: This is the total expenditure possible on the SPAN. Authorizations for
charges after the total balance exceeds the face value are denied. The customer can
set and modify this parameter to limit the total usage of the account. By setting the
face value to $100, for example, the customer will be able to generate an account
payment entity that can be charged multiple times, but not cumulatively more than
$100. Modifying the face value gives additional flexibility to the customer.
Duration-based limit: This is the total expenditure possible on the SPAN in a specific
duration. This parameter is similar to face value, but offers control over periods. By
setting the duration-based limit to for example $100 a month, the customer will
create an account that can be charged at most $100 in any month. Such accounts can
be given as gifts to children or deposited for a single merchant who makes recurring
charges. The duration-based limit could be aggregated or reset on completion of the
specified duration. In the previous example, $100 could be the maximum limit in a
month, or could be a similar deposit made every month. If $75 is spent in a month,
the remaining $25 could be made available for the next month. In other words, the
$100 could be though of as a “spending restriction” or as “pocket money” given
every month.
Credit limit: In cases where the primary account holder makes specific payments to
SPAN:Ss, a credit limit can be associated with the SPAN. The credit limit is the
maximum outstanding credit the SPAN can have. Payments made to the SPAN will
increase the available credit. Such an authorization parameter is especially useful
when the primary account owner gifts the SPAN to someone.
Merchant restrictions: The use of the account can be limited to a single merchant, to
certain specified merchants or to a class of merchants (i.e., gas stations). This helps
the customer create gift accounts. Such restrictions can also be helpful in other cases.
For example, the owner of an account may give a SPAN to an employee that is valid
only with one certain merchant. This reduces the risk of wrong use if the employee
has no personal interest in products sold by that merchant. The restrictions on a
merchant can be made on the terminal point-of-sale device, merchant name and the

merchant bank account. Merchant restrictions may be specified during SPAN
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initialization process. Alternatively, they can be set by making merchant restrictions
parameter “sticky.” What that means is that during the original SPAN initialization a
merchant restriction is not specified, but once the customer uses SPAN at a particular
merchant, that merchant is “stuck” to the Merchant Restrictions parameter, such that
from there on that SPAN can only be used with that particular merchant.

Merchant Exclusions: Restrictions also work in another way. A specified list of
merchants, a category or class of merchants can be excluded from the list of
merchants where the SPAN will be accepted. If the account number is used in any of
the merchants except the ones in the list specified, the transaction will be allowed to
go through. Merchant codes can be used for either merchant restrictions or
exclusions.

Date of sale: Authorization of a charge can be limited by the date of sale. For
example, if a customer sets the date of sale on a card as Dec 25, 2000, the customer
could make purchases on that date only. Further charges made by the customer, or
any illegitimate person who gained access to the account information, cannot be
made.

Velocity: The term velocity refers to the number of times the account can be charged
per month or other selected period. The velocity of an account can be set and
modified by the user. The authorization parameter “number of uses” can be
controlled by appropriate selection of the velocity.

Number of uses: The customer can specify the number of times the account can be
authorized. If this number is set to one, the customer reduces fraudulent charging on
the account once the transaction has been made. Additionally if the credit limit is set,
the SPAN payment is similar to a check payment. Even after the number of uses has
been exhausted, the customer can increase the number of uses and make more
charges on a SPAN so long as the SPAN has not expired. A common use for the
number of uses parameter would be to set it to one during SPAN creation. With such
a setting, that SPAN will only be used once. However, often a single purchase on a
merchant’s site does not guarantee a single authorization (which is the way the
number of uses parameter is updated). For example, a merchant may be an online
merchant which ships items as they become available, even if they were purchased at
once, and bills for them as they are shipped. In such a scenario, a single purchase

can result in several authorization requests. In order to handle such a situation, there
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is a so called “single-purchase authorization process”, further described in Fig. 13,
which attempts to judge whether a series of authorization requests are in fact parts of
a single purchase.

Expiry date: The customer has control over the expiry date on the account. Although
reducing the expiring date may not normally be useful given the other authorization
parameters, the customer could choose to extend the expiry date and hold the SPAN
for more time, so long as that is done before the SPAN expires. Expiry date can also
be specified as “day of month-month-year” instead of just “month-year” as for
traditional account expirations. In some instances, even shorter time periods can be
selected for the life of a SPAN. For example, where a SPAN is issued for a specific
transaction, it could expire one hour from issuance. This gives a further control on
when exactly the SPAN expires.

Authentication information: Account payments require some authentication
information, such as cardholder name, billing address, zip code, etc. The merchant
usually requires some authentication information not embossed in the account. The
authentication information can reveal information about the customer, which the
customer is unwilling to disclose. SPAN authentication information is controllable by
the customer. The customer can therefore avoid revealing personal information to
merchants. Privacy may for example be enhanced by the customer using a
pseudoname for the SPAN or a transaction.

Collective restrictions: Restrictions mentioned above could be placed on collections
of SPANS, called books of SPANS (see Fig. 8). For example, the customer could
obtain 10 SPANs with a total face value of $100. This is useful to the customer in
limiting the liability to $100 if all the 10 numbers are stored physically in an insecure
place. The customer can also gift “secure” SPANS that can be used once (by default),
with a cumulative face value.

Purses: Purses are sub-units of a single SPAN. Each purse could act as a way of
imposing limits on a category of merchants or category of products that the SPAN
could be used for. For example, a single SPAN with a total face value of $1000 could
have 3 purses. The first purse could have a limit of $300 for purchases on, say movie
tickets. The second purse could have a limit of $400 for purchases on clothing. The
third purse could have a limit of $500 for purchases on music products such as

compact discs and compact disc players. When the SPAN is used against these
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purchases, the purchase on each purse is monitored. If a purchase is made on, say
movie tickets, the system will ensure that the sum of all movie ticket purchases made
on the SPAN does not exceed $300. The system will also ensure that the total amount
of all the purchases made on the SPAN does not exceed $1000. The second and the
third purses work the same way. Another case of the above example is when the sum
of limits on all the purses is equal to the face value of the SPAN.

All the aforementioned parameters are stored and accessed through the
programmable payment module 300 interfaces. Programmable payment module
includes several databases (see Fig. 6), an authorization module 330 (see Fig. 6), a
customer module 340 (see Fig. 7), a modification module 342 (see Fig. 8), an issuing
module 341 (see Fig. 9), and other modules.

Referring now to FIG. 6, an authorization model 330 is discussed. The
authorization module obtains an authorization request for a transaction from financial
network 320 through payment switches 305, as described in Fig. 2. The authorization
process proceeds through the following steps:

1. Verification checks made on authorization conditions. To perform these checks, the
authorization module needs to be interfaced with the primary account 101 of the
customer, and databases 350 storing relevant information. The SPAN database 351 is
queried to verify the validity of the SPAN and to find the related primary account if
valid. Authorization conditions are loaded from the authorization parameter database 353
and the modifiable parameters are checked with credit card usage information as stored
in the usage information database 356.

2. The primary account database 352 is then used to check for available funds. If the
SPAN is not used in value stored mode, in order to check for available funds, the
authorization module may need to query issuing institutions for the primary financial
instrument to which the SPAN is assigned by sending an authorization request to that
issuing institution.

3. If the authorization in step 2 is acquired, the funds in the primary account are held for
this transaction (the process of requesting authorizations from financial instruments
issuing institutions also holds those funds).

4. SPAN usage parameters are updated in a manner appropriate for each parameter. The
new usage parameters are stored in the usage parameter database (356). Among the non-

modifiable conditions, the funds in the primary account changes after every approved
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authorization. For example, if a purchase of $100 is made, the amount of funds available
is reduced by $100. Among the modifiable conditions, the following usage parameters
are updated after approval of funds: face value, duration-based limits, velocity (number
of uses) and collective equivalents of these usage parameters. Simple routines can be
devised to compute changes in usage parameters. All dollar-valued usage parameters,
such as face value, duration-based limits, funds in primary account, and other monetary
parameters, are reduced by the transaction amount. The velocity and its collective
equivalent is reduced by 1 for every approved authorization.
5. An authorization code needs to be sent through the financial network, to the merchant
bank to indicate successful authorization. The code has to be unique, so that the
merchant bank can later use it to identify the transaction. An authorization code
generator (360) 1s used to generate the authorization code (520). The transaction is then
recorded in the transaction database (357). The transaction database will be queried by
subsequent operations, such as settlement. The transaction database is used by the
service module (343), shown in Figure 7, to generate statements, answer customer
queries and help transaction auditing during the clearing and settlement processes.
6. The authorization code is sent through the financial network to the merchant bank.
7. If customer preferences indicated that the customer should be notified upon a
successful authorization, the customer is notified through notification interface 400 (Fig.
1). The decision to notify the customer is based on the customer preference stored in the
customer preferences database (355).

If any of the above checks fail, the authorization request is rejected. The rejection
is sent back to the merchant bank. In addition, based on customer’s preferences, a
customer may be notified of the rejection and the reason for it.

Referring now to FIG. 7, a customer module 340 and associated customer tools
110 are described.
The customer can change parameters associated with modifiable authorization conditions
512 stored in the authorization parameter database 353. The customer uses a user-
friendly customer tool 110 to interact with the customer module of the programmable
payments module 300. Interaction happens through online interface 50. The customer
logs on to the online interface using his login ID 120 and password 121 (see Fig. 8). The
customer’s preferences can be stored on the client side in a local-preferences database

111. These preferences are sent to the to the programmable payments module through
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customer module 340 when account modification takes place. The customer tool 110
can be further customized using the default-parameters database 112. For example, the
tool could obtain a SPAN by default on execution. The SPAN obtained will be set with
preferences based on the databases 111 and 355. In another embodiment, the customer
tool 110 will obtain customer preferences through the process of “screen-scraping” --
that is, monitoring customers access to websites asking for personal and financial
information and recording appropriate data.

The customer module 340 includes issuing module 341 (see Fig. 9), modification
module 342 (see Fig. 8) and service module 343 (see Fig. 9). The issuing module issues
new SPANs. The modification module can be used to modify authorization parameters
on secondary credit cards. The service module provides general services to customers.

The SPANs issued by the customer module are sent through the issuing interface
700 that could be different from the programmable payment module 300 interface. The
1ssuing interface can send the SPANs directly to another customer 100 authorized by the
purchasing customer to use the SPAN. The issuing interface could be a form of physical
mail, electronic mail, messaging system or a vending device such as ATM. The customer
could choose to personally give the secondary credit card or its information to a third
party. In another embodiment, the issuing interface prints out physical representations of
SPANSs -- from a list of numbers on paper, to magnetically encoded magstripe on a
plastic card (done with appropriate magstripe writers). Such physical representations
may be read by a human, or by an OCR mechanism when scanned into a computer or (in
case of a magstripe), by a card reader.

Referring now to FIG. 8, a preference modification process is illustrated. The
customer login 120 and password 121 are checked with the correct values stored in
customer preferences database 355. If correct, the modification module allows entry to
the customer and loads his or her preferences. The customer can make modifications to
existing SPANs belonging to the customer. Modifications can be made on any
modifiable condition (512). For example, the customer can increase the face value of the
card from $100 to $200. In another scenario, a customer may chose to associate the
existing SPAN with a different primary financial instrument than the one it is currently
associated with. Each financial instrument can have separate “purses” of SPANs, each

containing a set of SPANs and each having a separated name, such that when a customer
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activity report is issued, SPANs associated with a particular purse show up under that
name.

Modifications to parameters 512 on SPANs have to satisfy certain checks for
consistency. Dollar-value based limits and velocity cannot be reduced below zero. Valid
merchants should be chosen in the list of merchants who can accept the card. SPAN
expiry date should be before the primary tinancial instrument expiry date. Authentication
information should be consistent with the format required by the financial network 310.
[f these modifications are permitted and do not violate consistency of the system, they
are made in the authorization parameter database 353. Changes can also be made to
preferences in database 355. The SPANs database 351, primary account database 352
and usage parameter database 356 are queried to ascertain relationships and conditions
during the execution of the modification module.

Referring now to FIG. 9, a SPAN-issuing process is illustrated. The issuing
module 341 performs the same login ID and password check on the customer as the
modification module in Fig. 8. If SPANs can be issued to the customer, the SPAN
number generator 370 is invoked (see Fig. 10). The number generator can maintain a
database of pre-computed numbers to reduce the risk of computational overload on the
CPU. These pre-computed numbers are stored in a SPAN queue and may be issued to a
customer upon request either one by one or in sets.

The databases storing SPANs 351, primary accounts 352, authorization
parameters 354, customer preferences 355 and usage parameters 356 are all updated to
account for the newly created SPANs. The customer is allowed to define modifiable
parameters on new SPANs. These parameters may be explicitly specified by the
customer, loaded from the customer’s preferences, or set to be default parameters. The
issuing module 341 uses the modification module 342 to set the various parameters
defined on SPANS.

Referring now to FIG. 10, a SPAN generator and its operation are described. It
uses a pseudo-random number generator in order to get a random number R. Once the
random number R is generated, certain mathematical permutations are performed on it in
order to obtain a valid credit card number that complies with a standard credit card
number protocol, such as having a check-digit and a checksum. Random number R is
then checked against the SPANs database 351. If R is already in the database, it is

discarded in order to avoid duplicates, and the module proceeds to generate a new
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number R. If R is not in the database, it is added to database 351 and is activated as a
SPAN. Using a pseudo-random number generator to generate R may take considerable
computational resources and takes a period of time that may be unacceptable in rapid
online transactions with a large volume of SPAN requests. In order to facilitate fast
SPAN creation, SPANSs can be pre-computed during a time of slow activity and stored in
SPAN queues (not shown).

There is a limit on the total number of valid SPANs that can be issued imposed
by system policies and the maximum number of available digits. Therefore valid SPANs
can be re-issued after a predetermined period after their deactivation.

If the original request was from a customer who is currently online, the generated
number is returned to the requesting module. Otherwise, it is appended to the queue of
valid SPANs. Later, when a customer requests a new SPAN, it may be retrieved from
this queue instead of being generated. Alternatively, a whole set of SPANs may be
retrieved from the queue and presented to customer 100 as a book of SPANs for future
use, for example as described above in conjunction with usage situations in Fig. 1.

Referring now to FIG. 11 the service module 343 of the programmable payment
module 300 is described.. Customers 100 can contact the service module in case they
need help maintaining their accounts, or have to report a missing card/fraudulent use.
The preferred mode of communication to the service module in case of problems that
require specific attention is telephone. For other queries, online interface 50 or an
automated telephone system can be used. The service module also prepares periodic
customer activity statements and sends them to the customer. The preferred functionality
of the service module is very similar to functionality of present day customer services
and online Internet services. Service module 343 may be used in other customer
interaction and database maintenance tasks.

Referring now to FIG 12, a modified version of the authorization module of the
illustrative embodiment is described. As mentioned in description of the authorization
module, during the authorization process it is necessary to obtain authorizations from the
financial institution that issued the primary financial instrument on which a particular
SPAN is operated. If the issuing financial institution (not shown) is part of the
programmable payment module 300, no complications arise and the authorization can be

directly obtained. However, the issuing financial institution might be a part of an
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entirely different financial network 800. For example, the primary financial instrument
in question may be a checking or savings account and not a credit or debit card.

As shown in Fig. 1, there exist switches to different financial networks, which are
utilized when the authorization is required for a different issuing financial institution.
This present embodiment includes a method of integrating different modes of payments
based on different financial instruments. A credit card number is used as an address to an
account that may not be accessed directly using the credit card financial network. Figure
12 shows how two financial networks can be tied using a “bridge” 331 in the
authorization module. The bridge translates authorization and settlement requests 801 to
the protocols specific to another financial network 800. This financial network could
potentially be any electronic fund transfer network such as another credit card network or
a check processing network. The second financial network performs the verification and
holding of funds in the primary account. A transaction key 802 associated with a
transaction is stored in the transaction database 357. This key is recognized by the
second financial network 800. So any query regarding such a transaction is handled in
the programmable payment module 300 by forwarding the request to a different financial
network 800 through bridge 331. This method of executing inter-network transactions is
useful in case of business-to-business operations, where businesses can use SPANSs as
well as purchase order forms and checks drawn on various accounts.

Fig. 13 illustrates yet another aspect of the current invention -- a single purchase
authorization process. Single purchase authorization is a mode of authorization process
that takes place for SPANs with number of uses set to 1 during the issuing stage. Such
SPANS are authorized only for a single purchase. However, various merchants ship
articles purchased as they become available and may bill for them separately as well,
which will result in several authorizations for a single purchase. In a conventional
single-use card system, such additional authorizations will be denied. In programmable
pavments module 300, however, there is a single purchase authorization module
designed to use decision heuristics in order to identify a set of separate authorizations
that may all be in fact one purchase.

The single purchase authorization process includes the following steps:

1. Check whether the present authorization is the first one. If yes, authorize it. If not,

proceed to the next step.
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2. Check whether the tim: of transaction is the same as transaction time for the first
authorization. If yes, authorize the purchase; if not, proceed to the next step.

3. Check whether the total authorization amount is within the face value of the SPAN or
is smaller or equal to the pre-authorized amount in the stored value case. If yes,
authorize the purchase; if not, proceed to the next step.

4. Check if the customer information is different from the first authorization. If yes,
deny the request; if no, proceed to the next step.

5. Check if the merchant is fraud prone, as recorded in merchant database 354 (see Fig.
7). 1If yes, deny the authorization request; if no, proceed to the next step.

6. Check if the merchant is different from the merchant in the first authorization. If yes,
deny the request; if no, proceed to the next step.

7. Authorize or deny the request, depending on the system preferences settings, which
may be modified at any moment to reflect the current system policies.

This flexible authorization process allows the authorization module to recognize
several authorization requests that are parts of the same purchase and to authorize them
all.

The invention has been illustrated and described in detail in the drawings and
foregoing description. This should be considered as illustrative and not restrictive in
character, however, in that only the preferred embodiment has been shown and
described. All changes and modifications that come within the spirit of the invention are
desired to be protected.

Another means of solving this problem is by issuing a primary PIN and multiple
secondary PINSs to an account. The PIN is a field that is verified by the issuer while
making an authorization. Adding a PIN to the account number provides a means of
increasing the range of numbers available. Specifically, the account number along with
the PIN can be made to address a unique programmable account. Now the programmable
account is not associated just with the number, but also with the PIN associated with the
card. By augmenting a PIN to the account number, the issuer can increase the number of
possible unique programmable accounts. In fact, the issuer could assign a single account
number to all programmable accounts issued to a customer. Different values of the PIN
field will correspond to different programmable accounts. Now we can implement all the

functionality mentioned above, using the same account number for multiple
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programmable accounts. The issuer should ensure, however, that the programmable
accounts with the same account number have unique PIN fields.

Fraud is another potential problem. The Programmable Payment network can
impress a sense of security among the customers. Apart from permitting the customer to
control his or her transactions in certain special ways, the Programmable Payment
network notifies the customer regarding the status of his or her accounts. For example,
the Programmable Payment network could send information regarding the recent
authorizations or violations made on the customer’s accounts, to the customer. A
customer can thus get feedback about his charges, without waiting for the monthly
statement or explicitly trying to get his information. This notification can be
communicated to the customer via a communication media such as electronic mail,
pager, cellular telephone, fax or postal mail.

The notification scheme can be used for fraud prevention too. For example, upon
notification, a customer can realize that the charge made is incorrect. Using a potentially
different communication medium the customer can inform the Programmable Payment
network about the fraudulent charge. The Programmable Payment network could
immediately take action to ensure that the transaction is reversed, or not reflected on the
customer’s primary account.

The Programmable Payment network can also be integrated with existing fraud
detection systems. Existing fraud detection systems look for patterns in primary account
authorizations that exhibit potentially fraudulent behavior. Some of these fraud detection
systems are implemented in the financial network. Since the financial network receives
programmable account numbers and not the primary account numbers, these fraud
detection systems may be useless. However, the Programmable Payment network can
inform these fraud detection systems about primary account numbers used against the
programmable account number. If the Programmable Payment network obtains an online
approval from the fraud detection system before approving authorizations, the fraud
detection systems become functional. Alternately, the Programmable Payment network
can react to observations made by the fraud detection system. For example, if a merchant
is blacklisted by the fraud detection system, the Programmable Payment network can
deny all charges made by that merchant.

The Programmable Payment network can detect fraudulent patterns too. For

example, if excessive denials are made on a programmable accounts by a particular
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merchant, then the Programmable Payment network can infer that the merchant is
fraudulent or fraud “prone.” Subsequent authorizations using the programmable payment
system to pay for that specific merchant are denied.

Programmable accounts used at a single merchant are superior to primary
accounts with respect to tracking fraudulent activity. For example, if a programmable
account used only at merchant A is used fraudulently at another merchant, the payment
network can “infer” that the security of account information at merchant A’s has been
compromised.

The customer can assign a particular programmable account to a particular
merchant. In addition, he or she can set face value, monthly limits or velocity on the
programmable account to limit liability of fraud on the account. Fraud can also be
controlled by the customer setting or changing usage parameters on a SPAN usable only
by a selected merchant to ensure that the merchant can charge the account only for the
purchases made by the customer. This proves useful when dealing with “recurring” or
periodic payments. For example, a customer can manually add or change the face value
and/or number of uses appropriately just before he or she decides to make a purchase at
that merchant. This will ensure that the merchant will be able to charge the
programmable account only for the purchase made by the customer. This would protect
customers from fraudulent or other unauthorized charges made by the merchant (for
example monthly charges from a book or record club for unordered/unwanted
merchandise). The advantage of this scheme is that the customer need not give a
different programmable account for every purchase. Instead, a single programmable
account can be stored in the merchant database and the customer can take advantage of
the convenience of not having to enter his account information for every purchase (one-
click process).

In order to convert "card-not-present" transactions into "card present"
transactions even when the transaction is conducted over the Internet, several additional
authorization steps are possible. (1) The cardholder can be required to enter a number
from a device carried by the cardholder into the merchant's web site. The device carried
by the cardholder displays a pseudo-random number whose sequence is also known by
the server accessible to the Programmable Payment network or module. The pseudo-
random sequence is created to be extremely difficult to reproduce. The server generates a

sequence of random numbers — called a window of numbers — including enough numbers
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both before and after the "next" number so that the server is able to deal with differences
in the speed of the clocks in the server and in the cardholder's device. The number
entered by the cardholder must match one of the random numbers in the window of
numbers generated by the server to authenticate the cardholder. (2) The cardholder can
present a dongle to a reader in order to authenticate their presence. The dongle may use
RF (Radio Frequency) or other means to transmit its identity to the reader. The dongle is
sufficiently difficult to reproduce to allow it to securely identify the cardholder.

The Programmable Payment network can also be used in a physical presence by
customizing a magnetic stripe, or magstripe, on a credit card. The cardholder can carry a
device, perhaps attached to a cellular phone or a personal digital assistant (PDA), which
can encode (write) the magstripe on a credit card. Using this technology, the cardholder
can create a new payment number and write the number onto a physical plastic card for
use at a merchant. The number can be altered for each use of the payment card. The card
will be accepted as a standard credit/debit/stored value payment card.

Finally, the Programmable Payment network docs not require the merchants to
change any of their existing systems. The merchants can use existing payment terminals
and existing transaction processing systems to process transactions for a SPAN as they
would for a primary account number. Minimal change would be required in other
existing infrastructure.

While the invention has been illustrated and described with reference to a
preferred embodiment and modifications thereof, this description should be considered
as illustrative only and not restrictive in character. In particular, the foregoing and other
changes in form and detail may be made in the invention by one skilled in the art while
still remaining within the spirit and scope of the invention, which invention is to be
defined only by the appended claims. All changes and modifications that come within

the spirit of the invention are desired to be protected.
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CLAIMS
1. A module for issuing; secondary programmable account numbers (SPAN’s) to a
customer including:

a verification module which receives SPAN requests from a customer and
verifies the validity of such request;

a generating module operative in response to a verified SPAN request for
providing at least one SPAN, each SPAN being associated with at least one customer
financial instrument;

a usage module assigning usage parameters to the SPAN’s; and

an issuing module which issues each SPAN to a customer specified party, the

issued SPAN being usable only within the assigned usage parameters.

2. A module as claimed in claim 1 including a memory storing preferred usage
parameters for customers, said usage module utilizing the preferred usage parameter for

the customer as default usage parameters for each SPAN for the customer.

3. A module as claimed in claim 2 wherein each customer SPAN request can
include at least one usage parameter, the usage module assigning the at least one usage
parameter of the request to the corresponding SPAN in lieu of the corresponding

preferred usage parameter.

4. A module as claimed in claim 1 wherein each customer SPAN request can
include at least one usage parameter, the usage module assigning the at least one usage

parameter of the request to the corresponding SPAN.

5. A module as claimed in claim 1 wherein said usage parameters include at least
two of SPAN duration, SPAN face value, SPAN credit limit, permitted merchants,
excluded merchants, value velocity, use velocity, period of use, and number of uses for

the SPAN.

6. A module as claimed in claim 5 wherein said usage module includes mechanisms
for altering at least one of the usage parameters for an issued SPAN in response to a

request from at least one of the customer and the party to whom the SPAN is issued.
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7. A module as claimed in claim 1 wherein said issuing modules issues at least

selected SPAN’s to a third party designated by the customer.

8. A module as claimed in claim 1 wherein the customer has a plurality of financial
instruments, and wherein said generating module includes a mechanism for selecting the

financial instrument with which each SPAN is associated.

9. A module as claimed in claim 8 wherein the financial instrument selected for
each generated SPAN is the same as the instrument selected for the previously generated

SPAN unless the customer otherwise indicates.

10. A module as claimed in claim 8 wherein the financial instrument selected for a

SPAN can be charged by the customer after the SPAN is issued.

11. A module as claimed in claim 1 wherein said generating module generates and
stores a plurality of acceptable SPAN’s; and
wherein the at least one SPAN provided in response to a customer request is

provided from the stored acceptable SPAN’s

12. A module as claimed in claim 1 including a magstripe writing device, said
issuing module operating said writing device to record a SPAN to be issued on a

magstripe of a suitable token.

13. A module as claimed in claim 1 wherein said generating module provides a
plurality of SPAN’s, said issuing module issuing said plurality of SPAN’s as a book to

which said usage parameters are assigned.

14. A module as claimed in claim 13 wherein said usage module assigns at least one
usage parameter to each book, each SPAN in the book being usable so long as the
cumulative use of the SPAN’s for the book do not exceed any usage parameter assigned

to the book.
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15. A module as claimed in claim 1 wherein a SPAN is usable to access funds from a
customer-selected financial instrument.
16. A module as claimed in claim 1 wherein said financial instrument is a checking
account.
17. A module as claimed in claim 16 wherein a SPAN is assigned to a check usable
as a check and as a credit card number.
18. A module as claimed in claim 1 including a bridge permitting use of SPAN’s

across financial networks having different protocols.

19. A module as claimed in claim 1 wherein one usage parameter is SPAN duration,

a SPAN normally remaining viable for its assigned duration.

20. A module as claimed in claim 19 wherein the customer can access the usage

module after a SPAN is issued to change its assigned duration.

21. A module as claimed in claim 19 wherein said durations are specifiable in time

intervals not exceeding days.

22. A method for issuing secondary programmable account numbers (SPAN’s) to a
customer including:

a) the customer inputting a SPAN request to an issuing system;

b) the system verifying at least one of the customer and the request;

c) the system providing at least one SPAN in response to a verified SPAN
request, each SPAN being associated with a selected customer financial instrument;

d) the system assigning usage parameter to the SPAN’s; and

e) the system issuing each SPAN to a customer specified party, the issued

SPAN being usable by such party only within the assigned usage parameters.
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23. A method as claimed in claim 22 wherein the system stores preferred usage
parameters for customers, the system utilizing the preferred usage parameter for the

customer as default usage parameters for each SPAN for the customer.

24. A method as claimed in claim 23 wherein each customer SPAN request can
include at least one usage parameter, the system assigning the at least one usage
parameter of the request to the corresponding SPAN in lieu of the corresponding

preferred usage parameter.

25. A method as claimed in claim 22 wherein each customer SPAN request can
include at least one usage parameter, the system assigning the at least one usage

parameter of the request to the corresponding SPAN.

26. A method as claimed in claim 22 wherein said usage parameters include at least
two of SPAN duration, SPAN face value, SPAN credit limit, permitted merchants,
excluded merchants, value velocity, use velocity, period of use, and number of uses for

the SPAN.

27. A method as claimed in claim 26 including the system altering at least one of the
usage parameters for an issued SPAN in response to an input from at least one of the

customer and the party to whom the SPAN is issued.

28. A method as claimed in claim 22 wherein, during step (e), the system issues at

least selected SPAN’s to a third party designated by the customer.

29. A method as claimed in claim 22 wherein the customer has a plurality of
financial instruments, the system selecting the financial instrument with which each

SPAN is associated.

30. A method as claimed in claim 29 wherein the financial instrument selected for
each generated SPAN is the same as the instrument selected for the previously generated

SPAN unless the customer otherwise indicates.
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31. A method as claimed in claim 29 wherein the instrument selected for a SPAN can

be charged by the customer after the SPAN is issued.

32. A method as claimed in claim 22 including the system generating and storing a
plurality of SPAN’s, and wherein the at least one SPAN provided in response to a

customer request is provided from the stored acceptable SPAN’s

33. A method as claimed in claim 22 including a magstripe writing device, said

system operating said writing device to record a SPAN to be issued on a magstripe of a

suitable token.

34. A method as claimed in claim 22 wherein said system provides a plurality of

SPAN’s issued as a “book” to which said usage parameters are assigned.

35. A method as claimed in claim 34 wherein said system assigns at least one usage
parameter to each book, each SPAN in the book being usable so long as the cumulative

use of the SPAN’s for the book do not exceed any usage parameter assigned to the book.

36. A method as claimed in claim 22 wherein a SPAN is usable to access funds from

a customer-selected financial instrument.
37. A method as claimed in claim 22 said financial instrument is a checking account.

38. A method as claimed in claim 37 wherein a SPAN is assigned to a check usable

as a check and as a credit card number.

39. A method as claimed in claim 22 wherein one usage parameter is SPAN duration,

a SPAN normally remaining viable for its assigned duration.

40 A method as claimed in claim 39 wherein the customer can access the system

after a SPAN is issued to change its assigned duration.
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41. A module as claimed in claim 39 wherein said durations are specifiable in time
intervals not exceeding days.
42. A method as claimed in claim 22 including the system detecting the issuance of

at least one of an excessive number of SPANS to a customer during a given time period
and an unusual pattern of SPAN requests from a customer, and the system at least

terminating the issuing of new SPAN’s for the customers in response to such detection.

43.  An authorization module which receives requests for authorization from a party
to whom a SPAN issued in accordance with claim 1 is presented for payment,
authenticates the SPAN, verifies that usage parameters for the SPAN have been
complied with, denies authorization if it cannot authenticate the SPAN or if usage
parameters for the SPAN are not complied with, and, if the SPAN is authenticated and
usage parameters met, updates usage parameters based on the authorization request,

update the associated customer financial instrument, and sends an authorization output.

44, An authorization module as claimed in claim 43 wherein a person authorized to
use a SPAN has a token which facilitates identification of the person from a remote site,
the authorization module receiving information from the token and utilizing such

information to verify that the party is authorized to use the SPAN of the received request.

45. An authorization module as claimed in claim 44 wherein the token is one of a
dongle, a card with a magstripe and a device generating a time varying value which is

substantially unique to an individual at each time interval.

46. An authorization module as claimed in claim 43 wherein once a SPAN is
presented for payment to a given party, the authorization module permits such SPAN to

be used thereafter only for payments to such party.

47, An authorization module as claimed in claim 43 wherein a usage parameter is
number times a SPAN may be used, and wherein said authorization module treats all
items ordered together on a SPAN as a single use even if the items are shipped and/or

invoiced separately.
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48.  An authorization module as claimed in claim 43 wherein the identity of the party
to whom the SPAN is issued is not required as either an input to or an output from said

authentication module.

49.  An authorization module as claimed in claim 43 including at least one fraud

detection mechanism.

50.  An authorization module as claimed in claim 49 wherein said fraud detecting
mechanism includes detection of at least one of an unusual pattern of authorization
request from a party requesting such authorizations and an unusual pattern of use for

SPAN’s previously received by such party.

51. An authorization module as claimed in claim 49 wherein said fraud detection
mechanism includes providing at least notification to a customer over appropriate media
of at least any suspicious authorization requests for a SPAN issued at the request of such

customer.

52. An authorization module as claimed in claim 49 wherein there are fraud detection
programs in effect for the primary account, and wherein said fraud detection mechanism
facilitates use if such programs by mapping SPANSs to the corresponding primary

account for such programs.

53.  An authorization module as claimed in claim 43 including a plurality of purses
for at least selected SPAN’s, each purse being for a different category of payments, and
wherein said authorization modules allocates each received authorization request for a

SPAN to the appropriate purse.

54. A method for authenticating requests for authorization from a party to whom a
SPAN issued in accordance with the method of claim 22 is presented for payment
including:

a) authenticating the SPAN;

b) verifying that usage parameters for the SPAN have been complied with;
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c) denying authorization if the SPAN is not authenticated or if usage
parameters for the SPAN are not complied with; and

d) if the SPAN is authenticated and usage parameters are complied with, (i)
updating usage parameters based on the authorization request, (ii) updating the

associated customer primary account, and (iii) sending an authorization output.

55. A method as claimed in claim 54, wherein a person authorized to use a SPAN has
a token which facilitates identification of the person from a remote site, the system
receiving information from the token and utilizing such information to verify that the
party is authorized to use the SPAN of the received request.

56. A method as claimed in claim 54 wherein once a SPAN is presented for payment
to a given party, the system permits such SPAN to be used thereafter only for payments

to such party.

57. A method as claimed in claim 54 wherein a usage parameter is number times a
SPAN may be used, and wherein said system treats all items ordered together on a SPAN

as a single use even if the items are shipped and/or invoiced separately.

58. A method as claimed in claim 54 wherein the identity of the party to whom the

SPAN is issued is not revealed to the party to whom the SPAN is presented for payment.

59. A method as claimed in claim 58 wherein a pseudo-identity is given to the party

to whom the SPAN is presented for payment.

60. A method as claimed in claim 54 including the system detecting fraud by
detecting at least one of an unusual pattern of authorization request from a party
requesting such authorizations and an unusual pattern of use for SPAN’s previously

received by such party.

61. A method as claimed in claim 54 including the system providing at least
notification to a customer over appropriate media of at least any suspicious authorization

requests for a SPAN issued at the request of such customer.
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62. A method as claimed in claim 54 including a plurality of purses for at least
selected SPAN’s, each purse being for a different category of payments, and wherein
said system allocates each received authorization request for a SPAN to the appropriate

purse.

63. A system for facilitating access to financial instruments including:

an issuing module which provides secondary programmable account numbers
(SPAN’s) in response to verified customer requests, each said SPAN being associated
with at least one customer financial instrument, said SPAN’s having usage parameters
assigned thereto; and

an authorization module which receives requests for authorization from a party to
whom a SPAN is presented for payment, authenticates the SPAN, verifies that usage
parameters for the SPAN have been complied with, denies authorization if it cannot
authenticate the SPAN or if usage parameters for the SPAN are not complied with, and,
if the SPAN is authenticated and usage parameters met, updates usage parameters based
on the authorization request, update the associated customer financial instrument; and

sends an authorization output.

64. A method for facilitating access to financial instruments including:

a) issuing secondary programmable account numbers (SPAN’s) in response
to verified customer requests, each said SPAN being associated with at least one
customer financial instrument, said SPAN’s having usage parameters assigned thereto;

b) receiving requests for authorization from a party to whom a SPAN is
presented for payment;

c) authenticating the SPAN;

d) verifying that usage parameters for the SPAN have been complied with;

e) denying authorization if the SPAN is not authenticated or if usage
parameters for the SPAN are not complied with; and

) if the SPAN is authenticated and usage parameters are complied with, (i)
updating usage parameters based on the authorization request, (ii) updating the

associated customer primary account, and (iii) sending an authorization output.



PCT/US00/33567

WO 01/42965

1 /7 12

7l

DY~ iy sesnop Builesio ‘pieg 31geq ‘Pieg 3paID -
- et A EU TR Fabr din . o ’ x I ...w......u e .‘u. “,L...., o
) - sayopums juswihed
s103ebaibBy 1
Buiddoys | T oo
3nPoid
) "~ sjuswAe =Y sjqewiwelbod
e d 1919 d
Om B ..\"vl' I)\’W-U,m- %WN) )Jﬁ-hw-\f”m-. -

- pileg
Buiseyaing sjesodion

N
)
{
)
)
3

l\ll@bhm\

S}I0MJON JUaWA

N

Sayd}Img

wiopeld

aoeLId)U| y

$3284433u 1 L0}

G+~ eQ9

Bo

v

ot

ur



PCT/US00/33567

2/12

WO 01/42965

aot

‘wo)shs - 4 - ok a|INpPO a|npoi
, ucmEm_t.ww P ] youms ) CEIVSETE \oh~}  @deuau)
Squeg | o wdulley a0t Y iewoisny 12WI03SNY
. m:_:mm Se U T : o
ry 'y
Bbuinssj
YiomyaNY E_:u:_ day ~Ainbup | Lk
\_ Buuesjy - Lt mo_Emw lswoisny :1awoysnyd
Eo:ﬁ:oﬁ:(. .
w._mo u_voho .- . Ainbuf ;
it gt (:039; ._ms_ m:_wm:u._:n_ u:m:mn:
Th +1 kx01d 19iucisng pazuoyny::




WO 01/42965
3 /12

PCT/US00/33567

Accoun: Registration

Is the customer
registered online?

Yes
No
. Get the customer's online
Ge: the cus‘.jtomers or(;hne login, password and -
09t ana passwor registration information
No

| No

Is the login ID
available?

Is the login ID valid?

Retrive customer's
registration information
from the pnimary account
database

Oktan ADD
Iaformal)
CHeclk for-\

Yes

,| Enable SPAN s -

Stop

Fig.3

Customer
database

354

ITIoNAL
HA -

afidity




WO 01/42965

1

/7 12

Primary account

™ 103

1N

I SPAN

Usage parameters

)

Authorization conditions

SIA

Fﬁﬂ.q

!
S

PCT/US00/33567



WO 01/42965 PCT/US00/33567
5/ 12

Aut horl)atll N - conditions
511

Valid cr2dit card number
Valid merchant
Card not expired N
Primary account has funds

“tanabie conditions ¢
512

Usage Paramelers

Fac2 value
Dutation-based limit
Cradit limit
terchants who can accept the card
Valid datz of sala
Velgeity, Humber of us2s
Expiry data cet bafore primary expiry date
Authentication information (name, zip, etc)
Collective restrictions

Flj-5



W
0 01/42965 PCT/US00/33567

6 / 12

|

Authorization rrpdule 330

Databases 320

Ase 3l autherization
conditions . . Lare
satistied? (.

bl SPHN ot
r PYotaba®

351

Piimary account Ho
A -+

101

~—————

Ptimary nd
datsbase
352

13 the amount aulunlin
the primary account

parameter
daladbase 333

Financial netwok

s

Metchant
databate
%4
Held tundsin the
piimary sccount
for this
tiolification wangacton
Intertace >
a0 > C
preterences
4 datadase 353
Update
patametars on
usagae of the ca1d N
- Usage patamaeter
database
2
A
Obtain Authoizaton T~
authetization code =
5and "denlag” €0de(320) and generator < Transaction
thraugh the record trangaction 3c0 database
tinancial netwo ik 357
\o acquuing
processdt J
ST
3end suthorization
cade through
financial newwok La Database of
to acquining agencies in tha NC
procassnt netnvok 353
77| Other intormation
Should nality the 359
customar?
Matity the customat
(100/101) through
nolification intertace
(500)




WO 01/42965

Local

preferences
database

111

Customei tool
110

Default
patameten
112

7/ 12

PCT/US00/33567

Customer module
340

Issning moduile
341

Moditication
module
342

Saervica module

343




WO 01/42965

Primary account
£00

/12

NC natwork
intertace
[]:]

Hotity customer
aboutthe
inconsistency

Modification

Is the customer login
and pazsword valid?

Oblaln prefetences from
customaer preferances
database and those seni by
the customer tool

Obtain the modifications
requested in authotization
patametar

Te the moditcations vali

forthe primary account and
secondary €a0d?

Modity
authonzation

cpPu

Clock

paramater

Anoihet
moditication?

Notity

custfomet
about
invalid

login

Fl\ej.?

PCT/US00/33567

PANs ¢
r—\—ﬂ <:'1ch‘4::§!9€..'>€

Databases 350

Piimary t
database
352

Authorization

patamaetat
database 353

st ——

Merchant

Y

daladase
354

—_—

==

Customaer
prefetences
41t 252 355

Usage parzmeler

database
210

Databare of
39encies in the NC
netwot 358

~

Othetintormation

3%




WO 01/42965

Pumary account

9/ 12

500 -

l Onltine

.

Intedace
50

tving intarface

1s5uing moch.ée 343

Is the custemer login
and pasamotd vahd?

@ primasy account val
andeantne SPANS -
ba itsued ta this
customer?

Yeas

700

SPRN

generator wath Ganerate

database of SPHHS

praproceszed
numbaers
370

Initiahze
paramaters on
usage.

transactions. eto

Redirect customer to

moditicalion meduie patnng
the detault cunomes
preaterances and chent toal
pretesances

l

Isue -f'Pl\ N’S' == to

1he cusiomes o 3 specified

Qiftae through the 1muing
interface

PCT/US00/33567

Notity
customaer
aboul the

anor

Primary account
datadase
352

Avihenzahon
parameter
database 353

Maerchant
datadase
354

Custamar
prefetances
database IS

e —————

>

Usage pai 1
datadase
30

———

Database of

37encies in the NC
nedbvok 358

Otherintormation
350

Flj. T



WO 01/42965

10 / 12

370

PCT/US00/33567

Programmable Account Number Generator

¥ Yes

( Start

4

Get the account range start
and end for programmable
account numbers

Get a random number R |«

y

Set X to
start + R mod (end - start)

Is a checkdigit
required?

Set the checkdigit in X to
the computed checksum

y No

Yes

Is the account X
active in database

Activate the account in the

"SPAN Databasd.

s the request for
account online?

accounts

Enqueue X to the queue of
available programmable

yYes

Return the account
number X

—{( = —

. .3fPAn

database

ﬁj, 10



WO 01/42965

PCT/US00/33567

11 / 12

Sevice module
st

Co.nversat.lonal 343
interaction

Account query
-t thiough internet or ———d] Issuing/moditying 1 SPANS -
telephone Account maintenance
Customer education
Periodic statement prepaitation
Fraud and Exception handling
Lost ciedit cards

Customer
100.

Periodic statements

Hagotliating
exceptions

Financial network and

F‘j l l merchant banks

Authoiization module 330

translated
transaction
request 801

Ditfarent tinancial
network
€00

Psimary account
600

transaction
key 602

Teansaction

database
357




WO 01/42965 PCT/US00/33567
12 / 12

Single purchase authorization

Customer
database

Is this the first
authorization?

351

Is the time of
transaction same as
st authorizatio

No

amount within face
alue or preauthorized

Is customer
information different
from first auth?

s the merchant fraud
prone?

s the merchan
different from first
auth?

Yes

A

Authorize

Configurable to
Auth/Deny

Flj. 13




INTERNATIONAL SEARCH REPORT International application No.
PCT/US00/33567

A. CLASSIFICATION OF SUBJECT MATTER

IPC(7) :GO6F 17/00
US CL :705/1,17,18,38,41 235/379,380
According to International Patent Classification (IPC) or to both national classification and [PC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

uU.s. : 705/1,17,18,38,41 235/379,380

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

Please See Extra Sheet.

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
gory Pprop. passag

X.E US 6,000,832 A (FRANKLIN et al) 14 December 1999 1-64

D Further documents are listed in the continuation of Box C. D See patent family annex.

. Special categories of cited documents: "T" later document published after the international filing date or prionty
- . date and not in contlict with the application but cited t lerstand
"A" docuinent defining the general state of the art which is not considered the principle or theory underlying liﬁ; 1:\:2::111:1 cited to understand
to be of particular relevance
g earlier document published on or after the international filing date X document of particular relevance, the clauned invention cannot be
considered novel or cannot be considered to mvolve an ventive step
"L document which may throw doubts on priority claim(s) or which is when the document 15 taken alone
cited to establish the publication date of another citation or other
special reason (as specified) "y" docupwm of particular relevance; the clanned mvenuon cannot be
considered to involve an inventive step when the document 1s
"o document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art
"P" document puhlished prior to the international filing date but later than  #g» document member of the same patent family
the priority date clauned
Date of the actual completion of the international search Date of mailing of the international search report
20 AFR 2001
26 MARCH 2001 c
Name and mailing address of the ISA/US Authorized officer W(
Commissioner of Patents and Trademarks 0"”}"/_6("\ a N
Box PCT 3
Washington, D.C. 20231 RICH WEISBERGER
Facsimile No.  (703) 305-3230 Telephone No.  (703) 308-4408

Form PCT/ISA/210 (second sheet) (July 1998)



INTERNATIONAL SEARCH REPORT International application No.
PCT/US00/33567

B. FIELDS SEARCHED
Electronic data bases consulted (Name of data base and where practicable terms used):

DIALOG
search terms:
credit card, account number, security, authentication, limit, spending

Form PCT/ISA/210 (extra sheet) (July 1998) »




	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

