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DESCRIPTION

Field of Invention

[0001] The present invention relates to the provision of electrical power in portable devices,
and more particularly to the harvesting of power from electromagnetic fields, and still more
particularly to a power harvester for integration with near field communications enabled
devices such as RFID and NFC enabled devices.

Background

[0002] Individuals need a secure and reliable way to prove their identity to protect their assets
from fraud, and to prevent criminals from improperly obtaining credit or access to services in
their names. Likewise, commercial organisation such as banks, mass-transit providers, and
retailers, and public authorities such as social security providers, law enforcement, and
immigration authorities, need reliable and secure methods to identify individuals.

[0003] Many methods of identifying individuals exist. The most basic form is the use of a
physical object such as a key, a USE stick storing a secret token, or a bank card, credit card, or
a fob. Such methods assume that the properly authorised individual keeps possession of the
physical object. Criminals may attempt to steal such objects. So called "two factor
authentication" systems were developed in an attempt to mitigate this risk. These provide a
method of confirming a user's claimed identity by a combination of two different components -
typically something they have (such as an ID card) and something they know (such as an
access code). For example, credit cards have for some years used so called "chip and PIN"
technology, to allow individuals to authenticate transactions. Other types of two-factor
authentication exist. Two-factor authentication is a type of multi-factor authentication.

[0004] Humans may also have a variety of distinctive, measurable characteristics. These so
called "biometric" characteristics can be used to identify individuals. Biometric identifiers may
be based on physiological characteristics. Such characteristics may be related to the shape of
the body. Examples include fingerprint, palm veins, facial characteristics, DNA, palm print, hand
geometry, iris, retina and odour/scent.

[0005] Biometric ID systems may compare measured biometric data with a stored biometric
template to determine whether an individual is the person they claim to be. To reduce the risk
of such measured biometric data being intercepted and used to spoof (imitate) an individual,
biometric data may be "tokenised". This involves substituting biometric data (e.g. measured
biometric data and/or a biometric template) with a non-sensitive equivalent, called a token. The
process combines the biometrics with public-key cryptography to enable the use of a stored
biometric template (e.g., fingerprint image on a mobile or desktop device) for secure or strong
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authentication to applications or other systems without presenting the template in its original,
replicable form.

[0006] Tokenising, or otherwise processing, biometric data requires relatively sophisticated
data processing capability. The electrical power requirements of this data processing are high
in comparison with the mere capture of that biometric data. Different approaches to the
solution of this problem have been tried in the past.

[0007] For example, UK patent application GB2531378 (International Patent Application
WO2016/055663A1) describes an RFID system in which when an RFID reader sends a
command to an RFID device, the device does not respond, but rather waits and harvests the
power to drive some auxiliary functionality e.g. functionality not required for responding to the
command, for example the command may be a "request to provide identification code"
command. In this prior art system, a response to the command from the RFID device is
intentionally delayed so as to allow the auxiliary function to be performed first. In this system,
the auxiliary function is biometric authentication, and the RFID device does not respond to the
command until the biometric authentication has been completed.

[0008] This may extend the interaction time of the RFID device (e.g. the period of time for
which an RFID device must be held in proximity to a reader). The perceived delay in operation
associated with this may be unacceptable to users.

Summary

[0009] Aspects and embodiments of the present disclosure are set out in the appended claims.
These and the other embodiments described herein aim to address technical problems related
to those outlined above.

[0010] In particular, they aim to reduce the interaction time of near field communications
devices which perform auxiliary functions, such as biometric authentication and/or tokenisation
or other auxiliary functions.

[0011] Embodiments of the disclosure provide a rectifier for use in systems where high RF
input power is available. Such systems may aim to provide a low output voltage (e.g. between
3V and 5V) without unduly compromising rectifier efficiency.

[0012] These and other embodiments aim to improve impedance matching between the
rectifier and a power management module or other DC load arranged to receive direct current,
DC, electrical energy from the rectifier.

[0013] Embodiments aim to address problems in prior power harvesting systems. For
example, typically the impedance of an inductive coupler (such as an antenna) antenna is low
compared to the input impedance of a rectifier. This provides a higher voltage level at the
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rectifier input, and may be desirable when available RF power is low. However, the inventors in
the present case have appreciated that, in many circumstances in which auxiliary processing is
required, the available RF power may be relatively high. They have also appreciated that
rectifying networks with lower input impedance may be appropriate.

[0014] Embodiments of the disclosure provide a user identity verification apparatus comprising
an inductive coupler for coupling inductively with a radio frequency, RF, H-field to provide an
alternating RF voltage. This apparatus may also comprise a near field, RF, communicator
connected to the inductive coupler for performing near field RF communication; and a
biometric sensor for obtaining biometric data for identifying a user of the apparatus. Optionally,
the apparatus also includes a data processor for processing the biometric data connected to
the inductive coupler by a rectifier for obtaining DC electrical energy from the alternating RF
voltage. The rectifier may comprise a rectifying element, such as a diode, having an output
connected to a first output of the rectifier by a first inductor and to a first input of the rectifier by
a first capacitor. Such a rectifier may be referred to herein as a "buck rectifier" because it
reduces the output voltage of the rectified DC signal. It may also increase the output current,
and reduce the output impedance of the rectifier as compared with conventional rectifiers.

[0015] In circumstances where significant RF power is available, such as when a power
harvester is placed in direct contact with a near field communicator operating as a reader, the
voltage across the rectifier output may be higher than typical DC loads can tolerate. Dealing
with this mismatch between rectifier output and the load to be powered can reduce efficiency.
As noted above, embodiments of the present disclosure address this problem by arranging a
rectifying element, such as a diode, in a shunt configuration between the high and low voltage
lines of a rectifier. This shunt rectifying element may replace the two series rectifying elements
which may otherwise need to be used.

[0016] In a aspect there is provided an apparatus comprising: an inductive coupler for coupling
inductively with a radio frequency, RF, H-field to provide an alternating RF voltage; a near field,
RF, communicator connected to the inductive coupler for performing near field RF
communication; and an auxiliary circuit connected to the inductive coupler by a rectifier for
obtaining DC electrical energy from the alternating RF voltage. The auxiliary circuit may be
arranged to communicate data with the near field RF communicator. The inductive coupler is
optional, and the apparatus may merely have connections to allow it to be connected to such
an inductive coupler thereby to obtain an alternating RF signal. In other words - the inductive
coupler may be made and sold separately.

[0017] In this and other aspects of the disclosure the rectifier comprises: a first rectifier input
and a second rectifier input for receiving the alternating RF voltage; a first rectifier output and a
second rectifier output for providing the DC electrical energy to the auxiliary circuit; and a
rectifying element connected between the first rectifier input and the second rectifier input,
wherein the first rectifier output is coupled to an output of the rectifying element and to the first
rectifier input by a first inductor.
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[0018] The rectifier may comprise a first capacitor connected to the first rectifier output by the
first inductor, and connected between the first rectifier input and the output of the rectifying
element. The second rectifier output may be coupled to an input of the rectifying element and
to the second rectifier input by a second inductor.

[0019] The rectifier may comprise a second capacitor connected to the second rectifier output
by the second inductor, and connected between the second rectifier input and the input of the
rectifying element.

[0020] The rectifier may be connected to the inductive coupler in parallel with a rectifier of the
near field RF communicator.

[0021] The rectifier may be connected to the inductive coupler by a first matching network,
while the rectifier is connected to the auxiliary circuit by a second matching network.

[0022] In an aspect there is provided a dual function apparatus comprising a near field
communicator, an auxiliary power harvesting rectifier, and an auxiliary circuit arranged to be
powered by the auxiliary rectifier. The auxiliary circuit may be configured to perform functions
based on data provided to the auxiliary circuit by the near field communicator. For example,
the auxiliary circuit may be configured to control a display such as an e-ink display.

[0023] The auxiliary circuit may be configured to provide data, such as commands or data
based on user input, to the near field communicator. For example, the apparatus may
comprise a biometric sensor such as a fingerprint scanner or retina scanner for obtaining
biometric data input from a user. The auxiliary circuit may be configured to obtain such
biometric data for identifying a user of the apparatus. It may also comprise a data processor
for processing the biometric data, and it may be connected to the inductive coupler by a
rectifier for obtaining DC electrical energy from an alternating RF voltage which also powers
the near field RF communicator.

[0024] For example, both the rectifier and the near field communicator may both be connected
to an inductive coupler for coupling inductively with a radio frequency, RF, H-field to provide an
alternating RF voltage. The near field communicator can thus perform near field
communication using the inductive coupler, whilst the rectifier harvests additional power from
the same RF voltage to power the auxiliary circuits.

[0025] The rectifier may comprise a rectifying element having an output connected to a first
output of the rectifier by a first inductor. The output of the rectifying element may also be
connected to a first input of the rectifier by a first capacitor. An input of the rectifying element
may be connected to a second output of the rectifier by a second inductor. The rectifier may
comprise a second capacitor connected between the second input of the rectifier and the input
of the rectifying element. This capacitor may thus be connected to the second output of the
rectifier by the second inductor.
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[0026] The rectifier may be connected to the inductive coupler by a first matching network.
And, the rectifier may be connected to provide power to a load (such as an auxiliary circuit, e.g.
as explained above) by a second matching network.

[0027] The rectifying element described and claimed herein provides a one way conduction
path from the input of the rectifying element to its output. In any of the embodiments described
herein, the rectifying element may comprise a diode, such as a Schottky diode. The rectifying
element may be provided by appropriately arranged voltage controlled impedances, such as
transistors. For example a diode connected transistor may be used - examples of diode
connected transistors may be provided by:

» connecting the base and collector of a BJT;
« connecting the drain and source of a JFET; or
e connecting the gate and drain of a MOSFET.

[0028] Other ways of providing a one way conduction path through a rectifying element may
be used. It will also be appreciated that the rectifying element may itself comprise a plurality of
such components.

[0029] Although such a rectifying element converts alternating RF voltage to DC electrical
energy, harmonics of the alternating RF voltage may also be detectable at the output of the
rectifier. In any of the embodiments described herein, a second matching network may be
connected to the output of the rectifier to receive, from the rectifier both the DC electrical
energy and one or more such harmonics. The reactive (inductive and/or capacitive) impedance
of this matching network may be chosen to provide transitions in impedance which reflect the
one or more harmonics back towards the rectifier (and so also to the rectifying element).

[0030] The present disclosure may provide a new rectifier topology for decreasing output DC
voltage, without unduly compromising efficiency. Such a topology may be particularly suitable
for high RF input power applications (>20dBm). Embodiments may improve the impedance
matching between the rectifier and a power management module or other auxiliary circuit.
Thus the overall efficiency of such systems (rectifier + PMM) may be improved.

Brief Description of Drawings

[0031] Embodiments of the disclosure will now be described in more detail, by way of example
only, with reference to the accompanying drawings, in which:

Figure 1 shows a diagram of an apparatus comprising a near field communications enabled
device with auxiliary functionality;

Figure 2 shows a schematic diagram of a rectifier for powering auxiliary functionality of a near
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field communications enabled device;

Figure 3 shows a schematic diagram of another rectifier such as that shown in Figure 2 in
which optional details of matching networks have been proposed;

Figure 4A shows a plots of simulated efficiency data for a rectifier and matching networks as
illustrated in Figure 3; and,

Figure 4B shows a measured efficiency data for a rectifier and matching networks as illustrated
in Figure 3.

[0032] In the drawings, like reference numerals are used to indicate like elements

Specific Description

[0033] Figure 1 shows a diagram of an apparatus 10 comprising an inductive coupler 12, a
near field RF communicator 14, a rectifier 16, and an auxiliary circuit 18.

[0034] The inductive coupler 12 is connected to the rectifier 16 and to the near field RF
communicator. The rectifier 16 is connected to the auxiliary circuit 18, and the auxiliary circuit
18 may be connected for communicating data to and/or from the near field RF communicator.
This may enable the auxiliary circuits to process data received by the near field RF
communicator via near field communication. It may also enable the auxiliary circuits to provide
data to the near field RF communicator for communication to another device via near field
communication.

[0035] The near field RF communicator 14 comprises a front end 13, which may include things
such as a voltage regulator, a dedicated rectifier for the near field RF communicator, or other
circuitry for connecting the near field RF communicator 14 to the inductive coupler 12. It also
comprises a controller 15 for performing simple data operations such as modulating and
demodulating data from signals received via the inductive coupler 12.

[0036] The inductive coupler 12 is arranged for coupling inductively with a radio frequency, RF,
H-field - typically in a frequency band centred on 13.5 MHz, but other frequency bands may be
used. The inductive coupler 12 may comprise an arrangement of conductors, such as a loop
antenna or a coil antenna having a degree of inductive and/or capacitive impedance.

[0037] The auxiliary circuit 18 is connected to the inductive coupler 12 by a rectifier 16. The
auxiliary circuit 18 may comprise any one or more of the following:

+ A biometric sensor such as a fingerprint scanner;
e A camera;
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» Adisplay such as an e-ink display;

« Alocation determiner such as a GPS receiver; and

e Digital signal processing circuitry for processing biometric data to tokenise that biometric
data and/or to compare it with a biometric template associated with the user.

[0038] The rectifier comprises a first rectifier input 20, and a second rectifier input 22. It also
comprises a first rectifier output 24, and a second rectifier output 26. The first rectifier input 20
can be connected to a first output of the inductive coupler.

[0039] In the differential configuration illustrated in Figure 1, the rectifier 16 also comprises a
second rectifier input 22, which can be connected to a second output of the inductive coupler.
The rectifier 16 can thus be arranged to obtain, across the first rectifier input 20 and the
second rectifier input 22, an alternating RF voltage from the inductive coupler. It is configured
to convert that RF voltage into DC electrical energy. That DC electrical energy may be provided
as a voltage across the first rectifier output 24 and the second rectifier output 26. These
outputs 24, 26 can be connected to the auxiliary circuit 18 for providing DC electrical energy to
the auxiliary circuit 18.

[0040] The rectifier 16 comprises a rectifying element 17 configured to provide a one way
conduction path for current (e.g. from its input to its output) and it may be provided by a diode.
The one way conduction path provided by the rectifying element 17 couples both the first
rectifier input 20 and the first rectifier output 24 to both the second rectifier input 22 and to the
second rectifier output 26. In other words, the rectifying element 17 is connected in shunt,
thereby to provide a one-directional current flow path between the inputs of the rectifier 16. A
first inductor 19 may connect the output of the rectifying element 17 to the second rectifier
output 26. The rectifier 16 illustrated in Figure 1 is thus arranged to provide a DC voltage
between the first rectifier output 24 and the second rectifier output 26.

[0041] A key function that this type of rectifier may provide is that the shunt rectifying element
(e.g. shunt diode) provides a reduction of the output impedance, therefore reducing the output
voltage whilst the series inductor may help to keep the current high. Without the series
inductor, the current may decrease undesirably when the diode is off. Keeping the current high,
for a constant output power level, may contribute to providing a lower output voltage. This may
enhance matching with a low voltage DC load. It will be appreciated in the context of the
present disclosure that this functionality may be provided in a number of different ways.

[0042] Figure 2 shows one example of such a rectifier. This rectifier may be suitable for use in
the apparatus shown in Figure 1.

[0043] The rectifier 16 illustrated in Figure 2 comprises a first matching network 30, a rectifying
network 33, and a second matching network 32. It also comprises a first rectifier input 20 and a
second rectifier input 22, a first rectifier output 24 and a second rectifier output 26.
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[0044] The first matching network 30 is configured to provide a higher output impedance than
the inductive coupler, and a lower input impedance than the rectifying network 33. The second
matching network 32 may be configured to provide an RF trap to reflect harmonics of the
alternating RF signal which may pass through the rectifying network 33 back across the
rectifying network 33.

[0045] The first rectifier input 20 and the second rectifier input 22 are connected to the
rectifying network 33 by the first matching network. The rectifying network 33 is connected to
the first rectifier output 24 and the second rectifier output 26 by the second matching network
32.

[0046] The first matching network 30 comprises an arrangement of capacitive and inductive
impedances configured to present an input impedance to an inductive coupler (such as the
inductive coupler 12 of the apparatus illustrated in Figure 1) which matches the output
impedance of that inductive coupler. The arrangement of capacitive and inductive impedances
is also configured to present an output impedance to the rectifying network 33 which matches
the input impedance of the rectifying network 33. The second matching network 32 may be
similarly constructed, and arranged to provide the same matching function - providing an input
impedance which matches the output impedance of the rectifier 16, and providing an output
impedance which matches that of the load to be powered. A variety of such configurations may
be used in both of these networks. In an embodiment at lower frequencies, such as 13MHz, a
differential or single end design is quite similar. The matching network in Figure 3 is quite
general, and may be applied for higher frequencies. Typically passive electronic components
such as inductors and capacitors may be connected together to provide a network which
provides this function. A variety of configurations may be selected. One such configuration is
illustrated in Figure 3, and described below.

[0047] The rectifying network 33 comprises a first capacitor 34, a second capacitor 36, a first
inductor 19, a second inductor 38, and a rectifying element 17. The rectifying element 17 is
configured to provide a one way conduction path for electrical current to flow from the input of
the rectifying element 17 to the output of the rectifying element 17. The rectifying element 17
may comprise a diode.

[0048] A first plate of the first capacitor 34 is connected to a first output of the first matching
network 30. A second plate of the first capacitor 34 is connected to the output of the rectifying
element 17, and to the first inductor 19. The first inductor 19 connects the second plate of the
first capacitor 34 and the output of the rectifying element 17 to a first input of the second
matching network 32.

[0049] A first plate of the second capacitor 36 is connected to a second output of the first
matching network 30. A second plate of the second capacitor 36 is connected to the input of
the rectifying element 17, and to the second inductor 38. The second inductor 38 connects the
second plate of the capacitor and the input of the rectifying element 17 to a second input of the
second matching network 32.
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[0050] The rectifying element 17 can provide, based on the alternating input voltage, a DC
voltage difference between the input of the rectifying element 17 and the output of the
rectifying element 17. This DC voltage can charge the first capacitor 34 so that electrical
energy is stored on the first capacitor 34. The first inductor 19 helps to keep the current high in
both halves of each RF cycle. It will be appreciated in the context of the present disclosure that
the second capacitor 36 and the second inductor 38 provide corresponding functions.

[0051] In addition, the inductor 38 is optional, and may be removed. This is particularly the
case in single ended embodiments. In these embodiments, an output storage capacitor may
be connected to the input of the rectifying element 17, and to the output of the rectifying
element 17 by the first inductor 19. In this position, such a capacitor may perform the function
of storing DC output energy (hence its name).

[0052] The second capacitor 36 shown in Figure 3 is also optional, and may be removed.
Again, this is of particular relevance in single ended embodiments. In these embodiments, a
filter capacitor may be connected between the input of the rectifying element 17, and the
output of the rectifying element 17. In particular, a first plate of this filter capacitor may be
connected to the input of the rectifying network 33, and to the input of the rectifying element 17
whilst a second plate of this filter capacitor is connected to the output of the rectifying element
17. 1t will of course be appreciated that in these and other embodiments the rectifying element
17 may be provided by a plurality of rectifying elements arranged in parallel with each other.

[0053] Figure 3 is a diagram of a rectifier, such as that illustrated in Figure 2, having a
particular arrangement of the first matching network 30, and the second matching network 32.
In Figure 2 and Figure 3, like reference numerals are used to indicate like elements.

[0054] The first matching network 30 may comprise a first matching capacitor 40, a first
matching inductor 48, a second matching capacitor 42 and a second matching inductor 50. In
the arrangement illustrated in Figure 3, the first rectifier input 20 is connected to a first plate of
the first matching capacitor 40 and to the first matching inductor 48. The first matching inductor
48 connects the first rectifier input 20 to the first plate of the first capacitor 34 of the rectifying
network 33, and to a first plate of the second matching capacitor 42. The second rectifier input
22 is connected to a second plate of the first matching capacitor 40 and to the second
matching inductor 50. The second matching inductor 50 connects the second rectifier input 22
to the first plate of the second capacitor 36 of the rectifying network 33, and to a second plate
of the second matching capacitor 42.

[0055] The second matching network 32 may comprise a third matching capacitor 44, a third
matching inductor 52, a fourth matching capacitor and a fourth matching inductor. A first plate
of the third matching capacitor 44 is connected by the first inductor 19 to the output of the
rectifying element 17. The first plate of the third matching capacitor 44 is also connected by the
third matching inductor to the first rectifier output 24. The first rectifier output 24 is connected
to a first plate of the fourth matching capacitor 46 and to the third matching inductor 52. The
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third matching inductor 52 connects the first inductor 19 of the rectifying network 33 to the first
plate of the fourth matching capacitor 46. The second rectifier output 26 is connected to the
second plate of the fourth matching capacitor 46 and to the fourth matching inductor 54. The
fourth matching inductor 54 connects the second rectifier output 26 to the second plate of the
third matching capacitor 44 and to the second inductor 38 of the rectifying network 33.

[0056] In operation, based on an alternating RF voltage received via the first matching network
30 the rectifying element 17 provides, at its output, DC electrical energy and one or more
harmonics of the alternating RF voltage. The second matching network 32 receives the DC
electrical energy and provides it to the rectifier outputs. The second matching network 32 also
receives the one or more harmonics and reflects those harmonics back towards the rectifying
element 17.

[0057] Whilst the primary function of the first matching network 30 is to present a lower input
impedance to an inductive coupler (such as the inductive coupler 12 of the apparatus shown in
Figure 1) than would be provided by the rectifying network 33 taken alone, it may also serve to
reflect, back towards the rectifying network 33, harmonics of the alternating RF voltage that
have been reflected from the second matching network 32. The component values in the
matching network may be chosen to increase the reflection of harmonics whilst also matching
the impedance of the rectifier at the fundamental frequency.

[0058] Investigation by the inventors has shown that the efficiency and frequency
characteristics provided by the embodiments described herein are particularly desirable.

[0059] Figure 4A shows a plot of simulated efficiency data for a rectifier and matching
networks as illustrated in Figure 3. The simulation which produced this data was conducted
assuming the output voltage provided from the rectifier outputs was 3.5V. It can be seen that,
for a range of input powers between about 17 and about 21 dBm, the efficiency is better than
80%. This is comparable to the efficiency achieved by a prior art rectifier providing a 13V DC
output voltage. This embodiment may thus achieve the goal of providing lower output voltage
at high power without undesirable loss of efficiency. This topology may therefore significantly
reduce the mismatch when connecting to a classical PMM, improving the overall system
efficiency.

[0060] Figure 4B shows a measured efficiency data for a rectifier and matching networks as
illustrated in Figure 3.

[0061] In the arrangement illustrated in Figure 1, power provided by the alternating voltage at
the output of the inductive coupler may be shared between the near field communicator and
the rectifier for the auxiliary circuit 18 by appropriate selection of the input impedance of the
rectifier and the input impedance of the near field communicator. In other words - power may
be shared passively between the two parts of the apparatus. It will be appreciated however
that power may be shared actively between the two. That is to say a switch may be provided in
the connection between the inductive coupler and the near field communicator, and another



DK/EP 3701424 T3

switch may be provided in the connection between the inductive coupler and the rectifier for
the auxiliary circuit 18. A controller may share the power provided by the alternating voltage by
controlling these switches.

[0062] The near field RF communicators referred to herein may be any type of near field RF
communications enabled device. It will be appreciated in the context of the present disclosure
that near field RF communication may be referred to as near-field RFID (Radio Frequency
Identification) or near-field communication. NFC communicators are a type of near field RF
communicator that is capable of both initiating a near field RF communication (through
transmission or generation of an alternating magnetic field) with another near field RF
communicator and of responding to initiation of a near field RF communication by another near
field RF communicator. The term "near field RF communicator " includes not only NFC
communicators but also initiating near field RF communicators such as RFID transceivers or
readers that are capable of initiating a near field RF communication but not responding to
initiation of a near field RF communication by another near field RF communicator and
responding near field RF communicators such as RFID transponders or tags that are capable
of responding to initiation of a near field RF communication by another near field RF
communicator but not of initiating a near field RF communication with another near field RF
communicator .

[0063] An RFID tag is always a target and an RFID reader always an initiator of
communication. However, as will be understood from the above, an NFC communicator may
operate in an "initiator" mode in which the NFC communicator seeks to initiate near field RF
communication or in a "target” mode in which the NFC communicator is receptive to initiation of
near field RF communication. NFC communicators may also operate in either a "passive
communications mode" or an "active communications mode". When communication is by the
"passive communications mode"” an initiator NFC communicator will generate an RF field and a
target NFC communicator will respond by modulation of the received RF signal, usually by load
modulation. WWhen communication is by the "active communications mode" both the initiator
NFC communicator and the target NFC communicator use their own RF field to enable
communication.

[0064] An RFID tag may be an active tag, that is a tag which is self-powered, or a passive tag,
that is a tag which derives power by inductive coupling to the magnetic field (H-field) generated
by an RFID reader or NFC communicator. The terms "passive" and "active" in the context of
NFC communicators thus do not have the same meaning as "passive" and "active" when used
in the context of traditional RFID tags and readers.

[0065] Embodiments of the present disclosure may comprise smart cards, e.g. a plastic card,
often having the same form factor as a typical credit card but carrying a built-in
microprocessor. This microprocessor may comprise the auxiliary circuits described herein.

[0066] In an embodiment there is provided a power harvesting apparatus comprising a signal
connection for connecting to a source of alternating voltage, such as an RF antenna or a
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capacitive coupler for coupling with an alternating E-field, or an inductive coupler for coupling
with an alternating H-field. Such a power harvesting apparatus also comprises a rectifier,
coupled to the signal connection for receiving the alternating voltage.

[0067] The rectifier comprises a rectifying element having an output connected to a first output
of the rectifier by a first inductor. The output of the rectifying element is also connected to a
first input of the rectifier, optionally by a first capacitor.

[0068] The rectifier may be single ended or differential. In single ended embodiments the input
of the rectifying element may be coupled to a ground or reference voltage. For example, the
second input of the rectifier may be connected to a ground or reference voltage. In single
ended embodiments, the output of the rectifying element may be connected to the second
input of the rectifier by a filter capacitor. In single ended embodiments, optionally, an output
storage capacitor may be connected between the first output of the rectifier and a second
output of the rectifier.

[0069] In differential embodiments, a second input of the rectifier may be connected to the
input of the rectifying element, optionally by a second capacitor. In both differential and single
ended embodiments, the input of the rectifying element may be connected to a second output
of the rectifier, optionally by a second inductor.

[0070] The rectifier may be connected to the signal connection by a first matching network.
The rectifier may be connected to power an auxiliary circuit (such as a biometric sensor) by a
second matching network.

[0071] The rectifying element may generate, based on the alternating RF voltage, DC
electrical energy and one or more harmonics of the alternating RF voltage, and the second
matching network is arranged to receive, from the rectifying element, the DC electrical energy
and the one or more harmonics and to reflect the one or more harmonics back towards the
rectifying element.

[0072] The data processing and other functionality described and claimed herein may be
provided by a general purpose processor, which may be configured to perform a method
according to any one of those described herein.

[0073] Whilst the embodiments described herein have particular utility when the rectifier is
connected for harvesting power from an inductive coupler of a near field RF communications
device, embodiments of the disclosure may be used in other applications. For example,
instead of being connected to the inductive coupler of a near field RF communications device
they may be connected to the antenna of a WIiFi enabled device, a Bluetooth device, a
telecommunications device such as a cellular telephone, or any other device which receives
significant RF power.

[0074] In some examples the controllers, processors, and other types of logic described and/or
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claimed herein may comprise digital logic, such as field programmable gate arrays, FPGA,
application specific integrated circuits, ASIC, a digital signal processor, DSP, or by any other
appropriate hardware. In some examples, one or more memory elements can store data
and/or program instructions used to implement the operations described herein. Embodiments
of the disclosure provide tangible, non-transitory storage media comprising program
instructions operable to program a processor to perform any one or more of the methods
described and/or claimed herein and/or to provide data processing apparatus as described
and/or claimed herein. Analogue control circuits may also provide at least a part of this control
functionality. An embodiment provides an analogue control circuit configured to perform any
one or more of the signal processing methods and/or logic described herein.

[0075] The above embodiments are to be understood as illustrative examples. Further
embodiments are envisaged. It is to be understood that any feature described in relation to any
one embodiment may be used alone, or in combination with other features described, and may
also be used in combination with one or more features of any other of the embodiments, or
any combination of any other of the embodiments. Furthermore, equivalents and modifications
not described above may also be employed without departing from the scope of the invention,
which is defined in the accompanying claims.
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Patentkrav

1. Indretning (10), som omfatter:

en induktiv koblingsindretning (12) til induktiv kobling med et radiofrekvens-,
RF-, H-felt for at tilvejebringe en RF-vekselspaending;

en neerfelts-, RF-, kommunikator (14) forbundet til den induktive koblingsind-
retning (12) til udfgrelse af neerfelts-RF-kommunikation;

et hjeelpekredslab (18) forbundet til den induktive koblingsindretning (12) med
en ensretter (16) for at opna elektrisk jeevnstremsenergi fra RF-vekselspaen-
dingen, hvor hjeelpekredslabet (18) er indrettet til at kommunikere data med
neerfelts-RF-kommunikatoren (14) ;

hvor ensretteren (16) omfatter:

en farste ensretterindgang (20) og en anden ensretterindgang (22) til at mod-
tage RF-vekselspaendingen,

en farste ensretterudgang (24) og en anden ensretterudgang (26) til at tilveje-
bringe den elektriske jeevnstremsenergi til hjeelpekredslgbet (18);

idet indretningen er kendetegnet ved, at ensretteren yderligere omfatter:

et ensretningselement (17) forbundet mellem den farste ensretterindgang (20)
og den anden ensretterindgang (22);

hvor den farste ensretterudgang (24) er koblet til en udgang af ensretningsele-
mentet (17) og til den farste ensretterindgang (20) med en ferste induktor (19);
og

hvor ensretningselementet (17) er forbundet i shunt for at tilvejebringe en ens-
rettet stramgennemlgbsbane mellem ensretterens (16) indgange.

2. Indretning ifalge krav 1, hvor ensretteren (16) omfatter en farste kondensa-
tor (34), der er forbundet til den f@rste ensretterudgang (24) med den ferste
induktor (19) og er forbundet mellem den farste ensretterindgang (20) og ud-
gangen af ensretningselementet (17).

3. Indretning ifalge krav 1 eller 2, hvor den anden ensretterudgang (26) er kob-
let til en indgang af ensretningselementet (17) og til den anden ensretterind-
gang (22) med en anden induktor (38).
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4. Indretning ifelge krav 3, hvor ensretteren (16) omfatter en anden kondensa-
tor (36), der er forbundet til den anden ensretterudgang (26) med den anden
induktor (38) og er forbundet mellem den anden ensretterindgang (22) og ind-
gangen af ensretningselementet (17).

5. Indretning ifalge et af de foregaende krav, hvor ensretteren (16) er forbundet
til den induktive koblingsindretning (12) parallelt med en ensretter af neerfelts-
RF-kommunikatoren (14).

6. Indretning ifalge et af de foregaende krav, hvor ensretteren (16) er forbundet
til den induktive koblingsindretning (12) med et farste tilpasningsnetvaerk (30).

7. Indretning ifelge krav 6, hvor ensretteren (16) er forbundet til hjeelpekreds-
lzbet (18) med et andet tilpasningsnetveerk (32).

8. Indretning ifelge krav 7, hvor ensretningselementet (17), baseret pa RF-vek-
selstremsspaendingen, genererer elektrisk jeevnstremsenergi og en eller flere
harmoniske komponenter af RF-vekselspeendingen, og det andet tilpasnings-
netvaerk (32) er indrettet til, fra ensretningselementet, at modtage den elektri-
ske jeevnstremsenergi og den ene eller flere harmoniske komponenter og at
reflektere den ene eller flere harmoniske komponenter tilbage mod ensret-
ningselementet (17), f.eks. hvor det farste tilpasningsnetvaerk (30) er indrettet
til at reflektere RF-signaler, der er baseret pa de reflekterede signaler, tilbage
mod ensretningselementet (17).

9. Indretning til brugeridentitetsverificering, omfattende:

en induktiv koblingsindretning (12) til induktiv kobling med et radiofrekvens-,
RF-, H-felt for at tilvejebringe en RF-vekselspaending;

en neerfelts-, RF-, kommunikator (14) forbundet til den induktive koblingsind-
retning (12) til udfgrelse af neerfelts-RF-kommunikation;

en biometrisk sensor til opnaelse af biometriske data til identificering af en bru-
ger af indretningen;

kendetegnet ved, at indretningen yderligere omfatter:



10

15

25

30

DK/EP 3701424 T3

en dataprocessor il behandling af de biometriske data forbundet til den induk-
tive koblingsindretning med en ensretter (16} for at opna elekirisk jasvnstrems-
energi fra RF-vekseispaendingen, hvor ensretieren {16} er konfigureret il at
reducere udgangsspaandingen for det ensretiede {sevnstremssignal og for at
gge udgangssiremmen;

hvor ensretteren (16} omfatter et ensretningselement {17} med en udgang for-
bundet til en ferste udgang {24) af ensretteren (16) med en ferste induktor (19)
og til en forste indgang (20) af ensretteren med en forste kondensator (34).
hvor ensretningselementet {17) er forbundet i shunt for at tilvejebringe en ens-
rettet stremgennemigbsbane meliem ensretterens {16) indgange.

10. Indretning ifolge krav 8, hvor ensrefteren {16) er ensidig, f.eks. hvor en
anden udgang (22} af ensretieren er forbundet til en jord- eller referencespeaen-
ding.

11. Indreining ifeige krav 9 eller 10, hvor mindst en af:

udgangen af ensretningselementst {17) er forbundet til ensrefterens (18) an-
den indgang {22) med en filterkondensator; and

en udgangsiagringskondensator er forbundet mellem ensretterens (16) ferste
udgang (22) og en anden udgang {24) af ensretieren (16}

12. Indretning ifelge krav 8, hvor en indgang af ensretningselementet {17) er
forbundet til en anden udgang (26) af ensretieren {16) med en anden induktor
{38}, f.eks. hvor indretningen omfatier en anden kondensator {36}, der er for-
bundet il en anden udgang {26} af ensretteren {16} med den anden induktor
{38} og er forbundet mellem den anden indgang (22} af ensretteren {18} og en
indgang af ensrethingselementet {17}

13. Indretning ifpige et af de foregaende krav, hvor mindst en af:

ensretteren {16} er forbundet til den induklive koblingsindretning {12) med et
farste tiipasningsnetvaerk (30), og ensretteren {16} er forbundet {it den biome-
triske sensor med ef andet tilpasningsnetvaerk {32), f.eks. hvor ensretnings-
elementet (17), baseret pa RF-vekselspaendingen, genererer eleklrisk jesvn-
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stremsenergi og en eller flere harmaoniske komponenter af RF-vekselspaendin-
gen, og det andet tilpasningsnetvaerk (32) er indrettet i, fra ensretningsele-
mentet (17}, at modtage den elektriske jaevnsiremsenergi og en eller flere har-
moniske komponenter og refiekiere den ene eller flere harmoniske komponen-
ter titbage mod ensretningselementet (17);

ensrethingselementet (17) omfatter en dicde.

14. Indretning ifeige et af de foregaende krav, hvor ensretieren (18) er ensi-
dig.

15. Smaricard omfattende indretningen ifplige et af de foregaende krav.
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