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METHOD AND SYSTEM FOR A PAYMENT
TRANSACTION ASSOCIATED WITH A
DECLARATION OF INTENT

RELATED APPLICATIONS

[0001] This application is a continuation of U.S. applica-
tion Ser. No. 13/941,807, filed Jul. 15, 2013 (now U.S. Pat.
No. 8,831,990), which is a continuation of U.S. application
Ser. No. 13/285,201, filed Oct. 31, 2011 (now U.S. Pat. No.
8,566,238), which is a continuation of U.S. application Ser.
No. 12/728,544, filed Mar. 22, 2010 (now U.S. Pat. No. 8,065,
232), which is a continuation of U.S. application Ser. No.
10/548,492, filed Jun. 16, 2006 (now U.S. Pat. No. 7,702,
581), which is a U.S. National Stage application of Interna-
tional Application No. PCT/EP04/02520, filed Mar. 11, 2004,
which claims priority from German Patent Application No.
103 10 527.1, filed Mar. 11, 2003, said patent applications
hereby fully incorporated herein by reference.

FIELD OF THE INVENTION

[0002] The present invention relates to a method and a
system for initiating and/or conducting a transaction that is
associated with at least two corresponding declarations of
intent, in particular a payment transaction, between at least
two transaction parties via a processing unit, wherein at least
one of the transaction parties uses a land line telephone or
mobile telephone or a mobile communication device for
transmitting data.

[0003] Payment transactions represent the main field of
application of the present invention because of their fre-
quency and commercial significance.

BACKGROUND OF THE INVENTION

[0004] Several methods for conducting payment transac-
tions with the aid of a mobile telephone are known. The
advantages of these methods are described in e.g.
DE19903822.

[0005] These methods are generally designed in such a way
that the transaction parties exchange data with a processing
unit or, optionally, with each other.

[0006] In this connection, a distinction must be made
between two types of method, which are referred to in the
following as “A-type standard-compatible method” and
“B-type future-dependent methods”.

[0007] “A-type standard-compatible methods” relate to
those methods which can be implemented with the entire
currently installed base of mobile telephones (i.e. with all or
with the predominant majority of the mobile telephones/SIM
module chip cards in circulation according to the state of the
art) without necessitating the replacement or technical modi-
fication of said mobile telephones or SIM module chip cards.
[0008] “B-type future-dependent methods™ relate to those
methods that can only be implemented with special mobile
telephones and SIM modules (generally of the latest model)
which are still only in limited circulation or will only be
marketed at a future point in time.

[0009] In type-B future-dependent methods the exchange
of data generally occurs for at least one of the transaction
parties via protocols and/or methods such as WAP (Wireless
Application Protocol) or i-mode (predominantly in circula-
tion in Japan), as well as via Java or SIM toolkit applications
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executed locally on a mobile telephone or SIM module chip
card, the exchange of data occurring e.g. via GPRS (GSM
Packet Radio Service).

[0010] A disadvantage of the type-B future-dependent
methods is that they are dependent on the penetration and
success of the technological infrastructure upon which they
are based. An operator that would like to introduce such a
method is faced with the choice of relying on a very small
potential user basis or trying to induce potential users (e.g.
with subsidies) to acquire new mobile telephone end devices.
This represents a very large hurdle for the introduction of
such a method.

[0011] Another disadvantage of the type-B future-depen-
dent methods is that they can generally only be implemented
in mobile wireless networks of a certain standard (such as e.g.
GSM) and not with simple land line telephones.

[0012] In type-A standard-compatible methods the
exchange of data generally occurs for at least one of the
transaction parties via a live telephone connection with voice
responses (e.g. by means of an IVR system (Interactive Voice
Response)) and DTMF tone transmission (Dual Tone Multi-
Frequency) or by SMS (Short Message System). These meth-
ods are generally effected through the transmission of the
complete mobile telephone number (ANI/MSISDN) or a
unique alias from the payer and/or payee to the payee and/or
payer, the transmission of a permanently valid PIN code from
the payer to a processing unit for authentication and, option-
ally, the transmission of a temporarily valid TAN code as
proof of authorization and payment from the processing unit
to the payer and from the payer to the payee.

[0013] Oneofthese methods, the so-called Paybox method,
is known from the second example of DE 199 03 822. This
method is briefly illustrated here as an example of a type-A
standard-compatible method:

[0014] The payer (called P in the following) first verbally
transmits his mobile telephone number (ANI and/or
MSISDN) or an alias clearly correlated to his mobile tele-
phone number to the payee c/recipient) (R). R then implicitly
transmits his mobile telephone number by way of a telephone
call from his mobile telephone, and explicitly transmits the
mobile telephone number of P, as well as the amount to be
paid, by way of DTMF tone transmission to a processing unit
(PS). (A telephone connection between R and PS remains
established until the final step). The processing unit then
examines whether P is an authorized participant and whether
the credit rating of P is sufficient for payment of the amount in
question. The PS then initiates a call to the mobile telephone
number of P. P accepts the call. A voice computer of the PS
generates an acoustic message with the payment information
(recipient, amount payable). To confirm and authorize the
payment, P enters a PIN code using DTMF tone transmission.
Upon successful authorization, the PS acoustically transmits
to R a confirmation of payment via the still operative tele-
phone connection.

[0015] The disadvantages of the Paybox method are above
all the high telecommunications costs and the protracted
duration of the transaction.

[0016] Inthe Paybox method the call from R to PS and the
transmission of the data takes approx. 30 seconds. Of
approximately the same length is the following call of PS to P
including the announcement of the payment details and
retrieval of the authorization PIN. The connection from the
first call remains established during the second call. Alto-
gether, telecommunication costs for 90 seconds of mobile
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telephone connections are incurred. If the transaction is
effected by way of a toll-free telephone number and the
operator of the PS bears the telecommunications costs, the
latter currently incurs costs of approx. 30 euro cents as a
result.

[0017] Thus, the implementation of the Paybox method is
generally not commercially viable for smaller payment trans-
actions.

[0018] Altogether, processing a transaction with the Pay-
box method takes approx. 75 seconds.

[0019] Thus, the implementation of this method in all time-
critical mobile commerce application scenarios such as e.g.
payments at point-of-sale terminals in retail is very problem-
atic.

[0020] The disadvantages of the Paybox method illustrated
with this example also apply in a similar manner to many
other type-A standard-compatible methods.

[0021] E.g.the time restriction remains even when alterna-
tive transmission methods such as SMS are used. For
example, the delivery speed of an SMS is not guaranteed and
can often take up to 30 seconds, in some cases considerably
longer. Additionally, depending on the method, the time
required to enter and send an SMS has to be considered. (The
same applies to certain type-B future-dependent methods,
e.g. the use of WAP protocol—the time required to establish
a connection, navigate and enter data is too long for use in
time-critical mobile commerce scenarios).

[0022] Another disadvantage of said type-A standard-com-
patible method is that the complete mobile telephone number
of the payer and/or payee has to be disclosed to the payer
and/or payee. As a result, there is no anonymity between the
transaction parties. The use of a telephone number alias (such
as e.g. in the Paybox method) may provide a partial anonym-
ity with respect to the actual mobile telephone number of the
participant; however, principally, the unique identity of one
transaction party is known to the other transaction party.
[0023] Another disadvantage of the use of a complete
mobile telephone number or a telephone number alias is their
length (generally 12 digits) and the resulting longer duration
of entry and transmission, as well as the probability of mis-
types.

[0024] Yet another disadvantage of said type-A standard-
compatible method is the low degree of probative force and/or
the risk of repudiation for the payer, the payee and the opera-
tor of the processing unit. One possibility for increasing pro-
bative force consists in the involvement of a “trusted third
party”, i.e. an additional party recognized by the payer, the
recipient and the operator of the processing unit. The tele-
communications provider is particularly suitable to act as
such an additional party. However, records of the content of
data transmitted via an established telephone or WAP data
connection, as well as of the content of an SMS, can generally
not be kept by the telecommunications provider owing to
legal regulations. Thus, generally, merely the telephone num-
bers of the communications partners, the time and duration of
the communication as well as the amount of data transmitted
are recorded. The fact that a transaction has been processed
can thus principally be relatively readily proven. Should,
however, a dispute with regard to the amount of the autho-
rized amount arise, probative force is problematic. As a con-
sequence, it is generally necessary in methods such as Paybox
to e.g. send an SMS for confirmation purposes in order to
reduce the probability of error and avoid future complaints,
thereby generating further costs.
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[0025] Another disadvantage of said type-A standard-com-
patible method is that it easy to make errors regarding the
authorized amount. This risk arises because generally the
amount is actively specified by one of the transaction parties
only, and then merely passively confirmed by the other trans-
action party, e.g. after the amount has been displayed on the
mobile telephone display or announced acoustically.

[0026] A method for billing internet transactions via
mobile telephone systems is known from DE 199 46 539 Al.
The association of retailer and customer in a payment gate-
way is accomplished using a temporary IP address of the
mobile telephone of the customer. This IP address is namely
transmitted to the payment gateway by both customer and
retailer. The disadvantage of this method is that the matching
of the temporary IP address of the mobile telephone sub-
scriber with his MSISDN has to be effected via an MSISDN-
IP databank, which makes the implementation of the method
difficult, if not impossible for a payment gateway operator
that is independent of the mobile telephone provider. Another
disadvantage of this method is that the customer has to have a
WAP-capable mobile wireless device at his disposal; the
method is thus a “type-B future-dependent method” (see
above). In addition, the establishment of a WAP internet
connection is very time-consuming, and, therefore, the
method is not suitable for most payment scenarios. Moreover,
this method has the disadvantage that a relatively sizeable
data set, namely the temporary IP address of the mobile
wireless subscriber, must be transmitted for correlating
retailer and customer. Finally, correlating the IP addresses
entering the payment gateway is complex, as a very large
number of IP addresses may have to be compared.

[0027] Finally, a method for authorizing the payment of
goods offered on the Internet is known from EP 1 081 919 A1.
Here, correlating customer and provider is effected with an
authorization comparator by means of a transaction code that
is generated by the provider and transmitted to the customer.
This, however, gives rise to the disadvantage that the handling
of the transaction codes, which vary for both transaction
parties from transaction to transaction, is inherently complex.
As a result, the, in total, triple transmission of the transaction
code (from the provider to the authorization comparator, from
the provider to the customer and from the customer to the
authorization comparator) is highly prone to error. To safe-
guard against a transaction code error (and unintentionally
“mismatching” another open transaction), or even to safe-
guard against a general error e.g. with regard to the authorized
sum, a further enquiry from the authorization comparator to
the customer is necessary (see column 8 lines 47-55 of the
published patent application) before the transaction can be
conducted. This renders the method considerably slower and
more expensive so that almost all of the disadvantages of the
above-mentioned Paybox method also apply to this method.
Moreover, the generation of a reliably unique transaction
code is so complex that a special algorithm at the retailer’s
terminal becomes a practical necessity, which entails a
restriction to e.g. Java-capable mobile telephones. Thus, this
is also one of the disadvantageous “type-B future-dependent
methods™ (see above). Finally, the disadvantage also arises
here that a relatively sizeable data set must be transmitted for
correlating retailer and customer while the required exami-
nationis complex, as a very large number of transaction codes
may have to be compared.
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SUMMARY OF THE INVENTION

[0028] The object of the present invention is thus to provide
a method and a system for initiating and/or conducting a
transaction that is associated with at least two corresponding
declarations of intent, in particular a payment transaction,
between at least two transaction parties via a processing unit,
wherein at least one of the transaction parties uses a land line
telephone or mobile telephone or a mobile communication
device for transmitting data, and which solves the aforemen-
tioned problems. This means in particular that the method and
the system should be capable of being implemented with all
or the predominant majority of mobile telephones/SIM-mod-
ule chip cards in circulation according to the state of the art, in
mobile wireless networks with different standards, as well as
with simple land line telephones and that, further, a short
transaction duration, low transaction costs, the mutual ano-
nymity of the transaction parties, a low probability of error
and high degree of probative force are provided.

[0029] According to the present invention, at least two of
the transaction parties transmit data to the processing unit,
while the transmission of the data occurs within a restricted
time frame (interval). The initiation of the data transmission
of'these transaction parties is conducted actively by the trans-
action parties and not by the processing unit, while the data
transmitted upon initiation contain features that enable cor-
relating the declarations of intent.

[0030] The feature of the initiation of the data transmission
by the transaction parties means that no transmission of data
relevant to the transaction from the processing unit to the
transaction parties is effected before the initial transmission
of the data relevant to the transaction from the transaction
parties to the processing unit.

[0031] In the present invention, unit is understood to be a
piece of technical equipment, such as e.g. data processing
equipment. Application programs that execute the steps of the
method automatically can be stored on this equipment. In the
following, the processing unit is also called computer system.
On the side of the transaction parties, land line telephones,
mobile telephones and/or communication devices are envis-
aged for the transmission of data. In order to conduct the
method according to the invention, it is sufficient to enter data
corresponding to a declared intention into these devices. In a
payment transaction, it is sufficient, for example, if the
amount to be paid is entered. The remaining data, which
identify e.g. the transaction parties, can be stored on the
devices and transmitted automatically to the processing unit.

[0032] In general, the method according to the invention
serves the purpose of initiating and/or conducting a transac-
tion that is associated with at least two corresponding decla-
rations of intent. The declarations of intent can in particular be
directed to the conclusion of a contract. The transaction to be
initiated or conducted in this case is thus the conclusion of a
contract. For example, a conventional credit card payment
effected separately can be the object of the declaration of
intent and/or the conclusion of the contract.

[0033] The transmission of the data is effected simulta-
neously and within a limited time frame (interval). The dura-
tion and cost of the transaction is reduced by the simultaneous
data transfer proceeding from the transaction parties toward
the processing unit. In conventional methods such as e.g.
Paybox, a sequential data transfer generally occurs; in the
case of a payment transaction, first from the payer to the
payee, then from the payee to the processing unit, then from
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the processing unit to the payer, then from the payer back to
the processing unit, and from the latter back to the payee.
[0034] Owing to the simultaneous and/or proximate data
transfer actively initiated by the transaction parties towards
the processing unit, only a few feature-data have to be trans-
mitted in order to enable correlating the declarations of intent
and, thus, of the transaction parties, for the narrow time frame
limits the size of the pool of transactions to be correlated. By
reducing the amount of data a further simplification and
acceleration of the transaction is achieved while facilitating
the anonymity of the transaction parties among one another.
[0035] By means of the simultaneous and/or proximate
data transmission an increase in the security against repudia-
tion is further achieved, as, unlike methods in which a trans-
action can be initiated or generated by one party alone, the
active and simultaneous participation of two transaction par-
ties is required. This also leads to greater security against
unintentionally generating a transaction or unintentionally
generating the same transaction twice.

[0036] The time interval for the transmission of the data
depends on the transaction and devices used for this purpose
as well as the number of data arriving at the processing unit
per unit of time. The length of the time interval can be, for
example, 5 minutes; preferably, it is shorter. If the transaction
is initiated by means of two mobile telephones, the time
interval is e.g. in the range of 10 and 30 seconds, preferably 20
seconds.

[0037] According to a further preferred embodiment of the
method according to the invention, the data transmission of at
least one of the transaction parties is effected by means of the
initiation of a telephone call to the transaction unit. Here,
initiation of a telephone call designates, first, that the data
transmission is initiated by the transaction parties and not by
the processing unit; second, the dialing of the number of the
processing unit, irrespective of whether or not the processing
unitaccepts the call. Different data can be transmitted already
when the number is dialed; for example, the identifier of the
caller and the identifier of the called party, as well as addi-
tional features such as post-dialing digits. A toll connection is
normally only established when the call is accepted by the
called party. In the case of the initiation of a call, the call can
be accepted; it does not, however, necessarily have to be.

[0038] According to a further preferred embodiment of the
method according to the present invention, the transmission
of at least a part of the data transmitted by at least one of the
transaction parties is effected by means of the telephone
number digit sequence dialed when establishing a telephone
call to the processing unit. For this purpose the telephone
number digit sequence is preferably so short that it can be
transmitted completely by the switching centres and/or trans-
mission systems. The implicit transfer of the relevant data as
apart of the called number has the advantage that it is secure,
fast and easy to use. Generating a payment transaction is in
fact as simple as dialing a telephone number, while the safety
functions built into mobile telephones, which prevent unin-
tentional or unauthorized dialing, also protect the payment
function. Moreover, this embodiment has the advantage that
the itemized bill of the telecommunications provider can also
act as proof of payment or as a receipt, and that it is possible
to simply integrate the payment transaction into the billing
systems of the telecommunications provider. A further advan-
tage of a data transmission as part of the called number lies in
the fact that—unlike DTMF tone transmission—visual veri-
fication (before sending the data) using the display of the
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mobile telephone is possible. Moreover, this type of transmis-
sion is considerably less prone to error than DTMF tones,
which often lead to problems in cases of poor wireless con-
nections. In any case, any number of transmission methods
are conceivable for transferring data either from the transac-
tion parties to the processing unit or from the processing unit
to the transaction parties; the scope of this invention includes
these as well. The methods of transmission can be imple-
mented either entirely or partially as an alternative or as a
complement to the methods described above. In the case of a
payment transaction, for example, the transmission of the
amount, a PIN, a customer number, a payment correlation
reference code or other information can be effected with one
or several alternative methods.

[0039] According to a further preferred embodiment of the
method according to the present invention, the data transmit-
ted by one transaction party are just sufficient to enable the
identification of this transaction party, yet not sufficient to
enable the identification of the other transaction party.
[0040] According to a further preferred embodiment of the
method according to the present invention, the data transmit-
ted by the transaction parties to the processing unit are asso-
ciated with one another in accordance with a set rule.

[0041] Inthe method according to the present invention itis
enough if Party A reveals, for example, only the last n digits
ot his mobile telephone number, i.e. only a part of his phone
number. Party B then transmits his own mobile telephone
number and said n digits to the processing unit. Simulta-
neously, Party A transfers only his own mobile telephone
number to the processing unit. As a result of the narrow time
frame, the pool of transactions to be correlated is so small that
the n digits are sufficient for the correlating. (The n digits that
Party B transmits are not sufficient to identify Party A; more-
over, the n digits are associated with the mobile telephone
number of Party A in accordance with a set rule). Alterna-
tively, the method can operate in such a way that both Parties
A and Breveal e.g. the last n and/or m digits of their respective
telephone numbers to each other. In the Paybox method illus-
trated above, which does not work with a simultaneous trans-
mission, Party A must reveal his entire mobile telephone
number or a unique alias to Party B in order to enable unique
addressing.

[0042] By means of these features the anonymity of the
transaction parties between each other is safeguarded while
correlating capability is maintained. The transaction parties
are, however, clearly identified to the processing unit, which
opens up the principle possibility, e.g. in a dispute, and with
the consent of the transaction parties, of mediating between
the latter and establishing contact between them.

[0043] According to a further preferred embodiment of the
method according to the present invention, the data transmit-
ted by the transaction parties to the processing unit contain the
essential part of the contents of the respective declarations of
intent and/or a digital digest (hash value) of the contents of the
declarations of intent and/or a clear reference, if necessary, to
the contents of the respective declarations of intent recorded
elsewhere.

[0044] According to a further preferred embodiment of the
method according to the present invention, a verification unit,
which is comprised by or connected to the processing unit,
examines whether or not correlating the transaction parties is
possible on the basis of the transmitted data. In a payment
transaction, this also involves an examination of whether or
not the respective declarations of intent correspond.
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[0045] According to a further improvement of the method
according to the present invention, the data transmission from
the transaction parties to the processing unit is conducted via
mobile telephones, and information on the locations of the
mobile telephones is also transmitted during the transmission
of data. This information is used as an additional criterion of
correlation. This improvement is advantageous in implemen-
tation scenarios in which a spatial proximity exists between
payer and payee. In this case, the information on the location
of'the transaction parties can be used as an additional criterion
in order to facilitate correlating the transaction parties on the
basis of the data sets in the transaction pool. The notion
“location-dependent services” comprises methods in which
location information of mobile telephone users can be trans-
mitted and evaluated.

[0046] According to a refinement of the method according
to the present invention, the processing unit can request the
entry of additional features, e.g. can ask the payer via an IVR
system (Interactive Voice Response) to enter the last four
digits of the mobile telephone number of the recipient, in the
rare cases in which a unique correlation is not possible owing
to the presence of several data sets with corresponding crite-
ria.

[0047] According to a further preferred embodiment of the
method according to the present invention, a transaction unit
that is comprised by or connected to the processing unit is
provided. The transaction unit examines whether it is possible
to conduct the payment transaction. In cases of positive veri-
fication the transaction is conducted.

[0048] According to a refinement of the method according
to the present invention, the transaction to be initiated or
conducted further comprises at least the documentation of the
conclusion of a contract, i.e. e.g. the storage of data relating to
the transaction.

[0049] Furthermore, embodiments of the method in which
a telephone connection is established between both transac-
tion parties (provided that both transaction parties are using a
land line telephone or mobile telephone) are also possible.
This variant makes sense in particular when e.g. a payment
transaction for a telephone consultation or the like is effected
and the service is rendered immediately via the established
telephone connection. For cases in which e.g. a payment
transaction between the transaction parties is to be effected
via mobile telephones over the existing mobile telephone
connection, the method could be modified in such a way that
the transmission of the amount to be paid and the last four
digits of the mobile telephone number of the payer is effected
by means of DTMF tones, which are emitted during the
connection by the transaction parties. In this case, the DTMF
tones could be filtered out by the switching centre and relayed
to the processing unit, or a temporary telephone connection
between the transaction parties and the processing unit could
be initiated.

[0050] According to a further preferred embodiment of the
method according to the invention, a signaling unit that can be
comprised by or connected to the processing unit is provided.
In cases of negative verification by the verification unit, the
signaling unit sends an error message to both parties. This can
be effected e.g. through the acceptance of the calls and acous-
tic announcement. The signals triggered by the signaling unit
and/or data transmitted by the signaling unit can allow the
transaction parties to draw inferences in particular with
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regard to the status of the transactions being processed by the
transaction unit (as well as with regard to the results of the
verification unit).

[0051] In general, the signaling unit transmits data signal-
ing that the transaction has been conducted to at least one of
the transaction parties after completion of the transaction.

[0052] These signals are advantageously effected as fol-
lows:
[0053] After both calls have arrived at the processing unit,

all verification and processing steps are first conducted by the
verification unit and transaction unit. During this time the
calls are not accepted by the processing unit, i.e. a call con-
nected signal is signalled to the transaction parties at first,
thereby advantageously reducing the telecommunications
costs.

[0054] Further, both calls can be accepted by the processing
unit once a final status has been attained (i.e. there is an error
or all preliminary verification steps prior to the conducting of
the payment are complete). If an error has occurred, a short
announcement with the cause of the error (e g “limit for single
payment exceeded” or “corresponding payee not found”) is
made, with the processing unit then immediately hanging up.
Ifthe payment can be conducted, a longer announcement (e.g.
“payment of EUR 23.50 effected now”) is made, followed by
an acoustic signal and then an optional announcement of
account balance. This embodiment has the following advan-
tage: unsuccessful transactions always entail a connection
duration ofe.g. 5 seconds or less; only successful transactions
entail a connection duration of e.g. 10 seconds or longer.
[0055] Moreover, embodiments of the method in which
signaling is generally effected by initiation of a call-back to at
least one of the transaction parties are possible. This variant
has the advantage that records for the conducted transactions
are listed also on the itemized bills of the operator of the
signaling unit and/or processing unit. This variant using a
call-back can in turn be designed in such a way that the
intervals between different call connect signals and/or call
disconnect signals are of various length. This way, e.g. the
call-back can be effected after 10 seconds in the case of a
successful transaction and 20 seconds in the case of an unsuc-
cessful transaction, or the call-back can be effected immedi-
ately in both cases and a longer announcement (prior to dis-
connection by the signaling unit and/or processing unit) can
be made in the case of a successful transaction than would
occur in the case of an unsuccessful transaction.

[0056] According to a further preferred embodiment of the
method according to the invention, it is also possible to design
a variant using a call-back in which signaling is effected
through the generation and transmittal of a special caller ID
telephone number (ANI) by the processing unit when initiat-
ing the call-back, this ANI permitting inferences regarding
the results of the verification unit and/or status of the trans-
action being conducted by the transaction unit.

[0057] Furthermore, the variant using a call-back and,
optionally, a special caller ID telephone number can advan-
tageously be designed in such a manner that the calls-back
initiated by the processing unit are only signaled on the tele-
communications devices of the transaction parties, but not
accepted by them. This embodiment is advantageous in that
theoretically no telecommunications costs are incurred at all.
[0058] According to a further preferred embodiment of the
method according to the invention, the emission of the acous-
tic signal described above and/or signals to both parties is
effected exactly synchronously and additionally, in particu-
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lar, precisely at the moment that the actual payment transac-
tion is logically effected (expressed in computer-technical
language: at the moment the “commit” of the transaction is
effected, which represents the actual payment transaction).
This way, the probability of scenarios in which no clear indi-
cation of the success or status of the transaction can be made
to one or all transaction parties is reduced. (Such scenarios
can e.g. occur when the telecommunications connection is
severed during the processing of the transaction.)

[0059] Theembodiment that the duration of a connection of
a successful transaction is longer than that of an unsuccessful
transaction has the advantage that the transaction is broken
off if one of the transaction parties hangs up prematurely, and
the “commit” of the actual payment transaction is not
executed. This way manipulation by hanging up prematurely,
with the effect described above on the itemized bill, is pre-
cluded. (Such a manipulation would be possible if a long
connection duration were an indication of an unsuccessful,
and a short connection duration an indication of a successful
transaction.)

[0060] According to a further preferred embodiment of the
method according to the invention, signaling is effected by
means of the acceptance of the call by the processing unit by
picking up, or the processing unit does not accept the call
while a call connected signal is signaled, or a busy signal or
other signal is signaled, or by means of intervals of various
length between the different call connect signals and/or call
disconnect signals. For example, the method could work in
such a way that a triple call connected signal is generated in
case of a successful transaction before the busy signal sounds,
whereas a busy signal sounds immediately after the call con-
nected signal in case of an unsuccessful transaction. This
embodiment has the advantage that theoretically no telecom-
munications costs whatsoever are incurred.

[0061] Furthermore, the method could work, for example,
in such a way that signaling is effected either alternatively to
or in combination with the call connected or busy signals via
other toll-free announcements such as e.g. “The number you
have dialed is not in service” or special toll-free messages to
be introduced.

[0062] Also, the probability of complaints, as well as the
general risk of misuse, can be reduced in the method accord-
ing to the invention in all billing variants by transmitting
information on previous transactions to the transaction par-
ties in combination with the signaling of successful transac-
tions. This means e.g. that a short announcement of the bal-
ance of the “stored value account” and/or the aggregate sum
of individual transactions effected since the most recent bill-
ing can be made. Security is additionally increased through
the announcement of the data and amount of the most recent
transaction.

[0063] If both transaction parties are using a telephone
and/or mobile telephone, the transmission of data and/or sig-
nals can be entirely or partially effected by multi-frequency
tones (DTMF) and/or IVR systems (Interactive Voice
Response) and/or via speech recognition systems and/or by
speech and/or via SMS short messages and/or via the USSD
protocol (Unstructured Supplementary Services Data) and/or
via a WAP protocol (Wireless Application Protocol) and/or
via the GPRS protocol (GSM Packet Radio Service) of the
GMS standard and/or a comparable protocol of another
mobile wireless standard and/or via an i-mode protocol and/
or by using a Java and/or SIM-application-toolkit application
and/or by using a Bluetooth interface and/or an infrared inter-
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face. A disadvantage of the use of DTMF tones, IVR systems,
speech recognition systems, speech and SMS messages is the
longer processing duration in comparison with the data trans-
mission as part of the called number of a telephone call. A
disadvantage of the use of a USSD protocol is the different
implementation of status messages in different end devices
and the fact that USSD (in the variant of USSD stage 2) is not
supported by all mobile wireless network operators, as well as
the fact that implementation by a provider independent of a
mobile wireless network operator is not always possible. A
disadvantage of using WAP, GPRS, i-mode, Java, SIM appli-
cation toolkit and similar methods is that they—unless an
exchange of end devices is effected and, optionally, the
mobile wireless network operator or rates are changed—can
only be used by a relatively small or very small part of mobile
wireless users.

[0064] If only one of the transaction parties is using a tele-
phone and/or mobile telephone, the transmission of data and/
or signals can be entirely or partially effected via a computer
network and/or via the Internet and/or by e-mail and/or via
invoking a web service and/or by using an HT'TP and/or XML
protocol and/or by using a Bluetooth interface and/or an
infrared interface and/or a wireless LAN and/or via a digital
or analog modem and/or by means of some other transmis-
sion method.

[0065] The method according to the invention relates in
particular to payment transactions. Here, the declarations of
intent are generally at least directed to conducting a payment
transaction associated with money or value units. Value units
can be e.g. or in particular bonus points in discount systems,
“status miles” or the like. Advantageously, bonus points and
the like can be debited or credited in parallel to payment
transactions associated with monetary units. The transaction
in these cases consists at least in the instigation or conducting
of a transaction associated with money or value units. The
transaction unit then processes the payment transactions
associated with money or value units. Subsequent processing
of the payment transaction by the transaction unit can be
effected by means of authentication and/or aggregation and/
or a simultaneous or delayed, online or offline relay to other
processing units. For example, single transactions can be
collected on the side of the payer and/or payee and only
debited or credited as a lump sum from or to a bank or credit
card account on a monthly basis. In this case, the collective
orders are sent to banks or credit card companies as further
processing units. Alternatively, single transactions (espe-
cially of larger amounts) can be simultaneously relayed to a
credit card company for online authorization.

[0066] According to a further preferred embodiment of the
method according to the invention, in the case of a payment
transaction, the transmitted data contain the amount to be paid
in money or value units. By transferring the relevant data
twice, the probability of error is decreased, while probative
force is increased. In conventional methods, the amount is
generally actively indicated by only one of the transaction
parties and passively confirmed by the other transaction party,
i.e. after the amount has been displayed on the mobile tele-
phone display or announced acoustically. As a result, errors
regarding the authorized amount are likely. It can thus occur
e.g. in the Paybox method that the merely acoustically
announced amount is not understood or misunderstood owing
to a poor wireless connection or background noise. Further-
more, through the sharing of common information in the form
of'the amount, as well as through the double indication of this
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amount, a kind of attestation is effected by both transaction
parties. Thus, an additional increase in security against repu-
diation is provided.

[0067] According to a refinement of the method according
to the invention, a payment correlation reference code that
enables or facilitates uniquely correlating the transaction par-
ties is additionally transmitted.

[0068] According to a preferred embodiment of the method
according to the invention, the amount to be paid could be
transmitted as an encoded digit sequence instead of as plain
text, and/or could be supplemented with a check digit or
check digit sequence.

[0069] According to a further preferred embodiment of the
method according to the present invention, the specification
of the amount to be paid is effected by means of the active
entry of the amount, and not by means of the passive confir-
mation of an amount displayed or announced. Advanta-
geously, this leads to a reduction in the probability of error.

[0070] According to a refinement of the method according
to the present invention, it is also possible to request addi-
tional features that facilitate a separate registration or classi-
fication of the executed transaction for the purposes of
account-keeping, e.g. by means of an announcement such as
“Press 1 for a private payment, 2 for a commercial payment”.

[0071] According to a refinement of the method according
the present invention, it is further possible to request features
that facilitate the assignment of the transaction to user-spe-
cific subsidiary accounts, e.g. by entering different PINs for
different users, in cases in which several users are conducting
transactions using a mobile or land line telephone.

[0072] Instead of PINSs, the retrieval of additional authori-
zation features can be effected through other methods, e.g.
biometric methods such as voice sampling.

[0073] Also, distinctions regarding further processing can
be made according to set criteria. For example, small amounts
can be charged automatically to a “stored value account”,
intermediate amounts added together and charged to a bank
account after a delay, and larger sums authorized online by a
credit card company. Different approaches can be imple-
mented for storing and administering the transaction history,
depending on the billing mode. Thus e.g. transactions with
smaller amounts can, in case of complaints, be stored in the
short term only or not at all, and those with larger amounts can
be stored over longer periods of time. It is further possible to
give the user the option of deciding for each transaction which
billing mode he would prefer, i.e. by means of an IVR-based
query (“Press 1 to have this payment charged to your credit
card, 2 to have it debited from your account”).

[0074] According to a further preferred embodiment of the
method according to the invention, e.g. the transaction can be
signaled and confirmed in different ways depending on the
amount involved. Thus, an SMS could additionally be sent as
confirmation following a successful transaction e.g. when
larger amounts are involved.

[0075] According to a preferred example of the method
according to the present invention, the transactions parties
comprise a payer and/or a telephone of the payer, and a payee
and/or the telephone of a payee. The following steps are
conducted:

[0076] a)the payer initiates a telephone call to the process-
ing unit, the dialed telephone number containing a digit
sequence corresponding to the amount to be paid,
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[0077] b) simultaneously with or shortly before or after the
call of the payer, the payee transmits data containing the
amount to be paid to the processing unit,

[0078] c¢) a verification unit examines whether the data
transmitted by the payer and payee can be uniquely corre-
lated and whether at least the amounts to be paid contained
therein correspond,

[0079] d) a transaction unit examines whether an identifi-
cation and/or authentication of the payer and payee is pos-
sible on the basis of the data transmitted and/or whether it
is possible to process the payment transaction.

[0080] el)incase ofpositive verification by the verification
unit and transaction unit
[0081] the transaction unit conducts or initiates further

processing,

[0082] thecall ofthe payer is accepted by a signaling unit
and, optionally, an acoustic announcement conveying
the message that payment has been effected is made,

[0083] a confirmation signal as to the successful pay-
ment is transmitted to the payee,

[0084] e2) in case one of the preceding verification checks
is negative, the call of the payer is not accepted or accepted
after a delay by the processing unit, and/or an acoustic
announcement conveying the message that payment has
not been effected is made.

[0085] According to a refinement of the method according

to the present invention, the following steps are conducted in

such a way that:

[0086] a) the transmission of the data of the payee to the
processing unit is also effected by means of the initiation of
a telephone call to the processing unit by the payee, the
dialed telephone number containing a digit sequence cor-
responding to the amount to be paid,

[0087] b1)incaseofpositive verification by the verification
unit and transaction unit, the confirmation signal, follow-
ing an effected payment, is transmitted to the payee
through the acceptance of the payee’s call by the signaling
unit and, optionally, an acoustic announcement conveying
the message that payment has been effected is made.

[0088] b2) in case one of the preceding verification checks
is negative, the call of the payee is also not accepted or
accepted after a delay, and/or an acoustic announcement
conveying the message that payment has not been effected
is made.

[0089] The processing unit or the transaction unit are
advantageously comprised or operated by a telecommunica-
tions provider. An advantage of the embodiment of the
method illustrated above is that it is possible to effect a very
simple integration of the payment transactions into the billing
systems of the telephone or mobile telephone providers. The
processing of the payment transactions advantageously
occurs together with the billing of the telecommunications
services.

[0090] The method according to the invention also results

in the further advantage that an itemized telephone or mobile

telephone bill of the telecommunications provider can act
directly as proof of payment and receipt without any modifi-
cation. This leads to a cost reduction, as it is no longer nec-
essary to create and send a separate invoice. An entry pertain-

ing to a call made to the telephone number “0800-55555-

2350-4567” with a duration of 11 seconds could thus act as

proof of a payment received for an amount of EUR 23.50.

This feature of the present invention according to which both
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transaction parties initiate a call to the processing unit has the
advantage that a receipt exists for each of the transaction
parties.

[0091] In this connection it should be noted that calls to
toll-free call numbers, which usually begin e.g. with 0800, are
generally not listed on the itemized bill of the caller. In this
case, processing would have to be effected using an alterna-
tive access number. On the other hand, the party called, in this
case the operator of the processing unit, is generally billed for
calls to toll-free numbers so that the calls in question would be
listed on the itemized bill of the processing unit. Thus, the
itemized bill of the telecommunications provider would also
function as a proof of payment and receipt, however not for
the transaction parties, but rather for the operator of the pro-
cessing unit.

[0092] According to a further preferred embodiment of the
method according to the present invention, an announcement
or other signaling and/or PIN query or other query is effected
in cases in which a set amount is exceeded or under other set
conditions so as to confirm the transaction before it is con-
ducted.

[0093] The response of the signaling unit regarding the
conducted transaction can advantageously be safeguarded
against manipulation by transmitting a unique accounting
reference code or a cryptographically signed confirmation
message, ¢.g2. by e-mail or by SMS.

[0094] The method could further be realized in e.g. such a
way that the call is accepted by the processing unit by picking
up exclusively in cases of successful transactions, and a call
connected and/or busy signal is signaled in cases of unsuc-
cessful transactions. This variant would have the advantage
that transactions would generally lead to entries in itemized
bills if (and only if) they are successful. In this variant a
call-back, together with an acoustic announcement of the
cause of the error, to one or all of the transaction parties could
be initiated by the signaling unit in cases of unsuccessful
transactions. Alternatively, the cause of error could be trans-
mitted e.g. by SMS.

[0095] The system according to the present invention for
initiating and/or conducting a transaction that is associated
with at least two corresponding declarations of intent, in
particular a payment transaction, comprises a first communi-
cation device associated with a first transaction party, a sec-
ond communication device associated with a second transac-
tion party, and a processing unit capable of receiving the data
of'the two communication devices. The processing unit com-
prises a verification unit or is connected to a verification unit.
With the latter it is possible to examine whether correlating
the transaction parties is possible on the basis of the data
transmitted by the communication devices within a limited
time frame.

[0096] Finally, according to the present invention, a com-
puter system for initiating and/or conducting a payment trans-
action is provided. The computer system relates in particular
to an embodiment of the aforementioned processing unit. The
computer system comprises an input for receiving data of a
first and of a second communication device, the data contain-
ing features that permit correlating two corresponding decla-
rations of intent. Connected to the input is a transaction pool
memory, which stores the data incoming within a time inter-
val. Connected to the transaction pool memory is a verifica-
tion unit with which the data stored in the transaction pool
memory can be analyzed in such a way that at least identifiers
of a first and of a second communication device and an
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amount to be paid can be extracted, and with which it can be
examined whether or not correlating the transaction parties is
possible on the basis of the data transmitted and whether the
respective declarations of intent correspond. Connected to the
verification unit is a transaction unit with which the data
extracted at the verification unit can be converted into pay-
ment order data in case of positive verification. Finally, the
transaction unit is connected to an output through which the
payment order data can be transmitted to a payment process-
ing unit.

[0097] According to a preferred refinement of the computer
system according to the present invention, connected to the
transaction unit and to the output is a signaling unit, with
which signals pertaining to the initiation or conducting of the
payment transaction, depending on the examination of the
verification unit and/or on the transmission of the payment
order data, can be transmitted to at least one communication
device or other receivers.

[0098] Also, the transaction unit can comprise an account-
keeping unit or can be directly connected to an account-
keeping unit. If billing is effected e.g. using a “stored value
account”, i.e. a prepaid credit, settlement, i.e. conducting the
payment transaction, can be conducted particularly effi-
ciently, quickly and without risk, as no communication con-
nection to an external processing unit is necessary, no exten-
sive transaction records have to be administered, while credit,
collection and charge-back risks are precluded.

[0099] The communications devices are in particular a land
line telephone and/or mobile telephone.

[0100] Moreover, the invention comprises a computer pro-
gram with program code means in order to conduct all steps of
the aforementioned embodiments of the method according to
the invention when the program is executed on a computer.
Finally, the invention comprises a computer program product
with program code means that are stored on a computer-
readable data medium in order to conduct the different
embodiments of the method indicated above when the pro-
gram product is executed on a computer.

BRIEF DESCRIPTION OF THE DRAWINGS

[0101] In the following, embodiments of the method
according to the present invention are illustrated with refer-
ence to the drawings:

[0102] FIG.1 shows a diagram illustrating the first embodi-
ment of the method according to the present invention,
[0103] FIG. 2 shows a diagram illustrating the second
embodiment of the method according to the present inven-
tion,

[0104] FIG. 3 shows a diagram illustrating the fourth
embodiment of the method according to the present inven-
tion,

[0105] FIG. 4 shows a diagram illustrating an embodiment
of the system according to the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0106] The first embodiment is illustrated with reference to
FIG. 1:
[0107] The transaction parties comprise a payer 1 (and/or a

communication device of the payer) and a payee 2 (and/or a
communication device of the payee). The payer 1 initiates a
telephone call 5 to the processing unit 3, the telephone num-
ber dialed containing a digit sequence 7 corresponding to the
amount to be paid. Simultaneously with or shortly before or
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after the call of the payer, the payee 2 transmits data contain-
ing the amount to be paid 7 to the processing unit 3. The time
interval lies in a range between 10 and 30 seconds, and is e.g.
20 seconds. The payee 2 additionally transmits a payment
correlation reference code 8 to the processing unit 3, which is
formed according to a set rule from the telephone number 12
of the payer 1 (e.g. consists of the last four digits of the
telephone number of the payer). A verification unit 9 exam-
ines whether the data transmitted by payer 1 and payee 2 can
be uniquely correlated and whether at least the amounts to be
paid 7 contained therein correspond. A transaction unit 10
examines, on the basis of the data transmitted, whether it is
possible to identify and/or authenticate payer 1 and payee 2
and/or whether it is possible to process the payment transac-
tion.

[0108] For this purpose it is first examined whether the
numbers of the participants are registered in the system and
authorized for use in the payment function. In cases of nega-
tive verification, the signaling unit 11 sends a corresponding
error message to the respective parties. This can be effected
e.g. by accepting the calls and making an acoustic announce-
ment.

[0109] In case of positive verification the transaction unit
10 examines in the next step whether it is possible to conduct
the payment. This depends in particular on the amount
involved and the credit rating of the payer. If e.g. the current
amount to be paid or an aggregate sum of amounts to be paid
exceeds a limit (that e.g. depends on the credit rating of the
payer), the transaction unit 10 can refuse to conduct and/or
further process the payment, or conduct a supplementary
authentication check by requesting a further authorization
feature (e.g. entry of a PIN via an IVR interface). The trans-
action unit 10 can generally request yet a further confirmation
(also e.g. by simply pressing a button and transmitting a
DTMF tone) in certain circumstances, e.g. when a certain
amount is exceeded. Furthermore, it is e.g. also possible that
in certain circumstances, such as e.g. when a certain amount
is exceeded, the amount is explicitly announced once more
before the transaction is conducted, and confirmation is then
requested.

[0110] In case of positive verification by the verification
unit9 and transaction unit 10, the transaction unit 10 conducts
or initiates the processing of the payment. The call of the
payer 1 is accepted by the signaling unit 11 and, optionally, an
acoustic announcement conveying the message that payment
has been effected is made. A confirmation signal pertaining to
the successful payment is transmitted to the payee 2. In case
one of the preceding verification checks is negative, the call of
the payer 1 is not accepted or accepted after a delay by the
processing unit 3, and/or an acoustic announcement convey-
ing the message that payment has not been effected is made.

[0111] A further refinement of this first embodiment is as
follows:
[0112] The transmission of the data of the payee 2 to the

processing unit 3 is also effected by means of the initiation of
a telephone call 6 to the processing unit 3 by the payee. The
dialed telephone number also contains a digit sequence 7'
corresponding to the amount to be paid, as well as the pay-
ment correlation reference code as the digit sequence §8', e.g.
the last four digits 8 of the telephone number 12 of the caller
1. In case of positive verification by the verification unit 9 and
transaction unit 10 following a successful payment, the con-
firmation signal is also transmitted to the payee 2 by means of
the acceptance of the payee’s call 6 by the signaling unit 11
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and, optionally, an acoustic announcement conveying the
message that payment has been effected is made. In case one
of'the preceding verification checks is negative, the call of the
payee is also not accepted or accepted after a delay, and/or an
acoustic announcement conveying the message that payment
has not been effected is made.

[0113] Inthe following, the conducting of a payment trans-
action is illustrated with a detailed example:

[0114] Party A (1), who has a mobile telephone with the
mobile telephone number 0171-1234567 (12), would like to
pay the amount of EUR 23.50 (7) to Party B (2), who has the
mobile telephone with the mobile telephone number 0171-
9876543 (13). For this purpose Party A discloses the last four
digits of his mobile telephone number (8), thus “4567” (4), to
Party B. Using his mobile telephone, A dials the number
0800-55555-2350 (5). Practically simultaneously and using
his mobile telephone, B dials the number 0800-55555-2350-
4567 (6). If the payment is conducted successfully, the calls
are accepted, and A and B receive a short acoustic announce-
ment “Payment effected”.

[0115] The method can also be designed in such a way that
it is not the payer who discloses the last four digits of his
mobile telephone number to the payee, while the payee trans-
fers these—as part of the called number—to the processing
unit, but rather the other way around, i.e. in such a way that the
payee discloses the last four digits of his mobile telephone
number to the payer, and the payer transmits these—as part of
the called number—to the processing unit.

[0116] Both variants can be combined, i.e. the payer and
payee mutually disclose the last two digits of their respective
mobile telephone numbers, and each transmits the two digits
received from the other party—as part of the called number—
to the processing unit.

[0117] This could be carried out as follows: A discloses the
digits “67” to B, B discloses the digits “43” to A. A dials
“0800-55555-2350-43”, B dials “0800-66666-2350-67". In
this case, the dialing of the different main telephone numbers,
“0800-55555" as opposed to “0800-66666, by the transac-
tion parties is necessary to distinguish payer from payee.
Otherwise, the method operates analogously.

[0118] Indetail, the processing unit and other units work as
follows:
[0119] The processing unit 3 can be reached at the main

telephone number 0800-55555. At first the incoming calls are
registered by the processing unit 3. Advantageously, the
mobile telephone numbers 12 and 13 of the callers (MSISDN
and/or ANI) are automatically transmitted with the incoming
calls. The significant parts “2350” (7) and/or “23504567” (7'
and 8') are extracted from the dialed telephone numbers
(DNIS). From these the processing unit derives the transac-
tion data sets (participant number=0171-1234567;
function=send; amount=23.50; sender-identifier=4567) as
well as (participant number=0171-9876543,
function=receive; amount 23.50; sender identifier=4567).
The transaction data sets are put into a transaction pool of
transactions to be correlated. Those data sets for which no
other correlatable data set was found within the time interval,
for example, within 20 seconds, are deleted from the trans-
action pool.

[0120] The verification unit 9, which is comprised by or
connected to the processing unit 3, examines whether it pos-
sible to correlate the transaction parties 1 and 2 on the basis of
the transmitted data. In the current example of a payment
transaction this involves an examination of whether the
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respective declarations of intent correspond. This is accom-
plished by way of a comparison of the data sets in the trans-
action pool with regard to matching fields “amount” and
“sender-identifier” (7 and 8 compared with 7' and 8'). As the
supplementary criterion of practical simultaneity keeps the
transaction pool very small at all times, it is very probable
even in cases of a heavy transaction load that correlating is
possible on the basis of the criteria “amount” and “sender
identifier” alone.

[0121] Inthe rare cases in which a unique correlation is not
possible because several data sets with corresponding criteria
are present in the transaction pool, the processing unit will
request the entry of additional features, e.g. will ask the payer
1 via an IVR system (Interactive Voice Response) to enter the
last four digits of the mobile telephone number of the recipi-
ent.

[0122] Inthefirstexampleillustrated above, it was assumed
that the mobile telephone numbers of the callers (MSISDN
and/or ANI) are transmitted automatically, which simplifies
processing and brings about protection against misuse. This
transmission can be achieved e.g. with a special set-up of the
telecommunications provider on the side of the processing
unit, which makes it possible to display those caller IDs
which are usually suppressed. This has the advantage that
callers with standard caller ID suppression can also use the
system without changing the presentation mode every time.

[0123] Alternatively, the method can be designed in such a
way that the retrieval of identification features (e.g. the
mobile telephone number in combination with a PIN or a free
customer number not correlated with a mobile telephone
number) is effected by means of an IVR system in cases of
calls from mobile telephone numbers with suppressed caller
ID. The embodiment of free customer numbers that are not
linked to a mobile telephone number offers the users of the
system the option of realizing additional anonymity vis-a-vis
the processing unit.

[0124] Inthe following, a second embodiment is described
with reference to FIG. 2 in an e-commerce scenario, in which
a payment transaction, in which a payer effects a payment to
e.g. a goods and services provider, is conducted via the Inter-
net.

[0125] The payer with the mobile telephone number 0171-
1234567 enters the last four digits 8 of his mobile telephone
number, thus “4567”, on the web page 14 of the provider on
which the amount to be paid, e.g. EUR 23.50, is displayed,
and simultaneously dials the number “0800-55555-2350" on
his mobile telephone 1. In principle the processing of the
method is effected analogously to the first embodiment illus-
trated above, with the difference that the data transmission
from the computer system of the provider to the processing
unit 3 occurs e.g. via an HTTP request 15 or the invoking of
a web service. During this step the computer system of the
provider transmits an identifier of its identity 13, the amount
7' as well as the last four digits 8' of the mobile telephone
number 12 of the payer. The return signal from the signaling
unit to the computer system of the provider can, in turn, occur
via an HTTP response or the return value of the web service.
Advantageously, the data transmission between the computer
system and the processing unit 3 and/or the signaling unit 11
is additionally secured by cryptographic methods.

[0126] The following describes a third embodiment for
conducting and documenting the conclusion of a contract,
combined with the conducting of a payment transaction. Prin-
cipally, the third embodiment works analogously to the
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e-commerce scenario of the second embodiment described
above. It relates to a payment transaction in the Internet in
which a payer conducts a payment to e.g. a goods and services
provider. In this example, however, in addition to a simple
payment from the payer to the provider, a sale or service
agreement between the provider and the payer is to be com-
pleted and documented. The payer is thus designated as the
payer/buyer in the following.

[0127] For this purpose a digital digest of the content of the
contract is made, e.g. by means of a hash algorithm such as
MDS. The digital digest can e.g. consist of a cross sum or
check sum or a part of credit card number, or contain the
so-called CVC code complementarily correlated with the
credit card number. The digital copy is advantageously
reduced to a relatively short, e.g. six-digit sequence (e.g.
“141516). This six-digit sequence is indicated to the payer/
buyer on the web page and/or sent to the payer/buyer e.g. by
e-mail.

[0128] Additionally and/or alternatively, the content of the
agreement can be stored and recorded permanently by e.g.
sending an e-mail with the terms of the agreement to the
payer/buyer, the e-mail containing a reference number of the
agreement. The reference number can also consist of e.g. a
six-digit sequence (e.g. “949596”) and advantageously
include the date, time and other data.

[0129] In this scenario, which deviates here from the
e-commerce scenario described above, the payer/buyer now
also transmits (in addition to the amount) the reference num-
ber to the processing unit, e.g. by dialing the telephone num-
ber (“0800-55555-2350) extended by said six digits, thus
“0800-55555-2350-949596".

[0130] Alternatively, the digital digest can be also be trans-
mitted e.g. as part of the called number by dialing “0800-
55555-2350-141516".

[0131] Alternatively, both the digital copy and the refer-
ence number can be transmitted.

[0132] Alternatively, the transmission of the amount to be
paid is not required.

[0133] Alternatively, the part of the described method spe-
cific to payment can be left out and the method used solely for
conducting and/or documenting the completion of an agree-
ment. For example, payment can be effected with a conven-
tional credit card, and the credit card payment including the
credit card data can be part of the completed agreement.
[0134] All data can also be entirely or partially transmitted
by DTMF tones or by SMS or another method.

[0135] A high degree of security with regard to the docu-
mentation and provableness of the completed agreement is
achieved with the illustrated embodiments of the method. By
transmitting the data of the digital digest and/or the reference
number, in parallel to via the Internet, via the mobile tele-
phone of the user, the data are, all in all, safeguarded against
manipulation in the Internet.

[0136] In addition, the system-immanent security advan-
tages of the use of mobile telephones for e-commerce and/or
m-commerce transactions known according to the state of the
art are brought to bear (possession and/or physical access to a
mobile telephone, security through SIM card PIN and/or
device PIN).

[0137] Moreover, the receipt function of the itemized bill of
the telecommunications provider described above can be uti-
lized (provided the data is transmitted as part of the call
number).
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[0138] In the method an implementation of billing func-
tionality can be effected e.g. simply by directly billing the call
with which the payment transaction is executed with the
amount contained in the telephone number, provided the
duration of the connection is longer than e.g. 10 seconds. A
connection to the call number 0800-55555-2350 with a dura-
tion of e.g. 11 seconds would then be charged with an amount
of EUR 23.50, while a connection to call number 0800-
55555-2350-4567 with a duration ofe.g. 11 seconds would be
credited with an amount of EUR 23.50. This functionality
could be implemented with minimal software updates in the
billing systems. Merely a few technical upgrades and inter-
faces would have to be put in place. Advantageously, the
method works in a symmetrical fashion for payer and recipi-
ent alike—unlike conventional methods, in which the sys-
tems and interfaces employed on the side of the recipient are
different from those used on the side of the payer.

[0139] In the following, a fourth embodiment is illustrated
with reference to FIG. 3. This example relates to an imple-
mentation variant particularly suitable for use in POS (point-
of-sale) terminals, which, instead of an Internet connection,
generally only have access to land line telephone connections
for the communication of credit card terminals or comparable
devices with an authorization centre.

[0140] The customer discloses the last four digits 8 of his
mobile telephone number 12 to the cashier. The cashier enters
said four digits 8 into a cash register or a credit card terminal
16 or comparable device (called “terminal” in the following),
which transfers it to a connected or integrated land line or
mobile wireless modem, which initiates a telephone call to
the processing unit, dialing the telephone number “0800-
55555-2350-45677, as in the first embodiment. If the method
variant of the first embodiment described above using a mini-
mum duration of the connection as an indicator of a success-
ful transaction is used, then a verification that the modem
connection existed for longer than the minimum duration is
principally sufficient for the terminal to ascertain whether or
not the payment was successful. This way the processing of
the method can be accelerated considerably vis-a-vis proto-
cols in which the time-consuming establishment of a modem
protocol connection is effected. This also results in a reduc-
tion of the telecommunications costs. A detailed response
from the processing unit to the point of sale is generally not
necessary in cases of error, as the payer and/or customer
receives acoustic feedback on the cause of the error.

[0141] In the following, variants are described that can be
implemented in conjunction with the above embodiments:
[0142] As already described above, in cases in which the
data transmission to the processing unit 3 is effected via
mobile telephone calls, the method is designed in such a way
that a part of the processing steps are already executed before
the call is accepted by the processing unit, and, further, in
such a way that the duration of a connection of a successful
transaction differs from that of an unsuccessful transaction.

[0143] Finally, the firstembodiment illustrated above could
be modified as follows: instead of the signaling of a call
connected signal during the processing of the transaction, the
calls of the payer and payee, directly after their arrival at the
processing unit, are rejected by the processing unit by means
of a special signaling message to the switching centre, by
means of which e.g. a busy signal sounds at the payer’s and
the payee’s end. A few seconds later, the payer and recipient
receive an incoming call from the signaling unit, while the
caller ID generated by the signaling unit has the special tele-
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phone number (ANI) “0800-55555-2350” if payment has
been effected, and/or “0800-55555-0000” if the payment
could not be conducted. The payer and recipient can thus see
from the caller ID shown on the display whether or not the
payment was successful. Advantageously, the entry remains
stored on the caller list of the mobile telephone, which facili-
tates verification again at a later point in time. An advantage
of'this variant as opposed to signaling by sending an SMS is
the faster and guaranteed short duration of transmission.
[0144] Furthermore, embodiments of the method are pos-
sible in which a telephone connection is established between
the two transaction parties (provided both transaction parties
are using a land line telephone or mobile telephone). This
variant is particularly suitable when e.g. a payment transac-
tion for a telephone consultation or the like is effected and the
service is rendered immediately via the established telephone
connection.

[0145] In cases in which a payment transaction is to be
effected e.g. over an established mobile telephone connection
between the transaction parties using mobile telephones, the
method described in the first embodiment could be modified
in such a way that the transmission of the amount to be paid
and the last four digits of the mobile telephone number of the
payer is effected by means of DTMF tones emitted via the
connection by the transaction parties. In this case the DTMF
tones could be filtered out by the switching centre and relayed
to the processing unit, or a temporary telephone connection
between the transaction parties and the processing unit could
be initiated.

[0146] In the following, an embodiment of the computer
system and/or processing unit is described with reference to
FIG. 4.

[0147] As already illustrated in the first embodiment, the
mobile telephones 1 and 2 of a payer and of a payee transmit
contemporaneously the telephone calls 5 and 6 to the com-
puter system. The telephone numbers used when dialing con-
tain the amount 7 and/or 7' for the payment transaction. Fur-
ther, one telephone number contains a reference 8' to the
telephone number of the other party.

[0148] The computer system is, for example, integratedin a
system of the telecommunications provider. It is provided
with an input 18, which can record the dialed numbers of-
incoming calls without having to accept the calls 5 and 6
immediately. The input 18 relays these data into the transac-
tion pool memory 19. Connected with the transaction pool
memory 19 is a verification unit 9. When a data set arrives, the
verification unit examines whether another data set of the
transaction pool memory 19 can be correlated with this data
set. For this purpose it extracts from a call at least the identi-
fier of the caller who made the call and from the dialed
number the amount to be paid as well as, optionally, the
payment correlation reference code 8'. The verification unit 9
then examines whether the identifiers of the telephones via
which the calls 5 and 6 were made are stored in a database of
the computer system. Using the databank, the computer sys-
tem can obtain a link to registered users and their data for the
payment transaction. For example, bank account details or
credit card numbers can be ascertained for the users. More-
over, the verification unit 9 examines whether the declara-
tions of intent contained in the calls correspond. In the present
example, the verification unit 9 examines whether the pay-
ment correlation code 8' actually corresponds to the last four
digits of the telephone number of the other call 5. If all
verification checks are positive, the verification unit 9 trans-
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mits the data to the transaction unit 10 connected to it, and the
data sets are removed from the transaction pool memory 19.
[0149] If no other data capable of being correlated with an
incoming data set are found in the transaction pool memory
19, then all data sets that have been contained in the transac-
tion pool memory 19 for longer than the stipulated interval are
deleted from the transaction pool memory 19. The transaction
pool memory 19 thus comprises a database, in which contem-
poraneously incoming calls are stored, and with which
incoming data sets can be examined so as to ascertain whether
or not data sets can be correlated to one another.

[0150] The transaction unit 10 can convert these data into
payment order data 21. These are, for example, instructions
relating to the debiting of an account of the payer, as well as,
in parallel, to the transfer of a certain amount to an account of
the payee. The transaction unit 10 transmits the payment
order data 21 in this case, for example, via an internet con-
nection to the bank of the processing unit and/or the banks of
the payer and the payee. For this purpose an output 20 is
provided.

[0151] Moreover, a signal unit 11 can be connected to the
transaction unit 10 and to the output 20. In cases in which
payment order data 21 have been transmitted, the signaling
unit 11 emits signals 22 pertaining to the initiation of the
payment transaction to the telephone 1 of the payer and/or to
the telephone 2 of the payee. Further, the signals 22 can be
sent to other recipients; for example, stored e-mail addresses
of'the payer and payee. Finally, the signaling unit 11 can also
send signals 22 pertaining to an unsuccessful transaction.
Moreover, the signals 22 can also be sent upon positive veri-
fication of the verification unit 9. The signals 22 can be
effected as illustrated with reference to the first embodiment.
[0152] Thus, for the payment transaction with the computer
system, there are only two entries to be conducted on the part
of'the payer and of the payee: the payer discloses a part of his
telephone number to the payee, who activates the payment
application on his mobile telephone 2 and enters this part 8 of
the telephone number into his mobile telephone 2. Thereupon
the payer also activates the payment transaction application
on his mobile telephone 1. Both parties then enter the amount
to be paid 7 and/or 7' in the application of the mobile tele-
phones 1, 2 and more or less simultaneously press a button for
the initiation of the payment transaction. The applications on
the mobile telephones 1 and 2 then automatically generate the
telephone numbers 5 and 6 and send these to the computer
system. The computer system then initiates the payment
transaction by transmitting the payment order data 21 to the
bank of the payer. Furthermore, the payment transaction is
documented by the computer system.

Having described the invention, the following is claimed:

1. Method for initiating and/or conducting a transaction

between at least two transaction parties using (1) at least two
mobile communication devices respectively associated with
data transmissions by the at least two transaction parties and
(2) a processing unit, wherein the transaction is associated
with establishing a connection between the at least two
mobile communication devices and a spatial proximity exists
between the at least two transaction parties, the method com-
prising:

a) providing correlation data to the at least two mobile
communication devices prior to conducting the transac-
tion, said correlation data including a first correlation
reference code and a second correlation reference code,
wherein each correlation reference code is insufficient to
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enable unique identification of any of the at least two
transaction parties when the transaction is conducted,

b) prior to transmitting any data relevant to the transaction

from the processing unit to any of the at least two mobile
communication devices, transmitting all data relevant to
the transaction from the at least two mobile communi-
cation devices to the processing unit, wherein each of the
at least two mobile communication devices respectively
transmits one data set to the processing unit that
includes:
i. information on the location of the respective mobile
communication device, and
ii. data sufficient to enable a unique identification of
which of the at least two transaction parties is trans-
mitting the respective data set to the processing unit,
c¢) using the processing unit to put the data sets respectively
transmitted by the at least two transaction parties into a
transaction pool, wherein for each pair of correlatable
data sets the period of time between the transmission of
the first data set and the transmission of the second data
set is within a time frame of a predefined length, and
d) using the processing unit to effectively delete data sets
from the transaction pool where no correlatable data set
is found within the time frame of the predefined length,
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e) using the processing unit to compare all data sets in said
transaction pool to determine whether there exists
exactly two data sets, and not more, with corresponding
locations and corresponding correlation reference codes
thereby indicative of corresponding declarations of
intent,

) using the processing unit to select said two data sets
having the corresponding locations and corresponding
correlation reference codes, and

g) conducting the transaction according to said two
selected data sets.

2. Method according to claim 1, wherein the transmission
of data and/or signals is entirely or partially effected by
speech.

3. Method according to claim 1, wherein the transmission
of' data and/or signals is entirely or partially effected using a
Bluetooth interface.

4. Method according to claim 1, wherein the transmission
of data and/or signals is entirely or partially effected via a
protocol of a mobile wireless standard.

5. Method according to claim 1, wherein the transmission
of data and/or signals is entirely or partially effected via a
wireless LAN.



