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METHOD, SYSTEM, AND COMPUTER PROGRAM PRODUCT FOR
AUTHENTICATION

CROSS REFERENCE TO RELATED APPLICATIONS
[0001] The present application claims the benefit of U.S. Provisional Patent
Application No. 62/976,777, filed on February 14, 2020, the disclosure of which is
hereby incorporated by reference in its entirety.

BACKGROUND

1. Field

[0002] This disclosed subject matter relates generally to methods, systems, and
products for authentication and, in some particular embodiments or aspects, to a
method, system, and computer program product for authentication based on at least
one biometric input and/or at least one secret key.

2. Technical Considerations

[0003] Certain authentication techniques may use textual inputs. For example,
some such techniques may use a password. However, it may be difficult for a user to
remember such a password. For example, a user may have multiple different
passwords for multiple different accounts, and each password may have different
criteria for what must be included therein. Additionally, some such authentication
techniques may use two-factor authentication (2FA). However, 2FA may require a
user to carry a separate device. Additionally or alternatively, 2FA may be burdensome
because a user may need to sign into and/or otherwise have access to a separate
account.

[0004] Certain authentication techniques may use biometric data. Biometric
authentication may provide higher usability compared to textual authentication, e.g.,
because the user may not need to remember a password and/or may not need to carry
a separate device and/or have access to a separate account (e.g., unlike 2FA).
However, unlike passwords or other textual inputs, biometric data may not be able to
be updated readily (e.g., updated repeatedly, indefinitely, ever, and/or the like). Thus,
there may be an increased risk associated with stolen biometric data (e.g., compared
to a stolen password). Even if the biometric data were encrypted and/or masked, if an
attacker obtained the encrypted and/or masked version of the biometric data, the
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attacker may be able to recover the biometric data and/or otherwise employ the
encrypted and/or masked version of the biometric data in a re-usability attack.

SUMMARY
[0005] Accordingly, it is an object of the presently disclosed subject matter to
provide methods, systems, and computer program products for authentication.
[0006] According to non-limiting embodiments or aspects, provided is a method for
authentication. In some non-limiting embodiments or aspects, a method for
authentication may include receiving first password data associated with a first
password, first biometric input data associated with a first biometric input, and first
secret key data associated with a first secret key. A second secret key may be
generated based on the first secret key and the first password. Fuzzy extractor helper
data may be generated based on the first biometric input and the second secret key.
The fuzzy extractor helper data and the first secret key may be stored.
[0007] In some non-limiting embodiments or aspects, the password data and the
first biometric input data may be received from a user device. Additionally or
alternatively, the first secret key data may be received from a server.
[0008] In some non-limiting embodiments or aspects, the user device may include
a trusted enrolliment device. Additionally or alternatively, the server may include an
authentication server.
[0009] In some non-limiting embodiments or aspects, attempted password data
associated with an attempted password may be received. Additionally or alternatively,
a reconstructed second secret key may be generated based on the first secret key and
the attempted password. In some non-limiting embodiments or aspects, whether the
reconstructed second secret key matches the second secret key may be determined.
Additionally or alternatively, a user may be authenticated based on determining the
reconstructed second secret key matches the second secret key.
[0010] Insome non-limiting embodiments or aspects, generating the reconstructed
second secret key may include generating the reconstructed second secret key using
device-enhanced password-authenticated key exchange (DE-PAKE).
[0011] In some non-limiting embodiments or aspects, second biometric input data
associated with a second biometric input may be received. Additionally or
alternatively, a reconstructed second secret key may be generated based on the
second biometric input and the fuzzy extractor helper data. In some non-limiting
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embodiments or aspects, whether the reconstructed second secret key matches the
second secret key may be determined. Additionally or alternatively, a user may be
authenticated based on determining the reconstructed second secret key matches the
second secret key.

[0012] Insome non-limiting embodiments or aspects, generating the reconstructed
second secret key may include generating the reconstructed second secret key using
a fuzzy vault opener (FVopen).

[0013] Insome non-limiting embodiments or aspects, using the FVopen may include
extracting a plurality of second biometric data points from the second biometric input.
Additionally or alternatively, the plurality of second biometric data points may be
communicated. Additionally or alternatively, a plurality of polynomial encodings may
be received. For example, each respective polynomial encoding may be based on a
respective second biometric data point of the plurality of second biometric data points.
Additionally or alternatively, the fuzzy extractor helper data may include the plurality
of polynomial encodings. Additionally or alternatively, the reconstructed second secret
key may be generated based on the plurality of polynomial encodings.

[0014] Insome non-limiting embodiments or aspects, generating the second secret
key may include generating the second secret key using device-enhanced password-
authenticated key exchange (DE-PAKE).

[0015] In some non-limiting embodiments or aspects, generating the fuzzy
extractor helper data may include generating the fuzzy extractor helper data using a
fuzzy vault generator (FVgen).

[0016] In some non-limiting embodiments or aspects, using the FVgen may include
extracting a plurality of first biometric data points from the first biometric input.
Additionally or alternatively, a plurality of random data points may be generated.
Additionally or alternatively, a polynomial encoding of each first biometric data point of
the plurality of first biometric data points may be generated based on the second secret
key. Additionally or alternatively, a random encoding of each random data point of the
plurality of random data points may be generated. Additionally or alternatively, the
polynomial encoding of each first biometric data point and the random encoding of
each random data point may be combined into a set of encodings. In some non-
limiting embodiments or aspects, the fuzzy extractor helper data may include the set
of encodings.
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[0017] In some non-limiting embodiments or aspects, using the FVgen may further
include combining the plurality of first biometric data points and the plurality of random
data points to form a first set of data points. Additionally or alternatively, a respective
set of neighboring data points for each respective data point of the first set of data
points may be generated based on a threshold distance. Additionally or alternatively,
each respective set of neighboring data points may be stored as a tuple with each
respective data point in the set of encodings.

[0018] In some non-limiting embodiments or aspects, using the FVgen may further
include permuting the set of encodings before storing the fuzzy extractor helper data
comprising the set of encodings.

[0019] According to non-limiting embodiments or aspects, provided is a method for
authentication. In some non-limiting embodiments or aspects, a method for
authentication may include receiving first biometric input data associated with a first
biometric input and first secret key data associated with a first secret key. A plurality
of first biometric data points from the first biometric input may be extracted. A plurality
of random data points may be generated. A polynomial encoding of each first
biometric data point of the plurality of first biometric data points may be generated
based on the first secret key. A random encoding of each random data point of the
plurality of random data points may be generated. The polynomial encoding of each
first biometric data point of the plurality of first biometric data points and the random
encoding of each random data point of the plurality of random data points may be
combined into a set of encodings. The set of encodings may be stored as fuzzy
extractor helper data.

[0020] In some non-limiting embodiments or aspects, second biometric input data
associated with a second biometric input may be received. Additionally or
alternatively, a plurality of second biometric data points may be extracted from the
second biometric input. Additionally or alternatively, the plurality of second biometric
data points may be communicated. Additionally or alternatively, a plurality of
encodings may be received, and each respective encoding of the plurality of
encodings may be based on a respective second biometric data point of the plurality
of second biometric data points. Additionally or alternatively, the set of encodings of
the fuzzy extractor helper data may include the plurality of encodings. Additionally or
alternatively, a reconstructed first secret key may be generated based on the plurality
of polynomial encodings. Additionally or alternatively, whether the reconstructed first
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secret key matches the first secret key may be determined. Additionally or
alternatively, a user may be authenticated based on determining the reconstructed
first secret key matches the first secret key.

[0021] According to non-limiting embodiments or aspects, provided is a system for
authentication. In some non-limiting embodiments or aspects, a system for
authentication may include at least one processor and at least one non-transitory
computer-readable medium comprising instructions to direct the at least one processor
to receive first password data associated with a first password, first biometric input
data associated with a first biometric input, and first secret key data associated with a
first secret key. The instructions may further direct the at least one processor to
generate a second secret key based on the first secret key and the first password.
The instructions may further direct the at least one processor to generate fuzzy
extractor helper data based on the first biometric input and the second secret key. The
instructions may further direct the at least one processor to store the fuzzy extractor
helper data and the first secret key.

[0022] In some non-limiting embodiments or aspects, the password data and the
first biometric input data may be received from a user device. Additionally or
alternatively, the first secret key data may be received from a server.

[0023] In some non-limiting embodiments or aspects, the user device may include
a trusted enrolliment device. Additionally or alternatively, the server may include an
authentication server.

[0024] In some non-limiting embodiments or aspects, attempted password data
associated with an attempted password may be received. Additionally or alternatively,
a reconstructed second secret key may be generated based on the first secret key and
the attempted password. In some non-limiting embodiments or aspects, whether the
reconstructed second secret key matches the second secret key may be determined.
Additionally or alternatively, a user may be authenticated based on determining the
reconstructed second secret key matches the second secret key.

[0025] Insome non-limiting embodiments or aspects, generating the reconstructed
second secret key may include generating the reconstructed second secret key using
device-enhanced password-authenticated key exchange (DE-PAKE).

[0026] In some non-limiting embodiments or aspects, second biometric input data
associated with a second biometric input may be received. Additionally or
alternatively, a reconstructed second secret key may be generated based on the
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second biometric input and the fuzzy extractor helper data. In some non-limiting
embodiments or aspects, whether the reconstructed second secret key matches the
second secret key may be determined. Additionally or alternatively, a user may be
authenticated based on determining the reconstructed second secret key matches the
second secret key.

[0027] Insome non-limiting embodiments or aspects, generating the reconstructed
second secret key may include generating the reconstructed second secret key using
a fuzzy vault opener (FVopen).

[0028] Insome non-limiting embodiments or aspects, using the FVopen may include
extracting a plurality of second biometric data points from the second biometric input.
Additionally or alternatively, the plurality of second biometric data points may be
communicated. Additionally or alternatively, a plurality of polynomial encodings may
be received. For example, each respective polynomial encoding may be based on a
respective second biometric data point of the plurality of second biometric data points.
Additionally or alternatively, the fuzzy extractor helper data may include the plurality
of polynomial encodings. Additionally or alternatively, the reconstructed second secret
key may be generated based on the plurality of polynomial encodings.

[0029] Insome non-limiting embodiments or aspects, generating the second secret
key may include generating the second secret key using device-enhanced password-
authenticated key exchange (DE-PAKE).

[0030] In some non-limiting embodiments or aspects, generating the fuzzy
extractor helper data may include generating the fuzzy extractor helper data using a
fuzzy vault generator (FVgen).

[0031] In some non-limiting embodiments or aspects, using the FVgen may include
extracting a plurality of first biometric data points from the first biometric input.
Additionally or alternatively, a plurality of random data points may be generated.
Additionally or alternatively, a polynomial encoding of each first biometric data point of
the plurality of first biometric data points may be generated based on the second secret
key. Additionally or alternatively, a random encoding of each random data point of the
plurality of random data points may be generated. Additionally or alternatively, the
polynomial encoding of each first biometric data point and the random encoding of
each random data point may be combined into a set of encodings. In some non-
limiting embodiments or aspects, the fuzzy extractor helper data may include the set
of encodings.
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[0032] In some non-limiting embodiments or aspects, using the FVgen may further
include combining the plurality of first biometric data points and the plurality of random
data points to form a first set of data points. Additionally or alternatively, a respective
set of neighboring data points for each respective data point of the first set of data
points may be generated based on a threshold distance. Additionally or alternatively,
each respective set of neighboring data points may be stored as a tuple with each
respective data point in the set of encodings.

[0033] In some non-limiting embodiments or aspects, using the FVgen may further
include permuting the set of encodings before storing the fuzzy extractor helper data
comprising the set of encodings.

[0034] According to non-limiting embodiments or aspects, provided is a system for
authentication. In some non-limiting embodiments or aspects, a system for
authentication may include at least one processor and at least one non-transitory
computer-readable medium comprising instructions to direct the at least one processor
to receive first biometric input data associated with a first biometric input and first
secret key data associated with a first secret key. The instructions may further direct
the at least one processor to extract a plurality of first biometric data points from the
first biometric input. The instructions may further direct the at least one processor to
generate a plurality of random data points. The instructions may further direct the at
least one processor to generate a polynomial encoding of each first biometric data
point of the plurality of first biometric data points based on the first secret key. The
instructions may further direct the at least one processor to generate a random
encoding of each random data point of the plurality of random data points. The
instructions may further direct the at least one processor to combine the polynomial
encoding of each first biometric data point of the plurality of first biometric data points
and the random encoding of each random data point of the plurality of random data
points into a set of encodings. The instructions may further direct the at least one
processor to store the set of encodings as fuzzy extractor helper data.

[0035] In some non-limiting embodiments or aspects, second biometric input data
associated with a second biometric input may be received. Additionally or
alternatively, a plurality of second biometric data points may be extracted from the
second biometric input. Additionally or alternatively, the plurality of second biometric
data points may be communicated. Additionally or alternatively, a plurality of
encodings may be received, and each respective encoding of the plurality of
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encodings may be based on a respective second biometric data point of the plurality
of second biometric data points. Additionally or alternatively, the set of encodings of
the fuzzy extractor helper data may include the plurality of encodings. Additionally or
alternatively, a reconstructed first secret key may be generated based on the plurality
of polynomial encodings. Additionally or alternatively, whether the reconstructed first
secret key matches the first secret key may be determined. Additionally or
alternatively, a user may be authenticated based on determining the reconstructed
first secret key matches the first secret key.

[0036] According to non-limiting embodiments or aspects, provided is a computer
program product for authentication. In some non-limiting embodiments or aspects, the
computer program product may include at least one non-transitory computer-readable
medium including one or more instructions that, when executed by at least one
processor, cause the at least one processor to receive first password data associated
with a first password, first biometric input data associated with a first biometric input,
and first secret key data associated with a first secret key. The instructions may further
cause the at least one processor to generate a second secret key based on the first
secret key and the first password. The instructions may further cause the at least one
processor to generate fuzzy extractor helper data based on the first biometric input
and the second secret key. The instructions may further cause the at least one
processor to store the fuzzy extractor helper data and the first secret key.

[0037] In some non-limiting embodiments or aspects, the password data and the
first biometric input data may be received from a user device. Additionally or
alternatively, the first secret key data may be received from a server.

[0038] In some non-limiting embodiments or aspects, the user device may include
a trusted enrolliment device. Additionally or alternatively, the server may include an
authentication server.

[0039] In some non-limiting embodiments or aspects, attempted password data
associated with an attempted password may be received. Additionally or alternatively,
a reconstructed second secret key may be generated based on the first secret key and
the attempted password. In some non-limiting embodiments or aspects, whether the
reconstructed second secret key matches the second secret key may be determined.
Additionally or alternatively, a user may be authenticated based on determining the
reconstructed second secret key matches the second secret key.
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[0040] Insome non-limiting embodiments or aspects, generating the reconstructed
second secret key may include generating the reconstructed second secret key using
device-enhanced password-authenticated key exchange (DE-PAKE).

[0041] In some non-limiting embodiments or aspects, second biometric input data
associated with a second biometric input may be received. Additionally or
alternatively, a reconstructed second secret key may be generated based on the
second biometric input and the fuzzy extractor helper data. In some non-limiting
embodiments or aspects, whether the reconstructed second secret key matches the
second secret key may be determined. Additionally or alternatively, a user may be
authenticated based on determining the reconstructed second secret key matches the
second secret key.

[0042] Insome non-limiting embodiments or aspects, generating the reconstructed
second secret key may include generating the reconstructed second secret key using
a fuzzy vault opener (FVopen).

[0043] Insome non-limiting embodiments or aspects, using the FVopen may include
extracting a plurality of second biometric data points from the second biometric input.
Additionally or alternatively, the plurality of second biometric data points may be
communicated. Additionally or alternatively, a plurality of polynomial encodings may
be received. For example, each respective polynomial encoding may be based on a
respective second biometric data point of the plurality of second biometric data points.
Additionally or alternatively, the fuzzy extractor helper data may include the plurality
of polynomial encodings. Additionally or alternatively, the reconstructed second secret
key may be generated based on the plurality of polynomial encodings.

[0044] Insome non-limiting embodiments or aspects, generating the second secret
key may include generating the second secret key using device-enhanced password-
authenticated key exchange (DE-PAKE).

[0045] In some non-limiting embodiments or aspects, generating the fuzzy
extractor helper data may include generating the fuzzy extractor helper data using a
fuzzy vault generator (FVgen).

[0046] In some non-limiting embodiments or aspects, using the FVgen may include
extracting a plurality of first biometric data points from the first biometric input.
Additionally or alternatively, a plurality of random data points may be generated.
Additionally or alternatively, a polynomial encoding of each first biometric data point of
the plurality of first biometric data points may be generated based on the second secret
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key. Additionally or alternatively, a random encoding of each random data point of the
plurality of random data points may be generated. Additionally or alternatively, the
polynomial encoding of each first biometric data point and the random encoding of
each random data point may be combined into a set of encodings. In some non-
limiting embodiments or aspects, the fuzzy extractor helper data may include the set
of encodings.

[0047] In some non-limiting embodiments or aspects, using the FVgen may further
include combining the plurality of first biometric data points and the plurality of random
data points to form a first set of data points. Additionally or alternatively, a respective
set of neighboring data points for each respective data point of the first set of data
points may be generated based on a threshold distance. Additionally or alternatively,
each respective set of neighboring data points may be stored as a tuple with each
respective data point in the set of encodings.

[0048] In some non-limiting embodiments or aspects, using the FVeen may further
include permuting the set of encodings before storing the fuzzy extractor helper data
comprising the set of encodings.

[0049] According to non-limiting embodiments or aspects, provided is a computer
program product for authentication. In some non-limiting embodiments or aspects, the
computer program product may include at least one non-transitory computer-readable
medium including one or more instructions that, when executed by at least one
processor, cause the at least one processor to receive first biometric input data
associated with a first biometric input and first secret key data associated with a first
secret key. The instructions may further cause the at least one processor to extract a
plurality of first biometric data points from the first biometric input. The instructions
may further cause the at least one processor to generate a plurality of random data
points. The instructions may further cause the at least one processor to generate a
polynomial encoding of each first biometric data point of the plurality of first biometric
data points based on the first secret key. The instructions may further cause the at
least one processor to generate a random encoding of each random data point of the
plurality of random data points. The instructions may further cause the at least one
processor to combine the polynomial encoding of each first biometric data point of the
plurality of first biometric data points and the random encoding of each random data
point of the plurality of random data points into a set of encodings. The instructions
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may further cause the at least one processor to store the set of encodings as fuzzy
extractor helper data.

[0050] In some non-limiting embodiments or aspects, second biometric input data
associated with a second biometric input may be received. Additionally or
alternatively, a plurality of second biometric data points may be extracted from the
second biometric input. Additionally or alternatively, the plurality of second biometric
data points may be communicated. Additionally or alternatively, a plurality of
encodings may be received, and each respective encoding of the plurality of
encodings may be based on a respective second biometric data point of the plurality
of second biometric data points. Additionally or alternatively, the set of encodings of
the fuzzy extractor helper data may include the plurality of encodings. Additionally or
alternatively, a reconstructed first secret key may be generated based on the plurality
of polynomial encodings. Additionally or alternatively, whether the reconstructed first
secret key matches the first secret key may be determined. Additionally or
alternatively, a user may be authenticated based on determining the reconstructed
first secret key matches the first secret key.

[0051] Further embodiments or aspects are set forth in the following numbered
clauses:

[0052] Clause 1: A computer-implemented method, comprising: receiving, with at
least one processor, first password data associated with a first password, first
biometric input data associated with a first biometric input, and first secret key data
associated with a first secret key; generating, with at least one processor, a second
secret key based on the first secret key and the first password; generating, with at
least one processor, fuzzy extractor helper data based on the first biometric input and
the second secret key; and storing, with at least one processor, the fuzzy extractor
helper data and the first secret key.

[0053] Clause 2: The method of clause 1, wherein receiving comprises receiving
the password data and the first biometric input data from a user device and receiving
the first secret key data from a server.

[0054] Clause 3: The method of any preceding clause, wherein the user device
comprises a trusted enrollment device and the server comprises an authentication
server.

[0055] Clause 4: The method of any preceding clause, further comprising:
receiving, with at least one processor, attempted password data associated with an

11
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attempted password; generating, with at least one processor, a reconstructed second
secret key based on the first secret key and the attempted password; determining,
with at least one processor, that the reconstructed second secret key matches the
second secret key; and authenticating, with at least one processor, a user based on
determining the reconstructed second secret key matches the second secret key.
[0056] Clause 5: The method of any preceding clause, wherein generating the
reconstructed second secret key comprises generating the reconstructed second
secret key using device-enhanced password-authenticated key exchange (DE-PAKE).
[0057] Clause 6: The method of any preceding clause, further comprising:
receiving, with at least one processor, second biometric input data associated with a
second biometric input; generating, with at least one processor, a reconstructed
second secret key based on the second biometric input and the fuzzy extractor helper
data; determining, with at least one processor, that the reconstructed second secret
key matches the second secret key; and authenticating, with at least one processor, a
user based on determining the reconstructed second secret key matches the second
secret key.

[0058] Clause 7: The method of any preceding clause, wherein generating the
reconstructed second secret key comprises generating the reconstructed second
secret key using a fuzzy vault opener (FVoren).

[0059] Clause 8: The method of any preceding clause, wherein using the FVopen
comprises: extracting, with at least one processor, a plurality of second biometric data
points from the second biometric input; communicating, with at least one processor,
the plurality of second biometric data points; receiving, with at least one processor, a
plurality of polynomial encodings, each respective polynomial encoding of the plurality
of polynomial encodings based on a respective second biometric data point of the
plurality of second biometric data points, wherein the fuzzy extractor helper data
comprises the plurality of polynomial encodings; and generating, with at least one
processor, the reconstructed second secret key based on the plurality of polynomial
encodings.

[0060] Clause 9: The method of any preceding clause, wherein generating the
second secret key comprises generating the second secret key using device-
enhanced password-authenticated key exchange (DE-PAKE).

12
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[0061] Clause 10: The method of any preceding clause, wherein generating the
fuzzy extractor helper data comprises generating the fuzzy extractor helper data using
a fuzzy vault generator (FVgen).

[0062] Clause 11: The method of any preceding clause, wherein using the FVgen
comprises: extracting, with at least one processor, a plurality of first biometric data
points from the first biometric input; generating, with at least one processor, a plurality
of random data points; generating, with at least one processor, a polynomial encoding
of each first biometric data point of the plurality of first biometric data points based on
the second secret key; generating, with at least one processor, a random encoding of
each random data point of the plurality of random data points; and combining, with at
least one processor, the polynomial encoding of each first biometric data point of the
plurality of first biometric data points and the random encoding of each random data
point of the plurality of random data points into a set of encodings, wherein the fuzzy
extractor helper data comprises the set of encodings.

[0063] Clause 12: The method of any preceding clause, wherein using the FVaen
further comprises: combining, with at least one processor, the plurality of first biometric
data points and the plurality of random data points to form a first set of data points;
generating, with at least one processor, a respective set of neighboring data points for
each respective data point of the first set of data points based on a threshold distance;
and storing each respective set of neighboring data points as a tuple with each
respective data point in the set of encodings.

[0064] Clause 13: The method of any preceding clause, wherein using the FVgen
further comprises: permuting, with at least one processor, the set of encodings before
storing the fuzzy extractor helper data comprising the set of encodings.

[0065] Clause 14: A computer-implemented method, comprising: receiving, with at
least one processor, first biometric input data associated with a first biometric input
and first secret key data associated with a first secret key; extracting, with at least one
processor, a plurality of first biometric data points from the first biometric input;
generating, with at least one processor, a plurality of random data points; generating,
with at least one processor, a polynomial encoding of each first biometric data point of
the plurality of first biometric data points based on the first secret key; generating, with
at least one processor, a random encoding of each random data point of the plurality
of random data points; combining, with at least one processor, the polynomial
encoding of each first biometric data point of the plurality of first biometric data points
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and the random encoding of each random data point of the plurality of random data
points into a set of encodings; and storing, with at least one processor, the set of
encodings as fuzzy extractor helper data.

[0066] Clause 15: The method of clause 14, comprising: receiving, with at least one
processor, second biometric input data associated with a second biometric input;
extracting, with at least one processor, a plurality of second biometric data points from
the second biometric input; communicating, with at least one processor, the plurality
of second biometric data points; receiving, with at least one processor, a plurality of
encodings, each respective encoding of the plurality of encodings based on a
respective second biometric data point of the plurality of second biometric data points,
wherein the set of encodings of the fuzzy extractor helper data comprises the plurality
of encodings; generating, with at least one processor, a reconstructed first secret key
based on the plurality of polynomial encodings; determining, with at least one
processor, that the reconstructed first secret key matches the first secret key; and
authenticating, with at least one processor, a user based on determining the
reconstructed first secret key matches the first secret key.

[0067] Clause 16: A system, comprising: at least one processor; and at least one
non-transitory computer-readable medium comprising instructions to direct the at least
one processor to: receive first password data associated with a first password, first
biometric input data associated with a first biometric input, and first secret key data
associated with a first secret key; generate a second secret key based on the first
secret key and the first password; generate fuzzy extractor helper data based on the
first biometric input and the second secret key; and store the fuzzy extractor helper
data and the first secret key.

[0068] Clause 17: A system, comprising: at least one processor; and at least one
non-transitory computer-readable medium comprising instructions to direct the at least
one processor to: receive first biometric input data associated with a first biometric
input and first secret key data associated with a first secret key; extract a plurality of
first biometric data points from the first biometric input; generate a plurality of random
data points; generate a polynomial encoding of each first biometric data point of the
plurality of first biometric data points based on the first secret key; generate a random
encoding of each random data point of the plurality of random data points; combine
the polynomial encoding of each first biometric data point of the plurality of first
biometric data points and the random encoding of each random data point of the
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plurality of random data points into a set of encodings; and store the set of encodings
as fuzzy extractor helper data.

[0069] Clause 18: A computer program product, the computer program product
comprising at least one non-transitory computer-readable medium including one or
more instructions that, when executed by at least one processor, cause the at least
one processor to: receive first password data associated with a first password, first
biometric input data associated with a first biometric input, and first secret key data
associated with a first secret key; generate a second secret key based on the first
secret key and the first password; generate fuzzy extractor helper data based on the
first biometric input and the second secret key; and store the fuzzy extractor helper
data and the first secret key.

[0070] Clause 19: A computer program product, the computer program product
comprising at least one non-transitory computer-readable medium including one or
more instructions that, when executed by at least one processor, cause the at least
one processor to: receive first biometric input data associated with a first biometric
input and first secret key data associated with a first secret key; extract a plurality of
first biometric data points from the first biometric input; generate a plurality of random
data points; generate a polynomial encoding of each first biometric data point of the
plurality of first biometric data points based on the first secret key; generate a random
encoding of each random data point of the plurality of random data points; combine
the polynomial encoding of each first biometric data point of the plurality of first
biometric data points and the random encoding of each random data point of the
plurality of random data points into a set of encodings; and store the set of encodings
as fuzzy extractor helper data.

[0071] Clause 20: A system, comprising: at least one processor; and at least one
non-transitory computer-readable medium comprising instructions to direct the at least
one processor to perform the method of any one of clauses 1-15.

[0072] Clause 21: A computer program product, the computer program product
comprising at least one non-transitory computer-readable medium including one or
more instructions that, when executed by at least one processor, cause the at least
one processor to perform the method of any one of clauses 1-15.

[0073] These and other features and characteristics of the presently disclosed
subject matter, as well as the methods of operation and functions of the related

elements of structures and the combination of parts and economies of manufacture,
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will become more apparent upon consideration of the following description and the
appended claims with reference to the accompanying drawings, all of which form a
part of this specification, wherein like reference numerals designate corresponding
parts in the various figures. It is to be expressly understood, however, that the
drawings are for the purpose of illustration and description only and are not intended
as a definition of the limits of the disclosed subject matter. As used in the specification

and the claims, the singular form of “a,” “an,” and “the” include plural referents unless

the context clearly dictates otherwise.

BRIEF DESCRIPTION OF THE DRAWINGS
[0074] Additional advantages and details of the disclosed subject matter are

explained in greater detail below with reference to the exemplary embodiments that
are illustrated in the accompanying figures, in which:

[0075] FIG. 1 is a diagram of a non-limiting embodiment or aspect of an
environment in which methods, systems, and/or computer program products,
described herein, may be implemented according to the principles of the presently
disclosed subject matter;

[0076] FIG. 2 is a diagram of a non-limiting embodiment or aspect of components
of one or more devices of FIG. 1;

[0077] FIG. 3is a flowchart of a non-limiting embodiment or aspect of a process for
authentication according to the principles of the presently disclosed subject matter;
[0078] FIG. 4is a flowchart of a non-limiting embodiment or aspect of a process for
authentication according to the principles of the presently disclosed subject matter;
[0079] FIG. 5A is a diagram of a non-limiting embodiment or aspect of an
implementation of a non-limiting embodiment or aspect of a process for authentication
according to the principles of the presently disclosed subject matter;

[0080] FIG. 5B is a swimlane diagram for a non-limiting embodiment or aspect of a
two-party computation fuzzy vault generator (FVZE5) relating to the implementation of
FIG. 5A according to the principles of the presently disclosed subject matter;

[0081] FIG. 5C is a swimlane diagram for a non-limiting embodiment or aspect of
a two-party computation fuzzy vault opener (FVZ55y) relating to the implementation of

FIG. 5A according to the principles of the presently disclosed subject matter;
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[0082] FIGS. 6A-6B are diagrams of a non-limiting embodiment or aspect of an
implementation of a non-limiting embodiment or aspect of a process for authentication
according to the principles of the presently disclosed subject matter; and

[0083] FIG. 7 is a screenshot of a non-limiting embodiment or aspect of an
implementation of a non-limiting embodiment or aspect of a process for generating
fuzzy extractor helper data according to the principles of the presently disclosed
subject matter.

DESCRIPTION
[0084] For purposes of the description hereinafter, the terms “end,” “upper,”

“lower,” “right,” “left,” “vertical,” “horizontal,” “top,” “bottom,” “lateral,” “longitudinal,” and
derivatives thereof shall relate to the disclosed subject matter as it is oriented in the
drawing figures. However, it is to be understood that the disclosed subject matter may
assume various alternative variations and step sequences, except where expressly
specified to the contrary. It is also to be understood that the specific devices and
processes illustrated in the attached drawings, and described in the following
specification, are simply exemplary embodiments or aspects of the disclosed subject
matter. Hence, specific dimensions and other physical characteristics related to the
embodiments or aspects disclosed herein are not to be considered as limiting unless
otherwise indicated.

[0085] No aspect, component, element, structure, act, step, function, instruction,
and/or the like used herein should be construed as critical or essential unless explicitly
described as such. Also, as used herein, the articles “a” and “an” are intended to
include one or more items and may be used interchangeably with “one or more” and
“at least one.” Furthermore, as used herein, the term “set” is intended to include one
or more items (e.g., related items, unrelated items, a combination of related and
unrelated items, and/or the like) and may be used interchangeably with “one or more”

or “at least one.” Where only one item is intended, the term “one” or similar language

is used. Also, as used herein, the terms “has,” “have,” “having,” or the like are intended
to be open-ended terms. Further, the phrase “based on” is intended to mean “based
at least partially on” unless explicitly stated otherwise.

[0086] As used herein, the terms “communication” and “communicate” may refer to
the reception, receipt, transmission, transfer, provision, and/or the like of information

(e.g., data, signals, messages, instructions, commands, and/or the like). For one unit
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(e.g., a device, a system, a component of a device or system, combinations thereof,
and/or the like) to be in communication with another unit means that the one unit is
able to directly or indirectly receive information from and/or transmit information to the
other unit. This may refer to a direct or indirect connection (e.g., a direct
communication connection, an indirect communication connection, and/or the like) that
is wired and/or wireless in nature. Additionally, two units may be in communication
with each other even though the information transmitted may be modified, processed,
relayed, and/or routed between the first and second unit. For example, a first unit may
be in communication with a second unit even though the first unit passively receives
information and does not actively transmit information to the second unit. As another
example, a first unit may be in communication with a second unit if at least one
intermediary unit (e.g., a third unit located between the first unit and the second unit)
processes information received from the first unit and communicates the processed
information to the second unit. In some non-limiting embodiments or aspects, a
message may refer to a network packet (e.g., a data packet and/or the like) that
includes data. It will be appreciated that numerous other arrangements are possible.

[0087] As used herein, the terms “issuer institution,” “portable financial device

issuer,” “issuer,” or “issuer bank” may refer to one or more entities that provide
accounts to customers for conducting transactions (e.g., payment transactions), such
as initiating credit and/or debit payments. For example, an issuer institution may
provide an account identifier, such as a primary account number (PAN), to a customer
that uniquely identifies one or more accounts associated with that customer. The
account identifier may be embodied on a portable financial device, such as a physical
financial instrument, e.g., a payment card, and/or may be electronic and used for
electronic payments. The terms “issuer institution” and “issuer institution system” may
also refer to one or more computer systems operated by or on behalf of an issuer
institution, such as a server computer executing one or more software applications.
For example, an issuer institution system may include one or more authorization
servers for authorizing a transaction.

[0088] As used herein, the term “account identifier” may include one or more types
of identifiers associated with a user account (e.g., a PAN, a card number, a payment
card number, a payment token, and/or the like). In some non-limiting embodiments or
aspects, an issuer institution may provide an account identifier (e.g., a PAN, a payment
token, and/or the like) to a user that uniquely identifies one or more accounts
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associated with that user. The account identifier may be embodied on a physical
financial instrument (e.g., a portable financial instrument, a payment card, a credit
card, a debit card, and/or the like) and/or may be electronic information communicated
to the user that the user may use for electronic payments. In some non-limiting
embodiments or aspects, the account identifier may be an original account identifier,
where the original account identifier was provided to a user at the creation of the
account associated with the account identifier. In some non-limiting embodiments or
aspects, the account identifier may be an account identifier (e.g., a supplemental
account identifier) that is provided to a user after the original account identifier was
provided to the user. For example, if the original account identifier is forgotten, stolen,
and/or the like, a supplemental account identifier may be provided to the user. In some
non-limiting embodiments or aspects, an account identifier may be directly or indirectly
associated with an issuer institution such that an account identifier may be a payment
token that maps to a PAN or other type of identifier. Account identifiers may be
alphanumeric, any combination of characters and/or symbols, and/or the like. An
issuer institution may be associated with a bank identification number (BIN) that
uniquely identifies the issuer institution.

[0089] As used herein, the terms “payment token” or “token” may refer to an
identifier that is used as a substitute or replacement identifier for an account identifier,
such as a PAN. Tokens may be associated with a PAN or other account identifiers in
one or more data structures (e.g., one or more databases and/or the like) such that
they can be used to conduct a transaction (e.g., a payment transaction) without directly
using the account identifier, such as a PAN. In some examples, an account identifier,
such as a PAN, may be associated with a plurality of tokens for different individuals,
different uses, and/or different purposes. For example, a payment token may include
a series of numeric and/or alphanumeric characters that may be used as a substitute
for an original account identifier. For example, a payment token “4900 0000 0000
0001” may be used in place of a PAN “4147 0900 0000 1234.” In some non-limiting
embodiments or aspects, a payment token may be “format preserving” and may have
a numeric format that conforms to the account identifiers used in existing payment
processing networks (e.g., ISO 8583 financial transaction message format). In some
non-limiting embodiments or aspects, a payment token may be used in place of a PAN
to initiate, authorize, settle, or resolve a payment transaction or represent the original
credential in other systems where the original credential would typically be provided.
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In some non-limiting embodiments or aspects, a token value may be generated such
that the recovery of the original PAN or other account identifier from the token value
may not be computationally derived (e.g., with a one-way hash or other cryptographic
function). Further, in some non-limiting embodiments or aspects, the token format
may be configured to allow the entity receiving the payment token to identify it as a
payment token and recognize the entity that issued the token.

[0090] As used herein, the term “provisioning” may refer to a process of enabling a
device to use a resource or service. For example, provisioning may involve enabling
a device to perform transactions using an account. Additionally or alternatively,
provisioning may include adding provisioning data associated with account data (e.qg.,
a payment token representing an account number) to a device.

[0091] As used herein, the term “token requestor” may refer to an entity that is
seeking to implement tokenization according to embodiments or aspects of the
presently disclosed subject matter. For example, the token requestor may initiate a
request that a PAN be tokenized by submitting a token request message to a token
service provider. Additionally or alternatively, a token requestor may no longer need
to store a PAN associated with a token once the requestor has received the payment
token in response to a token request message. In some non-limiting embodiments or
aspects, the requestor may be an application, a device, a process, or a system that is
configured to perform actions associated with tokens. For example, a requestor may
request registration with a network token system, request token generation, token
activation, token de-activation, token exchange, other token lifecycle management
related processes, and/or any other token related processes. In some non-limiting
embodiments or aspects, a requestor may interface with a network token system
through any suitable communication network and/or protocol (e.g., using HTTPS,
SOAP, and/or an XML interface among others). For example, a token requestor may
include card-on-file merchants, acquirers, acquirer processors, payment gateways
acting on behalf of merchants, payment enablers (e.g., original equipment
manufacturers, mobile network operators, and/or the like), digital wallet providers,
issuers, third-party wallet providers, payment processing networks, and/or the like. In
some non-limiting embodiments or aspects, a token requestor may request tokens for
multiple domains and/or channels. Additionally or alternatively, a token requestor may
be registered and identified uniquely by the token service provider within the
tokenization ecosystem. For example, during token requestor registration, the token
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service provider may formally process a token requestor’s application to participate in
the token service system. In some non-limiting embodiments or aspects, the token
service provider may collect information pertaining to the nature of the requestor and
relevant use of tokens to validate and formally approve the token requestor and
establish appropriate domain restriction controls. Additionally or alternatively,
successfully registered token requestors may be assigned a token requestor identifier
that may also be entered and maintained within the token vault. In some non-limiting
embodiments or aspects, token requestor identifiers may be revoked and/or token
requestors may be assigned new token requestor identifiers. In some non-limiting
embodiments or aspects, this information may be subject to reporting and audit by the
token service provider.

[0092] As used herein, the term a “token service provider” may refer to an entity
including one or more server computers in a token service system that generates,
processes and maintains payment tokens. For example, the token service provider
may include or be in communication with a token vault where the generated tokens
are stored. Additionally or alternatively, the token vault may maintain one-to-one
mapping between a token and a PAN represented by the token. In some non-limiting
embodiments or aspects, the token service provider may have the ability to set aside
licensed BINs as token BINs to issue tokens for the PANs that may be submitted to
the token service provider. In some non-limiting embodiments or aspects, various
entities of a tokenization ecosystem may assume the roles of the token service
provider. For example, payment networks and issuers or their agents may become
the token service provider by implementing the token services according to non-
limiting embodiments or aspects of the presently disclosed subject matter. Additionally
or alternatively, a token service provider may provide reports or data output to
reporting tools regarding approved, pending, or declined token requests, including any
assigned token requestor ID. The token service provider may provide data output
related to token-based transactions to reporting tools and applications and present the
token and/or PAN as appropriate in the reporting output. In some non-limiting
embodiments or aspects, the EMVCo standards organization may publish
specifications defining how tokenized systems may operate. For example, such
specifications may be informative, but they are not intended to be limiting upon any of
the presently disclosed subject matter.
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[0093] As used herein, the term “token vault” may refer to a repository that
maintains established token-to-PAN mappings. For example, the token vault may also
maintain other attributes of the token requestor that may be determined at the time of
registration and/or that may be used by the token service provider to apply domain
restrictions or other controls during transaction processing. In some non-limiting
embodiments or aspects, the token vault may be a part of a token service system. For
example, the token vault may be provided as a part of the token service provider.
Additionally or alternatively, the token vault may be a remote repository accessible by
the token service provider. In some non-limiting embodiments or aspects, token
vaults, due to the sensitive nature of the data mappings that are stored and managed
therein, may be protected by strong underlying physical and logical
security. Additionally or alternatively, a token vault may be operated by any suitable
entity, including a payment network, an issuer, clearing houses, other financial
institutions, transaction service providers, and/or the like.

[0094] As used herein, the term “merchant” may refer to one or more entities (e.g.,
operators of retail businesses that provide goods and/or services, and/or access to
goods and/or services, to a user (e.g., a customer, a consumer, a customer of the
merchant, and/or the like) based on a transaction (e.g., a payment transaction)). As
used herein, the term “merchant system” may refer to one or more computer systems
operated by or on behalf of a merchant, such as a server computer executing one or
more software applications. As used herein, the term “product” may refer to one or
more goods and/or services offered by a merchant.

[0095] As used herein, the term “point-of-sale (POS) device” may refer to one or
more devices, which may be used by a merchant to initiate transactions (e.g., a
payment transaction), engage in transactions, and/or process transactions. For
example, a POS device may include one or more computers, peripheral devices, card
readers, near-field communication (NFC) receivers, radio frequency identification
(RFID) receivers, and/or other contactless transceivers or receivers, contact-based
receivers, payment terminals, computers, servers, input devices, and/or the like.
[0096] As used herein, the term “point-of-sale (POS) system” may refer to one or
more computers and/or peripheral devices used by a merchant to conduct a
transaction. For example, a POS system may include one or more POS devices
and/or other like devices that may be used to conduct a payment transaction. A POS
system (e.g., a merchant POS system) may also include one or more server
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computers programmed or configured to process online payment transactions through
webpages, mobile applications, and/or the like.

[0097] As used herein, the term “transaction service provider” may refer to an entity
that receives transaction authorization requests from merchants or other entities and
provides guarantees of payment, in some cases through an agreement between the
transaction service provider and the issuer institution. In some non-limiting
embodiments or aspects, a transaction service provider may include a credit card
company, a debit card company, and/or the like. As used herein, the term “transaction
service provider system” may also refer to one or more computer systems operated
by or on behalf of a transaction service provider, such as a transaction processing
server executing one or more software applications. A transaction processing server
may include one or more processors and, in some non-limiting embodiments or
aspects, may be operated by or on behalf of a transaction service provider.

[0098] As used herein, the term “acquirer” may refer to an entity licensed by the
transaction service provider and approved by the transaction service provider to
originate transactions (e.g., payment transactions) using a portable financial device
associated with the transaction service provider. As used herein, the term “acquirer
system” may also refer to one or more computer systems, computer devices, and/or
the like operated by or on behalf of an acquirer. The transactions may include payment
transactions (e.g., purchases, original credit transactions (OCTs), account funding
transactions (AFTs), and/or the like). In some non-limiting embodiments or aspects,
the acquirer may be authorized by the transaction service provider to assign merchant
or service providers to originate transactions using a portable financial device of the
transaction service provider. The acquirer may contract with payment facilitators to
enable the payment facilitators to sponsor merchants. The acquirer may monitor
compliance of the payment facilitators in accordance with regulations of the
transaction service provider. The acquirer may conduct due diligence of the payment
facilitators and ensure that proper due diligence occurs before signing a sponsored
merchant. The acquirer may be liable for all transaction service provider programs
that the acquirer operates or sponsors. The acquirer may be responsible for the acts
of the acquirer's payment facilitators, merchants that are sponsored by an acquirer’s
payment facilitators, and/or the like. In some non-limiting embodiments or aspects, an

acquirer may be a financial institution, such as a bank.
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[0099] As used herein, the terms “electronic wallet,” “electronic wallet mobile
application,” and “digital wallet” may refer to one or more electronic devices and/or one
or more software applications configured to initiate and/or conduct transactions (e.g.,
payment transactions, electronic payment transactions, and/or the like). For example,
an electronic wallet may include a user device (e.g., a mobile device) executing an
application program and server-side software and/or databases for maintaining and
providing transaction data to the user device. As used herein, the term “electronic
wallet provider” may include an entity that provides and/or maintains an electronic
wallet and/or an electronic wallet mobile application for a user (e.g., a customer).
Examples of an electronic wallet provider include, but are not limited to, Google Pay®,
Android Pay®, Apple Pay®, and Samsung Pay®. In some non-limiting examples, a
financial institution (e.g., an issuer institution) may be an electronic wallet provider. As
used herein, the term “electronic wallet provider system” may refer to one or more
computer systems, computer devices, servers, groups of servers, and/or the like
operated by or on behalf of an electronic wallet provider.

[0100] As used herein, the term “portable financial device” may refer to a payment
card (e.g., a credit or debit card), a gift card, a smartcard, smart media, a payroll card,
a healthcare card, a wristband, a machine-readable medium containing account
information, a keychain device or fob, an RFID transponder, a retailer discount or
loyalty card, a cellular phone, an electronic wallet mobile application, a personal digital
assistant (PDA), a pager, a security card, a computer, an access card, a wireless
terminal, a transponder, and/or the like. In some non-limiting embodiments or aspects,
the portable financial device may include volatile or non-volatile memory to store
information (e.g., an account identifier, a name of the account holder, and/or the like).
[0101] As used herein, the term “payment gateway” may refer to an entity and/or a
payment processing system operated by or on behalf of such an entity (e.g., a
merchant service provider, a payment service provider, a payment facilitator, a
payment facilitator that contracts with an acquirer, a payment aggregator, and/or the
like), which provides payment services (e.g., transaction service provider payment
services, payment processing services, and/or the like) to one or more merchants.
The payment services may be associated with the use of portable financial devices
managed by a transaction service provider. As used herein, the term “payment
gateway system” may refer to one or more computer systems, computer devices,

servers, groups of servers, and/or the like operated by or on behalf of a payment
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gateway and/or to a payment gateway itself. As used herein, the term “payment
gateway mobile application” may refer to one or more electronic devices and/or one
or more software applications configured to provide payment services for transactions
(e.g., payment transactions, electronic payment transactions, and/or the like).

[0102] As used herein, the terms “client” and “client device” may refer to one or
more client-side devices or systems (e.g., remote from a transaction service provider)
used to initiate or facilitate a transaction (e.g., a payment transaction). As an example,
a “client device” may refer to one or more POS devices used by a merchant, one or
more acquirer host computers used by an acquirer, one or more mobile devices used
by a user, and/or the like. In some non-limiting embodiments or aspects, a client
device may be an electronic device configured to communicate with one or more
networks and initiate or facilitate transactions. For example, a client device may
include one or more computers, portable computers, laptop computers, tablet
computers, mobile devices, cellular phones, wearable devices (e.g., watches, glasses,
lenses, clothing, and/or the like), PDAs, and/or the like. Moreover, a “client” may also
refer to an entity (e.g., a merchant, an acquirer, and/or the like) that owns, utilizes,
and/or operates a client device for initiating transactions (e.g., for initiating transactions
with a transaction service provider).

[0103] As used herein, the term “server” may refer to one or more computing
devices (e.g., processors, storage devices, similar computer components, and/or the
like) that communicate with client devices and/or other computing devices over a
network (e.g., a public network, the Internet, a private network, and/or the like) and, in
some examples, facilitate communication among other servers and/or client devices.
It will be appreciated that various other arrangements are possible. As used herein,
the term “system” may refer to one or more computing devices or combinations of

computing devices (e.g., processors, servers, client devices, software applications,

components of such, and/or the like). Reference to “a device,” “a server,” “a
processor,” and/or the like, as used herein, may refer to a previously-recited device,
server, or processor that is recited as performing a previous step or function, a different
server or processor, and/or a combination of servers and/or processors. For example,
as used in the specification and the claims, a first server or a first processor that is
recited as performing a first step or a first function may refer to the same or different
server or the same or different processor recited as performing a second step or a

second function.
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[0104] Non-limiting embodiments or aspects of the disclosed subject matter are
directed to systems, methods, and computer program products for authentication
including, but not limited to, authentication based on at least one biometric input and/or
at least one secret key. For example, non-limiting embodiments or aspects of the
disclosed subject matter provide techniques and/or systems that enable building a
secure yet usable authentication system that is transparent to the current password-
authenticated servers (e.g., with limited and/or no modification on the server) and
allows users to login from various devices with any of biometric or textual (e.g.,
password) inputs. Additionally or alternatively, non-limiting embodiments or aspects
of the disclosed subject matter provide techniques and/or systems that enable
generating a high entropy secret (e.g., second secret key) based on a password (e.g.,
which may be easily memorable to the user) and a (first) secret key (e.g., using device-
enhanced password-authenticated key exchange (DE-PAKE)). Additionally or
alternatively, non-limiting embodiments or aspects of the disclosed subject matter
provide techniques and/or systems that enable sealing (e.g., encrypting) biometric
data (e.g., using a fuzzy extractor generator) based on the secret (e.g., second secret
key). Additionally or alternatively, non-limiting embodiments or aspects of the
disclosed subject matter provide techniques and/or systems that enable reconstructing
the secret (e.g., second secret key) using the (easily remembered) password (e.g.,
using DE-PAKE) or using a biometric input (e.g., using a fuzzy extractor opener).
Additionally or alternatively, non-limiting embodiments or aspects of the disclosed
subject matter provide techniques and/or systems that enable a user to authenticate
(e.g., login and/or the like) using either a biometric input or textual password (e.g.,
depending on the availability of the biometric sensors on the user device being used
for authentication) while providing security guarantees of a high entropy secret (that
may be updated if needed). Additionally or alternatively, non-limiting embodiments or
aspects of the disclosed subject matter provide techniques and/or systems that enable
a user to authenticate with biometric information without exposing the stored biometric
template and/or an encrypted/masked version thereof to the user’s device, which may
prevent an attacker from obtaining, recovering, or otherwise using the stored the
biometric data in an attack.

[0105] For the purpose of illustration, in the following description, while the
presently disclosed subject matter is described with respect to methods, systems, and
computer program products for authentication, e.g., based on at least one biometric

26



WO 2021/163532 PCT/US2021/017915

input and/or at least one secret key, one skilled in the art will recognize that the
disclosed subject matter is not limited to the illustrative embodiments or aspects. For
example, the methods, systems, and computer program products described herein
may be used with a wide variety of settings, such as authentication in any setting
suitable for using such authentication, e.g., transactions (e.g., payment transactions),
account creation, account sign-in, application sign-in, and/or the like.

[0106] Referring now to FIG. 1, FIG. 1 is a diagram of a non-limiting embodiment
or aspect of an environment 100 in which systems, products, and/or methods, as
described herein, may be implemented. As shown in FIG. 1, environment 100 includes
transaction service provider system 102, issuer system 104, customer device 106,
merchant system 108, acquirer system 110, and network 112.

[0107] Transaction service provider system 102 may include one or more devices
capable of receiving information from and/or communicating information to issuer
system 104, customer device 106, merchant system 108, and/or acquirer system 110
via network 112. For example, transaction service provider system 102 may include
a computing device, such as a server (e.g., a transaction processing server), a group
of servers, and/or other like devices. In some non-limiting embodiments or aspects,
transaction service provider system 102 may be associated with a transaction service
provider, as described herein. In some non-limiting embodiments or aspects,
transaction service provider system 102 may be in communication with a data storage
device, which may be local or remote to transaction service provider system 102. In
some non-limiting embodiments or aspects, transaction service provider system 102
may be capable of receiving information from, storing information in, communicating
information to, or searching information stored in the data storage device.

[0108] Issuer system 104 may include one or more devices capable of receiving
information and/or communicating information to transaction service provider system
102, customer device 106, merchant system 108, and/or acquirer system 110 via
network 112. For example, issuer system 104 may include a computing device, such
as a server, a group of servers, and/or other like devices. In some non-limiting
embodiments or aspects, issuer system 104 may be associated with an issuer
institution, as described herein. For example, issuer system 104 may be associated
with an issuer institution that issued a credit account, debit account, credit card, debit
card, and/or the like to a user associated with customer device 106.
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[0109] Customer device 106 may include one or more devices capable of receiving
information from and/or communicating information to transaction service provider
system 102, issuer system 104, merchant system 108, and/or acquirer system 110 via
network 112. Additionally or alternatively, each customer device 106 may include a
device capable of receiving information from and/or communicating information to
other customer devices 106 via network 112, another network (e.g., an ad hoc
network, a local network, a private network, a virtual private network, and/or the like),
and/or any other suitable communication technique. For example, customer device
106 may include a client device and/or the like. In some non-limiting embodiments or
aspects, customer device 106 may or may not be capable of receiving information
(e.g., from merchant system 108 or from another customer device 106) via a short-
range wireless communication connection (e.g., an NFC communication connection,
an RFID communication connection, a Bluetooth® communication connection, a
Zigbee® communication connection, and/or the like), and/or communicating
information (e.g., to merchant system 108) via a short-range wireless communication
connection.

[0110] Merchant system 108 may include one or more devices capable of receiving
information from and/or communicating information to transaction service provider
system 102, issuer system 104, customer device 106, and/or acquirer system 110 via
network 112. Merchant system 108 may also include a device capable of receiving
information from customer device 106 via network 112, a communication connection
(e.g., an NFC communication connection, an RFID communication connection, a
Bluetooth® communication connection, a Zigbee® communication connection, and/or
the like) with customer device 106, and/or the like, and/or communicating information
to customer device 106 via network 112, the communication connection, and/or the
like. In some non-limiting embodiments or aspects, merchant system 108 may include
a computing device, such as a server, a group of servers, a client device, a group of
client devices, and/or other like devices. In some non-limiting embodiments or
aspects, merchant system 108 may be associated with a merchant, as described
herein. In some non-limiting embodiments or aspects, merchant system 108 may
include one or more client devices. For example, merchant system 108 may include
a client device that allows a merchant to communicate information to transaction
service provider system 102. In some non-limiting embodiments or aspects, merchant

system 108 may include one or more devices, such as computers, computer systems,
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and/or peripheral devices capable of being used by a merchant to conduct a
transaction with a user. For example, merchant system 108 may include a POS device
and/or a POS system.

[0111]  Acquirer system 110 may include one or more devices capable of receiving
information from and/or communicating information to transaction service provider
system 102, issuer system 104, customer device 106, and/or merchant system 108
via network 112. For example, acquirer system 110 may include a computing device,
a server, a group of servers, and/or the like. In some non-limiting embodiments or
aspects, acquirer system 110 may be associated with an acquirer, as described
herein.

[0112] Network 112 may include one or more wired and/or wireless networks. For
example, network 112 may include a cellular network (e.g., a long-term evolution (LTE)
network, a third generation (3G) network, a fourth generation (4G) network, a fifth
generation (5G) network, a code division multiple access (CDMA) network, and/or the
like), a public land mobile network (PLMN), a local area network (LAN), a wide area
network (WAN), a metropolitan area network (MAN), a telephone network (e.g., the
public switched telephone network (PSTN)), a private network (e.g., a private network
associated with a transaction service provider), an ad hoc network, an intranet, the
Internet, a fiber optic-based network, a cloud computing network, and/or the like,
and/or a combination of these or other types of networks.

[0113] Insome non-limiting embodiments or aspects, processing a transaction may
include generating and/or communicating at least one transaction message (e.g.,
authorization request, authorization response, any combination thereof, and/or the
like). For example, a client device (e.g., customer device 106, a POS device of
merchant system 108, and/or the like) may initiate the transaction, e.g., by generating
an authorization request. Additionally or alternatively, the client device (e.g., customer
device 106, at least on device of merchant system 108, and/or the like) may
communicate the authorization request. For example, customer device 106 may
communicate the authorization request to merchant system 108 and/or a payment
gateway (e.g., a payment gateway of transaction service provider system 102, a third-
party payment gateway separate from transaction service provider system 102, and/or
the like). Additionally or alternatively, merchant system 108 (e.g., a POS device
thereof) may communicate the authorization request to acquirer system 110 and/or a

payment gateway. In some non-limiting embodiments or aspects, acquirer system
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110 and/or a payment gateway may communicate the authorization request to
transaction service provider system 102 and/or issuer system 104. Additionally or
alternatively, transaction service provider system 102 may communicate the
authorization request to issuer system 104. In some non-limiting embodiments or
aspects, issuer system 104 may determine an authorization decision (e.g., authorize,
decline, and/or the like) based on the authorization request. For example, the
authorization request may cause issuer system 104 to determine the authorization
decision based thereof. In some non-limiting embodiments or aspects, issuer system
104 may generate an authorization response based on the authorization decision.
Additionally or alternatively, issuer system 104 may communicate the authorization
response. For example, issuer system 104 may communicate the authorization
response to transaction service provider system 102 and/or a payment gateway.
Additionally or alternatively, transaction service provider system 102 and/or a payment
gateway may communicate the authorization response to acquirer system 110,
merchant system 108, and/or customer device 106. Additionally or alternatively,
acquirer system 110 may communicate the authorization response to merchant
system 108 and/or a payment gateway. Additionally or alternatively, a payment
gateway may communicate the authorization response to merchant system 108 and/or
customer device 106. Additionally or alternatively, merchant system 108 may
communicate the authorization response to customer device 106. In some non-
limiting embodiments or aspects, merchant system 108 may receive (e.g., from
acquirer system 110 and/or a payment gateway) the authorization response.
Additionally or alternatively, merchant system 108 may complete the transaction
based on the authorization response (e.g., provide, ship, and/or deliver goods and/or
services associated with the transaction; fulfil an order associated with the
transaction; any combination thereof, and/or the like).

[0114] The number and arrangement of systems, devices, and/or networks shown
in FIG. 1 are provided as an example. There may be additional systems, devices,
and/or networks; fewer systems, devices, and/or networks; different systems, devices,
and/or networks; and/or differently arranged systems, devices, and/or networks than
those shown in FIG. 1. Furthermore, two or more systems or devices shown in FIG.
1 may be implemented within a single system or device, or a single system or device
shown in FIG. 1 may be implemented as multiple, distributed systems or devices.
Additionally or alternatively, a set of systems (e.g., one or more systems) or a set of
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devices (e.g., one or more devices) of environment 100 may perform one or more
functions described as being performed by another set of systems or another set of
devices of environment 100.

[0115] Referring now to FIG. 2, FIG. 2 is a diagram of example components of a
device 200. Device 200 may correspond to one or more devices of transaction service
provider system 102, one or more devices of issuer system 104, customer device 106,
one or more devices of merchant system 108, and/or one or more devices of acquirer
system 110. In some non-limiting embodiments or aspects, transaction service
provider system 102, issuer system 104, customer device 106, merchant system 108,
and/or acquirer system 110 may include at least one device 200 and/or at least one
component of device 200. As shown in FIG. 2, device 200 may include bus 202,
processor 204, memory 206, storage component 208, input component 210, output
component 212, and communication interface 214.

[0116] Bus 202 may include a component that permits communication among the
components of device 200. In some non-limiting embodiments or aspects, processor
204 may be implemented in hardware, software, firmware, and/or any combination
thereof. For example, processor 204 may include a processor (e.g., a central
processing unit (CPU), a graphics processing unit (GPU), an accelerated processing
unit (APU), and/or the like), a microprocessor, a digital signal processor (DSP), and/or
any processing component (e.g., a field-programmable gate array (FPGA), an
application-specific integrated circuit (ASIC), and/or the like), and/or the like, which
can be programmed to perform a function. Memory 206 may include random access
memory (RAM), read-only memory (ROM), and/or another type of dynamic or static
storage device (e.g., flash memory, magnetic memory, optical memory, and/or the like)
that stores information and/or instructions for use by processor 204.

[0117] Storage component 208 may store information and/or software related to
the operation and use of device 200. For example, storage component 208 may
include a hard disk (e.g., a magnetic disk, an optical disk, a magneto-optic disk, a solid
state disk, and/or the like), a compact disc (CD), a digital versatile disc (DVD), a floppy
disk, a cartridge, a magnetic tape, and/or another type of computer-readable medium,
along with a corresponding drive.

[0118] Input component 210 may include a component that permits device 200 to
receive information, such as via user input (e.g., a touch screen display, a keyboard,
a keypad, a mouse, a button, a switch, a microphone, a camera, and/or the like).
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Additionally or alternatively, input component 210 may include a sensor for sensing
information (e.g., a global positioning system (GPS) component, an accelerometer, a
gyroscope, an actuator, and/or the like). Output component 212 may include a
component that provides output information from device 200 (e.g., a display, a
speaker, one or more light-emitting diodes (LEDs), and/or the like).

[0119] Communication interface 214 may include a transceiver-like component
(e.g., a transceiver, a receiver and transmitter that are separate, and/or the like) that
enables device 200 to communicate with other devices, such as via a wired
connection, a wireless connection, or a combination of wired and wireless
connections. Communication interface 214 may permit device 200 to receive
information from another device and/or provide information to another device. For
example, communication interface 214 may include an Ethernet interface, an optical
interface, a coaxial interface, an infrared interface, a radio frequency (RF) interface, a
universal serial bus (USB) interface, a Wi-Fi® interface, a Bluetooth® interface, a
Zigbee® interface, a cellular network interface, and/or the like.

[0120] Device 200 may perform one or more processes described herein. Device
200 may perform these processes based on processor 204 executing software
instructions stored by a computer-readable medium, such as memory 206 and/or
storage component 208. A computer-readable medium (e.g., a non-transitory
computer-readable medium) is defined herein as a non-transitory memory device. A
non-transitory memory device includes memory space located inside of a single
physical storage device or memory space spread across multiple physical storage
devices.

[0121] Software instructions may be read into memory 206 and/or storage
component 208 from another computer-readable medium or from another device via
communication interface 214. When executed, software instructions stored in
memory 206 and/or storage component 208 may cause processor 204 to perform one
or more processes described herein. Additionally or alternatively, hardwired circuitry
may be used in place of or in combination with software instructions to perform one or
more processes described herein. Thus, embodiments or aspects described herein
are not limited to any specific combination of hardware circuitry and software.

[0122] The number and arrangement of components shown in FIG. 2 are provided
as an example. In some non-limiting embodiments or aspects, device 200 may include

additional components, fewer components, different components, or differently
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arranged components than those shown in FIG. 2. Additionally or alternatively, a set
of components (e.g., one or more components) of device 200 may perform one or
more functions described as being performed by another set of components of device
200.

[0123] Referring now to FIG. 3, FIG. 3 is a flowchart of a non-limiting embodiment
or aspect of a process 300 for authentication. In some non-limiting embodiments or
aspects, one or more of the steps of process 300 may be performed (e.g., completely,
partially, and/or the like) by transaction service provider system 102 (e.g., one or more
devices of transaction service provider system 102). In some non-limiting
embodiments or aspects, one or more of the steps of process 300 may be performed
(e.g., completely, partially, and/or the like) by another system, another device, another
group of systems, or another group of devices, separate from or including transaction
service provider system 102, such as issuer system 104 (e.g., one or more devices of
issuer system 104), customer device 106 (e.g., one or more devices of customer
device 106), merchant system 108 (e.g., one or more devices of merchant system
108), acquirer system 110 (e.g., one or more devices of acquirer system 110), and/or
the like. In some non-limiting embodiments or aspects, with reference to FIG. 3, a
server may be part of and/or implemented by (e.g., completely, partially, and/or the
like) transaction service provider system 102, issuer system 104, merchant system
108, and/or acquirer system 110. In some non-limiting embodiments or aspects, with
reference to FIG. 3, a user device may be the same as, similar to, and/or implemented
(e.g., completely, partially, and/or the like) by customer device 106.

[0124] As shown in FIG. 3, at step 302, process 300 may include receiving first
password data associated with a first password, first biometric input data associated
with a first biometric input, and first secret key data associated with a first secret key,
as described herein. For example, the password data and the first biometric input data
may be received from and/or by a user device, as described herein. Additionally or
alternatively, the first secret key data may be received from a server (e.g., a trusted
third party server associated with a trusted third party and/or the like), as described
herein.

[0125] In some non-limiting embodiments or aspects, the user device may include
a trusted enrolliment device. Additionally or alternatively, the server may include an

authentication server.
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[0126] As shown in FIG. 3, at step 304, process 300 may include generating a
second secret key based on the first secret key and the first password, as described
herein. In some non-limiting embodiments or aspects, the second secret key may be
generated using device-enhanced password-authenticated key exchange (DE-PAKE),
as described herein.

[0127] As shown in FIG. 3, at step 306, process 300 may include generating fuzzy
extractor helper data based on the first biometric input and the second secret key, as
described herein. In some non-limiting embodiments or aspects, the fuzzy extractor
helper data may be generated using a fuzzy vault generator (FVgen), as described
herein. For example, the fuzzy vault generator (FVgen) may include a two-party
computation fuzzy vault generator (FVZES), as described herein.

[0128] In some non-limiting embodiments or aspects, the FVgen may include
extracting a plurality of first biometric data points from the first biometric input,
generating a plurality of random data points, generating a polynomial encoding of each
first biometric data point of the plurality of first biometric data points based on the
second secret key, generating a random encoding of each random data point of the
plurality of random data points, and combining the polynomial encoding of each first
biometric data point of the plurality of first biometric data points and the random
encoding of each random data point of the plurality of random data points into a set of
encodings. Additionally or alternatively, the fuzzy extractor helper data may include
the set of encodings.

[0129] In some non-limiting embodiments or aspects, the plurality of first biometric
data points and the plurality of random data points may be combined to form a first set
of data points. Additionally or alternatively, a respective set of neighboring data points
may be generated for each respective data point of the first set of data points based
on a threshold distance. Additionally or alternatively, each respective set of
neighboring data points may be stored as a tuple with each respective data point in
the first set of encodings.

[0130] In some non-limiting embodiments or aspects, the set of encodings may be
permuted (e.g., randomly shuffled and/or the like) before storing the fuzzy extractor
helper data including the set of encodings.
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[0131] As shown in FIG. 3, at step 308, process 300 may include storing, with at
least one processor, the fuzzy extractor helper data and the first secret key, as
described herein.

[0132] As shown in FIG. 3, at step 310, process 300 may include receiving an
attempted password and/or a second biometric input, as described herein. For
example, attempted password data associated with an attempted password may be
received. Additionally or alternatively, second biometric input data associated with a
second biometric input may be received.

[0133] As shown in FIG. 3, at step 312, process 300 may include generating a
reconstructed second secret key, as described herein. For example, a reconstructed
second secret key may be generated based on the first secret key and the attempted
password, as described herein. Additionally or alternatively, a reconstructed second
secret key may be generated (e.g., obliviously generated and/or the like) based on the
second biometric input and the fuzzy extractor helper data, as described herein.
[0134] In some non-limiting embodiments or aspects, the reconstructed second
secret key may be generated using DE-PAKE, as described herein.

[0135] In some non-limiting embodiments or aspects, the reconstructed second
secret key may be generated using a fuzzy vault opener (FVoren), as described herein.
For example, the fuzzy vault opener (FVopen) may include a two-party computation
fuzzy vault opener (FVZ55y), as described herein.

[0136] For example, using the FVopen may include extracting a plurality of second
biometric data points from the second biometric input, communicating the plurality of
second biometric data points, receiving a plurality of polynomial encodings, and
generating the reconstructed second secret key based on the plurality of polynomial
encodings. Additionally or alternatively, each respective polynomial encoding of the
plurality of polynomial encodings may be based on a respective second biometric data
point of the plurality of second biometric data points. Additionally or alternatively, the
fuzzy extractor helper data may include the plurality of polynomial encodings;

[0137] As shown in FIG. 3, at step 314, process 300 may include determining
whether the reconstructed second secret key matches the second secret key, as
described herein.

[0138] As shown in FIG. 3, at step 316, process 300 may include authenticating a
user based on determining that the reconstructed second secret key matches the
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second secret key, as described herein. Additionally or alternatively, authentication of
the user may be denied based on determining that the reconstructed second secret
key does not match the second secret key.

[0139] Referring now to FIG. 4, FIG. 4 is a flowchart of a non-limiting embodiment
or aspect of a process 400 for authentication. In some non-limiting embodiments or
aspects, one or more of the steps of process 400 may be performed (e.g., completely,
partially, and/or the like) by transaction service provider system 102 (e.g., one or more
devices of transaction service provider system 102). In some non-limiting
embodiments or aspects, one or more of the steps of process 400 may be performed
(e.g., completely, partially, and/or the like) by another system, another device, another
group of systems, or another group of devices, separate from or including transaction
service provider system 102, such as issuer system 104 (e.g., one or more devices of
issuer system 104), customer device 106 (e.g., one or more devices of customer
device 106), merchant system 108 (e.g., one or more devices of merchant system
108), acquirer system 110 (e.g., one or more devices of acquirer system 110), and/or
the like. In some non-limiting embodiments or aspects, with reference to FIG. 4, a
server may be implemented (e.g., completely, partially, and/or the like) by transaction
service provider system 102. In some non-limiting embodiments or aspects, with
reference to FIG. 4, a user device may be implemented (e.g., completely, partially,
and/or the like) by customer device 106.

[0140] As shown in FIG. 4, at step 402, process 400 may include receiving first
biometric input data associated with a first biometric input and first secret key data
associated with a first secret key, as described herein.

[0141] As shown in FIG. 4, at step 404, process 400 may include extracting a
plurality of first biometric data points from the first biometric input, as described herein.
[0142] As shown in FIG. 4, at step 406, process 400 may include generating a
plurality of random data points, as described herein.

[0143] In some non-limiting embodiments or aspects, the plurality of first biometric
data points and the plurality of random data points may be combined to form a first set
of data points. Additionally or alternatively, a respective set of neighboring data points
may be generated for each respective data point of the first set of data points based
on a threshold distance.
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[0144] As shown in FIG. 4, at step 408, process 400 may include generating a
polynomial encoding of each first biometric data point of the plurality of first biometric
data points based on the first secret key, as described herein.

[0145] As shown in FIG. 4, at step 410, process 400 may include generating a
random encoding of each random data point of the plurality of random data points, as
described herein.

[0146] As shown in FIG. 4, at step 412, process 400 may include combining the
polynomial encoding of each first biometric data point of the plurality of first biometric
data points and the random encoding of each random data point of the plurality of
random data points into a set of encodings, as described herein.

[0147] In some non-limiting embodiments or aspects, each respective set of
neighboring data points may be stored as a tuple with each respective data point in
the set of encodings.

[0148] In some non-limiting embodiments or aspects, the set of encodings may be
permuted (e.g., randomly shuffled and/or the like).

[0149] As shownin FIG. 4, at step 414, process 400 may include storing the set of
encodings as fuzzy extractor helper data, as described herein.

[0150] Asshownin FIG. 4, at step 416, process 400 may include receiving second
biometric input data associated with a second biometric input, as described herein.
[0151] As shown in FIG. 4, at step 418, process 400 may include extracting a
plurality of second biometric data points from the second biometric input, as described
herein.

[0152] As shown in FIG. 4, at step 420, process 400 may include communicating
the plurality of second biometric data points, as described herein.

[0153] As shown in FIG. 4, at step 422, process 400 may include receiving a
plurality of encodings, as described herein. In some non-limiting embodiments or
aspects, each respective encoding of the plurality of encodings may be based on a
respective second biometric data point of the plurality of second biometric data points.
Additionally or alternatively, the set of encodings of the fuzzy extractor helper data
may include the plurality of encodings.

[0154] As shown in FIG. 4, at step 424, process 400 may include generating a
reconstructed first secret key based on the plurality of polynomial encodings, as
described herein.
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[0155] As shown in FIG. 4, at step 426, process 400 may include determining
whether the reconstructed first secret key matches the first secret key, as described
herein.

[0156] As shown in FIG. 4, at step 428, process 400 may include authenticating a
user based on determining that the reconstructed first secret key matches the first
secret key, as described herein. Additionally or alternatively, authentication of the user
may be denied based on determining that the reconstructed second secret key does
not match the second secret key.

[0157] Referring to FIG. 5A, FIG. 5A is a diagram of an exemplary implementation
500 of a non-limiting embodiment or aspect of a process for authentication. As shown
in FIG. 5A, implementation 500 may include authentication system 502, user device
506a, key-storage system 506b, and relying party system 508. In some non-limiting
embodiments or aspects, authentication system 502 may be the same as, similar to,
part of, and/or implemented by (e.g., completely, partially, and/or the like) transaction
service provider system 102. Additionally or alternatively, authentication system 502
may be the same as, similar to, part of, and/or implemented by (e.g., completely,
partially, and/or the like) another system, another device, another group of systems,
or another group of devices, separate from transaction service provider system 102,
such as issuer system 104, merchant system 108, acquirer system 110, and/or the
like. In some non-limiting embodiments or aspects, user device 506a may be the
same as, similar to, and/or implemented by (e.g., completely, partially, and/or the like)
customer device 106 (e.g., a first customer device 106). In some non-limiting
embodiments or aspects, key-storage system 506b may be the same as, similar to,
and/or implemented by (e.g., completely, partially, and/or the like) a second customer
device 106. Additionally or alternatively, key-storage system 506b may be the same
as, similar to, and/or implemented by (e.g., completely, partially, and/or the like) a
trusted third party server. In some non-limiting embodiments or aspecits, relying party
system 508 may be the same as, similar to, part of, and/or implemented by (e.g.,
completely, partially, and/or the like) merchant system 108. Additionally or
alternatively, authentication system 502 may be the same as, similar to, part of, and/or
implemented by (e.g., completely, partially, and/or the like) another system, another
device, another group of systems, or another group of devices, separate from
transaction merchant system 108, such as transaction service provider system 102,
issuer system 104, acquirer system 110, and/or the like
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[0158] In some non-limiting embodiments or aspects, user device 506a may
receive first password data associated with a first password, first biometric input data
associated with a first biometric input, and first secret key data associated with a first
secret key. For example, user device 506a may receive the password data and the
first biometric input data may be received as input from a user of user device 506a.
Additionally or alternatively, user device 506a may receive the first secret key data
from key-storage system 506b. Additionally or alternatively, user of user device 506a
may generate the first secret key.

[0159] Insome non-limiting embodiments or aspects, user of user device 506a may
include a trusted enrollment device.

[0160] Insome non-limiting embodiments or aspects, user device 506a and/or key-
storage device 506b may generate a second secret key based on the first secret key
and the first password. For example, the second secret key may be generated using
DE-PAKE (e.g., a password-to-random (PTR) protocol thereof), as described herein.

[0161] In some non-limiting embodiments or aspects, user device 506a and/or
authentication system 502 may generate fuzzy extractor helper data based on the first
biometric input and a secret key (e.g., the second secret key). For example, the fuzzy
extractor helper data may be generated using an FVaen (e.g., a two-party computation
fuzzy vault generator (FV2ZES)), as described herein.

[0162] In some non-limiting embodiments or aspects, the FVeen may include
extracting a plurality of first biometric data points from the first biometric input,
generating a plurality of random data points, generating a polynomial encoding of each
first biometric data point of the plurality of first biometric data points based on the
second secret key, generating a random encoding of each random data point of the
plurality of random data points, and combining the polynomial encoding of each first
biometric data point of the plurality of first biometric data points and the random
encoding of each random data point of the plurality of random data points into a set of
encodings. Additionally or alternatively, the fuzzy extractor helper data may include
the set of encodings.

[0163] In some non-limiting embodiments or aspects, the plurality of first biometric
data points and the plurality of random data points may be combined to form a first set
of data points. Additionally or alternatively, a respective set of neighboring data points
may be generated for each respective data point of the first set of data points based
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on a threshold distance. Additionally or alternatively, each respective set of
neighboring data points may be stored as a tuple with each respective data point in
the first set of encodings.

[0164] In some non-limiting embodiments or aspects, the set of encodings may be
permuted (e.g., randomly shuffled and/or the like) before storing the fuzzy extractor
helper data including the set of encodings.

[0165] In some non-limiting embodiments or aspects, a fuzzy vault (FV) may
include a fuzzy vault generator (FVgen), a fuzzy vault opener (FVoren), and a set of
parameters (¢). For example, the set of parameters (¢) may include a polynomial
degree (d), a Galois Field (GF) size (e.g., a Galois Field of size 21 (GF(27)), where T is
a number of bits), a metric space (M), a distance function (dist) (e.g., defined over the
metric space (M)), a distance threshold (w), any combination thereof, and/or the like.
In some non-limiting embodiments or aspects, a fuzzy vault generator (FVeen) may
receive as inputs thereto biometric data (e.g., a biometric template (BT) of a user) and
a secret key (k). For example, the key (k) may be such that |k| = (d + 1) x T. In some
non-limiting embodiments or aspects, the FVeen may generate as output helper data
(HD) based on the inputs. In some non-limiting embodiments or aspects, a fuzzy vault
opener (FVoren) may receive as inputs thereto the helper data (HD) and second
biometric data (e.g., a purported biometric template (BT’) of the user). In some non-
limiting embodiments or aspects, the FVopen may generate as output a reconstructed
key (K’). For example, the reconstructed key (k') may be such that |K’|=(d + 1) x T.
[0166] In some non-limiting embodiments or aspects, a BT corresponding to a user
may be represented by BT = {p1, ..., pm}, where p1, ..., pm are data points representing
unique details of the user’s biometric. For example, in a fingerprint BT, each pi € BT
may represent the location and orientation of the fingerprint's minutiae (e.g., regions
in the fingerprint image in which fingerprint lines merge and/or split). Additionally or
alternatively, each minutiae point may be encoded as pi = (xi, Vi, 6i), where, x; and i
may be horizontal and vertical Cartesian coordinates, respectively, and 6; may be an
angle representing the orientation of the minutiae pi.

[0167] In some non-limiting embodiments or aspects, the fuzzy vault (FV) may
include a two-party computation (2PC) fuzzy vault (FV2PC).  Additionally or

alternatively, an FV2PC may include a two-party computation fuzzy vault generator
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(FVZEE) and/or a two-party 7computation fuzzy vault opener (FVZEEy), as described
herein.

[0168] Referring now to FIG. 5B, and with continued reference to FIG. 5A, FIG. 5B
is an exemplary swimlane diagram for a non-limiting embodiment or aspect of a two-
party computation fuzzy vault generator (FVZE5) relating to implementation 500 of FIG.
5A.

[0169] In some non-limiting embodiments or aspects, FVAES may generate fuzzy
vault helper data (HD) that may allow for efficient oblivious authentication, as further
described below. In some non-limiting embodiments or aspects, FVAES may be
executed when the user first registers (e.g., using user device 506) with authentication
system 502. In some non-limiting embodiments or aspects, user device 506a may be
a trusted enrollment device (e.g., a device under the control of the organization
deploying authentication system 502 and/or the like). Upon enroliment (e.g., upon
execution of FVZES and/or the like), authentication system 502 may store (e.g.,
persistently store) the HD in association with an identifier of the user (e.g., a username,
user identifier (Uip) and/or the like).

[0170] Asshownin FIG. 5B, FVAES may include user device 506a receiving inputs.
For example, the inputs may include a user identifier (Up), first biometric input data
(e.g., biometric template (BT)) associated with a first biometric input, first secret key
data associated with a first secret key (K), any combination thereof, and/or the like.
Additionally or alternatively, the inputs may include at least one parameter, such as a
polynomial degree (d), a distance function (dist), a distance threshold (w), a number
(m) of biometric data points (e.g., bti, ..., btm), @ number (n) of random data points
(e.g., 1, ..., Cn), any combination thereof, and/or the like. In some non-limiting
embodiments or aspects, authentication system 502 may not need any inputs (but, as
further describe below, authentication system 502 may receive certain information
from user device 506).

[0171]  As shown in FIG. 5B, at line 1, FVZES may include extracting a plurality of
first biometric data points from the first biometric input. For example, user device 506a
may extract biometric data points from the biometric template (e.g., Ext(BT) = { bty, ...,
btm }). Additionally or alternatively, the extracted biometric data points may be stored
in a first list (Lm).
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[0172] As shown in FIG. 5B, at line 2, FVZLS may include may include generating
a plurality of random data points. For example, user device 506a may generate
random data points (e.g., {C1, ..., Cn}). In some non-limiting embodiments or aspecis,
each random data point may be generated from a probability distribution (D).
Additionally or alternatively, the generated random data points may be stored in a
second list (Ln).

[0173] As shown in FIG. 5B, at line 3, FVZ{s may include generating a random
permutation. For example, user device 506a may generate a random permutation (Mg)
of m+n elements.

[0174] Asshownin FIG. 5B, atline 4, FVAEC may include combining the plurality of
first biometric data points and the plurality of random data points to form a first set of
data points. For example, user device 506a may combine the first list (Lm) and the
second list (Ln) to form a combined list (L).

[0175] As shown in FIG. 5B, at line 5, FVZL5 may include generating a polynomial
encoding of each first biometric data point of the plurality of first biometric data points
based on the secret key and/or generating a random encoding of each random data
point of the plurality of random data points. For example, user device 506a may
encode the secret key (K) as the coefficients of a polynomial Px(.), which may have a
degree d.

[0176] As shown in FIG. 5B, at line 6, FV2ES may include initializing an empty set.
For example, user device 506a may initialize an empty list (S).

[0177]  Asshown in FIG. 5B, at line 7, FV2ES may include combining the polynomial
encoding of each first biometric data point of the plurality of first biometric data points
and the random encoding of each random data point of the plurality of random data
points into a set of encodings. For example, user device 506a may combine these
items into the previously initialized set (S) as follows.

[0178] In some non-limiting embodiments or aspects, a respective set of
neighboring data points may be generated for each respective data point of the first
set of data points (e.g., each biometric data point and each random data point in
combined list L) based on the threshold distance (d). For example, for each point e in
the list L (e.g., e € L = Lm + Ln), user device 506a may generate the set of all points
(x) that are within the distance threshold (w) from e (e.g., {x | dist(x,e) < wj}), which
may be stored in a neighbor set se. In some non-limiting embodiments or aspects, e
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may be selected from the set Z, (e.g., e € Zp), which may be finite. In some non-
limiting embodiments or aspects, each respective data point in the set of encodings
may be stored (e.g., by user device 506) as a tuple with the respective set of
neighboring data points and/or the respective polynomial encoding. For example, a
tuple (e, pe) may be generated (e.g., by user device 506) for each e. Additionally or
alternatively, each respective tuple may be associated with the respective set of
neighboring data points (e.g., [Se, (&, Pe)]). In some non-limiting embodiments or
aspects, if the respective e is a biometric data point (e.g., € € Lm), the respective pe
(e.g., in the tuple with the respective e) may include the polynomial encoding of the
respective biometric data point (e.g., pe = P«(e)). Additionally or alternatively, if the
respective e is a random data point (e.g., e € Ln), the respective pe (e.g., in the tuple
with the respective e) may include the random encoding of the respective random data
point (e.g., pe = $Zp). In some non-limiting embodiments or aspects, each biometric
data point (e.g., € € Lm) may be associated with a Shamir secret share of the key (K),
and/or the shares of K and the random tuples may be indistinguishable given randomness of
K. In some non-limiting embodiments or aspects, each of the elements ([se, (€, pe)] for
neighbor set (se) and tuple (e, pe) may be added to the set (S).

[0179] Asshownin FIG. 5B, at line 8, FV2ES may include permuting (e.g., randomly
shuffling and/or the like) the set of encodings. For example, the set (S) may be shuffled
(e.g., by user device 506) using the random permutation (e.g., M(S)). In some non-
limiting embodiments or aspects, the shuffled set may be stored as a dataset (D).
[0180] As shown in FIG. 5B, at line 9, FVZLS may include communicating the set
(S) (and/or the dataset (D) based on shuffling the set (S)), e.g., from user device 506a
to authentication system 502. For example, user device 506a may communicate the
dataset (D) to authentication system 502. Additionally or alternatively, user device
506a may communicate other information in addition to the dataset (D), such as the
user identifier (Uip) and/or key data associated with the key (K). In some non-limiting
embodiments or aspects, the key data may include K. Additionally or alternatively, the
key data may include at least one hash based on the key (e.g., a first hash (H1(K)), a
second hash (Hz(K)), and/or the like). In some non-limiting embodiments or aspects,
the hash(es) based on the key (K) may enable challenge-response based authentication,
as described herein.
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[0181] As shown in FIG. 5B, at lines 9-11, FVAES may include storing the set (S)
(and/or the dataset (D) based on shuffling the set (S)) of encodings as fuzzy extractor
helper data (HD). For example, authentication system 502 may store the HD. In some
non-limiting embodiments or aspects, the HD may further include at least some of the
other information received from user device 506a, such as the user identifier (Uip), key
data associated with the key (K) (e.g., a first hash (H1(K)), a second hash (Hz(K)),
and/or the like), any combination thereof, and/or the like. In some non-limiting
embodiments or aspects, authentication system 502 may fill up the dataset (D) before
storing the dataset (D) as part of the HD.

[0182] With continued reference to FIG. 5A, in some non-limiting embodiments or
aspects, authentication system 502 may receive an attempted password and/or a
second biometric input from user device 506a. For example, attempted password data
associated with an attempted password may be received by authentication system
502 from user device 506a. Additionally or alternatively, second biometric input data
associated with a second biometric input may be received by authentication system
502 from user device 506a.

[0183] In some non-limiting embodiments or aspects, authentication system 502
may generate a reconstructed second secret key. For example, authentication system
502 may generate a reconstructed second secret key based on the first secret key and
the attempted password. Additionally or alternatively, authentication system 502 may
generate (e.g., obliviously generate and/or the like) a reconstructed second secret key
based on the second biometric input and the fuzzy extractor helper data.

[0184] In some non-limiting embodiments or aspects, the reconstructed second
secret key may be generated using a fuzzy vault opener (FVoren). For example, using
the FVopen may include extracting a plurality of second biometric data points from the
second biometric input, communicating the plurality of second biometric data points,
receiving a plurality of polynomial encodings, and generating the reconstructed second
secret key based on the plurality of polynomial encodings. Additionally or alternatively,
each respective polynomial encoding of the plurality of polynomial encodings may be
based on a respective second biometric data point of the plurality of second biometric
data points. Additionally or alternatively, the fuzzy extractor helper data may include
the plurality of polynomial encodings.
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[0185] Referring now to FIG. 5C, and with continued reference to FIG. 5A, FIG. 5C
is an exemplary swimlane diagram for a non-limiting embodiment or aspect of a two-
party computation fuzzy vault opener (FV3255y) relating to implementation 500 of FIG.
5A. In some non-limiting embodiments or aspects, the FV355, may enable user device
506a to recover the key (K) obliviously.

[0186] Asshownin FIG. 5C, FVz2E, may include user device 506a receiving inputs.
For example, the inputs for user device 506a may include a user identifier (Up),
second biometric input data (e.g., second biometric template (BT’)), a number (m) of
biometric data points (e.g., bt'1, ..., bt'm), a number (n) of random data points, any
combination thereof, and/or the like. Additionally or alternatively, authentication
system 502 may receive and/or may store inputs. For example, the inputs for
authentication system 502 may include the fuzzy vault helper data (HD) stored as
described in FIG. 5B

[0187] As shown in FIG. 5C, at lines 1 and 2, FVZEE, may include generating a
second random permutation. For example, authentication system 502 may generate
the second random permutation (IT'g) of m+n elements.

[0188] As shown in FIG. 5C, at line 3, FV2Esy may include permuting (e.g.,
randomly shuffling and/or the like) the dataset (D) of the HD. For example, the dataset
(D) may be shuffled (e.g., by authentication system 502) using the second random
permutation (e.g., [M's(D)). In some non-limiting embodiments or aspects, the shuffled
set may be stored as a shuffled dataset (Ds). In some non-limiting embodiments or
aspects, the shuffled dataset (Dg) may include elements (e.g., [si, (€i, pi)] for neighbor set
(si) and tuple (ei, pi) for i from 1 to m+n).

[0189] As shown in FIG. 5C, at line 4, FVZ55, may include extracting a plurality of
second biometric data points from the second biometric input. For example, user
device 506a may extract second biometric data points from the second biometric
template (e.g., Ext(BT’) = { bt’y, ..., bt'm }). Additionally or alternatively, the extracted
biometric data points may be stored in a first list (Lm).

[0190] In some non-limiting embodiments or aspects, after obtaining the second
biometric data points bt'i € Lm, user device 506a and authentication system 502 may
communicate using a private set intersection (PSl) protocol to determine whether the
second biometric data points (bti) correspond to any of the elements (e.g., the
neighbor sets s;) of the shuffled dataset Ds. For example, the PSI protocol may include
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a two party computation PSI-Cardinality (2PC-PCI-CA) protocol to determine the set
intersection cardinality between each second biometric data point (bti) and a
respective neighbor set s; (if any). For example, based on the inputs of the second
biometric data points (bt’)) and the neighbor sets (sj), the result of the 2PC-PCI-CA
may include a binary value 1 if dist(bt’i, €) < w (where e is the (first) biometric data
point used to generate the respective neighbor set) and a binary value of 0 otherwise.
As such, user device 506a may receive a plurality of encodings (a set of encodings
(Bij)), e.g., based on the respective second biometric data points and/or the shuffled
dataset.

[0191] As shown in FIG. 5C, at lines 5 and 6, FVZb5, may include learning an
intersection set (X) based on the set of encodings (Bjj). For example, each intersection
data point (X;) of the intersection set (X) may include the sum of the respective subset
(e.g., Byj + ... + Bmj) of the set of encodings (Bj), for all values of j from 1 to m+n. In
some non-limiting embodiments or aspects, the intersection set (X) may be associated
with positions in the HD that contain points that are close enough (e.g., within the
threshold distance w) to each bt’i € Lm.

[0192] As shown in FIG. 5C, at line 7, FV255, may include authentication system
502 communicating (e.g., to user device 506a) a tuple set (Y) (e.g., as second of all
tuples (e, pe), which may be in the same order as the neighbor sets (sj) from the
shuffled dataset (Ds). Additionally or alternatively, user device 506a may initialize and
empty candidate set (C). In some non-limiting embodiments or aspects, authentication
system 502 may also communicate a first hash of the secret key (H1(K)) (e.g., to user
device 506a).

[0193] Asshown in FIG. 5C, at line 8, FV355, may include populating the candidate
set (C) based on the intersection set (X) and the tuple set (Y). For example, user
device 506a may determine which tuples in the tuple set (Y) are most likely shares of
the secret key (K) based on the intersection set (X). For example, for all values of |
from 1 to m+n, if Xjis 1, the respective tuple (Yj) from the tuple set (Y) may be added
to the candidate set (C). As such, the tuples added to the candidate set (C) may be
considered likely to be shares of the secret key (K).

[0194] As shown in FIG. 5C, at line 8, FVZES, may include generating a

reconstructed secret key based on polynomial encodings. For example, user device

506a may interpolate up to (Zl) candidate polynomial encodings Px{(.) based on the

46



WO 2021/163532 PCT/US2021/017915

candidate set (C), where each Px(.) may be a candidate reconstructed secret key. For
example, user device 506a may perform such interpretation until a first hash of
candidate reconstructed secret key (H1(K’)) equals the first hash of the first secret key
(H1(K)) (e.g., received from authentication system 502). The candidate reconstructed
secret key may be the reconstructed secret key (K’).

[0195] In some non-limiting embodiments or aspects, if the second biometric
template (BT’) contained at least d + 1 matching features (e.g., second biometric data
points within the threshold distance from the first biometric data points), user device
506a may be able to recover the secret key (K) (e.g., generate the reconstructed secret
key (K’) equivalent to the secret key (K)).

[0196] Asshown in FIG. 5B, at line 10, FVAES may include determining whether the
reconstructed secret key (K') matches the secret key (K) and/or authenticating a user
based on that determination (or denying authentication if the keys do not match). For
example, authentication system 502 (and/or relying party system 508) may
authenticate user device 506a based on a challenge-response protocol. For example,
authentication system 502 (and/or relying party system 508) may communicate a
challenge based on the second hash of the secret key (Hx(K)) to user device 506a. In
response to the challenge, user device 506a may communicate a response based on
a second hash of the reconstructed secret key (H2(K’)) to authentication system 502
(and/or relying party system 508). If the response to the challenge is successful,
authentication system 502 (and/or relying party system 508) may determine that the
keys match and/or authenticate user device 506a.

[0197] With continued reference to FIG. 5A, in some non-limiting embodiments or
aspects, user device 506a may use the secret key to authenticate with authentication
system 502 and/or relying party system 508. For example, the secret key may be
registered as a password with authentication system 502 and/or relying party system
508. Additionally or alternatively, the secret key may be used to encrypt a plurality of
per-system keys and/or per-device keys (e.g., with a plurality of relying party systems
508 and/or a plurality of devices thereof), respectively. Additionally or alternatively,
the secret key may be used as a payment token. Additionally or alternatively, the
secret key may be used as input to a password-authenticated key exchange (PAKE)
protocol (e.g., DE-PAKE and/or the like).
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[0198] In some non-limiting embodiments or aspects, a reconstructed second
secret key may be generated using DE-PAKE. For example, in DE-PAKE, a user may
memoarize a regular password (pwd). Additionally or alternatively, the password (pwd)
may be input into user device 506a. In some non-limiting embodiments or aspects,
user device 506a may communicate with key-storage system 506b to generate a
randomized password (rwd). For example, user device 506a may communicate with
key-storage system 506b using a password-to-random (PTR) protocol to generate rwd
= Fri{pwd), where F is a pseudorandom function and k1 is a first secret key held by
key-storage system 506b. Additionally or alternatively, user device 506a may
authenticate to authentication system 502 (and/or relying party system 508) using a
standard PAKE protocol with rwd as a password. In some non-limiting embodiments
or aspects, rwd may be considered a second secret key (k2).

[0199] In some non-limiting embodiments or aspects, the DE-PAKE protocol may
be the same as or similar to the protocol described in S. Jarecki et al., Device-
Enhanced Password Protocols with Optimal Online-Offline Protection, ACM Asia
Conference on Computer and Communications Security (ASIA CCS’16) (2016), the
disclosure of which is incorporated by reference herein in its entirety.

[0200] In some non-limiting embodiments or aspects, the second secret key (k2)
may be used as the secret key (K) for an FV (e.g., FVAES and/or FVZES,,), as described
herein.

[0201] In some non-limiting embodiments or aspects, authentication system 502
may serve as an oblivious extractor, e.g., that may efficiently authenticate a user
without requiring user device 506a to send biometric data (e.g., clear biometric data
and/or the like) to authentication system 502 and/or without authentication system 502
sending biometric data (e.g., clear biometric data, encrypted and/or masked biometric data,
and/or the like) to the user device 506a. Additionally or alternatively, authentication
system 502 (e.g., oblivious extractor) may be computationally efficient and provide
concrete security advantages for biometric-based authentication. For example, from
the perspective of secure storage, authentication system 502 (e.g., oblivious extractor)
may be as secure as a non-oblivious extractor (e.g., fuzzy extractor), and/or
authentication system 502 (e.g., oblivious extractor) may enhance security against
attacks (e.g., biometric data recovery attacks, statistical attacks, re-usability attacks,
and/or the like).
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[0202] In some non-limiting embodiments or aspects, user device 506a and/or
authentication system 502 may be compatible with any distance function for any type
of biometric data, which may make user device 506a and/or authentication system 502
flexible and applicable to any type of biometrics (e.g., fingerprints, iris scans, facial
recognition, and/or the like).

[0203] In some non-limiting embodiments or aspects, user device 506a and/or
authentication system 502 may not rely on specialized secure hardware to perform the
biometric matching (e.g., unlike systems in which a biometric template is stored in
clear by a secure hardware module and/or the matching is performed in clear during
authentication). As such, user device 506a and/or authentication system 502 may not
rely on the assumptions that secure hardware cannot be breached and/or that the
manufacturer of such hardware can be trusted not to violate the user’s privacy.
Moreover, by not relying on specialized secure hardware, user device 506a and/or
authentication system 502 may be easily scalable, e.g., to settings with multiple user
devices and/or multiple authentication systems, such as enterprise settings.

[0204] Insome non-limiting embodiments or aspects, user device 506a may not be
required to be the same device (or a limited set of device(s)) every time the user
wishes to authenticate. For example, if authentication system 502 is associated with
a company that uses biometric-based authentication to grant physical access to
buildings and the users are the employees, the buildings might be geographically
distributed and, therefore, users must be able to authenticate from different physical
(and/or logical) entry points. As such, multiple user devices 506a may be deployed,
and/or each such user device 506a may be stateless.

[0205] Referring to FIGS. 6A and 6B, FIGS. 6A and 6B are diagrams of an
exemplary implementation 600 of a non-limiting embodiment or aspect of a process
for authentication.

[0206] In some non-limiting embodiments or aspects, as shown in FIG. 6A, a key
602 and biometric data 604 may be used to generate at least one polynomial encoding
606, as described herein. Additionally or alternatively, a plurality of random data points
608 may be generated, as described herein. Additionally or alternatively, fuzzy vault
helper data 610 may be generated and/or stored based on polynomial encoding(s)
606 and/or random data points 608, as described herein.

[0207] In some non-limiting embodiments or aspects, as shown in FIG. 6B, upon
receipt of second biometric data 604a, fuzzy vault helper data 610 and second
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biometric data 604a may be used to generate at least one candidate polynomial
encoding 612, as described herein. For example, the candidate polynomial
encoding(s) 612 may be used to generate a reconstructed key, as described herein.
[0208] Referring to FIG. 7, FIG. 7 is a screenshot of an exemplary implementation
of a non-limiting embodiment or aspect of a process for generating fuzzy extractor
helper data according to the principles of the presently disclosed subject matter.
[0209] In some non-limiting embodiments or aspects, the fuzzy extractor helper
data may be generated based on a plurality of parameters, as described herein. For
example, polynomial degree 702, field size 704 (e.g., GF size), field prime 706, number
of evaluation points 708 (e.g., biometric data points), number of random data points
710 (e.g., chaff points), any combination thereof, and/or the like, may be used to
generate help data 712, as described herein. In some non-limiting embodiments or
aspects, the size of the secret key (K) may be equal to the product of field size 704
and the sum of polynomial degree 702 and one (e.g., secret key size = field size *
(degree + 1)).

[0210] Although the disclosed subject matter has been described in detail for the
purpose of illustration based on what is currently considered to be the most practical
and preferred embodiments or aspects, it is to be understood that such detail is solely
for that purpose and that the disclosed subject matter is not limited to the disclosed
embodiments or aspects, but, on the contrary, is intended to cover modifications and
equivalent arrangements that are within the spirit and scope of the appended claims.
For example, it is to be understood that the presently disclosed subject matter
contemplates that, to the extent possible, one or more features of any embodiment or
aspect can be combined with one or more features of any other embodiment or aspect.
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WHAT IS CLAIMED IS:

1. A computer-implemented method, comprising:

receiving, with at least one processor, first password data associated
with a first password, first biometric input data associated with a first biometric input,
and first secret key data associated with a first secret key;

generating, with at least one processor, a second secret key based on
the first secret key and the first password;

generating, with at least one processor, fuzzy extractor helper data
based on the first biometric input and the second secret key; and

storing, with at least one processor, the fuzzy extractor helper data and
the first secret key.

2. The method of claim 1, wherein receiving comprises receiving the
password data and the first biometric input data from a user device and receiving the
first secret key data from a server.

3. The method of claim 2, wherein the user device comprises a

trusted enroliment device and the server comprises an authentication server.

4. The method of claim 1, further comprising:

receiving, with at least one processor, attempted password data
associated with an attempted password;

generating, with at least one processor, a reconstructed second secret
key based on the first secret key and the attempted password;

determining, with at least one processor, that the reconstructed second
secret key matches the second secret key; and

authenticating, with at least one processor, a user based on determining
the reconstructed second secret key matches the second secret key.

5. The method of claim 4, wherein generating the reconstructed

second secret key comprises generating the reconstructed second secret key using
device-enhanced password-authenticated key exchange (DE-PAKE).
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6. The method of claim 1, further comprising:

receiving, with at least one processor, second biometric input data
associated with a second biometric input;

generating, with at least one processor, a reconstructed second secret
key based on the second biometric input and the fuzzy extractor helper data;

determining, with at least one processor, that the reconstructed second
secret key matches the second secret key; and

authenticating, with at least one processor, a user based on determining
the reconstructed second secret key matches the second secret key.

7. The method of claim 6, wherein generating the reconstructed
second secret key comprises generating the reconstructed second secret key using a
fuzzy vault opener (FVoren).

8. The method of claim 7, wherein using the FVopen comprises:

extracting, with at least one processor, a plurality of second biometric
data points from the second biometric input;

communicating, with at least one processor, the plurality of second
biometric data points;

receiving, with at least one processor, a plurality of polynomial
encodings, each respective polynomial encoding of the plurality of polynomial
encodings based on a respective second biometric data point of the plurality of second
biometric data points, wherein the fuzzy extractor helper data comprises the plurality
of polynomial encodings; and

generating, with at least one processor, the reconstructed second secret
key based on the plurality of polynomial encodings.

9. The method of claim 1, wherein generating the second secret key
comprises generating the second secret key using device-enhanced password-
authenticated key exchange (DE-PAKE).

10.  The method of claim 1, wherein generating the fuzzy extractor

helper data comprises generating the fuzzy extractor helper data using a fuzzy vault
generator (FVaen).
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11.  The method of claim 10, wherein using the FVgen comprises:

extracting, with at least one processor, a plurality of first biometric data
points from the first biometric input;

generating, with at least one processor, a plurality of random data points;

generating, with at least one processor, a polynomial encoding of each
first biometric data point of the plurality of first biometric data points based on the
second secret key;

generating, with at least one processor, a random encoding of each
random data point of the plurality of random data points; and

combining, with at least one processor, the polynomial encoding of each
first biometric data point of the plurality of first biometric data points and the random
encoding of each random data point of the plurality of random data points into a set of
encodings,

wherein the fuzzy extractor helper data comprises the set of encodings.

12. The method of claim 11, wherein using the FVgen further
comprises:

combining, with at least one processor, the plurality of first biometric data
points and the plurality of random data points to form a first set of data points;

generating, with at least one processor, a respective set of neighboring
data points for each respective data point of the first set of data points based on a
threshold distance; and

storing each respective set of neighboring data points as a tuple with
each respective data point in the set of encodings.

13. The method of claim 11, wherein using the FVgen further
comprises:

permuting, with at least one processor, the set of encodings before
storing the fuzzy extractor helper data comprising the set of encodings.

14. A computer-implemented method, comprising:

receiving, with at least one processor, first biometric input data
associated with a first biometric input and first secret key data associated with a first
secret key;
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extracting, with at least one processor, a plurality of first biometric data
points from the first biometric input;

generating, with at least one processor, a plurality of random data points;

generating, with at least one processor, a polynomial encoding of each
first biometric data point of the plurality of first biometric data points based on the first
secret key;

generating, with at least one processor, a random encoding of each
random data point of the plurality of random data points;

combining, with at least one processor, the polynomial encoding of each
first biometric data point of the plurality of first biometric data points and the random
encoding of each random data point of the plurality of random data points into a set of
encodings; and

storing, with at least one processor, the set of encodings as fuzzy
extractor helper data.

15.  The method of claim 14, comprising:

receiving, with at least one processor, second biometric input data
associated with a second biometric input;

extracting, with at least one processor, a plurality of second biometric
data points from the second biometric input;

communicating, with at least one processor, the plurality of second
biometric data points;

receiving, with at least one processor, a plurality of encodings, each
respective encoding of the plurality of encodings based on a respective second
biometric data point of the plurality of second biometric data points, wherein the set of
encodings of the fuzzy extractor helper data comprises the plurality of encodings;

generating, with at least one processor, a reconstructed first secret key
based on the plurality of polynomial encodings;

determining, with at least one processor, that the reconstructed first
secret key matches the first secret key; and

authenticating, with at least one processor, a user based on determining
the reconstructed first secret key matches the first secret key.

16. A system, comprising:
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at least one processor; and
at least one non-transitory computer-readable medium comprising
instructions to direct the at least one processor to:

receive first password data associated with a first
password, first biometric input data associated with a first biometric
input, and first secret key data associated with a first secret key;

generate a second secret key based on the first secret key
and the first password;

generate fuzzy extractor helper data based on the first
biometric input and the second secret key; and

store the fuzzy extractor helper data and the first secret
key.

17. A system, comprising:
at least one processor; and
at least one non-transitory computer-readable medium comprising
instructions to direct the at least one processor to:
receive first biometric input data associated with a first biometric
input and first secret key data associated with a first secret key;
extract a plurality of first biometric data points from the first
biometric input;
generate a plurality of random data points;
generate a polynomial encoding of each first biometric data point
of the plurality of first biometric data points based on the first secret key;
generate a random encoding of each random data point of the
plurality of random data points;
combine the polynomial encoding of each first biometric data
point of the plurality of first biometric data points and the random encoding of
each random data point of the plurality of random data points into a set of
encodings; and
store the set of encodings as fuzzy extractor helper data.

18. A computer program product, the computer program product

comprising at least one non-transitory computer-readable medium including one or
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more instructions that, when executed by at least one processor, cause the at least
one processor to:

receive first password data associated with a first password, first
biometric input data associated with a first biometric input, and first secret key data
associated with a first secret key;

generate a second secret key based on the first secret key and the first
password;

generate fuzzy extractor helper data based on the first biometric input
and the second secret key; and

store the fuzzy extractor helper data and the first secret key.

19. A computer program product, the computer program product
comprising at least one non-transitory computer-readable medium including one or
more instructions that, when executed by at least one processor, cause the at least
one processor to:

receive first biometric input data associated with a first biometric input
and first secret key data associated with a first secret key;

extract a plurality of first biometric data points from the first biometric
input;

generate a plurality of random data points;

generate a polynomial encoding of each first biometric data point of the
plurality of first biometric data points based on the first secret key;

generate a random encoding of each random data point of the plurality
of random data points;

combine the polynomial encoding of each first biometric data point of the
plurality of first biometric data points and the random encoding of each random data
point of the plurality of random data points into a set of encodings; and

store the set of encodings as fuzzy extractor helper data.
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