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Interworking

Field of the invention

The invention relates to interworking between domains, and particu-
larly to interworking between various IP (Internet protocol) based domains.

Background of the invention

The evolvement of communication technology, particularly IP-based
communication technology, and user terminals has enabled versatile commu-
nication possibilities. While communication technology and usage of communi-
cation possibilities have increased at a high pace, the number of domains and
domain operators, such as service provides or conventional network operators,
is also increasing at a high pace. A basic requirement for enabling use of vari-
ous services between users in different domains and for enabling communica-
tion between subscribers of different domains is interworking among the do-
mains of different operators.

A problem relating to interworking and IP based communication, es-
pecially to charging, is that there should be a mechanism for securing that the
sender is the one who he claims to be.

Brief description of the invention

An object of the present invention is to provide a method and an
apparatus for implementing the method so as to alleviate the above disadvan-
tage and to facilitate interworking arrangements between domains. The object
of the invention is achieved by a method, a system, a network node, a data-
base and a computer program product which are characterized by what is
stated in the independent claims. The preferred embodiments of the invention
are disclosed in the dependent claims.

The invention is based on detecting the problem and solving it by
utilizing a network node via which at least signalling and corresponding control
plane traffic with other domains passes through. The network node comprises
or has access to a logically centralized database containing information re-
quired for the interworking. Such information includes information on domains
which have interworking agreements and address information relating to do-
mains, for example. When the network node receives a message, the network
node uses the information in the database to check the sender’s correctness
and the existence of an agreement. If the sender is not a fake and an agree-
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ment exists, the network node forwards the message using address informa-
tion in the database.

In an embodiment of the invention, the network node uses the in-
formation in the database to check the sender’s correctness and the existence
of an agreement. If the sender is not a fake one and an agreement exists, the
network node forwards the message using address information in the data-
base. An advantage of the embodiment is that each domain has to set up and
maintain only one association, the association to the network node, regardless
of the amount of domains with which the domain has interworking agreements.
Thus, the embodiment facilitates providing secured communication, a pre-
requisite for enabling the charging. The interworking with secured communica-
tion according to prior art is typically implemented using what is known as IP
security (IPsec) tunnelling. As known by a person skilled in the art, each do-
main has to set up and maintain IPsec security associations with each of the
other domains for IPsec tunneling. Typically, the associations are maintained
separately for inbound traffic and for outbound traffic. To set up, handle and
maintain these associations with tens or hundreds of other domains is quite a
heavy task which is avoided by the embodiment.

In another embodiment of the invention the network node is located
in a reliable network. The fact that the network node is in a reliable network re-
solves security problems and enables charging.

Brief description of the drawings

In the following the invention will be described in greater detail by
means of preferred embodiments with reference to the accompanying draw-
ings, in which

Figure 1 is a block diagram illustrating an example of a system ac-
cording to an embodiment of the invention;

Figure 2 is a block diagram of a proxy according to an embodiment
of the invention;

Figure 3 is a flow chart illustrating functionality of a proxy according
to an embodiment of the invention; and

Figure 4 is a signalling chart showing an example of signalling ac-
cording to an embodiment of the invention.

Detailed description of some embodiments

The following embodiments are exemplary. Although the specifica-
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tion may refer to “an”, “one”, or “some” embodiment(s) in several locations, this
does not necessarily mean that each such reference is to the same embodi-
ment(s), or that the feature only applies to a single embodiment.

The present invention is applicable virtually to any communications
system providing interworking between different domains, and particularly ap-
plicable to domains supporting IP-based services. A domain is typically a net-
work operated by a single administrative authority and the term domain covers
here different networks covering both domains of service providers purchasing
the required bearer services and domains of network operators. The communi-
cations system may be a fixed communications system and/or a wireless
communications system or any combination thereof. An example of such a
system is an IP-based system, such as the access independent IMS (IP multi-
media subsystem) having a layered architecture in which user traffic is in the
user plane and signalling traffic, including session management, utilizes the
control plane. Communications systems, especially wireless communications
systems, develop rapidly. Such development may require extra changes to the
invention. Therefore, all words and expressions should be interpreted broadly,
and they are intended to illustrate, not to restrict the invention. As far as the in-
vention is concerned, the relevant point is the function rather than the network
node in which the invention resides.

In the following, the present invention is described using a system
utilizing the IMS and GRX (GPRS Roaming Exchange), as an example of a
system to which the present invention may be applied, without restricting the
invention thereto. It should be appreciated that the systems, networks, and the
transmission methods used are irrelevant to the actual invention. Therefore,
they need not to be discussed in more detail here. The present invention pri-
marily relates to a network node via which network node connection estab-
lishments between IP-based domains, or in some embodiments even within an
IP-based domain, pass through, the network node comprising a database con-
taining domain-related information to be described in detail below, or having
access thereto. The network node is preferably located in a reliable network
external to domains. Below, the combination of the external node and the cor-
responding database is called a proxy regardless of whether or not they are
actually located in the same unit.

Figure 1 shows a very simplified system architecture only compris-
ing a communications system 1, three user devices 2, 2’, 2”, different IP-based
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domains 3, 3’, 3”, and two reliable networks 4, 4’. Each of the different do-
mains is preferably only connected, directly or via domain(s) and/or reliable
network(s) with or without a proxy, to one proxy 41, 41’ located in a reliable
network. However, according to an embodiment of the invention, the invention
may be implemented even when a domain is connected to two or more proxies
and/or the proxy is located within the domain. It is apparent to a person skilled
in the art that the system also comprises other devices, network nodes, system
entities, functions and structures that need not be described in detail herein.

The user devices illustrate different endpoints of a communication,
and they can be mobile terminals or fixed terminals, such as personal com-
puters or mobile phones. The type and the functionality of the user devices is
irrelevant to the invention and therefore they are not discussed in detail here.

The domains may be of a similar type or a different type. They may
be domains of operators who are both service providers and access operators,
or domains of service providers who purchase the access service. The latter
include different ADSL service providers and other private networks. The do-
mains may use the same protocol or different protocols, or different versions of
the same protocol. A domain may be an open domain or a closed domain. In
the example of Figure 1, a domain 2 (IMS1) is an IMS-type domain using SIP,
a domain 2” (IMS 2) is also an IMS-type domain using the same or another
version of SIP and a domain 2” is a private domain using H.323, for example.
The IMS-types domains typically comprise a GGSN (Gateway GPRS Support
Node) via which control plane and user plane traffic goes to and from the user
devices to the IMS part of the domain. The IMS part typically comprises one or
more call session control functions CSCF and a border gateway BG preferably
connected to the proxy. The user plane traffic to other domains typically goes
from GGSN to BG and from there either to the proxy or directly to a BG in an-
other domain, whereas the control plane traffic goes from the GGSN to corre-
sponding CSCF(s), from there to a BG and then to the proxy.

A reliable network 4, 4’ containing a proxy 41, 41’ may be based on
a centralized IP (Internet Protocol) routing network of a GRX, which enables
connecting different domains, roaming and a closed system to be imple-
mented. GRX provides a reliable network, i.e. access is controlled with an abil-
ity to guarantee a certain service level with predictable delays, thus enabling
also IMS users to be provided with many kind of services requiring a specific
service level and predictable delays, such as sharing of real-time videos. An-
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other advantage of using the GRX as an inter-domain network is the fact that
because of commercial charge docketing procedures the network has to be
secured and reliable, as the existing GRX is, and therefore the proxy via which
the inter-domain traffic is routed may be used for charging purposes, too. Yet
another advantage is that an existing network infrastructure may be utilized,
thereby avoiding the need to build a new network infrastructure.

The term “reliable network” covers here all kinds of reliable networks
able to comprise a proxy according to an embodiment of the invention. It
should be appreciated that the technology of a network containing the proxy
bears no significance to the invention as long as the required reliability, i.e. at
least controllable access, can be provided. Thus, the reliable network may be a
private IP-based network or any public communications network. Even the
Internet may be used as a reliable network, provided that security issues are
taken care of.

Different embodiments of the proxy according to the invention are
disclosed in more details below with Figures 2, 3 and 4.

Although not shown in Figure 1, the proxy may be connected to
DNS (domain name server) and/or Number portability database and/or ENUM
(electronic numbering) database and/or to any corresponding server/database
containing address information. The same applies to different servers contain-
ing subscriber information. The proxy may also have legacy access to an SS7
(signalling system 7) network via a Signalling Gateway for requesting informa-
tion from an operator not having an ENUM database. The implementation and
functionality of these servers/databases and the way in which the proxy ob-
tains the required information bear no significance to the invention and there-
fore they are not discussed in detail here.

Figure 2 is a block diagram of a proxy according to an embodiment
of the invention. The proxy may be a SIP (session iniation protocol) network
access gateway, for example. In the embodiment of Figure 2, the proxy 41
contains an interworking function 41-10 (IWF) according to an embodiment of
the invention and a database 41-0. Alternatively, the proxy may have access to
a corresponding database. The term database covers here different solutions
used to store data, such as storing them in one or more files or using a decen-
tralized database. Examples of different embodiments of the interworking func-
tion are disclosed in more detail below with reference to Figures 3 and 4. It is
apparent to a person skilled in the art that the proxy also comprises other enti-
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ties, functions and structures that need not be described in detail herein. Ex-
amples of these include processor(s), memory, input/output bus, different net-
work interfaces, etc.

The database 41-0 contains for each domain the logical name 41-1
of the domain, the address 41-2 which is used when traffic is routed to the do-
main, the agreements 41-3, i.e. information on domains with which the domain
has agreed to interwork, a mode 41-4 to be used with the domain and capabil-
ity 41-5 information on the domain.

The logical name 41-1 of the domain may be a host part of a logical
IP address, i.e. an IP address in the form a@x.y where the host-part comes af-
ter the @-sign. A logical name may also be the name of an operator, a dialled
number or part of the dialled number, for example in domains not using IP ad-
dressing. The address 41-2 is the actual routing address which is used when
traffic is routed to (or towards) the domain from this proxy. The address is typi-
cally an address of a gateway network node in the domain. It may also be the
address of a proxy to which the domain is connected. If the domain uses IP
addressing, the address is typically the numerical form of the numerical IP ad-
dress.

The agreements section 41-3 contains preferably the logical names
of the domains having interworking agreements with the domain in question. If
the domain in question is connected to this proxy, they are preferably all part-
ner domains. For domains connected to another proxy, it suffices that the
agreement section contains those partner domains connected to this proxy.
Thus, making an agreement with a new domain requires at its simplest only
adding the logical name of the partner domain to the agreement section in the
database, and the interworking may begin, provided that other domain-related
information has already been stored. Although not shown in Figure 2, the da-
tabase may also store agreement-specifically certain conditions or rules to be
applied only to connections to and from the domain the agreement relates to,
for example. One example of the agreement-specific information is information
on whether or not the user plane traffic is routed via the proxy.

The mode 41-4 information indicates whether or not the operator
wants the proxy to be a transparent proxy (T) or a back-to-back user agent
(B2B) proxy amending headers in SIP messages. The back-to-back user agent
participates to a connection by receiving and processing messages as a corre-
sponding server, such as a user agent server, and by participating to all call
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requests and by determining how the request should be answered and how to
initiate outbound calls, i.e. as a corresponding user agent client.

The capability information 41-5 contains information on the proper-
ties of the domain and indicates the protocols and preferably the procedures
by which network elements in the domain exchange information. Examples of
such information in the IMS are the SIP profile number, user data type(s), val-
ues of SDP attributes, and the used IP version. On the basis of this informa-
tion, the proxy knows what kind of messages and information can be sent to
the domain and, in response to a message being in another format than the
one used by the domain, to amend them to a proper format.

It is obvious that having this king of at least logically centralized da-
tabase on domains with their interworking agreements, has the advantage that
address information and capability information, for example, needs to be
stored only once in a system. The updating of the information is also facilitated,
since it has to be updated only once.

Figure 3 is a flow chart illustrating the functionality of a proxy ac-
cording to an embodiment of the invention. In the embodiment of Figure 3 it is
assumed, for the sake of clarity, that session invocation is accepted, the user
plane traffic also goes through the proxy, and the proxy maintains session in-
formation session-specifically. Yet another assumption is that session-related
traffic contains in this embodiment an indication on the basis of which the
proxy recognizes the session to which the traffic relates, and therefore only a
session set-up message is checked. However, it is apparent to a person skilled
in the art, that the checking procedure or some of the following steps may be
performed to each received message. Yet, for the sake of clarity, a further as-
sumption is that one-to-many communication is transparent to the proxy, i.e.
the proxy receives only messages having a single receiver. However, it is ap-
parent to a person skilled in the art, how to implement the embodiment when
one-to-many communication is not transparent to the proxy.

The checking procedure of Figure 3 begins when the proxy receives
a message in step 300. In response to receiving the message the proxy
checks in step 301 whether or not the message is a session termination re-
lated message, such as a SIP bye message. If it is not, the proxy checks in
step 302 whether or not the message is a session set-up message, such as a
SIP invoke message. If it is, the proxy checks in step 303, using the informa-
tion in the database, the sender's name, such as the IP host-name, in the
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message as well as the address wherefrom the message was received. In
other words, using the example shown in Figure 2 and assuming that the
sender’'s name in the message is domain 1, it is checked whether or not the
message was received from 1.2.3. By performing this checking, the proxy en-
sures that the sender is the one who he claims to be, i.e. fake invitations are
noticed at this stage.

If the message contains the same name-address pair as is in the
database (step 304), the proxy then finds out, in step 305, the proper domain
on the basis of a receiver’s name in the message. The receiver’s name is typi-
cally in a format of MSISDN (mobile subscriber ISDN number) or NAI (network
access identifier), i.e. a logical IP address a@x.y. This step may include an
ENUM/MAP inquiry to find out the proper domain, and possibly a proper rout-
ing address, if the receiver’'s name is in the MSISDN format and/or if the name
is a ported name. (Ported name means that the subscriber has changed an
operator without changing the logical name.) If the receiver's name is in the
NAI format and the name is not ported to another domain, the proxy simply
uses the host part of the NAI. Thus, the domain operator may leave issues re-
lating to domain/number portability to be solved by the operator providing the
proxy. This allows also non-public domains to be altered as public ones thus
facilitating the handling of these domains.

The proxy then checks in step 306 by using information on the
proxy’s database whether or not there is a valid agreement between the
sender’s domain and the receiver’'s domain. If an agreement exists, the proxy
initializes in step 307 session information for this session and compares in step
308, by using the information stored in the database, the capabilities of the
sender’'s domain with the capabilities of the receiver's domain. If the control
plane capabilities differ between the two (step 309), the proxy performs in step
310 the required amendments to the message and adds to the session infor-
mation in step 310 information on the required control plane amendments or
an indication that they are needed. One difference requiring control plane traf-
fic amendment may be that the sender's domain uses IP version 4 whereas
the receiver's domain uses IP version 6, and therefore the message has to be
amended from IP version 4 message to IP version 6 message. After the
amendments, or if no amendments are required (step 309), the proxy checks
in step 311 whether or not the mode of the sender's domain in the database is
transparent. If the mode is not transparent (step 311), the proxy performs in
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step 312 the required amendments to the header and adds in step 312 to the
session information an indication or information that B2B mode is to be used.
After the amendments, or if no amendments are required (step 311), the proxy
checks in step 313 whether or not the user plane capabilities differ between
the two, and if they do, the proxy adds to the session information in step 314
information on the required user plane amendments or an indication that they
are needed. One example of user plane amendments is change of codecs,
such as a VolIP codec to a PoC (push-to-talk-over-cellular) codec. After having
updated the session information, or if no amendments are required (step 313),
the proxy forwards in step 315 the possible amended message to the address
of the receiver’s domain in the proxy’s database.

The proxy then initializes in step 316 charging information for the
session in question.

If there is no valid agreement between the sender’'s domain and the
receiver's domains (step 306), or if the invitation was a fake invitation (step
304), the proxy sends an error in step 317.

If the message does not relate to the termination of a session (step
301) or to the establishment of the session (step 302), it is other session-
related traffic and the proxy performs in step 318 required charging-related
procedures, if any, and the required amendments, if any, and then forwards
the traffic to the address of the receiver's domain in the proxy’s database.
Since the proxy knows how to amend the traffic, including the actual content of
the traffic, the sender’'s domain or the receiver's domain does not have to per-
form this, neither maintain the required information.

If the message relates to the termination of the session (step 301),
the proxy performs in step 319 required amendments, if any, and then for-
wards the traffic to the address of the receiver’s domain in the proxy’s data-
base. The proxy also ends the charging and deletes the session information in
step 319.

It is apparent from the above that the above described steps relating
to charging enable both bit-based charging and charging based on something
else, such as service-specific charging based on SIP/SDP messages. How-
ever, the implementation of the actual charging, such as forming charging data
records etc. bears no significance to the invention and therefore it is not dis-
cussed in detail here.
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As can be seen from the above, the proxy enables the connection
legs to be different types of connections. For example, a connection leg may
be a VolIP (Voice over IP) connection or a connection according to any H.323
or any SIP version regardless of the connection type of the other leg. The
proxy performs the required amendments on the basis of the information in the
proxy’s database.

Figure 4 illustrates signalling according to an embodiment of the in-
vention. In the example shown in Figure 4 it is assumed, for the sake of clarity,
that domains MO1, MO2 and MO3 are using similar IMS networks, and reliable
networks containing the proxies proxy 1 and proxy 2 are GRX networks. Yet
another assumption made here is that in one-to-many communications the
proxy performs the multiplication of the invite message.

In the example shown in Figure 4, user A, a client of domain MO1,
starts a game session by sending a control plane message 4-1 to invite two
friends, users B and C, to join the game session. The message may be a SIP
message. The system, for example CSCF, in MO1 notices in point 4-2 that the
session establishment is for users B and C who are not home users, i.e. they
are clients of other domains. MO1 notices this on the basis of the identifiers,
such as the MSISDN or NAI mentioned above in connection with Figure 3, of
the receivers, i.e. users B and C,. MO1 may utilize a static list, MAP (mobile
application part) inquiry, ENUM inquiry, etc. Since users B and C are not home
users, message 4-1 is forwarded (via a border gateway, for example) to the
proxy 1 in the reliable network to whose proxy MO1 is connected.

The proxy 1 performs in point 4-3 checking using its database. De-
pending on the implementation of the proxy 1, the checking may contain one or
more of the steps described above in connection with Figure 3. In this exam-
ple, the proxy 1 notices that MO1 has an agreement with MO2, the operator of
the user B, and with MO3, the operator of the user C. Since in this example the
domains are similar, no amendments of messages are needed; only the ad-
dress field is amended in this example. Therefore, the proxy forwards the con-
tent of message 4-1 towards the addresses stored in the database of the proxy
1 for MO2 and MO3. Since MO2 is also connected to the proxy 1, message 4-
1’ containing the content of message 4-1 and user B as a receiver is sent to
MO?2, i.e. more precisely to the network node whose address is in the data-
base, which then forwards message 4-1’ to the user B. MO3 is connected to
another proxy, proxy 2, whose address is in the database of the proxy 1 for
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MO3, and therefore the proxy 1 sends message 4-1 to the proxy 2 in message
4-1”, the message containing the content of message 4-1 and user C as a re-
ceiver. However, the proxy 1 is not aware that the address is for another proxy.

The proxy 2 performs in point 4-3a a checking using its database.
Depending on the implementation of the proxy 2, the checking may contain
one or more of the steps described above in connection with Figure 3. In this
example, the proxy 2 notices that MO1 has an agreement with MO3 and that
no amendments of messages are needed. The proxy 2 forwards the message
4-1” to MO3 on the basis of the address of MO3 in the database of proxy 2.
MO3 then forwards message 4-1" to the user C.

Both the user B and the user C accept the invitation sent by the user
A and send corresponding replies. The user B’s reply, i.e. message 4-4, is sent
via MO2 to the proxy 1 which then performs in point 4-3' the checking proce-
dure using the database. Depending on the implementation, the checking may
be the same as the one performed in point 4-3 in response to the reception of
message 4-1, or it may contain only some steps of the checking performed in
point 4-3. The proxy 1 then forwards the reply, i.e. message 4-4, to MO1 on
the basis of the address of MO1 in the database of proxy 1. MO1 forwards the
reply to the user A.

The user C’s reply, i.e. message 4-5, is sent via MO3 to the proxy 2
which then performs in point 4-3a’ the checking procedure using the database.
Depending on the implementation, the checking may be the same as the one
performed in point 4-3a in response to the reception of message 4-1’ or it may
contain only some steps of the checking performed in point 4-3a. The proxy 2
then forwards the reply to the proxy 1 on the basis of the address of MO1
given in the database of proxy 2. The proxy 1 then performs, in point 4-3”, a
similar checking using the database as was performed in point 4-3'. The proxy
1 then forwards message 4-5 to MO1 on the basis of the address of MO1
given in the database of proxy 1. The MO1 forwards the reply to the user A.

In response to the received replies the user A starts to establish a
data connection for the game between users A, B and C, which is not, how-
ever, described in detail here. The data connection is a user plane connection
and its routing within MOs may be different than the routing of a corresponding
control plane signalling. It is also possible that, although control plane signal-
ling passes all the time through a proxy or proxies, the user plane data trans-
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mission does not pass through a proxy or proxies if the domains are connected
to each other.

In another embodiment of the invention, all invitations are sent to
the proxy, regardless of whether or not they are targeted to the same network.
In other words, the checking in point 4-2 is skipped and even invitations tar-
geted to other users of MO1 are routed to the proxy 1. The advantage of this
solution is that the proxy takes care of security issues and domain/number
portability issues so that an operator can outsource these tasks to the proxy
service provider and the operator's need to build a separate infrastructure for
the issues is avoided.

If tunnelling is used, one tunnel may exist between user A and the
proxy 1, another from the proxy 1 to user B and still another from the proxy 1 to
user C or, alternatively, a tunnel from the proxy 1 to the proxy 2, and yet an-
other tunnel from proxy 2 to the user C. When the proxy is both an endpoint
and a starting point of a tunnel, the proxy is able to monitor the traffic and per-
form the required functions.

The steps, points, messages and related functions described above
in Figures 3 and 4 are in no absolute chronological order, and some of the
steps, and/or points, and/or operations may be performed simultaneously or in
an order differing from the one given here. Other functions can also be exe-
cuted between the steps/points or within the steps/points. Some of the
steps/points or part of the steps/points can also be omitted. Other messages
can be transmitted and/or other steps/points can also be carried out between
the illustrated ones. The messages are only examples and may also comprise
other information. Furthermore, the messages may be different from the
above-mentioned operations.

Although the invention is been described above assuming that the
external proxy performs the checking, it is apparent to a person skilled in the
art, that a domain may comprise a gateway, or a corresponding network node,
which performs some or all of the above described checking. An example is an
implementation in which the gateway in the domain checks whether or not the
agreement exists and the proxy in the reliable network takes care of the other
checking steps.

The system and network nodes implementing the functionality of the
present invention not only comprise prior art means but also means for check-
ing whether or not an agreement exists and preferably means for checking
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whether or not the sender is the one he/she claims to be. More precisely, they
comprise means for implementing an embodiment according to the present in-
vention. Present systems and network nodes comprise processors and mem-
ory that can be utilized in the functions according to the invention. All modifica-
tions and configurations required for implementing the invention may be per-
formed as routines which may be implemented as added or updated software
routines, application circuits (ASIC) and/or programmable circuits. Generally,
program products include routines, programs, modules, objects, components,
segments, schemas, data structures, etc. which perform particular tasks or im-
plement particular abstract data types and which can be stored in any com-
puter-readable data storage medium and which may be downloaded into an
apparatus, such as network nodes.

It will be obvious to a person skilled in the art that, as the technology
advances, the inventive concept can be implemented in various ways. The in-
vention and its embodiments are not limited to the examples described above
but may vary within the scope of the claims.



WO 2006/087429 PCT/F12006/050068

10

15

20

25

30

35

14

Claims

1. A network node (41) in a communications system comprising at
least a sender’s domain and one or more receiver's domains, character-
ized in that the network node is arranged, in response to receiving a mes-
sage targeted to a domain, to obtain at least name (41-1) and address (41-2)
information on domains and information on interworking agreements (41-3) be-
tween domains from a database, to check, by using sender’s name and ad-
dress information in the message and information on the sender’s domain ob-
tained from the database, whether or not the sender of the message is the one
the sender claims to be, and, by using said information obtained from the da-
tabase, whether or not an agreement exists between the sender’'s domain and
a receiver's domain, and, in response to the sender being the claimed one and
the agreement existing, to forward the message.

2. A network node (41) according to claim 1, wherein the network
node is further arranged to, in response to receiving the message, to obtain
also information on interworking agreements (41-3) between domains, to
check by using said information, whether or not an agreement exists between
the sender’'s domain and a receiver's domain, and in response to the sender
being the claimed one and the agreement existing, to forward the message.

3. A network node (41) according to claim 1 or 2, wherein the net-
work node is further arranged to forward the message to an address obtained
for the receiver's domain.

4. A network node (41) according to claim 1, 2 or 3, wherein the net-
work node is further arranged to obtain information on the capabilities (41-5) of
different domains and, in response to the capabilities of sender's and re-
ceiver's domains being different from one another, to perform necessary
amendments to the message before forwarding it.

5. A network node (41) according to any one of the preceding
claims, wherein the network node is further arranged to obtain mode informa-
tion (41-4) indicating whether or not the network node should be a transparent
network node and to act according said mode information.

6. A network node (41) according to any one of the preceding
claims, wherein the network node is arranged to collect charging information
on the message.

7. A network node (41) according to any one of the preceding
claims, wherein the network contains a database (41-0) for storing said infor-



WO 2006/087429 PCT/F12006/050068

10

15

20

25

30

35

15

mation and the network node is arranged to obtain said information from the
database.

8. A network node (41) according to any one of the preceding
claims, wherein the network node (41) is further arranged to, in response to a
ported receiver, to find out at least the receiver’s proper domain.

9. A network node (41) according to any one of the preceding
claims, wherein the network node (41) is further arranged to be both a tunnel
endpoint and a tunnel starting point for inter-domain tunnelling.

10. A network node (41) in a communications system, the network
node comprising a database (41-0), characterized in that the database
includes at least domain-specifically name-address pairs each containing
name (41-1) and address (41-2) information on a domain and information on
interworking agreements (41-3) between domains.

11. A network node (41) according to claim 10, wherein the data-
base further comprises information on the capabilities (41-5, 41-4) of different
domains.

12. A communications system (1) comprising at least a sender’s
domain (3) and one or more receiver’s domains (3’, 3”) and one or more reli-
able networks (4, 4’) comprising one or more network nodes (44, 44’), char-
acterized inthat

the system (1) further comprises a database (41-0) for maintaining
at least name and address information on domains and information on inter-
working agreements between different domains, the database being external
to said domains,

the system (1) is arranged to route at least signalling to and from the
sender’s domain (3, 3’) via a network node (41) in a reliable network (4) exter-
nal to said domains, and

the network node (41) comprises said database or is arranged to
have access to said database, the network node (41) being arranged to check,
in response to receiving a message, by using sender's name and address in-
formation in the message and information on the sender’s domain in the data-
base, whether or not the sender is the one the sender claims to be and, by us-
ing said information in the database, whether or not an agreement exists be-
tween the sender’'s domain and a receiver's domain, and, in response to the
sender being the claimed one and the agreement existing, to forward the mes-
sage to an address maintained in the database for the receiver’s domain.
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13. A communications system according to claim 12, wherein

the database (41-0) further comprises information on the capabilities
(41-5, 41-4) of different domains, and

the network node (41) is further arranged to check the capabilities
(41-5, 41-4) of the sender’s and receiver's domains and in response to the ca-
pabilities of the sender's and receiver's domains being different, to perform
necessary amendments to the message before forwarding it.

14. A communications system according to claim 12 or 13, wherein
a domain (3, 3’, 3”) is further arranged to route at least all connection-related
signalling via the network node regardless of whether or not the sender’s do-
main and the receiver's domain are the same.

16. A communications system according to claim 12, 13 or 14,
wherein the system (1) is further arranged to route also user plane traffic via
the network node.

16. A communications system according to claim 15, wherein the
network node (41) is further arranged to perform said checking also to user
plane traffic.

17. A communications system according to any one of claims 12,
13, 14, 15 or 16, wherein the domains (3, 3’, 3”) are based on IMS and the re-
liable network (4, 4°) is based on GRX.

18. A method for providing inter-domain communications, the
method comprising:

maintaining at least name and address information on domains and
information on interworking agreements between different domains;

routing at least signalling to and from a sender’s domain via a net-
work node in a reliable network external to said domains, and

checking (306), in response to receiving a message, by using
sender’'s name and address information in the message and maintained infor-
mation on the sender’'s domain, whether or not a sender of the message is the
one the sender claims to be;

checking (309) whether or not an agreement exists between a
sender’s domain and a receiver’'s domain; and

forwarding (318), in response to the sender being the claimed one
and the agreement existing, the message to an address maintained for the re-
ceiver's domain.
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19. A method according to claim 18, further comprising finding out
(305), in response to a ported receiver, at least the receiver’s proper domain.

20. A method according to claim 18 or 19, further comprising:

maintaining information on the capabilities of different domains; and

amending (313, 318, 319), in response to the capabilities of the
sender’s and receiver's domains being different from one another, the mes-
sage to be in accordance with the capabilities of the receiver's domain before
forwarding the message.

21. A method according to claim 18, 19 or 20, further comprising
collecting charging information on the communication in a network node of the
reliable network.

22. A computer program product embodied in a computer readable
medium and comprising program instructions, wherein execution of said pro-
gram instructions cause an apparatus containing the computer program prod-
uct to obtain at least name (41-1) and address (41-2) information on domains
and information on interworking agreements (41-3) between domains, to check
by using sender’s name and address information in the message and obtained
information on a senders domain, whether or not a sender of a message is the
one the sender claims to be and, by using the obtained information, whether or
not an agreement exists between the sender’'s domain and a receiver’s do-
main, and, in response to the sender being the claimed one and the agree-
ment existing, to instruct the message to be forwarded.
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