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APPARATUS, METHOD, AND COMPUTER PROGRAM PRODUCT FOR
PROVIDING A QUALITY CONTROL MECHANISM FOR THE
CONTACTLESS INTERFACE OFA DUAL-INTERFACE CARD

Cross-Reference to Related Applications

This patent application claims the benefit of United States Provisional Patent

Application Serial No. 61/173,471 filed on April 28, 2009 and entitled "M/Chip 4

Release 2 (Payment Card Application) (A&B)." The complete disclosure of the

aforementioned Provisional Patent Application Serial No. 61/173,471 is expressly

incorporated herein by reference in its entirety for all purposes. This patent application

also claims the benefit of United States Provisional Patent Application Serial No.

61/258,759 filed on November 6, 2009 and entitled "Transaction Processing in Payment-

Enabled Mobile Telephone." The complete disclosure of the aforementioned Provisional

Patent Application Serial No. 61/258,759 is expressly incorporated herein by reference in

its entirety for all purposes.

Field of the Invention

The present invention relates generally to the electronic and computer arts, and,

more particularly, to apparatus and methods for electronic payment.

Background of the Invention

Devices, such as electronic devices, and particularly electronic payment devices

(for example, so-called "smart cards," payment chip cards, etc.) may be useful for a

variety of payment and other applications. Initially, payment chip cards had just one

interface, a contact interface that was used when a card was physically inserted into a

reader to facilitate a payment transaction. Subsequently, a second interface to the chip

has been developed, with such an interface generally including a contactless card

interface that interfaces with a payment reader using radio frequency (RF)

communications to perform a transaction. As such, in a standard dual interface card,

routes to communicating to the card include a contact interface and a contactless

interface.



Typically, such a smart card application has two sets of data: one set of data that

is used when using the contact interface, and one set of data that is used when using the

contactless interface. There is typically a security concern that some data that is used via

the contact interface (for example, the cardholder's name) should never be available via

the contactless interface and hence only exist in the set of data that is used via the contact

interface. This leads to the two sets of data being different. However, with respect to the

contactless interface, another security concern can exist in shipping a card, after it has

been produced, through the mail to the cardholder, in that it is potentially possible to read

the data that is required for a payment transaction through the envelope of the card.

Existing approaches attempting to remedy this concern include physically

disabling the contactless interface, with a button or the like, on the card to prevent the

contactless interface from being used until the time is appropriate. Many such

approaches rely on a form of shielding in the card envelope, or a physical switch or

button, but such mechanisms can be expensive.

Thus, after the production and personalization of a card, its contactless interface

may be disabled. When sent through mail, data cannot be read from the card over the

contactless interface. It is also typical that after card production, a random sample of the

cards produced may be inspected to ensure the quality of the production process.

Summary of the Invention

Principles of the invention provide techniques for providing a quality control

mechanism for the contactless interface of a dual-interface card. The techniques include

the steps of implementing, on a dual-interface payment device, one or more security

mechanisms, wherein the dual-interface payment device comprises a first interface and a

second interface, using the one or more security mechanisms to prevent a subset of data

corresponding to the first interface from being read using the second interface while

allowing data corresponding to the second interface to be read using the first interface,

and personalizing the dual-interface payment device and the one or more security

mechanisms according to one or more requirements of an issuer of the dual-interface

payment device.



As used herein, "facilitating" an action includes performing the action, making

the action easier, helping to carry the action out, or causing the action to be performed.

Thus, by way of example and not limitation, instructions executing on one processor

might facilitate an action carried out by instructions executing on a remote processor, by

sending appropriate data or commands to cause or aid the action to be performed. For the

avoidance of doubt, where an actor facilitates an action by other than performing the

action, the action is nevertheless performed by some entity or combination of entities.

One or more embodiments of the invention or elements thereof can be

implemented in the form of a computer product including a tangible computer readable

recordable storage medium with computer usable program code for performing the

method steps indicated. Furthermore, one or more embodiments of the invention or

elements thereof can be implemented in the form of a system (or apparatus) including a

memory, and at least one processor that is coupled to the memory and operative to

perform exemplary method steps. Yet further, in another aspect, one or more

embodiments of the invention or elements thereof can be implemented in the form of

means for carrying out one or more of the method steps described herein; the means can

include (i) hardware module(s), (ii) software module(s), or (iii) a combination of

hardware and software modules; any of (i)-(iii) implement the specific techniques set

forth herein, and the software modules are stored in a tangible computer-readable

recordable storage medium (or multiple such media).

One or more embodiments of the invention can provide substantial beneficial

technical effects; for example:

■ enabling the performance of a quality control function on a dual-interface card

while keeping the contactless interface disabled;

■ allowing restrictions to be placed on the data that can be read using each interface

while the card is in use by the cardholder;

■ allowing these restrictions to be defined by the card issuer at production and

changed by the issuer during the card's life in the field; and

enabling quality control or testing of a card to be performed using a single

interface, rather than requiring the use of both of two interfaces (even if both were

available), which can provide time and cost saving.



These and other features and advantages of the present invention will become

apparent from the following detailed description of illustrative embodiments thereof,

which is to be read in connection with the accompanying drawings.

Brief Description of the Drawings

FIG. 1 shows an example of a system and various components thereof that can

implement techniques of the invention;

FIG. 2 depicts an exemplary inter-relationship between and among: (i) a payment

network configured to facilitate transactions between multiple issuers and multiple

acquirers, (ii) a plurality of users, (iii) a plurality of merchants, (iv) a plurality of

acquirers, and (v) a plurality of issuers;

FIG. 3 depicts parameterization of software code through the data set of the

activated interface, according to aspects of the invention;

FIG. 4 depicts typical EMV card application behavior with the contactless

interface disabled;

FIG. 5 depicts typical EMV card application behavior with the contactless

interface disabled (while the card is in the mail);

FIG. 6 depicts typical EMV card application behavior with the contactless

interface enabled;

FIG. 7 depicts typical EMV card application behavior with the contactless

interface enabled (normal in use scenario);

FIG. 8 depicts a flow diagram illustrating typical EMV card application behavior;

FIG. 9 depicts EMV card application behavior with the contactless interface

disabled, according to aspects of the invention;

FIG. 10 depicts EMV card application behavior with the contactless interface

disabled (while the card is in the mail), according to aspects of the invention;

FIG. 11 depicts EMV card application behavior with the contactless interface

disabled (bureau quality control check scenario), according to aspects of the invention;

FIG. 12 depicts EMV card application behavior once the contactless interface is

enabled, according to aspects of the invention;



FIG. 13 depicts EMV card application behavior once the contactless interface is

enabled (normal in use scenario), according to aspects of the invention;

FIG. 14 depicts EMV card application behavior, according to aspects of the

invention;

FIG. 15 is a flow diagram illustrating techniques for enabling performance of a

quality control function on the contactless interface while the contactless interface is

disabled, according to an embodiment of the invention;

FIG. 16 is a diagram illustrating plurality of issuers connected to a plurality of

card production centers sending cards via the mail to a plurality of cardholder homes; and

FIG. 17 is a block diagram of an exemplary computer system useful in one or

more embodiments of the invention.

Detailed Description of Preferred Embodiments

Attention should now be given to FIG. 1, which depicts an exemplary

embodiment of a system 100, according to an aspect of the invention, and including

various possible components of the system. As described herein, one or more

embodiments of the invention are particularly applicable to dual-interface card devices.

A number of additional devices and components (including, for example, single interface

cards, mobile telephones, etc.) are nonetheless contemplated and described herein for

completeness.

System 100 can include one or more different types of portable payment devices.

For example, one such device can be a contact device such as card 102. Card 102 can

include an integrated circuit (IC) chip 104 having a processor portion 106 and a memory

portion 108. A plurality of electrical contacts 110 can be provided for communication

purposes. In addition to or instead of card 102, system 100 can also be designed to work

with a contactless device such as card 112. Card 112 can include an IC chip 114 having a

processor portion 116 and a memory portion 118. An antenna 120 can be provided for

contactless communication, such as, for example, using radio frequency (RP)

electromagnetic waves. An oscillator or oscillators, and/or additional appropriate

circuitry for one or more of modulation, demodulation, downconversion, and the like can

be provided. Note that cards 102, 112 are exemplary of a variety of devices that can be



employed. The system per se may function with other types of devices in lieu of or in

addition to "smart" or "chip" cards 102, 112; for example, a conventional card 150

having a magnetic stripe 152. Furthermore, an appropriately configured cellular

telephone handset, personal digital assistant (PDA), and the like can be used to carry out

contactless payments in some instances.

The ICs 104, 114 can contain processing units 106, 116 and memory units 108,

118. Preferably, the ICs 104, 114 can also include one or more of control logic, a timer,

and input/output ports. Such elements are well known in the IC art and are not separately

illustrated. One or both of the ICs 104, 114 can also include a co-processor, again, well-

known and not separately illustrated. The control logic can provide, in conjunction with

processing units 106, 116, the control necessary to handle communications between

memory unit 108, 118 and the input/output ports. The timer can provide a timing

reference signal for processing units 106, 116 and the control logic. The co-processor

could provide the ability to perform complex computations in real time, such as those

required by cryptographic algorithms.

The memory portions or units 108, 118 may include different types of memory,

such as volatile and non-volatile memory and read-only and programmable memory (for

example, one or more electrically erasable programmable read-only memories

(EEPROMs) as discussed below). The memory units can store transaction card data such

as, for example, a user's primary account number ("PAN") and/or personal identification

number ("PIN"). The memory portions or units 108, 118 can store the operating system

of the cards 102, 112. The operating system loads and executes applications and provides

file management or other basic card services to the applications. One operating system

that can be used to implement the present invention is the MULTOS ® operating system

licensed by MAOSCO Limited. (MAOSCO Limited, St. Andrews House, The Links,

Kelvin Close, Birchwood, Warrington, WA3 7PB, United Kingdom). Alternatively,

JAVA CARD™-based operating systems, based on JAVA CARD™ technology

(licensed by Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, CA 95054

USA), or proprietary operating systems available from a number of vendors, could be

employed. Preferably, the operating system is stored in read-only memory ("ROM")

within memory portion 108, 118. In an alternate embodiment, flash memory or other



non-volatile and/or volatile types of memory may also be used in the memory units 108,

118.

In addition to the basic services provided by the operating system, memory

portions 108, 118 may also include one or more applications. At present, one possible

specification to which such applications may conform is the EMV interoperable

payments specification set forth by EMVCo, LLC (901 Metro Center Boulevard,

Mailstop M3-3D, Foster City, California, 94404, USA). It will be appreciated that

applications can be configured in a variety of different ways.

It should be noted that the skilled artisan will be familiar with the EMV

specifications. Nevertheless, out of an abundance of caution, the following documents

are expressly incorporated herein by reference in their entirety for all purposes (the same

are published by EMVCo and available on EMVCo 's web site):

• EMV Integrated Circuit Card Specifications for Payment Systems Book 1

Application Independent ICC to Terminal Interface Requirements Version 4.2

June 2008

• EMV Integrated Circuit Card Specifications for Payment Systems Book 2

Security and Key Management Version 4.2 June 2008

• EMV Integrated Circuit Card Specifications for Payment Systems Book 3

Application Specification Version 4.2 June 2008

• EMV Integrated Circuit Card Specifications for Payment Systems Book 4

Cardholder, Attendant, and Acquirer Interface Requirements Version 4.2 June

2008

• EMV Integrated Circuit Card Specifications for Payment Systems - Common

Payment Application Specification, Version 1.0, December 2005

• Corrections to Common Core Definitions, Specification Update Bulletin No. 41,

First Edition June 2005, EMVCo

• Support for Transaction Log Files, Specification Update Bulletin N019 Second

Edition, May 2004, EMVCo.



As noted, cards 102, 112 are examples of a variety of payment devices that can be

employed. The primary function of the payment devices may not be payment, for

example, they may be cellular phone handsets that implement techniques of the

invention. Such devices could include cards having a conventional form factor, smaller

or larger cards, cards of different shape, key fobs, personal digital assistants (PDAs),

appropriately configured cell phone handsets, or indeed any device with the capabilities

to implement techniques of the invention. In some cases, the cards, or other payment

devices, can include body portions (for example, laminated plastic layers of a payment

card, case or cabinet of a PDA or cellular phone, chip packaging, and the like), memories

108, 118 associated with the body portions, and processors 106, 116 associated with the

body portions and coupled to the memories. The memories 108, 118 can contain

appropriate applications. The processors 106, 116 can be operative to facilitate execution

of one or more method steps. The applications can be, for example, application

identifiers (AIDs) linked to software code in the form of firmware plus data in a card

memory such as an electrically erasable programmable read-only memory (EEPROM).

A number of different types of terminals can be employed with system 100. Such

terminals can include a contact terminal 122 configured to interface with contact-type

device 102, a wireless terminal 124 configured to interface with wireless device 112, a

magnetic stripe terminal 125 configured to interface with a magnetic stripe device 150, or

a combined terminal 126. Combined terminal 126 is designed to interface with any

combination of devices 102, 112, 150. Some terminals can be contact terminals with

plug-in contactless readers. Combined terminal 126 can include a memory 128, a

processor portion 130, a reader module 132, and optionally an item interface module such

as a bar code scanner 134 and/or a radio frequency identification (RFID) tag reader 136.

Items 128, 132, 134, 136 can be coupled to the processor 130. Note that the principles of

construction of terminal 126 are applicable to other types of terminals and are described

in detail for illustrative purposes. Reader module 132 can, in general, be configured for

contact communication with card or device 102, contactless communication with card or

device 112, reading of magnetic stripe 152, or a combination of any two or more of the

foregoing (different types of readers can be provided to interact with different types of

cards for example, contacted, magnetic stripe, or contactless). Terminals 122, 124, 125,



126 can be connected to one or more processing centers 140, 142, 144 via a computer

network 138. Network 138 could include, for example, the Internet, or a proprietary

network (for example, a virtual private network (VPN) such as is described with respect

to FIG. 2 below). More than one network could be employed to connect different

elements of the system. For example, a local area network (LAN) could connect a

terminal to a local server or other computer at a retail establishment. A payment network

could connect acquirers and issuers. Further details regarding one specific form of

payment network will be provided below. Processing centers 140, 142, 144 can include,

for example, a host computer of an issuer of a payment device.

Many different retail or other establishments, represented by points-of-sale 146,

148, can be connected to network 138. Different types of portable payment devices,

terminals, or other elements or components can combine or "mix and match" one or more

features depicted on the exemplary devices in FIG. 1.

Portable payment devices can facilitate transactions by a user with a terminal,

such as 122, 124, 125, 126, of a system such as system 100. Such a device can include a

processor, for example, the processing units 106, 116 discussed above. The device can

also include a memory, such as memory portions 108, 118 discussed above, that is

coupled to the processor. Further, the device can include a communications module that

is coupled to the processor and configured to interface with a terminal such as one of the

terminals 122, 124, 125, 126. The communications module can include, for example, the

contacts 110 or antennas 120 together with appropriate circuitry (such as the

aforementioned oscillator or oscillators and related circuitry) that permits interfacing with

the terminals via contact or wireless communication. The processor of the apparatus can

be operable to perform one or more steps of methods and techniques. The processor can

perform such operations via hardware techniques, and/or under the influence of program

instructions, such as an application, stored in one of the memory units.

The portable device can include a body portion. For example, this could be a

laminated plastic body (as discussed above) in the case of "smart" or "chip" cards 102,

112, or the handset chassis and body in the case of a cellular telephone.

It will be appreciated that the terminals 122, 124, 125, 126 are examples of

terminal apparatuses for interacting with a payment device of a holder. The apparatus



can include a processor such as processor 130, a memory such as memory 128 that is

coupled to the processor, and a communications module such as 132 that is coupled to the

processor and configured to interface with the portable apparatuses 102, 112, 142. The

processor 130 can be operable to communicate with portable payment devices of a user

via the communications module 132. The terminal apparatuses can function via

hardware techniques in processor 130, or by program instructions stored in memory 128.

Such logic could optionally be provided from a central location such as processing center

140 over network 138. The aforementioned bar code scanner 134 and/or RFID tag reader

136 can be provided, and can be coupled to the processor, to gather attribute data, such as

a product identification, from a universal product code (UPC) code or RFID tag on a

product to be purchased.

The above-described devices 102, 112 can be ISO 7816-compliant contact cards

or devices or NFC (Near Field Communications) or ISO 14443 -compliant proximity

cards or devices. In operation, card 112 can be touched or tapped on the terminal 124 or

128 (or an associated reader), which then contactlessly transmits the electronic data to the

proximity IC chip in the card 112 or other wireless device.

One or more of the processing centers 140, 142, 144 can include a database such

as a data warehouse 154.

In one or more versions of the infrastructure, a dual-interface device 1302 is

employed. Device 1302 is shown larger than devices 102, 112 for illustrative

convenience but can have a similar form factor. Device 1302 includes an IC chip 1304

having a processor portion 1306 and a memory portion 1308. A plurality of electrical

contacts 1310, similar to contacts 110, can be provided, as well as an antenna 1320

similar to antenna 120, together with an oscillator or oscillators, and/or additional

appropriate circuitry for one or more of modulation, demodulation, downconversion, and

the like, as described with regard to device 112. Appropriate firmware to manage the two

available interfaces can be provided, with operation otherwise being similar to devices

102, 112.

An appropriately configured cellular telephone handset 1420 can also be

employed in infrastructure 100. Handset 1420 is depicted in semi-schematic form in

FIG. 1, and can include one or more IC chips such as chip 1440 including a processing



unit 1460 and a memory unit 1480. Wireless communication with a terminal can be

provided via antenna 1500 or with a second antenna 1800 similar to above-described

antenna 120 (that is, the handset could have a second antenna for the payment

application). Note that antenna 1800 is depicted schematically, but could be, for

example, a coil antenna as used in a typical "smart" card. Handsets 1420 can each be

equipped with a suitable display 1560. Further, an appropriate power supply 1620 can

also be provided. Such power supplies can include, for example, a battery and

appropriate circuitry. The display and power supply can be interconnected with the

processor portion. Different types of portable payment devices can combine or "mix and

match" one or more features depicted on the exemplary devices in FIG. 1. Keypad 1680

and speaker 1740 can be provided.

The description of devices, elements, or components 102, 104, 106, 108, 110,

112, 114, 116, 118, 120 throughout this document are equally applicable to the

corresponding items in the dual interface card 1302 and cellular telephone handset 1420.

With reference to FIG. 2, an exemplary relationship among multiple entities is

depicted. A number of different users (for example, consumers) 2002, U1, U2 ... UN,

interact with a number of different merchants 2004, P1, P2 ... PM. Merchants 2004

interact with a number of different acquirers 2006, A1, A2 . . . Aj. Acquirers 2006 interact

with a number of different issuers 2010, I1, I2 ... Ij, through, for example, a single

operator 2008 of a payment network configured to facilitate transactions between

multiple issuers and multiple acquirers; for example, MasterCard International

Incorporated, operator of the BANKNET® network, or Visa International Service

Association, operator of the VISANET® network. In general, N, M, I, and J are integers

that can be equal or not equal.

During a conventional credit authorization process, the cardholder 2002 pays for

the purchase and the merchant 2004 submits the transaction to the acquirer (acquiring

bank) 2006. The acquirer verifies the card number, the transaction type and the amount

with the issuer 2010 and reserves that amount of the cardholder's credit limit for the

merchant. At this point, the authorization request and response have been exchanged,

typically in real time. Authorized transactions are stored in "batches," which are sent to

the acquirer 2006. During subsequent clearing and settlement, the acquirer sends the



batch transactions through the credit card association, which debits the issuers 2010 for

payment and credits the acquirer 2006. Once the acquirer 2006 has been paid, the

acquirer 2006 pays the merchant 2004.

It will be appreciated that the network 2008 shown in FIG. 2 is an example of a

payment network configured to facilitate transactions between multiple issuers and

multiple acquirers, which may be thought of as an "open" system. Some embodiments of

the invention may be employed with other kinds of payment networks.

Messages within a network such as network 138 and/or network 2008, may, in at

least some instances, conform to the International Organization for Standardization (ISO)

Standard 8583, Financial transaction card originated messages — Interchange message

specifications, which is the ISO standard for systems that exchange electronic

transactions made by cardholders using payment cards. It should be noted that the skilled

artisan will be familiar with the ISO 8583 standards. Nevertheless, out of an abundance

of caution, the following documents are expressly incorporated herein by reference in

their entirety for all purposes (published by ISO, Geneva, Switzerland, and available on

the ISO web site):

• ISO 8583 Part 1: Messages, data elements and code values (2003)

• ISO 8583 Part 2 : Application and registration procedures for Institution

Identification Codes (IIC) (1998)

• ISO 8583 Part 3 : Maintenance procedures for messages, data elements and code

values (2003).

As noted above, in a standard dual-interface card, routes to communicating to the

card include a contact interface and a contactless interface. The information that is

involved in a transaction for payment may be different depending on the interface that is

being used. There may be data that is associated with and designed for being used in a

contact environment that has the ability to, for example, enter a personal identification

number (PIN) and perform higher value transactions, that is not relevant to or the same as

information that is appropriate when using the contactless interface.

To implement a requirement of identical behavior of the card application

regardless of the interface that initiated the transaction, one or more embodiments of the



invention can be designed as a multiple interface software code. A multiple interface

software code has a different execution behavior when different interfaces are activated.

The difference in behavior is based not on the code that is running (that is, there is not

different code for different interfaces), but on the persistent data that is used when the

interface is activated. Each interface uses different values of some of the persistent data

elements, which can be referred to as interface-specific data. This leads to different

execution behaviors of the same software code. Thus, the persistent data becomes a

parameter of the software execution.

This concept is presented in FIG. 3, which depicts parameterization of software

code through the data set of the activated interface, according to aspects of the invention.

By way of illustration, FIG. 3 depicts a dual interface payment device 302, which

includes contact interface 308 and contactless interface 310 (which receives a command-

application protocol data unit (C-APDU) from a chip card device). FIG. 3 also depicts

multiple interface software code 304, which includes component 306 which constitutes

the complete set of data held by the payment application, which includes a contact

interface specific data component 312 and a contactless interface specific data component

316 and a common data component 318. In the example depicted in FIG. 3, wherein the

contactless interface is in use, the data set 314 is processed by the application software

code component 320 (by way of example and not limitation, M4R2).

When the interface i, with = 0 or / = 1, is activated, then the set i of the persistent

data, which includes the common data and the interface / specific data, is used. It can be

said that, in one or more embodiments of the invention, execution is parameterized

through the Set / of data specific to an interface.

In at least some such embodiments, the card's operating system will not permit

the interface to be changed during a transaction without resetting the session. The card's

operating system sends the select signal and any of the card commands (for example,

command-application protocol data unit (C-APDU)) to the software code. Along with

this data, the application must be able to determine the interface used for the C-APDU in

order to select the appropriate interface specific data set. Therefore, when testing a card

during production, it is not possible to read data from an interface specific data set via

another interface, and reading data via each interface, in turn, would be expensive in time



and equipment and impossible if one of the interfaces has been disabled until received by

the cardholder.

As detailed herein, one or more embodiments described herein remedy the above-

noted quality control concern when cards are produced (see, also, FIG. 16). By way of

example and not limitation, in a card production center or bureau, the processor would

personalize all appropriate data into each card, the data for both the contact interface and

the contactless interface. This could also include, for instance, setting the feature that

disables the contactless interface until after the contact interface has been used for a

transaction. At this point, at the final stage of production, there is a requirement for the

bureau to perform a quality control function, for example, in terms of randomly sampling

cards and verifying that they have been personalized correctly. This becomes a

significant challenge if access to that data has been switched off by way of a security

feature for protecting the card in the mail or until activated by the cardholder. As

detailed herein, one or more embodiments of the invention overcome such noted security

challenges with respect to quality assurance and advantageously enable card issuers and

card processors to check whether data has been personalized properly prior to the

issuance of the card.

As such, one or more embodiments of the invention include providing a

mechanism that enables performance of a quality control function while upholding the

desire to keep the contactless interface disabled. One or more embodiments of the

invention, rather than denying access to read data from one interface in terms of being

able to read the contactless information from the contact interface as would typically be

done, instead incorporate an ability whereby personalized into the card is a specific read

record filter (that is, a set of instructions to the card) that instruct the card what data

cannot be read when using a particular interface.

One concern in terms of data protection is that when using a contactless interface,

one cannot, for example, read what the cardholder's name is that is personalized onto the

card for use when they are performing a contact transaction. Normally, it is undesirable

for such information to be available via the contactless interface. However, there can

often be less of a need for restrictions, in terms of security concerns, why data could not

be accessible via the contact interface.



As such, rather than specifically identifying a set of data that is exclusively for the

contact interface and a set of data that is exclusively for the contactless interface, the

techniques detailed herein enable one to define a set of data that cannot be used on a

particular interface, while still facilitating data to be read from the other interface.

Therefore, one or more embodiments of the invention enable personalization of a card so

that its contactless interface is fully disabled during shipping of the card through the mail,

while also providing instructions necessary to instruct the card that when using the

contactless interface in the lifecycle of the card, certain data records cannot be read from

the card (such as, for example, the record that contains the cardholder name).

Consequently, one or more embodiments of the invention allow for contactless

data to be read when using the contact interface, so that via use of the contact interface

one can verify that the data for the contactless interface was correctly personalized (that

is, the set of data that will be used for contactless interface transactions is correct and

accurate).

In one or more embodiments of the invention, there are two sets of data (one for

the contact interface and one for the contactless interface) that are, in many cases, almost

duplicates of one another, and the appropriate set of data to return to a terminal is defined

in a data item that is referred to herein as the application file locator (AFL), as defined in

the EMV specifications. The AFL instructs a terminal what data to read for a particular

transaction. For example, when a transaction is performed on the contact interface, an

AFL will be returned that specifies the records containing the data to use in performing

that transaction. Similarly, an AFL with different values indicating the records

containing the data that is appropriate to use on the contactless interface is returned when

a transaction is performed on the contactless interface. And further, under normal

circumstances, the terminal would only read or be able to read that some or all (for

example, as specified) data during that transaction.

The AFL that is returned by the card instructs the terminal which of the records to

read during the course of a transaction, and where the records, for which the data is

required to perform the transaction, can be found. Each of those records can contain one

or more different data items such as the cardholder name, account number, etc. Thus,

one can devise which piece of data to put in which record, as well as define the AFL,



which indicates the appropriate records to use for each interface. One or more

embodiments of the invention, however, can include read record filters that can, rather

than letting the AFL determine what records can be read, define on a per interface basis

what records cannot be read and are to be withheld by the card.

By way of illustration, in a typical application, there would be one record on the

card that contained a sensitive data item (such as, for example, the cardholder name) and

would be used during a contact transaction. That might, merely by way of illustration, be

stored in file #3, record #2. As such, the read record filter on the contact interface could

include a blank list. That is, there would be nothing restricted in terms of what could be

read using the contact interface. The read record filter for the contactless interface would

include the identity of that record, file #3, record #2, to indicate that particular record can

never be read using the contactless interface.

As noted, one or more embodiments of the invention enable the specification, on

an interface basis, of certain data as not accessible. As such, a card can be configured

such that it can be personalized at a bureau with a set of data for each interface, with the

contactless interface disabled temporarily while it is shipped in the mail, while still

enabling the bureau, using the contact interface, to read all of the data for quality control

purposes.

As such, one or more embodiments of the invention include implementing a read

record filter for each interface that limits the data that can be read over this interface.

Each read record filter can be, for example, coded similar to an AFL, that is, as a

combination of short file identifiers (SFIs) and record numbers. An SFI is a data element

used to uniquely identify a file of records and a record number is a data element used to

uniquely identify an individual record within a file. The list of SFIs and the record

numbers that make up each read record filter specify which records cannot be read

through a read record command.

Two separate read record filters can be used, one per each interface. In one or

more embodiments of the invention, the contact read record filter can be personalized, for

example, to any value required by the issuer, and can also be formatted to "pass

everything" to allow the reading of the contact as well as the contactless data through the

contact interface. This allows for the checking of personalization of the contactless data



(that is, performing a quality control function), even if the contactless interface is

disabled.

The contactless read record filter can, for example, contain the SFI and the record

number containing the cardholder name. In other words, that data could only be read

over the contact interface. By including this data element in the read record filter, it

cannot be read over the contactless interface. As such, the techniques described herein

enable issuers and personalization bureaus to ensure quality control of the personalization

of the contactless interface without having to enable the contactless interface (and hence

change the state of the card).

By way of example and not limitation, to allow some contactless data to be read

over the contact interface (while the contactless interface is disabled), the GET DATA

command as defined in the EMV specifications can be provided on the contract interface

to enable reading of both the contact and contactless AFL. Further, the READ RECORD

command as defined in the EMV specifications can be provided on the contact interface

to enable reading of all of the files and records that are not listed in the read record filter.

An attempt to read a combination (file, record) that is listed in the filter would, for

example, result in an error. When the contact instance of the read record filter is empty,

then the contact READ RECORD can read all of the records included in the contact and

contactless AFL.

In one or more embodiments of the invention, the read record filters can remain in

effect on the card in perpetuity. The read record filters explicitly disable the access to

information that should not be accessible, for example, via the contactless interface (such

as, for instance, the cardholder name), and such can remain the case throughout the card's

lifetime if desired. Additionally, in one or more embodiments of the invention, the read

record filters can be customized and set to an issuer's requirements (for example, by a

bureau or by the issuer using the EMV specified issuer script commands once the card is

in use).

FIG. 4 depicts typical EMV card application behavior with the contactless

interface disabled. By way of illustration, FIG. 4 depicts an EMV payment device 402,

which includes a contact interface 406 (which receives a read record C-APDU from the

chip card device) and a contactless interface 408 (which might be sent any C-APDU from



the chip card device). Device 402 also includes a payment application 404 (that is,

software code), which includes a contact interface specific data component 410 (which

itself includes a contact AFL component 416), a contactless interface specific data

component 412 (which itself includes a contactless AFL component 418), and a common

data component 414. As depicted in FIG. 4, the C-APDU for a record in the contact AFL

component is allowed from the contact interface, while the C-APDU for a record not in

the contact AFL (for example, a record in the contactless interface specific data

component 412) is rejected. Additionally, the C-APDU from the contactless interface

does not pass through.

FIG. 5 depicts typical EMV card application behavior with the contactless

interface disabled (while the card is in the mail). By way of illustration, FIG. 5 depicts

communications between a contact terminal 502 and a card 504, as well as between a

contactless terminal 506 and the card 504.

The communication steps illustrated in FIG. 5 between the contact terminal 502

and card 504 illustrate the terminal successfully performing the initial steps of a normal

EMV payment transaction including exchanging the Select, Get Processing Options, and

Read Record commands (C-APDUs) and responses (R-APDUs). FIG. 5 also depicts that

if an attempt was made by the terminal to read data that was not intended to be used over

the contact interface (that is, not listed in the AFL (contact)), then it would be rejected

with an error (SW1SW2='NOK'). Additionally, the communication steps illustrated in

FIG. 5 between the contactless terminal 506 and card 504 illustrate the attempt of a

similar transaction failing with an error (SW1SW2='NOK') as the card's contactless

interface has been disabled.

FIG. 6 depicts typical EMV card application behavior with the contactless

interface enabled. By way of illustration, FIG. 6 depicts an EMV payment device 606,

which includes a contact interface 602 (which receives a read record C-APDU from the

chip card device) and a contactless interface 604 (which receives a read record C-APDU

from the chip card device). Device 606 also includes a payment application 608, which

includes a contact interface specific data component 610 (which itself includes a contact

AFL component 616), a contactless interface specific data component 612 (which itself

includes a contactless AFL component 618), and a common data component 614. As



depicted in FIG. 6, the C-APDU for a record in the contact AFL component is allowed

from the contact interface, while the C-APDU from the contact interface for a record not

in the contact AFL is rejected. Additionally, the C-APDU for a record in the contactless

AFL is allowed from the contactless interface, while the C-APDU from the contactless

interface for a record not in the contactless AFL is rejected.

FIG. 7 depicts typical EMV card application behavior with the contactless

interface enabled (normal in use scenario). By way of illustration, FIG. 7 depicts

communications between a contact terminal 702 and a card 704, as well as between a

contactless terminal 706 and the card 704.

The communication steps illustrated in FIG. 7 between the contact terminal 702

and card 704 illustrate the terminal successfully performing the initial steps of a normal

EMV payment transaction including exchanging the Select, Get Processing Options, and

Read Record commands (C-APDUs) and responses (R-APDUs). FIG. 7 also illustrates

that if an attempt was made by the terminal to read data that was not intended to be used

over the contact interface (that is, not listed in the AFL (contact)), then it would be

rejected with an error (SW1SW2='NOK'). The communication steps illustrated in FIG.

7 between the contactless terminal 706 and card 704 depict the same behavior but this

time with an error occurring (SW1SW2='NOK') if the contactless terminal attempts to

read data that was not intended to be used over the contactless interface (that is, not listed

in the AFL (contactless)).

FIG. 8 depicts a flow diagram illustrating typical EMV card application behavior.

Step 802 includes receiving a read record command. Step 804 includes determining if

the P1-P2 parameters, which encode the SFI and record number being requested, are

correctly formatted. Specifically, the record number in Pl must not be OO' and the last

three bits of the P2 parameter must have the binary value '100', indicating that Pl does

include a record number. If no, then an error is generated in step 806. If yes, then one

proceeds to step 808 to determine if the file identified by the short file identifier (SFI)

specified in the P2 parameter is supported (that is, exists). If no, then an error is

generated in step 810. If yes, then one proceeds to step 812 to determine if the record

specified by the P l parameter exists. If no, then an error is generated in step 814. If yes,

then one proceeds step 816 to identify the active interface. If the contact interface is in



use, then one proceeds to step 818 to determine if the record is in the contact AFL. If no,

then an error is generated in step 826. If yes, then the record and an indication of success

are returned in step 820. If the contactless interface is in use, then one proceeds to step

822 to determine if the record is in the contactless AFL. If no, then an error is generated

in step 826. If yes, then the record and an indication of success are generated in step 824.

FIG. 9 depicts EMV card application behavior with the contactless interface

disabled, according to aspects of the invention. By way of illustration, FIG. 9 depicts a

payment device 902, which includes a contact interface 906 (which receives a read record

C-APDU from the chip card device) and a contactless interface 908 (which might be sent

any C-APDU from the chip card device). Device 902 also includes a payment

application 904, which includes a contact interface specific data component 910 (which

itself includes a contact AFL component 912 and a contact read record filter 914), a

contactless interface specific data component 916 (which itself includes a contactless

AFL component 918 and a contactless read record filter 920), and a common data

component 922.

As depicted in FIG. 9, the C-APDU for a contact interface specific record that is

not in the contact read record filter is allowed from the contact interface, as is the C-

APDU for a contactless interface specific record that is not in the contact read record

filter, while the C-APDU for a record in the contactless read record filter is rejected.

Additionally, no C-APDU from the contactless interface will pass through (that is, they

will be rejected).

FIG. 10 depicts EMV card application behavior with the contactless interface

disabled (while the card is in the mail), according to aspects of the invention. By way of

illustration, FIG. 10 depicts communications between a contact terminal 1002 and a card

1004, as well as between a contactless terminal 1006 and the card 1004.

The communication steps illustrated in FIG. 10 between the contact terminal 1002

and card 1004 illustrate the terminal successfully performing the initial steps of a normal

EMV payment transaction including exchanging the Select, Get Processing Options, and

Read Record commands (C-APDUs) and responses (R-APDUs). FIG. 10 also depicts

that if an attempt was made by the terminal to read data that was specifically not allowed

to be used over the contact interface (listed in the Read Record Filter (contact)), then it



would be rejected with an error (SW1SW2='NOK'). The communication steps

illustrated in FIG. 10 between the contactless terminal 1006 and card 1004 illustrate the

attempt of a similar transaction failing with an error (SW1SW2='NOK'), as the card's

contactless interface has been disabled.

FIG. 11 depicts EMV card application behavior with the contactless interface

disabled (bureau quality control check scenario), according to aspects of the invention.

By way of illustration, FIG. 11 depicts communications between a contact terminal 1102

and a card 1104, as well as between a contactless terminal 1106 and the card 1104. The

communication steps illustrated in FIG. 11 show the contact terminal 1102 selecting the

payment application with a Select command, obtaining the AFL identifying the records

used during a contact transaction by issuing a Get Data command, reading these records

using the Read Record command, then obtaining the AFL identifying the records used

during a contactless transaction by issuing a Get Data command and reading these

records using the Read Record command. FIG. 11 also depicts that if an attempt was

made to read any record included in the Read Record Filter (contact), then it would be

rejected with an error (SW1SW2='NOK'), but that no such records would typically be

included. Again, commands via the contactless interface are not accepted.

FIG. 12 depicts EMV card application behavior once the contactless interface is

enabled, according to aspects of the invention. By way of illustration, FIG. 12 depicts a

payment device 1202, which includes a contact interface 1206 (which receives a read

record C-APDU from the chip card device) and a contactless interface 1208 (which could

be sent any C-APDU from the chip card device). Device 1202 also includes a payment

application 1204, which includes a contact interface specific data component 1210

(which itself includes a contact AFL component 1212 and a contact read record filter

1214), a contactless interface specific data component 1216 (which itself includes a

contactless AFL component 1218 and a contactless read record filter 1220), and a

common data component 1222.

As depicted in FIG. 12, the C-APDU for a contact interface specific record that is

not in the contact read record filter is allowed from the contact interface, as is the C-

APDU for a contactless interface specific record that is not in the contact read record

filter, while the C-APDU for any record in the contact read record filter is rejected.



Additionally, from the contactless interface, the C-APDU for a contactless interface

specific record that is not in the contactless read record filter is allowed, as is the C-

APDU for a contact interface specific record not in the contactless read record filter,

while the C-APDU for any record in the contactless read record filter is rejected.

FIG. 13 depicts EMV card application behavior once the contactless interface is

enabled (normal in use scenario), according to aspects of the invention. By way of

illustration, FIG. 13 depicts communications between a contact terminal 1302 and a card

1304, as well as between a contactless terminal 1306 and the card 1304.

The communication steps illustrated in FIG. 13 between the contact terminal 1302

and card 1304 illustrate the terminal successfully performing the initial steps of a normal

EMV payment transaction including exchanging the Select, Get Processing Options, and

Read Record commands (C-APDUs) and responses (R-APDUs). FIG. 13 also shows that

if an attempt was made by the terminal to read data that was not allowed to be accessed

over the contact interface (listed in the Read Record Filter (contact)), then it would be

rejected with an error (SW1SW2='NOK'). The communication steps illustrated in FIG.

13 between the contactless terminal 1306 and card 1304 depict the same behavior, but

this time with an error occurring (SW1SW2='NOK') if the contactless terminal attempts

to read data that was not allowed to be accessed over the contactless interface (listed in

the Read Record Filter (contactless)). As during normal use, when making payment

transactions, a terminal will only attempt to read the records listed in the AFL for the

interface that is in use. These records would not also be listed in the read record filter for

the interface that is in use.

FIG. 14 depicts a flow diagram illustrating EMV card application behavior,

according to aspects of the invention. Step 1401 includes receiving a read record

command. Step 1402 includes determining if the P1-P2 parameters, which encode the

SFI and record number being requested, are correctly formatted. Specifically, the record

number in P l must not be OO' and the last three bits of the P2 parameter must have the

binary value '100', indicating that P l does include a record number. If no, then an error

is generated in step 1403. If yes, then one proceeds to step 1404 to determine if the file

identified by the short file identifier (SFI) specified in the P2 parameter is supported (that

is, exists). If no, then an error is generated in step 1405. If yes, then one proceeds to step



1406 to determine if the record specified by the Pl parameter exists. If no, then an error

is generated in step 1407. If yes, then one proceeds step 1408 to identify the active

interface. If the contact interface is in use, then one proceeds to step 1409 to determine if

the record is in the contact read record filter. If yes, then an error is generated in step

1413. If no, then the record and an indication of success are returned in step 1410. If the

contactless interface is in use, then one proceeds to step 141 1 to determine if the record is

in the contactless read record filter. If yes, then an error is generated in step 1413. If no,

then the record and an indication of success are returned in step 1412.

FIG. 15 is a flow diagram illustrating techniques for enabling performance of a

quality control function on the contactless interface while the contactless interface is

disabled, according to an embodiment of the invention. Step 1502 includes implementing,

on a dual-interface payment device, one or more security mechanisms, wherein the dual-

interface payment device comprises a first interface and a second interface. The security

mechanisms can include, for example, one or more read record filters. Also, by way of

example, the first interface can include a contact interface and the second interface can

include a contactless interface.

Read record filters can be coded as a combination of zero or more short file

identifiers (SFIs) and zero or more record numbers. Also, the combination of SFIs and

record numbers specify records (zero or more) that cannot be read through a read record

command. Further, in one or more embodiments of the invention, a separate security

mechanism (for example, read record filter) is used for each interface.

Additionally, each read record filter provides a set of instructions to the dual-

interface payment device that identifies to the dual-interface payment device specific data

that cannot be read when using a particular interface. By way of example, when using a

contactless interface, one cannot read what the cardholder's name is that is personalized

onto the card for use when they are performing a contact transaction. Also, in one or

more embodiments of the invention, a security mechanism (for instance, a read record

filter) for a first (for example, contact) interface can be personalized to a value required

by an issuer as well as formatted to allow reading of, through the first (for example,

contact) interface, all data corresponding to the first interface as well as all data

corresponding to the second (for example, contactless) interface.



Further, a read record filter for a second (for example, contactless) interface can

contain one or more short file identifiers and one or more record numbers identifying

records which contain data restricted to the first interface (such as, for example,

cardholder name, loyalty identifier, primary account number, track discretionary data,

etc.). By including this data element in the read record filter, it (that is, for example, the

cardholder name data) cannot be read over the contactless interface. In one or more

embodiments of the invention, a security mechanism (for example, a read record filter)

can remain in effect on the dual-interface payment device in perpetuity, and/or can also

be modified while the dual-interface payment device is in use (for example, disabled,

updated, etc.).

Step 1504 includes using the one or more security mechanisms to prevent a subset

of data (for example, a portion thereof, the entirety thereof, etc.) corresponding to the first

interface from being read using the second interface while allowing data corresponding to

the second interface to be read using the first interface. Using the one or more security

mechanisms to prevent a subset of data corresponding to the first interface from being

read using the second interface while allowing data corresponding to the second interface

to be read using the first interface can include providing (for example, via the payment

application) a command to the first interface to enable reading of application file locators

from both the first and second interface Also, using the security mechanisms to prevent a

subset of data corresponding to the first interface from being read using the second

interface while allowing data corresponding to the second interface to be read using the

first interface can include providing a read record command to the first interface to enable

reading of all of files and records that are not listed in a read record filter. As such, one

or more embodiments of the invention include enabling the first interface to read all

records included in an application file locator for the first interface and an application file

locator for the second interface when an instance of a read record filter corresponding to

the first interface is empty.

Additionally, using the security mechanisms to prevent a subset of data

corresponding to the first interface from being read using the second interface, while

allowing data corresponding to the second interface to be read using the first interface,



can include preventing reading of all of files and records that are listed in a read record

filter.

Step 1506 includes personalizing the dual-interface payment device and the one

or more security mechanisms according to one or more requirements of an issuer of the

dual-interface payment device. Personalizing the dual-interface payment device and the

security mechanisms according to one or more requirements of an issuer of the dual-

interface payment device can be performed, for example, by a personalization bureau (or

similar agent).

The techniques depicted in FIG. 15 can also include performing a quality control

function on the second interface, via the first interface, to verify that data corresponding

to the second interface is correct (for example, while the second interface is disabled).

In another aspect, one or more processors of a payment device as described above

carry out or otherwise facilitate any one, some or all of the method steps described above.

FIG. 16 is a diagram illustrating plurality of issuers 1602 connected to a plurality

of card production centers 1604 (for example, bureaux) sending cards via the mail 1606

to a plurality of cardholder homes 1608. By way of illustration, FIG. 16 depicts, as

detailed herein, one or more embodiments of the invention that can include enabling the

specification, on an interface basis, of certain data on a card as not accessible. As

depicted in FIG. 16, a card can be configured (to comply with issuer requirements) such

that it can be personalized at a card production center or bureau with a set of data for each

interface, with the contactless interface disabled temporarily while it is shipped in the

mail to a cardholder home, while still enabling a bureau, using the contact interface, to

read all of the data for quality control purposes.

System and Article of Manufacture Details

Embodiments of the invention can employ hardware and/or hardware and

software aspects. Software includes but is not limited to firmware, resident software,

microcode, etc. Software might be employed, for example, in connection with one or

more of a terminal 122, 124, 125, 126, a reader 132, a host, server, and/or processing

center 140, 142, 144 (optionally with data warehouse 154) of a merchant, issuer, acquirer,

processor, or operator of a network 2008 operating according to a payment system



standard (and/or specification), and the like. Firmware might be employed, for example,

in connection with payment devices such as cards 102, 112, 1302 and mobile telephone

1420.

FIG. 17 is a block diagram of a system 1701 that can implement part or all of one

or more aspects or processes of the invention. As shown in FIG. 17, memory 1704

configures the processor 1703 (which could correspond, for example, to processor

portions 106, 116, 130, 1306, 1460; a processor of a reader 132; processors of remote

hosts in centers 140, 142, 144; processors of hosts and/or servers implementing various

functionality, and the like) to implement one or more aspects of the methods, steps, and

functions disclosed herein (collectively, shown as process 1705 in FIG. 17). Different

method steps can be performed by different processors. The memory 1704 could be

distributed or local and the processor 1703 could be distributed or singular. The memory

1704 could be implemented as an electrical, magnetic or optical memory, or any

combination of these or other types of storage devices (including memory portions as

described above with respect to cards 102, 112, 1302). It should be noted that if

distributed processors are employed, each distributed processor that makes up processor

1703 generally contains its own addressable memory space. It should also be noted that

some or all of computer system 1701 can be incorporated into an application-specific or

general-use integrated circuit. For example, one or more method steps could be

implemented in hardware in an ASIC rather than using firmware. Display 1702 is

representative of a variety of possible input/output devices.

As is known in the art, part or all of one or more aspects of the methods and

apparatus discussed herein may be distributed as an article of manufacture that itself

comprises a tangible computer readable recordable storage medium having computer

readable code means embodied thereon. The computer readable program code means is

operable, in conjunction with a computer system, to carry out all or some of the steps to

perform the methods or create the apparatuses discussed herein. A computer-usable

medium may, in general, be a recordable medium (for example, floppy disks, hard drives,

compact disks, EEPROMs, or memory cards) or may be a transmission medium (for

example, a network comprising fiber-optics, the world- wide web, cables, or a wireless

channel using time-division multiple access, code-division multiple access, or other



radio-frequency channel). Any medium known or developed that can store information

suitable for use with a computer system may be used. The computer-readable code

means is any mechanism for allowing a computer to read instructions and data, such as

magnetic variations on a magnetic medium or height variations on the surface of a

compact disk. The medium can be distributed on multiple physical devices (or over

multiple networks). For example, one device could be a physical memory media

associated with a terminal and another device could be a physical memory media

associated with a processing center. As used herein, a tangible computer-readable

recordable storage medium is intended to encompass a recordable medium, examples of

which are set forth above, but is not intended to encompass a transmission medium or

disembodied signal.

The computer systems and servers described herein each contain a memory that

will configure associated processors to implement the methods, steps, and functions

disclosed herein. Such methods, steps, and functions can be carried out, by way of

example and not limitation, by processing capability on elements 122, 124, 126, 140,

142, 144, 130, 132, 2004, 2006, 2008, 2010, or by any combination of the foregoing.

The memories could be distributed or local and the processors could be distributed or

singular. The memories could be implemented as an electrical, magnetic or optical

memory, or any combination of these or other types of storage devices. Moreover, the

term "memory" should be construed broadly enough to encompass any information able

to be read from or written to an address in the addressable space accessed by an

associated processor. With this definition, information on a network is still within a

memory because the associated processor can retrieve the information from the network.

Thus, elements of one or more embodiments of the invention, such as, for

example, 122, 124, 126, 140, 142, 144, 130, 132, 2004, 2006, 2008, 2010, can make use

of computer technology with appropriate instructions to implement method steps

described herein. Some aspects can be implemented, for example, using one or more

servers which include a memory and at least one processor coupled to the memory. The

memory could load appropriate software. The processor can be operative to perform one

or more method steps described herein or otherwise facilitate their performance.



Accordingly, it will be appreciated that one or more embodiments of the invention

can include a computer program comprising computer program code means adapted to

perform one or all of the steps of any methods or claims set forth herein when such

program is run on a computer, and that such program may be embodied on a computer

readable medium. Further, one or more embodiments of the present invention can

include a computer comprising code adapted to cause the computer to carry out one or

more steps of methods or claims set forth herein, together with one or more apparatus

elements or features as depicted and described herein.

As used herein, including the claims, a "server" includes a physical data

processing system (for example, system 1701 as shown in FIG. 17) running a server

program. It will be understood that such a physical server may or may not include a

display, keyboard, or other input/output components. A "host" includes a physical data

processing system (for example, system 1701 as shown in FIG. 17) running an

appropriate program.

Furthermore, it should be noted that any of the methods described herein can

include an additional step of providing a system comprising distinct software modules

embodied on one or more tangible computer readable storage media. All the modules (or

any subset thereof) can be on the same medium, or each can be on a different medium,

for example. The modules can include any or all of the components shown in the figures.

In one or more embodiments, the modules include a payment application module with a

contact interface and a contactless interface that can incorporate, by way of example and

not limitation, contact interface specific data, a contact AFL, a contact read record filter,

contactless interface specific data, a contactless AFL, a contactless read record filter and

common data. The module(s) can run, for example on one or more hardware processors.

The method steps can then be carried out using the distinct software modules of

the system, as described above, executing on the one or more hardware processors.

Further, a computer program product can include a tangible computer-readable

recordable storage medium with code adapted to be executed to carry out one or more

method steps described herein, including the provision of the system with the distinct

software modules.



Computers discussed herein can be interconnected, for example, by one or more

of network 138, 2008, another virtual private network (VPN), the Internet, a local area

and/or wide area network (LAN (for example, LAN 663) and/or WAN), via an EDI layer,

and so on. The computers can be programmed, for example, in compiled, interpreted,

object-oriented, assembly, and/or machine languages, for example, one or more of C,

C++, Java, Visual Basic, and the like (an exemplary and non-limiting list), and can also

make use of, for example, Extensible Markup Language (XML), known application

programs such as relational database applications, spreadsheets, and the like. The

computers can be programmed to implement the logic depicted in the flow charts and

other figures.

Although illustrative embodiments of the present invention have been described

herein with reference to the accompanying drawings, it is to be understood that the

invention is not limited to those precise embodiments, and that various other changes and

modifications may be made by one skilled in the art without departing from the scope or

spirit of the invention.



Claims

What is claimed is:

1. A method comprising the steps of:

implementing, on a dual-interface payment device, one or more security

mechanisms, wherein the dual-interface payment device comprises a first interface and a

second interface;

using the one or more security mechanisms to prevent a subset of data

corresponding to the first interface from being read using the second interface while

allowing data corresponding to the second interface to be read using the first interface;

and

personalizing the dual-interface payment device and the one or more

security mechanisms according to one or more requirements of an issuer of the dual-

interface payment device.

2. The method of claim 1, wherein the one or more security mechanisms comprise

one or more read record filters.

3. The method of claim 1, wherein the first interface comprises a contact interface

and the second interface comprises a contactless interface.

4. The method of claim 1, wherein personalizing the dual-interface payment device

and the one or more security mechanisms according to one or more requirements of an

issuer of the dual-interface payment device is performed by a personalization bureau.

5. The method of claim 1, further comprising performing a quality control function

on the second interface, via the first interface, to verify that data corresponding to the

second interface is correct.

6. The method of claim 5, wherein performing a quality control function on the

second interface, via the first interface, to verify that data corresponding to the second



interface is correct comprises performing a quality control function on the second

interface, via the first interface, while the second interface is disabled.

7 . The method of claim 1, wherein each of the one or more security mechanisms is

coded as a combination of zero or more short file identifiers and zero or more record

numbers.

8. The method of claim 7, wherein the combination of zero or more short file

identifiers and zero or more record numbers specify zero or more records that cannot be

read through a read record command.

9. The method of claim 1, wherein a separate security mechanism is used for each

interface.

10. The method of claim 1, wherein each of the one or more security mechanisms

provides a set of instructions to the dual-interface payment device that identifies to the

dual-interface payment device specific data that cannot be read when using a particular

interface.

11. The method of claim 1, wherein a security mechanism for a first interface is

formatted to allow reading of, through the first interface, all data corresponding to the

first interface as well as all data corresponding to the second interface.

12. The method of claim 1, wherein a security mechanism for a second interface

contains one or more short file identifiers and one or more record numbers identifying

one or more records which contain data restricted to the first interface.

13. The method of claim 1, wherein one or more of the one or more security

mechanisms can remain in effect on the dual-interface payment device in perpetuity.



14. The method of claim 1, wherein one or more of the one or more security

mechanisms can be modified while the dual-interface payment device is in use.

15. The method of claim 1, wherein using the one or more security mechanisms to

prevent a subset of data corresponding to the first interface from being read using the

second interface while allowing data corresponding to the second interface to be read

using the first interface comprises providing a command to the first interface to enable

reading of application file locators from both the first and second interface.

16. The method of claim 1, wherein using the one or more security mechanisms to

prevent a subset of data corresponding to the first interface from being read using the

second interface while allowing data corresponding to the second interface to be read

using the first interface comprises providing a read record command to the first interface

to enable reading of all of files and records that are not listed in a read record filter.

17. The method of claim 16, further comprising enabling the first interface to read all

records included in an application file locator for the first interface and an application file

locator for the second interface when an instance of a read record filter corresponding to

the first interface is empty.

18. The method of claim 1, wherein using the one or more security mechanisms to

prevent a subset of data corresponding to the first interface from being read using the

second interface while allowing data corresponding to the second interface to be read

using the first interface comprises preventing reading of all of files and records that are

listed in a read record filter.

19. An apparatus comprising:

means for implementing, on a dual-interface payment device, one or more

security mechanisms, wherein the dual-interface payment device comprises a first

interface and a second interface;



means for using the one or more security mechanisms to prevent a subset

of data corresponding to the first interface from being read using the second interface

while allowing data corresponding to the second interface to be read using the first

interface; and

means for personalizing the dual-interface payment device and the one or

more security mechanisms according to one or more requirements of an issuer of the

dual-interface payment device.

20. A payment device comprising:

a payment device memory; and

at least one payment device processor coupled to the payment device

memory, the at least one payment device processor being operative to:

implement one or more security mechanisms to one or more

interfaces of the payment device, wherein the one or more interfaces comprise a first

interface and a second interface; and

use the one or more security mechanisms to prevent a subset of

data corresponding to the first interface from being read using the second interface while

allowing data corresponding to the second interface to be read using the first interface.

21. The payment device of claim 20, wherein the one or more security mechanisms

comprise one or more read record filters.

22. The payment device of claim 20, wherein the first interface comprises a contact

interface and the second interface comprises a contactless interface.

23. The payment device of claim 20, wherein the at least one payment device

processor being operative to personalize the dual-interface payment device and the one or

more security mechanisms according to one or more requirements of an issuer of the

dual-interface payment device.



24. The payment device of claim 20, wherein the at least one payment device

processor being operative to facilitate performing a quality control function on the second

interface, via the first interface, to verify that data corresponding to the second interface

is correct.

25. The payment device of claim 24, wherein the at least one payment device

processor operative to facilitate performing a quality control function on the second

interface, via the first interface, to verify that data corresponding to the second interface

is correct is further operative to facilitate performing a quality control function on the

second interface, via the first interface, while the second interface is disabled.

26. The payment device of claim 20, wherein each of the one or more read record

filters is coded as a combination of zero or more short file identifiers and zero or more

record numbers.

27. The payment device of claim 26, wherein the combination of zero or more short

file identifiers and zero or more record numbers specify zero or more records that cannot

be read through a read record command.

28. The payment device of claim 20, wherein a separate security mechanism is

implemented onto each interface.

29. The payment device of claim 20, wherein each of the one or more security

mechanisms provides a set of instructions to the dual-interface payment device that

identifies to the dual-interface payment device specific data that cannot be read when

using a particular interface.

30. The payment device of claim 20, wherein a security mechanism for a first

interface is formatted to allow reading of, through the first interface, all data

corresponding to the first interface as well as all data corresponding to the second

interface.



31. The payment device of claim 20, wherein a security mechanism for a second

interface contains one or more short file identifiers and one or more record numbers

identifying one or more records which contain data restricted to the first interface.

32. The payment device of claim 20, wherein one or more of the one or more security

mechanisms can remain in effect on the payment device in perpetuity.

33. The payment device of claim 20, wherein one or more of the one or more security

mechanisms are temporary features of the payment device.

34. The payment device of claim 20, wherein the at least one payment device

processor operative to use the one or more security mechanisms to prevent a subset of

data corresponding to the first interface from being read using the second interface while

allowing data corresponding to the second interface to be read using the first interface is

further operative to provide a command to the first interface to enable reading of

application file locators from both the first and second interface.

35. The payment device of claim 20, wherein the at least one payment device

processor operative to use the one or more security mechanisms to prevent a subset of

data corresponding to the first interface from being read using the second interface while

allowing data corresponding to the second interface to be read using the first interface is

further operative to provide a read record command to the first interface to enable reading

of all of files and records that are not listed in a read record filter.

36. The payment device of claim 35, wherein the at least one payment device

processor is further operative to enable the first interface to read all records included in

an application file locator for the first interface and an application file locator for the

second interface when an instance of a read record filter corresponding to the first

interface is empty.



37. The payment device of claim 20, wherein the at least one payment device

processor operative to use the one or more security mechanisms to prevent a subset of

data corresponding to the first interface from being read using the second interface while

allowing data corresponding to the second interface to be read using the first interface is

further operative to prevent reading of all of files and records that are listed in a read

record filter.
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