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TITLE: METHOD AND SYSTEM FOR FAST SETUP OF
GROUP VOICE OVER IP COMMUNICATIONS

CROSS REFERENCES TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. Provisional Application
60/490,358, filed on July 24, 2003, the contents of which are incorporated by

reference.

FIELD OF THE INVENTION

[0002] This invention relates to voice and data communications. More
specifically, it relates to a method and system for fast setup of group voice over

Internet Protocol communications.

BACKGROUND OF THE INVENTION

[0003] Voice delivered using the Internet Protocol (IP), or Voice over IP
(VoIP) is a set of facilities for managing the delivery of voice information using IP
packets. In general, this VoIP is used to send voice (and video) information in digital
form in discrete data packets (i.e., IP packets) over data networks rather than using
traditional circuit-switched protocols used on the public switched telephone network
(PSTN). VolIP is used on both wireless and wired data networks.

[0004] There are many problems associated with using VoIP. One problem is
that existing VoIP protocols (e.g., H.323, H.324, SIP, etc.) typically require a
sequence of messages (exchanging capabilities, checking availability, registering
with servers, etc.) before voice communications can begin — thus requiring rather
large call setup times. These protocols were pﬁrﬁarily designed to simulate single
user PSTN connections between a network endpoint and either another network end

point or a PSTN endpoint.

[0005] Another problem is that communicating with multiple user’s
simultaneously (i.e., N-way conferencing) using VoIP typically requires additional
messaging, additional infrastructure components and a separate IP session with each
user. If the number of user’s to communicate with is large, the call setup time and

bandwidth utilization can quickly become unmanageable.
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[0006] Another problem is that Traditional Land Mobile Radio systems (e.g.,
EDACS, Astra, LMR, etc.) provide fast setup half-duplex conferencing voice
communications (i.e., group calls) through a proprietary wireless voice
communications system. These systems are traditionally circuit switched and design
for wide area coverage. See e.g., U.S. Patent No. 6,330,224, entitled “System for
digital radio communication between a wireless lan and a PBX,” that issued to
Swartz et al. These systems are expensive and not conducive to many enterprise

environments and not easily usable for VoIP N-way conference calls.

[0007] Thus it is desirable to quickly and efficiently set-up N-way conference
calls using VolIP.

2-
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SUMMARY OF THE INVENTION

[0008] In accordance with preferred embodiments of the present invention, some
of the problems associated with using VoIP to create group calls or group conference
calls are overcome. A method and system for fast setup of group voice over Internet
Protocol communications is presented.

[0009]  The method and system may provide a lower VoIP signaling overhead
and a faster setup-time of group calls such as N-way conference calls. Multi-party
VoIP connections are quickly set-up over one or more virtual communications
channels established between plural network devices using a session layer
application, one or more group transport layer ports and a broadcast destination
network address.

[0010] The foregoing and other features and advantages of preferred
embodiments of the present invention will be more readily apparent from the
following detailed description. The detailed description proceeds with references to

the accompanying drawings.

3.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Preferred embodiments of the invention are described with reference to

the following drawings, wherein:

[0012] FIG. 1 is a block diagram illustrating an exemplary communications
system,;

[0013] FIG. 2 is a block diagram illustrating a layered protocol stack;
[0014] FIG. 3 is a flow diagram illustrating a method for providing multi-

party connections over a communications network;

[0015] FIG. 4 is a block diagram illustrating a Group Dispatch Session

application data message layout;

[0016] FIG. 5 is a flow diagram illustrating a method for providing multi-

party connections over a communications network over a single virtual channel;

[0017] FIG. 6 is a data flow diagram illustrating a data flow for the method of
FIG. 5, '
[0018] FIGS. 7A and 7B are a flow diagram illustrating a method for

providing multi-party connections over a communications network over dual virtual

channels; and

[0019] FIG. 8 is data flow diagram illustrating a data flow for the method of
FIG. 7.
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DETAILED DESCRIPTION OF THE INVENTION

[0020] FIG. 1 is a block diagram illustrating an exemplary communications
system 10. The exemplary communications system 10 includes plural network
devices 12, 14, 16 (three of which are illustrated). The plural network devices 12,
14, 16 include, but are not limited to, multimedia capable computers, facsimile
machines, mobile phones, non-mobile phones, Internet phones, Internet appliances,
personal digital/data assistants (“PDA”), two-way pagers and other types of network
devices. The plural network devices 12, 14, 16 include one or more of a wired
interface and/or a wireless interface used to connect to a communications network 18

to provide voice, video and data communications.

[0021] The communications system 10 further includes a communications
network 18. The communications network 18 includes, but is not limited to, the
Internet, an intranet, a wired Local Area Network (LAN), a wireless LAN (WiLAN),
a Wide Area Network (WAN), a Metropolitan Area Network (MAN), Public
Switched Telephone Network (PSTN) and other types of communications networks
18 providing voice, video and data communications.

[0022] The communications network 18 may include one or more gateways,
routers, or bridges. As is known in the art, a gateway connects computer networks
using different network protocols and/or operating at different transmission
capacities. A router receives transmitted messages and forwards them to their correct
destinations over the most efficient available route. A bridge is a device that connects
networks using the same communications protocols so that information can be
passed from one network device to another.

[0023] The communications network 18 may also include one or more servers or
access points (AP) including wired and wireless access points (WAP) (not
illustrated).

[0024] The communications network 18 includes data networks using the

Transmission Control Protocol (TCP), User Datagram Protocol (UDP), Internet
Protocol (IP) and other data protocols.

5.
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[0025]  The communications network 18 may also include portions of a PSTN or

cable television network that connect the network devices 12, 14, 16 via one or more

twisted pairs of copper wires, coaxial cable, fiber optic cable, other connection media
or other connection interfaces. The PSTN is any public switched telephone network

provided by AT&T, GTE, Sprint, MCI, SBC; Verizon and others.

[0026] Preferred embodiments of the present invention includes network devices
and interfaces that are compliant with all or part of standards proposed by the
Institute of Electrical and Electronic Engineers (IEEE), International
Telecommunications Union-Telecommunication Standardization Sector (ITU),
European Telecommunications Standards Institute (ETSI), Internet Engineering Task
Force (IETF), U.S. National Institute of Security Technology (NIST), American
National Standard Institute (ANSI), Wireless Application Protocol (WAP) Forum,
Data Over Cable Service Interface Specification (DOCSIS) Forum, Bluetooth
Forum, or the ADSL Forum. However, network devices and interfaces based on

other standards could also be used.

[0027] IEEE standards can be found on the World Wide Web at the Universal
Resource Locator (URL) “www.ieee.org.” The ITU, (formerly known as the
CCITT) standards can be found at the URL “www.itu.ch.” ETSI standards can be
found at the URL “www.etsi.org.” IETF standards can be found at the URL
“wwyww.ietf.org.”” The NIST standards can be found at the URL “www.nist.gov.” The
ANSI standards can be found at the URL “www.ansi.org.” The DOCSIS standard
can be found at the URL “www.cablemodem.com.” Bluetooth Forum documents can
be found at the URL “www.bluetooth.com.” WAP Forum documents can be found
at the URL “www.wapforum.org.” ADSL Forum documents can be found at the
URL “www.adsl.com.”

[0028] An operating environment for network devices and interfaces of the
present invention include a processing system with one or more high speed Central
Processing Unit(s) (“CPU”) or other types of processors and a memory. In
accordance with the practices of persons skilled in the art of computer programming,
the present invention is described below with reference to acts and symbolic
representations of operations or instructions that are performed by the processing
system, unless indicated otherwise. Such acts and operations or instructions are

referred to as being “computer-executed,” “CPU executed” or “processor executed.”
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[0029] It will be appreciated that acts and symbolically represented operations or .
instructions include the manipulation of electrical signals by the CPU. An electrical
system represents data bits which cause a resulting transformation or reduction of the
electrical signals, and the maintenance of data bits at memory locations in a memory
system to thereby reconfigure or otherwise alter the CPU's operation, as well as other
processing of signals. The memory locations where data bits are maintained are
physical locations that have particular electrical, magnetic, optical, or organic
properties corresponding to the data bits.

[0030] The data bits may also be maintained on a computer readable medium
including magnetic disks, optical disks, organic memory, and any other volatile (e.g.,
Random Access Memory (“RAM?”)) or non-volatile (e.g., Read-Only Memory
(“ROM”™)) mass storage system readable by the CPU. The computer readable
medium includes cooperating or interconnected computer readable medium, which
exist exclusively on the processing system or be distributed among multiple
interconnected processing systems that may be local or remote to the processing

system.

[0031] As is known in the art, the Open Systems Interconnection (“OSI”)
reference model is a layered architecture that standardizes levels of service and types
of interaction for network devices exchanging information through a
communications network. The OSI reference model separates network device-to-
network device communications into seven protocol layers, or levels, each building-
and relying--upon the standards contained in the levels below it. The OSI reference
model includes from lowest-to-highest, a physical, data-link, network, transport,
session, presentation and application layer. The lowest of the seven layers deals
solely with hardware links; the highest deals with software interactions at the
application-program level.

[0032] In one embodiment of the present invention, the wireless interfaces used
for the plural network devices 12, 14, 16 include but are not limited to, an IEEE
802.11a, 802.11b, 802.11g, 802.11n, “Wireless Fidelity” (“Wi-Fi”), “Worldwide
Interoperability for Microwave Access” (“WiMAX”), ETSI High Performance
Radio Metropolitan Area Network (HIPERMAN), “RF Home” or other wireless

interfaces.

-7-
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[0033] As is known in the art, 802.11b defines a short-range wireless network
interface. The IEEE 802.11b standard defines wireless interfaces that provide up to
11 Mbps wireless data transmission to and from wireless devices over short ranges.
802.11a is an extension of the 802.11b and can deliver speeds up to 54M bps.
802.11g deliver speeds on par with 802.11a. However, other 802.11xx interfaces can
also be used and the present invention is not limited to the 802.11 protocols defined.
The IEEE 802.11a, 802.11b and 802.11g standards are incorporated herein by

reference.

[0034] As is known in the art, Wi-Fi is another type of 802.11xx interface,
whether 802.11b, 802.11a, dual-band, etc. Wi-Fi devices include an RF interfaces
such as 2.4GHz for 802.11b or 802.11g and 5GHz for 802.11a. More information on
Wi-Fi can be found at the URL “www.weca.net.”

[0035] As is known in the art, WiMAX is an industry trade organization formed
by communications component and equipment companies to promote and certify
compatibility and interoperability of broadband wireless access equipment that
conforms to the IEEE 802.16xx and ETSI HIPERMAN. HIPERMAN is the
European standard for MANS.

[0036] The IEEE The 802.16a and 802.16g standards are wireless MAN
technology standard that provides a wireless alternative to cable, DSL and T1/E1 for
last mile broadband access. It is also used as complimentary technology to connect
IEEE 802.11xx hot spots to the Internet.

[0037] The IEEE 802.16a standard for 2-11 GHz is a wireless MAN technology
that provides broadband wireless connectivity to fixed, portable and nomadic
devices. It provides up to 50-kilometers of service area range, allows users to get
broadband connectivity without needing direct line of sight with the base station, and
provides total data rates of up to 280 Mbps per base station, which is enough
bandwidth to simultaneously support hundreds of businesses with T1/E1-type
connectivity and thousands of homes with DSL-type connectivity with a single base
station. The IEEE 802.16g provides up to 100 Mbps.

[0038] The IEEE 802.16¢ standard is an extension to the approved IEEE
802.16/16a/16g standard. The purpose of 802.16e¢ is to add limited mobility to the
current standard which is designed for fixed operation.

-8-
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[0039] The ESTI HIPERMAN standard is an interoperable broadband fixed
wireless access standard for systems operating at radio frequencies between 2 GHz
and 11 GHz.

[0040] The IEEE 802.16a, 802.16¢ and 802.16g standards are incorporated
herein by reference. More information on WiMAX can be found at the URL
“www.wimaxforum.org.” WiMAX can be used to provide a wireless local loop
(WLP).

[0041] The ETSI HIPERMAN standards TR 101 031, TR 101 475, TR 101 493-
1 through TR 101 493-3, TR 101 761-1 through TR 101 761-4, TR 101 762, TR 101
763-1 through TR 101 763-3 and TR 101 957 are incorporated herein by reference.
More information on ETSI standards can be found at the URL “www.etsi.org.”

PROTOCOL STACK

[0042] FIG. 2 is a block diagram illustrating a layered protocol stack 20 for
network devices 12, 14, 16. The layered protocol stack 20 is described with respect
to Internet Protocol suites comprising in general from lowest-to-highest, a link,
network, transport, session and application layer. However, more or fewer layers
could also be used, and different layer designations could also be used for the layers
in the protocol stack 20 (e.g., layering based on the Open Systems Interconnection
("OSI") model including from lowest-to-highest, a physical, data-link, network,

transport, session, presentation and application layer.).

[0043] The plural network devices 12, 14, 16, are connected to the
communications network 18 with Network Interface Card ("NIC") device drivers 22
in a link layer 24 for connecting the network devices to the communications network
18. For example, the NIC device drivers 34 may include a serial port device driver, a
modem device driver, an Ethernet device driver, a wireless interface device driver,
etc. The device drivers interface with the actual hardware being used to connect the
plural network devices to the communications network 18.

[0044] Above the link layer 24 is a network layer 26 (also called the “Internet
Layer”for IP suites). The network layer 26 includes, but is not limited to, an IP
application 28, hereinafter IP 28. As is known in the art, IP 28 is an addressing
protocol designed to route traffic within a network or between networks. IP 28 is

-9-
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described in IETF Request For Comments (RFC)-791, the contents of which are
incorporated herein by reference. However, more fewer or other protocols can also

be used in the network layer 26, and the present invention is not limited to IP 28.

[0045] Above network layer 26 is a transport layer 30. The transport layer 30
includes, but is not limited to, a TCP application 32, a UDP application 34, a Real-
Time Protocol (RTP) application 36 and a (RTCP) application 38. However, more,
fewer or other protocols could also be used in the transport layer 30.

[0046] The TCP application 32, hereinafter TCP 32, provides a connection-
oriented, end-to-end reliable protocol designed to fit into a layered hierarchy of
protocols which support multi-network applications. TCP 32 provides for reliable
inter-process communication between pairs of processes in network devices attached
to distinct but interconnected networks. For more information on TCP 32 see ITEF
RFC-793, the contents of which are incorporated herein by reference.

[0047] The UDP application 34, hereinafter UDP 34, provides a connectionless
mode of communications with datagrams in an interconnected set of computer
networks. UDP 34 provides a transaction oriented datagram protocol, where delivery
and duplicate packet protection are not guaranteed. For more information on UDP 34
see IETF RFC-768, the contents of which incorporated herein by reference. Both
TCP 32 and UDP 34 are not required in protocol stack 20 and TCP 32 or UDP 34

can be used alone without the other.

[0048] The RTP application 36, hereinafter RTP 36, provides a transport
protocol used in delivering real-time data, including audio and video. RTP 36 works
with both unicast (single sender, single recipient) and multicast (single sender,
multiple recipient) services. For more information on RTP 36, see IETF RFC-1889,
and RFC-3350 the contents of which are incorporated by reference.

[0049] The RTCP application 38, hereinafter RTCP 38, provides a control
protocol for the delivery of streamed multimedia data over IP 28 networks. RTCP 38
is designed to deliver real-time, live, or stored audio and video efficiently over a
communications network 18. It can be used either for groups of recipients or for on-
demand delivery to a single recipient. For more information on RCTP 38, see IETF
RFC-3350, the contents of which are incorporated by reference.

-10-
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[0050]  Above the transport layer 30 is a session layer 40 where a Group Dispatch
Session application 42 resides. The Group Dispatch Session application 42 helps

provide fast setup of group Voice over Internet Protocol (VoIP) communications.

[0051]  Above session layer 40 is an application layer 44 where application
programs 46 (e.g., H.323, H.324, etc.) to carry out desired functionality for a network

device reside.

[0052] However, the protocol stack 20 is not limited to the protocol layers
illustrated and more, fewer or other layers and protocols can also be used in protocol
stack 20. In addition, other protocols from the Internet Protocol suites (e.g., Simple
Mail Transfer Protocol, (SMTP), Hyper Text Transfer Protocol (HTTP), File
Transfer Protocol (FTP), Dynamic Host Configuration Protocol (DHCP), Domain
Name System (DNS), etc.), audio coder/decoders (CODEC), video codecs and

protocols from other protocol suites may also be used in protocol stack 20.

[0053] During an audio/video conferencing call or a voice call on network
devices 12, 14, 16, audio information is typically supplied by audio equipment (e.g.,
a handset, microphone/speaker, speaker-phone, etc.) that implements voice
transmission functions and typically include at least one voice codec that sends and
receives packetized voice to capture audio information.

[0054] For example, the audio codecs used in network devices 12, 14, 16 are
compliant ITU-T G.711, G.722, G.723, G.728 and G.729 standards, the contents of
which are incorporated herein by reference. Global System for Mobile
Communications (GSM) codecs can also be used. As is known in the art, GSMis a
digital cellular telephone technology widely used throughout Europe, in Australia,
India, Africa, Asia, and the Middle East, and growing in use in the United States.
The ITU-T GSM codec standards are incorporated herein by reference. However,
other audio codecs could also be used and the present invention is not limited to such

audio codecs.

[0055] During audio/video conference calling, video information is typically
supplied by video equipment (e.g., video cameras, etc.) In one embodiment of the
present invention, Motion Pictures Expert Group (“MPEG-2") codecs are used. As
is known in the art, MPEG is a set of standards for audio and video compression
established by the Joint ISO/IEC Technical Committee on Information Technology.

-11-
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The original MPEG standard for storing and retrieving video and audio information,
was designed for CD-ROM technology.

[0056] As is known in the art, MPEG-1 defines data cell encoding for a medium
bandwidth of up to 1.5 Mbps, two audio channels, and non-interlaced video. MPEG-
2 is an extension of the MPEG-1 standard designed for broadcast television,
including HDTV. MPEG-2 defines a higher bandwidth of up to 40 Mbps, five audio
channels, a wider range of frame sizes, and interlaced video.

[0057] As is known in the art, MPEG-2 in general is defined in the ISO/IEC
Standard JTC1/SC29/WG11, entitled “Coding of Moving Pictures and Audio,”
incorporated herein by reference. MPEG-2 is also defined by the ITU-T H.222.0,
standard entitled “Generic coding of moving pictures and associated audio
information,” the contents of which is incorporated herein by reference. However,
other audio/video and video codecs could also be used and the present invention is
not limited to the MPEG codecs described.

SECURITY AND ENCRYPTION

[0058] Communications over communications network 18 often requires
encryption or other types of security methods to provide secure communications
between one or more or the plural network devices 12, 14, 16 for voice, video and/or
data communications over communications network 18. The plural network devices
12, 14, 16 include one or more of the following security and/or encryption

techniques.

[0059] Wireless Encryption Protocol (“WEP”) (also called “Wired Equivalent
Privacy”) is a security protocol for WiLANs defined in the IEEE 802.11b standard.
WEP is cryptographic privacy method, based on the Rivest Cipher 4 (RC4)

encryption engine, used to provide confidentiality for 802.11b wireless data.

[0060] As is known in the art, RC4 is cipher designed by RSA Data Security,
Inc. of Bedford, Massachusetts, which can accept encryption keys of arbitrary length,
and is essentially a pseudo random number generator with an output of the generator

being XORed with a data stream to produce encrypted data.

-12-



WO 2005/011232 PCT/US2004/023724

[0061] The IEEE 802.11 Working Group is working on a security upgrade for
the 802.11 standard called “802.11i.” This supplemental draft standard is intended
to improve WiLAN security. It describes the encrypted transmission of data between
systems 802.11xx WiLLANG. It also defines new encryption key protocols including
the Temporal Key Integrity Protocol (TKIP). The IEEE 802.11i draft standard,
version 4, completed June 6, 2003, is incorporated herein by reference.

[0062] The 802.111 is based on 802.1x port-based authentication for user and
device authentication. The 802.11i standard includes two main developments: Wi-Fi
Protected Access (“WPA”) and Robust Security Network (“RSN”).

[0063] WPA uses the same RC4 underlying encryption method as WEP.
However, WPA uses TKIP to improve security of keys used with WEP. WPA keys
are derived and rotated more often than WEP keys and thus provide additional
security. WPA also adds a message-integrity-check function to prevent packet

forgeries.

[0064] RSN uses dynamic negotiation of authentication and selectable
encryption methods between wireless access points and wireless devices. The
authentication schemes proposed in the draft standard include Extensible
Authentication Protocol (“EAP”). One proposed encryption method is an Advanced
Encryption Standard (“AES”) encryption method.

[0065] Dynamic negotiation of authentication and encryption methods lets RSN
evolve with the state of the art in security, adding methods to address new threats and
continuing to provide the security necessary to protect information that WiLLANs

carry.

[0066] The NIST developed a new encryption standard, the Advanced
Encryption Standard (“AES”) to keep government information secure. AES is
intended to be a stronger, more efficient successor to Triple Data Encryption
Standard (“3DES”). More information on NIST AES can be found at the URL

“www.nist.gov/aes.”

[0067] As is known in the art, DES is a popular symmetric-key encryption
method developed in 1975 and standardized by ANSI in 1981 as ANSI X.3.92, the
contents of which are incorporated herein by reference. As is known in the art,

-13-
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3DES is the encrypt-decrypt-encrypt (“EDE”) mode of the DES cipher method.
3DES is defined in the ANSI standard, ANSI X9.52-1998, the contents of which are
incorporated herein by reference. DES modes of operation are used in conjunction
with the NIST Federal Information Processing Standard (“FIPS”) for data encryption
(FIPS 46-3, October 1999), the contents of which are incorporated herein by

reference.

[0068] The NIST approved a FIPS for the AES, FIPS-197. This standard
specified “Rijndael” encryption as a FIPS-approved symmetric encryption method
that may be used by U.S. Government organizations (and others) to protect sensitive
information. The NIST FIPS-197 standard (AES FIPS PUB 197, November 2001) is
incorporated herein by reference.

[0069] The NIST approved a FIPS for U.S. Federal Government requirements
for information technology products for sensitive but unclassified (“SBU”)
communications. The NIST FIPS Security Requirements for Cryptographic Modules
(FIPS PUB 140-2, May 2001) is incorporated herein by reference.

[0070] As is known in the art, RSA is a public key encryption system which can
be used both for encrypting messages and making digital signatures. The letters
RSA stand for the names of the inventors: Rivest, Shamir and Adleman. For more
information on RSA, see U.S. Patent No. 4,405,829, now expired, incorporated

herein by reference.

[0071] As is known in the art, “hashing” is the transformation of a string of

characters into a usually shorter fixed-length value or key that represents the original
string. Hashing is used to index and retrieve items in a database because it is faster to
find the item using the shorter hashed key than to find it using the original value. It is

also used in many encryption methods.

[0072] Secure Hash Method (SHA), is used for computing a secure condensed
representation of a data message or a data file. When a message of any length less
than 25 bits is input, the SHA-1 produces a 160-bit output called a “message digest.”
The message digest can then be input to other security techniques such as encryption,
a Digital Signature Method (DSA) and others which generates or verifies a security
mechanism for the message. SHA-512 outputs a 512-bit message digest. The Secure
Hash Standard, FIPS PUB 180-1, April 17, 1995, is incorporated herein by reference.
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[0073] Message Digest-5 (MD-5) takes as input a message of arbitrary length
and produces as output a 128-bit "message digest" of the input. The MD5 method is
intended for digital signature applications, where a large file must be "compressed"”
in a secure manner before being encrypted with a private (secret) key under a public-
key cryptosystem such as RSA. The IETF RFC-1321, entitled “The MD5 Message-
Digest Method” is incorporated here by reference. i

[0074] As is known in the art, providing a way to check the integrity of
information transmitted over or stored in an unreliable medium such as a wireless
network is a prime necessity in the world of open computing and communications.
Mechanisms that provide such integrity check based on a secret key are called
message authentication codes. Typically, message authentication codes are used
between two parties that share a secret key in order to validate information

transmitted between these parties.

[0075] Keyed Hashing for Message Authentication Codes (HMAC), is a
mechanism for message authentication using cryptographic hash functions. HMAC is
used with any iterative cryptographic hash function, e.g., MD5, SHA-1, SHA-512,
etc. in combination with a secret shared key. The cryptographic strength of HMAC
depends on the properties of the underlying hash function. The IETF RFC-2101,
entitled “HMAC: Keyed-Hashing for Message Authentication” is incorporated here

by reference.

[0076] As is known in the art, an Electronic Code Book (ECB) is a mode of
operation for a “block cipher,” with the characteristic that each possible block of
plaintext has a defined corresponding cipher text value and vice versa. In other
words, the same plaintext value will always result in the same cipher text value.
Electronic Code Book is used when a volume of plaintext is separated into several
blocks of data, each of which is then encrypted independently of other blocks. The
Electronic Code Book has the ability to support a separate encryption key for each
block type.

[0077] As is known in the art, Diffie and Hellman (DH) describe several
different group methods for two parties to agree upon a shared secret in such a way
that the secret will be unavailable to eavesdroppers. This secret is then converted into

various types of cryptographic keys. A large number of the variants of the DH
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method exist including ANSI X9.42. The IETF RFC-2631, entitled “Diffie-Hellman
Key Agreement Method” is incorporated here by reference.

[0078] As is known in the art, “firewalls” are a security feature used to protect a
network from potentially hostile attacks from outside the network. For example, a
firewall may protect the network devices from malicious attacks from the Internet or
another network. Firewalls typically provide security services by filtering out data
traffic that may be inappropriate, suspicious or dangerous. To implement filtering, a
firewall is designed to interpret the type of data traffic that is being sent through it.
The more information that a firewall has about transactions taking place through it,

the more security it can provide.

[0079] Firewall security mechanisms include packet filtering. Packet filtering
includes using the content of data packets passing through the firewall to determine if
a packet should be allowed to pass through the firewall. For example, data-link layer
addresses such as Media Access Control (MAC) and Logical Link Control (LLC)
addresses, network addresses such as IP 28 addresses and source and destination
transmission port numbers, such as TCP 32 or UDP 34 port numbers are used to

filter data traffic.

[0080]  Asis known in the art, the HyperText Transport Protocol (HTTP) Secure
(HTTPs), is a standard for encrypted communications on the World Wide Web.
HTTPs is actually just HTTP over a Secure Sockets Layer (SSL). For more
informaiton on HTTP, see IETF RFC-2616 incorporated herein by reference.

[0081] As is known in the art, the SSL protocol is a protocol layer which may
be placed between a reliable connection-oriented network layer protocol (e.g. TCP
32/ IP 28) and the application protocol layer (e.g. HTTP). SSL provides for secure
communication between a source and destination by allowing mutual authentication,
the use of digital signatures for integrity, and encryption for privacy.

[0082] The SSL protocol is designed to support a range of choices for specific
security methods used for cryptography, message digests, and digistal signatures.
The security method are negotiated between the source and destingation at the start
of establishing a protocol session. The SSL 2.0 protocol specification, by Kipp E.B.
Hickman, 1995 is incoroporated herein by reference. More information on SSL is
available at the URL “netscape.com/eng/security/SSL_2.html.”
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[0083] As is known in the art, Transport Layer Security (TLS) provides
communications privacy over the Internet. The protocol allows client/server
applications to communicate over a transport layer (e.g., TCP 32, UDP 34) in a way
that is designed to prevent eavesdropping, tampering, or message forgery. For more
information on TLS see IETF RFC-2246, incorporated herein by reference.

[0084] In one embodiment of the invention, MAC address filtering is used. Asis
known in the art, MAC addresses are hardware addresses that are burned into a
device during its manufacture and are unique for each device. Without MAC address
filtering, any wired wireless client can request access to a wired or wireless network.

[0085] As is known in the art, a “tunnel” is used encapsulate or wrap a data
packet or a data message from one protocol in a data packet or data message for
another. The wrapped packet is then transmitted or “tunneled” via the protocol of the

encapsulator or wrapper.

[0086] In one embodiment of the invention, Layer 2 Tunneling Protocol (L2TP)
is used. As is known in the art, L2TP is a secure tunneling protocol used for
connecting VPNs over public links such as those connected to the Internet. The
IETF Internet Draft, Layer Two Tunneling Protocol, <draft-ietf-pppext-12tp-mpls-
02.txt> is incorporated herein by reference.

[0087] In one embodiment of the invention, Internet Procol Security (IPsec) is
used. As is known in the art, IPsec is security protocol that provides authentication
and encryption over the Internet. Unlike SSL, which provides services at the
transport layer 30 (e.g., OSI layer 4) and secures two applications, IPSec works at the
network layer 26 (i.e., the OSI layer 3) and secures networks including VPNs. IPsec
also provides secure communications for VPNs. , For more information on IPsec see
IETF RFC-2401, the contents of which are incorporated by reference.

[0088] However, the present invention is not limited to the security or encryption

techniques described and other security or encryption techniques can also be used.

SECURITY MODULE

[0089] In one embodiment of the present invention, the plural network devices
12, 14, 16 may include an additional security module for more efficient secure
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communications. The security module includes a software cryptographic engine
with one or more cryptographic software modules. The one or more cryptographic
software modules include one more types of cryptographic methods implemented in
software to provide secure wired and wireless communications.

[0090] In one embodiment of the present invention, the software cryptographic
engine includes software modules that support and conform to the NIST FIPS 197-2
specification for AES encryption and the NIST FIPS 46-3 specification for 3DES
encryption.

[0091] In another embodiment of the present invention, the software
cryptographic engine includes software modules that support and conform to the
NIST FIPS 140-2 specifications for SBU use for secure wireless networking.

[0092] In another embodiment of the present invention, the software
cryptographic engine includes software modules that support at least 64-bit and 128-
bit WEP encryption.

[0093] In another embodiment of the present invention, the software
cryptographic engine includes software modules that support at least 64-bit and 128-
bit WEP, 128-bit, 192-bit and 256-bit AES and 168-bit 3DES encryption.

[0094] In another embodiment of the present invention, the software
cryptographic engine includes software modules that support software modules that
support and conform to the NIST FIPS 197-2 specification for AES encryption, the
NIST FIPS 46-3 specification for 3DES encryption, NIST FIPS 140-2 specifications
for SBU use for secure wireless networking, and the IEEE 802.11i specifications for
WEP, WPA and RSN for secure wireless networking.

[0095] However, the present invention is not limited to these embodiments and
the security module can include a software cryptographic engine with more, fewer or
other combinations thereof of cryptographic software.

[0096] In one embodiment of the present invention, the security module includes

a firewall that provides at least IP 28 address filtering, TCP 32 /UDP 34 port
filtering, and MAC/LLC address filtering.

-18-



WO 2005/011232 PCT/US2004/023724

[0097] The security module may further include a hardware cryptographic
accelerator. In one embodiment of the present invention, the hardware cryptographic
accelerator includes a PCI-based hardware cryptographic module. The hardware
cryptographic accelerator includes low latency, high-throughput hardware to provide
hardware based cryptography.

[0098] In one embodiment of the present invention, the hardware cryptographic
module includes a 128-bit AES module with an electronic book code (“ECB”) mode
and a 168-bit 3DES module with ECB and cipher block chaining (“CBC”) mode.
However, the present invention is not limited to such an embodiment and other
embodiments can also be used for the hardware cryptographic module.

[0099] In one embodiment of the present invention, the hardware cryptographic
module is targeted for AES throughput to a Xilinix XC2V2000-5FG676 from
Xilinix, Inc. of San Jose, California with about 166,993 Xilinx gates (i.e., including
about 33,000 application specific integrated circuit (“ASIC”) gates) including a
pipelined design that offloads cryptographic calculations from the processor. This
hardware cryptographic module processes about 32-bytes in about 80 PCI clock
cycles or about 107 Million-bit (“Mbits™) per second (“Mpbs”).

[00100] This hardware cryptographic module has provided AES encryption
throughput on a wireless connection of about 4.53 Mbps compared to a throughput of
about 4.6 Mbps on the same wireless connection without AES encryption.

[00101] In another embodiment of the present invention, the hardware
cryptographic module is targeted for 3DES throughput to a Xilinix XC2V1000-
4FG456 with about 95,000 Xilinx gates (i.e., including about 19,000 ASIC gates)
including a pipelined design that offloads cryptographic calculations from the
processor. The hardware cryptographic module processes about 24-bytes in about 60
PCI clock cycles or about 106.7 Mbits per second.

[00102]  This hardware cryptographic module has provided 3DES encryption
throughput on a wireless connection of about 4.4 Mbps compared to a throughput of
about 4.6 Mbps on the same wireless connection without 3DES encryption.

[00103] In one embodiment of the invention, the security module also includes a

security server creates and manages dynamic per session security keys (e.g.,
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encryption keys) each time users desire a login. The security server also
authenticates users by distributing and managing their individual security certificates
(e.g., digital certificates).

[00104] However, the present invention is not limited to these specific hardware

cryptographic modules and other hardware cryptographic modules with other

designs, components and throughputs can also be used to practice the invention.

VOICE OVER INTERNET PROTOCOL (VoIP) COMMUNICATIONS

[00105] VoIP is a set of facilities for managing the delivery of voice information
using IP 28 packets. In general, VoIP is used to send voice information in digital
form in discrete data packets (i.e., IP 28 packets) over data networks 18 rather than
using traditional circuit-switched protocols used on the PSTN. VolP is used on both

wireless and wired data networks.

[00106] VoIP typically comprises several applications (e.g., SIP, SLP, H.323,
H.324, DNS, AAA, etc.) that convert a voice signal into a stream of packets (e.g., IP
28 packets) on a packet network and back again. VoIP allows voice signals to travel
over a stream of data packets over a communications network 18.

[00107] As is known in the art, Session Initiation Protocol (SIP) supports user
mobility by proxying and re-directing requests to a mobile node's current location.
Mobile nodes can register their current location. SIP is not tied to any particular
conference control protocol. SIP is designed to be independent of a lower-layer
transport protocol and can be extended. For more information on SIP, see IETF
RFC-2543, the contents of which are incorporated herein by reference.

[00108]  Asis known in the art, Service Location Protocol (SLP) provides a
scalable framework for the discovery and selection of network services. Using SLP,
network devices using the Internet need little or no static configuration of network
services for network based applications. For more information on SLP see IETF
RFC-2608, incorporated herein by reference.

[00109] Asis known in the art, H.323 is one of main family of video conferencing
recommendations for IP networks. The ITU-T H.323 standards entitled “Packet-
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based multimedia communications systems” dated 02/98, 09/99, 11/00 and 07/03 are

incorporated herein by reference.

[00110] Asis known in the art, H.324 is a video conferencing recommendation
using Plain Old Telephone Service (POTS) lines. The ITU-T H.324 standards
entitled “Terminal for low bit-rate multimedia communication” dated 02/98 and

03/02 are incorporated herein by reference.

[00111] Asis known in the art, a Domain Name System (DNS) provides
replicated distributed secure hierarchical databases that hierarchically store resource
records under domain names. For more information on the DNS see IETF RFC-
1034, RFC-1035, RFC-1591, RFC-2606 and RFC-2929, the contents of all of which
are incorporated herein by reference.

[00112] Asis known in the art, Authentication Authorization and Accounting
(AAA) includes a classification scheme and exchange format for accounting data
records (e.g., for call billing, etc.). For more information on AAA applications, see,
IETF RFC-2924, the contents of which are incorporated herein by reference.

[00113] VolIP services typically need to be able to connect to traditional circuit-
switched voice networks such as those provided by the PSTN. Thus, VoIP is
typically used with the H.323 protocol and other multimedia protocols. H.323 and
H.324 terminals such as multimedia computers, handheld devices, PDAs or other
devices such as non-mobile and mobile phones connect to existing wired and
wireless communications networks 18 as well as private wired and wireless
networks.

[00114] H.323 and H.324 terminals implement voice transmission functions and
typically include at least one voice codec (e.g., ITU-T CODECS, G.711, G.723,
G.726, G.728, G.729, GSM, etc.) that sends and receives packetized voice data and
typically at least one video codec (e.g., MPEG, etc.) that sends and receives
packetized video data).

YoIP GROUP DISPATCH MULTI-PARTY COMMUNICAITONS

[00115] FIG. 3 is a flow diagram illustrating a Method 50 for providing multi-
party connections over a communications network 18. At Step 52, multi-party
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connection information is provided from a session layer 40 to an application layer 44
on a first network device (e.g., 12) whenever the first network device 12 initiates a
multi-party connection to plural other network devices 14, 16 over the
communications network 18. At Step 54, a broadcast destination network address is
provided for the multi-party connection. At Step 56, one or more transport layer
group ports are provided for the multi-party connection. At Step 58, the multi-party
connection is established over one or more virtual communications channels between
the first network device 12 and the plural other network devices 14, 16 over the
communications network 18 using the multi-party connection information, the
broadcast destination network address and the one or more transport layer group
ports.

[00116] Method 50 is illustrated with one exemplary embodiment of the
invention. However, the present invention is not limited to such an exemplary

embodiment and other embodiments can also be used to practice the invention.

[00117] In such an exemplary embodiment at Step 52, a Group Dispatch Session
application 42 in the session layer 40 is tunneled into one or more VoIP applications
46 (e.g., H.323, H.324, etc.) executing in the application layer 44 on a first network
device 12 whenever the first network device 12 initiates a multi-party VoIP
connection such as an audio and/or audio-video conference call to plural other
network devices 14, 16 over the communications network 18 (e.g., the Internet).
However, the present invention is not limited to tunneling and the multi-party

connection information can be sent without tunneling.

[00118] The tunneling includes sending a Group Dispatch data message in a
predetermined format including plural data message fields as is illustrated in Table 1.
However, the present invention is not limited to the fields listed in Table 1, and more
fewer or other fields can also be used to practice the invention.

e Group Dispatch Session application 42 version field (allows for new versions with new
features).

e Call Type (Group, Individual, End of Transmission).

e Callee ID (Group Address or Individual Address).

e Group ID (Group, Super Group, System Group, etc.).

+ Numerical Representation of Voice Compression Method (e.g., G.711, G.723, G.729,
GSM, efc.)

Numerical Representation of Video Compression Method (e.g., MPEG-1, MPEG-2, etc.).
Numerical Representation of the Encryption method used.

Control Channel Group UDP 34 Port (dual channel only).

Traffic Channel Group UDP 34 Port.
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» Optional Broadcast IP 28 address (may be part of initialization data).
» Packet sequence number information - This may be either implemented within the
session layer or using a separate transport layer 30 (e.g. RTP 36).

Table 1.

[00119] FIG. 4 is a block diagram illustrating a Group Dispatch Session
application 42 data message layout 60. The data message layout 60 includes a Group
Identifier portion 62 and a Group Data portion 64.

[00120] The Group Identifier portion 62 includes a message and Group identifier
code in one or more fields. The message identifier is used to determine how to
process subsequent VoIP group message data. The messages identifier codes may
indicate the presence of a voice packet or pertinent control information (e.g., RTP 36,
etc.)

[00121]  The Group Data portion 64 includes data appropriate for the message id
code. For voice packets it includes the information listed in Table 1 in separate
fields.

[00122]  The present invention provides a hierarchical structure of Group
Identifiers including, but not limited to, Groups, Super Groups and System Groups.
The hierarchical structure of Group identifiers provides at least the following (1)
Group: prioritization users participating in a group dispatch voice communications
can leave to participate in higher priority voice calls; (2) Super Groups: users
selected to multiple groups can simultaneously receive important broadcasts; and (3)
System Groups: users on different systems can simultaneously receive important

broadcasts.

[00123] Returning to FIG. 3 at Step 54, a broadcast destination IP 28 address is
provided (e.g. 192.168.202.255, etc.) for the multi-party VoIP connection. At Step
56, one or more predefined group UDP 34 ports for Group Dispatch VoIP users are
provided.

[00124] At Step 58, the multi-party VoIP connection is established over one or

more virtual communications channels between the first network device 12 and the
plural other network devices 14, 16 over the communications network 18 using the
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multi-party a Group Dispatch Session 42 application connection information, the
broadcast destination IP 28 address and the one or more group UDP 34 ports.

GROUP DISPATCH VoIP

[00125] Group Dispatch VoIP is a stream-lined half-duplex version of VoIP
tailored for fast setup time and efficient VoIP conference communications. The
Group Dispatch Session application 42 provides, but is not limited to the following:
(1) the ability to quickly transfer voice signals (i.e., voice packets) to another user or
group of users quickly (e.g., typically less than about 250 ms setup time and average
delay); (2) half-duplex voice communications; (3) ability for a Group Dispatch
Session VoIP endpoint to scan other talk groups when idle; (5) ability for a caller to
send location information in the Group Dispatch protocol 60 either as a separate
message or embedded with the voice packets; (6) The Group Dispatch Session
application 42 and protocol 60 also supports short test messaging (e.g., status
messages) or other text messaging; and (7) the core protocol components include
traditional VoIP layers (e.g., UDP 34, IP, 28 etc.).

[00126] There are at least two different implementations Group Dispatch VoIP
including, but not limited to, a single virtual channel mode and a dual virtual channel
mode. However, the invention is not limited to these two implementations and other
implementations with more virtual channels or other implementations can also be

used to practice the invention.

SINGLE VIRTUAL CHANNEL MODE GROUP DISPATCH VoIP

[00127] FIG. 5 is a flow diagram illustrating a Method 66 for providing multi-
party connections over a communications network 18 over a single virtual channel.
At Step 68, a connection is established to a transport layer 30 group port from an
application layer 44 on a first network device (e.g., 12). The transport layer 30 group
port is obtained from a session layer 40 application 42 when the first network device
12 initiates a multi-party connection between the first network device 12 and a plural
other network devices 14, 16 over the communications network 18. At Step 70,
voice and/or voice and video information is received on the first network device 12.
At Step 72, the voice and/or voice and video information is compressed and digitized
into plural data packets. At Step 74, the plural data packets are sent via the transport
layer 30 group port to a network layer 26. At Step 76, the plural data packets are
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transmitted from the network layer 26 to a broadcast destination network address for
the multi-party connection, thereby establishing the multi-party connection over one
virtual communications channel between the first network device 12 and the plural
other network devices 14, 16 over the communications network 18.

[00128] Method 66 is illustrated with one exemplary embodiment of the
invention. However, the present invention is not limited to such an exemplary

embodiment and other embodiments can also be used to practice the invention.

[00129] In such an exemplary embodiment at Step 68, when a first network device
12 including a Group Dispatch Session application 42 powers up, it opens a Group
Dispatch socket to the Group Dispatch group UDP 34 port and the group broadcast
destination IP 28 address. As is known in the art, a “socket” comprises an identifier
for a particular service on a particular node on a network. The Group Dispatch socket
comprises a broadcast network address (e.g., IP 28) and a group port number (e.g.,
UDP 34, TCP 32, etc.) which identifies a service (e.g., VoIP). However, the present
invention is not limited to sockets and the virtual channels can be created using other
techniques.

[00130] In one embodiment, the group broadcast destination IP 28 address is sent
in a Group Dispatch Session application 42 data message 60. In another embodiment
of the invention, the group broadcast destination IP 28 address is included as a
portion of initialization data for the Group Dispatch Session application 42 and is not
sent in a Group Dispatch Session application 42 data message 60.

[00131] At Step 70, voice information is received on the first network device 12
When a Press-To-Talk (PTT) or similar button is pressed or other voice input device
is activated, voice information is received. Video information may also be received
from a camera or other video device. Such voice and/or voice-video information is
received via an application program 46 (e.g., H.323, H.324, etc.) in the application
layer 44.

[00132] At Step 72, the voice (and/or voice and video) information is compressed
and digitized into plural data packets. The initiating first network device 12 digitizes
and compresses (e.g., using G.723, G.729, G.711, GMS, etc.) voice signals from the
microphone, (video signal from the camera using MPEG, etc.) applies the
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appropriate network header information (e.g., Group ID/UDP 34 /IP 28), and begins
sending the data packets to the communications network 18.

[00133]  Since the plural network devices 12, 14, 16 have the Group Dispatch
Session application 42 and thereby have the same voice and video compression
capabilities, there is no need for this exchange of information (e.g., like in H.323 or
SIP, etc.), thus reducing network overhead. Some VoIP groups may require
encrypted broadcasts of the voice information. An encryption field in the Group
Dispatch Session application 42 data message header 62 will indicate the voice
packet is encrypted.

[00134] At Step 74, the plural data packets are sent via the group UDP 34 port in
the transport layer 30 to an IP 28 application in the network layer 26. At Step 76, the
plural VoIP data packets are transmitted from the IP 28 application to a group
broadcast destination IP 28 address for the multi-party connection, thereby
establishing the multi-party connection over one virtual communications channel
between the first network device 12 and the plural other network devices 14, 16 over
the communications network 18 using the group broadcast IP 28 address and the
Group UDP 32 port. The multi-party connection includes an N-way audio or audio-
video conference call.

[00135] Since the IP 28 address is a group broadcast IP 28 address, the VoIP data
packets are transmitted through APs throughout a given communications network 18
subnet. Roaming between APs is an inherent part of a wireless VoIP system and
typically requires rerouting of data packets from one AP to another AP during
handoff. Since all voice packets are broadcasted on the communications network 18
to every AP, the complexity of the hand-off scheme is significantly reduced because
re-routing packets isn’t required. In addition, using a group broadcast destination IP
28 address in conjunction with a Group Dispatch server (described below) also
makes subnet roaming easier. For units roaming between AP’s, the roaming time is
significantly reduced because the voice packets are broadcast through AP’s.

[00136] Group Dispatch Session application 42 equipped network devices receive
VolIP packets and filter them at the application layer 44 for the correct Group ID. If
this Group ID field matches, the audio packets are decompressed and played out the
speaker and the Group ID of the transmitter is displayed on a display (i.e., if a
display is available).
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[00137] When the PTT button is released or audio input ceases, the first network
device 12 disables its microphone, stops sending VoIP packets and sends an end of
transmission packet. The plural other network devices 14, 16 correspondingly stop
decompressing voice packets and disable their speakers respectively. This ends the
N-way VoIP conference call over the virtual channels.

[00138] FIG. 6 is a data flow diagram illustrating an exemplary data flow 78 for
Method 66. The multi-party connection is established over one virtual
communications channel between the first network device 12 and the plural other
network devices 14, 16 over the communications network 18. The multi-party

connection includes an audio or audio-video VoIP N-Way conference call.

DUAL VIRTUAL CHANNEL MODE GROUP DISPATCH VoIP

[00139] The dual channel mode includes two virtual channels. The two virtual
channels include, but are not limited to a virtual control channel and virtual traffic
channel. However, the present invention is not limited to this embodiment and more

or other virtual channels can also be used to practice the invention.

[00140] FIGS. 7A and 7B are a flow diagram illustrating a Method 80 for
providing multi-party connections over a communications network 18 over dual
virtual channels. In FIG. 7A at Step 82, a connection is established to a first
transport layer 30 group port from an application layer 44 on a first network device
(e.g., 12) The first transport layer 30 group port and a second transport layer 30
group port are obtained from a session layer application 42 when the first network
device 12 initiates a multi-party connection between the first network device 12 and
plural other network devices 14, 16 over the communications network 18. At Step
84 one or more control data packets are sent via the first transport layer 30 group port
to a network layer 26. At Step 86, the one or more control data packets are
transmitted from the network layer 26 to a broadcast destination network address for
the multi-party connection thereby establishing a first virtual communications
channel over the communications network 18. At Step 88, voice information is
received on the first network device. At Step 90, a status of the second transport
layer 30 group port is set to busy. At Step 92, the voice information is compressed
and digititzed into plural data packets. At Step 94, the plural data packets are sent
via the second transport layer 30 group port to the network layer 26.
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[00141] In FIG. 7B at Step 96, the plural data packets are transmitted from the
network layer 26 to the broadcast destination network address for the multi-party
connection thereby establishing a second virtual communications channel over the
communications network 18. The multi-party connection is established over the first
and second virtual communications channels between the first network device and
the plural other network devices over the communications network.

[00142] Method 80 is illustrated with one exemplary embodiment of the
invention. However, the present invention is not limited to such an exemplary
embodiment and other embodiments can also be used to practice the invention.

[00143] In such an exemplary embodiment in FIG. 7A at Step 82, when the first
network device 12 including a Group Dispatch Session application 42 powers up, it
opens a Group Dispatch socket to a Group Dispatch virtual control channel group
UDP 34 port and the group broadcast destination IP 28 address. The first network
device 12 listens on this socket for VoIP session initialization and uses a VoIP
session initialization message to determine whether it will accept a new conference
call.

[00144] At Step 84, the Group Dispatch Session application 42 periodically sends
one or more control data packets to via the virtual control channel group UDP 34
port in the transport layer 30 to an IP 28 application in the network layer 26. At Step
86, the IP 28 application transmits the one or more control data packets from the
network layer 26 to the group broadcast destination IP 28 address thereby
establishing a VoIP virtual control channel over the communications network 18.

[00145] At Step 88, voice information is received on the first network device 12.
When a Press-To-Talk (PTT) or similar button is pressed or voice input is activated
via a microphone voice information is received. Video information may also be
received from a camera or other video device. Such voice and/or voice-video
information is received via an application program 46 (e.g., H.323, H.324, etc.) in the
application layer 44.

[00146] At Step 90, a second Group Dispatch virtual traffic channel group UDP
34 port is marked as busy. (e.g., This is done even if a VoIP conference call is not
accepted to ensure the group UDP port 34 is available).
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[00147] At Step 92, the voice (and/ or voice and video) information is compressed
and digitized into plural data packets. The first network device 12 digitizes and
compresses voice signals from the microphone and applies the appropriate network
header information (e.g., Group ID, RTP 36, UDP 34, IP 28) on the virtual traffic
channel group UDP 34 port. Video signals may also be digitzed and compressed.

[00148] At Step 94, the plural voice data packets are sent to an IP 28 application
28 that begins sending to the communications network 18 sending the plural data
packets via the broadcast group destination IP 28 address thereby establishing a
second virtual communications channel over the communications network.

[00149] This establishes an N-way VoIP audio or audio-video conference call
over the first and second virtual communications channels between the first network
device 12 and the plural other network devices 14, 16 over the communications
network 18.

[00150] In FIG. 7B at Step 96, the VoIP packets are transmitted as available on
the virtual traffic channel group UDP 34 port. The original control channel packet is
re-sent periodically on the virtual control channel group UDP 34 port in case there
are any Group Dispatch network devices that recently entered wireless coverage
area, etc. Since the IP 28 address is a broadcast destination IP 28 address, the VoIP
packets will be transmitted through all AP’s throughout a given subnet.

[00151] Network devices with the Group Dispatch Session application 42 receive
the virtual control channel data packets. If the Group /Individual ID field matches, a
one or more sockets (i.e., a new virtual traffic channel) is opened to the group UDP

34 port included in the control channel message. Any packets received on the virtual

traffic channel are decompressed and played out the speaker and/or video display.

[00152]  If the traffic channel UDP 34 group port is currently in use by another
session, the new VolIP session’s traffic is still received, but it will be discarded by the
Group/individual ID filter.

[00153] When the PTT button is released, the first network device 12 disables its
microphone, sends an end of transmission packets on both the virtual traffic channel
and virtual control channel. The other network devices 14, 16 close their virtual
traffic channel socket; stop decompressing voice packets and stop disable the

29-



WO 2005/011232 PCT/US2004/023724

speaker. There is timeout interval that would cause the end of transmission to be

assumed after an interval of time.

[00154] The end of transmission packet triggers the receiving network devices to
update the status of this group UDP 34 port in the pool of available traffic channel
ports. This group UDP port may then be re-used after the proper delay to ensure all
packets from the previous call have been flushed from the network (e.g., after

approximately 2 minutes).

[00155] FIG. 8 is data flow diagram illustrating a data flow 98 for Method 80.

The use of a virtual control channel and virtual traffic channel is illustrated.

[00156] When a called party connects to the group UDP 34 port specified in the
control channel, the called party will send a control channel message directly to the
calling party to indicate that the called party has connected and is listening. If the
called party fails to connect to the group UDP 34 port, the called party may also send
a control channel message directly to the calling party to indicate a connection
failure.

[00157] The calling party also has the capability to know the list of calling parties
in a group, and may display a list of calling parties that have connected, that can not
connect, and that have not connected. In either implementation, VoIP conversations

take place through transmission back and forth by different network device users.

[00158] The described implementations have the following differences: (1) The
single virtual channel mode is less complex; and (2) the dual virtual channel mode
provides group filtering at a lower level (network layer 26, rather than the application
layer 44) and therefore may be more robust to loading from simultaneous VoIP N-

way conference voice calls.

[00159] In one embodiment of the invention, a Group Dispatch server is added to
each subnet on communications network 18. In another embodiment of the
invention, a Group Dispatch server is not added to each subnet on communications
network 18. These Group Dispatch servers communicate between each other and
listen to the group dispatch traffic on their subnet. They can be configured to allow
certain or all Group Dispatch VoIP traffic transferred between subnets of the network

system.
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[00160] In one embodiment of the invention, a single Group Information Manager
(GIM) is added to each communications network 18. The single GIM is capable of
managing all of the subnets that are using the Group Dispatch VoIP system. The
GIM allows each network device to retrieve information about the groups on the
current subnet. In another embodiment of the invention, more than one GIM is used.
Information which can be managed by the GIMs include, but are not limited to: (1)
active groups on that subnet; (2) Group IDs for all valid users of a group; (3)
common Information about Group IDs that would allow for dynamic definitions of
fields (e.g., common name, job title, Office location, etc.); and (4) Groups that
require encryption codes.

[00161] User classification of VoIP services like using IEEE 802.3p/q (i.e.,
CSMA/CD Ethernet based LANs) or Differentiated Services (DiffServ) also help
alleviate some of the Volp network loading problems. The sender can mark the
802.3p/q headers or the DiffServ Type Of Service (TOS) service quality bits based
on the hierarchical Group ID structure. This allows the communications network 18
to assign priority to important groups that are trying to transmit via VoIP.

[00162] In one embodiment of the invention, DiffServ processing is performed at
the network layer 26 by the TCP 32 / IP 28 applications. The sender marks the
DiffServ field in the IP 28 header of all voice packets with its Group/individual ID.
When a receiving network device gets a call setup message, it configures its DiffServ
classifier with the Group/individual ID. Incoming voice packets whose DiffServ field
corresponds to its Group/individual ID are placed in high priority queues and all
other packets are either dropped or classified at a lower priority.

[00163] The Group Dispatch virtual control channel can readily transfer additional
information including but limited to: expanding the feature sets of the Group
Dispatch VoIP system.

[00164] The method and system provides Land Mobile Radio type features on IP
28 networks utilizing a thin IP 28 application based dispatch protocol 60 via VoIP.
This protocol can be used for Wired LAN (e.g. Ethernet) and WiLAN (e.g., 802.11a,
802.11b, 802.11g, 802.11xx, 802.16xx, Bluetooth, etc.) other types of wireless and
wired communications networks 18. The method and system allow this functionality
to be added to Personal Computer’s, Tablet PC’s, PDA’s (Pocket PC, Palm, etc.),
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and a host of other network devices. The method and system can also be used to
distribute packet video from a single server to multiple clients.

[00165] The method and system may provide, but is not limited to, providing the
following: (1) low signaling overhead; (2) fast setup-time, low-bandwidth half-
duplex conference (group) voice communications; (3) for network devices roaming
between AP’s, the roaming time is significantly reduced because voice packets are
broadcast through all AP’s; (4) minimal additional components or subsystems added
to the network — no Gatekeepers, etc.; and (5) late entry for network devices not
available during original group call initiation.

[00166] The invention was illustrated using several examples of three-way
conference calling. However, the present invention is not limited to three-way
conference calling and can be practiced with N-way audio and/or audio-video

conference VoIP calling.

[00167] It should be understood that the architecture, programs, processes,
methods and systems described herein are not related or limited to any particular type
of computer or network system (hardware or software), unless indicated otherwise.
Various types of general purpose or specialized computer systems may be used with
or perform operations in accordance with the teachings described herein.

[00168] In view of the wide variety of embodiments to which the principles of the
present invention can be applied, it should be understood that the illustrated
embodiments are exemplary only, and should not be taken as limiting the scope of
the present invention. For example, the steps of the flow diagrams may be taken in
sequences other than those described, and more or fewer elements may be used in the
block diagrams.

[00169] While various elements of the preferred embodiments have been
described as being implemented in software, in other embodiments hardware or

firmware implementations may alternatively be used, and vice-versa.

[00170] The claims should not be read as limited to the described order or
elements unless stated to that effect. In addition, use of the term "means" in any
claim is intended to invoke 35 U.S.C. §112, paragraph 6, and any claim without the
word "means" is not so intended.
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[00171]  Therefore, all embodiments and equivalents that come within the scope
and spirit of the following claims are claimed as the invention.
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WE CLAIM:

1. A method for providing multi-party connections over a communications
network, comprising:

providing multi-party connection information from a session layer to an
application layer on a first network device whenever the first network device initiates
a multi-party connection to a plurality of other network devices over the
communications network;

providing a broadcast destination network address for the multi-party
connection;

providing one or more transport layer group ports for the multi-party
connection; and

establishing the multi-party connection over one or more virtual
communications channels between the first network device and the plurality of other
network devices over the communications network using the multi-party connection
information, the broadcast network address and the one or more transport layer group

ports.

2. The method of Claim 1 further comprising a computer readable medium

having stored therein instructions for causing a processor to execute the steps of the

method.
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3. The method of Claim 1 wherein the multi-party connection information
includes a session layer application version, a group identifier, a call type, a callee
identifier, a voice compression indicator, a video compression indicator, an
encryption indicator, a transport layer group port control channel port, a transport

layer group port traffic channel port or data packet sequence information.

4, The method of Claim 1 wherein the communications network includes an

Internet Protocol (IP) data network.

5. The method of Claim 1 wherein the broadcast destination network address

includes a broadcast Internet Protocol (IP) destination address.

6. The method of Claim 1 wherein the one or more transport layer group ports

include one or more group User Datagram Protocol (UDP) ports.

7. The method of Claim 1 wherein the step of establishing the multi-party
connection includes establishing a multi-party Voice-over-Internet Protocol (VoIP)

connection.

8. The method of Claim 7 wherein the Voice-over-Internet Protocol (VoIP)

connection includes an audio conference multi-party connection or an audio-video

conference multi-party connection.
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9. The method of Claim 1 wherein multi-party connection information
provides a group identifier hierarchy that includes groups, super groups and system
groups for use on the multi-party connection over the one or more virtual

communications channels.

10. The method of Claim 1 wherein the step of providing multi-party
connection information from a session layer includes providing multi-party
connection information from a group dispatch session application executing in the

session layer.
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11. A method for providing multi-party connections over a communications
network, comprising:

establishing a connection to a transport layer group port from an application
layer on a first network device, wherein the transport layer group port is obtained
from a session layer application when the first network device initiates a multi-party
connection between the first network device and a plurality of other network devices
over the communications network;

receiving voice information on the first network device;

compressing and digitizing the voice information into a plurality of data
packets;

sending the plurality of data packets via the transport layer group port to a
network layer; and

transmitting the plurality of data packets from the network layer to a broadcast
destination network address for the multi-party connection,

thereby establishing the multi-party connection over one virtual
communications channel between the first network device and the plurality of other
network devices over the communications network using the transport layer group

port and the broadcast destination network address.
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12. The method of Claim 11 further comprising a computer readable medium
having stored therein instructions for causing a processor to execute the steps of the

method.

13. The method of Claim 11 wherein the communications network includes

an Internet Protocol (IP) data network.

14. The method of Claim 11 wherein the broadcast destination network

address includes a broadcast Internet Protocol (IP) destination address.

15. The method of Claim 11 wherein the transport layer group port includes a

group User Datagram Protocol (UDP) port.

16. The method of Claim 11 the multi-party connection includes a multi-party

Voice-over-Internet Protocol (VoIP) connection.

17. The method of Claim 16 wherein the Voice-over-Internet Protocol (VoIP)
connection includes an audio conference multi-party connection or an audio-video

conference multi-party connection.

18. A method for providing multi-party connections over a communications

network, comprising:
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establishing a connection to a first transport layer group port from an
application layer on a first network devices, wherein the first transport layer group
port and a second transport layer group port are obtained from a session layer
application when the first network device initiates a multi-party connection between
the first network device and a plurality of other network devices over the
communications network;

sending one or more control data packets to via the first transport layer group
port to a network layer;

transmitting the one or more control data packets from the network layer to a
broadcast destination network address for the multi-party connection thereby
establishing a first virtual communications channel over the communications network;

receiving voice information on the first network device;

changing a status of the second transport layer group port to busy;

compressing and digitizing the voice information into a plurality of data
packets;

sending the plurality of data packets via the second transport layer group port
to the network layer; and

transmitting the plurality of data packets from the network layer to the
broadcast destination network address for the multi-party connection thereby
establishing a second virtual communications channel over the communications
network, and

thereby establishing the multi-party connection over the first and second
virtual communications channels between the first network device and the plurality of

other network devices over the communications network.
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19. The method of Claim 18 further comprising a computer readable medium
having stored therein instructions for causing a processor to execute the steps of the

method.

20. The method of Claim 18 wherein the communications network includes

an Internet Protocol (IP) data network.

21. The method of Claim 18 wherein the broadcast destination network

address includes a broadcast Internet Protocol (IP) destination address.

22. The method of Claim 18 wherein the first and second transport layer

group ports include group User Datagram Protocol (UDP) ports.

23. The method of Claim 18 the multi-party connection includes a multi-party

Voice-over-Internet Protocol (VoIP) connection.

24. The method of Claim 23 wherein the Voice-over-Internet Protocol (VoIP)

connection includes an audio conference multi-party connection or an audio-video

conference multi-party connection.
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25. The method of Claim 18 wherein the first virtual channel includes a
virtual control channel and the second virtual channel includes a virtual traffic

channel.
26. The method of Claim 18 wherein the first virtual channel is a Voice-over-

Internet Protocol (VoIP) control channel and the second virtual channel is a VoIP

virtual traffic channel.
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27. A system for providing multi-party connections over a communications
network, comprising in combination:

ameans for providing multi-party connection information from a session layer
to an application layer on a first network device whenever the first network device
initiates a multi-party connection to a plurality of other network devices over a
communications network, providing a broadcast destination network address for the
multi-party connection and providing one or more transport layer group ports for the
multi-party connection; and

ameans for establishing the multi-party connection over one or more virtual
communications channels between the first network device and the plurality of other
network devices over the communications network using the multi-party connection
information, the broadcast network address and the one or more transport layer group

ports.

28. The system of Claim 27 wherein the broadcast destination network
address includes a broadcast destination Internet Protocol (IP) address, the one or
more transport layer group ports include one or more group User Datagram Protocol
(UDP) ports and multi-party connection includes a multi-party Voice-over-Internet

Protocol (VoIP) connection.

29. A system for providing multi-party connections over a communications
network, comprising in combination:

a broadcast destination network address;
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one or more transport layer group ports;

multi-party connection information; and

a session layer application for providing the multi-party connection
information from a session layer to an application layer on a network device
whenever a first network device initiates the multi-party connection to a plurality of
other network devices over a communications network, providing the one or more
transport layer group ports for the multi-party connection and for establishing the
multi-party connection over one or more virtual communications channels between
the first network device and the plurality of other network devices over the
communications network using the multi-party connection information, the broadcast

network address and the one or more transport layer group ports.

30. The system of Claim 29 wherein the broadcast destination network
address includes a broadcast destination Internet Protocol (IP) address, the one or
more transport layer group ports include one or more group User Datagram Protocol
(UDP) ports and multi-party connection includes a multi-party Voice-over-Internet

Protocol (VoIP) connection.

-43.



WO 2005/011232 PCT/US2004/023724

10
16
18
‘ VolP
PHONE/ NETWORK
IP PHONE
VolP
A A 0]
00.\
12 0o, 14

1/9



WO 2005/011232 PCT/US2004/023724

20
PROTOCOL STACK
APPLICATION T
PROGRAMS 44
- i
GROUP DISPATCH SESSION APPLICATION 40
% t
TCP i UDP | RTP {  RTCP
2 f 3 {3 i 3 %
IP
28 26
NETWORK INTERFACE DEVICE DRIVERS o4
22

2/9



WO 2005/011232 PCT/US2004/023724

FIG. 3
50

START ‘ /

PROVIDE A MULTI-PARTY CONNECTION INFORMATION FROM
A SESSION LAYER TO AN APPLICATION LAYER ON A FIRST
NETWORK DEVICE WHENEVER THE FIRST NETWORK DEVICE —~
INITIATES A MULTI-PARTY CONNECTION TO PLURAL OTHER 52
NETWORK DEVICES OVER A COMMUNICATIONS NETWORK
v
PROVIDE A BROADCAST DESTINATION NETWORK ADDRESS
FOR THE MULTI-PARTY CONNECTION [N
¢ 54
PROVIDE ONE OR MORE TRANSPORT LAYER GROUP PORTS
FOR THE MULTI-PARTY CONNECTION N\
56

v

ESTABLISH THE MULTI-PARTY CONNECTION OVER ONE OR
MORE VIRTUAL COMMUNICATIONS CHANNELS BETWEEN THE
FIRST NETWORK DEVICE AND THE PLURAL OTHER NETWORK
DEVICES OVER THE COMMUNICATIONS NETWORK USING THE
MULTI-PARTY CONNECTION INFORMATION, THE BROADCAST \

DESTINATION NETWORK ADDRESS AND THE ONE OR MORE | 58

TRANSPORT LAYER GROUP PORTS

\ 4
END

3/9



WO 2005/011232

PCT/US2004/023724

FIG. 4 60

s

/-62 /- 64
GROUP DISPATCH GROUP DISPATCH
SESSION ID SESSION DATA

GROUP DISPATCH VolP PROTOCOL MESSAGE

4/9



WO 2005/011232 PCT/US2004/023724
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