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RE-PROGRAMMING PROGRAMMABLE
HARDWARE DEVICES WITHOUT SYSTEM
DOWNTIME

This application is a continuation of Ser. No. 13/151,079,
entitted “RE-PROGRAMMING PROGRAMMABLE
HARDWARE DEVICES WITHOUT SYSTEM DOWN-
TIME,” filed on Jun. 1, 2011, which is hereby incorporated
herein by reference in its entirety.

BACKGROUND

One or more aspects of the invention relate, in general, to
programmable hardware devices, and in particular, to re-
programming such devices.

An example of a programmable hardware device is a field
programmable gate array (FPGA). A field programmable gate
array is an integrated circuit designed to be configured after
manufacturing. The FPGA configuration is generally speci-
fied using a hardware description language (HDL), similar to
that used for an application-specific integrated circuit
(ASIC). FPGAs can be used to implement any logical func-
tion that an ASIC could perform. They contain programmable
logic components (i.e., logic blocks) and a hierarchy of recon-
figurable interconnects that allow the blocks to be connected
to one another in various configurations.

BRIEF SUMMARY

Shortcomings of the prior art are overcome and additional
advantages are provided through the provision of a method of
re-programming hardware devices. The method includes, for
instance, quiescing one or more entities associated with a
programmable hardware device to be re-programmed; stor-
ing state associated with the programmable hardware device
in one or more locations external to the programmable hard-
ware device; reloading the programmable hardware device,
the reloading including providing an update to the program-
mable hardware device; and restoring state associated with
the programmable hardware device using the stored state,
wherein the programmable hardware device is re-pro-
grammed absent system downtime.

Computer program products and systems relating to one or
more aspects of the present invention are also described and
may be claimed herein. Further, services relating to one or
more aspects of the present invention are also described and
may be claimed herein.

Additional features and advantages are realized through
the techniques of one or more aspects of the present invention.
Other embodiments and aspects of the invention are
described in detail herein and are considered a part of the
claimed invention.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

One or more aspects of the present invention are particu-
larly pointed out and distinctly claimed as examples in the
claims at the conclusion of the specification. The foregoing
and other objects, features, and advantages of one or more
aspects of the invention are apparent from the following
detailed description taken in conjunction with the accompa-
nying drawings in which:

FIG. 1 depicts one embodiment of a communications envi-
ronment to incorporate and use one or more aspects of the
present invention;
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FIG. 2 depicts further details of the communications envi-
ronment of FIG. 1, in accordance with an aspect of the present
invention;

FIG. 3 depicts an example of a field programmable gate
array device and an application-specific integrated circuit that
may be used to implement a component of the communica-
tions environment of FIG. 1 and interfaces between them, in
accordance with an aspect of the present invention;

FIG. 4 depicts one embodiment of an overview of the logic
to re-program a programmable hardware device, in accor-
dance with an aspect of the present invention;

FIG. 5A depicts one embodiment of the logic to quiesce
entities and save state associated with the programmable
hardware device being re-programmed, in accordance with
an aspect of the present invention;

FIG. 5B depicts one embodiment of the logic to quiesce a
receive path associated with the programmable hardware
device being re-programmed, in accordance with an aspect of
the present invention;

FIG. 6 depicts one embodiment of the logic to load an
update for the programmable hardware device being re-pro-
grammed, in accordance with an aspect of the present inven-
tion;

FIG. 7A depicts one embodiment of the logic to restore and
resume operations associated with the programmable hard-
ware device being re-programmed, in accordance with an
aspect of the present invention;

FIG. 7B depicts one embodiment of the logic to initialize
and enable specific state associated with a particular pro-
grammable hardware device being re-programmed, in accor-
dance with an aspect of the present invention; and

FIG. 8 depicts one embodiment of a computer program
product incorporating one or more aspects of the present
invention.

DETAILED DESCRIPTION

In accordance with an aspect of the present invention, a
capability is provided for re-programming programmable
hardware devices without system downtime. That is, compo-
nents external, but coupled to, the device being re-pro-
grammed are not affected except for possibly a delay. Those
components do not need to be brought down, restarted or
otherwise take action for the re-programming. The re-pro-
gramming is transparent to those components, except that
performance may be impacted by a delay. For instance, if one
or more logic blocks of a router are to be re-programmed, the
re-programming occurs without affecting the adapter(s) or
host(s) coupled to the router, except that the adapter(s) or
host(s) may notice a slowdown in processing.

The programmable hardware devices being re-pro-
grammed are, for instance, field programmable gate arrays
that can be included in many communications or computing
components, systems, environments, etc. In the particular
example described herein, one or more field programmable
gate arrays of a router are being re-programmed. However,
field programmable gate arrays or other programmable hard-
ware devices in components, systems, environments etc.
other than routers may be re-programmed using one or more
aspects of the present invention.

One embodiment of a communications environment that
may include programmable hardware devices to be re-pro-
grammed is described with reference to FIG. 1. In one
example, a communications environment 100 includes a Sys-
tem z® server offered by International Business Machines
Corporation. System z® is based on the 7z/Architecture®
offered by International Business Machines Corporation.
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Details regarding the z/Architecture® are described in an
IBM® publication entitled “z/Architecture-Principles of
Operation,” IBM publication No. SA22-7832-08, Ninth Edi-
tion, August 2010, which is hereby incorporated herein by
reference in its entirety. IBM®, System z®, and z/Architec-
ture® are registered trademarks of International Business
Machines Corporation, Armonk, N.Y. Other names used
herein may be registered trademarks, trademarks or product
names of International Business Machines Corporation or
other companies.

In one example, communications environment 100
includes a router 102 coupled to a network adapter 104 and a
host 106. The network adapter is based, for instance, on the
Peripheral Component Interconnect Express (PCle) technol-
ogy, specifications of which are maintained by the PCI Spe-
cial Interest Group (PCI SIG). The host may comprise one or
more virtual machines 107, and therefore, router 102 may be
referred to as a virtualization router. In other embodiments,
however, the host does not comprise virtual machines.

In one example, router 102 includes a receive buffer 108,
which receives data from network adapter 104. The data is
received in the form of one or more packets. Coupled to the
receive buffer is a parser 110, which examines each packet’s
header (e.g., layer 2, layer 3, etc.), and performs a test to
determine whether a destination connection can be deter-
mined for the received packet. If so, processing determines
whether one or more connection-specific resources required
to send the packet to, for example, virtual host memory 109
corresponding to the destination connection are available.
The one or more connection-specific resources are available
if they can be obtained for allocation by a resource allocation
mechanism, such as an allocator 112. For example, allocator
112 attempts to obtain one or more connection-specific
resources required to send the packet to virtual machine 107
that corresponds to the destination connection. (Virtual
machine and virtual host are used interchangeably herein.)

Although the example of FIG. 1 depicts one virtual
machine 107, this is for purposes of illustration only. The
system may include a plurality of virtual machines. For
example, a system may include hundreds or thousands of
virtual machines. With hundreds or thousands of virtual
machines running on a single physical host, there may be
scattered shortages of resources for some small subset of the
virtual machines at any given time. Within the physical
machine, a hypervisor may allocate different resources to
different virtual machines. For example, some virtual
machines may have higher priority, and therefore, get more
time-slices than others. On the other hand, some virtual
machines may have more physical storage allocated foruse as
receive buffers.

In one example, a local engine 120 blocks allocator 112
from allocating resources to new packets when packets for the
same connection already exist within an elastic First In, First
Out (FIFO) memory 118 because of a previous lack of
resources. If allocator 112 is successful in obtaining the
resources, a send engine 114 writes the packet to virtual host
memory 109 associated with virtual machine 107. If parser
110 does not determine the packet’s destination connection, it
passes the packet to a store engine 116. If allocator 112 fails
in its attempt to attain the required resources, which could be
because the resources are unavailable or because the local
engine currently has priority access to those resources, allo-
cator 112 passes the packet to store engine 116.

For each packet it is to service, store engine 116 obtains a
free packet buffer from elastic FIFO 118. A free packet buffer
is an empty packet-sized block of memory in a local data store
(LDS) 122. Store engine 116 moves the packet into that buffer
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and submits the used buffer to elastic FIFO 118. If a free
packet buffer resource is not available, the packet is dropped
or, optionally, store engine 116 can wait for that shared
resource to become available provided sufficient buffering,
such as the receive buffer, is available. Since a packet’s con-
nection is to be determined before it can be sent to virtual host
memory 109, assist engine 124 determines and assigns con-
nections to packets that were submitted to elastic FIFO 118
without known connections (i.e., those packets which arrived
from parser 110).

Local engine 120 continuously, periodically or repeatedly
monitors both allocator 112 for connection-specific resources
and elastic FIFO 118 for the presence of packets with known
destination connections. When resources become available
for a connection which had previously lacked resources, local
engine 120 gains exclusive access to those resources, via
allocator 112, until no more packets for that connection exist
in elastic FIFO 118. When a connection with both waiting
packets and available resources is seen, the packet is removed
from local data store 122 and passed to allocator 112. Allo-
cator 112 allocates the connection-specific resources required
to send that packet to virtual machine 107 corresponding to
the connection destination. Since local engine 120 already
determined that the resources were available and claimed
them for the packet, allocator 112 is successful and the packet
is written to virtual host memory 109 by send engine 114.

In addition to the receive buffer and the elements described
above, router 102 also includes a transmit buffer, as well as
other elements used in accordance with an aspect of the
present invention. Referring to FIG. 2, a transmit buffer 200
transmits packets from router 102 to adapter 104 via a parser
202. In this particular example, parser 202, as well as receive
buffer 108, communicate with the adapter via an interface
referred to as PCle entity 201.

Further coupled to PCle entity 201 are a descriptor table
manager (DTM) for a transmit path (DTM-TX) 210 and a
descriptor table manager (DTM) for a receive path (DTM-
RX) 212 located within router 102. Each of these descriptor
table managers includes one or more descriptor tables 214,
216, respectively. For instance, there may be one transmit and
receive descriptor table for each port of the adapter. Each
descriptor table includes one or more descriptors that
describe a packet being transferred (e.g., packet size,
address). Some descriptor tables include commands that are
given to the adapter to tell the adapter where to store the
packets and the status of the packets.

Additionally, each descriptor table manager includes
descriptor control information 215, 217, respectively, that is
associated with the descriptors, and includes, for instance,
packetids, tracking buffers (including control information for
the descriptor tables) and/or information used to check the
packetids, etc. The packet ids included in descriptor table 214
are for packets to be transmitted to the adapter; and the packet
ids included in descriptor table 216 are for packets that are
received by the adapter.

Additionally, router 102 includes a processor 230 and a set
of control registers 240 used during operation of the router. In
accordance with an aspect of the present invention, control
registers 240 include a number of indicators to be set/reset
during the re-programming of the programmable hardware
device, as described in detail below. The control registers are
connected to the various components within the router that
use the indicators, and the indicators are set/reset by proces-
sor 230. Router 102 (i.e., the logic blocks of the router) may
be implemented via programmable hardware devices and/or
application-specific integrated circuits. In this particular
example, some of the logic blocks of router 102 are imple-
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mented via programmable hardware devices, such as field
programmable gate arrays (FPGA), while other logic blocks
are implemented via application-specific integrated circuits
(ASIC).

The FPGA devices and the application-specific integrated
circuits are coupled to one another via one or more interfaces,
as shown in FIG. 3. For instance, an FPGA device 300 is
coupled to an ASIC 302 via a configuration interface 304 and
afunctional interface 306. The configuration interface is used
in the configuration of the FPGA, and the functional interface
is used during processing that involves the FPGA.

At times, it is desirable to perform an update on an FPGA
device to provide additional functionality, to correct a prob-
lem, or to otherwise make some updates. Thus, in accordance
with an aspect of the present invention, a capability is pro-
vided for updating the FPGA device without system down-
time. This means that the update is performed concurrently,
such that an IML (Initial Machine Load) is not required to
apply the updates and the updates are applied transparently to
the system (e.g., hosts) and to the network components
coupled to the device (e.g., network adapters). The operating
systems are unaware of the updates, no manual intervention is
required (no vary off/on), and the network does not see any
state changes. There is no effect on the system (e.g., hosts and
adapters) except possibly a performance delay while the re-
programming is taking place.

One embodiment of an overview of the logic to re-program
a programmable hardware device without system downtime
is described with reference to FIG. 4. In this embodiment, it is
processor 230 that is performing the tasks to re-program the
programmable hardware device. In particular, it is firmware
of the processor performing the tasks. Firmware, as used
herein, includes, e.g., the microcode, millicode and/or mac-
rocode of the processor. It includes, for instance, the hard-
ware-level instructions and/or data structures used in imple-
mentation of higher level machine code. In one embodiment,
it includes, for instance, proprietary code that is typically
delivered as microcode that includes trusted software or
microcode specific to the underlying hardware and controls
operating system access to the system hardware. In this
example, the processor is considered a part of router 102;
however, in other embodiments, the processor may be exter-
nal, but coupled to, router 102. Further, in other embodi-
ments, processor code other than firmware may perform one
or more of the tasks.

Referring to FIG. 4, the programmable hardware device is
quiesced, STEP 400, and then state of the device, such as
static state, is saved, STEP 402. That is, one or more entities
associated with the programmable hardware device are qui-
esced, and then, state associated with the device is saved. The
update is then loaded on the device, STEP 404, and the saved
state is restored, STEP 406. Operation of the device then
resumes, STEP 408. This all occurs without system down-
time; i.e., concurrent and transparent to the system, such as to
the one or more hosts and network adapters.

Further details of each of these tasks are described with
reference to FIGS. 5A-7B. These details are provided for a
specific example of an FPGA device of a router being re-
programmed. However, one or more aspects of the invention
are applicable to FPGA or other programmable hardware
devices of other components.

Referring initially to FIG. 5A, details relating to quiescing
the device and saving its state are described. In one example,
since the device being re-programmed is in the router, the
transmit path from the router (e.g., the transmit buffer and
parser) are quiesced to stop the router from starting any new
work and to allow the work in process to complete, STEP 500.
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This is accomplished by, for instance, setting an indicator
associated with the transmit path to a defined value (e.g.,
zero). This indicator is located within control registers 240, in
this example. Further, in one example, the descriptor tables
and descriptor control information in the descriptor table
manager for the transmit path are saved by, for instance,
copying them to local data store.

In addition to quiescing the transmit path, the receive path
of'the router (e.g., the receive bufter and parser) is quiesced to
stop the network adapter from presenting new work to the
router enabling the router to finish any work in progress,
STEP 502. The receive path is quiesced instead of reset, since
a reset would be considered a loss of the link and the link is to
be considered available to be able to capture data (such as
returned descriptors, described below) until the router is back
online. Further details regarding quiescing the receive path
are described further below with reference to FIG. 5B.

Continuing with FIG. 5A, local engine 120 is also qui-
esced, STEP 504. Again, this is accomplished by setting an
indicator corresponding to the local engine in the control
registers to indicate the local engine is quiesced. Subsequent
to quiescing the local engine, as well as the transmit path and
receive path, certain state associated with the programmable
hardware device is saved, STEP 506. This state is referred to
herein as static state, and includes, for instance, the control
registers, configuration data, routing tables, look-up tables,
descriptor control information for the receive path and pos-
sibly other state, but not the receive path descriptor tables
themselves. The state that is saved is model-dependent and
further it depends on the programmable hardware device
being re-programmed.

Additionally, functional interface 306 between the FPGA
and ASIC is quiesced and disabled, again by setting the
appropriate indicators, STEP 508.

Further details regarding quiescing the receive path are
described with reference to F1G. 5B. Initially, the receive path
is stopped, STEP 520. This includes performing a number of
tasks, as described herein, commencing with quiescing the
descriptor table manager for the receive path (DTM-RX) by
turning off the DTM-RX enable included in control registers
240, STEP 522. This causes the descriptor table manager for
the receive path to stop giving the receive path descriptors
back to the adapter, when processing of the packets are com-
plete. It does, however, continue to process descriptor returns
from the adapter and to the send engine. On an active network,
the receive path quiesces by itself. However, on a less active
network, the adapter may continue to hold onto some descrip-
tors.

Stopping the receive path also includes quiescing the
adapter receive path, STEP 524, if the adapter supports this
function. This is the next cleanest way to stop receive traffic,
but not all adapters support this function. If it is supported,
then an indicator corresponding to this function is set in the
control registers.

Further, to stop the receive path, the receive traffic to the
router is stopped, STEP 526. This ensures that no other
accesses will be made to the router. In one example, this is
only performed if the network is relatively idle and there is no
other way to stop the adapter itself. In one example, to stop the
receive traffic, STEPS 528-536 are performed, each of which
is described below.

Initially, the PCle entity is set to hold accesses to the
descriptor table manager for the receive path and to discard
data for the router data receive path, STEP 528. Thus, in
control registers 240 an indicator is set to turn off the path
from the PCle entity to the descriptor table manager on the



US 8,909,745 B2

7

receive path and another indicator is set to turn off the path
from the PCle entity to the receive buffer.

Additionally, the PCle entity is configured to remap the
accesses (that were to go to the descriptor table manager for
the receive path) to the local data store, STEP 530. The
remapping translates addresses, provided by the adapter to
place the accesses in the descriptor table, to different
addresses that point to the local data store.

Thereafter, one or more descriptor tables in the descriptor
table manager for the receive side are scanned looking for
descriptors which are “not done” (i.e., still in process), STEP
532. If there is a descriptor that is not done, the packet id is
obtained from the descriptor control information, and if this
packet is shown in the control registers to be in-flight in the
receive side of the adapter (e.g., the receive buffers), then the
copy of the descriptor table in local data store will be marked
“done with error”, so that the router can complete processing
of the packet. The router will then release the packet id back
to the descriptor table manager for the receive path.

Moreover, the current descriptor tables are copied from the
descriptor table manager for the receive path to the local data
store, STEP 534. A standard processor serializing instruction
(e.g., MSYNC) is issued to ensure the write has completed.

The PCle entity is then set to allow router accesses (e.g.,
PCI switch accesses) once again, but continues to discard
router data receive path traffic, STEP 536.

Responsive to performing the tasks to stop the receive path,
the processor waits for the router to transition into an idle state
for the receive path, STEP 540.

Subsequent to quiescing and saving the state, the program-
mable hardware device is loaded with the update. Referring to
FIG. 6, the new image is loaded into the programmable hard-
ware device using configuration interface 304 of the device,
STEP 600. The data representing the new image is transferred
over the bus to the configuration interface of the program-
mable hardware device.

Then, the link to the functional interface of the program-
mable hardware device is re-trained, STEP 602, and re-en-
abled, STEP 604. To re-train the link, measurements are taken
and compared to a clock signal to determine specific timings
to be used for the link. The re-enablement includes resetting
the appropriate indicator in the control registers.

Thereafter, the state is restored and operations are resumed,
as described with reference to FIGS. 7A-7B. Referring to
FIG. 7A, initially configuration is performed to bring the
programmable hardware device back to where it was. For an
FPGA device, this includes performing standard FPGA con-
figuration (e.g., initialize the registers), STEP 700. This is
similar to what is performed during standard power on/ini-
tialization of an FPGA device. Further, the control registers,
configuration data, look-up tables, routing tables, and other
information saved above, except for the descriptor tables and
descriptor control information, are reloaded from the saved
state, STEP 702. The descriptor tables and descriptor control
information, for both the DTM-RX and DTM-TX, are exempt
from this, since they are handled separately.

Additionally, the descriptor table managers for the receive
path and the transmit path are initialized and enabled, STEP
704. Since the PCle entity has been discarding router data
receive path accesses during the concurrent update, the router
has not been seeing any packet data arrive. However, descrip-
tor returns were written to the local data store copy of the
descriptor table. Firmware will examine the local data store
copy of the descriptor table to find the descriptors that were
returned by the adapter when the descriptor table manager for
the receive path was offline. When the descriptor table man-
ager is initialized, those packet ids for those descriptors are
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marked “available”. Additional details regarding initializing
and enabling the descriptor table managers are described
further below with reference to FIG. 7B.

Continuing with FIG. 7A, in addition to initializing and
enabling the descriptor table managers for the receive side
and the transmit side, the local engine, router transmit path,
router receive path, and the adapter receive path are enabled
by resetting the appropriate indicators in the control registers,
STEPS 706-712.

Referring now to FIG. 7B, to initialize and enable the
descriptor table manager for the receive path, a number of
tasks are performed. For instance, the PCle entity is set to
hold the router accesses (e.g., PCI switch accesses), STEP
730. Additionally, the descriptor control information 217
associated with the descriptors (e.g., to confirm addresses or
to otherwise manage the descriptors or descriptor tables) is
restored by coping the saved state, STEP 732, and the current
local data store copy of the descriptor table 216 is copied to
the descriptor table manager, STEP 734. This includes the
updates from the adapter while the descriptor table manager
was offline.

Additionally, the tail pointers for each of the descriptor
tables (e.g., each port’s descriptor tables) is written/restored
to point to the tail of the descriptor table in the descriptor table
manager, STEP 736.

The receive packet ids are enqueued to a release FIFO
located in the descriptor table manager for the receive path,
which represents the packets that were returned while the
descriptor table manager for the receive path was unavailable,
STEP 740. For instance, the send engine, which is the control
logic that manages the receive path, releases a packet id when
it is finished with it. These are enqueued on the release FIFO.

Further, error collection and reporting for the descriptor
table manager is enabled, if disabled, as well as the descriptor
table manager itself, STEPS 742, 744.

The PCle entity is set to allow receive buffer accesses and
router accesses, STEPS 746, 748. This completes the initial-
ization and enablement of the descriptor table manager for the
receive path.

In addition to the above, the descriptor table manager for
the transmit path is also initialized and enabled, including
restoring the descriptor control information and descriptor
tables for DTM-TX, enabling DTM-TX and allowing traffic
to be sent to the adapter.

Described in detail above is a capability for re-program-
ming a programmable hardware device, such as an FPGA
device attached to an ASIC, without any need to disrupt the
ASIC or system function. The programmable hardware
device is first quiesced and then the state of the programmable
hardware device is stored in, for instance, ASIC memory.
Responsive to the programmable hardware device being
reloaded, the state of the hardware programmable device is
restored using the state in ASIC memory, and operations are
resumed without any system downtime.

In one example, as the re-programming is occurring data
packets continue to come into the router. Thus, during the
re-programming, the data packets are redirected to the local
data store of the router, instead of being sent to the send
engine. After the re-programming, the data packets are for-
warded from the data store to the send engine for sending to
the host.

The programmable hardware device reconfigured in the
example herein is within a router; however, one or more
aspects of the present invention are equally applicable to
programmable hardware devices in other components.

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
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or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system”. Furthermore, aspects of the present invention may
take the form of a computer program product embodied in one
or more computer readable medium(s) having computer read-
able program code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable signal medium
may include a propagated data signal with computer readable
program code embodied therein, for example, in baseband or
as part of a carrier wave. Such a propagated signal may take
any of a variety of forms, including, but not limited to, electro-
magnetic, optical or any suitable combination thereof. A
computer readable signal medium may be any computer read-
able medium that is not a computer readable storage medium
and that can communicate, propagate, or transport a program
for use by or in connection with an instruction execution
system, apparatus or device.

A computer readable storage medium may be, for example,
but not limited to, an electronic, magnetic, optical, electro-
magnetic, infrared or semiconductor system, apparatus, or
device, or any suitable combination of the foregoing. More
specific examples (a non-exhaustive list) of the computer
readable storage medium include the following: an electrical
connection having one or more wires, a portable computer
diskette, a hard disk, a random access memory (RAM), a
read-only memory (ROM), an erasable programmable read-
only memory (EPROM or Flash memory), an optical fiber, a
portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this
document, a computer readable storage medium may be any
tangible medium that can contain or store a program for use
by or in connection with an instruction execution system,
apparatus, or device.

Referring now to FIG. 8, in one example, a computer
program product 800 includes, for instance, one or more
computer readable storage media 802 to store computer read-
able program code means or logic 804 thereon to provide and
facilitate one or more aspects of the present invention.

Program code embodied on a computer readable medium
may be transmitted using an appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written in any com-
bination of one or more programming languages, including
an object oriented programming language, such as Java,
Smalltalk, C++ or the like, and conventional procedural pro-
gramming languages, such as the “C” programming lan-
guage, assembler or similar programming languages. The
program code may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software pack-
age, partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) a wide area network (WAN), or the
connection may be made to an external computer (for
example, through the Internet using an Internet Service Pro-
vider).
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Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function in a particular manner, such that the instructions
stored in the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

The flowchart and block diagrams in the figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions
for implementing the specified logical function(s). It should
also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

In addition to the above, one or more aspects of the present
invention may be provided, offered, deployed, managed, ser-
viced, etc. by a service provider who offers management of
customer environments. For instance, the service provider
can create, maintain, support, etc. computer code and/or a
computer infrastructure that performs one or more aspects of
the present invention for one or more customers. In return, the
service provider may receive payment from the customer
under a subscription and/or fee agreement, as examples.
Additionally or alternatively, the service provider may
receive payment from the sale of advertising content to one or
more third parties.

In one aspect of the present invention, an application may
be deployed for performing one or more aspects of the present
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invention. As one example, the deploying of an application
comprises providing computer infrastructure operable to per-
form one or more aspects of the present invention.

As a further aspect of the present invention, a computing
infrastructure may be deployed comprising integrating com-
puter readable code into a computing system, in which the
code in combination with the computing system is capable of
performing one or more aspects of the present invention.

As yet a further aspect of the present invention, a process
for integrating computing infrastructure comprising integrat-
ing computer readable code into a computer system may be
provided. The computer system comprises a computer read-
able medium, in which the computer medium comprises one
or more aspects of the present invention. The code in combi-
nation with the computer system is capable of performing one
or more aspects of the present invention.

Although various embodiments are described above, these
are only examples. For example, communications environ-
ments of other architectures can incorporate and use one or
more aspects of the present invention. Further, the environ-
ment may include more adapters, routers and/or hosts than
described herein, and the adapter need not be based on PCle.
Additionally, the router may include more, fewer, and/or dif-
ferent elements than described herein. Moreover, other pro-
grammable hardware devices may be re-programmed using
one or more aspects of the present invention. Further, the
devices that are re-programmed need not be part of a router.
As examples, any type of network device, switching device or
any other device that transfers data between a source and a
destination can be reprogrammed, in accordance with one or
more aspects of the present invention. The technique to repro-
gram such devices includes, for instance, quiescing, saving
state, loading an update, restoring state and resuming opera-
tion. It may also include redirecting traffic while performing
the re-programming. Additionally, the state that is stored and
restored may include different state than described herein and
may depend on the device being re-programmed. Many other
variations are possible without departing from a spirit of the
present invention.

Further, other types of computing environments can benefit
from one or more aspects of the present invention. As an
example, an environment may include an emulator (e.g., soft-
ware or other emulation mechanisms), in which a particular
architecture (including, for instance, instruction execution,
architected functions, such as address translation, and archi-
tected registers) or a subset thereof is emulated (e.g., on a
native computer system having a processor and memory). In
such an environment, one or more emulation functions of the
emulator can implement one or more aspects of the present
invention, even though a computer executing the emulator
may have a different architecture than the capabilities being
emulated. As one example, in emulation mode, the specific
instruction or operation being emulated is decoded, and an
appropriate emulation function is built to implement the indi-
vidual instruction or operation.

In an emulation environment, a host computer includes, for
instance, a memory to store instructions and data; an instruc-
tion fetch unit to fetch instructions from memory and to
optionally, provide local buffering for the fetched instruction;
an instruction decode unit to receive the fetched instructions
and to determine the type of instructions that have been
fetched; and an instruction execution unit to execute the
instructions. Execution may include loading data into a reg-
ister from memory; storing data back to memory from a
register; or performing some type of arithmetic or logical
operation, as determined by the decode unit. In one example,
each unit is implemented in software. For instance, the opera-
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tions being performed by the units are implemented as one or
more subroutines within emulator software.

Further, a data processing system suitable for storing and/
or executing program code is usable that includes at least one
processor coupled directly or indirectly to memory elements
through a system bus. The memory elements include, for
instance, local memory employed during actual execution of
the program code, bulk storage, and cache memory which
provide temporary storage of at least some program code in
order to reduce the number of times code must be retrieved
from bulk storage during execution.

Input/Output or I/O devices (including, but not limited to,
keyboards, displays, pointing devices, DASD, tape, CDs,
DVDs, thumb drives and other memory media, etc.) can be
coupled to the system either directly or through intervening
1/O controllers. Network adapters may also be coupled to the
system to enable the data processing system to become
coupled to other data processing systems or remote printers or
storage devices through intervening private or public net-
works. Modems, cable modems, and Ethernet cards are just a
few of the available types of network adapters.

The terminology used herein is for the purpose of describ-
ing particular embodiments only and is not intended to be
limiting of the invention. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
further understood that the terms “comprises” and/or “com-
prising”, when used in this specification, specify the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
of one or more other features, integers, steps, operations,
elements, components and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the claims
below, if any, are intended to include any structure, material,
or act for performing the function in combination with other
claimed elements as specifically claimed. The description of
the present invention has been presented for purposes of
illustration and description, but is not intended to be exhaus-
tive or limited to the invention in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the invention. The embodiment was chosen and
described in order to best explain the principles of the inven-
tion and the practical application, and to enable others of
ordinary skill in the art to understand the invention for various
embodiment with various modifications as are suited to the
particular use contemplated.

What is claimed is:

1. A method of re-programming programmable hardware
devices, said method comprising:

quiescing one or more entities internal to a programmable

hardware device to be re-programmed, wherein the pro-
grammable hardware device is a router of a communi-
cations environment;

storing state associated with the programmable hardware

device in a resource internal to the programmable hard-
ware device;

reloading the programmable hardware device, the reload-

ing including providing an update to the programmable
hardware device; and

restoring state associated with the programmable hardware

device using the stored state, wherein the programmable
hardware device is re-programmed absent bringing
down or restarting components external but coupled to
the programmable hardware device, the restoring com-
prising:
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reloading stored state associated with the programmable
hardware device from the resource internal to the
programmable hardware device, except state that
relates to one or more descriptor tables; and

initializing and enabling at least one descriptor table
manager of the router to restore state that relates to the
one or more descriptor tables of the programmable
hardware device.

2. The method of claim 1, wherein the resource internal to
the programmable hardware device comprises memory
implemented as an application-specific integrated chip.

3. The method of claim 1, wherein the quiescing further
comprises quiescing a transmit path from the router to an
adapter coupled to the router and a receive path of the router
from the adapter.

4. The method of claim 3, wherein the quiescing the receive
path of the router comprises stopping the receive path of the
router and waiting for the router to be idle.

5. The method of claim 4, wherein stopping the receive
path of the router comprises quiescing the at least one descrip-
tor table manager for the receive path, and performing at least
one of quiescing a receive path of the adapter or stopping
traffic to the router.

6. The method of claim 5, wherein the stopping the receive
path of the router comprises stopping traffic to the router, the
stopping traffic comprising:

holding accesses to the router;

remapping descriptor accesses of the router to a data store;

scanning the one or more descriptor tables of the at least

one descriptor table manager for the receive path for one
or more descriptors that are not done and indicating in
the data store that the one or more descriptors are not
done; and

copying the one or more descriptor tables from the at least

one descriptor table manager for the receive path to the
data store.

7. The method of claim 1, wherein the providing an update
to the programmable hardware device comprises:
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performing configuration of the programmable hardware

device.

8. The method of claim 7, wherein the initializing and
enabling the at least one descriptor table manager to restore
state that relates to the one or more of the descriptor tables
further comprise:

holding accesses to the router;

restoring state that relates to the one or more descriptor

tables;

copying a local data store copy of the one or more descrip-

tor tables to the at least one descriptor table manager of
the router;

restoring one or more pointers of the one or more descriptor

tables;

enqueuing one or more packet ids to a queue of the router;

enabling the at least one descriptor table manager of the

router;

allowing accesses to the router; and

enabling one or more paths associated with the router.

9. The method of claim 1, the initializing and enabling
comprising:

holding accesses to the router;

restoring the one or more descriptor tables and controls

associated therewith;

enabling the at least one descriptor table manager; and

allowing accesses to the router, based on enabling the at

least one descriptor table manager.

10. The method of claim 1, wherein the providing an
update to the programmable hardware comprises providing
an update to a field programmable gate array of the router.

11. The method of claim 1, wherein the providing an
update to the programmable hardware comprises providing
an update to a field programmable gate array of the router,
wherein the router is coupled to a host and a network adapter,
the router including one or more field programmable gate
arrays and application-specific integrated circuits, the appli-
cation-specific integrated circuits being external to the one or
more field programmable gate arrays.
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